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KEYBOARD EMULATION

BACKGROUND

[0001] Computers today are used in a varnely of ways. Personal computers,
for example, are used by users with a varlely of user interface peripherals including
keyboards, mice, displays, and so forth. Servers, on the other hand, are often
operated without these peripherals and instead rely on a network connection {o
perform various functions such as controlling what applications should be operated on
the server, what tasks are performed by the servers, what data the servers store, and
so forth. Computers that have heen configured 10 be controfled via a nefwork without

a display, keyboard, and mouse are sometlimes referred {0 as headless systems.

BRIEF DESCRIPTION OF THE DEAWINGS

[0002] The present application may be more fully appreciated in connection
with the following detlailed description taken in conjunclion with the accompanying

drawings.

[0003] FIG. 1 illustrates an example system associated with keybhoard
amulation.

[0004] FiG. 2 lustrates another example system associated with keyboard
emulation.

[0005] FiG. 3 llustrates another example system associated with keyboard
emudation.

[0008] FIG. 4 illustrates a fowchart of example operations associated with
keyboard emudation.

[G007] FiG. § Hlustrates a flowchart of example operalions assocdiated with
kevboard emulation.
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[0008] FIG. 6 dlustrates an example compuling system associated with

kevboard emulation.

DETAILED DESCRIPTION

[0009] Systems, methods, and equivalenis associgted with keyboard
emulation are described. Because headless devices can generally be controlled
remotely, headless devices are often stored in racks, in out of the way spaces {e.g..a
locked storage), or even in remote locations. While they may generally operate without
a user having o physically access the device, there are still some scenarios where
being able to physically interact with a device is desirable. For example, certain

operating system hangs may make it desirable to foree a device to restart.

[0010] Consequently a remote signal receiver may be embedded inlo a device
to allow receipt of wireless signals to control emulation of keyboard and power inputs
to the device. The remote signal receiver may receive a signal {e.g., infrared} from a
remaote control that controls a component of the device 1o act as it were receiving inputs
from a keyboard or a physical power button on the device. This may allow, for extample
a user o select boot setlings during a basic inputioutput system mode of the device,
hard reset the device, and so forth, without being able to physical reach the device or
have a keyboard atlached 10 the device.

[0011] While some examples herein may refer o headless devices, in other
exampies, techniques described herein may operate in systems that are operating
with input and/or output peripherals. For example, a device controlling digital signage
{e.g., advertisements on a mall or billboard) may be considered to be attached o a
display, and yet still be stored in an out of reach location o prevent someone from
accidentally or deliberately interering with the digital signs. In the event the device is
{o be configured, a user may interact with the device using an appropriately configured
remote {o control emulation of keyboard andfor power signals. Thus, many types of
devices may take advantage of techniques described herein.

[0012] Figure 1 Hlustrales an example sysiem associated with kevboard
emulation. it should be appreciated that the items depicted in Figure 1 are Hlustrative
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gxamples, and many different systems, devices, and so forth, may operale in

accordance with varicus examples.

[0013] Figure 1 Hustrates a system 100 associated with keyboard emulation.
in this sxample, system 100 may be a system operaling without a display, a kevboard,
a mouse, and so forth. In olher examples, system 100 may be stored in an out of
reach location or amongst numerous other devices similarly configured fo system 100,

[0014] System 100 includes a controller 110, Controller 110 may be
connected with several aspects of system 100 in a manner that allows controfler 110
to emulate input from various components of system 100 and or peripherals thal could
be attached to systern 100, Thus, controfler 110 may include circuitry that directly
connects to the other components of system 100. Controller 110 may control the
various components of system 100 based on signals received from a remote control
199 via a remote signal receiver 120. While a remole control 198 is illustrated in figure
180, other technalogies or communication devices could be configured to interact with
remote signal receiver. For example, while remote control 189 may use an infrared
fechnology 1o communicate with remote signal receiver 120, in other examples,
remote control 198 or a device (e.qg.. a cell phone) acting in the place of remote control
198 may operate using, for example, Bluetooth, ZigBee, radio frequency, Wi-Fi, Z-

Wave, and so forth.

{0015] Invarious examples, the signals received from remote control 199 may
be specifically designed into remote control 198, Thus, remate confrol 188 may
include aspects of a kevboard. In other examples, the signals recgived from remols
control 189 may be programmalically generated either by remote control 199 itself or
based on a signal received from a remote device. By way of illustration, after a system
administrator detects a failure of system 100, the administrator or an application
controlied by the administrator may generate a set of instructions and embed them on
remaote control 199, When the administrator reaches the vicinity of system 100, the
administrator may press a button on remote confrol 188 which may cause remote

control 1899 o play back the set of instructions 1o remote signal receiver 120,

[0016] The signals received by controller 110 via remote signal receiver 120
may cause controller 110 {o emulate inputs specified in the signals o the components

-5
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of system 100. For example, controller 110 is connecied fo a super input/output {super
O} controfier 130 of system 100, Super ¥O 130 may be an integrated circuit
embedded in system 100 that combines interfaces for a variety of components of
system 100, These componenis may include a keyboard controller that allows for
receiving keyboard inputs that can then be interpreted by, for example, a processor of
system 100. Thus, controlier 110 may facilitate emulating keyboard inputs {o sysiem
100 by, for example, generating signals that would be generated by presses of a
keyboard. In other examples, the confroller may cause emulation of keyboard inputs

by controlling super KO 130 {o act as though the keyboard inputs had been received.

[0017] While the keyboard inpuls could theoretically be interpreted at a variety
of points during operation of system 100, the ability o emulate keyboard inpuls may
be specifically desirable during a basic input/output system (BIOS) mode of operation
of aystem 100, This may be because system 100 has mited funclionality while in the
BIOS state. For example, in the BIOS state, system 100 may not have nelworking
capability thal would allow selection of settings uniil after system 100 has successfully
loaded an operating system. Consequently, selecling appropriate boot setftings
without the ability to emulate the keyboard may involve physical access {o system 100
which may mean accessing system 100 from amongst many in a server rack, or pulling
system 100 from an out of reach location. Instead, emulation of keyboard input fo
saject boot setlings based on signals received from remote confrol 188, system 100
may be able to boot into a mode controllable over a network without direct physical

acoess to system 100,

[0018] in another example, controller 110 may also be connecled to a power
supply 140. This may allow controlier 110 to emulate inpuls {o a physical power bulton
150 to power supply 140. This may allow, for example, controller 110 to tum system
100 on or off, hard reset system 100, cause system 100 o enter a slesp mode, and
so forth. In some examples, controller 110 may connect directly to power supply 140,
However, as illustrated here, controller 110 may inferface directly with circuitry
connecting power supply 140 and power button 150. Thus, controller 110 and remols

signal receiver 120 may be circuilry built info system 110 during manufacturing, as
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opposed 1o an accessory or peripheral allached o system 100 after system 100 has
been shipped.

[6019] in some examples, it may be desirable to ensure certain security
checks are made before controller 110 fakes action in response to a signal from
remote control 189, In some examples, a pairing action may be performed during, for
example, an initial setup of system 100, controller 110, andfor remote control 188, The
pairfing process may ensure that unauthorized devices andfor users cannot control
system 100, In other examples, remote control 199 may be able to fransmit a signal
that is specifically configured {o control specifically system 100, and not contrat other
nearby systems also configured with a remote signal receiver that can emulate inputs
{e.g., other simitarly configured systems on the same server rack). In other examples,
remote control 198 may transmit a signal that authenticales itself lo controter 110 fo
prevent unauthorized actions from being {aken by controlier 110.

[0020] H is appreciated thal, throughout this description, numerous specific
details are set forth to provide a thorough understanding of the examples. However,
it is appreciated thatl the examples may be pracliced without limitation to these specific
details. In other instances, methods and structures may not be described in detail o
avoid unnecessarily obscuring the description of the examples. Also, the examples

may be used in combination with each other.

[0021] “Module®, as used herein, includes but is not limited to hardware,
firmware, software stored on a computersreadable medium or in execution on a
machine, and/or combinations of each to perform a funclion{s) or an aclion{s}, andfor
to cause a function or action from another module, method, andfor system. A module
may include a software controlled microprocessor, a discrele module, an analog
circuit, a digital circult, a programmed module devics, a memary device containing
instructions, and so on. Modules may include gates, combinations of gates, or other
circuit components. Where mulliple logical modules are described, it may be possible
1o incorporate the multiple logical modules into one physical module. Similarly, where
a single logical module is described, # may be possible to distribute that single logical
module between multiple physical modules.
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[0022] Figure 2 flusltrates a system 200. System 200 may be, forexample, a
computer or server designed o take up a limited amount of space in an out of the way
location. For example many servers are stored in closets or racks, out of the way of
persons who work with the data and applications on the servers. System 200 may
also be configured to be controled remolely via a network connection while system
200 is under normatl operaling circumstances. Thus, system 200 may not usually have
certain input and/or output peripherals (e.q., keyboard, display} and accessoties
altached {o system 200, System 200 includes an inpul/output controlier 210, In some
examples, the inputfoutput controller may be a super VO controller of system 200.
input/output confrolier 210 may be able to receive input from various components of
system 200 including from ports to which peripherals could hypothetically be
connected,

{00231 System 200 alsoincludes a remaote signal receiver 220, Remote signal
receiver 220 may communicate via, for example, infrared signals, Blustooth, ZigBee,
radio frequency, Wi-Fi, Z-Wave, and so¢ forth, Remote signal receiver 220 may receive
signals from a remote contral or other device configured to communicate with remote

signal receiver.

[0024] System 200 also includes a control module 230, Control module 230
may receive a first signal via remote signal receiver 220, Based on the first signal,
control module 230 may communicate with inpulioutput controller 210, For example,
control module 230 may contral inputfoutput controller 210 to emulate a keyboard
input. As used herein, keyboard inputs may include a variety of alphanumeric and
other inputs enterable via a keyboard. The keyboard inpuls are intended to include,
for example, letlers in various cases, numbers, special characters, spacing characters,
movement directions, special functions, and so forth. The emulated keyboard inputs
may control system 200 while system 200 operates in a basic input/output system
{BIOS) mode. This may allow, for example, control of selection of boot options during
the BIOE mnde. Selection of boot options may facilitate restoring system 200 fo a
state in which system 200 may be controlled and/or managed by a remote entity vis a

network connection.



WO 2018/199976 PCT/US2017/030044

[0025] Figure 3 Hustrales a system 300 associated with keyboard emulation.
System 300 includes several tems similar to those described above with reference o
system 200 (figure 2). For example, system 300 includes an VO controller 310, a
remaote signal receiver 320, and a control module 330,

[0026] System 300 also includes a power supply 34Q. Conirol module 330
may receive a second signal via remole signal 320, Control module 330 may
communicate with power supply 340 based on the second signal to emulate a power
button input.  The emulated power bution input may control power supply 340 {o, for

example, powsr on, power off, enter a sleep mode, hard reset, and so forth.

[0027] Figure 4 Blustrates an example method 400, Method 400 may be
embodied on a non-dransitory processor-readable medium  storing processor-
exaecttable instructions. The instructions, when executed by a processor, may cause
the processor {o perform method 400. In other examples, method 400 may exist within
logic gates and/or RAM of an application specific integrated circuit {ASIC).

[0028] Method 400 may perform varous tasks associated with keyboard
ermulation. Method 400 includes receiving a first signal at 420. The first signal may
be received via a remote signal receiver. The first signhal may include instructions
intended {o control a device. The device may be, for example, a headless device
operating without input and/or output peripherals.

[0029] Method 400 also includes providing a controf signal {o an inputfoutput
controller of the device at 430. The control signal may control the inputioutput
controlier to emulate a keyboard input. The specific keyboard actions emulated may
be specified by the first signal.  In one example, the keyboard input may control
selection of boot settings for the device.

[0030] Figure 5 Hustrates a method 500 associated with keyboard smulation.
Method 500 includes several actions similar o those described above with reference
to method 400, For exampls, method 500 includes receiving a first signal in a device
at 520 and providing a controf signatl at 830,
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[0031] Method 500 also includes receiving & second signal af 540. The
second signal may be received via the remote signal receiver. The second signal may
seek to control a power operation of the device. Method 500 also includes providing
a power signal at 550. The power signal may be provided to a power supply of the
device. The power signal may emulate a power butlfon input for the device.

[0032] Method 500 also includes receiving an authenticaling signal at 510,
The authenticating signal may be received from a device {e.g., 8 remote control)
providing the control signal. In various examples, the authenticating signal may serve
a variety of functions. In one example, the authenticating signal may be configured {o
tie the device providing the control signal to the device performing method 500. By
way of llustration, this may link a specific remote control and a specific server. This
may be achieved by, for example, communicating a channel for future
communications. The device performing method 500 may then listen on this channel
for further instructions. In another example, the authenticating signal may be a signal
designed prove that the device providing the control signal is authorized to control the
device performing method 500, This may prevent unauthorized interactions with the
device performing method 500. in another example, the authenticaling signal may be
a signal designed fo identify a specific device to perform actions in a subsequent
confral signal.  This may be desirable when multiple devices that could potentially
perform operations of method 500 are in close proximity to one other {e.9., In a server
rack}.

{0033] Figure 6 Hlustrates a computing systemy 800, Compuling systam
includes a basic inputioutput system (BIOS) in execution by a processor 650
Computing system 800 also includes an /O controller 610, Computing system 600
also includes a remote signal receiver 820, Computing system 800 also includes a
control module 630. Control module 830 may be communicatively coupled to remote
signatl receiver 620 and input/output controlier 610, Centrol module 630 may emulate
a keyboard signal via inputfoutput controlier 810 during, for example, power on self-
test, operating system startup, and so forth, for entering and setling of bios 655,
selection of a boot device, or some other inifialization purpose. The keyboard signal
may be emulated in response 10 a signal received via remote signal receiver 620, In

&
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some examples, confrol module 630 may authenticale an aspect of the control signal
prior to emudating the kevboard signal.

[0034] Computing system 600 also includes a power supply 840. Power
supply 650 may be communicatively coupled to control modute 830. In this examples,
confral module 830 is communicatively coupled to the power supply via circuilry
conneacting the power supply to a power bulton 645 of compuding system 600, In
response to a power signal received via remote signal receiver 620, control module
630 may provide a signal to the power supply that emulates an input to the power

supply.

[0035] In various examples, computing system 600 may be a computer that
includes a processar 650 and memory, and ather components connected by a bus.
Control module 630 may perform keyboard emulation functions for computing system
600. In different examples, control module 630 may be implemented as a non-
ransitory computer-readable medium storing processor-execidable instructions, in
hardware, software, firmware, an application specific integrated circuit, andfor
combinations thereof.

{0036] The instructions may also be presented to processor 650 as data
andfor processes that are lemporarily stored in memory and then executed by
processor 650, Processor 650 may be a variety of processors including dual
microprocessor and other multi-processor architectures. Memory may include non-
volatite memory {e.g., read only memory) and/or volatile memory {e.g., random access
memaory}). Memory may also be, for example, a magnetic disk drive, a solid state disk
drive, a floppy disk drive, a tape drive, a flash memory card, an optical disk, and so
on. Thus, memory may store processes and/or data. Computing device 600 may also
be associated with other devices including other computers, devices, peripherals, and
so forth in numerous configurations {not shown}.

[G037] His apprecialed that the previous description of the disclosed examples
is provided o enable any person skilled in the art to make or use the present
disclosure. Various modifications to these examples will be readily apparent to those
skilled in the art, and the generic principles defined herein may be applied {o other
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exampies without deparling from the spirit or scope of the disclosure. Thus, the
present disclosure is not infended to be limited to the examples shown herein butis fo
be accorded the widest scope consistent with the principles and novel features

disclosed hersin.

A0~
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WHAT 1S CLAIMEDR 15;

1. A system, comprising:

an inputfoutput controlier;

a remote signal receiver; and

a control module to receive a first signal via the remole signal recsiver and {o
communicate with the input/output controlier {o a emulate keyboard input based on

the first signal.

2. The system of claim 1, further comprising a power supply, and where
the control module is further to receive a second signal via the remote signal receiver
and communicate with the power supply based on the second signal to emulate a

power butlon input.

3. The system of claim 2, where the power button input controls the

power supply to one of, power on, power off, enter a sleep mode, and hard reset.

4, The system of claim 1, where the remote signal receiver communicales
via ang of, infrared signals, Bluelooth, ZigBee, radio frequency, Wi-Fi, and Z-Wave.

5, The system of claim 1, where the inputoutput controlier is a super

inputfoutput controller.

6. The system of claim 1, where the emulated keyboard input controls the

system during a basic input/output system {BIOS) mode,

41
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7. The system of claim 1, where the emulated keyboard input controls

selection of boot oplions during the BIOS mode.

8. A method, comprising:

receiving a first signal via a remote signal receiver to control a device; and

provide a control signal to an inputfoutput controller of the device to emulate a
keyboard input to control selection of boot settings for the device.

g, The method of claim 7, comprising:

receiving a second signal via the remote signal receiver to control a power
operation of the device; and

provide a power signal {o a power supply of the device that emulates a power

button input for the device.

10. The method of claim 8, where the device is g headiess device.

11, The method of claim 8, comprising receiving an authenticating signal

from a device providing the control signal,

12, A computing system, comprising:

a basic inpult/output system {BIOS) in execution by a processor;

an inputfoutput controfler;

a remote signal receiver; and

a control module communicatively coupled o the remaote signal receiver and
the inputfoutput controller, where the control module, in response 1o a control signal

-t 2a



WO 2018/199976 PCT/US2017/030044

received via the remole signal receiver, emulaies a keyboard signal vig the
inputioutput controller to configure a boot setling of the BIOS.

13, The computing system of claim 12, comprising:

a power supply, where the control modide is communicatively coupled o the
power supply and where the control module, in response © a power signal received
via the remote signal receiver, provides a signal {o the power supply thal emulates

an input {o the power supply.

4.  The computing system of claim 13, where the control module is
communicatively coupled to the power supply wia circuitry connecting the power
supply fo a power button of the computing system.

15. The computling system of claim 12, where the conirol module
authenticates an aspect of the control signal.
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