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VOICE OVER IP BASED BIOMETRIC 
AUTHENTICATION 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The present invention relates to authentication in 
communications networks. More particularly, the present 
invention relates to a biometric System that identifies a 
perSon over a communications network. 
0003 2. Background Information 
0004. A need exists to remotely identify a person over a 
communications network. In particular, a biometric Service 
is needed that remotely authenticates a perSon's identity 
using the perSon's biometric characteristic information. For 
example, a Voice over IP based biometric authentication 
System is needed that authenticates the identity of individu 
als calling communications platforms in a communications 
network. 

0005 Currently, a calling party can interact with an 
intelligent peripheral communications platform by pressing 
keys on a keypad to generate audible dual tone multifre 
quency (DTMF) signals. The intelligent peripheral commu 
nications platform translates the audible Signals and pro 
vides Speech information and instructions to the calling 
party. For example, the intelligent peripheral communica 
tions platform may instruct the calling party to enter an 
account number and password using the keypad. Access to 
a Service may be restricted only to a calling party who can 
provide the correct password for a verifiable account. How 
ever, the intelligent peripheral communications platform 
does not identify the individual calling party using the dual 
tone multifrequency Signals, rather, the intelligent peripheral 
communications platform only ensures that the calling party 
possesses the correct password for the account. 
0006 Additionally, an intelligent peripheral communica 
tions platform may accept and interpret Speech from a 
calling party. The intelligent peripheral communications 
platform translates the calling party's Speech and provides 
Speech information and instructions to the calling party. For 
example, the intelligent peripheral communications plat 
form may instruct the calling party to enunciate an account 
number and password. Access to a Service may be restricted 
only to a calling party who can provide the correct password 
for the account. However, the intelligent peripheral commu 
nications platform does not identify the individual calling 
party using the calling party's Speech; rather, the intelligent 
peripheral communications platform only ensures that the 
calling party possesses the correct password for the account. 

0007 Furthermore, a communications platform such as a 
Voice mail System may use information associated with an 
address of the Source of the call to allow access to an 
account. For example, the communications platform may 
use an automatic number identifier (ANI) or an internet 
protocol (IP) network address associated with the source of 
the call to recognize and authorize access to an account. 
Access to a Service may be restricted only to a calling party 
calling from an authorized address associated with the 
account. However, the communications platform does not 
identify the individual calling party using the information 
asSociated with the telephone number; rather, the commu 
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nications platform only ensures that the calling party is 
calling from an authorized address associated with the 
acCOunt. 

0008 Recently, an ability has been provided to identify 
an individual using biometric information. For example, 
Voice characteristic information, facial geometry, DNA, iris 
Scan information and fingerprints can be used to identify an 
individual. However, biometric authentication typically 
involves complex processing for a large amount of infor 
mation. Accordingly, communications devices and commu 
nications platforms in a communications network may not 
have Sufficient memory and processing ability to Store and 
quickly proceSS biometric information for individuals. For 
this reason and others, biometric authentication has not been 
used in a communications network to condition access to 
communications devices and communications platforms. 
0009. Accordingly, a need exists to provide a biometric 
authentication System in a communications network. In 
particular, a need exists to provide a biometric authentica 
tion System that authenticates identities and authorizes 
access to the Services provided by communications devices 
and/or communications platforms in a communications net 
work. For example, a biometric authentication System is 
needed that registers biometric information for an individual 
by associating the biometric information with identification 
information of the individual. Furthermore, a biometric 
authentication System is needed that receives a request from 
a communications platform or communications device to 
authenticate a calling party or customer as the individual by 
comparing biometric information obtained from the calling 
party or customer with the registered biometric information. 
0010. To solve the above-described problems, a system is 
provided for voice over IP based biometric authentication. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011. The present invention is further described in the 
detailed description that follows, by reference to the noted 
drawings by way of non-limiting examples of embodiments 
of the present invention, in which like reference numerals 
represent Similar parts throughout Several views of the 
drawing, and in which: 
0012 FIG. 1 shows an exemplary communications net 
work architecture for voice over IP based biometric authen 
tication, according to an aspect of the present invention; 

0013 FIG. 2 shows an exemplary verification system for 
Voice over IP based biometric authentication, according to 
an aspect of the present invention; 
0014 FIG. 3 is an exemplary flow diagram showing a 
method of authenticating an individual calling party using 
Voice over IP based biometric authentication, according to 
an aspect of the present invention; 
0015 FIG. 4 is an exemplary flow diagram showing a 
method of operation for a communications platform that 
uses Voice over IP based biometric authentication, according 
to an aspect of the present invention; 
0016 FIG. 5 is an exemplary flow diagram showing a 
method of operation for a verification System that provides 
Voice over IP based biometric authentication, according to 
an aspect of the present invention; 
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0017 FIG. 6 is another exemplary communications net 
work architecture for centralized biometric authentication, 
according to an aspect of the present invention; 
0.018 FIG. 7 is an exemplary flow diagram showing a 
method of authenticating an individual customer using cen 
tralized biometric authentication, according to an aspect of 
the present invention; and 
0.019 FIG. 8 is an exemplary flow diagram showing a 
method of operation for a transaction platform that uses 
centralized biometric authentication, according to an aspect 
of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0020. In view of the foregoing, the present invention, 
through one or more of its various aspects, embodiments 
and/or Specific features or Sub-components, is thus intended 
to bring out one or more of the advantages as Specifically 
noted below. According to an aspect of the present invention, 
a communication System is provided for verifying an iden 
tity of a calling party. The communication System includes 
a storage that Stores Voice Sample information in association 
with information that identifies an individual. The commu 
nication System also includes a receiver that receives, from 
a communications platform called by the calling party, a 
request to authenticate the identity of the calling party as the 
individual, using a digital audio Sample packetized accord 
ing to voice over internet protocol and obtained from the 
calling party during the call. The communication System 
further includes a processor that compares the digital audio 
Sample to the Voice Sample information to authenticate the 
identity of the calling party as the individual. 
0021 According to another aspect of the present inven 
tion, the processor de-packetizes the packetized digital audio 
Sample to compare the digital audio Sample to the Voice 
Sample information. 
0022. According to yet another aspect of the present 
invention, the receiver receives the request from the com 
munications platform over the internet. 
0023. According to still another aspect of the present 
invention, the communications platform is an intelligent 
peripheral that forwards the request to authenticate the 
identity of the calling party to the receiver. 
0024. According to another aspect of the present inven 
tion, the communications platform is a voice mail System 
that forwards the request to authenticate the identity of the 
calling party to the receiver. 
0.025 According to yet another aspect of the present 
invention, the communications platform is a wireleSS net 
work platform that forwards the request to authenticate the 
identity of the calling party to the receiver. 
0026. According to still another aspect of the present 
invention, the System also includes a log generator that 
generates a record of information relating to the authenti 
cation request. 
0.027 According to an aspect of the present invention, a 
method is provided for Verifying an identity of a calling 
party. The method includes Storing Voice Sample information 
in association with information that identifies an individual. 
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The method also includes receiving, from a communications 
platform called by the calling party, a request to authenticate 
the identity of the calling party as the individual, using a 
digital audio Sample packetized according to voice over 
internet protocol and obtained from the calling party during 
the call. The method further includes comparing the digital 
audio Sample to the Voice Sample information to authenticate 
the identity of the calling party as the individual. 
0028. According to another aspect of the present inven 
tion, the method includes de-packetizing the packetized 
digital audio Sample to compare the digital audio Sample to 
the Voice Sample information. 
0029. According to yet another aspect of the present 
invention, the request to authenticate is received from the 
communications platform over the internet. 
0030. According to still another aspect of the present 
invention, the communications platform is an intelligent 
peripheral that forwards the request to authenticate the 
identity of the calling party. 

0031. According to another aspect of the present inven 
tion, the communications platform is a Voice mail System 
that forwards the request to authenticate the identity of the 
calling party. 

0032. According to yet another aspect of the present 
invention, the communications platform is a wireleSS net 
work platform that forwards the request to authenticate the 
identity of the calling party. 

0033 According to still another aspect of the present 
invention, the method also includes generating a record of 
information relating to the authentication request. 
0034. According to an aspect of the present invention, a 
computer readable medium Stores a program that verifies the 
identity of a calling party. The computer readable medium 
includes a Sample Storing code Segment that Stores voice 
Sample information in association with information that 
identifies an individual. The computer readable medium also 
includes a receiving code Segment that receives, from a 
communications platform called by the calling party, a 
request to authenticate the identity of the calling party as the 
individual, using a digital audio Sample packetized accord 
ing to voice over internet protocol and obtained from the 
calling party during the call. The computer readable medium 
further includes a comparing code Segment that compares 
the digital audio Sample to the Voice Sample information to 
authenticate the identity of the calling party as the indi 
vidual. 

0035. According to another aspect of the present inven 
tion, the computer readable includes a de-packetizing code 
Segment that de-packetizes the packetized digital audio 
Sample to compare the digital audio Sample to the Voice 
Sample information. 

0036). According to yet another aspect of the present 
invention, the request to authenticate is received from the 
communications platform over the internet. 

0037 According to still another aspect of the present 
invention, the communications platform is an intelligent 
peripheral that forwards the request to authenticate the 
identity of the calling party. 
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0.038 According to another aspect of the present inven 
tion, the communications platform is a voice mail System 
that forwards the request to authenticate the identity of the 
calling party. 

0.039 According to yet another aspect of the present 
invention, the communications platform is a wireleSS net 
work platform that forwards the request to authenticate the 
identity of the calling party. 

0040 According to still another aspect of the present 
invention, the computer readable medium also includes a log 
generating code Segment that generates a record of infor 
mation relating to the authentication request. 
0041. A communications system is provided for authen 
ticating a calling party's identity using voice over IP based 
biometric authentication. The communications System is 
provided in a communications network, and includes a 
communications device, a communications platform and a 
Verification System. AS used in the present application, the 
calling party may be an individual, e.g., a customer, using a 
communications device to obtain access to a Service Sup 
ported by a communications platform. Furthermore, a call is 
an attempt by a calling party to communicate with a recipi 
ent at a destination. 

0042. In an embodiment, the communications network is 
a Switch-based Switching network that provided dedicated 
connections for calls between a calling party and a recipient 
of the call. The Switch-based Switching network may be an 
advanced intelligent network (AIN) that includes service 
Switching points and Service control points. In an advanced 
intelligent network, an individual communications device, 
Such as a phone or modem, is connected to a Service 
Switching point that triggers when particular dialing patterns 
or Sequences are input to the individual communications 
device. When the Service Switching point detects a prede 
termined dialing pattern, the Service Switching point Sends a 
query via a signaling network to a Service control point. The 
query to the Service control point results in an instruction to 
forward the call from the Service Switching point to a 
communications platform. Of course, calls may be routed 
from the Service Switching point to the communications 
platform without invoking a Service control point when 
neither the originating telephone number of the calling party 
or the destination telephone number of the communications 
platform triggers the Service Switching point. 

0043. In another embodiment, the communications net 
work is a packet-Switching network, Such as the internet. In 
a packet-Switching network, packets carry processing infor 
mation So that each packet can be individually routed. 
Accordingly, dedicated connections are unnecessary in a 
packet-Switching network. AS an example, an individual 
communications device, Such as an internet-enabled com 
puter, personal digital assistant (PDA) or other device with 
a browser, is connected to a router that routes packetized 
data to a communications platform. The communications 
platform may be a dedicated application Server or any other 
type of communications apparatus that provides Services 
over a communications network. 

0044) In yet another embodiment, the communications 
network is a Secure network, Such as a private network or a 
Virtual private network. In a virtual private network, com 
munications are limited to only a predetermined Subset of 
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devices in a larger network. AS an example, an individual 
communications device, Such as an automatic teller machine 
or credit card reader, routes data to a communications 
platform through a private or virtual private network. The 
communications platform may be a dedicated Server that 
only provides a Service to the predetermined Subset of 
communications devices on the larger network. 

0045. In still another embodiment, the communications 
network is a wireleSS network. Accordingly, the communi 
cations network can be any type of network that is used to 
route communications. Of course, the communications net 
work may be any combination or Sub-combination of net 
WorkS used to route communications, including wireline 
networks, wireleSS networks, packet-Switching networks 
and Switch-based Switching networks. 

0046. In an embodiment, the communications platform is 
an intelligent peripheral that corresponds to a telephone 
number on a Switch-based switching network and/or an IP 
address on a packet-Switching network. A telephone call or 
data packet may be routed to the communications platform 
over elements of either (or both) networks. The Switch-based 
Switching network can be used to provide a dedicated 
connection from the calling party to the intelligent periph 
eral, while the packet-Switching network can be used to 
route, e.g., voice over internet protocol (VoIP), packets to 
the intelligent peripheral. 

0047 The communications platform provides a service 
for Secure network calls, Switch-based Switching network 
calls and/or packet-Switching network calls. The communi 
cations platform restricts access to at least a portion of 
Services to only authorized calling parties. Accordingly, 
when communications are received, the communications 
platform interacts with the calling party until the commu 
nications platform determines that the identity of the calling 
party must be established. When the communications plat 
form determines that the identity of the calling party must be 
established, the communications platform interacts with a 
Verification System to initiate a verification Session. The 
communications platform obtains biometric Samples from 
the calling party and provides the biometric Samples to the 
Verification System. 

0048. The verification system receives the biometric 
Samples from the communications platform and authenti 
cates the biometric Samples as originating from the indi 
vidual. When, during the interaction between the calling 
party and the communications platform, a determination is 
made that the authentication functionality of a verification 
System should be requested, the communications platform 
initiates communications with the Verification System, using 
the internet or another packet-Switching network. The Veri 
fication System interacts with the communications platform 
until the functionality of the Verification System is no longer 
needed. The verification System may be implemented in a 
distributed manner. For example, a communications net 
work may include a centralized processor that retrieves data 
from distributed databases. Alternatively, the communica 
tions network may include a centralized processor that 
receives requests from clients, analyzes the requests (and 
associated biometric information), and forwards the requests 
to Secondary processors according to the type of information 
being processed. FIG. 1 shows an exemplary communica 
tions network architecture for centralized biometric authen 
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tication. AS shown, an individual communications device 
100 is a telephone connected to a representative switch 105 
of the public Switched telephone network (PSTN). In an 
alternative embodiment, an individual communications 
device 102 is a cellular telephone or other wireless device 
that communicates with the representative Switch 105 via a 
cellular tower 104. In another embodiment, a personal 
computer 101 communicates via a router 103 instead of the 
Switch 105. The individual communications devices may 
operate in a pass-through mode, wherein a calling party 
interacts with a communications platform and/or biometric 
Verification System Seamlessly to perform various Security 
functions. Alternatively, the device may operate in an active 
mode, in which the device interacts with the calling party to 
collect the necessary biometric data that is used in an 
interaction with the centralized Security Service. 
0049 According to an embodiment of the present inven 
tion, the Switch 105 is Set with an originating trigger that 
responds to a particular dialing pattern, Such as an 800 
dialing pattern used for a communications Service. In 
response to the trigger, the Switch 105 Suspends the call and 
launches a query to a service control point 115. The Switch 
105 and the control point 115 communicate with each other 
over a data network using a Standard interface protocol. Data 
links in FIG. 1 are shown as broken line segments. In an 
embodiment, the interface protocol used to communicate 
between the switch 105 and the control point 115 is SS7 
protocol. The control point 115 instructs the Switch 105 to 
forward the call to a communications platform 150, 152 or 
154, based on a translation of the query by the control point 
115. The Switch 105 forwards the call to the communications 
platform 150, 152 or 154 through the Switch-based switch 
ing network. According to another aspect of the present 
invention, the router 103 routes packets according to a 
packet-Switching protocol, e.g., transmission control proto 
col/internet protocol (TCP/IP). The router routes, e.g., voice 
over internet protocol (VOIP), packets to a communications 
platform 150, 152 or 154 through a packet-switching net 
work. 

0050. The communications platform 150, 152 or 154 may 
be an interactive voice response device or another type of 
intelligent peripheral device provisioned with interactive 
Voice response functionality. An exemplary telecommuni 
cations System using intelligent peripherals and Service 
node/intelligent peripherals is disclosed in U.S. patent appli 
cation Ser. No. 10/608,076 to NOVACK, filed Jun. 30, 2003, 
the disclosure of which is expressly incorporated by refer 
ence herein in its entirety. An exemplary method of using 
intelligent peripherals and Service node/intelligent peripher 
als is disclosed in U.S. patent application Ser. No. 10/751, 
685 to NOVACK et al., filed Jan. 5, 2004, the disclosure of 
which is expressly incorporated by reference in its entirety. 
Exemplary interactive Voice response devices include an 
IBM Resource Manager, a Lucent Compact Service Node or 
a Lucent Enhanced Media Resource Server (eMRS). The 
communications platform 150, 152 or 154 plays an intro 
ductory message to the calling party. The introductory 
message may include a request for the calling party to input 
information by Speaking or pressing buttons on a keypad to 
generate dual-tone multi frequency (DTMF) tones. The 
buttons on the keypad each correspond to a distinctive 
DTMF tone that is received by the communications platform 
150, 152 or 154. When the communications platform 150, 
152 or 154 receives information indicating that the calling 
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party needs to be identified and authenticated, the commu 
nications platform 150, 152 or 154 instructs the calling party 
to provide a voice Sample that is packetized according to the 
Voice over internet protocol and forwarded from the com 
munications platform to a verification system 200. 

0051) The communications platform 150, 152 or 154 may 
be a Service node/intelligent peripheral that independently 
determines a Sequence of instructions to forward to the 
calling party. A service node/intelligent peripheral (SN/IP) 
can be a computer or communications Server linked to the 
Switch via, for example, an ISDN link using either ISDN 
BRI (Basic Rate Interface) or an ISDN-PRI (Primary Rate 
Interface) protocol, each of which is known in the art. The 
SN/IP may alternatively be linked to the Switch by, e.g., an 
analog line, a data line, or other voice and/or data circuits. 
A SN/IP may provide speech recognition, text-to-speech/ 
Speech-to-text conversion and dual-tone multi-frequency 
(DTMF) recognition with external telephony resources. In 
an embodiment, the communications platform 150, 152 or 
154 may be an intelligent peripheral that provides the 
responses to, and receives instructions from, a control point 
(not shown). The control point processes data from the 
Sequence of Signals received from the calling party and 
determines the response to provide to the calling party. The 
communications platform 150, 152 or 154 and such a control 
point communicate over a signaling network Such as the SS7 
network. An intelligent peripheral may internally translate 
data messages received from a Service control point through 
the SR-3511 protocol, the use of which enables simulta 
neous compatibility with interactive voice response func 
tionality. 

0.052 The communications platform 150,152 or 154 pro 
ceSSes calls according to a Scripted call flow. The call flow 
may vary depending on the information provided by the 
calling party. The call flow proceeds until the communica 
tions platform 150, 152 or 154 determines that the identity 
of a calling party needs to be verified, at which time the 
verification system 200 is contacted by the communications 
platform 150, 152 or 154 as part of the scripted call flow. As 
an example, the Verification System 200 is contacted as a 
result of the calling party requesting a function that requires 
authentication of the identity of the calling party. The 
communications platform 150, 152 or 154 is informed of the 
verification result by the verification system 200. 

0053. The call flow logic of the communications platform 
150, 152 or 154 maybe loaded into the communications 
platform 150, 152 or 154 if it is a service node/intelligent 
peripheral. Alternatively, the call flow logic is loaded into a 
control point that is associated with the communications 
platform 150, 152 or 154 and that controls at least part of the 
call flow of the communications platform 150, 152 or 154. 

0054) The communications platform 150, 152 or 154 and 
the verification system 200 interact until the verification 
system 200 determines whether the identity of the calling 
party can be established. The communications platform 150, 
152 or 154 communicates with the verification system 200 
through a network. Of course, the packets may be routed 
through a wide area network and/or a local area network 
when, e.g., the verification System 200 and the communi 
cations platforms 150, 152 and/or 154 are operated by the 
same entity. In an embodiment, the verification system 200 
may only accept packetized data from one or more commu 
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nications platforms 150, 152, 154, so that a calling party is 
blocked from communicating with the Verification System 
200 directly. 
0055. The verification system 200 includes an authenti 
cation server 220 that processes the information from the 
communications platforms 150, 152 and/or 154. The infor 
mation from the communications platforms 150, 152 and/or 
154 may include an expected identity of the calling party, 
Voice Samples of the calling party packetized according to 
Voice over internet protocol, and any other information that 
would be useful to authenticate the calling party as desired 
by the communications platforms 150, 152, 154. 
0056. Additionally, the verification system 200 includes a 
Speech characteristics database 210 that Stores pre-registered 
Voice information and/or identifying information for one or 
more individuals. The authentication server 220 retrieves the 
Voice information from the Speech characteristics database 
210 and compares the retrieved voice information with the 
Voice Samples received from the communications platform. 
The identity of the calling party is authenticated when the 
comparison results in a determination that one or more 
characteristics of the Voice Samples bear adequate Similari 
ties to the Voice information from the Speech characteristics 
database 210. 

0057. As an example of the uses of the communications 
network architecture shown in FIG. 1, a communications 
service provider may allow subscribers to review voicemail 
Service information by calling a Service number correspond 
ing to the voicemail communications platform 152. The 
Voicemail communications platform may be used to provide 
a Security mechanism to a voice mail System, replacing 
existing PIN-based techniques. The communications Service 
provider may allow the calling party to request changes to 
the Service using the Voicemail communications platform 
152. However, the communications service provider may 
require authentication of the calling party before processing 
a particular request for a change in Service, Such as a change 
of password. Accordingly, when the call flow of the call to 
the Voicemail communications platform 152 reaches the 
point where the calling party requests to update their Service 
information, the Voicemail communications platform 152 
initiates the Voice over internet protocol Session with the 
verification system 200. The verification system 200 
receives the Voice over internet protocol packets and com 
pares the Voice Samples to the Voice information in the 
Speech characteristics database 210. 
0.058 As another example of the uses of the communi 
cations network architecture shown in FIG. 1, the intelligent 
peripheral communications platform 150 may be used by a 
financial institution to allow a calling party to acceSS an 
account. However, the financial institution may require the 
calling party to provide additional information in order to 
perform a transaction. Accordingly, the Verification System 
200 may be used to match information of the calling party 
with information of the account-holder. 

0059. As yet another example, the verification system 
200 may be used to change passwords and personal identi 
fication numbers for a Subscriber of a wireless network that 
provides the wireleSS network communications platform 
154. As described above, the verification system 200 may be 
used to authenticate the identity of a calling party before 
allowing the calling party to request changes in personal 
identification numbers for accounts. 
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0060. As still another example, the verification system 
200 may be used to ensure that a calling is authorized to use 
a phone, replacing existing PIN based techniques. For 
example, the verification System 200 may be contacted, e.g., 
by a Switch or router, without notifying the calling party 
when a question exists as to whether the calling party is 
using a communications device without authorization. 
Accordingly, the verification System 200 may be used, e.g., 
by a wireleSS telecommunications Service provider, to deny 
a communications device access to an entire network, rather 
than only a particular communications platform in the 
network. 

0061 Accordingly, the communications system of FIG. 
1 enables voice over IP based biometric authentication So 
that the functionality of the verification system 200 can be 
used to enhance the Service provided by the communications 
platform 150, 152 or 154. The interaction between the 
communications platform 150, 152 or 154 and the verifica 
tion system 200 may occur over the internet or any other 
packet-Switching network that Supports direct or indirect 
communication between the communications platforms 150, 
152, 154 and the verification system 200. Additionally, the 
calling party may initially establish a telephone call or any 
of an internet interaction, a Web interaction and/or a data 
interaction with the communications platforms 150, 152, 
154. The communications platform may then provide a 
voice over IP conduit to a security service that interacts with 
the calling party to establish identity at a variety of levels of 
authentication. Once established, the calling party's authen 
ticated identity can be used as the means by which autho 
rization decisions should be made. 

0062 FIG. 2 is an exemplary verification system 200 for 
voice over IP based biometric authentication. As shown, the 
authentication server 220 includes a receiver 221. The 
receiver may receive information acroSS one or more ports 
that accept communications of protocols used by one or 
more applications provided by the authentication Server 220. 
The authentication server 220 also includes a transmitter 222 
that forward information across the ports according to the 
protocols used by the applications provided by the authen 
tication server 220. The receiver 221 receives packets of 
information over the internet and the transmitter 220 sends 
packets of information over the internet. 

0063. The authentication server 220 also includes a digi 
tal Signal processor 223. The digital Signal processor pro 
cesses information after it is received by the receiver 221 or 
before it is sent by the transmitter 222. In this regard, the 
digital Signal processor may depacketize audio Samples 
embedded in a voice over IP packet. In particular, a voice 
over IP packet includes digitized information (i.e., bits) of a 
communications Sample. The Sample can be a digital rep 
resentation of an analog signal over a discrete time period. 
The analog signal is continuously Sampled and converted 
into digital Samples that are carried by a Sequence of 
packets. An internet protocol packet typically includes audio 
Samples taken over a continuous period from 5 to 50 
milliseconds. 

0064. As an example, a G.711 encoded digital sample is 
eight bits including, in order, a sign bit, a three bit exponent 
and a four bit mantissa. G.711 is a pulse code modulation 
(PCM) standard of the International Telecommunication 
Union (ITU). The G.711 standard encompasses i-law pulse 
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code modulation (PCM) coding and A-law pulse code 
modulation coding. The most commonly used Standard for 
land lines in, e.g., North America, is u-law, while A-law 
pulse code modulation is the commonly used Standard for 
land lines in, e.g., Europe. 
0065. Both A-law and u-law PCM coding are used for 
compressing and expanding digital audio Samples. A-law 
and ul-law pulse code modulation coding map fourteen bit 
linearly coded digital audio Samples to logarithmic code 
Samples. An additional benefit of A-law and u-law coding is 
the reduced amount of bandwidth required to transmit the 
eight bit Samples. The process of generating packets that 
include Sequential digital communications Samples is called 
packetization. 

0.066 As described above, a packet refers to a set of 
digital information. The packets may be transmitted over a 
packet-Switched network according to a packet-Switching 
protocol. Exemplary packet Switching protocols include the 
transmission control protocol (TCP), the user data protocol 
(UDP), the internet protocol (IP), the voice over internet 
protocol (VoIP), and the multiprotocol label Switching 
(MPLS) protocol. The voice over internet protocol includes, 
for example, “Packet Based Multimedia Communications 
Systems” as defined by the ITU. 
0067 Packet switching protocols standardize the format 
for packet addressing, and routing and processing of infor 
mation So that each node of a packet-Switched network that 
receives a packet can examine the packet information and 
independently determine how best to continue routing and/ 
or processing the packet. For example, an internet protocol 
packet includes three priority bits that can be used to 
prioritize, e.g., the processing of the packet at the nodes of 
the packet-Switched network. 

0068. The communications platforms 150, 152, 154 
packetize speech that is received from a Switch-based 
Switching network. The packetized Speech is forwarded to 
the verification system 200 over the internet. When the 
speech is received from a router 103 over a packet-switched 
Switching network, the Speech is already packetized. How 
ever, the communications platforms 150, 152, 154 may 
depacketize Such packets from the calling party in order to 
process the Speech by, e.g., determining that the packets 
include requested Voice Samples. In any case, the commu 
nications platforms 150, 152 and 154 provide packetized 
digital audio samples to the verification system 200 accord 
ing to voice over internet protocol. Accordingly, the digital 
signal processor 223 of the authentication server 220 
depacketizes the packets to obtain Speech Samples and 
compares the depacketized Speech Samples to voice infor 
mation Stored in the Voice Sample Section 212 of the acceSS 
database 210. 

0069 Speech signals are typically very complex func 
tions of the calling party and the background and transmis 
Sion environment. Accordingly, the Stored audio Samples 
may be a stochastic model of the Speaker, based on Speaker 
characteristics extracted from So-called “training speech 
Samples. The Voice characteristics may include a pitch 
period, rhythm, tone, Spectral magnitude, frequencies and 
bandwidths of an individual’s voice. Exemplary pre-pack 
aged voice recognition Software implementations are avail 
able from ScanSoft Inc. of Peabody, Mass. or from Nuance 
of Menlo Park, Calif. 
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0070 If the depacketized audio samples match the stored 
Voice Sample information, the calling party is authenticated. 
In this regard, the depacketized digital audio Samples do not 
necessarily have to exactly match the Stored audio Samples, 
rather, parameters may be provided to determine when a 
match occurs. For example, a calling party's identity may be 
authenticated based on a Scoring System. The calling party 
may be authenticated if the confidence of a match is 98% for 
each of Several different categories, e.g., pitch, range of 
pitch, pronunciation, accent, etc. 

0071 Alog generator 224 stores information related to an 
authentication attempt. The log generator generates infor 
mation including call and Voice information that can then be 
used to Support audit efforts. For example, the log generator 
224 may store information that indicates who the commu 
nications platform 150, 152 or 154 expects to be identified, 
e.g., “John Smith, (703) 555-1212” or “John Smith, account 
number 111-22-3333”. The log generator 224 may also store 
voice information from the received voice over IP packets to 
ensure that a record is kept of the Voice Samples provided by 
a calling party who requests to be authenticated. The infor 
mation from the log generator 224 is Stored in the Session 
information section 214 of the access database 210. 

0072 FIG. 3 shows an exemplary method of authenti 
cating an individual calling party using voice over IP based 
biometric authentication. The proceSS Starts when the user 
dials a service number at S301 to obtain the Services 
provided by one of the communications platforms 150, 152, 
154. At S302, the switch 105 generates a “Call Forward” 
query to obtain processing instructions from the control 
point 115. At S304, the control point 115 instructs the Switch 
105 to forward the call to a communications platform 150, 
152 or 154. At S305, a connection is established between the 
calling party and the communications platform 150, 152 or 
154. 

0073. The call is processed at S310 according to a 
Scripted call flow. In particular, the communications plat 
form 150, 152 or 154 follows a predetermined script and 
requests information from the calling party. The Script logic 
may branch depending on information provided by the 
calling party. AS an example, the Script may include instruc 
tions such as “Press 1 if you wish to request a withdrawal, 
PreSS 2 if you wish to Speak to a customer Service repre 
sentative'. 

0074 At S320, the script reaches a point where the 
communications platform 150, 152 or 154 determines a need 
to contact the verification system 200 to authenticate the 
calling party. At S326, the communications platform con 
tacts the verification system 200 over a packet-switched 
network that enables data communications according to a 
packet-Switching protocol. For example, the communica 
tions platform 150, 152 or 154 may send a session initiation 
request to request the services of the verification system 200. 
At S347, the verification system 200 instructs the commu 
nications platform 150, 152 or 154 to obtain speech samples 
from the calling party. For example, the verification System 
200 may instruct the communications platform 150, 152 or 
154 to request the calling party to enunciate a phrase, e.g., 
“A-B-C-D-E-F-G”. The communications platform 150, 152 
or 154 obtains the Voice Samples from the calling party, and 
provides the Voice Samples in Voice over IP packets to the 
authentication server 220 at S348. 
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0075). At S352, the authentication server 220 makes an 
authentication determination by processing the received 
Voice Samples and determining whether the calling party is 
Verifiable as the expected individual according to a mini 
mum score or probability. The verification system 200 
informs the communications platform 150, 152 or 154 of the 
authentication decision and the communications platform 
150, 152 is informed of the authentication decision at S353. 
The communications platform 150, 152 or 154 completes 
the call according to the script at S354. If the calling party 
is not authenticated as the expected individual, the calling 
party may be informed to contact a customer Service repre 
Sentative. Accordingly, the verification System 200 ensures 
that confidential information or decision-making authority is 
not provided to an imposter. 

0.076 FIG. 4 shows an exemplary method of operation 
for a communications platform 150 that uses voice over IP 
based biometric authentication. After the proceSS Starts, an 
incoming call from the communications platform 150, 152 
or 154 is answered and the call is processed according to a 
scripted call flow at S410. At S420, an instruction to contact 
the verification system 200 is processed. At S426, the 
communications platform 150, 152 or 154 sends the verifi 
cation System 200 a request to initiate the authentication 
process. The request includes information of the requester 
that is used by the verification system 200 to determine 
whether the requester is valid. 

0077. At S427, the communications platform 150, 152 or 
154 receives a response indicating whether the requester is 
valid. The communications platform 150, 152 or 154 deter 
mines whether the requester is valid based on the response 
at S428. If the requester is determined to be invalid (S428= 
No), the calling party is instructed to register and given 
registration information at S456, after which the process 
ends at S499. 

0078 If the requester is determined to be valid (S428= 
Yes), the calling party is instructed to provide a biometric 
Sample at S434. For example, the calling party may be 
instructed to Speak a specific phrase or Series of Sounds. The 
calling party may be instructed to repeat a term. At S436, the 
communications platform 150, 152 or 154 determines 
whether the biometric Sample is provided. The process may 
wait for a Specified time, e.g., of 10 Seconds, before per 
forming the determination at S436. If the sample is not 
received (S436=No), the calling party is instructed to call 
again at S456 and the process ends at S499. If the sample is 
received at S436 (S436=Yes), the communications platform 
150, 152 or 154 packetizes the sample and provides the 
sample to the verification system 200 at S437. 

0079 At S438, the communications platform 150,152 or 
154 determines whether the calling party has been autho 
rized by the verification system 200. If the calling party has 
not been authorized, the calling party is informed of the 
failure at S458 and the process ends at S499. If the calling 
party has been authorized to continue (S438=Yes), the 
communications platform 150, 152 or 154 determines at 
S450 whether the session with the verification system 200 
has ended or whether the calling party needs another veri 
fication from the verification system 200. If the session with 
the verification system 200 has ended (S450=Yes), the call 
flow resumes at S459 until the process concludes at S499. 
However, if the session with the verification system has not 
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ended (S450=No), the communications platform 150, 152 or 
154 determines the next needed authorization at S460 and 
the proceSS is renewed Starting at S434 with an instruction 
to the calling party to provide a biometric Sample. 
0080 Accordingly, the functionality of the verification 
System 200 is used to authorize a calling party to continue 
interacting with a communications platform 150, 152 or 154. 
The communications platform obtains biometric Voice 
Samples from the calling party, packetizes the Samples, and 
forwards the packetized Samples to the Verification System 
200. 

0081. As an example of the use of the voice over IP based 
biometric authentication, a bank with an intelligent periph 
eral communications platform 150 may wish to obtain 
Specific verification of a calling party's identity before 
providing the calling party with information or an ability to 
make transactions. Accordingly, the verification System 200 
may belong to a third party Such as a telecommunications 
Service provider or even a governmental agency. The Veri 
fication system 200 may provide verification to the intelli 
gent peripheral communications platform 150 by analyzing 
the Voice Sample and comparing the calling party's voice 
characteristics with Voice characteristic information Stored 
for a banking customer in order to determine whether the 
calling party is the banking customer. Accordingly, by 
calling the intelligent peripheral 150, the calling party may 
be able to obtain information Such as an account balance. 
Further, the calling party may be authorized to make trans 
actions from a remote location. Accordingly, the information 
in the speech characteristics database 210 is used by the 
verification system 200 to verify the identity of individual 
calling parties. As a result, the bank does not have to place 
trust in a calling party merely because the calling party has 
a password and account number. 
0082. As another example of the uses of the voice over IP 
based biometric authentication, a voicemail communica 
tions platform 152 may require Verification of a calling party 
before allowing the calling party to acceSS Voicemails. In 
this regard, the Voicemail System may require Such verifi 
cation for Subscribers who request Such verification for all 
Voicemails. Alternatively, the Voicemail System may offer 
calling parties who leave voicemail messages the option of 
ensuring that only the intended individual recipient can 
retrieve the Voicemail messages. 
0083 FIG. 5 shows an exemplary method of operation 
for a verification system 200. At S505, the verification 
system 200 receives an initiation request. The initiation 
request may contain information indicating the purported 
identity of the calling party. At S510, the verification system 
200 determines whether the requester is valid. For example, 
the verification system 200 may perform a check to deter 
mine whether the individual to be authenticated has been 
pre-registered. At S515, the verification system 200 informs 
the communications platform 150, 152 or 154 whether the 
inquiry has identified a valid Subject. 
0084. At S520, the verification system 200 determines 
whether a packetized voice Sample has been received from 
the communications platform 150, 152 or 154. For example, 
the verification system 200 may wait a predetermined period 
of time after informing the communications platform of the 
validity of the authentication request before making the 
determination at S520. If the time expires (S520=No), the 
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verification system times out at S550 and the communica 
tions platform 150, 152 or 154 is informed of the timeout. 
After a timeout occurs, the process ends. 
0085. If a packetized voice sample has been received 
(S520=Yes), the verification system determines whether the 
sample is authentic at S525. If the verification system 200 
authenticates the calling party as the proper individual 
(S525=Yes), the communications platform is informed at 
S530 and the process ends. If the verification system 200 
cannot authenticate the calling party as the proper individual 
(S525=No), the communications platform is informed of the 
calling party's invalidity at S540 and the process ends. 
0.086 An exemplary use of the voice over IP based 
biometric authentication is as a Service provided by a 
business. For example, a communications platform 150, 152 
or 154 may be provided by SBC Security. SBC Security may 
provide an authentication Service for financial institutions. 
When customers of the financial institutions open an 
account, they are directed to register their biometric infor 
mation with SBC Security. The customers may register by, 
e.g., calling an intelligent peripheral communications plat 
form 150 that obtains initial voice characteristic information 
from the customers to be used to train the verification System 
200 of the customer's voice characteristics. The customer 
may be directed to repeat a Series of phrases, Such as the 
customer's name. When the customer later needs to obtain 
authorization to perform financial transactions remotely, the 
customer contacts the intelligent peripheral communications 
platform 150 belonging to the financial institution. The 
communications platform 150, 152 or 154 instructs the 
customer to provide a biometric Voice Sample which is 
packetized and sent to the verification system 200 for 
authentication. 

0087. Of course, the voice over IP based biometric 
authentication may be used for many other purposes. AS 
described above, the voice over IP based biometric authen 
tication may be used to authenticate the identity of a calling 
party before enabling the calling party to change a Service or 
conduct a transaction. Accordingly, the Voice over IP based 
biometric authentication may be used in any environment 
where the functionality of a verification system 200 may be 
used to enhance the Services of a communications platform 
150, 152 or 154. 
0088 FIG. 6 shows another exemplary communications 
network architecture for centralized biometric authentica 
tion. In the embodiment of FIG. 6, transaction platform 610 
and transaction platform 620 are each connected through a 
computer network to a verification system 650. The trans 
action platforms 610 and 620 may belong to entirely differ 
ent companies on entirely different networks. AS an 
example, each transaction platform 610 and 620 may be an 
automatic teller machine (ATMs) or device that accepts 
credit cards. 

0089. The transaction platform 610 includes a biometric 
input interface 612 and a transaction interface 614. The 
transaction interface 614 may request the user to provide an 
account number and password, as well as a transaction 
request. The biometric input interface 612 is used to obtain 
biometric information from the user. For example, the 
biometric input interface may be a fingerprint Scanner/ 
touchpad that obtains a fingerprint image from the user. AS 
in the embodiment of FIG. 1, the biometric input interface 
may be a telephone or other voice communications device. 
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0090. In the exemplary embodiment of FIG. 6, customer 
servers 615, 625 provide functionality similar to the func 
tionality of the communications platforms 150, 152 and 154 
in the embodiment of FIG. 1. The information and requests 
from the user are processed by the customer servers 615, 
625. Additionally, biometric information from the biometric 
interfaces 614, 624 is provided to the customer servers 615, 
625 as data. 

0091) When the customer server 615 or 625 determines 
that the user's identity must be verified, the transaction 
platform 610, 620 uses the transaction interface 614, 624 to 
instruct the user to provide a biometric input. The biometric 
information (e.g., the fingerprint image or voice samples) is 
retrieved by the customer server 615 or 625 and routed 
through the network to the verification system 650. 
0092. In the embodiment of FIG. 6, the transaction 
platform 610 is in a private or virtual private network with 
the customer server 615. Similarly, the transaction platform 
620 is in a private or private network with a customer server 
625. The customer servers 615, 625 may each provide 
Services and applications to numerous transaction platforms. 
For example, the customer server 615 may provide services 
and applications to multiple automatic teller machine trans 
action platforms 610. Additionally, the customer server 625 
may provide Services and applications to multiple credit card 
readerS Such as those provided on gas pumps. 
0093. The customer servers 615,625 determine that the 
identity of a user of the transaction platforms 610, 620 must 
be authenticated before a transaction can be fulfilled or 
Service provided to the user. Accordingly, the customer 
servers 615, 625 instruct the transaction interface 614, 624 
to request that the user provide biometric information. For 
example, the user may be requested to preSS his fingers onto 
a finger Scanner Screen that is the biometric input interface 
612, 622. Alternatively, the user may be requested to pick up 
a phone handset and Speak a specified term. 
0094. Whatever biometric information is provided is 
packetized by the customer servers 615,625 and forwarded 
to the verification system 650. The packetized biometric 
information is routed through a public network Such as the 
internet to the verification system 650 via routers 641, 642. 
0.095 The verification system 650 includes a biometric 
characteristics database 654 and an authentication Server 
652. The verification system 650 performs an analysis 
similar to the verification system 200 when the information 
is voice biometric information Such as voice Samples. In 
particular, the verification system 650 performs confidence 
checks to determine the probability that the biometric infor 
mation properly identifies the user as a particular individual. 
Similarly, the verification system 650 may perform a fin 
gerprint analysis when the information is a biometric fin 
gerprint pattern. 

0096) The verification system 650 may provide services 
to numerous clients using numerous types of biometric 
information. Additionally, the verification system 650 may 
provide a centralized biometric Service to numerous client 
Systems and platforms. Of course, the Verification System 
650 may provide a centralized biometric service for only one 
client if warranted. 

0097. The verification system 650 initially obtains bio 
metric information from the users by pre-registering the 
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users. In this regard, the first time a user needs to register 
biometric information for the Service, the user may be 
instructed to directly contact an authorized registrar, Such as 
a bank officer, a representative of the user's employer, or any 
other person who will witness the initial registration of the 
user. In another embodiment, the user may be instructed to 
provide the biometric information when the user first vali 
dates a credit or debit card. In any case, the biometric 
information is used as the authentication and identification 
key for the user when the user Subsequently needs identifi 
cation. 

0098. Accordingly, the verification system 650 provides 
a centralized Service to Support the use of biometric tech 
nology to enable user identification, authentication and/or 
authorization. Although not described for each Separate type 
of biometric, the biometric information may include Voice, 
fingerprint, retina, genetic, facial, hand, palm, handwriting, 
iris, physical geometric techniques and/or any other identi 
fying characteristic that is used to identify individuals. AS 
described above, a perSon attempting to access a device or 
System may be required to provide biometric information 
Such as a voice Sample or a fingerprint Scan before being 
allowed to access a System, change Settings, or conduct a 
transaction. Furthermore, the System may identify an indi 
vidual blindly (i.e., without information as to who the 
individual is Supposed to be) by finding the best match 
candidate in a database without knowledge of who the 
individual claims to be. In other words, the system can be 
used to dynamically discover or establish the identity of the 
calling party. Alternatively, the System may authenticate a 
user only with respect to knowledge of the user's claimed 
identity, So that the biometric information is compared to 
only the biometric information corresponding to that iden 
tity. 

0099. Accordingly, the verification system 650 is central 
ized So that remote authentication of a perSon's identity can 
be performed using the perSon's biometric characteristic 
information. AS described above, the centralized verification 
System 650 can remotely identify a party using a device to 
conduct a transaction or obtain a Service. The centralized 
verification system 650 obtains the biometric information 
over a public packet-Switching network Such that a Service 
may be provided for a subscribing entity to identify its 
employees or customers. 

0100 FIG. 7 shows an exemplary method of authenti 
cating an individual customer using centralized biometric 
authentication. At S701, the customer provides a card, such 
as a credit card or ATM card, to the transaction interface 614 
of the transaction platform 610. For example, the customer 
may insert the card into a designated Slot or Swipe the card 
through a card reader that reads a magnetic Strip on the card. 
At S702, the transaction interface 614 forwards the card data 
to the customer server 615. The customer server 615 may be 
a centralized Server, e.g., belonging to a bank, that interacts 
with numerous transactions platforms 610. The customer 
server 615 obtains customer records and determines what 
options may be provided to the customer. 

0101. At S704, the customer server 615 provides pro 
cessing instructions to the transaction platform 610. The 
transaction interface 614 provides information to the cus 
tomer and requests information from the customer, accord 
ing to the processing instructions from the customer Server 
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615. In this regard, the processing instructions may include 
an interactive Script that determines which information 
should be presented to the customer. For example, if the 
customer chooses “withdraw cash’, the transaction interface 
614 may provide a cash withdrawal menu to the customer. 
Of course, the interactive script may be embedded with the 
transaction interface 614, Such that it does not have to be 
provided by the customer server 615 with the processing 
instructions. 

0102) At S720, the customer server 615 determines a 
need to contact the verification system 650. The customer 
server 615 contacts the verification system 650 at S726. At 
S747, the verification system 650 instructs the transaction 
platform 610 to obtain a biometric sample from the cus 
tomer. Of course, the instruction may be provided to the 
customer server 615 when the customer server 615 controls 
the transaction platform 610. 
0103) At S748, the transaction platform 610 obtains 
biometric Samples from the customer and forwards the 
biometric sample information to the verification system 650. 
In particular, the customer interacts with the biometric input 
interface 612 in order to provide the biometric Sample, and 
the biometric input interface 612 processes the biometric 
Sample to obtain biometric Sample information. For 
example, the customer may press a fingertip to a fingerprint 
Scanner So that an image of the fingerprint is taken, in which 
case the image information is provided as the biometric 
Sample information. Alternatively, the customer may speak 
as directed into a handset or Speaker in order to provide 
Voice information that is packetized as the biometric Sample 
information. 

0104. The verification system 650 determines whether 
the biometric Sample information is authentic, i.e., from the 
expected customer, at S753, and the transaction platform 
610 is informed of the decision. At S754, the transaction 
platform 610 completes the transaction according to the 
interaction Script, contingent on the authorization decision 
of the verification system 650. 
0105. According to the embodiment shown in FIG. 7, a 
customer using an ATM or credit card machine can be 
individually identified as the customer authorized to conduct 
a transaction, e.g., using credit. Of course, the functionality 
shown in FIG. 7 could be used to identify a customer 
anywhere, So long as a biometric input interface 612 is made 
available. In view of the widespread availability of the 
internet, the centralized verification system 650 may be used 
to identify an individual almost anywhere. 
0106 FIG. 8 shows an exemplary method of operation 
for a transaction platform 610 that uses centralized biometric 
authentication. At S810, a transaction interface 614 receives 
customer input and interacts with the customer according to 
a scripted interaction flow. At S820, an instruction to contact 
the verification system 650 is processed. A request to initiate 
a verification session is sent to the verification system 650 at 
S826. At S827, a response to the initiation request is 
received. At S828, a determination is made whether the 
response at S827 indicates that the requester is valid, i.e., 
pre-registered with the centralized verification system 650. 

0107) If the requester is not valid (S828=No), the cus 
tomer is instructed to contact customer Service at S856 and 
the process ends at S899. If the requester is valid (S828= 



US 2006/0034287 A1 

Yes), the customer is instructed to provide a biometric 
sample at S834. At S836, the customer server 615 deter 
mines whether a Sample was received via the biometric input 
interface 612. If a sample has not been received (S836=No), 
the customer is instructed to contact customer Service at 
S856 and the process ends at S899. If a sample has been 
received (S836=Yes), the sample is provided to the verifi 
cation system 650 at S837. A determination is made at S838 
whether the verification system 650 has provided authori 
Zation for the transaction by authenticating the customer 
using the biometric Sample. If authorization is received 
(S838=Yes), customer interaction resumes at S859 until the 
conclusion at S899. If authorization is not received (S838= 
No), the customer is informed of the failure to identify at 
S858 and the process ends at S899. 
0108. Accordingly, a transaction platform 610 can be 
used to individually identify a customer using a centralized 
biometric verification system 650. Of course, the transaction 
platform 610 is not provided only for ATM machines or 
credit card readers. Rather, a transaction platform 610 may 
include a personal computer that operates as the transaction 
interface 614. Further, a transaction platform 610 may 
include a biometric input interface 612 as an accessory to a 
personal computer or other personal networking device. In 
this regard, a Voice over internet protocol enabled telephone 
may be used as a biometric input interface 612 to obtain a 
Voice Sample. For example, the customer may log into an 
application Server that operates as the customer Server 615, 
and the customer server 615 may request customer authen 
tication when the customer attempts to conduct a transaction 
using the transaction interface 614. 
0109) Further, the centralized verification system 650 is 
not limited to use for only financial transactions. For 
example, the centralized verification system 650 may be 
used as a home monitoring System that monitors parolees. In 
this regard, if a parolee is Subject to terms of release that 
require his presence at a specified address, the parolee's 
personal presence can be periodically verified by having the 
parolee log onto the internet, contact a monitoring Server 
that operates as the customer Server 615, and provide a 
biometric Voice Sample upon request. The customer's loca 
tion may be verified using automatic number identification 
(ANI) or a fixed IP address, and the parolee's identity may 
be verified using the biometric Sample. 
0110. Accordingly, the verification system 650 may be 
provided for any number of circumstances where an indi 
vidual’s identity must be remotely authenticated. The veri 
fication system 650 can be provided on a subscription basis 
for numerous intermediate Service providers that correspond 
to the customer servers 615, 625. For example, multiple 
banks or other financial institutions may Subscribe to the 
verification system 650 to ensure that customers can be 
authenticated. Alternatively, the verification system 650 may 
be used to authenticate customer identification for web sites 
that correspond to the customer servers 615,625. The web 
Sites may require biometric authentication of customers 
before allowing the customers to conduct transactions. How 
ever, the individual businesses may find the cost of provid 
ing biometric authentication prohibitive if they have to 
provide Such a Service alone. The centralized verification 
system 650 allows numerous customers and intermediate 
businesses to authenticate identities remotely, Such that no 
one busineSS need bear the entire cost of the verification 
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system 650. Of course, in some cases the verification system 
650 may be limited for the use of a single entity, such as a 
large telecommunications Service provider, without unduly 
burdening the entity. 

0111. Accordingly, the centralized biometric verification 
system 200 or 650 can be accessed over many types of 
networks, including traditional public Switched telephone 
networks or advanced intelligent networks, data networks 
Such as the internet, wireleSS networks, or any other net 
Works that are capable of carrying biometric information. 
Furthermore, the biometric information may include voice 
information, fingerprint or palm information, or any other 
type of biometric information that can be input into any type 
of biometric input interface. For example, the biometric 
input interfaces may include phones, Speakers, and finger 
print or palm Scanners. 

0112 Further, as described above, a biometric voice 
Sample can be provided via a Switching network, as shown 
in FIG. 1. The voice sample can be packetized at a com 
munications platform and Sent to a verification System over 
a data network for identification/authentication. Accord 
ingly, an individual may be identified from almost any 
location, So long as a networked biometric input device is 
provided for use. As a result, remote centralized biometric 
authentication may be widely provided in a manner not 
previously possible. 

0113. Of course, the steps shown in the figures may be 
performed in a different order, or not be performed at all. 
Additional Steps may also be performed by the centralized 
biometric authentication methods. For example, S410 and 
S459 of FIG. 4 may each include a variety of interactions 
between the calling party and the communications platform 
150, 152 or 154. Additionally, instead of instructing the 
caller to call again at S456, the process may loop back to 
S434 so that the caller is instructed to provide another 
biometric Sample. Furthermore, the calling party may be 
identified and authenticated according to any biometric 
Voice authentication System or method deemed acceptable 
by the provider of the verification system 200, including any 
later-developed System or method that is capable of identi 
fying an individual based on biometric Voice Sample char 
acteristic information. 

0114. Although the invention has been described with 
reference to Several exemplary embodiments, it is under 
stood that the words that have been used are words of 
description and illustration, rather than words of limitation. 
Changes may be made within the purView of the appended 
claims, as presently Stated and as amended, without depart 
ing from the Scope and Spirit of the invention in its aspects. 
Although the invention has been described with reference to 
particular means, materials and embodiments, the invention 
is not intended to be limited to the particulars disclosed; 
rather the invention extends to all functionally equivalent 
Structures, methods, and uses Such as are within the Scope of 
the appended claims. For example, instead of using voice 
over IP packetization, a communications platform 150, 152 
or 154 may packetize voice Samples using multiprotocol 
label switching (MPLS) or any other standard for packet 
Switched communications. 
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0115) In accordance with various embodiments of the 
present invention, the methods described herein are intended 
for operation as Software programs running on a computer 
processor. Dedicated hardware implementations including, 
but not limited to, application Specific integrated circuits, 
programmable logic arrays and other hardware devices can 
likewise be constructed to implement the methods described 
herein. Furthermore, alternative Software implementations 
including, but not limited to, distributed processing or 
component/object distributed processing, parallel proceSS 
ing, or virtual machine processing can also be constructed to 
implement the methods described herein. 
0116. It should also be noted that the software implemen 
tations of the present invention as described herein are 
optionally Stored on a tangible Storage medium, Such as: a 
magnetic medium Such as a disk or tape; a magneto-optical 
or optical medium Such as a disk, or a Solid State medium 
Such as a memory card or other package that houses one or 
more read-only (non-volatile) memories, random access 
memories, or other re-writable (volatile) memories. A digital 
file attachment to email or other Self-contained information 
archive or Set of archives is considered a distribution 
medium equivalent to a tangible Storage medium. Accord 
ingly, the invention is considered to include a tangible 
Storage medium or distribution medium, as listed herein and 
including art-recognized equivalents and Successor media, 
in which the Software implementations herein are Stored. 
0117. Although the present specification describes com 
ponents and functions implemented in the embodiments 
with reference to particular Standards and protocols, the 
invention is not limited to Such Standards and protocols. 
Each of the Standards for channeled network transmissions 
(e.g. BRI, PRI), packet Switched network transmission (e.g., 
TCP, UDP, IP, VOIP, MPLS), and interface protocols (e.g., 
SR-3511) represent examples of the state of the art. Such 
Standards are periodically Superseded by faster or more 
efficient equivalents having essentially the same functions. 
Accordingly, replacement Standards and protocols having 
the same functions are considered equivalents. 

What is claimed is: 
1. A System for verifying an identity of a calling party, 

comprising: 

a storage that Stores voice Sample information in associa 
tion with information that identifies an individual; 

a receiver that receives, from a communications platform 
called by the calling party, a request to authenticate the 
identity of the calling party as the individual, using a 
digital audio Sample packetized according to voice over 
internet protocol and obtained from the calling party 
during the call; and 

a processor that compares the digital audio Sample to the 
Voice Sample information to authenticate the identity of 
the calling party as the individual. 

2. The System for Verifying the identity of the calling party 
of claim 1, in which the processor de-packetizes the pack 
etized digital audio Sample to compare the digital audio 
Sample to the Voice Sample information. 

3. The system for verifying the identity of the calling party 
of claim 1, in which the receiver receives the request from 
the communications platform over the internet. 
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4. The system for verifying the identity of the calling party 
of claim 1, the communications platform comprising an 
intelligent peripheral that forwards the request to authenti 
cate the identity of the calling party to the receiver. 

5. The system for verifying the identity of the calling party 
of claim 1, the communications platform comprising a voice 
mail System that forwards the request to authenticate the 
identity of the calling party to the receiver. 

6. The system for verifying the identity of the calling party 
of claim 1, the communications platform comprising a 
wireleSS network platform that forwards the request to 
authenticate the identity of the calling party to the receiver. 

7. The system for verifying the identity of the calling party 
of claim 1, further comprising: 

a log generator that generates a record of information 
relating to the authentication request. 

8. A method for Verifying an identity of a calling party, 
comprising: 

Storing voice sample information in association with 
information that identifies an individual; 

receiving, from a communications platform called by the 
calling party, a request to authenticate the identity of 
the calling party as the individual, using a digital audio 
Sample packetized according to Voice over internet 
protocol and obtained from the calling party during the 
call; and 

comparing the digital audio Sample to the Voice Sample 
information to authenticate the identity of the calling 
party as the individual. 

9. The method for verifying the identity of the calling 
party of claim 8, further comprising: 

de-packetizing the packetized digital audio Sample to 
compare the digital audio Sample to the Voice Sample 
information. 

10. The method for verifying the identity of the calling 
party of claim 8, wherein the request to authenticate is 
received from the communications platform over the inter 
net. 

11. The method for verifying the identity of the calling 
party of claim 8, wherein the communications platform 
comprises an intelligent peripheral that forwards the request 
to authenticate the identity of the calling party. 

12. The method for verifying the identity of the calling 
party of claim 8, wherein the communications platform 
comprises a voice mail System that forwards the request to 
authenticate the identity of the calling party. 

13. The method for verifying the identity of the calling 
party of claim 8, wherein the communications platform 
comprises a wireleSS network platform that forwards the 
request to authenticate the identity of the calling party. 

14. The method for verifying the identity of the calling 
party of claim 8, further comprising: 

generating a record of information relating to the authen 
tication request. 

15. A computer readable medium Storing a program that 
Verifies the identity of a calling party, the computer readable 
medium comprising: 

a Sample Storing code Segment that Stores Voice Sample 
information in association with information that iden 
tifies an individual; 
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a receiving code Segment that receives, from a commu 
nications platform called by the calling party, a request 
to authenticate the identity of the calling party as the 
individual, using a digital audio Sample packetized 
according to Voice over internet protocol and obtained 
from the calling party during the call; and 

a comparing code Segment that compares the digital audio 
Sample to the Voice Sample information to authenticate 
the identity of the calling party as the individual. 

16. The computer readable medium of claim 15, further 
comprising: 

a de-packetizing code Segment that de-packetizes the 
packetized digital audio Sample to compare the digital 
audio Sample to the Voice Sample information. 

17. The computer readable medium of claim 15, wherein 
the request to authenticate is received from the communi 
cations platform over the internet. 
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18. The computer readable medium of claim 15, wherein 
the communications platform comprises an intelligent 
peripheral that forwards the request to authenticate the 
identity of the calling party. 

19. The computer readable medium of claim 15, wherein 
the communications platform comprises a Voice mail System 
that forwards the request to authenticate the identity of the 
calling party. 

20. The computer readable medium of claim 15, wherein 
the communications platform comprises a wireleSS network 
platform that forwards the request to authenticate the iden 
tity of the calling party. 

21. The computer readable medium of claim 15, further 
comprising: 

a log generating code Segment that generates a record of 
information relating to the authentication request. 

k k k k k 


