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SYSTEM AND METHOD FOR PROBABILISTIC ATTACK PLAN NIN G

FIELD OF THE INVENTION
The present invention 1s generally related to computer and network security, and
more particularly to development of a probabilistic attack planner that can automaticaily
plan and build attack plans, taking into account probabilistic information about the
actions that can be performed. The plans gencrated can be run in a penctration testing

framework.

BACKGROUND OF THE INVENTION

A penetration test 1s a set of risk assessment methodologies where the
“penetration testers” or auditors assume the standpoint of an attacker in order to examine
security controls in place of an infrastructure of networked computers and applications.
Typically, the penetration tester will mimic a specific profile of an attacker, which can be
a disgruntled employcee in a given area of an organization, an external “script kiddie” or a
corporate spy. The result of the penetration test is generally a report that includes the list
of threats that this profile of an attacker could exercise. For example, a disgruntled
employee in accounting may be able to steal the clients and credit card database, a
corporate spy may be able to access secret Intellectual Property, and a “script kiddie” may

compromise and leave unavailable the machines for all the cashiers of a retailer business.
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The last ten (10) years have witnessed the development of a new kind of
information security tool: the Penetration Testing Framework., An exemplary description
of a Penctration Testing Framework is provided by U.S. Patent Number 7,757,293,
entitled, “Automated Computer System Security Compromise,” by Caceres et al., filed on
January 22, 2002, Penetration Testing Frameworks facilitate the work of penetration
testers on networked computers and applications, and make the security assessment
more accessible to non-experts. The main difference between these tools and

network security scanners is that Penetration Testing Frameworks have the ability to
exploit vulnerabilities, and help to expose risk by aSsessin g the complete attack path

an attacker would take, whereas scanners simply look for evidence of vulnerabilities.

Penctration tests involve successive steps of information gathering and
vulnerability exploitation. In an information-gathering step the penetration-testing
framework helps the user to gather information about the networked computers and
applications under attack (available hosts, their operating systems, open ports, and the
services running in them). In a vulnerability-exploitation step the user actively tries to
leverage vulnerabilities present on specific assets in the network and gain unwarranted
access 1o these assets. When this leverage 1s through an exploit executed against a
vulnerable host (e.g., a desktop, laptop or server computer system) and this exploit 1s
successful, the host becomes compromised and can be used to perform further
information gathering, or the machine can be used to execute subsequent attack steps.
This shift in the source of the actions of an attacker is called pivoting. Newly
compromised machines or applications can serve as the source for posterior information
gathering. This new information might reveal previously unknown vulnerabilities. Asa

result, the phascs of information gathering and exploiting usually succeed one another.
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Other forms of leveraging vulnerabilities are, for example but not limited to,
exploitation of application vulnerabilities and gaining non-authorized access to Wi-Fi

communication channels or other types of assets.

As attackers have evolved, so have penetration-testing frameworks: they have
become more complex, covering new attack vectors, shipping increasing numbers of
exploits (hereafter exploit modules) and information gathering modules. With this

evolution, the problem of successfully mimicking an attacker has become a complex task.

The penetration tester is a skilled technician who can develop exploit modules,
understands the consequences of using one exploit module over another one in a
particular situation, or how to replace the exploit module in case it does not work, and
can craft an attack towards a given objective in accordance with constraints underlying
the scenario at hand. Understanding the consequences of executing each attack action is
fundamental for an effective penetration test. While different actions may have the same
outcome (when successful), they will typically last differently, have different probabilities

of success, take different requirements, and have other effects.

During the exercise of a penetration test, the penetration tester will execute
penetration-testing modules (information-gathering or exploit modules), and by executing
the modules he may obtain new assets. An example is the penetration tester running an
exploit module from his local agent against a remote target host, and when the exploit
module succeeds the module installs a remote agent in the remote target host. This remote
agent 1s an asset that is added to assets of the penetration tester. During his work, the
penetration tester will attempt to achieve certain objectives. One example of such an
objective may be installing a remote agent in a web server, or obtaining a credit card

database. These special objectives are referred to as the goal of the penetration test.
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Typically, the penetration tester will plan a penetration test looking to obtain certain

specific goals.

Hence, 11 a penetration tester has some partial knowledge of a network he is
auditing, he can define the potential actions that he may follow and from those derive the
new states in which the network would be, and move on to define new actions and new
states until he reaches a state that is worth reporting; in particular, if one of the goals is
reached. However, the number of possibilities that are available to the penetration tester,
and hence the number of nodes and edges that constitute an attack graph, may be large.
Explicitly the number of nodes and edges that constitute an attack graph may be
comparable to the number of computers in the network to the power of the number of
available attack modules, so that it may turn to be an infeasible problem to visualize
them, or pick one of these attacks out from the lot that has a special property, such as, for

example, being the quickest.

In computer science a problem is said to be infeasible when despite the algorithm
used to solve 1t, the amount of resources needed (computational power or storage) is
extremely large and the combinations to be tested quickly increases with the size of the

problem.

Computer attacks, including those executed with aid of a penetration-testing
framework, are the object of study of computer scientists and computer security
professionals. In particular, the threats or potential attacks underlying a target network
can be described through attack graphs. In particular, attack graphs can be used to model
an attack before executing the attack, or during execution of an attack in order to analyze

next steps.

There are many ways to model an attack through attack graphs. To define one

such model, one needs to define “nodes” and “edges.” In one possible way to model
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attack graphs, nodes identify a state of the attack, while edges represent individual actions
that the attacker may follow during the attack. Generally speaking, the state is defined by
the knowledge that the attacker has gained about the network, and the changes he has
inserted in the network, from the start of the attack until the action (edge) preceding this
node. The new assets obtained by the attacker are different depending on whether the
assets were obtained after an action is run or before an action is run. In attack graphs, an
attack path is a path in the graph from a start node to the goal node; that is, a sequence of
actions, where the preconditions for an action are always guaranteed by the previous

actions and the last action conquers the goal.

However, selecting one such attack path is not an easy task. Many attack paths
may be possible, each one underlying different combinations of attacks and parameters.
For example, one of the attacks suggested by the attack path may turn out to be faster,
another one may have better chances of succeeding, and another one may cause alerts in
the control or security monitoring systems of the target network. In fact, penetration-
testing frameworks do not include the information summarizing how much time each of
its penetration-testing modules takes to run, their probability of success, and other factors.
Moreover, even if this information were available, the problem of piecing the information
together to weigh attack paths and deciding whether one is better-suited than another one

In a particular case, scems to be outside of reach of the standard penetration tester.

Previous attack graph models do not include a concise way of summarizing the
different alternatives the attacker may choose from to conduct an attack and the
parameters (expected time, probability of success, etc.) underlying these attack paths, thus
allowing an explosion of combinations, deterministically intractable for medium-sized
networks and larger networks. In particular, previous attach graph models do not tackle

the problem of picking an attack path that minimizes the expected time to be run, or
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which is expected to raise a lower number of alerts (logs) in the control systems, or has a

bigger probability of success.

Another drawback of previous attack planning systems is that they are
deterministic, in the sense that they output the best solution (or in any case, the best few
solutions). Being that penetration tests are intrinsically probabilistic (e.g., one cannot
predict the outcome of each penetration testing module with absolute certainty),
deterministic attack plans are not suited for assisting the penetration tester. As an
example, 1f a step in the deterministic attack plan fails, while the plan is being executed,

the penetration tester must drop this attack plan and replace it with another one.

Thus, a heretofore unaddressed need exists in the industry to address the

aforementioned deficiencies and inadequacies.

SUMMARY OF THE INVENTION

Embodiments of the present invention provide a system and method for
automated probabilistic planning of network attacks against infrastructures of computer
networks and applications. The embodiments automate the analysis and probabilistic
planning of multi-step attacks to computer and application networks (in particular in the
context of automating penetration tests), optimizing with respect to one of the following
metrics: the probability of success of the actions, a numerical parameter that mﬁst be
minimized (e.g., running time), or the number of logs generated by the control devices in

the target network.

A method for designing a penetration test for a penetration testing framework is
provided, which contains the steps of: defining a variable to be optimized; defining a

scenar10, wherein the scenario further comprises, a definition of a target network, a list of
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penetration testing modules that are available, wherein each penetration testing modules
has associated with it a probability of success, requirements, and an expected value for
the variable to be optimized, and a goal of the penetration test; and producing a
probabilistic plan, an estimated probability of success for the probabilistic plan, and an

expected value for the variable.

In addition, a method for designing a probabilistic plan for attacking from a first
host a second host, for a penetration testing framework, is also provided, containing the
steps of: defining a variable to be optimized; defining a scenario, wherein the scenario
further comprises, a description of the first host located within a target network, the
second host located within the target network, and how the first host and second host are
connected, a list of penetration testing modules that are available, wherein each
penetration testing module has associated with it a probability of success, requirements,
and an expected value for the variable to be optimized; and producing a probabilistic plan
that has as a goal to install an agent in the second host, an estimated probability of

success for the probabilistic plan, and an expected value for the variable.

Other systems, methods, features, and advantages of the present invention will be
or become apparent to one with skill in the art upon examination of the following
drawings and detailed description. It is intended that all such additional systems,
methods, features, and advantages be included within this description, be within the scope

of the present invention, and be protected by the accompanying claims.

- BRIEF DESCRIPTION OF THE DRAWINGS
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Many aspects of the invention can be better understood with reference to the
following drawings. The components in the drawings are not necessarily to scale,
emphasis instead being placed upon clearly illustrating the principles of the present
invention. Moreover, in the drawings, like reference numerals designate corresponding
parts throughout the several views.

FIG. 1 1s a schematic diagram illustrating a network of computer systems and
applications in which the present invention may be provided.

FIG. 2 1s a block diagram further illustrating the first host of FIG. 1.

FIG. 3 is a flowchart illustrating steps taken in providing probabilistic attack
planning, as performed by the first host of FIG. 2.

FIG. 4 1s an attackability graph for hosts.

FIG. 5 1s a schematic diagram 1illustrating that there is at least one method for
attacking the second host H 2 from the first host H 1.

FI1G. 6 1s a tlowchart further 1llustrating steps performed in the first grand step, in
accordance with the present invention. -

FIG. 7 1s a schematic diagram depicted the host H_1 finding three actions, A[1],
Af2] and A[3], whose result is “installing a remote agent in host H 2,” which is the goal.

FIG. 8 1s a schematic diagram 1llustrating the result of starting step 2.b for action
A[1].

FIG. 9 1s a schematic diagram illustrating that in order to obtain requirement
R[2,1] one needs to execute either action A[2,1,1] or action A[2,1,2].

FI1G. 10 1s a schematic diagram illustrating reordering due to, during the execution
of step 3.b.1, the host H_1 realizing that t[2,1,1]/p[2,1,1] <1[2,1,2]/p[2,1,2] and hence
reordering the actions. .

FIG. 11 1s a schematic diagram illustrating that the host H 1 finds three actions
A[2,2,1], A[2,2,2], and A[2,2,3], any of which can check if requirement R[2,2] is

satisfied.
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FIG. 12 is a schematic diagram illustrating a reordering of the actions due to, in
step 3.b.1, the host H 1 computing the quotients t[2,2,1]/p[2,2,1], t[2,2,21/p[2,2,2],
t[2,2,31/p[2,2,3] and deciding to reorder the actions.

FIG. 13 1s a schematic diagram illustrating a reordering of the actions due to
computing the quotients T[2,1]/(1-P[2,1]) and T]2,2]/(1-P[2,2]) and deciding to reorder
- the actions.

FIG. 14 1s a schematic diagram illustrating that there exists one unsatisfied
requirement R for executing action A[2].

FIG. 15 1s a schematic diagram illustrating that the host H 1 removes action A[2]
and continues to step 2.b

FIG. 16 is a schematic diagram illustrating that the host H 1 finds that the
requirements for action A[3] are already satisfied and, by step 2.b.i calls this branch
ended and assigns to it the probability of success P[1,3]=p[1,3] and the numerical effect
T[1,3]=t[1,3].

FIG. 17 is a schematic diagram illustrating attack paths.

FIG. 18 1s a schematic diagram illustrating a directed graph having the present
seven hosts interconnected. '

FIG. 19 1s a schematic diagram illustrating actions available that have as a result
the installation of a system agent in host H 2.

FIG. 20 1s a schematic diagram illustrating that once actions have been ordered
according to their coefficient, the exemplary process inspects the requirements that still
are not satisfied for each of the actions.

FIG. 21 1s a schematic diagram illustrating that Host H 1 checks if the
requirements for the actions are satisfied and in the case that they are not, the Host H 1
searches the actions that as an output can ensure whether each requirement is satisfied by

- the target host.
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FIG. 22 is a schematic diagram further illustrating how actions are combined,
ordering the execution and calculating the compound probabilities and expected run time.

FIG. 23 1s a schematic diagram illustrating that once the sequence of actions that
complete the requirements for each action is built, the joint probability and expected run
time is calculated, now including the first-level actions (here exploits).

FIG. 24 1s a schematic diagram further illustrating the procedure associated with
FIG. 23.

FIG. 25 1s a schamtic diagram illustrating, in accordance with the example, two of
the possible paths that start from H 1 and successfully attack H 2.

FIG. 26 1s a schematic diagram illustrating that for each of the nodes, the host H 1
draws an arrow that starts in this node and goes to a branching, where the YES branch

goes to the Success node and the NO branch goes to the Fail node.

DETAILED DESCRIPTION

The present system and method performs automated probabilistic planning of
network attacks. A computer-generated plan is provided for an automated penetration
test, which isolates the penetration tester from the complexity of selecting the suitable
actions that can be executed in a target network. Further, incorporating an attack planning
phase to the penetration testing framework allows, in accordance with the present
Invention, optimizations based on, but not limited to, coverage of the tested threats, attack
running time, probability of success, and/or minimizing the expected number of alerts
that are generated by other control systems or defense systems, such as, but not limited to,
intrusion detection systems. As is known by those having ordinary skill in the art,
intrusion detection systems are devices or applications that inspect network traffic,
looking for attacks and generating alerts when attacks are detected. Detection is

performed by inspecting packet streams looking for “static signatures of attacks,” or

10
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statistical deviations from good behavior, or variations of previously-identified malicious

behavior.

The present system and method uses a conceptual model of an attack
distinguishing assets, agents and actions. In the present description, an attack involves a
set of agents, executing sequences of actions, obtaining assets (which can be information
or actual modifications of the real network and systems') in order to reach a set of goals.
The assets represent both the information and the modifications 1n the network that an
attacker may need to obtain during an attack, whereas the actions are the basic steps of an
attack, such as running a particular exploit or information gathering module against a

target assct.

An asset can represent anything that an attacker may need to obtam during the
course of an atfack, including the actual goal. Some examples of agsets include, but are
not limited to, a string identifying the operating system (OS) of a host H; transmission
control protocol (TCP) connectivity with a host H on a port P; and an agent installed on a
given host H. To install an agent means to break mto a host, take control of its resources,
and eventually use it as a starting point to continue the attack by launching new actions
based on that host. A further description of agents is provided by U.S. Patent Number
7,757,293, entitled, “Automated Computer System Security Compromise,” by Caceres et

al., filed on January 22, 2002 .

An action can be, but is not limited to, running one penctration testing module
from any agent. An action may have requirements or preconditions that need 1o be
satistied m order {or the action to be run. These requirements are defined as a set of
assets. For example, in order to run an OS detection module against a host from a given

agent, one needs network connectivity to this host. Network connectivity to the host is

11
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the asset required in order for the action to be run. The penetration testing module will
then output an estimate for the OS of this host. After executing an action, a new asset
may be gained, that is, new information is learned or a change in the target network has

happened.

In a given network, and as described above, there may be a special asset that is
one of the targets of a penetration test. This asset is referred to as the- goal of the test.
Since the actions have requirements and results, in accordance with the preSent invention,
for each goal, one can construct an attack graph describing the actions/assets that start
from the available assets and lead to this goal. As is explained in further detail herein, the
attack planning problem entails automatically finding sequences of actions that lead from
a starting state of the attack, with incomplete knowledgé of the network, ending in the

final goal.

To mmprove the realism of the model, in accordance with the present invention, it
1s considered that actions can produce numerical effects and have a probability of success.
A numerical effect is a metric that allows modeling the expected result of executing such
an action in the network using the penetration testing framework. For example, a
numerical effect may be (but is not limited to) the expected running time of the action.
Both the numerical effects and the probability of success of an action can be estimated in
a laboratory through experimentation. For example, by running a given exploit module
against different target computers in a laboratory one can estimate the probability of
success of this exploit as the mean of successful exploitations in the laboratory. Similarly,
one can estimate the time the exploit module takes until it is successful. The latter can
also be calculated based on historical runs performed inside the Penetration Testing

Framework.

12
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As 1s explained in further detail herein, according to the presént invention, each
action has associated with it a probability of success and a set of numerical effects. The
execution of an action is considered a non-deterministic event, since one can rarely
predict its outcome. In the case of an exploit, the execution of the exploit can be

successful (in which case the attacker takes control of the target machine) or a failure.

It 1s noted that both numerical effects and the probability of success depend on the
target host and other “environment conditions.” For example, the IBM Tivoli exploit for
CVE-2008-4828 has a higher probability of success if the OS of the host it targets is
Solaris, because the stack is not randomized and is executable by default with no heap
protection, rather than when the OS of the host it targets is Windows XP SP2 or

Windows 2003 SP1, with Data Execution Prevention (DEP) enabled.

When executing a sequence of actions, say those described in an attack path, one

can also estimate the compound numerical effect and probability of success of this path.

Let us assume that an infrastructure of networked computers and applications is
fixed, and a description is provided. Computers and applications will be referred to as
hosts. A goal for this infrastructure is also fixed, and the description is provided. It is
assumed that a description of the actions, their requirements, numerical effects and
estimates for their probability of success is also provided and that there exists at least one
host where an agent is installed. It is also assumed that all this information is provided as
input in a specific format, for example: the Planning Domain Definition Language. This

1s referred to herein as “the scenario.”

The present system and method is provided within a network 2 of computer

systems and applications, an example of which is provided by the schematic diagram of
FIG. 1. FIG. 1 illustrates the presence of seven hosts 10, 50, 52, 54, 56, 58, 60, although

it 1s noted that the present invention is not intended to be limited to a specific number of
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hosts. It should be noted that the hosts are also represented hereinas H 1, H 2, H 3,

H 4,H 5,H 6,and H 7. Each host has a different connectivity to other hosts within the
network. As an example, hosts may be connected to other hosts via the Internet 66, direct
physical connections from network devices 62, 64, virtual connections, or via use of other
connection methods. In addition, certain hosts may in fact not be connected to a specific
host within the network 2. Non-limiting examples of hosts may include, but are not
limited to, computer systems, web servers, firewalls, routers, switches, voice over Internet
protocol telephones, and other network devices. In addition, a host may be considered a

Web application.

The functionality for probabilistic attack planning, in accordance with the present
system and method, may be provided within one or more of the hosts of the network 2.
For exemplary purposes, the present description provides the example of the functionality
being provided within the first host 10 of the network 2, although the present invention is
not intended to be limited to such an example. In addition, the following provides an
example in which the first host 10 is a general computer, although it is noted that the first

host 10 may instead be any network device or Web application, as described above.

FIG. 2 1s a block diagram further illustrating the first host 10 of FIG. 1, in
accordance with a first exemplary embodiment of the invention. Functionality performed
by the first host 10 is partially implemented in software, as an executable program, where
the first host 10 may be a general-purpose digital computer, such as a personal computer
(i.e., PC; IBM-compatible, Apple-compatible, or otherwise), workstation, minicomputer,
or mainframe computer.

~ Generally, 1n terms of hardware architecture, as shown in FIG. 2, the first host 10
contains a processor 12, a memory 20, and one or more input and/or output (I/O) devices

32 (or peripherals) that are communicatively coupled via a local interface 34.
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The local interface 34 can be, for example but not limited to, one or more buses or
other wired or wireless connections, as is known in the art. The local interface 34 may
have additional elements, which are omitted for simplicity, such as controllers, buffers
(caches), drivers, repeaters, and receivers, to enable communications. Further, the local
interface 34 may include address, control, and/or data connections to enable appropriate
communications among the aforementioned components.

It should be noted that the first host 10 may also have a storage device (e.g., hard
disk) 30 therein. The storage device 30 may be any nonvolatile memofy element (e.g.,
ROM, hard drive, tape, CDROM, etc.). In accordance with an alternative embodiment of
the invention, the storage device 30 may be a volatile memory element, although the loss

of memory contents when power is removed, may not be desirable.

In accordance with the present invention, the storage device 30 has stored therein
at least one scenario. As described above, each scenario includes a list of available
actions, or basic steps of an attack, requirements for the actions to be performed, the
probability of success of the action, the numerical effect of the action, information about
hosts 1n the network, and a goal to be achieved by a penetration testing process against
the described network. It should be noted, however, that in accordance with an
alternative embodiment of the invention, data stored within the storage device 30 as
described above, may instead be stored in a different location such as, for example, at a

remote location.

The processor 12 is a hardware device for executing the software 22, particularly
that stored in memory 20. The processor 12 can be any custom made or commercially
available processor, a central processing unit (CPU), an auxiliary processor among
several processors associated with the computer, a semiconductor based microprocessor
(in the form of a microchip or chip set), a ﬁlicroprocessor, or generally any device for

executing software instructions.
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The memory 20 can include any one or combination of volatile memory elements
(e.g., random access memory (RAM, such as DRAM, SRAM, SDRAM, erc.)) and
nonvolatile memory elements. Moreover, the memory 136 may incorporate electronic,
magnetic, optical, and/or other types of storage media. Note that the memory 20 can have
a distributed architecture, where various components are situated remote from one

another, but can be accessed by the processor 12.

The software 22 located in the memory 20 may include one or more separate
programs, each of which contains an ordered listing of executable instructions for
implementing logical functions. In the example of FIG. 2, as mentioned above, the
software 22 includes functionality performed by the first host 10 in accordance with the
present invention and possibly a suitable operating system (O/S) 36. The operating
system 36 essentially controls the execution of other computer programs, such as the
software 22 associated with the first host 10, and provides scheduling, input-output
control, file and data management, memory management, and communication control and

related services.

The software 22 is a source program, executable program (object code), script, or
any other entity containing a set of instructions to be performed. When a source program,
then the program needs to be translated via a compiler, assembler, interpreter, or the like,
which may or may not be included within the memory 20, so as to operate properly in
connection with the O/S 36. Furthermore, the software 22 can be written as (a) an object
oriented programming language, which has classes of data and methods, or (b) a
procedure programming .language, which has routines, subroutines, and/or functions, for

example but not limited to, C, C+ +, Pascal, Basic, Fortran, Cobol, Perl, Java, and Ada.

The /O devices 32 may include input devices, for example but not limited to, a

keyboard, mouse, scanner, microphone, touch screens, or other input devices.
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Furthermore, the I/O devices 32 may also include output devices, for example but not
limited to, a printer, display, or other output devices. Finally, the I/O devices 32 may
further include devices that communicate both as inputs and outputs, for instance but not
limited to, a modulator/demodulator (modem; for accessing another device, system, or
network), a radio frequency (RF) or other transceiver, a telephonic interface, a bridge, a

router, efc.

When the first host 10 is in operation, the processor 12 is configured to execute
the software 22 stored within the memory 20, to communicate data to and from the
memory 20, and to generally control operations of the first host 10 pursuant to the
software 22. The software 22 and the O/S 36, in whole or in part, but typically the latter,

are read by the processor 12, perhaps buffered within the processbr 12, and then executed.

When at least a portion of the first host 10 is implemented in software 22, as is
shown in FIG. 2, it should be noted that the software 22 can be stored on any computer
readable medium for use by or in connection with any computer related system or
method. In the context of this document, a coﬁlputer readable medium is an electronic,
magnetic, optical, or other physical device or means that can contain or store a computer
program for use by or in connection with a computer related system or method. The
software 22 can be embodied in any computer-readable medium for use by or in
connection with an instruction execution system, apparatus, or device, such as a
computer-based system, processor-containing system, or other system that can fetch the
instructions from the instruction execution system, apparatus, or device and execute the
instructions. In the context of this document, a "computer-readable medium" can be any
means that can store, communicate, propagate, or transport the program for use by or in
connection with the instruction execution system, apparatus, or device. The computer
readable medium can be, for example but not limited to, an electronic, magnetic, optical,

electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation
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medium. More specific examples (a nonexhaustive list) of the computer-readable
medium would include the following: an electrical connection (electronic) having one or
more wires, a portable computer diskette (magnetic), a random access memory (RAM)
(electronic), a read-only memory (ROM) (electronic), an erasable programmable read-
only memory (EPROM, EEPROM, or Flash memory) (electronic), an optical fiber
(optical), and a portable compact disc read-only memory (CDROM) (optical). Note that
the computer-readable medium could even be paper or another suitable medium upon
which the program is printed, as the program can be electronically captured, via for
instance optical scanning of the paper or other medium, then compiled, interpreted or
otherwise processed in a suitable manner if necessary, and then stored in a computer

memory.

In an alternative embodiment, where the first host 10 is implemented as a web
application, the first host 10 may be hosted in a Web server, where the Web server may
be a general-purpose digital cOmputér, such as a personal computer (i.e., PC; IBM-
compatible, Apple-compatible, or otherwise), workstation, minicomputer, or mainframe
computer as described above.

In another alternative embodiment, where the first host 10 is implemented in
hardware, the first host 10 can be implemented with any or a combination of the
following technologies, which are each well known in the art: a discrete logic circuit(s)
having logic gates for implementing logic functions upon data signals, an application
spectfic integrated circuit (ASIC) having appropriate combinational logic gates, a

programmable gate array(s) (PGA), a field programmable gate array (FPGA), etc.

Having described a possible embodiment of a first host 10, the following provides
a top-level description of functionality provided in accordance with the present invention.
FIG. 3 1s a flowchart 80 illustrating steps taken in providing probabilistic attack planning,

as performed by the first host 10 of FIG. 2. In this regard, each block represents a
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module, segment, or portion of code, which contains one or more executable instructions
for implementing the specified logical function(s). It should also be noted that in some
alternative implementations, the functions noted in the blocks may occur out of the order
noted in FIG. 3. For example, two blocks shown in succession in FIG. 3 may in fact be
executed substantially concurrently or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved, as will be further clarified
hereinbelow.

As shown by block 82, a preliminary step is performed. During the preliminary
step, the first host 10 computes for each pair of hosts within the network 2, whether an
attackability property 1s satisfied. As shown by block 84, a first grand step is then
performed. During the first grand step a computation is performed to determine for each
pair of hosts for which the attackability property is satisfied, a probabilistic plan for
attacking from the first host within the pair of hosts, to the second host within the pair of
hosts. In addition, during the first grand step a computation is performed to determine the
probability that an attack plan will be successful and the time for the attack plan to be

executed.

As shown by block 86, after completing the first grand step, a second grand step is
performed by the first host 10. During the second grand step, using the information
gathered from the preliminary step and the first grand step, a probabilistic attack plan is

computed for the network 2 and a given goal.

Fach of the abovementioned steps is described in further detail hereinbelow.
Using the terminology of attack graphs, the solution of the “(deterministic) attack-
planning problem” is that of, given a scenario, finding at least one attack path that leads
to the goal (i.e., the state of the attack defined by this node should include the goal). An
attack-planning problem typically has more than one solution. The “(deterministic)

attack-planning problem optimizing a numerical effect” is defined as that of finding a
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solution that minimizes (or maximizes) a compound numerical effect. For example,
finding the path that underlies less expected time of execution, or has less expectancy to
be detected by control systems, or the traceability of the attack (dependent on the number

of intermediate hops and topological factors).

As described and illustrated herein, a solution to the “probabilistic attack-planning
problem with optimization” is a directed-acyclic graph with branches, an associated
estimated probability of success p and an expected numerical effect t satisfying the

following properties:

a) Nodes can be the “initial node or start node,” “Success nodes,” “Fail nodes,” or

one of various action nodes. There is one possible action node for each action

described in the scenario.

b) The itial node is the first node of the graph, i.e., there are no inbound arrows and
there 1s one outbound arrow. The Fail and Success nodes are only last nodes, i.e.,

there 1s an inbound arrow but no outbound arrows.

¢) Each action node 1s followed by a branching in two action nodes, or a Fail node,

or a Success node.
d) Every path from this graph that ends in the Success node stands for an attack path.

Furthermore, the probability that an automated run of the penetration test following the

directed-acyclic graph succeeds is estimated by p and it has an expected numeric effect of

t.

Even more, the optimization property means that, starting from any action node in
the probabilistic plan, there may be several paths that lead to a Success node. Of these,
the one underlying the smallest expected numerical effect is the one that starts in this

action node, follows the arrows, and at each branching, when presented with a YES arrow
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and a NO arrow, it follows the YES arrow. For example, according to FIG. 17, the attack
path with less numerical effect is the one going from A[2,1,1], to A[2,2,1], to A[l}, to
success. In addition, the attack path going from A[2,1,1], to A[2,1,2], to A[3], to success

has bigger numerical effect.
PRELIMINARY STEP

The preliminary step includes running a module stored within the memory 20 over
the scenario supplied as input to produce a list of ordered pairs of hosts where: the hosts
are ditferent; they are part of the target network; and they satisfy an “attackability
property,” as described below. Explicitly, the first host 10 performs a test for each
ordered pair of hosts and answer YES if the pair of hosts satisfies the attackability
property and NO if they do not. Hence, the output of this process is a list of ordered pairs

of hosts that satisfy an attackability property.

Generally speaking, an ordered pair of hosts satisfies the “attackability property”
if, given that a network agent 1s running in a first host of the pair of hosts there exists a

set of actions that leads to mstalling a remote agent in a second host of the pair of hosts.

As an example, assuming that a first host in the pair of hosts 1s referred toas H |
and a second host in the pair of hosts 1s referred to as H 2, one test will check if host H_1
can reach host H_2 through the network 2 according 1o the scenario description stored
within the storage device of the first host 10 (because in this case host I 1 may attempt
o execute a remolte exploit against host I 2). This problem is considered and solved, for
example, in the co-pending US Application entitled, “System and method for extending
automated penetration testing to develop an mtelligent and cost ¢fficient security
strategy,” by Sarraute et al., having application serial number 12/851,516, which was filed

August 5, 2010 published as US Patent 8,490,196.

21



CA 02773461 2012-03-07
WO 2011/031777 PCT/US2010/048153

A second example is to test if the email address for one of the users of host H 2 is
known and host H_1 is able to send emails, because in this case host H 1 may attempt a
client-side attack against host H 2, as an example, by sending an email to a user of host
H 2 or initiating an instant messaging communication with a user of host H 2. Again,
this problem is considered and solved in US Application “System aild method for
extending automated penetration testing to develop an intelligent and cost efficient

security strategy.”

One having ordinary skill in the art may understand how to define more tests

depending on the technologies used in the target network and the available actions.

According to an example with a network 2 having seven (7) hosts, as illustrated
by FIG. 1, and as is represented herein as H 1 through H 7, FIG. 4 is an attackability
graph for the hosts. Referring to FIG. 4, the following pairs of hosts satisfy the
attackability property: (H1,H 2); (H 1,H 3); (H 2,H 1); (H 3,H 1); (H 3,H 4);
(H_4,H 3); (H 5,H 2); (H 5,H 6); (H 5,H 7); (H 6,H 5); (H 7,H 6). All other

ordered pairs do not satisfy the attackability property.
FIRST GRAND STEP

The first grand step includes running a second module stored within the memory
20 for each ordered pair of hosts produced by the first module. The input for the second
module 1s the scenario and identification for the two hosts in the scenario, which stand for
the first host and the second host in one of these ordered pairs. The second module
receives as additional input the numerical effect to be optimized. The second module
produces a probabilistic plan, for which the goal is installing an agent in the second host
of the pair, and that optimizes the numerical effect and only uses actions that are run from

the first host against the second host.
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The following description is with regard the pair of hosts being Host H 1 and host
H 2. It should be noted, however, that this process may be provided for any other pair of

hosts that satisfy the attackability property.

According to the present invention, as shown in FIG. 5, there is at least one
method for attacking the second host H 2 from thé first host H 1. The objective is to
compute the solution to the probabilistic attack—planning problem where the scenario is
defined by the original scenario with the following changes: the goal is set to install a
remote agent in host H_2; and, the network description is stripped of all the information

that 1s not directly related to H 1 or H2.

The step of computing the solution to the probabilistic attack-planning problem
makes use of the following two functionalities. First, given an action (basic step of an
attack), the first functionality answers if requirements of the action are satisfied according
to the scenario (description). Given a requirement that is not satisfied according to the
scenario (description), the second functionality computes the identifiers within the
scenarlo for those actions that, if executed, answer if the requirements of the action are
satistied or not (in case one such action is included in the scenario; else it answers that the
requirement cannot be checked). Implementations for both functionalities were described
in the invention covered in the US patent application entitled, “System and method for

extending automated penetration testing to develop an intelligent and cost efficient

security strategy,” by Sarraute et al.

FIG. 6 1s a flowchart further illustrating steps performed in the first grand step, in
accordance with the present invention. As shown by block 102, the host H 1 lists all the
actions that can be used to install an agent in host H 2. The host H 1 then checks if the
requirements for these actions are satisfied or not (block 104). Sometimes the

requirements will be satisfied, in which case the actions will take part in the final plan,
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and sometimes the requirements will not be satisfied and these actions will not be
included in the plan. As shown by block 106, actions for which one cannot check if the
requirements can be satisfied, are removed from the list. For those cases that the
requirements are not satisfied, it may be the case that the scenario includes an action that
can check whether they are satisfied or not. In this case, again, this new action may have

satisfied or unsatisfied requirements.

By recursively continuing in this fashion, the process is concluded by listing
sequences of actions where the order is such that the requirements of an action are
checked by the preceding actions or are satisfied according to the description of the
scenario. However, the host H 1 will not only do this, but also order the actions 1n such a
way that the order of actions is the best possible order, that is, every other order will have
a bigger expected numerical effect (for example, when the numerical effect considered is
time, this will mean running the actions in the order specified is expected to take less time
than running the actions in other orders). Further, it will provide an estimate for the

probability that the plan succeeds and an expected numerical effect.

The following provides a non-limiting example of implementing the first grand
step, 1n accordance with the present invention. The present invention is not intended to
be limited to this implementation. The first step includes constructing all of the possible
attack paths. The host H_1 will compute a list of sequences of actions, the compound
numerical effect, and an estimate for the probability of success of the plan. Host H 1

starts with T=0 and P = 0.

The following exemplary notation is used during the description of the First
Grand Step. Denote by n the number of actions that have as a consequence installing a
remote agent in host H 2, and denote these actions as a[1,1], ...,a[1,n]. These actions

have associated numerical effects t[1,1],...,t[1,n] and estimated probabilities
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pl1,1],...,p[1,n] respectively. Next, we let A[1] denote any of these actions. As
previously explained, this action has certain requirements and it may be the case that the
scenarlo description does not allow one to decide if one of these actions is satisfied or
not. Denote by m the number of unsatisfied requirements, and denote these requirements
as R[2,1],...,R[2,m]. In turn, for each of these requirements there may be different actions
that can check if they are satisfied. Once we fix one of these requirements, say R[2,i], we
denote by N the number of actions that can check if this is satisfied or not. In addition,
we denote these actions by a[2,i,1],...,a[2,i,N], we denote their associated numerical
etfects by t[2,1,1],...,t[2,i,N], and we denote associated probabilities by
pl2,1,1],...,p[2,1,N]. Finally, the estimated numerical effect associated to running
sequentially the actions af2,1,1],...,a[2,i,N] until one is successful is T[2,1] and the

probability that at least one succeeds is P[2.i].
Host H_1 executes the following steps:

1. For the first step, at level 1, it is assumed that there are n actions that may install an
agent 1n host H_2 with whatever requirements. Each of these actions has associated with
it an expected numerical effect t and an estimated probability of success p. The host H 1

computes the quotients t/p and orders the actions in a list a|1,1],...,a [1,n] such that

t[1,1)/p[1,11 <t[1,2/p[1,2] < ... <t[1,n)/p[1,n].

1.a Also, the host H_1 starts to define the probabilistic plan. The host H 1 adds nodes
labeled as a[1,1],...,a[1,n] to the probabilistic plan. For each of these nodes, the host H 1
draws an arrow that starts in this node and goes to a branching, where the YES branch
goes to the Success node and the NO branch goes to the Fail node. This is illustrated by

the schematic diagram of FIG. 26.

2. As a second step, we move to level 2 and for each action that comes from the previous

level the following steps are executed.
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2.a One action 1s fixed and denoted by A[1].

2.b The host H_1 checks if the requirements for this action are satisfied according to the

scenario description.

2.b.i If the requirements are satisfied, the Host H 1 calls the branch underlying this action
as ended. In addition, if t is the expected numerical effect of action A[1] and p is the
estimated probability of success of this action then it redefines T=T+t and P=P+(1-P)*p,

and continues with the following action in 2.a (if all the actions have been examined, it

ends).

2.b.11 Else, if some of the requirements are not satisfied according to the scenario, these

unsatisfied requirements are denoted as R[2,1]...., R[2,m].

2.b.111 One requirement is fixed, which is denoted by R[2,i] (where i represents any of

1,....m).

3. As a third step, host H_1 searches for the actions that, when run, answer if requirement

R[2,1] 1s satisfied.

3.a If no actions can tell the host H 1 if requirement R[2,i] is satisfied, then host H 1
calls the branch underlying action A[1] as ended, it removes action A[1] from the list, and

continues with the following action. Then, host H 1 returns to 2.a.
3.b Else, there is at least one action that can check if requirement R[2,i] is satisfied.

3.b.1 At the third level, let us say that there are N actions that can check if requirement
R[2,1}] 1s satisfied. Each of these actions has associated with it an expected numerical
etfect t and an estimated probability of success p. The host H 1 computes the quotients
t/p and orders the actions in a list a[2,i,1],...,a[2,1,N] such that t[2,i,1]/p[2,i,1] <
t[2,1,2]/p[2,1,2] <... <t[2,,N]/p[2,i,N]. Then, the host H_1 associates to requirement
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R[2,1] the sequence of actions a[2,i,1],...,a[2,i,N] and also, the estimated probability of

success as represented by equation 1 below,

P[2,1]=pl2,1,1]+(1-p[2,1,1])*P[2,1,2] + (1-p[2,1,1])*(1-p[2,1.2])*p[2.1,3] +...+(1-
pl2,1,1])*...*(1-p[2,1,N-1])*p[2,1,N] (Eq. 1)

and the expected numerical effect as represented by equation 2 below,

T12,1]=t [2,,1}+(1-p[2,1,1])*[2,1,2] + (1-p[2,i,1])*(1-p[2,1,2]) *t[2,1,3] +...+(1-
p[2.i,1])*...*(1-p[2,i,N-11)*t[2,i.N] (Eq. 2).

I the requirements for all the actions a[2,1,1],...,a[2,i,N] are satisfied, we continue with
step 4. Otherwise, for each action with unsatisfied requirements, we recursively apply the
procedure that starts in step 2.a with each of these actions, that is, we define the
requirements for the actions in level 3, list the actions that are required to check if these

requirements are satisfied, and so on and so forth.

4. As a fourth step, once the host H 1 covered all the requirements, say
R|2,1},...,R[2,N], 1t will order the requirements according to the quotients T[2,1]/(1-
P[2,1]). Let us assume (relabeling them if necessary) that the requirements
R[2,1],...,R[2,m] are ordered so that R[2,1]/(1-P[2,1])<R]2,2]1/(1-P[2,2])<...<R[2,m]/(1-
P[2.m]).

4.a Host H_1 continues defining the probabilistic plan:

4.a.1 It adds nodes for the actions A[2,1,1],...,A[2,1,m] that check requirement R[2,1],
and the same for the actions that check requirements Rf2,2] through R[2,m].

4.a.11 Next, it draws an arrow that starts in node A[2,1,1] and goes to a branching, where

‘the YES branch goes to the A[2,2,1] node and the NO branch goés to node A[2,1,2]; it
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draws an arrow that starts in node A[2,1,2] and goes to a branching, where the YES
branch goes to the A[2,2,1] node and the NO branch goes to node Af2,1,3];. it draws an
arrow that starts in node A[2,1,3] and goes to a branching, where the YES branch goes to
the A[2,2,1] node and the NO branch goes to node A[2,1,4]; et cetera. After repeating
this for N times, it draws an arrow that starts in node A[2,1,N] and goes to a branching,
where the YES branch goes to the A[1] node and the NO branch goes to the either the

next action of level 1, if there remains one such action, or to the Fail node if no actions

remain.

4.a.111 Next, it draws an arrow that starts in node A[2,2,1] and goes to a branching, where
the YES branch goes to the A[2,3,1] node and the NO branch goes to node A[2,2,2]; it
draws an arrow that starts in node A[2,2,2] and goes to a branching, where the YES
branch goes to the A[2,3,1] node and the NO branch goes to node A[2,2,3];. it draws an
arrow that starts in node A[2,2,3] and goes to a branching, where the YES branch goes to
the A[2,3,1] node and the NO branch goes to node A[2,2,4]; et cetera. After repeating
this for N times, it draws an arrow that starts in node A[2,3,N] and goes to a branching,
where the YES branch goes to the A[2.4,1] node and the NO branch goes to the either the
next action of level 1, if there remains one such action, or to the Fail node if no actions
remain.

4.a.1v Note that step 4.a.11 is associated with requirement R[2,1] and step 4.a.iii is
associated to requirement R[2,2]. Next, we continue similarly with requirements
R[2,3],...,R[2,m-1]. For requirement R[2,m] the following is executed: it draws an arrow
that starts in node A[2,m,1] and goes to a branching, where the YES branch goes to the
A[1] node and the NO branch goes to node A[2,m,2]; it draws an arrow that starts in node
Al2,m,2] and goes to a branching, where the YES branch goes to the A[1] node and the
NO branch goes to node A[2,m,3]; it draws an arrow that starts in node A[2,m,3] and

goes to a branching, where the YES branch goes to the A[1] node and the NO branch
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goes to node A[2,m,4]; et cetera. Aftér repeating this for N times, it draws an arrow that

starts in node A[2,m,N] and goes to a branching, where the YES branch goes to the A[1}

node and the NO branch goes to the either the next action of level 1, if there remains one

such action, or to the Fail node if no actions remain. Further, the host H_1 assigns to this
sequence of actions the estimated probability of success represented by equation 3 below,
p = (P[2,1] *P[2,2]*...*P[2,m])*P[1] (Eq. 3)

and the expected time as represented by equation 4 below

t = (T[2,1]+ T[2,2]+...+ T[2,m])+ T[1] (Eq. 4)

The host H_1 then assigns T=T+t, P=P+(1-P)*p. If the host H 1 reaches this point, it
returns to step 2.a. One arrow 1s then added from the start node to the only action node

that has no inbound arrows.

FIGS. 7-16 are schematic diagrams illustrating an exemplary use of the host H 1
in accordance with the manner described above. In executing the first step (1), according

to the example depicted in FIG. 7, the host H 1 finds three actions, A[1], A[2] and A[3],

whose result is “installing a remote agent in host H 2” which is the goal.

Also, host H 1 adds a start node and nodes A[1], A[2] and A[3] to the attack plan.
It adds three branches, one for each action node, where the YES branch goes to the

Success node and the NO branch goes to the Fail node.

The schematic diagram of FIG. 8, illustrates the result of starting step 2.b for
action A[1]. The host H 1 finds that there are two unsatisfied requirements, R[2,1] and

R][2,2], that need to be satisfied in order to run A[1}.

When the host H 1 reaches step 2.b.1 and realizes that there remains unsatisfied
requirements, the host H 1 then continues to step 2.b.ii. As illustrated by the schematic

diagram of FIG. 9, and according to the third step (3), it is illustrated that in order to
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obtain requirement R[2,1] one needs to execute either action A[2,1,1] or action A[2,1,2];

hence, there is nothing to do in step 3.a.

During the execution of step 3.b.i the host H_1 realizes that t[2,1,1]/p[2,1,1] <
t[2,1,2]/p[2,1,2] and hence reorders the actions as depicted in the schematic diagram of
FIG. 10. Further, since the requirements for actions A[2,1,1] and A[2,1,2] are satisfied,
in step 3.b.i the host H_1 computes P[2,1]=p[2,1,1]+(1- p[2,1,1])* p[2,1,2] and
T12,11=t[2,1,1]+(1- p[2,1,1])* t[2,1,2]. Next, the host H_1 continues with the loop

moving to step 2.b.1ii for action A[2,2].

According to the example, as illustrated by the schematic diagram of FIG. 11, one

can see that the host H 1 finds three actions A[2,2,1], A[2,2,2], and A[2,2,3], any of
which can check if requirement R[2,2] is satisfied (this is the third step (3)).

Again, the host H_1 finds that the requirements for executing each of these
actions are satisfied (step 3.b). In step 3.b.i the host H 1 computes the quotients
t[2,2,1]/pl2.2.1], t[2,2,21/p[2,2,2], t[2,2,31/p[2,2,3] and decides to reorder the actions as
shown 1n the schematic diagram of FIG. 12: first action A[2,2,1]; then action A[2,2,2];
and finally action A[2,2,3] . In step 3.b.ii the host H 1 computes P[2,2]=p[2,2,1]+(1-
pl2,2,1])* p[2,2,2}+ (1- p[2,2,1]D* (1- p[2.2,2])*p[2,2,3] and T[2,2]=t[2,2,1]+(1-
pl2,2,1])* 1[2,2,2]+ (1- p[2,2,1]D*(1-p[2,2,2])*p[2,2,3].

The host H 1 then moves to the fourth step (4). According to the example, one
computes the quotients T[2,1]/(1-P[2,1]) and T[2,2]/(1-P[2,2]) and decides to reorder the
actions as shown in the schematic diagram of FIG. 13. Speéiﬁcally, assuming that the
first quotient T[2,1]/(1-P[2,1]) is smaller than the second quotient T[2,2]/(1-P[2,2]),
action items for requirement R[2,1] are placed before action items for requirement R[2,2].

The host H 1 also determines that the branch underlying action A[1] is ended and assigns

to this branch the probability of success P[1,1]=P[2,1]*P[2,2]*p[1,1] and the numerical
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effect T[1,1]=T[2,1]+T[2,2]+[1,1]. Here,
P12,1]=pl2,1,1+(1-p[2,1,1])*p[2,1,2],

T[2,1]= t[2,1,1]+(1-p[2,1,1])*t[2,1,2],

P[2,2]= p[2,2,11+(1-p[2,2,1])*p[2,2,2]+ (1-p[2,2,1])*(1-p[2,2,2])*P[2.2,3] and
T[2,2]=t[2,2,11+(1-p[2,2,1])*t[2,2.2]+ (1-p[2,2,1])*(1-p[2,2,2])*1[2,2,3]

and continue with step 2 applied to action A[2].

As shown by the schematic diagram of FIG. 14, there exists one unsatisfied
requirement R for executing action A[2]. Then, as shown by the schematic diagram of

FIG. 15, the host H_1 removes action A[2] and continues to step 2.b.

The host H_1 now moves to run step 2 applied to action A[3]. As illustrated by
the schematic diagram of FIG. 16, the host H_1 finds that the requirements for action
Al3] are already satisfied and, by step 2.b.i calls this branch ended and assigns to it the
probability of success P[1,3]=p[1,3] and the numerical effect T[1,3]=t[1,3].

Next, the host H 1 compares the quotients T[1,1]/P[1,1] and T[1,3]/P[1,3] and
decides to reorder the actions as depicted in FIG. 16. This path describes the probabilistic
attack path. Its estimated probability of success is P=P[1,3]+(1-P[1,3])*P[1,1] and
expected numerical effect is T=T[1,3]+(1-P[1,3]D*T[1,1].

After this, Host H_1 adds nodes A[2,1,1], A[2,1,2], A[2,2,1], A[2,2,2] and
Al2,2,3] and draws the branches as depicted in the directed-acyclic graph of FIG. 17. A
result of the first grand step may be represented by the directed-acyclic graph having
branches that the abovementioned procedure outputs, as depicted by FIG. 17. The
probabilistic plan is interpreted as follows:

First run action A[2,1,1], if this succeeds follow the yes branch and execute action

Af2,2,1], but if it fails execute action A[2,1,2];
If action A[2,1,2] succeeds, execute action A[2,2,1], if it fails execute action A[3];
If action A[2,2,1] succeeds, execute action A[1], if it fails execute action Al2,2,2];

31



CA 02773461 2012-03-07
WO 2011/031777 PCT/US2010/048153

If action AJ2,2,2] succeeds, execute action A[1], if it fails execute action A[2,2,3];
If action A[2,2,3] succeeds, execute action A[1], if it fails the plan Failed;

If action A[1] succeeds, then the plan succeeds, if it fails execute action A[3]; and
If action A[3] succeeds, then the plan succeeds, if it fails the plan Failed.

SECOND GRAND STEP

The 1nput for the second grand step includes: the list produced by the preliminary
step, the values t and p calculated in the first grand step for each pair in that list, a start
node and an end node. The start node is defined as the one host that has an agent
installed according to the scenario description. The end node is defined by the host

underlying the goal in the scenario description.

Using the list of ordered pairs of hosts computed in the preliminary step, the host
H_1 computes a directed graph where the nodes are all of the hosts (or more generally,
distinguished assets) that appear in the list, and there is an arc from one node H to a
second node H’, if and only if, the list contains the pair (H, H’). Moreover, to each arc,

the host H_1 assigns two numbers, specifically, the probability of success for an agent

that 1s installed in host H to install an agent in host H” (denoted as p #), and the

numerical effect of this process (denoted as t #). These numbers were estimated by the

first grand step.

FIG. 18 is a schematic diagram illustrating a directed graph having the present
seven hosts interconnected. The arrows depict the attackability properties discovered in
the preliminary step. Different exemplary probabilities of success and numerical effects
are provided in FIG. 18 for exemplary purposes. It should be noted that in certain cases,
as an example, in the case of hosts H 5 and H_6, there is an arc from H 5 to H 6 and

vice versa.

The second grand step includes finding a path in this graph that starts from the

start node, ends by the end node and minimizes the numerical effect. Explicitly, for all
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the paths that go from the start node to the end node, in the second grand step host H 1
produces the one with the smallest underlying numerical effect. The second grand step

also outputs the numerical effect.

This can be analyzed as a sub-problem of the “all-pairs shortest path problem™
that 1s known in the graph theory literature. One of the algorithms that solves this
problem was described by R. Floyd in 1962; and previous versions were described by B.
Roy 1n 1959 and S. Warshall in 1962. In the present invention, a modified

implementation of the solution of Floyd of 1962 is used, as described hereinbelow.

It 1s assumed that M is the number of nodes in the directed graph built in the first
grand step, with expected numerical effects and probabilities of success in each edge
(arrow). We call probability(i,j) to the function that retums'the compound probability of
successtully attacking node j from node i, or 0 if there is no arc from node i to node j;
another function time(i,j) which retuﬁ;s the expected time of successfully attacking node j

from node 1, or infinity if the graph contains no such arc.

Three matrices are defined, one is denoted by Prob/[i][j] of size M times M which
at the entry 1, has the value probability(i,j); a second one is denoted by Time/i][j] of size
M times M which at the entry i,j has the value time(i,j); and a third one is denoted by
Next[i][j] of size M times M which has the value infinity in every entry. Next the

following steps are executed.

for k:=1 to M:
fori:=1 to M:
forj:=1 to M:

P’ := Prob[i][k] * Prob [k]]j]
17 == Time[i][k] + Prob[i][k] * Time[k]][j]
P = Prob[i][j] '
T :=Timeli][j]
if P’/T° <P/T then:
Prob[i][j] =P’

33



CA 02773461 2012-03-07
WO 2011/031777 PCT/US2010/048153

Timelil[j] =T

Next[i][j]:=k

When this procedure is complete, .for each 1,j the matrices contain the compound
probability Prob[i][j] and the expected run time Time/i][j], of successfully attacking

node j from node 1. This holds in particular when j is the goal of the attack. The attack

path is reconstructed using the values in the matrices.

If the start node was labeled as node a and the end node was labeled as b, then the
output numerical effect is Time[a][b]. Also, the procedure uses the canonical technique

to reconstruct the path. This step is known in the art and not reproduced herein.
RUNNING THE PROBABILISTIC ATTACK PLANNER

The present invention is designed to be used to automatically execute penefration
tests using, for example, the penetration testing framework described in US patent
7,757,293 (Caceres et al.) and according to the planning platform described in US non-
preliminary application (“System and Method for extending automated penetration testing

to develop an intelligent and cost efficient security strategy” by Sarraute Yamada et. al).

In an exemplary run, the planning platform will command the penetration-testing
framework to compute the scenario; call the probabilistic attack planning system of this
invention to compute a probabilistic attack plan; and finally interact with the penetration

testing framework to execute the plan.

First, an information gathering process is performed in order to collect
information about the network into the Penetration Testing Framework. An example on
how this process can be achieved is by petfonning a Rapid Penetration Test Information
Gathering process as described in US Patent Application Serial Number 12/102,482,

- entitled, "System and Method for providing network penetration testing", filed April 14,
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2008, published as US Pat. 8,365,289. This information is then represented in a PDDL file,

which is part of the scenario description.

According to the present example the goal of the planner “Install a system agent in
host H 2 starting the attack from a local agent installed in host 1" 1s defined, and the
numerical effect to be optimized is defined as time. This information is also part of the

scenario description.

The Preliminary Step is then executed, whose output is a list of pairs with the

“attackability property,” The output of this process is shown in Table 1.

H 1 |H3
]
H1 |HS
H1 |H?2
. i R
H2 | H1

_ 5 —
H3 |H1
H3 |H4 l
|

H4 |[H3

- " ]
HS5 |H2 |
S R
HS5 |HG6
HS |H7
16 |15 |
P i
H7 |H6

Table 1

F1G. 4 depicts this information as a directed acyclic graph: each node represents a
host (and it is labeled by a host identifier) and arcs represent network connectivity

between the hosts.
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Host H_1 proceeds with the First Grand Step for each pair in Table 1. As an
1llustrative example the present description only describes the details of the execution for
the pair (H 1, H 2). Following the example, it is assumed that some information about

host H_2 is included in the scenario description, wherein the operating system of H 2 is

Windows XP with an unknown Service Pack.

The First Grand Step selects all the actions available that have as a result the
installation of a system agent in host H 2. These actions are shown in FIG. 19, as
described hereinbelow. Each action has associated with it, in the scenario description, an
expected running time and probability of success. The available actions are: “Apache
Mod_PHP Exploit” with probability of success 0.43 and expected running time 40s,
“Fujitsu SystemcastWizard Lite PXE Remote Buffer Overflow Exploit” with probability
of success 0.5 and expected running time 150s and “Windows SMB Buffer Overflow
Exploit (M808-063)” with probability of success 0.3 and expected running time 14s.

- FIG. 19 shows how the actions are ordered from left to right according to their coefficient

“expected running time / probability of success”.

Once the actions have been ordered according to their coefficient, the process
inspects the requirements that still are not satisfied (e.g., because there is not enough
information in the PDDL description of the network) for each of the actions. This is
depicted in FIG. 20. For example, action “Fujitsu SystemcastWizard Lite PXE Remote
Butfer Overflow Exploit” requires port 4011/TCP open and the OS version Windows XP
professional service pack 2. In addition, for the exploit “Apache Mod PHP Exploit” one
of the requirements is that host H 2 must be running a Linux operating system, in
addition to Port 80-81/TCP being open. Further, for the exploit “Windows SMB Buffer
Overflow Exploit (MS08-063)” the OS needs to be Windows XP professional service

pack 2 in the target host.
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Host H_1 checks 1f the requirements for the actions are satisfied. In case they are
not, the Host H 1 searches the actions that as an output can ensure whether each
requirement is satisfied by the target host. This information is illustrated in FIG. 21. For
example, since according to the scenario, the operating system family running in H 2 is
Microsoft Windows, the host H 1 removes the action “Apache Mod PHP Exploit” since

there 1s one requirement which cannot be satisfied.

After ordering the second level of actions, an ordered sequence of actions is built
for each set of requirements, according to step 2) of the First Grand Step. FIG. 22 further
illustrates how actions are combined, ordering the execution and calculating the
compound probabilities and expected run time. Whenever two actions are alternatives for
the same outcome, they are bounded by an “OR” relation. Alternatively, when two

actions must be executed necessarily for the outcome to be achieved, they are bounded by

an “AND” relation.

Once the sequence of actions that complete the requirements for each action is
built, the joint probability and expected run time is calculated, now including the first-

level actions (here exploits). FIG. 23 further illustrates this computation.

For this particular objective, which is “System agent in H 2, all the actions that
produce it are combined, together with their respective requirements, calculated in
previous steps, in order to obtain a final value P = 0.637 and T = 158.12, probability of
success and expected running time, respectively, of installing a system agent in H_2
attacking from H_1, only with the available actions and with no intermediate hops (i.e.,
no pivoting). FIG. 24 illustrates the procedure associated with FIG. 23. This means that
running the procedure described in FIG. 24 will take less than T = 158.12 seconds and

will succeed with probability P= 0.637.
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Next, the planner has calculated the information illustrated in Table 2. The
columns added to Table 1 are: the probability of success “PROB” and expected time
“TIME” of an attack from host in column “SRC” to host in column “DST” with any
suitable action available in the Penetration Testing Framework. Underlined are the values
calculated in the above example. These values finish completing the knowledge of the

network needed for a complete attack planning.

DST | PROB | TIME
H3 |0310 |60.64

H 5 90.40
H 2 158.1
2
H2 |H I 25.3
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Table 2

Once the First Grand Step is complete, the Second Grand Step begins. After

running the modified version of the Floyd-Warshall algorithm, two of the possible paths
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that start from H 1 and successfully attack H 2 are illustrated in FIG. 25, which shows

only a part of the complete graph.

The coefficient t/p for the attack path that goes .directly fromH 1toH 21s
248.22. The attack path that goes from H_1 to I1_ 5 and then from H_5 to H_2 has
coefficient 192.59. Thus, in terms of optimizing the expected running time and the
probability of success, the best way to attack H 2 starting from H_1 is by first attacking

I 5 and then attacking H 2.

All modifications and variations are intended to be included herein

within the scope of this disclosure and the present invention and protected by the

following claims.
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What is claimed is:

1. A computer-based method for designing a penetration test for a penetration

testing framework, comprising the steps of:

defining a variable to be optimized;

receiving information through an input/output device of a computer that defines a
scenario, wherein the scenario further comprises,

a definition of a target network,

a list of penetration testing modules that are available, wherein each penetration
testing module has an associated probabiiity of success, requirements, and an
expected value for the variable to be optimized, and a goal of the penetration
fest;

producing, with a computer-based processor, a probabilistic plan, an estimated
probability of success for the probabilistic plan, and an expected value for the
variable, based on the received information;

determining, with the compu;ter—based processor, an attack plan for the penetration
test based on the probabilistic plan, the probability of success for the probabilistic
plan and the expected value *r the variable, |

wherein the probabilistic plan, the estimated probability of success, and the
expected value for the variable are produced without reference to a particular

event that already has occurred in the target network.

2. The computer-based method of claim 1, wherein the probabilistic plan further

comprises a directed acyclic graph having branches, wherein the acyclic graph is

defined as:

40



CA 02773461 2015-06-30

Attorney Ref: 1122P002CA0O1

having a single starting node, a first type of end node labelled success, a second
type of end node labelled fail, and a penetration testing module node for each
penetration testing module within the scenario, wherein the penetration testing
module nodes are referred to as action nodes; and

for each action node, either, requirements associated with the action of the action
node are satisfied according to the scenario description, or there Is a second
action node that precedes this action node and is associated with an action that

checks if this requirement is satisfied.

3. The computer-based method of claim 1 wherein, the variable to be optimized is

time.

4. The computer-based method of claim 1, further comprising the step of executing

the probabillistic plan in the penetration testing framework.

5. A computer-based method for designing a probabilistic plan for attacking from a
first host a second host, for a penetration testing framework, comprising the steps of:
defining a variable to be optimized;
defining a scenario, wherein the scenario further comprises, a description of the first
host located within a target network, the second host located within the target
network, and how the first host and second host are connected, a list of
penetration testing moduies that are avaliable, wherein each penetration testing

module has associated with a probability of success, requirements, and an

expected value for the variable to be optimized:;
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producing, with a computer-based processor, a probabilistic plan that has as a goal
to Install an agent in the second host, an estimated probability of success for the
probabilistic plan, and an expected value for the variable;

determining, with the computer-based processor, a probability of success for the
probabilistic plan and an amount of time to execute the probabilistic plan; and

determining, with the computer-based processor, an attack plan for a penetration
test based on the probabilistic plan, the probability of success for the probabilistic
plan and the amount of time to execute the probabilistic plan,

wherein the probabilistic plan, the probability of success, and the amount of time to
execute are determined without reference to a particular event that already has

occurred in the target network.

6. The computer-based method of claim 5, wherein the variable to be optimized is

time, or a number of alerts generated in the target network.

7. The computer-based method of claim 5, further comprising the step of executing

the probabilistic plan in the penetration testing framework.

8. A computer-based method for designing a penetration test, the computer-based

method comprising:
recelving information through a computer based input/output device about a
scenario, wherein the information comprises information about hosts, including

computers and applications, on a target computer network;
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producing, with a computer-based processor, a list of ordered pairs of the hosts,
where the hosts in each ordered pair are different and satisty an attackability
property, wherein a particular ordered pair of hosts satisfy an attackability
property If, given that a network agent is running in a first host of the particular
ordered pair, there exists a s2t of actions that lead to installing a remote agent in
a second host of the particular ordered pair;

determining, with the computer-based processor, for each particular ordered pair of
hosts in the list, a probabilistic plan for attacking from a first of the hosts in the
particular ordered pair to a second of the hosts in the particular ordered pair;

determining, with the computer-based processor, for each particular probabilistic
plan a probability of success and an amount of time to execute; and determining,
with the computer-based processor, an attack plan for the penetration test based
on the respective probabilistic plans for attacking, the respective probabilities of
success and the respective amounts of time to execute,

wherein the respective probabilistic plans for attacking, the respective probabilities of
success, and the respective amounts of time to execute are determined without

reference to a particular event that already has occurred in the target network.

9. The computer-based method of claim 8, wherein the attack plan for the

penetration test is determined without reference to a particular event that already has

occurred in the target network.

10.A computer-based method for designing a penetration test for a penetration

testing framework, comprising the steps of:
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defining a variable to be optimized;
receiving information through an input/output device of a computer that defines a
scenario, wherein the scenario further comprises:
a definition of a target network,
a list of penetration testing modules that are available, wherein each penetration
testing module has associated with a probability of success, requirements, and
an expected value for the variable to be optimized, and a goal of the penetration
test;
producing, with a computer-based processor, a probabilistic plan, an estimated
probability of success for the probabilistic plan, and an expected value for the
variable, based on the received information, wherein the probabilistic plan, the
estimated probability of success for the probabilistic plan, and the expected value
for the variable are produced without reference to a particular event that already
has occurred in the target network,
wherein the probabilistic plan further comprises a directed acyclic graph having
branches, wherein the acyclic graph is defined as:
having a single starting node, a first type of end node labelled success, a second
type of end node labelled fail, and a penetration testing module node for each
penetration testing module within the scenario, wherein the penetration testing
module nodes are referred to as action nodes; and

for each action node, either, requirements associated with the action of the action
node are satisfied according to the scenario description, or there is a second
action node that precedes this action node and is associated with an action

that checks if this requirement is satisfied.
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PERLIMINARY STEP:
THE FIRST HOST COMPUTES FOR EACH PAIR OF HOSTS WITHIN THE NETWORK,
WHETHER AN ATTACKABILITY PROPERTY IS SATISFIED
382

FIRST GRAND STEP:

COMPUTATION PERFORMED TO DETERMINE FOR EACH PAIR OF HOSTS FOR
WHICH THE ATTACKABILITY PROPERTY IS SATISFIED, A PROBABILISTIC PLAN
FOR ATTACKING FROM THE FIRST HOST WITHIN THE PAIR OF HOSTS, TO THE
SECOND HOST WITHIN THE PAIR OF HOSTS. IN ADDITION, A COMPUTATION IS
PERFORMED TO DETERMINE THE PROBABILITY THAT AN ATTACK PLAN WILL BE
SUCCESSFUL AND THE TIME FOR THE ATTACK PLAN TO BE EXECUTED.

84
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SECOND GRAND STEP:

USING THE INFORMATION GATHERED FROM THE PRELIMINARY STEP AND THE
FIRST GRAND STEP, A PROBABILISTIC ATTACK PLAN IS COMPUTED FOR THE
NETWORK AND GIVEN A GOAL
86
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PERLIMINARY STEP:
THE FIRST HOST COMPUTES FOR EACH PAIR OF HOSTS WITHIN THE NETWORK,
WHETHER AN ATTACKABILITY PROPERTY IS SATISFIED
82

|

FIRST GRAND STEP:

COMPUTATION PERFORMED TO DETERMINE FOR EACH PAIR OF HOSTS FOR
WHICH THE ATTACKABILITY PROPERTY 1S SATISFIED, A PROBABILISTIC PLAN
FOR ATTACKING FROM THE FIRST HOST WITHIN THE PAIR OF HOSTS, TO THE
SECOND HOST WITHIN THE PAIR OF HOSTS. IN ADDITION, A COMPUTATION IS
PERFORMED TO DETERMINE THE PROBABILITY THAT AN ATTACK PLAN WILL BE
SUCCESSFUL AND THE TIME FOR THE ATTACK PLAN TO BE EXECUTED.

384
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SECOND GRAND STEP:

USING THE INFORMATION GATHERED FROM THE PRELIMINARY STEP AND THE
FIRST GRAND STEP, A PROBABILISTIC ATTACK PLAN IS COMPUTED FOR THE
NETWORK AND GIVEN A GOAL
86
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