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SECURE AUTHENTICATION PROXY 
ARCHITECTURE FOR AWEB-BASED WIRELESS 

INTRANETAPPLICATION 

RELATED APPLICATIONS 

0001. This Application is a Continuation of co-pending 
commonly owned U.S. patent application Ser. No. 10/703, 
006, Attorney Docket Palm-3685.CON, filed Nov. 05, 2003, 
to Watson and Stantz, entitled “Secure Authentication Proxy 
Architecture for a Web-Based Wireless Intranet Applica 
tion,” which in turn was a Continuation of U.S. patent 
application Ser. No. 09/917.391, now U.S. Pat. No. 6,732, 
105, filed Jul. 27, 2001 entitled “Secure Authentication 
Proxy Architecture for a Web-Based Wireless Intranet 
Application' to Watson and Stantz. Both applications are 
incorporated herein in their entirety by reference for all 
purposes. 

BACKGROUND OF THE INVENTION 

0002) 
0003. The present invention relates to the field of data 
processing. More specifically, embodiments of the present 
invention relate to providing a method for a wireless elec 
tronic device (e.g., a portable computer system, a palmtop 
computer system, cell phone, pager or any other hand held 
electronic device) to connect with authenticated access to 
Intranet web applications. 

0004 2. Related Art 

1. Field of the Invention 

0005 Computer systems have evolved into extremely 
sophisticated devices that may be found in many different 
settings. Computer systems typically include a combination 
of hardware (e.g., semiconductors, circuit boards, etc.) and 
Software (e.g., computer programs). As advances in semi 
conductor processing and computer architecture push the 
performance of computer hardware higher, more Sophisti 
cated computer software has evolved to take advantage of 
the higher performance of the hardware, resulting in com 
puter systems today that are much more powerful than just 
a few years ago. 
0006 Other changes in technology have also profoundly 
affected how people use computers. For example, the wide 
spread proliferation of computers prompted the develop 
ment of computer networks that allow computers to com 
municate with each other. With the introduction of the 
personal computer (PC), computing became accessible to 
large numbers of people. Networks for personal computers 
were developed to allow individual users to communicate 
with each other. In this manner, a large number of people 
within a company could communicate at the same time with 
a central Software application running on one computer 
system. 

0007 As corporations utilize increasingly distributed and 
open computing environments, the security requirements of 
an enterprise typically grow accordingly. The complexity of 
employee, customer and partner access to critical informa 
tion, while assuring proper security, has proven to be a major 
hurdle. For example, many organizations implement appli 
cations that allow their external business partners, as well as 
their own internal employees, to access sensitive informa 
tion resources within the enterprise. In the absence of 
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adequate security measures, an enterprise may be subject to 
the risk of decreased security and confidentiality. 

0008. As a result, authentication mechanisms are usually 
implemented to protect information resources from unau 
thorized users. Examples of network security products 
include firewalls, digital certificates, virtual private net 
works, and single sign-on systems. Some of these products 
provide limited support for resource-level authorization. For 
example, a firewall can screen access requests to an appli 
cation or a database, but does not provide object-level 
authorization within an application or database. 
0009 Single Sign-On (SSO) products, for example, 
maintain a list of resources an authenticated user can access 
by managing the login process to many different applica 
tions. However, firewalls, SSO and other related products 
are very limited in their ability to implement a sophisticated 
security policy characteristic of many of today's enterprises. 
They are limited to attempting to manage access at a login, 
or “launch level, which is an all or nothing approach that 
can’t implement an acceptable level of security that is 
demanded by businesses Supporting Intranets. 

0010 FIG. 1A illustrates a prior art system 100 of a 
palmtop or "palm sized’ computer system 104 connected to 
other computing systems and an Intranet via a cradle. 
Specifically, system 100 comprises a palmtop device 104 
connected to PC 103, which can be a serial communication 
bus, but could be any of a number of well known commu 
nication standards and protocols, e.g., a parallel bus, Ether 
net, Local Area Network (LAN), and the like. PC 103 is 
connected to server 101 and database 102 by an authenti 
cated network connection. In the prior art system 100, two 
authentication parameters are achieved to provide a secure 
connection. First, PC 103 is physically connected to the 
server 101 to establish a network connection. The physical 
location of PC 103 is usually sufficient for the network 
connection to be approved. Secondly, when applications on 
server 101 are used, the user of PC 103 must provide a user 
name and password to authorize use. In this configuration, 
security and authentication is achieved first on the network 
level by authenticating the user's login name and password 
or device identification over the network and secondly on 
the application level by again authenticating the users login 
name and password. 

0011 Similarly, FIG. 1B is a prior art system 105 illus 
trating a palmtop computer connected to other computer 
systems and the Internet via a modem or dial up device. 
Specifically, palm device 104 is connected to modem 106, 
which can be a serial communication bus, but could be of 
any of a number of well known communication standards 
and protocols, e.g., a parallel bus, Ethernet, Local Area 
Network (LAN), and the like. Modem 106 is connected to 
server 101 and database 102 by an authenticated dial-up 
network connection. In the prior art system 105, two authen 
tication parameters are achieved to provide a secure con 
nection. First, modem 106 must provide a correct user name 
and password to the server 101 to establish a network 
connection. Secondly, when applications on server 101 are 
used, the user of palm device 104 must provide a user name 
and password to authenticate use. In this configuration, 
security and authentication is achieved first on the network 
level by authenticating the user's login name and password 
or device identification when the modem makes a connec 
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tion to the network and secondly on the application level by 
again authenticating the users login name and password. 
0012. In these two configurations, a secure authentication 
process occurs in which two layers of authentication occur. 
First a network authentication is processed and secondly, an 
application authentication occurs. At least one of the authen 
tication processes rely on the user Supplying a user name and 
a password and both require network level authentication. 
0013 Unfortunately, most wireless communications do 
not support double authentication. Due to the differences 
between ECC encryption associated with wireless protocol 
and SSL encryption associated with traditional IP protocol, 
security and authentication mechanisms associated with 
mobile and wireless need to be modified to provide the same 
level of security as does the traditional land based commu 
nications. For example, mobile and wireless devices often 
access web servers through Internet gateways that provide 
no assurance of the identity of a device or user. In other 
words, they provide no network level of security. Intranet 
security guidelines for most companies usually require both 
authentication of a device to the network and of a user to 
each application before access to internal resource can be 
permitted. 

0014. Therefore, there exists a need for a mechanism 
which allows wireless devices to establish secure and 
authenticated connections to applications that reside on 
Intranet networks. 

SUMMARY OF THE INVENTION 

0015. In accordance with the present invention, a system 
and method are disclosed to permit portable wireless devices 
secure and authenticated access to applications that are on an 
Intranet server. Embodiments of the present invention pro 
vide a flexible, inexpensive way for wireless network users 
to access Intranet applications while protecting Intranet 
resources (e.g., enterprise resources) against unauthorized 
access. In addition, the invention does not impose the 
authentication burden upon individual applications or 
require the use of application specific middleware or specific 
mobile application framework. 
0016 Embodiments of the present invention include a 
method and server system for exchanging data between a 
hand-held wireless electronic device and another computer 
system. This system allows a wireless electronic device to 
securely communicate with an Intranet by verifying two 
authentication parameters to provide network level authen 
tication. The first authentication parameter is the device 
serial number and a password which authenticates the net 
work connection. The second authentication parameter is a 
user name and password that authenticates the user's access 
to applications on the Intranet. In one embodiment of the 
present invention, the system uniquely integrates the authen 
tication parameters into every query the wireless device 
makes to the Intranet by adding the parameters to each link 
that is communicated to the device from the Intranet service. 
In this configuration, the authentication parameters maintain 
the session between the wireless device and the Intranet. 
Beneficially, the authentication parameters are not stored on 
any particular network device and do not burden either the 
server or the wireless device with maintaining the session. In 
another embodiment of the present invention, the server 
system uses a link rewriter service for examining web pages 
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generated by applications of the Intranet to identify links 
that point to any application that is resident on the Intranet. 
Once an Intranet link is queried, the link rewriter uses a look 
up table in a database to rewrite the link to include a 
keyword that designates both the targeted application and its 
Intranet server. If a link is not resident on the Intranet, it will 
not be rewritten thereby causing it to be executed/routed 
over the Internet. 

0017 More specifically, the present invention includes a 
server system comprising a network translator for commu 
nicating with wireless electronic devices and translating 
between wireless communication protocol and IP commu 
nication protocol. The server system also contains an Intra 
net comprising a plurality of Intranet servers, each compris 
ing applications. In addition is a proxy server coupled to the 
network translator and Intranet. The proxy server is for 
routing queries received from the wireless electronic device 
to an appropriate server destination and for routing 
responses to wireless electronic devices. The proxy server 
comprises a link rewriter service for examining web pages 
generated by applications of the Intranet to identify links 
that point to any application that resides in the Intranet, 
translating each identified link to include a keyword that 
designates both the targeted application and its Intranet 
server. The proxy server also comprises a routing service for 
examining queries sent from the wireless electronic device 
and for routing queries with recognized keywords to the 
Intranet and for routing others to the Internet. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0018 The accompanying drawings, which are incorpo 
rated in and form a part of this specification, illustrate 
embodiments of the invention and, together with the 
description, serve to explain the principles of the invention. 
0019 FIG. 1A is a prior art system illustration of a 
palmtop or "palm sized computer system connected to 
other computer systems and the Internet via a cradle device 
and having network authorization. 
0020 FIG. 1B is a prior art system illustration of a 
palmtop or "palm sized computer system connected to 
other computer systems and the Internet via a modem or 
dial-up device and having network authorization. 
0021 FIG. 2 illustrates a block diagram of an exemplary 
wireless communication network environment including a 
wireless electronic device in accordance with an embodi 
ment of the present invention. 
0022 FIG. 3 is a logical block diagram of an exemplary 
palmtop computer system in accordance with an embodi 
ment of the present invention. 
0023 FIG. 4 is a flow diagram showing the sequence and 
pathway of data communication over an exemplary wireless 
communication network in accordance with an embodiment 
of the present invention. 
0024 FIG. 5 illustrates a system environment in which 
embodiments of the present invention can operate including 
a mobile wireless electronic device and one or more avail 
able remotely located resources. 
0025 FIG. 6 illustrates a system environment in which 
embodiments of the present device can operate including a 
proxy server containing one or more system based applica 
tions. 
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0026 FIG. 7 is a flow diagram illustrating a discovery 
process of one embodiment of the present invention for 
discovering if a query includes a recognized link for Intranet 
data accessing and routing the query accordingly. 
0027 FIG. 8 is a flow diagram illustrating a link rewriting 
process of one embodiment of the present invention for 
rewriting specific links to specify the Intranet server(s). 
0028 FIG. 9 is a flow diagram illustrating a registration 
process of one embodiment of the present invention for 
registering a device to have network access on the network 
gateway. 

0029 FIG. 10 is an illustration of a keyword look up table 
used in one embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0030) Reference will now be made in detail to the pre 
ferred embodiments of the invention, examples of which are 
illustrated in the accompanying drawings. While the inven 
tion will be described in conjunction with the preferred 
embodiments, it will be understood that they are not 
intended to limit the invention to these embodiments. On the 
contrary, the invention is intended to cover alternatives, 
modifications and equivalents, which may be included 
within the spirit and scope of the invention as defined by the 
appended claims. Furthermore, in the following detailed 
description of the present invention, numerous specific 
details are set forth in order to provide a thorough under 
standing of the present invention. However, it will be 
obvious to one of ordinary skill in the art that the present 
invention may be practiced without these specific details. In 
other instances, well known methods, procedures, compo 
nents, and circuits have not been described in detail as not 
to unnecessarily obscure aspects of the present invention. 

Notation and Nomenclature 

0031. Some portions of the detailed descriptions that 
follow are presented in terms of procedures, logic blocks, 
processing, and other symbolic representations of operations 
on data bits within a computer memory. These descriptions 
and representations are the means used by those skilled in 
the data processing arts to most effectively convey the 
substance of their work to others skilled in the art. A 
procedure, logic block, process, etc., is here, and generally, 
conceived to be a self-consistent sequence of steps or 
instructions leading to a desired result. The steps are those 
requiring physical manipulations of physical quantities. 
Usually, though not necessarily, these quantities take the 
form of electrical or magnetic signals capable of being 
stored, transferred, combined, compared, and otherwise 
manipulated in a computer system. It has proven convenient 
at times, principally for reasons of common usage, to refer 
to these signals as bits, bytes, values, elements, symbols, 
characters, terms, numbers, or the like. 
0032. It should be borne in mind, however, that all of 
these and similar terms are to be associated with the appro 
priate physical quantities and are merely convenient labels 
applied to these quantities. Unless specifically stated other 
wise as apparent from the following discussions, it is appre 
ciated that throughout the present invention, discussions 
utilizing terms such as 'setting.'storing, scanning.'"re 
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ceiving.'"sending.'"disregarding.”"entering,” or the like, 
refer to the action and processes (e.g., processes 700, 800 
and 900) of a computer system or similar intelligent elec 
tronic computing device, that manipulates and transforms 
data represented as physical (electronic) quantities within 
the computer system's registers and memories into other 
data similarly represented as physical quantities within the 
computer system memories or registers or other such infor 
mation storage, transmission or display devices. 
0033 Although the server system of the present invention 
may be implemented in a variety of different electronic 
systems such as a pager, a mobile phone, a calculator, a 
portable electronic device, a personal digital assistant 
(PDA), etc., one exemplary embodiment includes the server 
system with a portable computing system. It should be 
understood that the descriptions corresponding to FIGS. 1-4 
provide Some general information about an exemplary por 
table computing system. 
0034 FIG. 2 is a block diagram of an exemplary network 
environment 200 including an exemplary portable electronic 
system 201 (e.g., a personal digital assistant). The personal 
digital assistant 201 is also known as a palmtop or palm 
sized electronic system. The personal digital assistant 201 
has the ability to transmit and receive data and information 
over a wireless communication interface. The personal digi 
tal assistant 201 is one exemplary implementation on which 
the present invention can operate. The present invention can 
operate with most portable electronic system/device having 
wireless communication capabilities. 
0035 Base station 202 is both a transmitter and receiver 
base station which can be implemented by coupling it into 
an existing public telephone network 203. Implemented in 
this manner, base station 202 enables the personal digital 
assistant 201 to communicate with a proxy server computer 
system 205, which is coupled by wire 204 to the existing 
telephone network 203. Furthermore, proxy server computer 
system 205 is coupled to the Internet 507 or with Intranet 
508, thereby enabling the personal digital assistant to com 
municate with the Internet 507 or with an Intranet 508. It 
should be appreciated that within the present embodiment, 
one of the functions of the proxy server 205 is to perform 
operations over the Internet 507 on behalf of the personal 
digital assistant 201. For example, proxy server 205 has a 
particular Internet address and acts as a proxy device for the 
personal digital assistant 201 over the Internet 507. It should 
be further appreciated that other embodiments of a commu 
nications network may be utilized in accordance with the 
present invention. 
0036) The data and information which are communicated 
between base station 202 and the personal digital assistant 
201 are a type of communication and data that can conven 
tionally be transferred and received over a public telephone 
wire network system. However, a wireless communication 
interface is utilized to communicate data and information 
between the personal digital assistant 201 and the base 
station 202. It should be appreciated that one embodiment of 
a wireless communication system in accordance with the 
present invention is the Cingular wireless communication 
system. 

0037 FIG. 3 is a block diagram of exemplary circuitry of 
portable computing system 201 in accordance with one 
embodiment of the present invention. The computer system 
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201 includes a central processor for processing information 
and instructions. It is appreciated that central processor unit 
301 may be a microprocessor or any other type of processor. 
The computer system 201 also includes data storage features 
Such as a volatile memory 303 (e.g., random access memory, 
static RAM, dynamic RAM, etc.) for storing information 
and instructions for the central processor 301 and a non 
Volatile memory 302 (e.g., read only memory, program 
mable ROM, flash memory, EPROM, EEPROM, etc.) for 
storing static information and instructions for the processor 
301. Computer system 201 may also include an optional data 
storage device 304 (e.g., thin profile removable memory) for 
storing information and instructions. It should be understood 
that device 304 may be removable. Furthermore, device 304 
may also be a secure digital (SD) card reader or equivalent 
removable memory reader. 

0038 Also included in computer system 201 of FIG. 3 is 
an alphanumeric input device 306 which in one implemen 
tation is a handwriting recognition pad (“digitizer”) and may 
include integrated push buttons in one embodiment. Device 
306 can communicate information (spatial data and pressure 
data) and command selections to the central processor 301. 
The coordinate values (spatial information) and pressure 
data are then output on separate channels for sampling by the 
processor 301. In one implementation, there are many 
different discrete levels of pressure that can be detected by 
the digitizer 306. 

0039 System 201 of FIG. 3 also includes an optional 
cursor control or directing device 307 for communicating 
user input information and command selections to the cen 
tral processor 301. In one implementation, device 307 is a 
touch screen device (also a digitizer) incorporated with 
screen 305. Device 307 is capable of registering a position 
on the screen 305. The digitizer of 306 or 307 may be 
implemented using well known devices, for instance, using 
the ADS-7846 device by Burr-Brown that provides separate 
channels for spatial stroke information and pressure infor 
mation. 

0040 Computer system 201 also contains a flat panel 
display device 305 for displaying information to the com 
puter user. The display device 305 utilized with the com 
puter system 201 may be a liquid crystal device (LCD), 
cathode ray tube (CRT), field emission device (FED, also 
called flat panel CRT), plasma or other display technology 
Suitable for creating graphic images and alphanumeric char 
acters recognizable to the user. In one embodiment, the 
display 305 is a flat panel multi-mode display capable of 
both monochrome and color display modes. 

0041. Also included in computer system 201 of FIG. 3 is 
a signal communication device 308 that may be a serial port 
(or USB port) for enabling system 201 to communicate PC 
103. As mentioned above, in one embodiment, the commu 
nication interface is a serial communication port, but could 
also alternatively be of any of a number of well known 
communication standards and protocols, e.g., parallel, SCSI, 
Ethernet, FireWire (IEEE 1394), USB, etc. including wire 
less communication. 

0042. In one implementation, the Cingular wireless com 
munication system may be used to provide two way com 
munication between computer system 201 and other net 
worked computers and/or the Internet (e.g., via a proxy 
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server). In other embodiments, transmission control protocol 
(TCP) can be used or Short Message Service (SMS) can be 
used. 

0043 FIG. 4 is a block diagram of a communication 
pathway in accordance with the present invention. In the 
present embodiment, the device is a wireless device 201; 
however, it is appreciated that the wireless device may be 
another type of intelligent electronic device. FIG. 4 illus 
trates the flow of data starting with a wireless device 201. 
From wireless device 201, the data is transmitted to base 
station 202 where it enters the existing telephone network 
204. From the existing telephone network 204, data is 
transmitted over wire to translation server 404. The trans 
lation server 404 is necessary because wireless communi 
cations networks operate using a series of wireless protocols 
and the proxy server 205 communicates using IP protocol. 
Accordingly, to transfer data from a wireless device 201 to 
the proxy server 205 network, the communication protocol 
must be converted by the translation server 404 from wire 
less protocol to IP protocol. Once the data is converted to IP 
protocol, the data is sent to proxy server 205 where it then 
may enter the Intranet 508. 

0044 FIG. 5 illustrates a system environment 500 includ 
ing a mobile wireless electronic device 201 and an Intranet 
508 coupled to a proxy server 205, a protocol translator 404 
and the Internet 507. Portal launcher 503 is an application 
that resides on portable wireless electronic device 201 and 
aids in connecting to the network gateway. The launcher 503 
provides authentication parameters to the browser 502. 
Browser 502 is very similar to a web browser or “mini 
browser' used to browse web pages on the Internet. Browser 
502 is used to browse wireless communications received on 
wireless electronic device 201. When Portal launcher 503 
executed, an authenticated connection is required to gain a 
network connection. In the case of one embodiment of the 
present invention, the serial number belonging to the wire 
less electronic device 201 in addition to a security password 
is used to authenticate the network connection on the first 
message. When the browser application 502 is executed, the 
portable electronic device 201 transmits the serial number 
and password via browser 502 to protocol translator 404 and 
proxy server 205. 

0045 Proxy server 205 checks with a database in LDAP 
509 to validate that the portable electronic device 201 is a 
registered user of the network. If the serial number of the 
portable wireless device 201 is a registered user of the 
network, the password must match the record in LDAP 509 
to secure a network connection. If the serial number of the 
portable electronic device 201 and/or the password do not 
match the LDAP 509 database, the device 201 will not be 
authenticated to use the network 508. If the records in LDAP 
509 match the provided authentication parameters, the 
device 201 will be allowed to communicate over the gate 
way. 

0046. In one embodiment of the present invention, an 
approved network user has the capability to register a device 
that is not currently registered with LDAP 509. On the 
portable electronic device 201, there is an application named 
register 504. This application allows the user to register a 
device on LDAP 509 by supplying a user name and pass 
word. If the user name and password that are Supplied match 
the user name and password stored in network authentica 
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tion table 511, the serial number of the device will then be 
updated in LDAP 509 as a registered device of the network. 
If the user name and password do not match the record in 
network authentication table 511, the device 201 will not be 
registered as an authenticated device on the network. This is 
described in more detail in FIG. 9. 

0047. Now referring to FIG. 6 which represents a system 
600 illustrating the components of proxy server 205 that 
include link rewriter 604, server user authenticator 605, 
router 606, server authentication adder 607 and keyword 
table 608. In FIG. 6, proxy server 205 is coupled to 
translation server 404, Intranet 508 and the Internet 507. 
System 600 includes a uniquely intelligent active proxy 
server 205 designed to operate between a web client device 
(or gateway representing Such a device) and a non-Internet 
accessible corporate network (“Intranet') 508 containing 
one or more web servers 609. Proxy server 205 accepts 
authentication parameters provided by wireless device 201 
as a query or form parameter in HTTP. The authentication 
parameters could include, but are not limited to, the serial 
number of wireless device 201 and a password. The authen 
tication parameters are the basis of the authenticated session 
and every authenticated query must contain the authentica 
tion parameters either as GET query parameters or form 
variables to maintain a session. Server user authenticator 
605 checks the authentication parameters against an internal 
LDAP 509 database which maps user-names to authorized 
serial numbers, and permits only queries with valid authen 
tication parameters. 

0.048 Proxy server 205 also efficiently examines and 
potentially alters every URL found in content returned from 
internal web servers 609 so that each URL hosted with the 
Intranet 508 appears relative to proxy server 205 when 
viewed on wireless device 201. When content returned from 
Intranet 508 (from the wireless device) contains URLs, link 
rewriter 604 only rewrites links that target the Intranet 508. 
Links that reside on Internet 507 will be routed by router 606 
to Internet 507. Router 606 is responsible for recognizing 
links that reside on Intranet 508 and routing them to link 
rewriter 604. 

0049. When Link rewriter 604 receives a web page from 
the Intranet 508, it examines links therein. When the rewriter 
604 sees a link that targets the Intranet 508, it looks to 
keyword table 608 to match the path of the link's URL to the 
appropriate table URL to rewrite the link with. The rewritten 
link then includes a keyword that designates the application 
and the Intranet server that hosts the application. Keyword 
table 608 contains a database of appropriate keywords for 
the links (applications) that reside on Intranet 508. When 
prompted by link rewriter, the keyword table uses the URL 
in the link as an index and locates a corresponding keyword 
and rewrites the URL in the returned rewritten link. The 
rewritten link uses the keyword to point to the correct 
application and server on Intranet 508. This feature makes 
the link rewriting process seamless to the user of wireless 
device 201. 

0050 Server authentication adder 607 appends the origi 
nal authentication parameters to each link in any returned 
content, causing an authenticated session state to persist 
between queries. Beneficially, server authentication adder 
607 maintains an authenticated session without requiring 
any storage of session state in the application or in proxy 
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server 205. The session state is stored in the queries between 
wireless device 201 and proxy server 205. 
0051 FIG. 7 is a flow diagram illustrating a process 700 
of link rewriting and routing for links received from a 
wireless electronic device, e.g., a “query.” In FIG. 7, in the 
first step 701, the translator server receives a query from 
wireless device 201. The query (containing a link), is 
translated from wireless communications protocol (and 
encryption) to IP protocol (and encryption) in the second 
step 702. Once translated, the query is checked by the proxy 
server 205 using LDAP 509 to determine if the device 201 
is a registered device and the Supplied password is correct 
703. If device 201 is not registered, a network connection 
will not be established. If the user is an authorized user, they 
will then have the option of registering the device using 
registration application 504. If the authentication parameters 
are authenticated, a network connection will be established 
and the proxy server 205 will examine the query to see if it 
contains a link having a recognized keyword 704. Keywords 
are used to determine if a link targets the Intranet or the 
Internet. 

0.052 Proxy server 205 then completes the step 704 of 
checking if the query includes a link having a recognized 
keyword. Recognized keywords are stored in keyword look 
up table 608 that contains the appropriate keyword and the 
corresponding file path to the server on the Intranet. At step 
705, if a link includes a recognized keyword, the query is 
routed to the Intranet 508 not the Internet 507. At step 706, 
if the query does not contain a recognized keyword, the 
query is routed to the Internet 507. At step 707, once a query 
containing a recognized keyword is routed to the Intranet 
508, keyword look up table 608 obtains the corresponding 
file path of the URL to the recognized keyword in the 
keyword look up table 608. The link can now be rewritten 
with the corresponding top level pathway to the correct 
application and web server on the Intranet. At step 708, once 
the link has been rewritten, the query is routed to the 
appropriate Intranet web server 609 and application. 
0053 FIG. 8 represents a flow diagram of the link rewrit 
ing process 800 for rewriting specific links to specify the 
correct web server. The link rewriting process 800 begins 
when proxy server 205 receives a web page response from 
an application 801 of the Intranet and the web page is 
scanned for links 802. At step 803, the proxy server 205 
decides whether the links point to a server on the Intranet 
508 or on the Internet 507. If a link does not target on the 
Intranet 508, at step 804 and step 806, the link is not 
rewritten and is routed to the Internet. If the link contains a 
recognizable path to the Intranet 508 and the link resides on 
a server on the Intranet 508, at step 805, the proxy server 205 
uses the keyword table to rewrite the link to specify a 
particular keyword corresponding to the correct application 
and server on the Intranet. Once the link has been rewritten, 
proxy server 205 adds the authentication parameters, origi 
nally attached to the initial query that generated the web 
page, to the link 806. The query is then routed to the 
translator server for wireless communication with the elec 
tronic device 807. In this configuration, the authentication 
parameters maintain the session between the wireless device 
and the Intranet. Beneficially, the authentication parameters 
are not stored on any particular network device and do not 
burden either the server or the wireless device with main 
taining the session. 
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0054 When the user of the wireless device clicks on a 
rewritten link containing a recognized keyword, the proxy 
server decides where to target the link (e.g., to the Intranet) 
by using the keyword look up table to find the pathway that 
corresponds to the recognizable keyword. With the corre 
sponding pathway, the query is routed to the correct web 
server on the Intranet. Without a keyword, the query is 
forwarded over the Internet. 

0055 FIG.9 represents a flowchart 900 of the process of 
registering a device with the LDAP database. When an 
authorized user desires to establish a network connection 
between the Intranet and a wireless device not registered as 
an authorized network device, they have the option to 
register the device with the LDAP database of the Intranet. 
At step 901, when a query from a wireless device is received 
at the translation server 404, it is translated from wireless 
communication protocol to IP 902. The query is then 
checked for authentication parameters before a network 
connection can be established 903. The authentication server 
looks to the LDAP server to see if the device is authorized 
904. At step 908, if the serial number of the device and the 
password match the record in LDAP, the connection in 
established and the user will have access to the Intranet 508. 
If the device is not registered, authentication will fail and the 
device will not establish a network connection with the 
Intranet 508. 

0056. At any point, the user has the option to register the 
device if they are a registered user of the Intranet. A 
registration application can be used to register the device. 
The registration application transmits a query to the proxy 
server 205. The query contained the device serial number, a 
login name and a password. The authentication parameters 
are checked against network authentication table 511. At 
step 905, if the login name and password match the record 
in network authentication table 511, the serial number will 
be added in the network authentication tables and the device 
will now be a registered device. If the login name and 
password do not match the network authentication table 
record for the user, access will be denied and the device will 
not be registered as an authorized device 907. 

0057 FIG. 10 illustrates a keyword look up table 608 that 
is used to rewrite links that target web servers on an Intranet. 
As mentioned above, the link rewriting process begins when 
proxy server 205 receives a web page response from an 
application of the Intranet and the web page is scanned for 
links. The proxy server 205 determines whether the link 
targets a server on the Intranet 508 or on the Internet 507. If 
a link does not target an application on the Intranet 508, the 
link is not rewritten. If the link contains a recognizable path 
to the Intranet 508 from the keyword look up table and the 
link originated on a server on the Intranet 508, the proxy 
server 205 rewrites the link to specify a particular keyword 
(from the key word look up table) corresponding to the file 
path and replaces the path with the recognized keyword 805. 
The rewritten link is then returned to the wireless device. 
The keyword look up table contains keywords and corre 
sponding pathways for all links and applications that reside 
on the Intranet web servers. 

0.058 As such, keyword table 608 contains individual 
entries each having keywords and associated file paths, e.g., 
keyword 1001 is associated with filepath 1002, ect. For 
exemplary entries are shown in FIG. 10. 
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0059) The preferred embodiment of the present inven 
tion, a proxy server system for providing portable wireless 
devices authenticated access to an Intranet, is thus described. 
While the present invention has been described in particular 
embodiments, it should be appreciated that the present 
invention should not be construed as limited by such 
embodiments, but rather construed according to the follow 
ing claims. 
0060. The foregoing descriptions of specific embodi 
ments of the present invention have been presented for 
purposes of illustration and description. They are not 
intended to be exhaustive or to limit the invention to the 
precise forms disclosed, and obviously many modifications 
and variations are possible in light of the above teaching. 
The embodiments were chosen and described in order to 
best explain the principles of the invention and its practical 
application, to thereby enable others skilled in the art to best 
utilize the invention and various embodiments with various 
modifications as are Suited to the particular use contem 
plated. It is intended that the scope of the invention be 
defined by the Claims appended hereto and their equiva 
lents. 

What is claimed is: 
1. A server system comprising: 

a network translator for communicating with wireless 
electronic devices and translating between a wireless 
communication protocol and an IP communication 
protocol; 

an Intranet comprising a plurality of Intranet servers, each 
Intranet server comprising applications; 

a proxy server coupled to said network translator and said 
Intranet and for routing queries received from said 
wireless electronic devices to an appropriate server 
destination and also for routing responses to said wire 
less electronic devices, said proxy server comprising: 
a link rewriter service for examining web pages gen 

erated by applications of said Intranet to identify 
links that point to any application that is resident in 
said Intranet, said link rewriter service also for 
translating each identified link to include a keyword 
that designates both the targeted application and its 
Intranet server, and 

a router service for examining queries sent from said 
wireless electronic devices and for routing queries 
with recognized keywords to said Intranet and for 
routing others to the Internet. 

2. A server system as described in claim 1 wherein said 
proxy server also comprises an authentication adder service 
for adding authentication parameters to said links that target 
any application that is resident in said Intranet. 

3. A server system as described in claim 1 further com 
prising a keyword database in which each recognized key 
word has an associated URL that specifies an Intranet server 
and an application within said Intranet server. 

4. A server system as described in claim 1 wherein said 
proxy server is also coupled to the Internet. 

5. A server system as described in claim 2 wherein said 
authentication parameters include a user name and a device 
serial number. 
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6. A server system as described in claim 1 wherein said 
network translator translates between wireless protocol and 
said IP protocol. 

7. A server system as described in claim 1 wherein said 
proxy server also comprises an authentication user service 
for confirming received queries as being associated with an 
valid user based on a database of valid user information. 

8. A server system comprising: 
a translator means for communicating with wireless elec 

tronic devices and translating between a wireless com 
munication protocol and an IP communication proto 
col; 

a routing means for examining queries sent from said 
wireless electronic devices and for routing queries with 
recognized keywords to said Intranet and for routing 
others to the Internet; 

an Intranet comprising a plurality of Intranet servers, each 
Intranet server comprising applications; 

a proxy server coupled to said translator means, said 
routing means, and said Intranet, said proxy server 
including: 
link rewriting means for examining web pages gener 

ated by 
applications of said Intranet to identify links that point to 

any application that is resident in said Intranet, said link 
rewriting means also for translating each identified link 
to include a keyword that designates both the targeted 
application and its Intranet server. 

9. A server system as described in claim 8 wherein said 
proxy server also comprises an authentication adder means 
for adding authentication parameters to said links that target 
any application that is resident in said Intranet. 

10. A server system as described in claim 8 further 
comprising a keyword database in which each recognized 
keyword has an associated file path that specifies an Intranet 
server and an application within said Intranet server. 

11. A server system as described in claim 8 wherein said 
proxy server is also coupled to the Internet. 

12. A server system as described in claim 9 wherein said 
authentication parameters include a user name and a device 
identifying number. 

13. A server system as described in claim 8 wherein said 
translator means translates between ECC wireless protocol 
and said IP protocol. 

14. A server system as described in claim 8 wherein said 
proxy server also comprises an authentication user means 
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for confirming received queries as being associated with an 
valid user based on a database of valid user information. 

15. In a server system, a method of communicating with 
wireless electronic devices comprising the steps of 

a) receiving a web page representing a response to a query 
sent by a wireless electronic device, said web page 
generated by an application residing in an Intranet that 
comprises a plurality of Intranet servers, each having 
applications; 

b) identifying links within said web page that point to any 
application of said Intranet; 

c) for links identified in step b), rewriting each identified 
link to include a keyword that designates both the 
targeted application and its Intranet server, 

d) routing rewritten links to an appropriate wireless 
electronic device; and 

e) for queries received by said server system and sent by 
said wireless electronic devices, routing those queries 
having a recognized keyword to said Intranet and 
otherwise routing received queries to the Internet. 

16. A method as described in claim 15 wherein said step 
c) further comprises the step of adding authentication 
parameters to links generated from said applications of said 
Intranet server. 

17. A method as described in claim 16 wherein said 
authentication parameters include a user name and a device 
serial number. 

18. A method as described in claim 16 further comprising 
a keyword database in which each recognized keyword has 
an associated URL that specifies an Intranet server and an 
application within said Intranet server. 

19. A method as described in claim 18 wherein said step 
e) further comprises the steps of: 

analyzing said queries for keywords that match a keyword 
database; 

replacing recognized keywords with the corresponding 
file pathways from said keyword database; and 

routing said links to appropriate applications of said 
Intranet as indicated by said file pathways. 

20. A method as described in claim 15 further comprising 
the step of performing a protocol translation on received 
queries between an ECC wireless protocol and said IP 
protocol. 


