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Fig. 1a

stage A analyze scanned input, using processor to discriminate natural image
from Text-Containing Image (document) e.g. forms and IDs by determining
whether each input image has a large number, or a close-to-zero number, of text
lines. e.g. by periorming operations Al - A4
Al.find all blobs in the image; may store bioh data in computer data
storage device
i
A2. determine whether or not the blobs identified in operation A1 are
arranged in rows {rows may be found first roughly then at a finer level of
discrimination}
i
A3. determine whether the rows found in operation A2 are collectivaly
iong or short.
i
Ad: provide output e.g. on computer display - if rows found in operation A2 are
collectively long, input image is text (docurment); if shor, input image is a natural
image {not document}.
i

To Fig. 1bforstage B

(57) Abstract: A scanned image authentication system
employing at least one image authentication station
which is unable to process scanned images which do not
belong to at least one individual scanned image category,
the system comprising a gateway image processor oper-
ative for on-line filtering of an incoming scanned image
to determine whether or not the incoming scanned image
belongs to the scanned image category, and a com-
puter-implemented interface operative to transmit each
individual scanned image to the at least one image au-
thentication station only if the gateway image processor
has determined that the individual scanned image be-
longs to the at least one individual scanned image cat-

egory.
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Methods for Categorizing Input Images for Use e.g.

As A Gateway to Authentication Systems

FIELD OF THIS DISCLOSURE
The present invention relates generally to systems for processing scanned images and

more particularly to systems for processing scanned documents.

BACKGROUND FOR THIS DISCLOSURE

Systems for processing scanned images are known; systems for processing scanned
documents are also known.

Conventional technology constituting background to certain embodiments of the present
invention is described in the following:

Co-pending patent document WO 2013014667 A2 describes a system and methods for
computerized machine-learning based authentication of electronic documents including
classification thereof.

The disclosures of all publications and patent documents mentioned in the specification,
and of the pubhlications and patent documents cited theremn directly or indirectly, are hereby
incorporated by reference. Materiality of such publications and patent documents to patentability

15 not conceded.

SUMMARY OF CERTAIN EMBODIMENTS

Certain embodiments of the present invention seek to provide a gateway to at least one,
and typically a plurality of, downstream computerized systems for scanning and/or processing
paper forms and/or physical IDs. The gateway 1s operative to receive a scanned mmage and to
generate an initial categorization of the scanned image as falling within mitial categories such as
but not limited to any or all of. form image, ID image, natural image, blank image, other.
Suitable messages regarding the initial categorization may be provided to the downstream

systems and/or directly to an end-user who provided the scanned image.



10

20

25

30

WO 2016/139653 PCT/IL2016/050112

Certain embodiments of the present invention seek to provide a gateway operative to
distinguish between categories, such as user-specified categories. For example, the gateway may
categorize incoming files as either pictures, forms or documents. And/or, the gateway may
enable a system to differentiate between documents the system supports, unsupported documents
and everything else (e.g. pictures and forms). It is appreciated that according to certain
embodiments, events to be identified may be defined such as a “this incoming file 1sn’t one of
our supported documents, but it s a document”. Also, any suitable action may be defined which
1s triggered by a specific event.

For example, if the event detected 1s “this incoming file is a supported ID document”
(e.g. if the gateway herein identifies an incoming file as an ID and the ID authentication
functionality identifies the incoming file routed thereto as one of a plurality of 1D document
types it supports) the system may inform an operator all is well and/or may perform ID-
document-type-specific fraud tests. If the event detected 1s “this inconung file isn’t one of our
supported 1D documents, but it 1s (some sort of) ID document” the system may alert a human
operator that the unrecognized 1D document needs to be authorized manually and/or the system
may prompt the human operator to identify a new type of ID document e.g. by displaying a
suitable “define a new type of ID document” screen. If the event detected 1s “this mconung file
18 not even an 1D document”, the system may communicate with a remote mdividual who
provided the incomung file and indicate that s/he has erronecusly sent 1n a fle which 15 not an ID
document, possibly attaching to this commumnication a scanned representation of the file as
received,

Certain embodiments of the present invention seek to provide a system operative for
determining the authenticity of an ID image, including an imutial gateway determination of
whether an mput tmage 1s an 1D image or not.

Certain embodiments of the present mvention seek to provide a system operative for
determining the authenticity of a form, including an initial gateway determination of whether an
mput image is a form image or not.

The following terms may be construed either in accordance with any definition thereof
appearing in the prior art literature or i accordance with the specification, or as follows:

Blob: image of alphanumeric symbol e g letter or digit, or image of sequence thereof
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Computerized Authentication: Use of Computer Vision to determine authentication of an object
captured in an umage.

“niropy. measure of randomness (uncertainty as opposed to certainty) of a process/variable. A
uniformly distributed variable has maximal entropy so the entropy test has been used to identify

encrypted data which, as opposed to "clear" data, tends to have a uniform distribution.

Jform image: scanned image that contains text lines, but is not an ID image. Typical examples:

form, page of a book, etc.

Iy image : scanned image of an official certificate, typically used for identifying a person and
mcluding a photograph and/or biometric information tdentifying the person. Typical examples:
an ID card, passport or driving license.

Natural Images: scanned image which contains no text lines or almost none. Typical examples:
photographs or computer-generated/hand-drawn representations of landscapes, faces, people,
animals, objects, abstract designs, and combinations thereof.

Text Containing Image . A scanned image which is erther an 1D image or a form image but 15
not a natural image.

There 1s thus provided, inter alia, a method mncluding stage A: analyze scanned input,
using processor to discriminate natural image from Text-Containing Image (document) eg.
forms and IDs by determuining whether each input 1mage has a large number, or a close-to-zero
number, of text lines, e g. by performing operations Al — A4 below; and Stage B: use processor
on 1nput nages found to be text nages, to determine whether input image found n stage A to
melude text, 1s an 1D or a form e.g. by performing operations Bl — B4 below.

Operations Al — Ad may be as follows:

Al find all blobs in the image; may store blob data in computer data storage
device;

A2 determune whether or not the blobs identified in operation Al are arranged
rows {rows may be found first roughly then at a finer level of discrimination}; and

A3. determine whether the rows found in operation AZ are collectively long or

short; and
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Ad: provide output €.g. on computer display — if rows found in operation A2 are
collectively long, input image is text (document); if short, input image is a natural image

{not document).

Operations B1 — B4 may be as follows:

B1. generate {normalized} histogram of input image's gray level values;

B2 Compute entropy from histogram generated in operation B1, to quanufy extent of
distribution of input image's gray level values;

B3. provide output, e.g. on computer display, indicating that input image is an ID if
entropy values computed in operation B2 are larger than predetermined threshold; provide output
indicating that mput image 15 a form if entropy values computed i operation B2 are smaller than
predetermined threshold; and

B4, Route each mdividual mput image to at least one image authentication station if the
individual scanned image belongs to a scanned 1mage category which the image authentication
station is able to authenticate.

The present invention typically includes at least the following embodiments:

Embodiment 1. A scanned image authentication system employing at least one image
authentication station which 1s unable to process scanned images which do not belong to at least
one mdividual scanned mmage category, the systemn comprising. a gateway wnage processor
operative for on-line filtering of an incoming scanned image to determine whether or not the
meoming scanned wnage belongs to the scanned mmage category, and a computer-implemented
mterface operative to transmit each mdividual scanned image to the at least one image
authentication station only 1f the gateway image processor has determined that the individual
scanned image belongs to the at least one individual scanned image category.

It 15 appreciated that the gateway may be configured to detect one or more of many different
categories which many different 1mage authentication station/s are unable to process such as but
not himited to non-1Ds (scanned images which are not 1Ds), non-forms (scanned images which
are not forms), blank images, blurred images, shiny images.

Embodiment 2. A system according to any of the preceding embodiments wherein the

category comprises an ID and wherein the filtering comprises determining whether or not blobs
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in the image are arranged in rows and determining whether or not entropy of a histogram of the
mput image’s gray level values exceeds a threshold.

Embodiment 3. A system according to any of the preceding embodiments wherein the
category comprises a form and wherein the filtering to determine comprises determining whether
or not blobs in the image are arranged in rows and determining whether or not entropy of a
histogram of the mput timage’s gray level values falls below a threshold.

Embodiment 4. A system according to any of the preceding embodiments wherein a
feedback message, whose content is determined depending on whether or not the gateway image
processor has identified the scanned image as belonging to the scanned image category, is
transmitied to an end-user who provided at least one user-scanned mmage, thereby to allow the
end-user to send another scanned image if the message's content indicates that gateway image
processor has identified the scanned image as not belonging to the scanned image category.

Embodiment 5. A system according to any of the preceding emboduments wherein at least
one image authentication processor is employed which s unable to process scanned images
which the gateway image processor has identified as  not belonging to the scanned image
category and wherein the gateway's determination is emploved to determine whether or not to
transmit each scanned image to the at least one image authentication processor.

Embodiment 6. A system according to any of the preceding embodiments wherein the
image authentication station comprises a scanned image display operative to display scanned
images to a human operator for human image authentication.

Embodiment 7. A system according to any of the preceding embodiments wherein the
mmage authentication station comprises an image authentication processor.

Embodiment 8. A system according to any of the preceding embodiments wherein the
gateway image processor is operative only for the on-line filtering of an incoming scanned image
and not for authentication of the incoming scanned image.

Embodiment 9. A system according to any of the preceding embodiments wherein the
gateway image processor is operative for the on-line filtering of an incoming scanned image and
for first-line low-cost authentication of the incoming scanned image and wherein the interface is
operative to transmit each individual scanned image not filtered out by the on-hine filtering, to at

least one image authentication station comprising a high-cost authentication functionality
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capable of authenticating incoming scanned images which the first-line low-cost authentication
has failed to authenticate, and wherein the interface decides whether or not 1o route at least one
scanned image to the high-cost authentication functionality, at least partly depending on whether
or not the at least one scanned image was recognized by the gateway image processor as
belonging to the at least one individual scanned image category, thereby to save processing time
of the high-cost authentication functionality by routing a smaller number of scanned images
thereto.

Embodiment 10. A system according to any of the preceding embodiments wherein the
system employs a plurality of image authentication stations customized to perform a
corresponding plurality of image authentication tasks and wherein all of the stations are unable to
process scanned images which do not belong to the individual scanned image category, such that
a single gateway 1mage processor 15 able, independent of the tasks, to filter out scanned images
which all of the plurality of image authentication stations are unable to process.

It 1s appreciated that the interface may be augmented by any element of artificial
intelligence-governed initial dialogue which is common to the various downstream stations
served by the system rather than being specific to individual ones from among those stations,
such as accommodation to end user's language or gender, introduction of holiday or weekend
messages into dialogue, and so forth

It 15 appreciated that the system provides a non-customized hence cost-effective solution
for a population of downstream manual stations which may be able to afford a non-customized
software solation for the critical function of nitial interfacing with remote end-users but cannot
afford or make viable, a customized software solution for each station's own individual
downstream functionalities which are therefore performed manually. The result 1s 3 user
experience of interacting with a remote, mtelhigent, on-line system despite the fact that the
system's core functionalities are in fact not performed o real time and may even be manual,

Embodiment 11, A system according to any of the preceding embodiments wherein the
tasks undergo fluctuation over time and wherein the single gateway image processor is operative,
independent of the fluctuation, to filter out scanned images which all of the plurality of image

authentication stations are unable to process.
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Embodiment 12. A system according to any of the preceding embodiments wherein the
filtering comprises determining whether or not blobs in the image are arranged in rows.

Embodiment 13. A system according to any of the preceding embodiments wherein the
filtering comprises determining whether or not entropy of a histogram of the input image’s gray
level values exceeds a threshold.

Embodiment 14, A system according to any of the preceding embodiments wherein the
gateway image processor is operative for the on-line filtering of an incoming scanned image and
for first-line low-cost authentication of the incoming scanned image and wherein the interface 1s
operative to transmit at least one scanned image, to at least one image authentication station
comprising a high-cost authentication functionality capable of authenticating incoming scanned
mmages which the first-line low-cost authentication has failed to authenticate, and wherein the
interface decides whether or not to route at least one scanned image to the high-cost
authentication functionality, at least partly depending on whether or not the at least one scanned
image was recognized by the gateway image processor as belonging to the at least one individual
scanned mmage category, thereby to save processing time of the high-cost authentication
functionality by routing a smaller number of scanned images thereto.

Embodiment 15 A scanned image authentication method emploving at least one image
authentication station which 15 unable to process scanned images which do not belong to at least
one mdividual scanned image category, the method comprising: using a gateway umage
processor for on-hine filtering of an incoming scanned image to determine whether or not the
mcoming scanned mage belongs to the scanned image category, and using a computer-
mplemented mterface to transmit each individual scanned 1mage to the at least one image
authentication station only if the gateway mmage processor has determined that the mdividual
scanned image belongs to the at least one individual scanned mmage category.

Embodiment 16. A computer program product, comprising a non-transitory tangible
computer readable medium having computer readable program code embodied therein, the
computer readable program code adapted to be executed to implement a scanned image
authentication method employing at least one image authentication station which is unable to
process scanned images which do not belong to at least one individual scanned image category,

the method comprising: using a gateway image processor for on-line filtering of an incoming
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scanned image to determine whether or not the mcoming scanned image belongs to the scanned
image category, and using a computer-implemented interface to transmit each individual
scanned image to the at least one image authentication station only if the gateway image
processor has determined that the mdividual scanned image belongs to the at least one
mdividual scanned image category.

Also provided, excluding signals, 1s a computer program comprising computer program
code means for performing any of the methods shown and described herein when the program is
run on at least one computer, and a computer program product, comprising a typically non-
transitory computer-usable or -readable medium e.g. non-transitory computer-usable or -readable
storage medium, typically tangible, having a computer readable program code embodied therein,
the computer readable program code adapted to be executed to implement any or all of the
methods shown and described herein. The operations in accordance with the teachings herein
may be performed by at least one computer specially constructed for the desired purposes or
general purpose computer specially configured for the desired purpose by at least one computer
program stored i a typically non-transitory computer readable storage medium. The term "non-
transitory” is used herein to exclude transitory, propagating signals or waves, but to otherwise
include any volatile or non-volatile computer memory technology suitable to the application.

Any suitable processor/s, display and input means may be used to process, display ¢.g. on
a computer screen or other computer output device, store, and accept nformation such as
mformation used by or generated by any of the methods and apparatus shown and described
herein; the above processor/s, display and mnmput means including computer programs, in
accordance with some or all of the embodiments of the present invention. Any or all
functionalities of the invention shown and described herein, such as but not hmited to operations
of flowcharts, may be performed by any one or more of at least one conventional personal
computer processor, workstation or other programmable device or computer or electronic
computing device or processor, either general-purpose or specifically consiructed, used for
processing, a computer display screen and/or printer and/or speaker for displaying; machine-
readable memory such as optical disks, CDROMSs, DVDs, BluRays, magnetic-optical discs or
other discs; RAMs, ROMs, EPROMs, EEPROMs, magnetic or optical or other cards, for

storing, and kevboard or mouse for accepting. Modules shown and described herein may include
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any one or combination or plurality of’ a server, a data processor, a memory/computer storage, a
communication interface, a computer program stored in memory/computer storage.

The term "process" as used above 1s intended to include any type of computation or
manipulation or transformation of data represented as physical, e.g. electronic, phenomena which
may occur or reside e g. within registers and /or memories of at least one computer or processor.
The term processor includes a single processing unit or a plurality of distributed or remote such
units.

The above devices may communicate via any conventional wired or wireless digital
communication means, e.g. via a wired or cellular telephone network or a computer network
such as the Internet.

The apparatus of the present invention may include, according to certain embodiments of
the invention, machine readable memory contaming or otherwise storing a program of
instructions which, when executed by the machine, moplements some or all of the apparatus,
methods, features and functionalities of the mvention shown and described herein. Alternatively
or in addition, the apparatus of the present nvention may nclude, according to certain
embodiments of the invention, a program as above which may be written 1n any conventional
programming language, and optionally a machine for executing the program such as but not
himited to a general purpose computer which may optionally be configured or activated in
accordance with the teachings of the present invention. Any of the teachings imcorporated herein
may, wherever suitable, operate on signals representative of physical objects or substances.

The embodiments referred to above, and other embodiments, are described 1n detail in the
next section.

Any trademark occurrimg 1o the text or drawings is the property of 15 owner and occurs
herem merely to explain or lustrate one example of how an embodiment of the mvention may
be implemented.

Unless specifically stated otherwise, as apparent from the following discussions, it is

4

appreciated that throughout the specification discussions, utilizing terms such as, "processing”,

4 88

"computing”, "estimating”, "selecting”, "ranking", "grading", "calculating”, "determining",

88 1]

"oenerating”, '"reassessing”, “classifving", "generating",  "producing”, “sterec-matching”,

8 88

"registering"”, "detecting”, "associating”, "superimposing”, "obtaining" or the like, refer to the
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action and/or processes of at least one computer/s or computing system/s, of processor/s or
similar electronic computing device/s, that manipulate and/or transform data represented as
physical, such as electronic, quantities within the computing system's registers and/or memories,
mto other data similarly represented as physical quantities within the computing system's
memories, registers or other such information storage, transmission or display devices. The term
“computer” should be broadly construed to cover any kind of electronic device with data
processing capabilities, including, by way of non-limiting example, personal computers, servers,
computing system, communication devices, processors {e.g digital signal processor (DSP),
microcontrollers, field programmable gate array (FPGA), application specific integrated circuit
(ASIC), etc.) and other electronic computing devices.

The present invention may be described, merely for clarity, in terms of terminology
specific to particular programmung languages, operating systerns, browsers, systemn versions,
individual products, and the like. It will be appreciated that this terminology 1s intended to
convey general principles of operation clearly and briefly, by way of example, and is not
intended to himoit the scope of the mvention to any particular prograrmoming language, operating
system, browser, systern version, or mdividual product.

Elements separately histed herein need not be distinct components and alternatively may
be the same structure. A statement that an element or feature may exist 1s intended to include (a)
embodunents n which the element or feature exists; (b) embodiments in which the element or
feature does not exist; and (¢) embodiments in which the element or feature exist selectablveg a
user may configure or select whether the element or feature does or does not exist.

Any suitable input device, such as but not limited to a sensor, may be used to generate or
otherwise provide information received by the apparatus and methods shown and described
herem. Any suitable output device or display may be used to display or ouiput information
generated by the apparatus and methods shown and deseribed herein. Any suitable processor/s
may be employed to compute or generate information as described herein e.g. by providing one
or more modules in the processor/s to perform functionalities described herein. Any suitable
computerized data storage €.g. computer memory may be used to store information recetved by
or generated by the systems shown and described hersin. Functionalities shown and described

herein may be divided between a server computer and a plurality of client computers. These or
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any other computerized components shown and described herein may communicate between

themselves via a suitable computer network.

BRIEF DESCRIPTION OF THE DRAWINGS

Certain embodiments of the present invention are tilustrated n the following drawings:

Figs. 1a - 1b, taken together is a simplified flowchart illustration of a method for on-line
filtering of an incoming scanned 1mage to determine whether or not the incoming scanned image
belongs to a scanned image category that a given image authentication station or functionality
can accommodate e g. by making initial determination of whether an input image s an [D image
OF ot

Fig. 2 1s a simplified flowchart tlustration of a method for determining whether or not
blobs identified in an input image are arranged 1n rows.

Fig. 3 1s a simplified flowchart dlustration of a method for computing a line that best fits
various blobs identified m an image as being included 1n a single row.

Fig. 4 15 a pictorial tllustration representing the outcome of applying a blob finding
procedure on an 1D card.

Fig. 5 15 a pictorial tllustration representing the outcome of applying a blob finding
procedure on a non-text image, resulting in blobs which are irregularly or seemingly randomly
distributed over the tmage as shown.

Figs. 6 — 9 are simplified flowchart dlustrations of methods of operation, for example
document processing systems, which may rely on an on-line filtering method such as that shown
and described herein with reference to Figs. 1a — 1b. Methods and systems mcloded in the scope
of the present invention may inchude some {e.g. any suitable subset) or all of the functional
blocks shown n the specifically illustrated implementations by way of example, 1n any suitable
order e.g. as shown.

Computational components described and illustrated herein can be mmplemented in
various forms, for example, as hardware circuits such as but not limited to cuostom VLSI circuits
or gate arrays or programmable hardware devices such as but not limited to FPGAs, or as
software program code stored on at least one tangible or intangible computer readable medium

and executable by at least one processor, or any suitable combination thereof A specific
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functional component may be formed by one particular sequence of software code, or by a
plurality of such, which collectively act or behave or act as described herein with reference to the
functional component in question. For example, the component may be distributed over several
code sequences such as but not limited to objects, procedures, functions, routines and programs
and may originate from several computer files which typically operate synergistically.

Any method described herein 1s intended to include within the scope of the embodiments
of the present invention also any software or computer program performing some or all of the
method’s operations, including a mobile application, platform or operating system e.g. as stored
m a medium, as well as combining the computer program with a hardware device to perform
some or all of the operations of the method.

Data can be stored on one or more tangible or intangible computer readable media stored
at one or more different locations, different network nodes or different storage devices at a single
node or location.

It 1s appreciated that any computer data storage technology, including any type of storage
or memory and any type of computer components and recording media that retain digital data
used for computing for an interval of time, and any type of information retention technology,
may be used to store the vanous data provided and emploved herein. Suitable computer data
storage or imformation retention apparatus may include apparatus which is primary, secondary,
tertiary or off-line; which 15 of any type or level or amount or category of volatility,
differentiation, mutability, accessibility, addressability, capacity, performance and energy use;
and which 1s based on any suitable technologies such as semiconductor, magnetic, optical, paper

and others.

DETAILED DERCRIPTION OF CERTAIN EMBODIMENTS

Certamn embodiments provide methods for categonizing mput images for use e.g. as a
gateway to authentication systems.

Certain embodiments provide a gateway to at least one, and typically a plurality of,
downstream computerized scanned image processors e.g. computerized systems for scanning
and/or processing paper forms and/or physical 1Ds. The gateway 1s operative to receive a

scanned image and to generate an mnitial categorization of the scanned image as falling within
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mitial categories such as but not limited to any or all of: form 1mage, I} image, natural image,
blank image, other. Suitable messages regarding the initial categorization may be provided to
the downstream systems and/or directly to an end-user who provided the scanned image.

A particular advantage of certain embodiments 1s that despite the wide diversity in

{hence necessary high development cost of) the functionalities of computerized scanned image
processors {one of which may be providing airport security in country A with regulatory
requirements A, another of which may be providing airport security in couniry B with regulatory
requirements B, a third of which may itself be a gateway to a financial institution which inputs
paper financial forms, etc.) it turns out that there 1s nonetheless a common denominator to many
or all computerized scanned image processors. Development of this common functionality in
software is thereby more cost-effectively achieved herein, since developing a single common
gateway 1s more cost effective than superfluously re-developing the common functionality
integrally within each and every one of the many downstream computerized systems. This
common denominator 15 due to the significant percentage of scanned images which have been
found to be received from end-users which are non-compliant with the request sent to the end-
user by the downstream system/s. For example, in practice it is observed that a large number of
images are sent by end-users to form-processing systems which are not forms, and to 13-
processing systems which are not IDs. A large number of natural images or even blank images
are received.

A particular advantage of certain embodiments 15 that iitial on-line feedback can be
provided to end-users even if the functionality of the downstream system/s 1s not achievable at
on-line speed, e g. because certain aspects of the downstream computerized system/s’
functioning are not achievable 1o real time such as manual inspection of scanned images and/or
off-line information such as cheque clearance mformation, which is used by, hence holds up the
response time of, a fully automated system. Provision of mitial on-hine feedback 13 an
advantageous addition to later provision of off-line feedback for at least 2 reasons: {a) average
time of handling of end-users who have failed to provide the required scanned image 1s
expedited, statistically, because a significant proportion of these end-users is informed online,
hence able to immediately remedy, the fact that they have failed to provide the required scanned

image/s; {b} end-users receive immediate meaningful input online, which encourages them to
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remain engaged with the downstream computerized system rather than disengaging from the
downstream computerized system cut of frustration with what they would otherwise percetve as
a non-responsive or difficult to use interface.

It 1s appreciated that even if only imperfect identification of unprocessable categories s
achievable, 1e. even if only some of the unprocessable incoming scanned image "traffic" can be
identified, nonetheless reduced total processing time is achieved.

A particular advantage of certain embodiments is that the gateway may be designed to
filter out input images which are clearly unprocessable by at least one particular station, not even
presenting these images to the station in question. For example, if a human operator s trained to
manually analyze scanned images of bank forms or ID cards, the gateway to that operator may
be designed to identify natural images {say, or other “junk™ images), which occur not
infrequently in incoming streams of images especially if these are provided by laymen end-users,
and not even present such natural images to the manual operator. It is appreciated that each
image presented to an operator takes up her or his tume, e.g. 1n opening the image, rejecting the
image as junk, closing the image, etc. Automated stations may waste processing time on junk
images and/or may charge a fee per mput image; for etther or both of these reasons, providing a
gateway which filters out input images which are clearly unprocessable, is advantageous.

A method for sorting mmput images 1nto three classes or categornies, e.g. 1D tmages, form
images and natural images, 18 now described. Suitable subsets of the operations below may be
employed e g. 1t 1s desired to configure the system only for:

generating an inttial {gateway) categorization of an input (e.g. scanned) image as falling
or not falling within the category of a form 1mage; or

generating an inttial {gateway) categorization of an input (e.g. scanned) mmage as falling
or not falling within the category of an ID image; or

generating an inttial {gateway) categorization of an input (e.g. scanned) mmage as falling
or not falling within the category of a natural image.

Combinations of the above (e.g. systems which prompt an end-user to provide both 1D
and form, and seek to provide an initial {gateway) categorization of a first input {e.g. scanned}

image as falling or not falling within the category of a form image; and of a second input {e.g.
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scanned) image as falling or not falling within the category of an ID image; and then to give the
end-user a fast response if either of the two are not being provided.

The above method may for example be employed by a gateway image processor
operative for on-line filtering of an incoming scanned image to determine whether or not the
mcoming scanned image belongs to the category which one or more specific authentication
service providers are capable of authenticating.

Figs. 1a- 1b, taken together 1s a simplified flowchart ilustration of a method for on-line
filtering of an incoming scanned image to determine whether or not the incoming scanned image
belongs to a scanned image category that a given image authentication station or functionality
can accommodate e.g. by making nitial determunation of whether an input image 1s an ID image
or not. The method of Figs. 1a — 1b may include one or both of two stages:

stage A: discriminate natural images from images of forms and of 1Ds;

stage B: then (1.e. typically subsequently) differentiate D images from form images.

Stage A for Separating Text Containing Tmages e g forms and IDs, from Natural
Images may be effected by determining whether each image has a large number, or a close-to-
zero number, of text ines. The method of stage A may mclude some or all of the following
operations, suitably ordered e.g. as follows:

Operation Al find (the locations of) all blobs {dark local areas, or more generally,
local areas whose brightness or color differs from the ambient brightness or color) m the image.
Technologies for retrieving text blobs are known; for example:

a. 1t 1s known that connected components labeling algorithms may be employed to detect
blobs each of which represents a separate letter, e.g. tn an OCR context;

b. Open{CV, supported by Willow Garage and tseez, 1s publicly available software
which has a contour function operative to detect blobs;

¢. EasyOCR, commercially available e g by contacting sales.americasi@euresys.com, 1s
a printed character reader which uses blob analysis functions to segment an image; and

d. Computer Vision System Toolbox™ 15 a commercially available software product
which includes an OCR function which recognizes text in images for various computer vision

applications.
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For example, Fig 4 1s an image representing the outcome of applying a blob finding
procedure on an 1 card including a photo at the top left, various lines of horizontal text starting
from the top right, and even a line of vertical text extending along the right edge of the ID card.

In Operation A2, determine whether or not the blobs identified in operation Al are
arranged m rows. Rows may optionally be found first roughly then at a finer level of
discrimination. The method of performing operation AZ may include some or all of operations
120, 130, 140 (Fig. 2), suttably ordered e g. as shown.

Operations 120 - 140 are operative to determine whether or not the blobs identified in
operation 1a, are arranged in rows. Generally, blobs (e g dark local areas of the image) which
are identified 1n text images, may be expected to be arranged in rows. Blobs which are identified
i non-text images, may be expected to be irregularly or seemingly randomly distributed over the
wmage, e.g. as shown in Fig. S.

In operation 120 of Fig. 2, the blobs are divided e.g partitioned mnto rough horizontal
rows, e.g. using the following method:

For every pair of blobs b_1, b_11 found in operation Al, compute a center-point {center of
gravity e.g). Determine that blob B_11s in the same rough rowas B 1t iff B #'s middle point's Y
parameter similar in value to B_11 's Y parameter and/or if B_1's middle point's Y parameter falls
between B_11's endpoints’ Y parameters.

For example, the method may definepairsb L withb 2,b 2withb 3, b 3withb 4
etc. from among the blobs found tn operation Al, proceeding in an order defined by the blobs' x
coordinates {where x 15 the presumed axis along which lines of text are defined}. For each such
pair, a suitable same-row test 1s applied, e.g 1f the mudpoint (y1) of blob b_1 falls within the
vertical range of b 2 and/or vice versa. If the pair of blobs passes the test, define that the pair of

blobs are on the same horizontal row. If a blob b_n 15 on the same row as the blob before b n
{biob n-1) and as the blob after b_n  {n +1} then all 3 blobs may be considered to be on the same
horizontal row, and so forth regarding blobs (n+2), (n+3}, .. etc. if each blob b 1 1s found to
comply with the same-row test, vis a vis the blob that preceded blob b 1.

Alternatively, any other suitable method may be emploved for this operation. For
example, for each blob found in operation Al, proceeding in an order defined by the blobs' x

coordinates (where x 1s the presumed axis along which hines of text are defined), and withina
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given x coordinate by the blobs' v coordinates, check if each blob B belongs to some or all of the
rough rows already defined; if so, add blob B to that row; if not, start a new rough row for that
blob B.

It is appreciated that alternatively or in addition, the roles of the x and vy coordinates may
be reversed e g. if a suitable criterion indicates that the attempt to partition into rough horizontal
rows has been insufficiently successful and it is desired to attempt to partition into rough vertical
rows instead (since the document may be rotated or may have vertical rows).

In operations 130, 140 the method determines whether the rough rows found tend to be
long or short. If relatively long, determine that the input image 1s text; if relatively short,
determune that the input image 1s a natural 1image and 1s not text. Before determinung a rough
row’s length, the blobs originally belonging to that row may be re-examined and some may be
discarded. For example, as described i operations 130 — 140 of Fig. 2, each rough row may be
converted into a best fitting hine and outlying blobs, relative to that line, may be discarded,
before deternuning a rough row’s length. Any suitable method may be employed to determine
the length of each {or only some of) the rough rows found. For example, length may be defined
as the number of blobs in a row, or may be computed by computing widths of blobs in the row
and summuing, and so forth. Any suitable method may be employed to determine whether a set of
rough rows found are collectively long or short {operation A3); such as but not hmited to
suitably combining (some of) the lengths of the rough rows in the set. For example, in operation
A3 the n {e.g 2} longest rows are combined {e.g. averaged) but alternatively the lengths of all

rows of at least a numimal length might be summed or averaged.

Operation 130 of Fig. 2: Refine each rough row, thereby to generate a "fine line".
Typically, this may be achigved by computing, for each rough row, a line that best fits the
{centerpoints of the) blobs included in that rough row. For example, the operations of Fig. 3 may
be employed:

210 Define a least distant line L _Id for a given rough row R, by computing the hine in

the image whose sum of absolute differences from each of the centerpoints of the blobs in

the rough row, 1s minimal.

220: find a central value e.g. median, M _Id of the distances between line L _Id and all

the blobs of that rough line.
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230 discard from rough row R, all blobs whose center point's distance from the least
distant fine L 1d exceeds M_Id +/- 6 (say) pixels. The set of remaining blobs is termed
herein “the fine line” for rough row R. Any suitable parameter may of course be
employed for this criterion, such as but not limited to 6 or any integer between 1 and 10;
e.g. based on an empirically found median of heights of blobs given a reasonably
representative sample of the “universe” of inputs e g. documents that a particular system

is expected to process.

Referring again to Fig. 2, in operation 140, the length of a fine line 15 defined as the
number of {remaining) blobs 1n the line. If the average of the N = 2 {(say; or alternatively any
other suttable integer such as 1 or 3 or 4 or more) longest lines in the image 1s greater than L =7
(say; or any other integer between say 7 — 14) , output that the input tmage 1s a fext image,
otherwise output that the input image is a natural image. Alternatively, the parameters above may
have different values. It s appreciated that suitable prior analysis may be performed to determine
suitable parameter values for each given applications; the values of N =2; L =7 for example
were found suitable for systerns which process ID-~cards in which prior analysis indicated that
the presence n an input image of 2 or more lines of significant{ e g. N=7, or 9 or 11 or 14)
length was a strong indication of input 1mages which were not a mere natural image (not just a
native picture).

In prior art analysis, testing can be performed in which the minimum number of
characters per hine in the above context {or other parameter of interest) 1s an input parameter,
Agccording to testing results a suitable or optimal range for each parameter e.g. mumimuom number
of well detected characters in this example, may be determmed.

Stage B of Fig. 1b, which 1s typically performed only on tmages found to be text

mages, 18 now described in detail. Stage B typically determines whether an input image found

to include text, s an ID or a form. The method of stage B may include some or all of operations

B1 — B4, suttably ordered e.g. as in Fig. 1b, and described below.
In Stage B, the method typically determines whether an input text image s an ID Image

or a Form Image by generating a histogram of the input text image’s gray levels (e g
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converting the input text image’s pixel values into gray level values and generating a histogram
to represent the resulting set of gray level values.
Typically, before computing an entropy, the histogram is normalized such that each entry

(0..255} becomes a probability p of that entry and such that the entropy H becomes

Next {operation B2 of Fig. 1b), determines whether the shape of the histogram 1s:

1. concentrated in two or some other small number of narrow peaks; or

1. 1s distributed over a wider range of gray level values.

If (1) 1s true, the system deduces that the input image is a form having a uniform luminosity
level on which appear lines and text having one or a few different luminosity levels (indicating
one or more untform colors used to represent the form, such as black on white, or black and red
on white. If (1) is true, the system deduces that the input image 15 an ID and not a form.

It is appreciated that the extent to which a given histogram 1s distributed may for example be
quantified by measuring the entropy of the histogram. In this embodiment, a larger entropy value
than a given cut-off point may be used to indicate an ID rather than a form, since a large entropy
indicates that a histogram is more distributed.

In operation B3, then, the system provides output indicating that input image 1s an 1D «f
entropy values computed in operation B2 are larger than predetermined threshold; and/or output
ndicating that input image 1s a form if entropy values computed in operation B2 are smaller than
predetermined threshold.

Any suitable cut-off point (threshold) may be employed, such as, that if when the entropy
H<3 2 (say; or any other suitable value between 3 and 4; or between 1 and 10} then the input
umage is a Form and otherwise the input image 1s an [D.

In operation B4, each individual input image s routed to at least one image
authentication station it the mdividual scanned image belongs to a scanned 1mage category

which the 1mage authentication station is able to authenticate.
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A particular advantage of certain embodiments is that input images which are not
identified by a document authentication system as supported documents, are nonetheless
characterized, e.g. as natural images and/or as forms and/or as non-supported ID documents. In
the absence of the gateway of certain embodiments shown and described herein, a document
authentication system might be forced to characterize all input images other than supported
documents, as non-supported I documents while empirically, the factual situation is that a great
many input images provided to document authentication systems are not 1D documents at all.
This gateway capability provides more accurate statistics to the developers of the system {who
might otherwise vastly overestimate the incidence of unsupported ID documents), and to end-
users of the system many of whom mught otherwise be unable to use the system due to 3 user-
experience of having complied and not having received any useful feedback pointing out that the
nput they have provided is far from the required input (e.g. 1s perhaps a blank page or unrelated
document or image, rather than an 1D umage).

The gateway of certain embodiments shown and described herein 13 also particularly
suited to 2-tiered document authentication systems in which a fust, low-cost document
authentication subsystem authenticates what it can, whereas input images which the fust, low-
cost subsystem fails 1o recognize, are sent to a second, higher-cost document authentication
subsystermn or service which may for example comprise a highly paid human operator tramned in
document authentication. For example, 1f 90% of the input images are junk (e g. are clearly not
ID documents at all}, then the gateway of certain embodiments shown and described herein can
reduce the number of documents that need to be sent to the second, higher-cost document
authentication subsystem or service by an order of magnitude.

For a human operator, for example, processing "junk” input 1s both frustrating and time-
consunung hence a gateway which greatly reduces "junk” mputs greatly reduces both operating
costs and frustration-engendered errors. Even for an automated document authentication system,
each "junk" mput image requires book-keeping hence a non-trivial amount of CPU time.

The gateway performing any of the above methods may for example be implemented as

an API or as a Website, which may implement application-specific logic.
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According to certain embodiments, a website may provide templates for gateway logic

A

and message content (alerts e.g.} provided when the logic is true. Each user may select a

template (or design his own), such as these 3 example templates:

Templatel For Form-Processing Downstream Systems:

If form detected: Thank you for sending this form. (Optional):. fiere is the form we received:
IMAGE. We will contact vou within PARAMETER hours/days.

Otherwise 1.e. if scanned image is not a form: Thank you for contacting us. Here is what you
seni: SCANNED IMAGE SENT BY END-USER. This is not a form; please can you send the
reguested form. (optional}: hiere is an exampie of the form we need you to send: IMAGE.

Template2 For Id-Processing Downstream Svystems:

If ID-image detected: Thank you for sending this ID. (Optional): fiere is the ID we received:
IMAGE. Wewill contact you within PARAMETER hours/days.

{Optional)) If form detected: You seem o have sent us a_form instead of your ID. Please send
your ID (optional): here is an example of the ID we need you to send: IMAGE.

Otherwise 1.e. if scanned image is neither an ID image nor a form: Thank you for contacting us.
Here is what you senit: SCANNED IMAGE SENT BY END-USER, This is not an §1); please
can you send the requested ID. (optional). here is an example of the ID we need you o send:
IMAGE.

Template3 For Formy/ld Processing Downstream Svstems:

If form detected responsive to request to send form: Thank you for sending this form.
(Optional): kere is the form we received: IMAGE.
If ID-1mage detected responsive to request to send ID: Thaak you for sending this ID.
(Optional): kere is the ID we received: IMAGE.
We will contact you within PARAMETER hours/days.
If scanned image sent responsive to reguest to send forn/ID is not a forn/iD respectively:
Otherwise 1.e. if scanned image 18 not a form: Thank you for contacting us. Here is what pou
seni: SCANNED IMAGE SENT BY END-USER. This is not a form; please can you sead the
requested form. (optional}. here is an example of the form we need you to send: IMAGE.

It 1s appreciated that some or all of the operations of Figs. 1a — 1b may be employed in

conjunction with various types of document authentication systems and may be particolarly
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useful in generating artificially intelligent outputs for an end-user. For example, a system may
receive scanned images, and for each, determine whether or not the scan just received isa
natural image e.g. using the relevant operations from Figs. 1a — 1b . If the scan just received isa
natural image the system may generate a “this is not a document” (e.g. is a blank page, for
example} output for an end-user. If the scan has been found not to be a natural image (to be a
document e g.} the system may then determine whether or not this is an ID document
spectfically, e g using the relevant operations from Figs. 1a — 1b and if not, the system may
generate a suitable output such as “this 15 a document but not an ID document” for an end-user.
Alternatively or in addition, before or after the ID-determination operation above, the system
may determine whether or not the scan is a form specifically, e.g. using the relevant operations
from Figs. 1a — 1b and if so, the system may generate a suitable output such as “this is a form
not an 1D document” for an end-user. Or, for a system which processes forms, the system may
simply move forward to processing the scan as mandated if the system determines that the scan
15 a form eg using the relevant operations from Figs. la— 1b.

When and if the scan has been found to be an ID-document, the system may
authenticate the ID-document using system-defined tests which are typically specific to a
particular supported ID-document type. In addition, the system may support a special “bucket”
{category) for ID documents which belong to none of the ID~-document types supported by the
system. If a scan 1s determined to fall withun thus category, the system typically provides a
suitable output e g. “this 18 an ID document which 1s not supported by this system”. Functionality
for authenticating scanned ID-documents based on forgery tests which may be specific to a
particular supported TD-document type, as well as for identifying 1D documents which belong
to none of the ID-document types supported by the system, 1s known and 15 described e.g. in the
following co-pending patent document. “System and methods for computerized machine-
fearning based authentication of electronic documents including use of linear programming for
classification” (W0 2013014667 AZ).

A particular advantage of certain embodiments shown and described herein 1s ability to
function intelligently and etficiently 1 an environment in which the scanned input which s
received 1s frequently different from the scanned input which is expected. For example, if the

end-users providing the scanned mput are laypersons who may have previously used the system
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mfrequently or not at all, a large proportion of scans received from end-users may be completely
unsuitable for processing by the system’s main functionality (which may be authentication of ID
documents, or computerized processing of forms, and so forth).

It is appreciated that if desired, the method of Figs. 1a — 1b may be applied to each
mdividual received scan, only after an initial, unsuccessful pass has been made to tryv and apply a
system’s main functionality to the individual received scan. For example, the system described in
the above-referenced co-pending WO 2013014667 patent document may be apphied, and only if
the system determines that an iput does not belong to any supported ID-document type, the
method of Figs. 1a — 1b may be applied to determine if perchance the input is not a document at
all, 15 a document but not an ID-document, and so forth.

It 1s appreciated that many different systems for intelligent, efficient document processing
may rely on an on-line filtering method such as that shown and described herein with reference
to Figs. 1a — 1b. Example systems’ methods of operation are shown m Figs. 6 — 9; in each of
which some or all of the lustrated operations may be provided, in any suitable order e.g. as
shown.

The method of Fig. 6 typically comprises:

Operation 610: Use a gateway image processor for on-line filtering (e g. as per suitable
operations from method of Figs. 1a — b} of incoming scanned images to determine whether or
not the incoming scanned image belongs to a scanned image category characterized in that at
least one image authentication station 15 unable to process scanned images which do not belong
to that category

Operation 620: transnut each individual scanned 1mage to the image authentication
station/s only if  gateway image processor determines that individual 1mage belongs to that
category.

The method of Fig. 7 typically comprises:

Operation710: Use a gateway image processor for on-line filtering (e.g. as per suitable
operations from method of Figs. 1a — 1b) of incoming scanned images to determine whether or
not the incoming scanned image belongs to a scanned image category characterized in that at
least one 1mage authentication station 1s unable to process scanned images which do not belong

to that category
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Operation 720: Use gateway image processor also for first-line low-cost authentication
of incoming scanned images, typically, only for images not filtered out

Operation 730: save processing time of a high-cost authentication functionality (for
authenticating tmages for which first-line low-cost authentication fails) by routing a smaller
number of scanned images thereto including deciding not to submuit at least one individual
scanned image to high-cost authentication if that individual scanned image was already
recognized by gateway as not belonging to the scanned 1mage category

The method of Fig. 8 typically comprises:

Ovperation810: provide a plurality of image authentication stations customized to perform
a corresponding plurality of image authentication tasks but unable to process scanned images
which do not belong to & scanned image category

Operation 820: use a single gateway mmage processor for on-line filtering (e.g. as per
suitable operations from method of Figs la — 1b) of incoming scanned 1mages to deternune
whether or not the incoming scanned image belongs to the scanned image category

Operation 830: transmit each individual scanned tmage to one or more of the image
authentication station/s only if the gateway image processor  determines that the individual
image belongs to that category, thereby to conserve processing resources by having a single
gateway image processor filter cut scanned images which many image authentication stations are
unable to process.

The method of Fig. 9 typically comprises:

Operation 910: Use a non-customuzed hence cost-effective gateway image processor for
on-line filtering (e.g. as per suitable operations from method of Figs. 1a — 1b) of incoming
scanned mmages to determine whether or not the incoming scanned image belongs to a scanned
image category characterized 1n that at least one image authentication station in a population of
downstream manual stations 1s unable to process, or less skilled or speedy in processing, scanned
images which do not belong to that category.

Operation920: Use non-customized gateway image processor for initial interfacing with
remote end-users including providing feedback indicating that image authentication stations are

unable to process certain scanned images found not to belong to that category.
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Operation930: transmit each mdividual scanned image to manual image authentication
station/s only if gateway image processor determines that individual image belongs to that
category.

Operation240; Use manual image authentication station/s for non-real-time
authentication.

When image analysis stations, manual or automated, are said herein to be “unable” to
process certain images or categories thereof, or images or categories thereof are said to be
“unprocessable” by a certain station, or similar wording, this wording s intended to include
stations which are less skilled or speedy or successful in processing such images or categories of
images, relative to other stations which are more skilled and/or speedy and/or successful at the
same task.

It 1s appreciated that terminology such as "mandatory”, "required”, "need" and "must”
refer to implementation choices made within the context of a particular implementation or
apphcation described herewithin for clarity and are not intended to be limiting since m an
alternative implantation, the same elements might be defined as not mandatory and not required
or might even be eliminated altogether,

It 13 appreciated that software components of the present invention including programs
and data may, if deswred, be mmplemented in ROM (read only memory} form including CD-
ROMs, EPROMs and FEPROMs, or may be stored in any other suitable typically non-transitory
computer-readable mediom such as but not limited to disks of various kinds, cards of vanious
kinds and RAMs. Components described herein as software may, alternatively, be implemented
wholly or partly 1n hardware and/or firmware, if desired, using conventional techniques, and
vice-versa. Each module or component may be centralized in a single location or distributed over
several locations.

Included m the scope of the present disclosure, inter alia, are electromagnetic signals m
accordance with the description herein. These may carry computer-readable instructions for
performing any or all of the steps or operations of any of the methods shown and described
herein, in any suitable order including simultaneous performance of suitable groups of steps as
appropriate; machine-readable instructions for performing any or all of the operations of any of

the methods shown and described herein, in any suitable order; program storage devices
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readable by machine, tangibly embodying a program of instructions executable by the machine
to perform any or all of the operations of any of the methods shown and described hereimn, n any
suitable order; a computer program product comprising a computer useable medium having
computer readable program code, such as executable code, having embodied therein, and/or
mcluding computer readable program code for performing, any or all of the operations of any of
the methods shown and described herein, in any suitable order; any technical effects brought
about by any or all of the operations of any of the methods shown and described herein, when
performed in any suitable order; any suitable apparatus or device or combination of such,
programmed to perform, alone or in combination, any or all of the operations of any of the
methods shown and described herein, n any suitable order; electronic devices each mcluding at
least one processor and/or cooperating input device and/or output device and operative to
perform e.g. in software any operations shown and described herein; information storage devices
or physical records, such as disks or bard drives, causing at least one computer or other device to
be configured so as to carry out any or all of the operations of any of the methods shown and
described herein, in any suitable order; at least one program pre-stored e.g. in memory or on an
information network such as the Internet, before or after being downloaded, which embodies any
or all of the operations of any of the methods shown and described herein, 10 any suitable order,
and the method of uploading or downloading such, and a system including server/s and/or
client/s for using such; at least one processor configured to perform any combination of the
described operations or to execute any combination of the described modules; and hardware
which performs any or all of the operations of any of the methods shown and described herein, 1
any suitable order, either alone or n conjunction with software. Any computer-readable or
machine-readable media described herein is imtended to 1nclude non-transitory computer- or
machine-readable media.

Any computations or other forms of analysis described herein may be performed by a
suitable computerized method. Any operation or functionality described herein may be wholly or
partially computer-implemented eg. by one or more processors. The invention shown and
described herein may include {(a} using a computerized method to identify a solution to any of the
problems or for any of the objectives described herein, the sohution optionally includes at least

one of a decision, an action, a product, a service or any other information described herein that
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impacts, it a positive manner, a problem or objectives described herein; and (b} outputting the
solution.

The system may, if desired, be implemented as a web-based system emploving software,
computers, routers and telecommunications equipment as appropriate.

Any suitable deployment may be employed to provide functionalities eg software
functionalities shown and described herein. For example, a server may store certain applications,
for download to clients, which are executed at the client side, the server side serving only as a
storehouse. Some or all functionalities e g. software functionalities shown and described herein
may be deploved in a cloud environment. Clients e g mobile communication devices such as
smartphones may be operatively associated with but external to the cloud.

The scope of the present invention is not limited to structures and functions specifically
described herein and 15 also mtended to nclude devices which have the capacity to vield a
structure, or perform a function, described herein, such that even though users of the device may
not use the capacity, they are, if they so desire, able to modify the device to obtain the structure
or function.

Features of the present nvention, including method steps, which are described in the
context of separate embodiments may also be provided in combination in a single embodiment.
For example, a system embodiment s intended to include a corresponding process embodiment.
Also, each system embodiment 13 intended to include a server-centered “view” or client centered
“view”, or “view” from any other node of the system, of the entire functionality of the system,
computer-readable mediom, apparatus, ncluding only those functionalities performed at that
server or chient or node. Features may also be combined with features known mn the art and
particularly although not limited to those described in the Background section or in publications
mentioned theren.

Conversely, features of the invention, mcluding method steps, which are described for
brevity in the context of a single embodiment or in a certain order may be provided separately or
in any suitable subcombination, including with features known in the art {particularly although
not limited to those described 1n the Background section or in publications mentioned therein} or

in a different order. "e.g." 1s used herein in the sense of a specific example which 1s not intended
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to be limiting. Each method may comprise some or all of the operations lhustrated or described,
suitably ordered e.g. as illustrated or described herein.

Devices, apparatus or systems shown coupled in any of the drawings may in fact be
integrated into a single platform in certain embodiments or may be coupled via any appropriate
wired or wireless coupling such as but not limited to optical fiber, Ethernet, Wireless LAN,
HomePNA, power line communication, cell phone, PDA, Blackberry GPRS, Satellite including
GPS, or other mobile delivery. It is appreciated that in the description and drawings shown and
described herein, functionalities described or tllustrated as systems and sub-units thereof can
also be provided as methods and operations therewithin, and functionalities described or
illustrated as methods and operations therewithin can also be provided as systems and sub-units
thereof. The scale used to illustrate various elements in the drawings is merely exemplary and/or

appropriate for clarity of presentation and is not intended to be himiting.



10

20

25

30

WO 2016/139653 PCT/IL2016/050112

29

CLAIMS

1. A scanned image authentication system employing at least one image authentication station
which is unable to process scanned images which do not belong to at least one individual
scanned image category, the system comprising:

a gateway tmage processor operative for on-line filtering of an incoming scanned image
to determine whether or not the incoming scanned 1mage belongs to said scanned image
category, and

a computer-implemented interface operative to transmit each individual scanned image to
said at least one image authentication station only if’ said gateway image processor has
determined that said individual scanned image belongs to said at least one individual scanned

image category.

2. A systemn according to claim 1 wherein said category comprises an 1D and wherein said
filtering comprises determining whether or not blobs in said 1mage are arranged in rows and
determuining whether or not entropy of a histogram of said mput image’s gray level values

exceeds a threshold.

3. A system according to claim | wherein said category comprises a form and wherein said
filtering to determine comprises determining whether or not blobs in said image are arranged in
rows and determining whether or not entropy of a histogram of said 1nput image’s gray level

values falls below a threshold.

4, A system according to claim 1 wherein a feedback message, whose content 1s
determined depending on whether or not said gateway mmage processor has identified said
scanned image as belonging to said scanned 1image category, 1s transmutted to an end-user who
provided at least one user-scanned image, thereby to allow the end-user to send another scanned
image if said message's content indicates that gateway image processor has identified said

scanned image as not belonging to said scanned image category.
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5. A system according to claim 1 wherein at least one image authentication processor s
employed which is unable to process scanned images which said gateway image processor has
identified as not belonging to said scanned image category and wherein said gateway's
determination 15 employed to determine whether or not to transmit each scanned image to said at
least one image authentication processor.

6. A system according to claim I wherein said image authentication station comprises a
scanned image display operative to display scanned images to a human operator for human

image authentication.

7. A system according to claim I wherein said image authentication station comprises an

image authentication processor.

8. A system according to claim 1 wherein said gateway trnage processor s operative only
for said on-line filtering of an incoming scanned image and not for authentication of said

mncoming scanned image.

9. A system according to claim T wherein said gateway image processor 1s operative for
said on-hine filtering of an incoming scanned 1mage and for first-line low-cost authentication of
said mncoming scanned 1mage and wherein said mterface is operative to transmit each mdividual
scanned image not filtered out by said on-line filtering, to at least one image authentication
station comprising a high-cost authentication functionality capable of authenticating incoming
scanned images which said first-line low-cost authentication has failed to authenticate, and
wherein said interface decides whether or not to route at least one scanned image to said high-
cost authentication functionality, at least partly depending on whether or not said at least one
scanned image was recognized by said gateway image processor as belonging to said at least one
mdividual scanned image category, thereby to save processing time of said high-cost

authentication functionality by routing a smaller number of scanned images thereto.
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10. A system according to claim 1 wherein said system employs a plurality of image
authentication stations customized to perform a cosresponding plurality of image authentication
tasks and wherein all of said stations are unable to process scanned tmages which do not belong
to satd individual scanned image category, such that a single gateway image processor is able,
mdependent of said tasks, to filter out scanned images which all of said plurality of image

authentication stations are unable to process.

11 A system according to claim 10 wherein said tasks undergo fluctuation over time and
wherein said single gateway image processor is operative, independent of said fluctuation, to
filter out scanned images which all of said plurality of 1mage authentication stations are unable to

Process.

12, A system according to claim | wherem said filtering comprises deternmuning whether or not

blobs in said image are arranged in rows.

13, A system according to claim | wherem said filtering comprises deternmining whether or not

entropy of a histogram of said input image’s gray level values exceeds a threshold.

14, A system according to claim T wherein said gateway tmage processor 15 operative for
said on-line filtering of an incoming scanned image and for first-line low-cost authentication of
said icoming scanned image and wherein said mterface 15 operative to transmit at least one
scanned image, to at least one image authentication station comprising a high-cost authentication
functionality capable of authenticating incoming scanned images which said first-line low-cost
authentication has faited to authenticate, and wherein said interface decides whether or not to
route at least one scanned image to said high-cost authentication functionality, at least partly
depending on whether or not said at least one scanned image was recognized by said gateway
image processor as belonging to said at least one individual scanned image category, thereby to
save processing time of said high-cost authentication functionality by routing a smalier number

of scanned images thereto.
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15. A scanned image authentication method emploving at least one image authentication station
which is unable to process scanned images which do not belong to at least one individual
scanned image category, the method comprising:

using a gateway image processor for on-line filtering of an incoming scanned image to
determine whether or not the incoming scanned image belongs to the scanned image category,
and

using a computer-implemented interface to transmit each individual scanned image to
the at least one image authentication station only if said gateway image processor has
determined that said individual scanned image belongs to said at least one individual scanned

image category.

16. A computer program product, comprising a non-transitory tangible computer readable
medium having computer readable program code embodied therein, said computer readable
program code adapted to be executed to implement a scanned image authentication method
employing at least one 1mage authentication station which 1s unable to process scanned images
which do not belong to at least one individual scanved image category, the method comprising:

using a gateway image processor for on-line filtering of an incoming scanned image to
determine whether or not the incoming scanned image belongs to the scanned mage category,
and

using a computer-implemented interface to transmit each individual scanned image to
the at least one image authentication station only 1f said gateway image processor has
determined that said individual scanned 1mage belongs to said at least one ndividual scanned

mage category.



WO 2016/139653 PCT/IL2016/050112

7

Fig. 1a

stage A: analyze scanned inpul, using processor to discriminate natural image
from Text-Corttaining Image {(document) e.g. forms and iDs by determining
whether each input image has a large number, or 3 close-to-zero number, of text
lines, e.q. by performing operations At — A4
At.find all blobs in the image; may store blob data in compuier data
storage device
1
A2. determine whether or not the blobs identified in operation A1 are
arranged in rows (rows may be found first roughly then at 3 finer level of
discrimination)
!
A3, determine whether the rows found in operation A2 are collectively
fong or short.
)
Ad: provide cutput e.g. on computer display — if rows found in operation A2 are
collectively long, input image is text {document); if short, input image is a natural
image {not document}.

!
To Fig. 1b for stage B
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Fig. 1b

Stage B: use processor on input images found {o be lext images, io determine
whether input image found in stage A to include text, is an D oraforme.g. by
performing operations B1 — B4:

B1. generate {normalized) histogram of input image’'s gray level values
1
B2. Compute entropy from histogram generated in operation B1, to quantify
extent of distribution of input image’s gray level values
)
B3. provide output, e.g. on computer digsplay, indicating that input image is
an 1D it entropy values computed in operation B2 are larger than predetermined
threshold;
provide output indicating that input image is a form if eniropy values
computed in operation B2 are smaller than predetermined threshold
)
B4. Route each individual input image 1o at least one image authentication
station if the individual scanned image belongs {0 a scanned image catesgory
which the image authentication station is able {¢ authenticate
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Fig. 2

120: blobs are divided e.g. partitioned into rough horizontal rows
130. For every rough row compuie a line that best fits the {centerpoinis of
the) blobs included in that rough row — e.g. as per method of Fig. 3
140: define the length of 3 fine line as the number of {remaining) blobs in the

line.

Fig. 3
210: compute the least absolute distant line (L1}, i.e. the line in the images that
has minimal sum of absolute differences over all the blobs in this rough line. An
absoluie distance between a ling and a blob is defined as the absolule distance
hetween the ling and the blob's center point.
220: find the median of the distances betwesn the L1 line of the rough row
and all the biobs of thal rough line.
230: discard biobs which belong 1o the line whose cenler point distance
from the line is more than 6 (say) pixels away from a central tendency

(e.g. median) of the distance values.
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Fig. 4
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Fig. 6
610: Use a galeway image processor for on-line filtering (e.g. as per suitable
operations from method of Figs. 1a — 1b) of incoming scanned images (o
determine whether or not the incoming scanned image belongs to a scanned
image category characterized in that al least one image authentication station is
unable 10 process scanned images which do not belong to that category
620: iransmit each individual scanned image 1o the image authentication
station/s only if gateway image processor delermines that individual image

belongs to that category

Fig. 7
710: Use a gateway image processor for on-line filtering {(e.g. as per suitable
operations from method of Figs. 1a — 1b) of incoming scanned images to
determine whether or not the incoming scanned image belongs 1o a scanned
image category characterized in that at least one image authentication station is
unable o process scanned images which do not belong to that category
720: Use gateway image processor also for first-line low-cost authentication
of incoming scanned images, typically, only for images not fillered out
730: save processing time of a high-cost authentication functionality (for
authenticating images for which first-line low-cost authentication fails) by routing a
smaller number of scanned images thereto including deciding not to submit at least
one individual scanned image to high-cost authentication if that individual scanned
image was already recognized by galeway as not belonging to the scanned image

category
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Fig. 8

810: provide a plurality of image authentication stations cusiomized o
perform a corresponding plurality of image authentication tasks but unable to
process scanned images which do not belong to a scanned image category

820: use a single galeway image processor for on-ling filtering (e.g. as per
suitable operations from method of Figs. 1a — 1b) of incoming scanned images to
determine whether or not the incoming scanned image belongs to the scanned

image category

830: transmit each individual scanned image to one or more of the image

authentication station/s only it the gateway image processor determines thai the
individual image belongs o that category, thereby {0 conserve processing
resources by having a single gateway image processor filter out scanned images

which many image authentication stations are unable 10 process.
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Fig. 9
910: Use a non-customized hence cost-effeclive galeway image processor
for on-line fillering (e.9. as per suilable operations from method of Figs. 1a—1b) of
incoming scanned images to determine whether or not the incoming scanned
image belongs 1o a scanned image category characterized in that at least one
image authentication station in a population of downstream manual stations is
unable to process, or less skilled or speedy in processing, scanned images which
do not belong to that category
920: Use non-customized gateway image processor for initial interfacing
with remote end-users including providing feedback indicating that image
authentication stations are unable {o process certain scanned images found not to
belong to that category
830 transmii each individual scanned image o manual image
authentication station/s only if gateway image processor determines that
individual image belongs {o that caiegory.
940: Use manual image authentication station/s for non-real-time

authentication



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings

