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A DEVICE, SYSTEM, METHOD AND COMPUTER
READABLE MEDIUM FOR INDENTIFYING AND
AUTHENTICATING A CELLULAR DEVICE USING A
' SHORT-RANGE RADIO ADDRESS

Field of the Invention

This invention relates generally to networks.

Background of the Invention

Cellular networks, such as a Global System for Mobile Communications
(“GSM™) network or Universal Mobile Telecommunications System (“third-
generation (3G)”) network, include cellular devices, such as cellular telephones,
that must be uniquely identified and authenticated. Management software
requires device unique identifiers in order to communicate with or load the
appropriate device software. Likewise, cellular networks, and in particular
operators of cellular networks must authenticate cellular devices in order to
ensure that the device has been authorized to join the cellular network or has not
been stolen.

A GSM cellular network identifies a cellular device by an International
Mobile Equipment Identity (“IMEI”) number. The IMEI number is not
transferred over air or transmitted by radio frequency. Other cellular networks
use different methods of uniquely identifying a cellular device. So in order for
management software executing on a processing device, such as a server, to
communicate with the cellular device, by way of the GSM network, the server
must communicate with the GSM network and use the IMEI number.

However, integrating a server with a GSM cellular network in order to
communicate with a cellular device is a time-consuming and complex task.
Large amounts of time and engineering-hours must be used to write, test and

debug management software on a server in order to use the IMEI number in
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communicating with the GSM cellular network, and in particular with the
identified cellular device.

Similarly, additional management software must be written, tested and
debugged for different cellular networks using a different method of
identification.

Therefore, it is desirable to provide a device, system, method and
computer readable medium for communicating with a cellular device, and in
particular uniquely identifying a cellular device or authenticating a cellular
message, without designing and testing a complex software interface to a
particular cellular network. Further, it is desirable to provide a device, system,
method and computer readable medium that allows for easily obtaining a unique
identifier from the cellular device, regardless of which cellular network the

cellular device is operating in.

Summary

A device, method, system and computer readable medium allows for
using a short-range address, such as a Bluetooth™ address, to idenfify a cellular
device and authenticate cellular messages to the cellular device.

In an embodiment of the present invention, a first short-range radio
address for a cellular device is stored in a processing device, such as a server
coupled to a cellular network. An authentication message is likewise stored in
the processing device. A second short-range radio address is stored in the

cellular device. A first message digest is calculated responsive to the

. authentication message and first short-range radio address. A cellular message,

including the authentication message and the first message digest, is transmitted
to the cellular device. The cellular device receives the cellular message and
calculates a second message digest responsive to the authentication message and
the second short-range radio address stored in the cellular device. The cellular
device authenticates the cellular message responsive to comparing the first

message digest to a second message digest.
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In an embodiment of the present invention, a first short-range radio
address for a cellular device is stored in a processing device. An authentication
message is obtained in the processing device. A second short-range radio
address is stored in the cellular device, wherein the first short-range radio
address and the second short-range radio address are the same. The processing
device calculates a first message digest responsive to the authentication message
and first short-range radio address. A cellular network coupled to the processing
device, transmits a cellular message including the authentication message to the
cellular device. The cellular device receives the cellular message. The cellular
device responsive to the authentication message and the second short-range
radio address calculates a second message digest. The cellular device transmits
the second message digest. The processing device compares the first message
digest to a second message digest to authenticate the cellular message.

In an embodiment of the present invention, a short-range radio address is
used to encrypt and decrypt a cellular message.

In an embodiment of the present invention, the authentication message is
randomly generated.

In an embodiment of the present invention, the first message digest is a
128-bit value calculated by a one-way hash software component, such as a MD35
software component.

In an embodiment of the present invention, the cellular device is a
cellular telephone having a short-range radio transceiver.

In an embodiment of the present invention, a cellular device receives a
first cellular message requesting a cellular device identifier. The cellular device
reads a first short-range radio address from the cellular device and transmits a
second cellular message including the first short-range radio address. The first
short-range radio address is compares to a second short-range radio address
stored in a processing device to identify the cellular device.

In an embodiment of the present invention, a device comprises a cellular

transceiver capable to receive a first cellular message and a first processor
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coupled to the cellular transceiver. A first memory is coupled to the first
processor and capable to store a first software component for generating a
command responsive to the first cellular message. A second processor is
coupled to the first processor and a short-range radio transceiver. A second
memory is coupled to the second processor and capable to store a second
software component for retrieving a short-range radio address associated with
the short-range radio transceiver responsive to the command. The first software
component authenticates the first cellular message using the short-range radio
address.

In an embodiment of the present invention, the cellular transceiver
generates a second cellular message including the short-range radio address to
identify the device.

In an embodiment of the present invention, the device is a hand-held
device communicating with a cellular network coupled to a processing device.

An article of manufacture, including a computer readable medium, in a
device is provided in another embodiment of the present invention. A cellular
software component executes a first instruction responsive to a first cellular
message from a cellular network. A short-range radio software component
provides a short-range radio address responsive to executing the first instruction
and the cellular software component authenticates the first cellular message -
using the short-range radio address.

Other aspects and advantages of the present invention can be seen upon

review of the figures, the detailed description, and the claims that follow.

Brief Description Of The Figures

Fig. 1 illustrates a system according to an embodiment of the present
invention,
Fig. 2 illustrates thin terminals and a wireless device according to an

embodiment of the present invention.
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Figs. 3a-b are hardware block diagrams of a wireless device and a
wireless hand-held device according to an embodiment of the present invention.

Fig. 4 is a software block diagram for a wireless device according to an
embodiment of the present invention.

Fig. 5 is a software block diagram of Manager software component 550
stored in Manager server 102 illustrated in Fig. 1 according to an embodiment
of the present invention. ,

Figs. 6a-b, 7a-b, 8, 9, 10 and 11 are flowcharts of methods according to

embodiments of the present invention.

Detailed Description

L. System Overview

The following description and claims relate to a device, method, system,
and computer readable medium for authenticating a cellular message and
identifying a cellular device in a cellular network. In an embodiment of the
present invention, a device 106 stores and executes Identification and
Authentication Cellular Device (“IA”) software component 600 and Manager
server 102 stores and executes Manager software 550 in order to authenticate
cellular messages and identify a cellular device 106 as seen in Fig. 1. In an
embodiment of the present invention, a short-range radio address BD_ADDR
601 for a short-range transceiver 309 in cellular device 106 is used to
authenticate cellular messages, encrypt/decrypt cellular messages and/or
identify the cellular device. Manager server 102 stores short-range radio
addresses, such as Bluetooth™ addresses, associated with'respective cellular
devices authorized to be in cellular network 129. The stored short-range radio
addresses in Manager server 102 and the short-range radio addresses stored in
the respective cellular devices are then used to authenticate cellular messages
and identify an authorized cellular device in a cellular network 129. In an
embodiment of the present invention, the short-range radio addresses and an

authentication message are used to provide a digital signature, such as a
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message digest or fingerprint. In an alternate embodiment of the present
invention, short-range radio addresses are used to encrypt and/or decrypt
cellular messages transmitted between a cellular device and a processing device
in a cellular network.

In an embodiment of the present invention, a short distance wireless
network is a network of processing devices, such as a personal computer or
headset, that span a relatively small physical area, wherein at least one device
generates and receives a short-range radio signal for communicating with
another device in the network. In an embodiment of the present invention, a
short-range radio signal can travel between approximately 0 and approximately
1000 feet. An example of a short distance wireless network includes a network
of devices formed by Bluetooth™, HomeRF, 802.11 technologies, or an
equivalent, singly or in combination. In an embodiment of the present invention,
each processing device in a short distance wireless network has its own
processing unit that executes a software component stored on the processing
device memory, but also may access data and devices on the short distance
wireless network. In an embodiment of the present invention, a wire, and in
particular an Ethernet, provides communication between two or more
processing devices in a short distance wireless network. In an alternate
embodiment, electromagnetic signals provide wireless communication between
one or more processing devices in a short distance wireless network. In still
another embodiment, both wires and electromagnetic signals provide
communication between processing devices in a short distance wireless
network.

In an embodiment of the present invention, a WAN includes multiple
local area networks (“LANS”) and/or short distance wireless networks
connected over a relatively large distance. Telephone lines and electromagnetic
signals, singly or in combination, couple the LANs and/or short distance
wireless networks in a WAN. In an embodiment of the present invention, WAN

105 includes a cellular network 129 generating and receiving cellular signals
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111. In an embodiment of the present invention, cellular network 129 includes a
cellular data service, such as GPRS, for providing data packets. In an
embodiment of the present invention, a cellular network is defined as a
communication system dividing a geographic region into sections, called cells.
In an analog embodiment of the present invention, the purpose of this division is
to make the most use out of a limited number of transmission frequencies. In an
analog embodiment of the present invention, each connection, or for example
conversation, requires its own dedicated frequency, and the total number of
available frequencies is about 1,000. To support more than 1,000 simultaneous
conversations, cellular systems allocate a set number of frequencies for each

cell. Two cells can use the same frequency for different conversations so long as

the cells are not adjacent to each other.

Fig. 1 illustrates system 100 according to an embodiment of the present
invention. System 100 includes other devices or terminals 107 coupled to
wireless device 106. In an embodiment of the present invention, device 106 and
one or more terminals 107 communicate to form a short distance wireless
network 116. In an embodiment of the present invention, terminals 107 are
coupled to device 106 by short-range radio signals 110 to form short distance
wireless network 116. In an embodiment of the present invention, some or all
of terminals 107 may have wired connections. In an embodiment of the present
invention, terminals 107 include a watch 107a, PDA 107b, headset 107¢c and
laptop computer 107d that generate respective output signals. In an alternate
embodiment, fewer or more terminals are used in short distance wireless
network 116. In an alternate embodiment, terminals 107 include a desktop
computer, a pager, a pen, a printer, a watch, a thin terminal, a messaging
terminal, a digital camera or an equivalent. ‘In an embodiment of the present
invention, terminals 107 include a Bluetooth™ 2.4 GHz transceiver. Likewise,
device 106 includes a Bluetooth™ 2.4 GHZ transceiver. In an alternate

embodiment of the present invention, a Bluetooth™ 5.7 GHZ transceiver is
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used. Hardware for device 106 and terminals 107 are illustrated in Figs. 3a-b in
an embodiment of the present invention.

In alternate embodiments of the present invention, other local wireless
technologies, such as 802.11 or HomeRF signals, are used to communicate
between device 106 and terminals 107.

In an embodiment of the present invention, WAN 105 is coupled to
device 106. In an embodiment of the present invention, WAN 105 includes a
cellular network 129 transmitting and receiving cellular signals 111. In an
embodiment of the present invention, cellular signals 111 are transmitted using
a protocol, such as a GSM protocol with a GPRS. In alternate embodiments, a
Code Division Multiple Access (“CDMA”), CDMA 2000, Universal Mobile
Telecommunications System (“UMTS”), Time Division Multiple Access
(“TDMA”), or 3G protocols or an equivalent is used.

In an embodiment of the present invention, WAN 105 includes carrier
backbone 104, servers 101-102 and Internet 103. In an embodiment of the
present invention, IP packets are transferred between the components illustrated
in Fig. 1. In alternate embodiments of the present invention, other packet types
are transferred between the components illustrated in Fig. 1. In an embodiment
of the present invention, a packet includes predetermined fields of information,
such as header field and data field. A header field may include information
necessary in transferring the packet, such as a source IP address.

In an embodiment of the present invention, WAN 105 includes an IP
public or private network, such as a corporate secured network using a Virtual
Private Network (“VPN”).

In an alternate embodiment of the present invention, device 106 is
coupled to WAN 105 by an Ethernet, Digital Subscriber Line (“DSL”), or cable
modem connection, singly or in combination.

In an embodiment of the present invention, device 106 is a cellular

handset or telephone. In an alternate embodiment of the present invention,
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device 106 is a cellular enabled PDA, wireless modem and/or wireless laptop
computer.

In an embodiment of the present invention, WAN 105 is coupled to a
wireless carrier internal network or carrier backbone 104. In an embodiment of
the present invention, Manager server 102 is coupled to carrier backbone 104.
In an alternate embodiment of the present invention, carrier backbone 104 is
coupled to Internet 103. Server 101 is coupled to Internet 103. In an
embodiment of the present invention, servers 101 and 102 provide information,
such as web pages or application software components, to terminals 107 by way
of device 106. In an embodiment of the present invention, Manager server 103
and Manager software component 550 is used to authenticate cellular messages
and identify cellular devices. In an embodiment of the present invention,
Manager server 102 provides a microrouter 404 and/or network service plug-ins
406a-k to device 106, as described below. Further, Manager server 102,
monitors applications and terminals in a short distance wireless network 116. In
an embodiment of the present invention, terminals 107 share services and

communicate by way of device 106.

II. Hand-held Device/Terminal Hardware

Fig. 2 illustrates embodiments of terminals 107 and device 106. In an
embodiment of the present invention, there are two types of terminals: 1) smart
terminals and 2) thin terminals. In an alternate embodiment of the present
invention, smart terminals execute user logic and applications. Smart terminals
have a relatively powerful processing unit, operating system and applications.
Their main needs from a short distance wireless network 116 are access to a
WAN 105 through TCP/IP and other network services such as storage and
execution. For example, a laptop computer 107d and PDA 107b are smart
terminals. Thin terminals have a relatively low power processing unit and
operating system. They are mainly used as peripherals to an application server

in a short distance wireless network 116 and their main task is user interaction,
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rendering output for a user and providing an application server with a user’s
input. For example, a watch 107a or messaging terminals can be thin terminals.

Fig. 2 illustrates thin terminals. Voice terminal 204 includes a display
204b and a retractable keypad 204a. Messaging Terminal 203 is illustrated in a
closed position with a hinge 203a used to open and close terminal 203.
Terminal 203 also includes a miniature QWERTY keyboard and display when
opened. |

In an embodiment of the present invention, device 201 is a cellular
modem and includes a clip 202 for a belt.

Fig. 3a illustrates a hardware block diagram of device 106 in an
embodiment of the present invention. Device 106 includes both internal and
removable memory. In particular, device 106 includes internal FLASH (or
Electrically Erasable Programmable Read-Only Memory (“EEPROM”™) and
Static Random Access Memory (“SRAM”) 302 and 303, respectively.
Removable FLASH memory 304 is also used in an embodiment of the present
invention. Memories 302, 303, and 304 are coupled to bus 305. In an
embodiment of the present invention, bus 305 is an address and data bus.
Application processor 301 is likewise coupled to bus 305. In an embodiment of
the present invention, processor 301 is a 32-bit processor.

Bluetooth™ processor 307 is also coupled to bus 305. Bluetooth™ RF
circuit 309 is coupled to Bluetooth™ processor 307 and antenna 313. Processor -
307, RF circuit 309 and antenna 313 transmit and receive short-range radio
signals to and from terminals 107, illustrated in Fig. 1, or device 350, illustrated
in Fig. 3b. Bluetooth RF circuit 309 and antenna 313 is also known as a short-
range radio transceiver.

Cellular, such as GSM, signals are transmitted and received using digital
circuit 306, analog circuit 308, transmitter'310, receiver 311 and antenna 312.
Analog circuit 308, transmitter 310, receiver 311 and antenna 312 is also known

as a cellular transceiver. Digital circuit 306 is coupled to bus 305. In alternate
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embodiments, device 106 includes a display, a speaker, a microphone, a keypad
and a touchscreen, singly or in combination.

In a preferred embodiment of the present invention, device 106 has a
dual bus architecture where a first processor is coupled to a cellular transceiver
by a first bus and a second processor is coupled to a short-range transceiver by a
second bus. In an embodiment, a third bus couples the first and second
processors. In an embodiment of the present invention, a first memory is
coupled to the first bus and a second memory is coupled to the second bus.

Fig. 3b illustrates device 350 that is a hand-held device in an
embodiment of the present invention. Device 350, in an embodiment of the
present invention, is one of the terminals 107 illustrated in Fig. 1. Similar to
device 106, device 350 includes SRAM and FLASH memory 351 and 352,
respectively. Memories 351 and 352 are coupled to bus 357. In an embodiment
of the present invention, bus 357 is an address and data bus. Keypad 353 is also
coupled to bus 357. Short-range radio signals are transmitted and received
using Bluetooth™ processor 354 and Bluetooth™ RF circuit 355. Antenna 356
is coupled to Bluetooth™ RF circuit 355. In an embodiment of the present
invention, antenna 356 transmits and receives short-range radio signals. In
alternate embodiments, device 350 includes a display, a speaker, a microphone,
a keypad and a touchscreen, singly or in combination. As one of ordinary skill
in the art would appreciate, other hardware components would be provided for
device 350 in alternate embodiments of the present invention. For example in an
embodiment in which device 350 is a laptop computer 107d, a disk drive and
other input/output components are present.

In a preferred embodiment of the present invention, device 350 likewise
has a dual bus architecture where a first processor is coupled to a first bus and a
second processor is coupled to a short-range transceiver by a second bus. In an
embodiment, a third bus couples the first and second processors. In an
embodiment of the present invention, a first memory is coupled to the first bus

and a second memory is coupled to the second bus.
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II.  Software

Fig. 4 illustrates a software architecture 500 for device 106 illustrated in
Fig. 3a according to an embodiment of the present invention. In an embodiment
of the present invention, software 500 is stored in FLASH memory 302. Inan
embodiment of the present invention, software components referenced in Figs.
4-5 represent a software program, a software object, a software function, a
software subroutine, a software method, a software instance, and a code
fragment, singly or in combination. In an alternate embodiment, functions
performed by software components illustrated in Figs. 4-5 are carried out
completely or partially by hardware.

In an embodiment of the present invention, software 500, or components
of software 500, is stored in an article of manufacture, such as a computer
readable medium. For example, software 500 is stored in a magnetic hard disk,
an optical disk, a floppy disk, Compact Disk Read-Only Memory (“CD-ROM™),
Random Access Memory (“RAM”), Read-Only Memory (“ROM”™), or other
readable or writeable data storage technologies, singly or in combination. In yet
another embodiment, software 500, or components thereof, is downloaded from
Manager server 102 illustrated in Fig. 1.

Software 500 includes telecommunication software or physical layer
protocol stacks, in particular cellular communication software component 503
and short-range radio communication software component 502. In an
embodiment, cellular communication software component 503 is a GSM/GPRS
baseband software component used with processor 306 to transmit and receive
cellular signals including cellular messages. In an embodiment, short-range
communication software 502 is a Bluetooth™ (“BT”) baseband software
component used with processor 307 to transmit and receive short-range radio
signals. Other telecommunication software may be used as illustrated by other
basebands 501.
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In an alternate embodiment of the present invention, cellular
communication software component 503 and short-range radio communication
software component 502 are stored in flash memory 302. As one of ordinary
skill in the art would appreciate, in alternate embodiments of the present
invention cellular communication software component 503 and short-range
radio communication software component 502 is stored in a single memory or
in respective memories coupled to respective buses.

In an embodiment of the present invention, short-range radio software
component 502 includes IA software component 600b and short-range radio
address BD_ADDR 601 associated with short-range radio transceiver in device
106. In an alternate embodiment of the present invention, BD_ADDR 601 is
stored in hardware or silicon of a short-range transceiver in device 106 and read
by IA software component 600b. BD_ADDR 601 is used as a unique identifier
for cellular device 106 and may be used to identify cellular device 106 when
used in different cellular networks because there is only one short-range
transceiver in device 106. In an embodiment of the present invention, a short-
range radio address (“BD_ADDR”) is a 48-bit value consisting of a lower
address part including 24 bits assigned by a business entity, an upper address
part including 8 bits identifying a business entity and a non-significant address
part consisting of 16 bits. IA software component 600b is responsible for
retrieving the short-range radio address BD_ADDR 601 responsive to a
processor readable instruction in IA software component 600a described below.

In an embodiment of the present invention, cellular communication
software component 503 includes IA software component 600a responsible for
determining the contents of a cellular message received from cellular network
129. For example, IA software component 600a determines whether a received
cellular message includes an authentication message and message digest, a
request for a cellular device identifier for device 106,or a short-range radio
address for identifying device 106. IA software component 600a is also

responsible for retrieving a short-range radio address BD_ADDR 601 from
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short-range radio communication software component 502. IA software
component 600a is also responsible for causing cellular communication
software component 503 to generate a cellular message, including a retrieved
short-range radio address BD_ADDR 601 or other information, by way of a
cellular transceiver and cellular network 129 to Manager server 102.

In an embodiment of the present invention, IA software component 600a
includes an Encryption/Decryption software component to encrypt and decrypt,
respectively, cellular messages using a shared key, such as a short-range radio
address in processing device 106 and a short-range radio address likewise stored
in a processing device coupled to cellular network 129, such as Manager server
102. In an embodiment of the present invention, the short-range radio address
stored in the cellular device and the processing device are the same or identical
addresses.

In an embodiment of the present invention, IA software component 600a
includes a processor readable instruction for retrieving short-rang radio address
BD_ADDR 601. In an embodiment of the present invention, the instruction is a
Host Controller Interface (“HCI”) command, such as a HCI_Read BD ADDR
command. In an alternate embodiment of the present invention, IA software
component 600a includes a function «call, such as a void
hciREADBDAddr(BD_ADDR*bd_addr) to retrieve short-range radio adrs 601
from short-range communication software 502.

In an embodiment of the present invention, IA software component 600a
includes a one-way hash software component, such as MDS5 software
component, used to calculate a message digest from a received authentication
message and a retrieved short-range radio address adrs 601. The calculated
message digest is then compared by IA software component 600a to the
message digest in a received cellular message to authenticate the received
cellular message.

In an embodiment of the present invention, operating system (“OS”) 403

is used to communicate with telecommunication software 502 and 503. In an
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embodiment of the present invention, operating system 403 is a Linux operating
system, EPOC operating system available from Symbian software of London,
United Kingdom or a PocketPC or a Stinger operating system available from
Microsoft® Corporation of Redmond, Washington or Nucleus operating system,
available from Accelerated Technology, Inc. of Mobile, Alabama. Operating
system 403 manages hardware and enables execution space for device software
components.

Media abstraction layer 504 allows operating system 403 to
communicate with basebands 503, 502 and 501, respectively. Media
abstraction layer 504 and other abstraction layers, described herein, translate a
particular communication protocol, such as GPRS, into a standard command set
used by a device and/or terminal. The purpose of an abstraction layer is to
isolate the physical stacks from the rest of the device software components.
This enables future usage of different physical stacks without changing any of
the upper layer software and allows the device software to work with any
communication protocol.

Furthermore, Graphics User Interface (“GUI”) 407 is provided to allow
a user-friendly interface.

Microrouter 404 and network service plug-in 406 enables an IP based
network or enhanced IP based network, respectfully.

Microrouter 404 enables an IP based network between device 106 and
terminals 107. In an embodiment of the present invention, each terminal can
leverage the existing IP protocol, exchange information with other terminals
and gain access to a WAN through microrouter 404. Extended network
services, such as network service plug-ins 406, may be added to microrouter
404. In an embodiment, manager server 102, installs microrouter 404 and
network service plug-ins 406 on device 106.

Figs. 6a-b, 7a-b, 8, 9 10 and 11 illustrate methods 600, 700, 800, 900,
1000 and 1100 for authenticating a cellular message, identifying a cellular

device and encrypting/decrypting a cellular message using a short-range radio
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address according to embodiments of the present invention. In embodiments,
methods are performed, in part or completely, by software components
illustrated in Figs. 4-5. In an embodiment of the present invention, a logic block
or step illustrated in Figs. 6a-b, 7a-b, 9, 10 and 11 may represent an execution
of a software component, such as a software program, a software object, a
software function, a software subroutine, a software method, a software
instance, a code fragment singly or in combination. In an alternate embodiment
of the present invention, logic block or step represents execution of a software
component, hardware operation, or user operation, singly or in combination. In
an alternate embodiment of the present invention, fewer or more logic blocks or
steps are carried out in the methods illustrated in Figs. 6a-b, 7a-b, 9, 10 and 11.

Figs. 6a-b illustrates a method 600 for authenticating a cellular message
according to an embodiment of the present invention. Method 600 begins by
storing a first short-range radio address associated with a cellular device in a
processing device coupled to a cellular network 129 as illustrated by logic block
601. For example, a short-range radio address associated with device 106 is
stored in a processing device, such as Manager server 102. In an embodiment of
the present invention, a short-range radio address (“BD_ADDR 1”) is stored in
cellular device/Bluetooth™ address table 555 in Manager software component
550 as seen in Fig. 5. In an embodiment of the present invention, multiple
short-range addresses associated with multiple cellular devices are stored in
table 555 by a cellular network operator 115.

An authentication message is obtained as illustrated by logic block 602.
Cellular Device Identification and Authentication software component 552 in
Manager software 550 stores authentication messages in an embodiment of the
present invention. In an alternate embodiment of the present invention, Cellular
Device Identification and Authentication software component 552 generates a
random authentication message.

In logic block 603, a short-range radio address is stored in a cellular

device, such as cellular device 106, and in particular a Bluetooth™ address for a
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short-range transceiver as seen in Figs. 1 and 3a. In an embodiment of the
present invention, a business entity; such as a manufacturer, stores the short-
range radio address in cellular transceiver.

A determination is made whether to authenticate a cellular message as
shown by logic block 604. If a cellular message is to be authenticated, control
passes to logic block 605; otherwise, method 600 ends.

A first message digest or fingerprint is calculated by Manager software
550, and in particular one-way hash software component 553 as illustrated by
logic block 605. In an embodiment of the present invention, Manager software
550, and in particular one-way hash software component 553 calculates a fixed
output 128-bit message digest using an authentication message and short-range
radio address as inputs. In an embodiment of the present invention, a MDS5
software component is used as hash software component 553. An authentication
message and the message digest is transmitted by Manager server 101, and in
particular by Message Generation and Receive software component 554, on
cellular network 129 to device 106 in an embodiment of the present invention.

In logic block 607, a cellular device receives the authentication message
and message digest. In an embodiment of the present invention, device 106
receives the authentication message and message digest by cellular signals 111
from cellular network 129.

In logic block 608, device 106 calculates a second message digest using
the short-range radio address BD_ADDR 601 stored in device 106 and the
received authentication message. In an embodiment of the present invention, IA
software 600a includes a one-way hash software component, such as a MD5
software component, to calculate the second message digest using the received
authenticate message and reading a short-range radio address BD_ADDR 601 in
BT Baseband software component 502. In an embodiment of the present
invention, GPRS software component 503, and in particular IA software 600a
reads the stored short-range radio address BD_ADDR 601 in BT baseband 502

by executing an instruction or command as described below.



WO 2005/024553 PCT/US2004/024795

10

15

20

25

_18-

In logic block 609, a determination is made whether the first received
message digest matches the calculated second message digest. If the first and
second message digests match, the message is authenticated as illustrated in
logic block 610; otherwise method 600 ends and the cellular message is not
authenticated and ignored by device 106. In logic block 610, the message has
been authenticated and device 106 takes the appropriate action based upon the
content of the received message.

Figs. 7a-b illustrates a method 700 for authenticating a cellular message
according to another embodiment of the present invention. Method 700 begins
by storing a first short-range radio address in a processing device, such a
Manager server 102, as illustrated by logic block 701.

An authentication message is obtained as illustrated by logic block 702.
Cellular Device Identification and Authentication software component 552 in
Manager software 550 calculates a random authentication message in an
embodiment of the present invention.

In logic block 703, a second short-range radio address is stored in a
cellular device, such as cellular device 106, and in particular a Bluetooth™
address for a short-range transceiver as seen in Figs. 1 and 3a. In an
embodiment of the present invention, a business entity, such as a manufacturer,
stores the short-range radio address in cellular transceiver.

A determination is made whether to authenticate a cellular message as
shown by logic block 704. If a cellular message is to be authenticated, control
passes to logic block 705; otherwise, method 700 ends.

A first message digest or fingerprint is calculated and stored by Manager
software 550, and in particular one-way hash software component 553 as
illustrated by logic block 705. In an embodiment of the present invention,
Manager software 550, and in particular one-way hash software component 553
calculates a fixed output 128-bit first message digest using an authentication

message and the first short-range radio address as inputs. In an embodiment of



WO 2005/024553 PCT/US2004/024795

10

15

20

25

30

-19-

the present invention, a MD5 software component is used as hash software
component 553.

The authentication message is transmitted by Manager server 101 as

. shown by logic block 706, and in particular by Message Generation and

Receive software component 554, on cellular network 129 to device 106 in an
embodiment of the present invention.

In logic block 707, a cellular device receives the authentication message.
In an embodiment of the present invention, device 106 receives the
authentication message by cellular signals 111 from cellular network 129.

In logic block 708, device 106 calculates a second message digest using
the short-range radio address BD_ADDR 601 stored in device 106 and the
received authentication message. In an embodiment of the present invention, 1A
software 600a includes a one-way hash software component, such as a MD5
software component, to calculate the second message digest using the received
authenticate message and reading a short-range radio address BD_ADDR 601 in
BT Baseband software component 502. In an embodiment of the present
invention, GPRS software component 503, and in particular IA software 600a
reads the stored short-range radio address BD_ADDR 601 in BT baseband 502
by executing an instruction or command as described herein.

In logic block 709, a cellular device transmits a second digest message
and an authentication message to the processing device.

In logic block 710, the processing device makes a determination whether
the calculated first message digest matches the received second message digest
from the cellular device. If the first and second message digests match, the
message is authenticated as illustrated in logic block 711; otherwise method 700
ends and the cellular message is not authenticated and ignored by the processing
device.

Fig. 8 illustrates a method 800 for identifying a cellular device according
to an embodiment of the present invention. Method 800 begins by storing a

short-rang radio address associated with a cellular device in a processing device
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coupled to a cellular network as illustrated by logic block 801. For example, a
short-range radio address associated with device 106 is stored in a processing
device, such as Manager server 102. In an embodiment of the present invention,
a short-range radio address (“BD_ADDR 17”) is stored in cellular
device/Bluetooth™ address table 555 in manager software 550 as seen in Fig. 5.
In an embodiment of the present iﬁvention, multiple short-range addresses
associated with multiple cellular devices are stored in table 555 by a cellular
network operator 115.

In logic block 802, a determination is made whether to identify a cellular
device. In an embodiment of the present invention, Cellular Device
Identification and Authentication software component 552 determines whether a
cellular device must be identified. If a cellular device needs to be identified,
control passes to logic block 803 |

In logic block 803, a first cellular message requesting a cellular device
identifier is transmitted. In an embodiment of the present invention, Manager
server 102 causes cellular network 129 to transmit cellular signals 111 including
the request for the cellular device identifier.

In logic block 804, a cellular device, such as device 106, receives the
cellular message requesting the cellular device identifier.

A cellular device reads a short-range radio address from the cellular
device, responsive to the first cellular message request, as illustrated by logic
block 805 and the cellular device transmits a second cellular message including
the short-range radio address to identify the cellular device to Manager server
102 as illustrated by logic block 806.

In logic block 807, a processing device, such as Manager server 102
receives the second cellular message and compares the received short-range
radio address with the stored short-range radio address in order to identify the
cellular device. If the received short-range radio address matches the stored
short-range radio address, Manager server 102 has identified the cellular device

and thus may transmit and receive further cellular messages.
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Fig. 9 illustrates a method 900 for identifying a cellular device according
to an embodiment of the present invention. Method 900 begins by storing a
short-rang radio address associated with a cellular device in a processing device,
such as manager server 102, coupled to a cellular network as illustrated by logic
block 901.

In logic block 902, a determination is made whether to identify a cellular
device. In an embodiment of the present invention, Cellular Device
Identification and Authentication software component 552 determines whether a
cellular device must be identified. If a cellular device needs to be identified,
control passes to logic block 903

In logic block 903, a first cellular message including the stored short-
range radio address in a processing device is transmitted to the cellular device.
In an embodiment of the present invention, Manager server 102 causes cellular
network 129 to transmit cellular signals 111 including the stored short-range
radio address.

In logic block 904, a cellular device, such as device 106, receives the
cellular message including the stored short-range radio address.

A cellular device reads a short-range radio address from the cellular
device, responsive to the first cellular message, as illustrated by logic block 905.

A cellular device compares the short-range radio address stored in the

cellular device with the short-range radio received in the first cellular message

- as illustrated by logic block 906.

A cellular device generates a second cellular message to the Manager
server 102 responsive to the comparison of the short-range radio addresses as
illustrated by logic block 807. The second cellular message transmitted to
Manager server 102 includes a message confirming the identity of the cellular
device in an embodiment of the present invention.

Fig. 10 illustrates a method 1000 for encrypting and décrypting a
cellular message according to an embodiment of the present invention. Method

1000 begins by storing a first short-range radio address in a cellular device as
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illustrated by logic block 1001. Similarly, a second short-range radio address,
which is the same as the first short-range radio address, is stored in a processing
device, such as a Manager server 102, as illustrated by logic block 1002. A
cellular message is encrypted by a processing device using the second short-
range radio address, as a key, as shown by logic block 1003. An encrypted
cellular message is transmitted by the processing device to the cellular device as
illustrated by logic block 1004. The encrypted cellular message, received by the
cellulér device, is decrypted using the first short-range radio address as a key, as
shown by logic block 1005, and method 1000 ends. _ v

Fig. 11 illustrates a method 1100 for encrypting and decrypting a
cellular message according to an embodiment of the present invention. Method
1101 begins by storing a first short-range radio address in a cellular device as
illustrated by logic block 1101. Similarly, a second short-range radio address,
which is the same as the first short-range radio address,'is stored in a processing
device, such as a Manager server 102, as illustrated by logic block 1102. A
cellular message is encrypted by a cellular device using the first short-range
radio address, as a key, as shown by logic block 1103. An encrypted cellular
message is transmitted by the cellular device to the processing device as
illustrated by logic block 1104. The encrypted cellular message, received by the
processing device, is decrypted using the second short-range radio address as a

key, as shown by logic block 1105, and method 1100 ends.

IV. Manager Server

In. an embodiment of the present invention, Manager server 107,
illustrated in Fig. 1, stores and executes Manager software component 550
illustrated in Fig. 5. In an embodiment of the present invention, Manager
software component 550 is used authenticate cellular messages, encrypt/decrypt
cellular messages and identify cellular devices, such as device 106 shown in
Fig. 1.
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Manager server 102 includes a Proliant server available from Compaq®
Computer Corporation of Houston, Texas having a Windows® 2000 operating
system available from Microsoft® Corporation in an embodiment of the present
invention.

Manager software component 550 includes at least three software
components: Cellular Message Generation and Receive software component
554, Cellular Device Identification and Authentication software component 552
including one-way hash software component 553 and Cellular Device/Short-
Range Radio (Bluetooth) Address table 555, in an embodiment of the present
invention.

Cellular Message Generation and Receive software component 554 is
responsible for causing Manager server 102 to generate and receive cellular
messages, by way of cellular signals 111, on cellular network 129 to and from
cellular devices, such as cellular device 106. In an embodiment of the present
invention, Cellular Message Generation and Receive software component 552
generates and receives encrypted cellular messages. In an embodiment of the
present invention, Cellular Message Generation and Receive software
component 554 generates and receives cellular messages responsive to
information received from Cellular Device Identification and Authentication
software component 552.

Cellular Device Identification and Authentication software component
552 is responsible for storing authentication messages and generating message
digests or fingerprints using table 555, and in particular using short-range radio
addresses associated with a cellular device to be identified or a cellular message
to be authenticated. Cellular Device Identification and Authentication software
component 552 includes a one-way hash software component; such as a MDS5
software component for generating a fixed output 128-bit message digest or
fingerprint based on a authentication message and associated stored short-range

radio address in table 555.
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Cellular Device/Short-Range Radio (i.e. Bluetooth™) Address table 555
includes columns 555a and 555b storing named cellular devices (“Cellular
Device 17) and associated short-range radio addresses (“BD_ADDR 17),
respectively. A cellular network operator 115 in an embodiment of the present
invention stores the named cellular devices and associated short-range radio
addresses.

Cellular Device Identification and Authentication software component
552 also includes a software component for randomly generating an
authentication cellular message in an embodiment of the present invention.

Cellular Device Identification and Authentication software component
552 also includes an Encryption/Decryption software component for encrypting
and decrypting, respectively, cellular messages using a short-range radio
address in table 555, as a key. For example, if a cellular device 1 is transmitting
encrypted cellular messages, Cellular Device Identification and Authentication
software component 552, in particular an Encryption/Decryption software
component uses short-range radio address BD_ADDR 1 as a key in decrypting
the cellular message. Encrypted cellular messages to be transmitted to a
predetermined cellular device, such as cellular device 1, are likewise
constructed using a short-range radio address, such as BD_ADDR 1, associated

with the cellular device in table 555 as a key.

V. Conclusion

The foregoing description of the preferred embodiments of the present
invention has been provided for the purposes of illustration and description. It
is not intended to be exhaustive or to limit the invention to the precise forms
disclosed. Obviously, many modifications and variations will be apparent to
practitioners skilled in the art. The embodiments were chosen and described in
order to best explain the principles of the invention and its practical
applications, thereby enabling others skilled in the art to understand the

invention for various embodiments and with the various modifications as are
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suited to the particular use contemplated. It is intended that the scope of the

invention be defined by the following claims and their equivalents.
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What is claimed is:

1) A method for authenticating, comprising the steps of:

storing a first short-range radio address for a cellular device in a
processing device; A

obtaining an authentication message in the processing device;

storing a second short-range radio address in the cellular device, wherein
the first short-range radio address and the second short-range radio address are
the same;

calculating a first message digest responsive to the authentication
message and first short-range radio address;

transmitting, by a cellular network coupled to the processing device, a
cellular message including the authentication message and the first message
digest to the cellular device;

receiving the cellular message, by the cellular device;

calculating a second message digest responsive to the authentication
message and the second short-range radio address; and,

comparing, by the cellular device, the first message digest to a second

message digest to authenticate the cellular message.

2) The method of claim 1, wherein the authentication message is

randomly calculated.

3) The method of claim 1, wherein the first message digest is a 128-

bit value calculated by a one-way hash software component.

4) The method of claim 1, wherein the one-way hash software

component is a MD5 software component.
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5) The method of claim 1, wherein the first and second short-range

radio addresses are a Bluetooth™ address.

6) The method of claim 1, wherein the cellular device includes a

short-range radio transceiver.

7 The method of claim 1, wherein the cellular device is in a short-

distance wireless network

8) The method of claim 1, wherein the short-distance wireless

network is a Bluetooth™ wireless network.

9) The method of claim 7, wherein the short-distance wireless

network is an 802.11 wireless local area network.

10)  The method of claim 1, wherein the first and second short-range

radio addresses are 48-bit values.

11)  The method of claim 1, wherein the cellular device is a cellular

telephone.

12)  The method of claim 1, wherein the processing device is a

SEerver.

13) A method for authenticating, comprising the steps of:
storing a first short-range radio aiddress, for a cellular device, in a
processing device;

obtaining an authentication message in the processing device;
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storing a second short-range radio address in the cellular device, wherein
the first short-range radio address and the second short-range radio address are
the same;

calculating, by the proceséing device, a first message digest responsive
to the authentication message and first short-range radio address;

transmitting, by a cellular network coupled to the processing device, a
cellular message including the authentication message to the cellular device;

receiving the cellular message, by the cellular device;

calculating a second message digest responsive to the authentication
message and the second short-range radio address;

transmitting, by the cellular device, the second message digest; and,

comparing, by the processing device, the first message digest to a

second message digest to authenticate the cellular message.

14) A method, comprising;

storing a first short-range radio in a cellular device;

storing a second short-range radio addresses in a processing device,
wherein the first short-range radio address and the second short-range radio
address are the same;

encrypting a cellular message, by the processing device, using the
second short-range radio address;

transmitting the encrypted cellular message to the cellular device; and

decrypting the encrypted cellular message, by the cellular device, using

the first short-range radio address.

15) A method, comprising;

storing a first short-range radio in a cellular device;

storing a second short-range radio addresses in a processing device,
wherein the first short-range radio address and the second short-range radio

address are the same;
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encrypting a cellular message, by the cellular device, using the first
short-range radio address;

transmitting the encrypted cellular message to the processing device;
and

decrypting the encrypted cellular message, by the processing device,

using the second short-range radio address.

16) A method for identifying a cellular device, comprising the steps
of:

receiving, by the cellular device, a first cellular message requesting a
cellular device identifier;

reading, by the cellular device, a first short-range radio address from the
device;

transmitting, by the cellular device, a second cellular message including
the first short-range radio address;

storing a second short-range radio address in a processing device; and,

comparing the first short-range radio address to the second short-range

radio address to identify the cellular device.

17)  The method of claim 16, wherein the first and second short-range

radio addresses are Bluetooth™ addresses.

18)  The method of claim 16, wherein the cellular device includes a

short-range radio transceiver.

19)  The method of claim 16, wherein the cellular device is in a short-

distance wireless network

20)  The method of claim 19, wherein the short-distance wireless

network is a Bluetooth™ wireless network.
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21)  The method of claim 16, wherein the short-distance wireless

network is an 802.11 wireless local area network.

22)  The method of claim 16, wherein the reading step includes

executing a host controller command.

23)  The method of claim 22, wherein the host controller command is

HCI_Read BD ADDR and the short-range radio address is BD_ADDR.

24)  The method of claim 16, wherein the first and second short-range

radio addresses are 48-bit values.

25)  The method of claim 16, wherein the cellular device is a cellular

telephone.

26) The method of claim 16, further comprising the steps of

receiving a third cellular message responsive to the second cellular message.

27)  The method of claim 26, wherein the first, second and third
cellular messages are generated by a cellular network coupled to a processing
device storing the second short-range radio address corresponding to the cellular

device.

28)  The method of claim 16, wherein the first, second and third
cellular messages are in a Global System for Mobile communications (“GSM”)

protocol.

29) A method for identifying a cellular device, comprising the steps
of:
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receiving, by the cellular device, a first cellular message having a first
short-range radio address; |

reading a second short-range radio address from the cellular device;

comparing, by the cellular device, the first short-range radio address
with the second short-range radio address; and,

transmitting a second cellular message responsive to the comparing
step. |

30) A device, comprising:

a cellular transceiver capable to receive a first cellular message;

a first processor coupled to the cellular transceiver;

a first memory, coupled to the first processor, capable to store a first
software component for generating a command responsive to the first cellular
message;

a second processor coupled to the first processor;

a short-range radio transceiver coupled to the second processor;

a second memory, coupled to the second processor, capable to store a
second software component for retrieving a short-range radio address associated
with the short-range radio transceiver responsive to the command, wherein the
first software component authenticates the first cellular message using the

short-range radio address.

31)  The device of claim 30, wherein the first cellular message
includes a message digest and the first software component includes a MDS5

software component

32)  The device of claim 30, wherein the first software component is
a GSM baseband software component and the second software component is a

Bluetooth™ baseband software component.
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33)  The device of claim 30, wherein the short-range radio address is

a Bluetooth™ address.

34)  The device of claim 30, wherein the device is in a short-distance

wireless network

35)  The device of claim 30, wherein the short-distance wireless

network is a Bluetooth™ wireless network.

36) The device of claim 30, wherein the command is

HCI_Read_BD_ADDR and the short-range radio address is BD_ADDR.

37)  The device of claim 30, wherein the short-range radio address in

a 48-bit value.

38)  The device of claim 30, wherein the cellular device is a cellular

telephone.

39) A device, comprising: _

a cellular transceiver capable to receive a first cellular message;

a first processor coupled to the cellular transceiver;

a first memory, coupled to the first processor, capable to store a first
software component for generating a command responsive to the first cellular
message;

a second processor coupled to the first processor;

a short-range radio transceiver coupled to the second processor;

a second memory, coupled to the second processor, capable to store a
second software component for retrieving a short-range radio address associated

with the short-range radio transceiver responsive to the command, wherein the
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cellular transceiver generates a second cellular message including the short-

range radio address to identify the device.

40) A device, comprising:
a cellular transceiver capable to receive a first cellular message;
a short-range radio transceiver;
a first processor, coupled to the cellular transceiver and the short range
radio transceiver;
a first memory, coupled to the processor, the cellular transceiver and the
short-range radio transceiver, capable to store:
a first software component for executing a command responsive
to the first cellular message;
a second software component for providing a short-range radio
address associated with the short-range transceiver responsive to the command,
wherein the cellular transceiver generates a second cellular message including

the short-range radio address identifying the device.

41) The device of claim 40, wherein the command includes a

function call.

42)  The device of claim 41, wherein the function call is void
hciReadBDAddr(BD_ADDR*bd_addr).

43)  The device of claim 40, wherein the first software component is
a GSM baseband software component and the second software component is a

Bluetooth™ baseband software component.

44)  The device of claim 40, wherein the short-range radio address is

a Bluetooth™ address.
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45)  The device of claim 40, wherein the cellular device is a cellular

telephone.

46) A system, comprising:
5 a processing device;
a cellular network, coupled to the processing device, for transmitting a
cellular message;
a hand-held wireless device, including:
a cellular transceiver to communicate with the cellular
10 network, including to receive the first cellular message;
a short-range radio transceiver to communicate with the
short-range radio network;
a processor coupled to the cellular transceiver and the
short-range radio network;
15 a memory, coupled to the processor, to store:
a first software component for executing a
software instruction responsive to the first cellular message; -
a second software component for providing a
short-range radio address associated with the short-range radio
20 transceiver responsive to executing the software instruction,
wherein the first software component authenticates the cellular

message using the short-range radio address.

47)  The hand-held wireless device of claim 46, wherein the first
25  software component is a GSM baseband software component and the second

software component is a Bluetooth™ baseband software component.

48)  The hand-held wireless device of claim 46, wherein the short-
range radio address is a Bluetooth™ address.
30
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49)  The hand-held wireless device of claim 46, wherein the device is

in a short-distance wireless network

50)  The hand-held wireless device of claim 46, wherein the cellular

5  device is a cellular telephone.

51) A system, comprising:
a processing device;
a cellular network, coupled to the processing device, for transmitting a
10 cellular message;
a hand-held wireless device, including:
a cellular transceiver to communicate with the cellular
network, including to receive the first cellular message;
a short-range radio transceiver to communicate with the
15 short-range radio network;
a processor coupled to the cellular transceiver and the
short-range radio network;
a memory, coupled to the processor, to store:
a first software component for executing a
20 software instruction responsive to the first cellular message;

a second software component for providing a
short-range radio address associated with the short-range radio
transceiver responsive to executing the software instruction,
wherein the cellular transceiver generates a second cellular

25 message including the short-range radio address identifying the

hand-held wireless device.

52) An article of manufacture, including a computer readable

medium, in a device, comprising:
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a cellular software component for executing a first instruction
responsive to a first cellular message from a cellular network; and,
a short-range radio software component to provide a short-range radio
address responsive to executing the first instruction, wherein the cellular
5  software component authenticates the first cellular message using the short-

range radio address.

53)  The article of manufacture of claim 52, wherein the cellular
software component generates a control signal to a cellular transceiver capable
10 to generate a second cellular message containing the short-range radio address

identifying the device.
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