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the ring - shaped structure using bidirectional communication 
paths . The invention further relates to a network arrange 
ment ( 101 ) comprising several corresponding network 
devices ( 100 , 200 , 300 ) which operate according to the 
method . 
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net . 

METHOD FOR OPERATING A It would be desirable to use known or standard commu 
COMMUNICATION NETWORK , AND nication network protocols , with errors during the data 

NETWORK ARRANGEMENT communication being able to be recognized quickly and 
reliably . 

The present patent document is a § 371 nationalization of 5 The present embodiments may obviate one or more of the 
PCT Application Serial Number PCT / EP2012 / 067110 , filed drawbacks or limitations in the related art . For example , an 
Sep . 3 , 2012 , designating the United States , which is hereby improved method and / or a network arrangement is provided . incorporated by reference . This patent document also claims A method for operating a communication network to 
the benefit of DE 10 2011 082 969 . 5 , filed on Sep . 19 , 2011 , which network devices are coupled is provided . A respective which is also hereby incorporated by reference . 10 network device includes a switch device , and a first control 

device and a second control device coupled to the switch BACKGROUND device . The switch device for the first and second control 
The present embodiments relate to operating a commu devices has a respective reception port and transmission port 

nication network . for sending and receiving data via the communication net 
Communication networks are being used to an ever 15 work . 

greater extent for measuring , controlling and regulating The method includes producing first data by the first 
complex technical systems . By way of example , networks control device and second data by the second control device . 
are increasingly used in motor vehicles in order to form The first data and the second data are linked to one another 
vehicle control systems . Corresponding complex and safety - by a prescribed coding . The method includes sending the 
relevant technical systems make great demands on the 20 first data from the first control device via the switch device 
availability of the control elements provided as network to the second control device and sending the second data 
devices . When single components ( e . g . , sensors or control from the second control device via the switch device to the 
devices ) fail , this must not result in the failure of the overall first control device . The method also includes sending the 
system . Particular relevance to safety applies to drive by first data and the second data via a first communication path 
wire systems , in which the steering wheel position is con - 25 from the transmission port of the switch device for the first 
verted into wheel positions by electric motor using a net control device to the reception port of the switch device for 
work coupling of sensor , control and actuator devices . the second control device . The method includes sending the 

In the past , redundant designs of particularly critical first data and the second data via a second communication 
components have been used , so that in the event of an error , path from the transmission port of the switch device for the 
the respective backup or redundant component may under - 30 second control device to the reception port of the switch 
take the respective task . When there are a plurality of device for the first control device . 
redundant components , only one of the two or more control In this case , the data on the first and second communi 
devices is to have the respective control sovereignty . Con - cation paths pass through the same network devices in 
flicting control commands are not to arise for the same opposite directions . 
control functionalities . It is therefore desirable for all the 35 The communication network may include an Ethernet 
control components to have the same information or data in infrastructure . The switch device may also be referred to as 
the network . bridge device or router device . In the case of network 

In this respect , errors in the form of inconsistent data , devices , reference is made to network nodes , network com 
which may be corrupt in the event of data transmission via ponents or network elements . 
the network that is used , for example , are to be recognized . 40 Suitable control devices provided in the network devices 
A standard network environment that is in widespread use is are a CPU , a microprocessor or other programmable circuits , 
based on the Ethernet protocol . The use of Ethernet infra - for example . A control device may also be a sensor device 
structures has the advantage that standardized network or actuator device . 
devices and methods may be used . In the past , however , The communication network or network protocol may 
proprietary data buses were also used in order to link control 45 provide point - to - point connections from one subscriber or 
components having internal redundancy ( e . g . , duplicate one network device to another . In this case , bidirectional or 
functionality ) to one another . duplex communication may be provided . 

By way of example , DE 102 43 713 A 1 discloses a The first and second data , which are linked to one another 
redundant controller arrangement . In this case , controllers by a prescribed coding , may be produced by bit inversion , 
networked via a data bus that have redundant control func - 50 for example . The prescribed coding allows the two data 
tions are provided . The redundant controllers are coupled to items to be checked for consistency with one another . If the 
the data bus via isolator switches , so that in a particular data transfer via the network , for example , provides that one 
assessment situation the respective control device is con - of the data items ( e . g . , packets ) has a disturbance , this may 
nected or decoupled . In this case , DE 102 43 713 A1 be recognized by comparing the disturbance with the respec 
provides redundant data bus systems , with redundant control 55 tive other data item ( packet ) taking account of the respective 
components in a respective network device . A similar coding . 
approach is followed by WO 2006 / 002695 A1 . Based on the In the case of Ethernet - based communication networks , 
prior art , a duplicate communication system , in which for example , bidirectional communication ( e . g . , duplex 
information supplied by a subscriber is received by all the communication ) may be provided . In this respect , the first 
subscribers , is used in this respect . A drawback in this case 60 communication path runs from the transmission port of the 
is the use of duplicate data buses , such as FlexRay or CAN . switch device of the first controller to the reception port of 

the switch device of the second controller , and the second 
SUMMARY AND DESCRIPTION communication path runs from the transmission port of the 

switch device of the second controller to the reception port 
The scope of the present invention is defined solely by the 65 of the switch device of the first controller . The first com 

appended claims and is not affected to any degree by the munication path runs in a ring shape , for example , via 
statements within this summary . further switch devices or further network devices via the 
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communication network . The second communication path The method may also involve the first data and the second 
runs through the network devices in the opposite direction . data being received at input ports for different control 
In this respect , redundant sending and a check on the devices in a further network device and the received data 
operability of all the network devices involved become being compared with one another . 
possible . In one embodiment , the first and second data are 5 In one embodiment , the method for operating the network 
routed from the first control device to the second control arrangement also includes the display of an error message if 
device or vice versa exclusively via the switch device within compared first data and second data are not linked to one 
the network device . another by the prescribed coding . 

The method for operating a communication network ( e . g . , A network arrangement having a plurality of network 

on an Ethernet basis ) results in a ring structure . The com 10 devices is also provided . The network devices are coupled to 
munication directions that are obtained for the Ethernet ring a communication network ( e . g . , an Ethernet infrastructure ) , 

and a respective network device includes a switch device , a are used . In the case of error in one of the switch devices of first control device , and a second control device . The switch 
a network device that are connected to a control unit , only device is coupled to the control devices , and the switch device is co 
one of the directions may then be affected , so that a 15 device inclu ted , so that a 15 device includes a respective reception port and transmission 
consistent data item or data continue ( s ) to be transmitted . By port for the first and second control devices for the purpose 
comparing the data sent on different communication paths of sending and receiving data via the communication net 
( e . g . , which data are linked to one another by a coding ) , work . The network devices are set up to perform a method , 
flexible and reliable error analysis may be performed . The as described above . 
control components or devices that have led to an error may 20 The network arrangement may be part of a vehicle . 
be determined . These may be passivated or switched off . The network devices may be sensor devices or actuator 

In embodiments of the method , the method also includes devices . Embodiments of sensor devices are rotation speed 
sending the first data and the second data via the transmis - sensors , brake control devices , or switching control devices . 
sion port of the switch device for the first control device to In one embodiment , control devices that allow drive by wire , 
the reception port of the switch device for the second control 25 for example , may be used . In this case , steering or accel 
device via at least one further switch device of a further eration pulses , for example , are transferred electronically to 
network device having a first and a second control device . appropriate actuators via the network , so that the desired 
The method also includes sending the first data and the reaction by the vehicle starts . 
second data via the transmission port of the switch device for Overall , a particularly reliable network arrangement that 
the second control device to the reception port of the switch 30 works reliably even in the event of faults on communication 
device for the first control device via at least one further channels is obtained . The redundant ring - shaped communi 
switch device of a further network device having a first and cation path device allows consistent controller communica 
a second control device . tion and low - involvement error analysis and correction . 

In this case , data received in a respective further switch In embodiments of the network arrangement , at least one 
device at a reception port for the second control device of the 35 network device is equipped with a first and a second switch 
further switch device is forwarded to a transmission port for device . The first switch device is associated with the first 
the first control device of the further switch device . Data control device , and the second device is associated with the 
received at a reception port for the first control device of the second control device . In this case , the switch devices 
further switch device are forwarded to a transmission port respectively include at least two ports , and the switch 
for the second control device of the further switch device . 40 devices are communicatively coupled to one another . The 

The encoded and coded date are therefore sent from a first coupling may be effected internally in the network device or 
channel that starts from a first control device , to a channel else by transmission and input ports on the switch devices . 
that is associated with the second control device . This also Further embodiments of the network arrangement may 
takes place vice versa . As a result , the sending control also be provided with simple network devices having a 
component is able to establish whether the respective other 45 respective control device and switch device in the network 
channel that is associated with the second ( redundant ) arrangement . Simple network devices do not have a redun 
control device has the same data result . In this respect , dant control device in this case and may be provided for less 
whether the associated Ethernet switch or the switch device safety - relevant functions . 
is working reliably may be established . If it is recognized The network devices may each be in the form of a single 
that the switch device associated with the control device is 50 FPGA , ASIC , IC chip , or hardwired microcircuit . 
acting erroneously , the sending control device may passivate In addition , a computer program product that prompts the 
itself . performance of the method for operating a network arrange 

The method may also include comparing the first data ment , as explained above , on one or more program - con 
with the second data in the first and / or second control device trolled devices , is provided . 
in order to produce a comparison result , and passivating the 55 A computer program product such as a computer program 
network device based on the comparison result . may be provided or supplied as a storage medium , such as 

If it is recognized that the first and second data are not a memorycard , USB stick , CD - ROM or DVD , or else in the 
consistent with one another ( e . g . , not linked to one another form of a downloadable file from a server in a network , for 
by the prescribed coding ) , an error during the data trans - example . This may be effected in a wireless communication 
mission or production may be recognized . 60 network , for example , by the transmission of an appropriate 

The method may also include fresh sending of the first and file with the computer program product or the computer 
second data via the first and second communication paths . program . A suitable program - controlled device is , for 

If , for example , data is not recognized again or received example , a network device , as described above . 
by the sending control device in a communication cycle , Further possible implementations also include combina 
repeated sending and checking for correctly received data 65 tions , which are not explicitly cited , of method steps , fea 
may infer an erroneous network component that is present in tures or embodiments , of the network arrangement , of the 
the communication path . network device or of a network node described above or 
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below for the exemplary embodiments . In this case , a person data D1 is obtained from the data D2 and vice versa using 
skilled in the art will also add or modify individual aspects a mathematical operation . By way of example , simple bit 
as improvements or additions for one or more of the present inversion may be provided , so that the data D1 is the inverse 
embodiments . of the data D2 and vice versa . 

5 The switch device 4 is used to transmit the data D1 from 
BRIEF DESCRIPTION OF THE DRAWINGS the CPU 2 to the CPU 3 . This is effected by transfer of the 

data D1 to the reception port 7 of the switch device 4 , which 
FIG . 1 shows a schematic illustration of a first embodi - routes the data via the transmission port 12 to the CPU 3 . In 

ment of a network arrangement ; the same way , the data D2 is transferred from the CPU 3 to 
FIG . 2 shows a schematic illustration of a second embodi - 10 the associated reception port 11 , and the switch device 4 

ment of a network arrangement ; forwards the data via the transmission port 8 to the CPU 2 . 
FIG . 3 shows a schematic illustration of a third embodi - A consistency check may thus take place by virtue of the 

ment of a network arrangement ; and data D1 and D2 being compared with one another in each 
FIGS . 4 - 6 show schematic illustrations of the second case in the CPU 2 and in the CPU 3 . Provided that the data 

embodiment of the network arrangement with communica - 15 are consistent with one another ( e . g . , match modulo the 
tion processes to explain method aspects of an error analysis . prescribed coding ; bit inversion ) , it may be assumed that the 

data reception via the ports 7 and 11 , the data transmission 
DETAILED DESCRIPTION via the ports 8 and 12 , the switch device 4 for the data 

interchange between these ports , and the CPUs 2 , 3 are 
In the figures , elements that are the same or have the same 20 working correctly . If the comparison result shows that the 

function have been provided with the same reference sym - data D1 and D2 are inconsistent with one another , this 
bols , unless stated otherwise . indicates an error in the CPUs 2 , 3 or in the switch device . 

FIG . 1 shows one embodiment of a network arrangement . A possible reaction to this to safeguard data consistency is 
The figures also serve to explain the method for operating the passivation ( e . g . , deactivation of the control component 
the network arrangement . 25 1 . 

FIG . 1 shows a network arrangement 101 that may be The network arrangement 101 is also configured for 
used in a vehicle as an Ethernet network , for example . In this ring - shaped communication paths . The possibility , which 
case , three network devices 1 , 201 , 301 are shown by way exists particularly in the case of Ethernet infrastructure , of 
of example . The network devices 1 , 201 , 301 may be control point - to - point connections among the subscribers or net 
components , for example . The network devices 1 , 201 , 301 , 30 work devices allows the production of two separate com 
which are subsequently also referred to as network nodes or munication rings that share only the respective switch 
control components , each have redundant control devices 2 , devices , but do not use shared ports therein at the reception 
3 , 202 , 203 , 302 , 303 . The network devices 1 , 201 , 301 may and transmission ends . In the exemplary embodiment in 
also be referred to as subscribers in the network . FIG . 1 , a first communication path that is composed from the 

The control devices 2 , 3 , 202 , 203 , 302 , 303 are custom - 35 segments CB1 , CB2 and CB3 is obtained . The data D1 and 
ized to perform particular tasks or functions . This may be a D2 run via these segments CB1 , CB2 and CB3 , as indicated 
sensor detection or an actuator , for example . The control by the arrows D1B and D2B . In this case , the suffix B 
devices 2 , 3 , 202 , 203 , 302 , 303 may be implemented as represents the communication path B . 
CPUs or microprocessors . By way of example , the control In addition , a communication path that is made up of the 
component 1 may be set up to detect a pedal state or a 40 segments CR1 , CR2 and CR3 runs in the opposite commu 
steering movement in the vehicle . The network devices 1 , nication direction . This path is likewise used to send the data 
201 , 301 each have an internal switch device 4 , 204 , 304 . D1 and D2 , as indicated by the arrows D2R and DIR . In this 
The respective control device 2 , 3 , 202 , 203 , 302 , 303 may case , the suffix R represents the communication path R . 
be coupled to transmission ports 8 , 12 , 208 , 212 , 308 , 312 The data D1 and D2 are therefore transmitted to all the 
of the respective switch device , which is in the form of an 45 control components 201 , 301 that are present in the network 
Ethernet switch 4 , 204 , 304 . via disjunct communication paths . Each CPU 202 , 203 , 302 , 

The respective redundant control devices 2 , 3 , 202 , 203 , 303 receives the coded and uncoded data D1 , D2 via 
302 , 303 , which are also referred to as CPUs or processors , different communication paths ( e . g . , the two rings with 
may receive and evaluate data from the network 6 via the opposite communication directions ) . Each CPU 202 , 203 , 
respective switch devices 4 , 204 , 304 . For the purpose of 50 302 , 303 compares the received values for the data D1 , D2 
coupling to the network infrastructure or the actual commu - via a communication route or path . 
nication network 6 , the switch devices 4 , 204 , 304 are By way of example , the CPU 303 receives the data D1B 
equipped with transmission ports 9 , 13 , 209 , 213 , 309 , 313 and D2B via the communication path CB1 . These data are 
and reception ports 10 , 14 , 210 , 214 , 310 , 314 . accepted at the input port 314 of the switch device 304 . At 

The control component or network device 1 includes a 55 the transmission port 312 , the switch device 304 transfers 
switch device 4 having further reception ports 7 , 11 . The the data D1B and D2B that have been received at the input 
switch device 4 is respectively associated with one of the port 314 to the CPU 303 . At the CPU 303 , the data D1B and 
CPUs 2 , 3 . By way of example , the control component or D2B may be compared . If the data are consistent with one 
network device 1 may send a control signal or control data another , this is indicative of an error - free communication 
to a further control component in the network . In this case 60 path CB1 . 
( e . g . , in the case of safety - relevant applications in motor The CPU 303 also receives the data D1R and D2R via the 
vehicles such as drive by wire ) , the control data is to be second communication path , which is obtained from the 
present consistently on all the network nodes . segments CR1 and CR2 . The data DIR and D2R are 

Inside the network component , the redundantly produced received by the switch device 304 at the reception port 310 
control data D1 and D2 are aligned . The CPU 2 supplies data 65 and are output to the transmission port 312 , which is 
D1 , and the CPU 3 supplies data D2 . In this case , the data associated with the CPU 303 . A consistency check may 
are linked to one another by a coding . In other words , the again take place . The CPU 303 may perform a comparison 



US 10 , 454 , 848 B2 

or voting for the data received via the ring path CB1 and data bottom , data D2B and D1B are respectively transmitted 
received via the ring path CR1 and CR2 . In the undisturbed from the port 218 to the port 207 . The data DIR and D2R 
case , the data DIR and D2R are consistent with one another , are transmitted from the port 216 to the port 211 . In the same 
the data D1B and D2B are consistent with one another , and way , data that correspond to D2B and D1B are received by 
the data received via CB1 and via CR1 - CR2 and individu - 5 the port 307 from the port 318 . Data that correspond to DIR 
ally established as being already consistent are consistent and D2R are received by the port 311 from the port 316 . 
with one another . The result of this is that the underlying As has already been explained for the embodiment that is 
data D1 and D2 , which have been produced by the CPU 2 shown in FIG . 1 , the received data DIR and D2R and D1B 
or 3 , are correct . If the comparisons or the votings of the data and D2B are compared in the control components 200 , 300 
received via CB1 and via CR1 - CR2 and individually estab - 10 or the internal CPUs 202 , 203 , 302 , 303 . A check that is 
lished as being already consistent in the control component subsequently referred to as voting allows detailed and reli 
3 or the CPUs 302 , 303 reveal inconsistencies , a commu - able error analysis and possibly passivation of erroneously 
nication error may be inferred . operating network components , as has already been 

Similar consistency checks take place in the control explained with reference to FIG . 1 . 
component 201 or the CPUs or control devices 202 , 203 . If 15 If the switch device 4 in the control component 100 fails 
one of the switch devices 4 , 204 , 304 involved operates completely , for example , no more data may be transmitted 
erroneously or fails , a corresponding network error may be via the communication path CB1 . The opposite communi 
recognized if the data D1 , D2 are sent repeatedly . A plurality c ation path CR is then used only to receive the coded data 
of communication cycles with different data from different information D2 , since the original data D1 is no longer 
control devices may be sent on the network 6 . Based on 20 routed from the switch device 4 to the channel b or the 
other data , which is not shown in FIG . 1 , the respective switch device 305 . From this error pattern , the reception 
control components 201 , 301 may establish whether or not CPUs may infer that the transmitter ( e . g . , the control com 
their own switch 204 , 304 is defective . In this respect , ponent 1 ) is erroneous . 
different error scenarios may be recognized and dealt with . If a receiver switch ( e . g . , the switch device 204 in the 

The disjunct data paths CB1 , CB2 , CB3 and CR1 , CR2 , 25 control component 200 ) fails , then the CPU 202 receives 
CR3 provide that errors during the transmission occur only nothing more in channel a , but in channel b receives all the 
independently of one another . The embodiment as an Eth data via CB1 and CB2 in full . From this error pattern , the 
ernet ring for the network nodes or components 1 , 201 , 301 control component 200 may infer that the control component 
provides largely consistent communication by controllers 200 is defective and is shut down . 
that have redundant control devices 2 , 3 , for example . 30 FIG . 3 shows an embodiment of a network arrangement 

FIG . 2 shows one embodiment of a network arrangement 150 . In this case , an extension for the connection of sensors 
110 that is also suitable for performing the proposed method . and actuators in the network is indicated . FIG . 3 shows that 

FIG . 2 essentially shows the same elements as have been a ring - shaped design of the Ethernet infrastructure is pro 
addressed in relation to FIG . 1 . However , the control com - vided . In this case , network devices 100 , 200 , 500 , 605 , 600 
ponents or network nodes or network devices 100 , 200 , 300 35 are provided that are of similar design to the network devices 
are equipped with redundant Ethernet switch devices 4 , 5 , shown in FIG . 2 . 
204 , 205 , 304 , 305 . This allows additional reliability to be In addition , simple network components 400 are provided 
attained in the data communication . that have no redundant switches or CPUs . The simple 
By way of example , the network device 100 includes a network components 400 are provided by the symbol 400 as 

CPU 2 and an associated Ethernet switch device 4 . The 40 a Simplex . 
Ethernet switch device 4 has a reception port 7 and a Ethernet switch devices 404 are provided in the network 
transmission port 8 that are communicatively coupled to the arrangement 150 . 
CPU 2 . A further transmission port 9 and reception port 10 In a vehicle application , brake actuators ( BbB ) or steer - by 
are coupled to the network 6 for the purpose of sending and wire actuators ( SbW ) , for example , are provided in redun 
receiving data . Similarly , the CPU 3 has an Ethernet switch 45 dant form . In the illustration in FIG . 3 , the relevant actuators 
device 5 that has a reception port 11 and a transmission port 500 , 600 , 605 , 505 are respectively labeled “ blue ” or “ red ” . 
12 for coupling to the CPU 3 . The Ethernet switch device 5 By way of example , the control component 100 is active 
also has a transmission port 13 and a reception port 14 for in order to supply the SbW component 505 with control data . 
coupling to the network 6 . The transmission port and the The dual - ring - shaped arrangement , with the two indi 
reception port 15 , 16 , 17 , 18 are provided on the Ethernet 50 vidual rings being connected to one another at two different 
switches 4 , 5 in order to couple the two switch devices 4 , 5 locations by Ethernet switch devices , results in two disjunct 
to one another . In this case , the two switch devices 4 , 5 are data buses that provide communication in different direc 
produced separately ( e . g . , as an FPGA or ASIC or micro - tions in the network ring . This is indicated by the arrows on 
chip ) . the communication path segments . Data packets DG that are 

An internal consistency check in the control component 55 routed from the control component 1 to the Ethernet switch 
100 is performed by producing the data D1 , transferring the 404 to Bbw blue 500 via the Ethernet switch 404 to Bbw 
data D1 to the Ethernet switch 4 and the port 7 and blue 500 and via the Simplex to SbW blue 505 are obtained . 
forwarding the data D1 via the port combination 16 , 17 to Redundant data packets DB are routed from the control 
the Ethernet switch 5 , which delivers the data D1 to the CPU component 100 via the control component 200 to the Eth 
3 . Similarly , the data D2 is transmitted to the CPU 2 via the 60 ernet switch 404 via the Simplex 400 , via SbW red 605 and 
ports 11 , 18 , 15 and 8 . In this respect , an internal consistency Bbw red 600 and Simplex 400 to Bb W red 600 and to SbW 
check may be performed via the consistent coding of the blue 505 . DGA and DBA denote the return data packets . 
data D1 and D2 with one another . In the case of the configuration of the network arrange 

Similarly , the control components 200 and 300 have ment 150 that is shown in FIG . 3 , the actuators 505 , 605 are 
separate switch devices 204 , 205 , 304 , 305 . The data trans - 65 connected via Ethernet switches 404 of redundant design in 
mitted between the two switches 204 , 205 and 304 , 305 are the manner of an outer ring to a ring structure including the 
not provided with reference symbols in FIG . 2 . From top to control components 100 , 200 and the Ethernet switches 404 . 
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The respective control commands or data are sent both in registered by the remainder of the control components 200 , 
coded and uncoded form in the direction of the communi 300 . Despite the indicated error in the switch component 5 , 
cation path DG or DGA ( e . g . , around to the left ) and are sent all the data may be retrieved consistently in the network and 
via the second communication path DB or DBA ( e . g . , are present consistently in the network devices 100 , 200 , 
around to the right ) . Within the steer - by - wire control com - 5 300 . 

FIG . 5 shows a further error situation in the switch device 
as has been explained with reference to FIGS . 1 and 2 . 204 , the communication paths under consideration again 
Whether the control commands and data from the control being marked with circled numerals ( 1 ) - ( 6 ) . If the data D1B 
component 1 are correct may thus be reliably recognized and D2B at the location ( 1 ) are correct , the corresponding 

The control component SbW blue 505 likewise responds 10 data D1B , D2B at the locations ( 2 ) and ( 3 ) are also correct . 
via both communication paths or directions with data DGA The same applies to the arrows at the locations ( 4 ) and ( 5 ) : 
and DBA . All the actuators that are present in the network D1B and D2B at the ports 308 and 312 are consistent . This 
may be reached via two communication paths from any provides that both channels ( e . g . , channel a and channel b ) 
control component . The failure of one of the components in in the control component 200 and also in the control 
the network elements DG / DGA or DB / DBA may not result 15 component 300 recognize consistent status information from 
in the failure of the overall communication , since the packets the control component 100 . In other words , the control 
DG / DGA and DB / DBA do not use shared network compo component 100 is correctly assessed as fully operational , 
nents . and the CPUs 202 , 203 , 302 , 303 contain consistent data 

By way of example , the simple network devices 400 are from control component 100 . 
actuators that have no internal redundancies , since the 20 If one of the data items D1B or D2B at the location ( 1 ) is 
respective function is noncritical . Simple network devices erroneous , the following scenarios are obtained . 
400 may be coupled to the ring structure via spur lines with Provided that the data DIR , D2R at the location ( 6 ) are 
Ethernet switches 404 . This is shown in FIG . 3 by way of inconsistent , the CPU 202 recognizes that no consistent 
example on the left - hand side for the simple network device status information or data are received from the control 
400 , which is denoted by Simplex 1 and Simplex 2 . In this 25 component 100 . In this respect , an error in the control 
respect , the ring structure may be combined with Ethernet component 200 is inferred , since CPU 203 receives consis 
spur lines in the motor vehicle . tent data D1B and D2B . The control component 200 is 

Overall , the combination of Ethernet ring structures with passivated . By contrast , the control component 300 contin 
coded communication ( e . g . , production of data that are ues to be fully operational and is sent consistent status 
linked to one another by a prescribed coding ) produces a 30 information from the control component 100 . 
duplicate communication topology without the need to use If the data DiR and D2R at the location ( 6 ) are error - free , 
dedicated twin infrastructures such as cables or lines . Errors the CPU 202 receives consistent data DIR , D2R from the 
in sending or receiving control components may be recog - port 208 , and the CPU 203 receives consistent data D1B , 
nized quickly and reliably to an adequate degree . Overall , D2B from the port 212 of the respective switch device 204 , 
the proposed method and the network arrangements may be 35 205 . On the control component 300 , at least the data DIR , 
used to attain good data consistency in the overall system . D2R at the port 312 and also at the port 308 are consistent , 

FIGS . 4 , 5 and 6 provide a more detailed explanation of since the occurrence of independent dual errors is essentially 
exemplary error scenarios for the network arrangement as precluded . In this respect , consistent status data are provided 
shown in FIG . 2 . In this case , some arrows , which represent by the control component 100 in the network . 
the data transmission between various elements , are marked 40 FIG . 6 also shows a further potential error situation for the 
with circled numerals ( 1 ) to ( 4 ) . switch component 205 in a network arrangement 110 . Again , 

FIG . 4 considers the control component 100 with CPUs 2 the communication paths under consideration are marked 
and 3 and also the switch devices 4 and 5 , and assumes an with circled numerals ( 1 ) - ( 6 ) . If the arrows DR1 , DR2 
error in the switch device 5 . It is shown that , in the case of marked at the location ( 1 ) supply correct data , then DIR , 
errors in the data transmission with respect to arrows ( 1 ) , ( 2 ) , 45 D2R along the two arrows are also each correct at positions 
( 3 ) and ( 4 ) , still no inconsistency in the data arises . Provided ( 2 ) and ( 3 ) . In the control component 200 , the CPUs 202 and 
that one of the arrows marked ( 1 ) - ( 4 ) or the corresponding 203 therefore recognize consistent status information from 
transmitted data is / are erroneous , the consistency check in the control component 100 . Since a dual error is precluded , 
the CPU 2 or 3 will fail . This provides that the control the data D1B , D2B on both CPUs 302 and 303 are correct . 
component 100 is deactivated or passivated . This results in 50 Hence , the CPUs 302 and 303 in the control component 300 
the control component 100 sending no further data , which is recognize consistent status information from the control 
also accordingly registered by the other control components component 100 . In this respect , all the elements of the 
200 , 300 in the network or the network arrangement 110 . network device 100 or control component 100 are opera 

If all the arrows or communication paths marked ( 1 ) - ( 4 ) tional . 
are error - free , it is to be inferred that the switch device 5 is 55 If the data DiR and D2R that arrive at CPU 203 at the 
internally erroneous . The remainder of the components of location ( 1 ) via port 212 are inconsistent , the following error 
the system 110 may be assumed to be error - free ( e . g . , the scenarios are obtained . 
probability of independent dual errors is deemed to be Provided that the data D1B , D2B at the location ( 6 ) are 
extremely low , as a result of which independent dual errors inconsistent , the CPU 203 recognizes that no consistent 
do not need to be considered in this context ) . In other words , 60 status information is received from the control component 
it is assumed that the CPUs 2 , 3 and the switch 4 are 100 . The control component 200 recognizes an error in the 
operating without error . This provides that the data D1B and control component 200 and passivates the control compo 
D2B transmitted via the communication path or the com - nent , since the CPU 203 has received consistent data neither 
munication segment CB1 are transmitted to the control from D1B , D2B nor from D1R , D2R , but the preclusion of 
components 200 and 300 correctly . In this respect , the 65 a dual error provides that D1R , D2R supply consistent data 
control component 100 continues to be operative despite the to CPU 202 . By contrast , the control component 300 con 
fault in the Ethernet switch 5 , and may be accordingly t inues to be fully operational and receives consistent status 

tha 
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information from the control component 100 at the port 312 munication path but in a second direction opposite the 
in the form of the data D1B and D2B . first direction , from the transmission port of the switch 

Provided that the data D1R and D2R at the port 212 at the device for the second control device to the reception 
location ( 1 ) are inconsistent , and the two data items D1B and port of the switch device for the first control device , 
D2B at the port 212 at the location ( 6 ) are correct , the CPU 5 wherein the first data and the second data on the first 
203 receives consistent data D1B and D2B , and the CPU communication path and the second communication 
202 receives consistent data DIR and D2R at the port 208 . path pass through same network devices in opposite 
In the case of the control component 300 , at least the data directions and in reverse order to return to the first 
D1B , D2B are then consistent both for CPU 302 and for control device and the second control device . 
CPU 303 . In this respect , consistent data are present on all 10 2 . The method of claim 1 , further comprising : 
the control components of the network arrangement 100 , sending the first data and the second data via the trans 
200 , 300 despite the error . mission port of the switch device for the first control 

All other cases of error have already been covered by the device to the reception port of the switch device for the 
above explanations for reasons of symmetry . second control device via at least one further switch 
Hence , the method and also the proposed network 15 device of a further network device , the further network 

arrangement with the corresponding ring structure provide device comprising a first control device and a second 
extremely highly consistent controller communication in control device ; and 
safety - relevant applications . All possible single errors either sending the first data and the second data via the trans 
do not result in consistent data being unable to be produced mission port of the switch device for the second control 
in one or more network devices , or may be localized within 20 device to the reception port of the switch device for the 
a communication cycle . first control device via the at least one further switch 

It is to be understood that the elements and features device of the further network device , 
recited in the appended claims may be combined in different wherein data received in a respective further switch 
ways to produce new claims that likewise fall within the device at a reception port for the second control device 
scope of the present invention . Thus , whereas the dependent 25 of the further switch device are forwarded to a trans 
claims appended below depend from only a single indepen mission port for the first control device of the further 
dent or dependent claim , it is to be understood that these switch device , and data received at a reception port for 
dependent claims can , alternatively , be made to depend in the first control device of the further switch device are 
the alternative from any preceding or following claim , forwarded to a transmission port for the second control 
whether independent or dependent , and that such new com - 30 device of the further switch device . 
binations are to be understood as forming a part of the 3 . The method of claim 1 , further comprising : 
present specification . comparing the first data with the second data in the first 
While the present invention has been described above by control device , the second control device , or the first 

reference to various embodiments , it should be understood control device and the second control device in order to 
that many changes and modifications can be made to the 35 produce a comparison result ; and 
described embodiments . It is therefore intended that the passivating the network device based on the comparison 
foregoing description be regarded as illustrative rather than result . 
limiting , and that it be understood that all equivalents and / or 4 . The method of claim 1 , further comprising re - sending 
combinations of embodiments are intended to be included in the first data and the second data via the first communication 
this description . 40 path and the second communication path 

The invention claimed is : 5 . The method of claim 1 , further comprising : 
1 . A method for operating a communication network for receiving , in a further network device , the first data and 

network devices that are coupled to the communication the second data at input ports for different control 
network , wherein a respective network device comprises a devices ; and 
switch device with a first control device and a second control 45 comparing the received first data and the received second 
device that are coupled to the switch device , and wherein the data . 
switch device comprises a respective reception port and 6 . The method of claim 5 , further comprising displaying 
transmission port for each of the first control device and the an error message when the compared received first data and 
second control device for sending and receiving data via the received second data are not linked to one another by the 
communication network , the method comprising : 50 coding . 

producing first data by the first control device and second 7 . The method of claim 1 , wherein the communication 
data by the second control device , wherein the first data network is an Ethernet network . 
and the second data are linked to one another by a 8 . A computer program product comprising a non - transi 
coding comprising a bit inversion , such that the first tory computer readable storage medium that stores instruc 
data is obtained from the second data and the second 55 tions for operation by program controlled devices to operate 
data is obtained from the first data by the bit inversion ; a communication network for network devices that are 

sending the first data from the first control device via the coupled to the communication network , wherein a respec 
switch device to the second control device and sending tive network device comprises a switch device with a first 
the second data from the second control device via the control device and a second control device that are coupled 
switch device to the first control device ; 60 to the switch device , and wherein the switch device com 

sending the first data and the second data via a first prises a respective reception port and transmission port for 
communication path in a first direction from the trans - each of the first control device and the second control device 
mission port of the switch device for the first control for sending and receiving data via the communication net 
device to the reception port of the switch device for the work , the instructions comprising : 
second control device ; and 65 producing first data by the first control device and second 

sending the first data and the second data via a second data by the second control device , wherein the first data 
communication path that is the same as the first com and the second data are linked to one another by a 
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and 

coding comprising a bit inversion , such that the first device of the plurality of network devices comprises a 
data is obtained from the second data and the second switch device with a first control device and a second 
data is obtained from the first data by the bit inversion ; control device that are coupled to the switch device , 

sending the first data from the first control device via the and wherein the switch device comprises a respective 
switch device to the second control device and sending 5 reception port and transmission port for each of the first 
the second data from the second control device via the control device and the second control device for send 
switch device to the first control device ; ing and receiving data via the communication network , 

sending the first data and the second data via a first 
communication path in a first direction from the trans wherein the network devices are configured to : mission port of the switch device for the first control 10 produce first data by the first control device and second device to the reception port of the switch device for the data by the second control device , wherein the first second control device ; and data and the second data are linked to one another by sending the first data and the second data via a second a coding comprising a bit inversion , such that the communication path in a second direction from the 

first data is obtained from the second data and the transmission port of the switch device for the second 15 
control device to the reception port of the switch device second data is obtained from the first data by the bit 
for the first control device , the second communication inversion ; 
path flowing through a same number of network send the first data from the first control device via the 
devices as the first communication path , switch device to the second control device and 

wherein the first direction is opposite the second direc - 20 sending the second data from the second control 
tion , and device via the switch device to the first control 

wherein the first data and the second data on the first device ; 
communication path and the second communication send the first data and the second data via a first 
path pass through same network devices in opposite communication path in a first direction from the 
directions and in reverse order to return to the first 25 transmission port of the switch device for the first 
control device and the second control device . control device to the reception port of the switch 

9 . A non - transitory data storage medium having a stored device for the second control device ; and 
computer program executable by a device to operate a send the first data and the second data via a second 
communication network for network devices that are communication path in a second direction from the 
coupled to the communication network , wherein a respec - 30 transmission port of the switch device for the second 
tive network device comprises a switch device with a first control device to the reception port of the switch 
control device and a second control device that are coupled device for the first control device , the second com 
to the switch device , and wherein the switch device com munication path flowing through a same number of 
prises a respective reception port and transmission port for network devices as the first communication path 
each of the first control device and the second control device 35 wherein the first direction is opposite the second direc 
for sending and receiving data via the communication net tion , and 
work , the computer program including commands compris wherein the first data and the second data on the first 
ing : communication path and the second communication 
producing first data by the first control device and second path pass through same network devices in opposite 

data by the second control device , wherein the first data 40 directions and in reverse order to return to the first 
and the second data are linked to one another by a control device and the second control device . 
coding comprising a bit inversion , such that the first 11 . The network arrangement of claim 10 , wherein the 
data is obtained from the second data and the second network arrangement is part of a vehicle . 
data is obtained from the first data by the bit inversion ; 12 . The network arrangement of claim 10 , wherein the 

sending the first data from the first control device via the 45 plurality of network devices are sensor devices or actuator 
switch device to the second control device and sending devices for operating a vehicle . 
the second data from the second control device via the 13 . The network arrangement of claim 10 , wherein at least 
switch device to the first control device ; one network device of the plurality of network devices 

sending the first data and the second data via a first comprises a first switch device and a second switch device , 
communication path in a first direction from the trans - 50 wherein the first switch device is associated with the first 
mission port of the switch device for the first control control device , and the second switch device is asso 
device to the reception port of the switch device for the ciated with the second control device , and 
second control device ; and wherein each switch device of the first switch device and 

sending the first data and the second data via a second the second switch device comprises at least two ports , 
communication path that is the same as the first com - 55 and the first switch device and the second switch device 
munication path but in a second direction opposite the are communicatively coupled to one another . 
first direction , from the transmission port of the switch 14 . The network arrangement of claim 10 , further com 
device for the second control device to the reception prising at least two ring - shaped network arrangement ele 
port of the switch device for the first control device , ments , 

wherein the first data and the second data on the first 60 wherein the at least two network arrangement elements 
communication path and the second communication are coupled to one another at at least two different 
path pass through same network devices in opposite locations by switch devices . 
directions and in reverse order to return to the first 15 . The network arrangement of claim 10 , further com 
control device and the second control device . prising simple network devices , the simple network devices 

10 . A network arrangement comprising : 65 comprising a respective control device and switch device . 
a plurality of network devices that are coupled to a 16 . The network arrangement of claim 14 , wherein simple 

communication network , wherein a respective network network devices are coupled to a ring - shaped network 

prising 
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arrangement element of the at least two ring - shaped network 
arrangement elements via spur lines using switch devices . 

17 . The network arrangement of claim 10 , wherein each 
network device of the plurality of network devices is in the 
form of a single FPGA , ASIC , IC chip or hardwired micro - 5 
circuit . 

18 . The method of claim 1 , wherein the second data is an 
inverse of the first data . 


