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(57) Abstract: A remote management controller may include a video redirection device and a processor. The video redirection
device may be configured to: obtain a slice of video data output from a video graphics controller; calculate at least one value correl-
ative to the slice of video data; and if the calculated value for any portion of the slice differs from a value for a previously obtained
corresponding portion, update a tahle associated with an image related to a remote system with the calculated value, and process the

portion of the slice to create a data portion of a network packet in a network buffer. The processor may be configured to: allocate

the network buffer; and provide a header portion of the network packet to the network buffer.
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METHOD AND APPARATUS
FOR REDIRECTION OF VIDEO DATA

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application ¢laims priority to provisional application serial no. 60/603796,

filed on August 23, 2004.

TECHNICAL FIELD

[0002] This invention relates generally to computer systems and, more particularly, to

a remote management controller used with such systems.

BACKGROUND OF THE RELATED ART

[0003] This section is intended to introduce the reader to various aspects of art that
may be related to various aspects of the present invention that are described and/or claimed
below. This discussion is believed to be helpful in providing the reader with background
information to facilitate a better understanding of the various aspects of the present invention.
Accordingly, it should be understood that these statements are to be read in this light, and not

as admissions of prior art.

[0004] Processor-based devices, such as computer systems, may be linked together via
one or more networks, such as Local Area Networks (“LANs”) or Wide Area Networks
(“WANs”), for example. These networks are generally arranged with a particular topology

that characterizes the geometric arrangement of the specific network. For instance, LANs
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may be arranged in accordance with a bus topology, a ring topology, a star topology, a tree
topology, or a combination of such topologies. Further, networks may also be classified by
architecture (e.g., peer-to-peer or client/server) and may be characterized by a protocol that

defines a common set of rules and signals that are utilized to communicate on the network.

[0005] Generally, each network includes one or more servers or processing systems
configured to manage and allocate network resources to other systems coupled to the
network. File servers, print servers, network servers, and database servers, for example, are
different types of processing systems that are generally dedicated to performing pre-defined
tasks on the network. Each of these systems may provide services to client systems based
upon departmental or logical groupings, which may be distributed across geographic
boundaries. As a result, the processing systems may be geographically dispersed to provide

services to client systems in different buildings, cities, states, or countries.

[0006] Because the systems may be located in different geographic locations,
maintenance and management of the systems may be difficult. For instance, a single group or
person may provide maintenance and management for the systems, which may be located
remotely from some or all of the systems being managed. The time and expense associated
with traveling tb each of the systems may be prohibitive and may result in unacceptable levels
of support for the systems. Thus, it is beneficial to manage the systems remotely without

having to travel to the specific location of the systems.

[0007] However, the remote management of the systems may provide only limited

access to the managed systems. For instance, a managed system may be monitored by a
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software-based video redirection technology that provides the interaction between the
operating system and other components to a remote management system. When the operating
system is not performing properly or not loaded, no information is provided to the remote
management system monitoring the managed system. That is, the software-based video
redirection technology is unable to provide any valuable information to the remote
management system because it does not function when the managed system crashes or enters
an “OS (operating system) down” state or when the system is powered off. Further, a
managed system may include additional hardware, which may only work in a text mode and
not provide data when the managed system enters a graphical mode. This additional
hardware may duplicate components already available on the managed system, which adds to
the total cost of the system. As such, the remote management solutions are inefficient,

limited, and expensive.

[0008]

DISCLOSURE OF INVENTION

Certain aspects commensurate in scope with the originally claimed invention are set
forth below. It should be understood that these aspects are presented merely to provide the
reader with a brief summary of certain forms the invention might take and that these aspects
are not intended to limit the scope of the invention. Indeed, the invention may encompass a

variety of aspects that may not be set forth below.

In accordance with one aspect of the present invention, a remote management
controller may include a video redirection device and a processor. The video redirection
device may be configured to: obtain a slice of video data output from a video graphics

controller; calculate at least one value correlative to the slice of video data; and if the
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calculated value for any portion of the slice differs from a value for a previously obtained
corresponding portion, update a table associated with an image related to a remote system
with the calculated value, and process the portion of the slice to create a data portion of a
network packet in a network buffer. The processor may be configured to: allocate the

network buffer; and provide a header portion of the network packet to the network buffer.

BRIEF DESCRIPTION OF THE DRAWINGS

[006] Exemplary embodiments of the present invention may be apparent upon

reading of the following detailed description with reference to the drawings in which:

[007] FIG. 1 is a diagram of a managed system and a remote management system in

accordance with an exemplary embodiment of the present invention;

[008] FIG. 2 is a block diagram of the managed system of FIG. 1 in accordance with

an exemplary embodiment of the present invention;

[009] FIG. 3 is a block diagram of the exemplary remote management controller of

FIG. 2 in accordance with an embodiment of the present invention;

[(0010] FIG. 4 is a functional block diagram of the exemplary remote management
controller and video graphics controller of FIG. 3 in accordance with an embodiment of the

present invention,;
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[0011] FIG. 5 is a process flow diagram illustrating the use of the remote management

controller of FIG. 4 in accordance with an exemplary embodiment of the present invention,

[0012] FIG. 6 is an exemplary embodiment of the video image that may be divided

into slices and blocks in accordance with an embodiment of the present invention,

[0013] FIG. 7 is a functional block diagram of an exemplary embodiment of the
capture engine of FIG. 4 in accordance with an exemplary embodiment of the present

invention;

[0014] FIG. 8 is a functional block diagram of a first alternative exemplary remote
management controller and video graphjcs controller of FIG. 2 in accordance with an

embodiment of the present invention;

[0015] FIGs. 9A and 9B are process flow diagrams illustrating the use of the remote
management controller of FIG. 8 in accordance with an exemplary embodiment of the present

invention;

[0016] FIG. 10 is a functional block diagram of a second alternative exemplary
remote management controller and video graphics controller of FIG. 2 in accordance with an

embodiment of the present invention;

[0017] FIGs. 11A and 11B are process flow diagrams illustrating the use of the
remote management controller of FIG. 10 in accordance with an exemplary embodiment of

the present invention;
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[0018] FIG. 12 is a functional block diagram of a third alternative exemplary remote
management controller and video graphics controller of FIG. 2 in accordance with an

embodiment of the present invention;

[0019] FIGs. 13A, 13B and 13C are process flow diagrams illustrating the use of the
remote management controller of FIG. 12 in accordance with an exemplary embodiment of

the present invention;

[0020] FIG. 14 is a block diagram illustrating an exemplary DVR Encoder Engine of

FIG. 12 in accordance with an embodiment of the present invention; and

[0021] FIG. 15 is a functional block diagram illustrating a fourth alternative
exemplary remote management controller and video graphics controller of FIG. 2 in

accordance with an embodiment of the present invention.

MODES FOR CARRYING OUT THE PRESENT INVENTION

[0022] One or more specific embodiments of the present invention will be described
below. In an effort to provide a concise description of these embodiments, not all features of
an actual implementation are described in the specification. It should be appreciated that in
the development of any such actual implementation, as in any engineering or design project,
numerous implementation-specific decisions may be made to achieve the developers’ specific
goals, such as compliance with system-related and business-related constraints, which may

vary from one implementation to another. Moreover, it should be appreciated that such a
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development effort might be complex and time consuming, but would nevertheless be a
routine undertaking of design, fabrication, and manufacture for those of ordinary skill haviﬁg

the benefit of this disclosure.

[0023] Embodiments of the present invention may provide a methodology for
providing data, such as graphical, textual and other data, to a remote management system. A
remote management controller may be employed to receive graphical data from a video
graphics controller that represents a video image. The video image may be divided into
multiple slices with each slice representing graphical data in a portion of the video image. A
capture engine within the remote managemenf controller may obtain the graphical data for
one of the slices. Then, the remote management controller may analyze the designated slice
for changes within the graphical data. The changes in graphical data may be detected by
comparing a value for each of the blocks with a previously stored value for the block. Once
analyzed, the remote management controller may process the blocks of changed graphical
data by compressing the graphical data into compressed data, encoding the compressed data
into encoded data, encrypting the encoded data into processed data, and transmitting the
processed data. Thus, the present embodiments implement a remote management controller

that efficiently provides graphical data to the remote management system.

[0024] Referring now to FIG. 1, a diagram of a managed system and a remote
management system in accordance with an exemplary embodiment of the present invention is
illustrated. In this diagram, a managed system 2 is connected to a remote management system
5 via a network N and/or a managed network M. The managed system 2 includes a central
processing unit (“CPU”) 3, which typically includes memory, communications interface, and

other circuitry as described more fully below. The CPU 3 may be connected to a monitor 4.
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The remote management system 5 also may include a CPU 6 and a monitor 8. The managed
system 2 includes circuitry and software for capturing, analyzing, compressing and
transmitting video images to the remote management system 5 independent of the operating
system (“OS”) of the managed system 2. Therefore, the present techniques may be useful for
accessing, interacting, and/or monitoring the managed system 2 from the remote management
system 5 even if the OS of the managed system is malfunctioning or inoperative. More
specifically, the video images available for display on the monitor 4 are capable of being
viewed on the monitor 8 independent from the operation of the OS in the managed system 2.
For example, out of band video traffic that takes place without OS involvement, such as video

traffic that occurs during a power on self test, may be displayed on the monitor 8.

[0025] The network N and the management network M may be virtually any sort of
network capable of transmitting data between two devices. While the networks N and M may
include a local area network (“LAN"), a wide area network (“WAN"), a metropolitan area
network (“MAN”), a server area network (“SAN”), a hardwired point-to-point connection, or
a wireless connection, those skilled in the art will appreciate that the networks N and M may
assume other forms or may even provide network connectivity through the Internet. Further,
the networks N and M may support communication between the managed system 2 and the
remote management system 5, which may be dispersed geographically with respect to each
other. It should be understood that the networks N and M may be separate networks,
segmented or delineated traffic on the same physical networks (such as VLAN), or a single
network (e.g., where regular network traffic and management traffic take place as separate

conversations on the same network).
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[0026] The managed system 2 and the remote management system 5 may be any of a
variety of processing devices. For instance, the managed system 2 and the remote
management system 5 may be Hewlett-Packard computer systems or servers. However, the
principles discussed herein are believed to be applicable to other system platforms or
architectures, such as those manufactured by Apple, Sun, and/or International Business
Machines (“IBM”). Additionally, the managed system 2 could be one architecture and the
remote management system 5 could be another. For example, the managed system 2 may be
an x86 architecture computer running Microsoft Windows NT OS, and the rémote

management system 5 could be a Sun workstation running Solaris OS.

[0027] In operation, the graphical data of the video image is captured, analyzed,
compressed, and transmitted to the remote management system 5 by circuitry and software in
the managed system 2. The remote management system 5 includes software and/or hardware
for receiving and interpreting the transmitted graphical data from the managed system 2 to
reproduce the video image on the monitor 8. The transmitted graphical data may be encoded
to permit the remote management system 5 to interpret the video data stream as further

described in FIG. 2 below,

[0028] In FIG. 2, a block diagram of an exemplary embodiment of the managed
system 2 of FIG. 1 in accordance with an exemplary embodiment of the present invention is
illustrated. To provide processing power, the managed system 2 includes one or more
processors 10A-10N, which are herein referenced as processors 10. For example, the
processors 10 may be Pentium processors or other processors manufactured by Intel
Corporation. Each of the processors 10 rﬁay operate applications and other programs, which

may influence the video images presented from the managed system 2.
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[0029] The processors 10 may be coupled to a north bridge 12. The north bridge 12
may include a memory controller for accessing a main memory 14 (€.g., synchronous
dynamic random access memory (“SDRAM?”). The north bridge 12 may be coupled to one or
more /O bridges 17 by a bus 13, such as a fast /O bus. The north bridge 12 also may be
coupled via an VO link 19 to a south bridge 18 which is coupled to a bus 16, such as a PCI or
a PCI-X bus. The bus 16 may also be coupled to one or more slots 20 for receiving expansion

cards.

[0030] The /O bridge 17 may provide bridging for one or more expansion busses 19,
such as additional PCI or PCI-X buses, for example, which may be coupled to various
peripheral devices. In this example, the bus 19 is coupled to I/O slots 21 and to a SCSI

controller 23, which, in turn, is coupled to a plurality of disk drives 25.

[0031] The south bridge 18 may be an integrated multifunctional component, that may
include a number of functions, such as, an enhanced direct memory access (“DMA”)
controller; interrupt controller; timer; integrated drive electronics (“IDE”) controller for
providing an IDE bus 22; a universal serial bus (“USB”) host controller for providing a
universal serial bus 24; a system read only memory (ROM) interface 26; a bus controller for
providing a low pin count bus (“LPC”) 27; and ACPI compliant power management logic.
The IDE bus 22 typically supports up to four IDE devices, such as a hard disk drive 28 and a
compact disk read only memory (“CD-ROM”) 30. The universal serial bus 24 also may be

connected to a pair of USB connectors 32 for communicating with USB devices (not shown).

10
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[0032] The LPC bus 27 couples the south bridge 18 to a multifunction input/output
(“I/0”) controller 34, while the system ROM interface 26 couples a basic input/output system
(“BIOS”) ROM 36 to the multifunction 'O controller 34. The multifunction 1/O controller
34, such as a National Semiconductor PC87417, typically includes a number of functions,
such as a floppy disk drive controller for connecting to a floppy disk drive 42; a keyboard
controller 38 for connecting to a keyboard 52 and a pointing device, such as a mouse 54; a
serial communications controller for providing at least one serial port 44; and a parallel port
interface for providing at least one parallel port 46. Alternative multifunction input/output
(“I/0”) controllers are manufactured by Standard Microsystems Corporation and WinBond,

for example.

[0033] A video graphics controller 58 and one or more communications devices, such
as a network interface controller (“NIC”) 56, may be coupled to the bus 16. However, it
should be noted that the video graphics controller 58 and NIC 56 may be on different bus
segments that are coupled to different /O bridges. The video graphics controller 58 may be
an integrated video graphics controller, such as an ATI Radeon 7000, that supports a wide
variety of memory configurations, color depths, and resolutions. Connected to the video
graphics controller 58 is a frame buffer 62 (e.g. synchronous DRAM) for storing video
graphics images written by the processors 10. The video graphics controller 58 may provide
the graphical data to the monitor 4 and/or provide the graphical data to another system for
systems without monitors. It should be understood that the frame buffer 62 stores a copy of
the screen of graphical data that is delivered to the monitor 4 by the video graphics controller
58. The video graphics controller 58 “draws” the entire screen several times a second, e.g.,
50-85 times a second, to create a visually persistent image that is visually responsive to the

user. That is, when the processors render or otherwise change the contents of the frame

11
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buffer 62, the result is communicated to the monitor 4, and thus the user, in a relatively short

time period to facilitate full motion video animation on the monitor 4.

[0034] A remote management controller 60 may be coupled to the video graphics
controller 58, or the video graphics controller 58 may be integrated in the remote management
controller 60. The remote management controller 60 receives graphical data that represents a
portion of a video image from the video graphics controller 58. For example, the remote
management controller 60 may be coupled to an output of the video graphics controller 58, to
receive the digital video output (“DVO”) or analog outputs signals for instance. The remote
management controller 60 analyzes the graphical data for changes, compresses the changed
graphical data into compressed data, encodes the compressed data mto encoded data, encrypts
the encoded data into processed data, and transmits the processed data. The processed data is
transmitted by the NIC 56 in the remote management system 5 via the network N and/or a
management network M. Although the remote management controller 60 is illustrated as part
of the managed syste;n 3, it may be separate from the managed system 3 and the remote
management system 6. For example, the remote management controller 60 may be used in a

KVM switch.

[0035] The remote management controller 60, as described in more detail below,
includes circuitry for obtaining graphical data from the video graphics controller 58. The
remote management controller 60 may monitor the graphical data from the video graphics
controller 58 to analyze the graphical data. For example, the remote management controller
60 may monitor for changes in specific portions of the graphical data. The changes in the
graphical data are processed by the remote management controller 60 to compress and encode

the changes for transmission to another system, such as the remote management system 5.

12
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[0036] In operation, the video graphics controller 58 provides video images in the
form of graphical data to the monitor 4, as noted above. This graphical data may be provided
in a variety of different resolutions, which may depend upon the settings or configuration
parameters within the managed system 2 and remote management system 5. The resolution is
based on a combination of the horizontal pixels and vertical pixels utilized to present the
video image. This resolution may be defined by a standard, such as Video Graphics Array
(“VGA”), super VGA (“SVGA”), and/or extended VGA (“EVGA”), or may be referenced by
the number of pixels in each row and column utilized to present the graphical data, such as
1280 x 1024 or 1600 x 1200. For example, each pixel in the video image may represent & to
10 bits of color information for each CRT gun, which relates to colors, such as red, green, and
blue. Accordingly, a resolution of 1600 x 1200 utilizes about 1.92 million storage elements
for the individual pixels of the video image, which may be stored in the frame buffer 62 and
transmitted as the graphical data to the monitor 4. Because the graphical data presented to the
monitor 4 may be refreshed between 60 —85 times per second to maintain the video images on
the monitor 4, the graphical data may consume a large amount of storage elements and

bandwidth.

[0037] Because of the large amounts of graphical data associated with video image,
the capture and transmission of real-time graphical data to the remote management system 5
may be problematic. Accordingly, some embodiments of the present technique can throttle
the capture of the graphical data to the available network bandwidth. As discussed below, the
present embodiments divide the capture of graphical data into a timing dependent process and
a non-timing dependent process, which may be mutually exclusive. The timing dependent

process captures streaming graphical data in real-time or synchronously and stores it in a

13
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capture buffer. Once a slice has been captured, a non-timing dependent or asynchronous
process analyzes the captured graphical data. Upon completion of the non-timing dependent
process, the timing dependent process resumes and captures the next available slice of ‘
streaming graphical data. As a result, the timing dependent process of presenting the
graphical data to the monitor 4 is separated from the non-timing dependent analysis of the

graphical data to efficiently provide the graphical data to the remote management system 5.

[0038] To provide the graphical data to the remote management system 5 n an
efficient manner, the graphical data for a video image may be broken into slices, which are
discussed below in FIG. 6. These slices provide smaller portions of the graphical data that
may be analyzed and processed individually. The slices may be further divided into blocks of
graphical data. The changed blocks of graphical data are utilized to maintain the copy of the
frame buffer 62, which may be referenced as a virtual screen buffer, as discussed in FIG. 8.
To detect the changed blocks, each block is compared with the data previously sent to the
remote management system 5. Once a changed block is detected, 1t 1s processed by
compressing the changed graphical data to form compressed data, encoding the compressed
data to form encoded data, encrypting the encoded data to form processed data, and

transmitting the processed data.

[0039] However, if the graphical data has many different blocks with changes, the
processing and transmission of the changed graphical data may not be completed before the
next slice is provided from the video graphics controller 58. This time dependency on the
analysis of the slice, which is a portion of the video image, may result in the next slice
processed and transmitted to remote management system 5 not being the next sequential slice

of the video image being presented by the video graphics controller 58. Accordingly, the

14
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remote management controller 60 may automatically and dynamically interlace the captured
graphical data based upon the amount of time for the analysis of the slice to synchronize the
copy of the frame buffer 62. Therefore, the slices may be selected as every other slice or
every third slice. Conversely, if no changed blocks are detected or if the captured slice is
otherwise processed in time, then each slice of the video image may be captured and analyzed
in order. The graphical data is captured proportionally to how it is consumed, allowing the
presentation rate to adjust to factors, such as data compressibility, network congestion, quality
of service, and/or available network bandwidth. Furthermore, to verify that each slice is
processed, the remote management controller 60 tracks the slices that have previously been
captured to insure that priority is given to slices that have not recently been captured. This
insures that each slice of the video image is eventually captured, analyzed, and synchronized

with the frame buffer 62. The tracking of the slices is discussed in greater detail below.

[0040] With the above summary in mind, different embodiments that efficiently
provide the remote management system 5 with graphical data from the managed system 2 are
described below. As generally illustrated in FIG. 3, the remote management controller 60 is
shown with the various components that may be utilized to monitor and interact with the
managed system 2. In the first embodiment illustrated in FIG. 4, the remote management
controller 60 includes a capture engine, along with the processor 64 for analyzing the
graphical data. In the second embodiment illustrated in FIG. 8, the capture engine of the
remote management controller 60 detects changes in the blocks of graphical data and includes
a DMA engine to move the changed graphical data without the intervention of the processor
64, and a virtual screen buffer maintains a copy of the frame buffer 62 in memory. In the
third embodiment illustrated in Fig. 10, the remote management controller 60 includes a

change table to accelerate the processing of captured data. The change table identifies areas

15
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of the frame buffer 62 that have changed and that, thus, will be updated on the remote
management system 5. Additionally, the change table provides a synchronization mechanism
for shared resources between the digital video redirection module 92 and the processor 64. In
the fourth embodiment illustrated in Fig. 12, the remote management controller 60 includes a
digital video redirection (“DVR”) encoder engine that identifies and processes areas of the
frame buffer 62 that have changed, eliminating the maintenance of any shadow copy of the
frame buffer 62 on the remote management controller 60. In the fifth embodiment illustrated
in FIG. 15, the remote management controller 60 includes a capture engine and DVR encoder

engine that are configured to process multiple slices of graphical data simultaneously.

[0041] Turning to FIG. 3, a functional block diagram of an exemplary embodiment of
a remote management controller 60 of FIG. 2 is illustrated. All or a portion of the remote
management controller 60 may be implemented in a single application specific integrated
circuit (“ASIC™). Alternatively, the remote management controller 60 may be implemented
in a plurality of integrated circuits or discrete components. Those skilled in the art will
appreciate that implementation details, such as deciding which functional aspects of remote
management controller 60 are implemented in a single ASIC or different ASICs, are maiters

of design choice.

[0042] For purposes of describing this embodiment clearly, the remainder of this
description is written assuming that the remote management controller 60 is implemented
using a single ASIC, which may be incorporated into the motherboard of the managed system
2. Additionally, any remote management system 5 that may be connected directly or
indirectly to the managed system 2 may establish communication with the remote

management controller 60 through its network connection as is more fully described below.
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Users may further interface with the remote management controller 60 through additional

communications interfaces such as a modem.

[0043] The remote management controller 60 may be implemented so that it is
powered and capable of operation regardless of whether the managed system 2 is powered up
or online. Powering the remote management controller 60 regardless of whether the managed
system 2 is turned on allows the remote management controller 60 to monitor, analyze and
potentially intervene to correct a wide range of system problems that may befall the managed

system 2.

[0044] The remote management controller 60 may include various logic components
to provide interaction with the managed system 2. For instance, an Input/Output processor 64
may provide general control and functions as a management processor for the remote
management controller 60. The processor 64 may be implemented as a 32-bit RISC
processor, but other processor implementations may be employed as well. The processor 64
is shown in this example as being operatively coupled to a timer module 66 and an interrupt

controller 68 via a bus 70.

[0045] In this exemplary embodiment, a memory controller 72 is operatively coupled
to an internal local bus 74. The memory controller 72 is operatively coupled to dedicated
memory, such as SDRAM 76, NVRAM 79, or Flash memory 78, However, other types of
memory may also be utilized, which may include ROM, or any other appropriate type of
memory. Indeed, in the illustrated embodiment, code executed by the processor 64 1s

typically stored in the SDRAM 76.
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[0046] The processor 64 may be operatively coupled to the other functional modules
(and possibly many sub-modules) of the remote management controller 60 via the internal
local bus 74. Those of ordinary skill in the field will appreciate that the internal local bus 74
exists to allow communication between and among the logical components of the remote

. management controller 60. For instance, an address translation and bridging (“ATB”) unit 80

is operatively coupled to the internal local bus 74 and to a PCI bus 16, which is discussed
above. The ATB unit 80 provides access to the PCI bus 16 for the different logic components

of the remote management controller 60. Also, a sideband NIC interface 90 may be utilized

to communicate with the NIC 56 so that management traffic can flow through the network N.

[0047] Further, the remote management controller 60 may include communication
interfaces that can be employed to establish out-of-band communication sessions for the
remote management controller 60. One such communication interface is a UART interface
module 82, which is operatively coupled to the internal local bus 74. The exemplary UART
interface module 82 comprises two standard 16550 UARTS, each of which may provide a
separate serial communication interface via an RS-232 interface or the Intelligent Chassis
Management Bus (“ICMB”) interface. Another such communication interface is a USB
interface 84, which is operatively coupled to the internal local bus 74. The USB interface 84
may be coupled to a USB host controller (not shown). Further, a Network Interface
Controller (“NIC”) 86, which is operatively coupled to the internal local bus 74, provides
another external communication interface between the remote management controller 60 and
remote systems coupled to the Management Network M, which is discussed above. The NIC
86 may include a MAC (“Media Access Controller”), inbound and outbound first-in first-out

buffers (“FIFOs”), a DMA engine to transfer packets automatically to and from memory, and
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an external PHY and typical magnetics and connectors to couple the physical connection

(“PHY”) to the wire that serves as the transmission media.

[0048] To control and monitor functions in the managed system 2, a slave
instrumentation module 88 may be utilized. The slave instrumentation module 88 may
include an automatic server recovery (“ASR”) controller that operates to respond
automatically to catastrophic failures of the managed system 2 and a general purpose
input/output module (“GPIO™) that provides a versatile communication interface. A JTAG
master may also be utilized to perform a wide range of control functions on the managed
system 2. Further, an I°C master may be utilized to control a plurality of independent I’C
serial channels. The slave instrumentation module 88 may also include system support logic
to provide a variety of housekeeping and security functions for the managed system 2, such as
providing the system identification (“ID”), flash ROM support, error correction code (“ECC”)
support, hot spare boot support, system post monitor support, floppy write protect, SMI base

security measures, open hood detection and the like.

[0049] The remote management controller 60 is adapted to receive outputs from the
video graphics controller 58. As described in detail below, the digital video redirection
module 92 may be configured to receive output signals from the video graphics controller 58,
which may be utilized to provide the video images to the remote management system 5. The
digital video redirection module 92 may be coupled to one of the outputs, e.g., the DVO 130,
of the video graphics controller 58. The components of the digital video redirection module
92 may modify these output signals to provide the processed graphical data to the remote
management system 5 via the NIC 86. Also, the digital video redirection module 92 may be

coupled to the interrupt handler 68 via a bus 94 to interact with the processor 64 to process
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the graphical data.

[0050] FIG. 4 illustrates a functional block diagram of an exemplary embodiment of a
remote management controller 60A and video graphics controller 58 of FIG. 2 constructed in
accordance with the first embodiment of the present invention. The video graphics controller
58 may provide output signals to the mohitor 4 and to the remote management controller
60A. The output signals may be analog output signals 126, DVI signals 128, or DVO signals
130 that represent graphical data associated with the video images. For the purposes of the
present exemplary embodiments, however, they will be described as utilizing data from the

DVO 130 of the video graphics controller 38.

[0051] The video graphics controller 58 may provide graphical data, which is stored
in the frame buffer 62, to the monitor 4 and to the remote management controller 60A. The
video graphics controller 58 may include a GRX Host Interface and render engine 116 that
couples the video graphics controller 58 to a system bus, such as a PCI-type bus 16. It also
may include a 2-D and/or 3-D rendering engine. The memory controller 120 receives data
from the GRX Host Interface and rendering engine 116 and stores such data in the frame
buffer 62. The display engine or sequencer 118 is the portion of the video graphics controller
58 that takes graphical data from the frame buffer 62, converts the data into a displayable
RGB vélue, and delivers such converted data to one or more of the output interfaces of the
video graphics controller 58. The data stored in the frame buffer 62 may include color index
entries, RGB entries, or other color space entries, such as YUV, depending on the selected
video mode. Control registers in the GRX Host Interface and render engine 116 provide the
sequencer 118 with information so that it may interpret such data, including formatting and

resolution of the data.
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[0052] To provide the graphical data to the monitor 4 and/or the remote management
controller 60A, the video graphics controller 58 may utilize different nodes 126, 128 and 130
to provide different types of output signals. In this embodiment, the remote management
controller 60A is coupled to the DVO node 130, although it may be coupled to other nodes as
described below. The memory controller 120 provides digital output signals to the sequencer
118, which is coupled to other components to convert the digital output signals into different
types of output signals that are provided on the nodes 126, 128 and 130. For instance, the
digital-to-analog converter (“DAC”) 122, which converts the digital output signals into
analog output signals, may provide analog output signals via the node 126. For the remote
management controller 60A to receive these signals from node 126, an analog to digital
converter (not shown) may be utilized to convert the analog output signals into digital output
signals suitable for processing by the remote management controller 60A. Similarly, the DVI
component 124 may provide DVI output signals, which are serial digital output signals, via
the node 128. For the remote management controller 60A to receive these serial digital
output signals from node 128, a DVI receiver (not shown) may be utilized to convert the
serial digital output signals into parallel digital signals suitable for processing by the remote
management controller 60A. Further, direct digital video output signals (“DV0”), which are
parallel digital output signals, may be provided directly from the memory controller 120 via
the node 130, and the remote management controller 60A may receive these signals directly

from the node 130.

[0053] Regardless of how the graphical data is transmitted, the remote management
controller 60A may include various components that process the graphical data provided in

the output signals from the video graphics controller 58. For instance, the remote
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management controller 60A may include a digital video redirection module 92A, a processor
64, memory controller 72, memory 76, and NIC 86. The digital video redirection module
92A may include a capture engine 132, a capture buffer 148, and a cyclical redundancy check
(“CRC”) table 150 that may be utilized to capture the output signals from the video graphics
controller 58. In the timing dependent process, the capture engine 132 monitors and captures
a portion, or “slice,” (e.g., several blocks) of the video stream of graphical data from the
video graphics controller 58. Then, in the non-timing dependent process, the processor 64
may analyze and process the graphical data. Thus, the timing dependent process of capturing
the graphical data is separated from the analysis of the graphical data to efficiently provide

the graphical data to the remote management system 5.

[0054] To capture the real-time video stream, the capture engine 132 is connected to
the video graphics controller 58. The capture engine 132, which is discussed further in FIG.
7, obtains specific slices of graphical data from the video graphics controller 58 and interfaces
with the capture buffer 148 and the capture cyclic redundancy check (“CRC”) table 150. The
slices of graphical data may include one or more scanlines, which are rows of horizontal
pixels grouped together to form a slice of the video image, as discussed further below in
regard to FIG. 6. The capture engine 132 may monitor the video stream from the video
graphics controller 58. For example, the capture engine 132, when enabled, may
continuously monitor the video output signals. When the capture engine 132 is instructed to
capture the next slice or another designated slice, it uses its monitored position to determine
the approximate slice boundary to begin capturing data. Because the graphical data 1s
continuously being updated by the video graphics controller 58, the capture engine can
capture the designated slice during a future refresh operation, should the monitored position

be beyond the starting point of the designated slice.. The video stream from the video
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graphics controller 58 includes output signals that indicate the horizontal and vertical position
of graphical data within the frame buffer 62. Specifically, the horizontal synchronization
signal HSYNC and vertical synchronization signal VSYNC, along with a pixel clock signal
PixelClk may be provided from the video graphics controller 58, as discussed in FIG. 7.
Additionally, a display enable signal DISP_EN may be provided to delineate actual pixel data
from border, overscan, and retrace areas of the image displayed by the video graphics
controller 58. By examining these signals, the capture engine 132 determines the slice or
actual location in the frame buffer 62 being provided from the video graphics controller 58.
Further, the capture engine 132 may sample the RGB value of the pixel and perform a bit-
reduction on this graphical data. The bit reduction may include stripping the least significant
bits of each color gun from the pixel color value. As such, the capture engine 132 may obtain
specific slices of the video stream from the video graphics controller 58 and store the

graphical data in the capture buffer 148 through the use of a write operation.

[0055] Then, the capture engine 132 analyzes the individual pixels or groups of pixels
within the captured slice, which may be referred to as blocks. The analysis may include
determining whether the blocks have changed by calculating a value for each block, so that
the processor 64 can compare the calculated values with previously stored values to detect
any changes in the blocks. The values may be digital signatures generated for each block of
the designated slice for purposes of detecting changes to that region. The digital signatures
may be calculated simultaneously with the receipt of the graphical data or after the graphical
data is stored within capture buffer 148. The capture buffer 148 may be a memory that is
dedicated to the capture engine 132 or may be a portion of the memory 76. A capture CRC
table 150 may be utilized to store calculated CRC values that correspond to digital signatures

of the respective graphical data that represents a pixel or block of pixels. The data in the
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CRC table 150 represents the individual blocks in the capture buffer 148. The size of the
CRC table 150 may be “n” blocks by the error correction code word length, which may be
represented by 128 x 32 bits or 4096 bits of data for example. The use of the CRC values, or
other similar digital signature values, reduces the memory utilized to store the previous
contents of the blocks of the video frame buffer 62. For example, the processor 64 may
maintain a complete display CRC table 139 in the memory 76 corresponding to all blocks of
the frame buffer 62. The processor 64 may compare values from the capture CRC table 150
against previously recorded values stored within the memory 76 to identify blocks in the
capture buffer 148 that have been modified since the last time the slice was captured. The
capture CRC table 150 may be stored in random access memory, such as static random access

memory (“SRAM”), dynamic random access memory (“DRAM?), or other suitable memories.

[0056] The processor 64 may be a microprocessor that is utilized by the remote
management controller 60A to manage the processing of graphical data that is transmutted to
a remote management system 5. The processor 64 utilizes the memory controller 72 to access
the code and data within the memory 76. The memory 76 may include code, such as
management code 138, that is executed by the processor 64 to track the slices captured by the
capture engine 132. The management code 138 may notify the capture engine 132 regarding
the designated slice of the graphical data that has not been analyzed or when the previous
slice has been processed. The management code 138 may track slices that have previously
been captured to insure that priority is given to slices that have not recently been captured.
This insures that each of the slices of the frame buffer 62 are eventually captured, analyzed,
and synchronized with respect to the shadow copy or duplicate copy of the frame buffer 62.
Once a previous slice has been processed, the capture engine 132 may access another

designated slice. The next designated slice may be the next slice boundary to be clocked out
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of the video graphics controller 58 or a specific slice that has not been recently captured. As

such, the capture engine 132 may bypass other slices to access the designated slice.

0057} The memory 76 may also include other code, such as compression code 140,
encoder code 142, and/or encryption code 144, that is executed by the processor 64 to process
the slice or blocks of graphical data before transmission to the remote management system 5.
For instance, the compression code 140 may utilize the capture CRC table 150 along with any
suitable algorithms or techniques to compress specific portions of graphical data, such as
blocks or individual pixels, to form compressed data. For example, the compressed data may
be formed using techniques described in U.S. Patent No. 6,774,904, The compression code
140 may also utilize Joint Photographic Experts Group (“JPEG”), Motion Picture Experts
Group (“MPEG”), or any other suitable compression technique. Similarly, the encoder code
142 may format the compressed data according to a standard format to form encoded data.
The encryption code 144 may encrypt the encoded data using various encryption techniques
to form processed data. For instance, the encryption code 144 may utilize public and private
key pairs, a cryptographic hash, symmetric encryption, and asymmetric encryption
techniques. It should be noted that if these steps are performed, they may be performed

sequentially or in parallel.

[0058] Once the code 140, 142 and/or 144 has been utilized to process the graphical
data, the transmission code 146 is utilized by the processor 64 to transmit the processed data
to the remote management system 5. The transmission code 146 may prepare the processed
data for transmission to another system over different communication media. For instance,
the transmission code 146 may interact with the NIC 86 to manage the transmission of the

rocessed data or may utilize a connection 57 with the NIC 56 as shown in FIG. 2, for
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example. Regardless, the processor 64 utilizes the codes 138, 140, 142, 144 and 146 to
provide the specific portions of the designated slice to other systems, such as the remote

management system 5.

[0059] Beneficially, the first embodiment enables video data to be efficiently and
inexpensively captured. Since the capture buffer 148 only holds a portion of the visible
display, it can be advantageously smaller. For example, if the capture buffer is constructed to
hold 16 scan lines, it will only contain 20k pixels instead of 1.3M pixels for an example
resolution of 1280 x 1024. Those skilled in the art will appreciate that this technique
facilitates the capture buffer 148 to be constructed inexpensively with extremely fast memory,
such as SRAM. This allows the capture process to proceed at the full video presentation rate.
By decoupling the capture and data processing steps, graphical data can be processed and
transmitted at a different rate than it is captured. Thus, the redirection process may
dynamically adjust to factors such as available network bandwidth and processing speed. The
efficiency of these factors may determine the frequency at which additional slices may be
captured and consequently the frequency of complete synchronized image frames available at

the remote management system 5.

[0060] In addition, the use of the remote management controller 60A enhances the
system’s scalability. For instance, the remote management controller 60A may receive
graphical data from any of the output ports 126, 128 and 130 of the video graphics controller
58 and is not dependent on specific video controllers and their operation through their system
interconnect of buses. Thus, the video data may be captured in an industry standard and
industry consistent fashion by utilizing timing waveforms established in video monitor

technologies. In other words, because the remote management controller 60A is not coupled
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to the system bus, e.g., the PCI-type bus, at the input of the video graphics controller 58, the
remote management controller 60A is not dependent upon certain system specific constraints.
These constraints may include available system bus bandwidth, system bus lockup conditions,

bus reset issues, and the like.

[0061] FIG. 5 is a process flow diagram illustrating the exemplary use of the remote
management controller 60A of FIG. 4 in accordance with the first embodiment of the present
invention. The process flow diagram is generally referred to by reference numeral 400. As
shown in FIG. 5, the remote management controller 60A may utilize the capture engine 132,
processor 64, memory controller 72, memory 76, and NIC 86 to analyze designated slices of

graphical data provided from the video graphics controller 58.

[0062] The process begins at block 402. At block 404, management code 138 may
indicate to the capture engine 132 that a designated slice of the frame buffer may be captured.
The indication may be a signal that notifies the capture engine 132 to analyze a specific slice
or the next available slice of the frame buffer 62, For example, the capture engine 132 may
utilize the horizontal synchronization signal (HSYNC), vertical synchronization signal
(VSYNC), and pixel clock signal (PixelClk) from the video graphics controller 58 to
determine the starting location for the next slice to be scanned. At block 406, the capture
engine 132 may access the designated slice. Once the capture engine 132 has located the
designated slice, the capture engine 132 may store the designated slice in the capture buffer
148, as shown in block 408. Then, the capture engine 132 calculates the CRC values for each
block in the designated slice, as shown in block 410. The CRC values may be calculated
using various mathematical techniques used to generate a digital signature, check for changes,

or other suitable method. These CRC values may be stored in the capture CRC table 150, as
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shown in block 412. Once the CRCs values are stored for each of the blocks in the
designated slice, the capture engine 132 may notify the processor 64 that the capture engine

132 has completed its capture and analysis of the designated slice, as shown in block 414.

[0063] Once the capture engine 132 has completed its capture and analysis of the
designated slice, the processor 64 may process the captured graphical data for possible
transmission to the remote management system 5, as shown in blocks 416-436. It should be
understood that the processor 64 does not process unmodified blocks. At blocks 416 and 418,
the processor 64 reads the CRC values stored in the capture CRC table 150 and compares the
calculated CRC values with previously calculated values stored in a complete display CRC
table 139 in the memory 76. If the CRC values match, the block has not changed, so the
processor 64 repeats the process for the remaining blocks in the slice, as illustrated in blocks
416-420. However, if the CRC comparison indicates a change, the processor 64 reads the
modified graphical data of the capture buffer 148 to prepare it to be transferred to the remote
management system 5, as set forth in block 422. The processor 64 may process the block in
various ways to prepare it for transmission. For example, the processor 64 may compress the
blocks of the designated slice using the compression code 140, as shown in block 424. At
block 426, the processor 64 may encode the compressed data using the encoder code 142. It
should be noted that the encoding routine may place the graphical data into a predetermined
format that include constructs for compression. As a result, the compression and encoding
may be performed by the same code. At block 428, the processor 64 may encrypt the encoded
data via the encryption code 144 to form the processed data. The processed data, whether
encrypted or not, may be prepared for transmission using the transmission code 146, as shown
in block 430 and the display CRC table 139 may be updated as shown in block 432. With the

graphical data modified into processed data, the management code 138 may determine if the
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connection to the remote management system 5 is inactive, as shown in block 434. If the
connection is active, the management code 138 may indicate another slice to be accessed by
the capture engine 132, as shown in block 404. However, if the connection is inactive, the

process may end at block 436.

[0064] Prior to continuing this discussion, it has been mentioned above that the
graphical data that represents the video image may be divided into various slices. FIG. 6 is an
exemplary embodiment of the video image that may be divided into slices and blocks in
accordance with embodiments of the present inyention. In this diagram, a video image 500,
such as the one created from the contents of the frame buffer 62 for presentation to the
monitor 4, may be divided into different areas, such as viewable areas and non-viewable
areas. The viewable areas and non-viewable areas may be utilized in analyzing the video

image 500.

[0065] The viewable areas and non-viewable areas may be defined based upon the
overlap between the different sections of the output from the video graphics controller 58.
For instance, with regard to the vertical side, the video image 500 may include a first vertical
unviewable section 506, a vertical viewable section 508, and a second vertical unviewable
section 510. Similarly, with regard to the horizontal side, the video image 500 may include a
first horizontal unviewable section 512, a horizontal viewable section 514, and a second
horizontal unviewable section 516. The viewable sections 508 and 514 overlap to define a
viewable area 518 of the video image 500. The viewable area 518 is utilized to present the
graphical data from the applications, processors, or other sources, through the use of the color
bits that are associated with each of the respective pixels in the viewable area 518. The

unviewable sections 506, 510, 512 and 516 overlap to define an unviewable area 520 of the
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video image 500, which forms a border around the viewable arca 518. The unviewable area

520 may include darkened portions of the video image 500 that are not presented to a user.

[0066] Within the viewable area 518 of the video image 500, the pixels may be
divided into slices 502¢-502y and blocks 50440-504xy to provide definable areas in the video
image 500. For example, the horizontal rows of pixels, which may be referenced as
scanlines, are grouped together into slices 502¢-502y. The value of N is determined by
dividing the number of horizontal rows of pixelsiby the number of scanlines defined in each
slice 502-502y. Further, each of the slices 5024-502y may be divided into groups of pixels
that are references as blocks 504¢9-504ny. The blocks 504¢9-504yy may be grouped based
upon a specific pixel, a specific pixel along with one or more adjacent pixels, or a specific
group of pixels. This division of the pixels into blocks 5044p-504ny and slices 502¢-502y
provides definable portions of the video image 500 that may be analyzed for features, such as

changes or other characteristics.

[0067] For instance, if the viewable area 518 of video image 500 is to be displayed at
a resolution of 1600 x 1200, then the vertical viewable section 508 is equal to 1200 rows of
pixels and the horizontal viewable section 514 is equal to 1600 columns of pixels, which
provides a viewable area 518 of 1600 pixels by 1200 pixels. To divide the image into
manageable portions, the slices 502,-502y may include 16 horizontal rows of pixels, while
each of the blocks 504¢p-504yy may include 16 vertical rows and 16 horizontal rows of
pixels. Accordingly, 75 slices 502¢-502y may be formed for the viewable area 518 and 100
blocks 5044)-504yy may be formed in each of the designated slices 502¢-502y. Alternatively,
for a viewable area 518 of 1280 pixels by 1024 pixels, the slices 502¢-502y may include 16

vertical rows of pixels, while the blocks 504(-504ny may be 16 vertical rows by 16
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horizontal rows of pixels. In this configuration, 64 slices 502(-502x may be formed in the
viewable area 518 and 80 blocks 5040o-504ny may be formed in each of the designated slices
5020-502y. Accordingly, it should be noted that the size of the slices 502¢-502y and blocks
50409-504xy along with the resolution may be adjusted or modified as a matter of design

choice.

[0068] Beneficially, the segmentation of the viewable area 518 of the video image
500 into slices 502¢-502y and biocks 50440-504nm divides the viewable area 518 into smaller
portions that may be efficiently analyzed for changes. That is, the changes in the graphical
data associated with each of the blocks 504¢¢-504ny may be analyzed to detect changes in the
video image 500. The size of the blocks 50409-504ny may be adjusted to depend on the
processing power of the capture engine 132, the number of capture engines 132 utilized

within the remote management controller 60A, and/or the amount of capture buffer available.

[0069] FIG. 7 illustrates a functional block diagram of an exemplary embodiment of a
capture engine 132 of FIG. 4 constructed in accordance with an embodiment of the present
invention. In this embodiment of the capture engine 132, the capture control block 610
manages the incoming signals, control signals, capturing of graphical data, and clocking for
the capture engine 132. In particular, the capture control block 610 may continuously
monitor the output signals from the video graphics controller 58 based on various control
signals. Also, the capture control block 610 generates the address/control signals and the
clock signals to the capture buffer 148 and the CRC table 150. In addition, the capture
control block 610 manages the communication of the capture done signal CaptureDone to

indicate that the capture engine 132 has completed analysis of the graphical data. The capture
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state machine 614 receives the capture next slice signal CaptureNext to indicate that the

capture engine 132 is to process the next slice of graphical data.

[0070] The output signals from the video graphics controller 58 may be received by
the synchronization flip-flops 602. The synchronization flip-flops 602 are used to sample the
incoming signals to manage the timing of the signals for the internal logic of the capture
engine 132. These signals may include red color signals RED, blue color signals BLUE,
green color signals GREEN, a horizontal synchronization signal HSYNC, a vertical
synchronization signal VSYNC, pixel clock signal PixelClk, and display enable signal
DISP_EN. The red color signals RED, blue color signals BLUE and green color signals
GREEN may be 8 bits of color data that are associated with each of the respective colors.
Further, the horizontal synchronization signal HSYNC may be associated with the horizontal
aspects of the graphical data, while the vertical synchronization signal VSYNC may be
associated with the vertical aspects of the graphical data. The pixel clock signal PixelClk
may provide a clock signal to the synchronization flip-flops 602, while the display enable
signal DISP_EN may indicate if the remote management system is being provided signals in

the display area 518.

[0071] From the synchronization flip-flops 602, the color signals, which include the
red color signals RED, blue color signals BLUE and green color signals GREEN, are
provided to the pixel decimation module 604. The pixel decimation module 604 may keep
the upper 4 bits of each of the color signals for further processing within the capture engine
132. However, the lower 4 bits may be truncated, rounded, or dropped to reduce the amount

of graphical data that is processed and transmitted. It should be noted that these lower bits
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may be utilized if more color accuracy is desired. Then, the truncated signals are combined

together and provided to a pixel accumulator 606.

[0072] The pixel accumulator 606 groups the pixels and provides the
truncated color signals to the capture buffer 148 and the CRC generator 618. For
instance, the pixel accumulator 606 may combine the even and odd pixels to double
the data width of the accumulated pixel data. The pixel accumulator 606, which may
be a set of flip-flops that alternately capture the incoming truncated color signals into
an "even" and "odd" set of flip-flops. As a result, the output data of the pixel
accumulator 606, which is accumulated signals, is twice the bus width of the
incoming data set and may be sent to capture buffer 148 and CRC generator 616 at
half of the speed of the pixel clock signal PixelClk. The CRC generator
618 performs a 32-bit CRC of the accumulated signals. To calculate the CRC of a
block, the CRC generator 618 saves and restores intermediate data represented by the
accurnulated signals to the CRC table 150 as each block is addressed. When the entire
slice has been scanned, the capture CRC table 150 contains a complete CRC for each
block within the slice. The coordination of the data being stored in the capture CRC

table 150 and the capture buffer 148 is further explained below.

[0073] The control signals from the synchronization flip-flops 602 are provided to the
waveform monitor 608. The waveform monitor 608 analyzes the incoming signals, such as
the horizontal synchronization signal HSYNC, vertical synchronization signél VSYNC, and
DISP_EN signals, to determine the total horizontal width, total vertical width, current
horizontal position, current vertical position, etc. The waveform monitor 608 passes this

information to the capture control block 610 for use in generating the memory clock signal
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RAMCIk and determining when to start a capture of the output signals from the video
graphics controller. Specifically, the horizontal synchronization signal HSYNC and vertical
synchronization signal VSYNC enable the capture control block 610 to monitor the current
horizontal position and current vertical position to start and stop the capture of the incoming

signals.

[0074] As another source of control signals, the capture control block 610 is coupled
to the configuration control registers 612 and capture state machine 614. Accordingly, the
configuration control register 612, which is coupled to a register read/write interface,
provides control information, such as horizontal synchronization signal HSYNC polanty and
vertical synchronization signal VSYNC polarity, to the capture control block 610. From the
capture state machine 614, the capture control block 610 may receive an arming signal, such
as a capture next slice signal CaptureNext. The arming signal is provided to the capture state
machine 614 once an indication is received from the processor to capture the next slice. The
capture next slice signal CaptureNext'may indicate that the encoder has completed processing
the previously captured slice and the capture engine 132 should begin capturing the next
available slice. As such, the configuration control registers 612 and capture state machine
614 may provide additional control information that is utilized by the capture control block

610 to process the graphical data.

[0075] To determine the previously captured slices, the capture control block 610
may access the previous scan register 616. The previous scan register 616 may maintain a list
of previously captured slices that is utilized to insure that each of the slices for an image is
captured before other slices are scanned again. For instance, the previous scan register 616

may be initially filled with “0” to indicate that none of the slices have been captured. As

34



WO 2006/024031 PCT/US2005/030602

slices are scanned, the corresponding bit position is set with a “1” in the previous scan
register 616. When the arming signal, such as the capture next slice signal CaptureNext, is
received by the capture control block 610, the capture control block 610 may examine the
registers of the previous scan register 616 to determine which slices have not been scanned.
Then, once each of the slices has been scanned, the previous scan register 616 may again be

filled with “0’s.”

[0076] The capture control block 610 may coordinate data being stored and
provide a clock signal to the capture CRC table 150 and the capture buffer 148. For
instance, the capture control block 610 may coordinate the data being stored in the
capture CRC table 150 and the capture buffer 148 by providing address/control signals
that are based on the control signals received from the waveform monitor 608,
configuration control register 612, and capture state machine 614. Further, the capture
control block 610 may provide the memory clock signal RAMCIk based on this same
information. The capture control block 610 may provide a clock signal that is 1/n,
where n =1, 2, or 4, for example, of the speed of the pixel clock signal PixelClk to
match the data being provided from the pixel accumulator 606. The capture control
block 610 divides the incoming pixel clock signal PixelClk by n and phase aligns the
output of the memory clock signal RAMCIk to match the assertion of display enable
signal DISP_EN. If n = 2, this insures that the first pixel in every horizontal row is an

"odd" pixel.

[0077] FIG. 8 illustrates a functional block diagram of a first alternative exemplary
embodiment of a remote management controller 60B and video graphics controller 58 of FIG.

2. In the diagram 700, the remote management controller 60B may include additional
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components to handle changes in the graphical data being provided from the video graphics
controller 58. For example, the digital video redirection module 92B may include a capture
engine 132, a capture buffer 148, a capture CRC table 150, and a DMA engine 704. The
DMA engine 704 may be utilized to move the changed graphical data to a virtual screen
buffer (“VSB”) 708. By utilizing the DMA engine 704 and the VSB 708, the remote
management controller 60B may further reduce the interaction with the processor 64 to move

graphical data.

[0078] Accordingly, various code and components of the present embodiment may
operate in a similar manner to those discussed above in FIG. 4. For instance, the video
graphics controller 58 may include various components 116, 118, 120, 122 and 124, and
nodes 126, 128 and 130, which may operate, as discussed above with regard to FIG. 4. Also,
the remote management controller 60B may include the capture engine 132, memory
controller 72, various code 138, 140, 142, 144, and 146 in the memory 76, the processor 64,
and the capture buffer 148 and capture CRC table 150, which may operate as discussed above

with regard to FIG. 4.

[0079] In this embodiment, the capture engine 132 may access a designated slice,

which may be one of the slices 502¢-502y of FIG. 6, to analyze the blocks, which may be one
of the blocks 5044g-504nwm of FIG. 6, within the designated slice for changes in the

graphical data. These changes may be stored in the virtual screen buffer 708. Then, the
scanner code 706 may detect changes in the virtual screen buffer 708 to determine the change

in the graphical data that is to be transmitted to the remote management system 5.
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[0080] In the remote ma.nagementlcontroller 60B, the capture engine 132 may analyze
the designated slice for changes in the different blocks within the designated slice. The
capture engine 132 may analyze the designated slice by comparing the CRC values for the
designated slice in the capture buffer 148 against the previously stored CRC values in the
VSB CRC table 710. If the block within the capture buffer 148 has changed, the capture
engine 132 may notify the DMA engine 704 which block has changed. The notification may
include passing a block pointer to the DMA engine that is associated with the block that has
changed. The DMA engine 704 may transfer graphical data from the capture buffer 148 to
the virtual screen buffer 708 without the processor 64 or other program intervention. The
virtual screen buffer 708, which is a copy of the video image stored in the frame buffer 62,
may correspond to a 1280 pixel by 1024 pixel viewable area with 12 bits representing the
color each pixel, or a 1600 pixels by 1200 pixel viewable area with 8-15 bits representing the

color for each pixel, for example.

[0081] The scanner code 706 may scan the virtual screen buffer 708 for changes in the
graphical data. Similar to the comparison performed by the capture engine 132, the scanner
code 706 may analyze the virtual screen buffer 708 for blocks of graphical data that have
changed. Specifically, the scanner code 706 may calculate CRC values for each of the blocks
and store the CRC values in its own CRC table 711. The scanner code 706 then compares the
calculated CRC values with previously stored CRC values. If the CRC values match, then the
block has not changed. However, if the CRC values do not match, then scanner code 706
may provide the block of graphical data to the compression code 140, encoder code 142,
encryption code 144, and transmission code 146 for further processing, as discussed above.
The exemplary processing of the graphical data in the remote management controller 60B is

shown in greater detail in FIGs. 9A and 9B.
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[0082] FIGs. 9A and 9B are process flow diagrams illustrating the exemplary use of
the remote management controller 60B of FIG. 8. In FIG. 9A, the process flow diagram of
the capture engine 132 is generally referred to by reference numeral 800. The process begins
at block 802. In block 804, the processor 64 configures the capture engine 132. The
configuration may include informing the capture engine 132 of the location in the memory 76
of the VSB 708 and the VSB CRC table 710. The processor 64 then enables the capture
engine 132 to begin capturing information at block 806. Then, the capture engine 132 clears
the scanned slice flags, which may be stored in the previous scan register 616, as shown in

block 808.

[0083] Once the scanned flags are cleared, the capture engine 132 may wait for the
next slice to be captured, as shown in block 810. Instead of the processor 64 initializing a
slice capture as discussed above, the capture engine 132 initiates a slice capture in response to
the DMA engine 704 finishing a previous slice. Once a new slice is indicated, the capture
engine 132 determines whether the slice has been scanned previously, as shown in block 812.
This may include examining the bits within the previous scan register 616 to determine the
slices that are previously scanned. If the slice has been previously scanned, then the capture

engine 132 waits for the next slice, as shown in block 810.

(0084] However, if the slice has not been previously scanned, then the capture engine
132 may capture and process the blocks of graphical data within the slice in blocks 814-818.
At block 814, the capture engine 132 captures a slice and computes the CRC for each block in
the slice. At block 816, the capture engine 132 marks the slice as having been scanned.

Marking or changing the bit setting in the previous scan register 616 may be utilized to
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indicate that the slice has been scanned. Then, the block pointer may be reset to the first

block in the slice, as shown in block 818.

[0085] At block 820, the capture engine 132 may compare the CRC block in the
capture CRC table 150 to the previous value for that block stored in the VSB CRC table 710.
If the CRC values match, then the capture engine 132 may move the block pointer to the next
block within the designated slice, as shown in block 822. However, if the CRC values do not
match, then the capture engine 132 may indicate to the DMA engine 704 to update the VSB
CRC table 710 with the new CRC value from the capture CRC table 150, as shown in block
824. The DMA engine 704 may be notified that it may move the block to the VSB 708, as
shown in block 830. Then, the capture engine 132 may move the block pointer to the next
block within the designated slice, as shown in block 822. WithA the block pointer updated, the
capture engine 132 may determine whether the block is at the end of the slice, as shown in
block 828. If the block is not at the end of the slice, then the capture engine 132 may

compare the CRC values for the next block of graphical data at block 820.

[0086] Once the slice has been analyzed by the capture engine 132, a determination is
made to whether the remote management system connection is active or inactive, as shown in
block 832. This determination may be made by the processor 64. If the remote management
system connection is active, the capture engine 132 may determine whether each of the slices
in the video frame buffer have been scanned, as shown in bloci( 834. If the slices have been
scanned, the capture engine 132 may clear the scanned slice flags, as shown in block 808.
However, if the slices have not been scanned, the capture engine 132 may wait for the next
slice, as shown in block 810. Regardless, if the remote management system connection is

inactive, the process may end at block 836.
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[0087] FIG. 9B is a process flow diagram of the processor 64 analyzing blocks of the
virtual screen buffer 708 for changes to reduce the amount of graphical data that is
communicated across the network M. In FIG. 9B, the process flow diagram is generally
referred to by reference numeral 840. Tt should be understood that the operation of the
capture engine 132 described in regard to Fig. 9A and the operation of the processor 64

described in regard to Fig. 9B may continue in parallel.

[0088] The process of Fig. 9B begins at block 842. At block 844, the scanner code
706 may access a block of the virtual screen buffer 708. Then, at block 846, the scanner code
706 may calculate the CRC values for a block in the virtual screen buffer 708. At block 848,
the scanner code 706 may determine whether each of the blocks have changed in the virtual
screen buffer 708. The determination may be similar to the discussion of block 414, which
results from comparing the calculated CRC value of a block with the stored CRC values in
another CRC table. If the block has not changed, the scanner code 706 may calculate the
CRC value for the next block in the VSB 708, as shown in block 846. However, if the block
has changed, then the scanner code 706 may store the updated CRC value in another CRC
table 711 as shown in block 850. Once stored, the scanner code 706 may provide or notify
the other code, such as the compression code 140, the encoder code 142, the encryption code
144, and the transmission code 146, to further process the changed block similar to the
discussion of blocks 416-430, as shown in blocks 852-860. Then, the management code 138
may determine whether the remote management system connection is inactive, as shown in
block 862. If the remote management system connection is active, the management code 138

may indicate that the scanner code may continue to analyze the virtual screen buffer 708, as
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shown in block 844. However, if the remote management system connection is inactive, the

process may end at block 864.

[0089] FIG. 10 illustrates a functional block diagram of a second alternative
exemplary embodiment of a remote management controller 60C and video graphics controller
58 of the managed system 2 of FIG. 2. In this diagram 900, the remote management
controller 60C may include a change table 904 to manage the access to the virtual screen
buffer 708. Specifically, the change table 904 indicates the status of the blocks of graphical
data as being changed or unchanged. Thus, the processor 64 can determine which portions of
the VSB 708 have changed since the last time such portions of the VSB 708 were
interrogated. In other words, the use of the change table 904 enables the processor 64 to
determine whether a block has been modified merely by accessing the change table 904

instead of re-calculating CRC values for each of the blocks in the virtual screen buffer 708.

[0090] . It should be understood that the code and components of the present
embodiment may operate in a similar manner to those discussed above in FIGs. 4 and 8. For
instance, the video graphics controller 58 may include various components 116, 118, 120, 122
and 124, and nodes 126, 128 and 130, which may operate as discussed above with regard to
FIG. 4. Also, the remote management controller 60C may include the capture engine 132, the
DMA engine 704, various code 138, 140, 142, 144, and 146, the capture buffer 148, capture
CRC table 150, memory controller 72, and virtual screen buffer 708 and virtual CRC table

710 in the memory 76, which may operate as discussed above with regard to FIGs. 4 and 8.

[0091] However, to provide enhanced functionality, the remote management

controller 60C may include a change mechanism, such as the change table 904, to control the
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access to and manage the changes in the virtual screen buffer 708. The processor 64 and
capture engine 132 may toggle bits within the change table 904 to indicate that the blocks of
graphical data in the virtual screen buffer 708 have been changed or are unchanged.
Specifically, the capture engine 132 may set the bits to indicate a change and the processor 64
may clear the bits to acknowledge a change. Accordingly, the processor 64 may efficiently
read these “changed” bits in the change table 904 to determine whether the blocks have
changed, access the corresponding blocks of changed graphical data in the VSB 708, and
clear the changed bit when the blocks of changed graphical data have been processed. The
access between the processor 64 and/or capture engine 132 to the change table 904 may be
through a 32-bit interface, for example. This 32-bit interface provides access to the status of
32 blocks of data with each read from the change table 904. As such, the processor 64 may
identify changes within a virtual screen buffer 708 and may circumvent graphical data
synchronization issues by “locking out™ certain regions of video screen buffer 708 from being

updated, while the changed blocks are being interrogated by the processor 64.

[0092] For example, to represent the status of each block in the virtual screen buffer
708, the change table 904 may include “n” blocks per slice by “m” slices by 1 bit for each
block in the virtual screen buffer 708. For the virtual screen buffer 708, a change table 9504 of
128 x 128 x 1 bits or 16,384 bits of data may represent the entire virtual screen buffer 708. In
the change table 904, a bit that is set to the value of “0” may indicate that the block is
unchanged. When the graphical data in a block is changed, the corresponding bit in the
change table 904 may be set to the value of “1.” As a result, the change table 904 may

associate each block of graphical data in the virtual screen buffer 708 with a specific bit that

indicates the status of the block.
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[0093] The present technique uses an automatic lockout mechanism so that when the
processor 64 reads from the change table 904, blocks that have been modified are “locked
out.” For example, if the processor 64 reads a 32-bit value from the change table 904, the
DMA engine will be unable to update up to 32 blocks of the change table. Furthermore,
neither the data in the VSB 708 or the corresponding CRC entry in the CRC table 710 may be
updated. When the processor 64 is updating the change table 904, the processor 64 writes
back the value it read from the change table after each modified block has been transmitted.
For example, writing a “1”” has the effect of clearing the corresponding bit in the change table
904. Furthermore, the write cycle also “unlocks” these blocks and allows them to be

automatically updated once again.

[0094] Beneficially, the change table 904 enhances the operation of the remote
management controller 60 by improving the efficiency of the change processing. For
instance, the use of the change table 904 reduces the computational complexity in
determining the changed blocks within the virtual screen buffer 708. That is, the change table
904 enhances the operation of the remote management controller 60 by reducing the
processing time through the simplification of identifying changed blocks of graphical data.
More specifically, it is believed that the change table 904 may improve the change

determination by about an order of magnitude.

[0095] The exemplary processing of the graphical data in the remote management
controller 60C is shown in greater detail in FIGs. 11A and 11B. FIGs. 11A and 11B are
process flow diagrams illustrating the exemplary use of the remote management controller
60C of FIG. 10. InFIG. 11A, the capture engine 132, processor 64, and DMA engine 704

may process different blocks within designated slices. In this process flow diagram, which is
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generally referred to by reference numeral 1000, the present embodiment may operate in a
similar manner to those discussed above in FIGs. 5, 9A and 9B. However, in this flow
diagram 1000, the processor 64 and capture engine 132 may manage the access to the virtual
screen buffer 708 by utilizing the change table 904 to reduce conflicts in accessing the virtual

screen buffer 708.

[0096] The process begins at block 1002. The blocks 1004-1018 operate in a similar’
manner to the respective blocks 804-818 of FIG. 9A. For instance, at blocks 1004 and 1006,
the processor may configure and enable the capture engine 132 to access a slice. Once the
capture engine 132 has captured the slice, the capture engine 132 clears the scan flags and
waits for the next unscanned slice, as shown in blocks 1008, 1010, and 1012. Once the
capture engine 132 has located an unscanned slice, it may capture it and may calculate the
CRC values for the blocks of the slice in block 1014, Then, the capture engine 132 may mark
the slice as scanned and reset the block pointer to the first block in the slice, as shown in

blocks 1016 and 1018.

[0097] Next, the DMA engine 704 may determine if the block has been locked by the
processor 64, as shown in block 1020. If the block is locked, the DMA engine may skip this
block and proceed to the next block by moving the block pointer to the next block in the slice,
as shown in block 1022. If the pointer reaches the end of the slice, the process flow moves to
block 1036 where the connection is determined to be active or inactive, as generally described
previously. If a block pointer has not reached the end of the slice, then the process set forth in

block 1020 is repeated.
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[0098] However, if the block is not locked, then the DMA engine 704 may compare
the CRC value in the capture CRC table 150 to the previous value stored in the VSB CRC
table 710, as shown in block 1024. If the CRC values match, then the DMA engine 704 may
move the block pointer to the next block within the designated slice, as shown in block 1022.
However, if the CRC values do not match, then the DMA engine 704 may update the VSB
CRC tabie 710 with the new CRC value from the capture CRC table 150, as shown in block
1026. The DMA engine 704 may then move the block contents from the capture buffer 148
to the proper location within the VSB 708, as shown in block 1028. Also, the capture engine
132 may set the modified bit within the change table 904 to indicate that the graphical data in
that block has changed. This may involve toggling the bit setting within the change table 904.
Then, the DMA engine 704 may move the block pointer to the next block within the
designated slice, as shown in block 1022. With the block pointer updated, the DMA engine
704 may determine whether the block is at the end of the slice, as shown in block 1032. If the
block is not at the end of the slice, then the DMA engine 704 may determine if the next block
is locked at block 1020. However, if the block is the end of the slice, then the DMA engine

704 notifies the capture engine 132 to possibly obtain another slice, as shown in block 1036.

[0099] Once the slice has been analyzed by the DMA engine 704, a determination is
made to whether the remote management system connection is active or inactive, as shown in
block 1036. This determination may be similar to the determination made in block 832 of
FIG. 9A. If the remote management system connection is active, the capture engine 132 may
determine whether all slices have been scanned, as shown in block 1038. If the slices have
been scanned, the capture engine 132 may clear the scanned slice flags, as shown in block

1008. However, if the slices have not been scanned, the capture engine 132 may wait for the
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next slice, as shown in block 1010. Regardless, if the remote management system connection

is inactive, the process may end at block 1040.

{00100] . InFIG. 11B, the processor 64 may process different blocks within the virtual
screen buffer 708 by utilizing the change table 904. In this process flow diagram, which is
generally referred to by reference numeral 1041, the present embodiment may operate in a
similar manner to the blocks discussed above. Specifically, the change table 904 may
indicate the changed blocks in the virtual screen buffer 708 to expedite the processing of
changed blocks. In this flow diagram 1041, the processor 64 may manage the access to the
virtual screen buffer 708 by utilizing the block lock out feature change table 904 to reduce
any conflicts with accesses to the virtual screen buffer 708 by the capture engine 132 or DMA

engine 704.

[00101] The process begins at block 1042. In this diagram 1041, the processor 64 may
access a change table 904 to determine if specific blocks of the virtual screen buffer 708 have
changed, as shown in block 1044. This use of the cﬁmge table 904 by the processor 64
prevents the processor 64 from having to analyze unchanged portions of the data in the VSB
708. Atblock 1046, the processor determines if the block has been modified. Similar to the
discussion above, the determination of the blocks being modified may be based on the setting
that corresponds to the block in the change table 904. For instance, bits st to “0” may
indicate that the blocks are unchanged and bits set to “1” may indicate that the blocks are
changed. If the block is not changed, then the processor moves to the next block, as shown in

block 1048.
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[00102] However, if the setting in the change table 904 indicates a change in the bléck,
then the block is processed. To begin, at block 1050, the processor 64 locks the block. This
prevents the DMA engine 704 from overwriting the contents of the block in the VSB 708.
Following the locking of the block, the processor 64 processes the block as shown in blocks
1052-1060, which is similar to the discussion of blocks 852-860 in FIG. 9B. Once the
graphical data is processed, the processor 64 marks the block as unchanged at block 1061 and
unlocks the block of graphical data at block 1062. At block 1064, the processor 64 may
determine if the remote management system connection is inactive. If the remote
management system connection is active, the processor 64 may move to the next block at
block 1048. Furthermore, when the processor 64 has evaluated all of the blocks in the VSB
708, it may start over at the first block. However, if the remote management system

connection is inactive, the process may end at block 1066.

[00103] The third exemplary embodiment enables the construction of network packets
that may be directly processed and placed into a network buffer for direct access by a
communication device, such as the NIC 86. For example, the technique may place the
processed data into a data payload of a network buffer and calculate a checksum for the
processed data. Then, the processor 64 or NIC 86 may be notified to transmit the processed

data in the network buffer.

[00104] FIG. 12 illustrates a functional block diagram of the third alternative
exemplary embodiment of a remote management controller 60D and video graphics controller
58 of the managed system 2 of FIG. 2. In this diagram 1100, the remote management
controller 60D may include a DVR encoder engine 1102 to analyze the designated slice of

graphical data. The DVR encoder engine 1102 may include a compression function 1106, an
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encoder function 1108, an encryption function 1110, and é verification function 1112, which
are utilized to process the graphical data in the designated slice. After the graphical data is
processed, the DVR encoder engine 1102 may place any processed data into one or more
network buffers 1114 and 1116 to form data packets. Then, when each of the data packets is
full or the data is stale, the DVR encoder engine 1102 may notify the NIC 86 or the processor
64 that the data in one or more of the network buffers 1114 and 1116 is ready for

transmission to the remote management system 5.

[00105] The code and components of the third embodiment may operate in a similar
manner to those discussed above in FIGs. 4 and 8. For instance, the video graphics controller
58 may include various components 116, 118, 120, 122 and 124, and nodes 126, 128 and 130,
which may operate as discussed above with regard to FIG. 4. Also, the remote management
controller 60D may include the capture engine 132, the management code 138, transmission
code 146 and the VSB CRC table 710 in the memory 76 along with the capture buffer 148
and capture CRC table 150 associated with the capture engine 132, which may operate as
discussed above with regard to FIGs. 4 and 8. Further, the compression function 1106,
encoder function 1108, and encryption function 1110 may be similar to the compression code

140, encoder code 142, and encryption code 144 of FIGs. 4 and 8, respectively.

[00106] However, to more efficiently process the graphical data in the designated
slices, the remote management controller 60D may include a DVR encoder engine 1102. The
DVR encoder engine 1102 may analyze the graphical data in the capture buffer 148 and place
the data into a network buffer 1114 or 1116 for the NIC 86 to transmit the changed graphical
data. In this embodiment, the processor 64 uses the transmission code 146 to allocate and

manage one or more network buffers 1114 and 1116 that are directly accessible by the DVR
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encoder engine 1102, The network buffers 1114 and 1116 include network header fields
1114A and 1116A, payload fields 1114B and 1116B, and CRC fields 1114C and 1116C. As
an example, the network heﬁder field 1114A is filled out by the transmission code 146 with
network information. The network information may include transmission control
protocol/Internet protocol (“TCP/IP”) data that specifies the source and destination of the data
packet, for instance. The network header field 1114A may be 14 bytes in length. The
processor 64 may calculate a portion of the CRC field 1114C for the network header field

1114A by executing the transmission code 146.

[00107] To operate, the processor 64, which may execute the transmission code 146,
allocates additional network buffers 1114 and 1116 for the DVR encoder engine 1102 which
includes a register or pointer 1103 to the allocated network buffer. The transmission code
146 may notify the DVR encoder engine 1102 of the data payload field 1114B size and
location for the data to be placed. The notification may include setting a register with the
starting location of the data payload field 1114B along with the maximum size. Further, the
DVR encoder 1102 calculates a portion of the CRC field 1114C for the payload field 1114B
and provides this value to the processor 64. The CRC values for the payload field may be
calculated by the verification function 1112, which is discussed below. This eliminates the
need for the processor 64 to have to access any data in the payload field 1114B. The
processor 64 completes the calculation of CRC field 1114C using the partial calculations of
the CRC for the network header field 1114A and the data payload field 1114B. Further, the
processor 64 may notify the NIC 86 to send the data buffer 1114 or 1116 via the network N or
M. The notification may result from the DVR encoder engine 1102 generating an interrupt to
the processor 64 when the network buffer 1114 and 1116 is full or may be based on the

expiration of a timer (i.e. the data is stale).
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[00108] The DVR encoder engine 1102 may detect changes in the graphical data
placed in the capture buffer 148 and further process the graphical data, as discussed above.
For instance, the DVR encoder engine 1102 determines whether the data within the block has
been modified. The determination is made by comparing the calculated CRC value in capture
CRC table 150 with the previously calculated CRC value of the specific block that is located
in the image CRC table 710. It should be noted that this embodiment does not include a
shadow copy of the image display on the remote monitor 8 in a virtual screen buffer, as did
the embodiments illustrated in Figs. 8 and 10. Nevertheless, this embodiment does use the

image CRC table 713 which is similar to the VSB CRC table 710.

[00109] Further, the DVR encoder engine 1102 may include a compression function
1106, an encoder function 1108, an encryption function 1110 and a verification function
1112. The functions 1106, 1108, 1110, and 1112 modify the changed data for transmission in
a similar manner to the code discussed above. To enhance efficiency, the unchanged
graphical data and changed graphical data may be handled differently. For instance,
unchanged graphical data may be dropped and another block analyzed for any possible
changes. However, for the changed data, the DVR encoder engine 1102 may provide
notification or process the changed data with the other functions 1106-1112 within the DVR

encoder engine 1102.

(00110] Unlike the previous embodiments in which the processor 64 compressed,
encoded, and/or encrypted the data and then formed the data into a packet suitable for
transmission over the network, the present embodiment relieves the processor 64 of the duties

regarding the processing of the data portion of the packet. Rather, this functionality is built
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into the DVR encoder engine 1102, as illustrated by the compression function 1106, the
encoder function 1108, the encryption function 1110, and the verification function 1112.
Specifically, the DVR encoder engine 1102 calculates the CRC for the data portion of the
packet and loads it into a register so that it may be accessed by the processor 64, which can
then combine this value with the CRC for the header to generate the final CRC for the packet.
This greatly accelerates packet processing and removes throughput constraints related to how

fast the processor 64 can access its memory 76.

[00111] Once the fully processed data packet is placed into the network buffer 1114,
the transmission code 146 may notify the NIC 86 that the network buffer 1114 is ready for
transmission over the management network M. For instance, the transmission code 146 may
signal the NIC 86 that the data in the network buffer 1114 is ready for transmission to the
remote management system 5. Then, the NIC 86 may start transrﬁitting the data in the
network buffer 1114 to the remote management system 5. The DVR encoder engine 1102
may not send additional changed graphical data to the network buffer 1114 until the NIC 86
has transmitted the data successfully to the remote management system 5. However, the
DVR encoder engine 1102 may be configured to utilize one or more network buffers, such as
another network buffer 1116, when one network buffer 1114 is being transmitted to the
remote management system 5. Once the transmission is complete, the DVR encoder engine
1102 may be signaled to start processing captured data to the network buffer 1114, while the
DVR encoder engine 1102 fills the buffer 1116. In this embodiment, it should be noted that
there may be buffers in addition to the buffers 1114 and 1116, and that the number of buffers
may be selected to ensure that at least one buffer is always available to be filled by the DVR
encoder engine 1102. It should also be noted that hardware support may not be provided for

all buffers in this embodiment and that the remaining buffers may be provided in software.
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For example, in this embodiment, one hardware buffer may be provided, with the remaining

buffers being provided in software.

[00112] Beneficially, the DVR encoder engine 1102 enhances the performance of the
system. For instance, the DVR encoder engine 1102 reduces the involvement of the
processor 64 in handling the movement of the graphical data and processing the graphical
data. Thus, the processor 64 is free to handle other tasks for the managed system.
Furthermore, it should be clear from the above description that the delivery of data packets
over the network will determine how frequently the DVR encoder engine 1102 receives
buffers. When more network bandwidth is available, the DVR encoder engine 1102 will stall
less frequently waiting for available network buffers. This, in turn, decreases the amount of
time the capture engine 132 is stalled waiting for the DVR encoder engine 1102 to finish
analyzing a slice. Thus, the capture engine is able to capture more slices per second, thus
translating into a higher refresh rate for the monitor 8 associated with a remote management
system 5. Conversely, when less network bandwidth is available, the resulting refresh rate for

the monitor 8 associated with a remote management system 5 will be reduced.

[00113] The exemplary processing of the graphical data in the remote management
controller 60D is shown in greater detail in FIGs. 13A, 13B and 13C. FIGs. 13A, 13B and
13C are process flow diagrams illustrating the exempla‘ry use of the remote management
controller 60D of FIG. 12 in accordance with the third embodiment. Specifically, Figs 13A
and 13B illustrate an exemplary process performed by the digital video redirection module
92D, and Fig. 13C illustrates an exemplary process performed by the processor 64. The
process flow diagrams are generally referred to by reference numerals 1200, 1201, and 1260,

respectively. In the process flow diagrams 1200 and 1201, the present embodiment may
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operate in a similar manner to those discussed above in FIGs. 4, 8 and 10. However, as
described in these flow diagrams 1200 and 1201, the DVR encoder engine 1102 may analyze
the graphical data in the capture buffer 148, process the changed data, and place the processed
data into a network buffer 1114 along with a CRC value associated with the processed data.
Then, the processor 64 may complete and transmit the network buffer 1114 and 1116 to

another device via the NIC 86.

[00114] The process of the digital video redirection module 92D begins at block 1202.
The blocks 1204-1216 operate in a similar manner to the respective blocks 1004-1016 of FIG.
10. For instance, at blocks 1204 and 1206, the processor 64 may configure and enable the
capture engine 132. Then, the capture engine 132 may clear the scan flags and wait for the
next unscanned slice, as shown in blocks 1208, 1210, and 1212. Once the capture engine 132
has a slice, it may capture data into the capture buffer 148 and calculate the CRC values for
the blocks of the slice in block 1214. At block 1216, the capture engine 132 may mark the
slice as scanned, as discussed above. Then, the capture engine 132 signals the completion of

the capture to the DVR encoder engine 1102, as shown in block 1218.

[00115] Once the capture engine has completed its processing of the graphical data, the
DVR encoder engine 1102 may further process the graphical data. To begin, at block 1220,
the DVR encoder engine 1102 compares the CRC value stored in the capture CRC table 150
with the previously stored CRC value in the image CRC table 713 to determine if the CRC
values are different. If the CRC values for the current block are the same, the DVR encoder
engine 1102 moves the block pointer to the next block within the slice, as shown in block

1226.
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[00116] However, if the CRC values are different, the DVR encoder engine 1102 may
reset the stale data timer, as shown in block 1224, and update the image CRC table 713 with
the new CRC value from the capture CRC table 150, as shown in block 1228. It should be
noted that the stale data timer is reset when data is written into a buffer, so that if nothing is
written into tfle buffer by the time the timer expires, the buffer is deemed “stale” and
scheduled for delivery via a NIC. Then, at block 1230, the compression function 1106 may
compress the block of graphical data. At block 1232, the encoder function 1108 may encode
the compressed data into a specific format to form encoded data. Then, the encryption
function 1110 may encrypt the encoded data into a processed data portion of a packet, as

shown 1n block 1234,

[00117] Beneficially, in this embodiment, once the graphical data has been processed,
the DVR encoder engine 1102 may place the processed data into the network buffers 1114 or
1116, as shown in blocks 1236-1248. At block 1236, the DVR encoder engine 1102 may
determine whether payload space is available in the network buffer 1114 or 1116. It should
be noted that more than one slice of graphical data may be buffered before the NIC 86
transmits the graphical data to the remote management system 5. In other words, another
buffer may be provided to the DVR encoder engine 1102 before the previous buffer has been
processed by the processor 64. If network payload space is not available, then the DVR
encoder engine 1102 may notify the processor at block 1238. The notification may be
signaling the processor 64 to allocate more network buffers, for example. Then, the DVR
encoder engine 1102 may determine whether a network buffer is available, as shown in block
1240. If a network buffer is not available, then the DVR encoder engine 1102 may wait for

the processor 64 to present another network buffer, as shown in block 1242. Then, DVR
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encoder engine 1102 may again determine whether the network buffers are available at block
1240. If another network buffer is available, then the DVR encoder engine 1102 may reset
the CRC value in the CRC register, as shown in block 1244, Accordingly, once the CRC is
reset in block 1242 or the determination is made that payload space is available in block
1236, the processed data may be placed into the network buffer 1114 at block 1246. Then,
the CRC value for the network buffer 1114 may be updated as shown in block 1248. The
calculation of the CRC value may be completed by the verification function 1112 of the DVR

encoder engine 1102, which finalizes the packetization of the data portion of the packet.

[00118] With the processed data placed into the network buffer, the DVR encoder
engine 1102 may determine whether the block is the end of the slice at block 1250. If the
block is not the end of the slice, the DVR encoder engine 1102 may continue to analyze the
CRC values in block 1220, as discussed above. However, if the block is the end of a slice,
then the DVR encoder engine 1102 may signal the capture engine 1102 to retrieve another
slice, as shown in block 1252. Then, a determination is made to whether the remote
management system connection is active or inactive, as shown in block 1254, This
determination may be made by the capture engine 132, or even the DVR encoder engine
1102, based on receiving a signal from the processor 64. If the remote management system
connection is active, the capture engine 132 may determine whether all slices have been
scanned, as shown in block 1256. If the slices have been scanned, the capture engine 132
may clear the scanned slice flags, as shown in block 1208. However, if the slices have not
been scanned, the capture engine 132 may wait for the next slice, as shown in block 1210.
Regardless, if the remote management system connection is inactive, the process may end at

block 1258.
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[00119] FIG. 13C is a process flow diagram of the processor 64 in the third alternative
exemplary embodiment of a remote management controller 60D and video graphics controller
58 of FIG. 12. In this flow diagram, the processor 64 allocates one or more network buffers,
such as network buffers 1114 and 1116, for the DVR encoder engine 1102 to fill with
changed graphical data. Then the processor 64 finishes the CRC calculation and notifies the
NIC 86 that to transfer the network buffer 1114 or 1116 to the network. The process begins
at block 1262. At block 1264, the processor 64 allocates resources for the DVR encoder
engine 1102 and configures the capture engine 132, as discussed above in block 1204 of FIG.
13A. Then, at block 1266, the processor 64 may enable the capture engine 132 to capture

slices of graphical data.

[00120] The processor 64 may allocate and manage the network buffers 1114 and
1116, as shown in blocks 1268-1272. At block 1268, the processor 64 may allocate network
buffers, such as network buffers 1114 and 1116, to the DVR encoder engine 1102 and
initialize the network header associated with each of the network buffers 1114 and 1116.
Then, the processor 64 may notify the DVR encoder engine 1102 that the network buffers are
available, as shown in block 1270. This notification may be accomplished by providing the
DVR encoder engine 1102 with the starting address and maximum packet length of the data
payload buffer 1114B. At block 1272, the processor 64 may determi»ne whether the network
buffer is full or includes stale data. Stale data, as noted above, may include situations where
the buffer is not full and data that has been present for a predetermined period of time.
Accordingly, if the data within the network buffer is not stale and the network buffer is not
full, then the processor may wait for the DVR encoder engine 1102 to notify the processor 64

that the network buffer is full or the data is stale. Once the processor 64 receives this
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notification, the processor 64 may further process the network buffers. Here, the notification

may be provided by the DVR encoder engine 1102 sending an interrupt to the processor 64.

[00121]} The processor 64 may further process the network buffers for transmission by
preparing the network buffers for transmission, as shown in blocks 1276-1282. It should be
noted that the processor 64 may make the second network buffer 1116 available to the DVR
encoder engine 1102 before processing the first network buffer 1114. This allows the DVR
encoder engine 1102 to proceed with filling the next buffer while the data in the first buffer is
being finalized and transmitted. At block 1276, the processor 64 may read the network CRC
value for the data payload portion of the network buffer from the DVR encoder engine 1102.
Then, the processor 64 may calculate the network CRC value for the network header portion
of the network buffer as shown in block 1278, although the network CRC value for the
network header portion may have been previously calculated or otherwise provided by the
processor 64. Using the partial CRC values, the processor 64 may complete the calculation of
the CRC value for the entire network packet and supply this value to the end of the network
buffer, as shown in block 1280. At block 1282, the processor notifies the NIC 86 to transfer
the complete packet in the network buffer to the network. Then, the management code 138
may determine whether the remote management system connection is inactive, as shown in
block 1284. If the remote management system connection is active, then the processor may
provide another network buffer to the DVR encoder engine 1102, as shown in block 1268.
However, if the remote management system connection is inactive, the process may end at

block 1286.

[00122] FIG. 14 is a block diagram illustrating an exemplary DVR encoder engine

1102 of FIG. 12. In this embodiment, the DVR encoder engine 1102 may include logic and
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components to process the graphical data being provided from the capture engine 132. The
DVR encoder engine 1102 may include an encoder control block 1402 that receives inputs
from various logic to manage the interactions with the processor 64 and the capture engine

132 and processes the changed graphical data.

[00123] The encoder control block 1402 may manage the processing of the changed
graphical data by exchanging signals with the capture engine 132 and the processor 64. To
provide thié functionality, the encoder control block 1402 may utilize the DVR interrupt
signal DVRInt, the capture done signal CaptureDone, and the capture next slice signal
CaptureNext. The DVR interrupt signal DVRInt may be utilized to notify the processor 64
that the network buffer 1114 is full, stale, or that other network buffers are needed. As
discussed above, the capture done signal CaptureDone is transmitted from the capture engine
132 to the encoder control block 1402 to indicate that the current slice has been captured and
is ready for processing. Accordingly, the capture next slice signal CaptureNext is generated
by the encoder control block 1402 to the capture engine 132 to indicate that the processing of
the previous slice is completed and that the next slice may be captured. In this manner, the
capture engine 132 and the DVR encoder engine 1102 may notify each other when the
respective functions are completed. That is, the capture engine 132 and the DVR encoder
engine 1102 may manage the flow of data between each other without the intervention of the
processor 64 and may be regulated by the network bandwidth or network buffers 1114 and

1116 that are utilized to transmit the changed graphical data.

[00124] Based on the control signals, other sources of incoming signals include the
graphical data from the capture buffer 148. The graphical data from the capture buffer 148 is

provided to the pixel accumulator 1404. The pixel accumulator 1404 divides the pixel data
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into even and odd pixels, which increases the bits on the bus and decreases the clock speed
used for accessing the bits. The pixel accumulator 1404 provides the segmented graphical
data to the pixel cache 1406. The pixel cache 1406 performs a second order compression on
the segmented graphical data. The compression of the segmented graphical data may be ‘
based on the encode pixel signal that is provided from the encoder control block 1402, which
may be based on different coding techniques or schemes. The compressed data is provided to
an accumulator module 1408 that may receive the encoded graphical data along with the
other operational codes based on data from the capture CRC table 150, which is discussed

below.

[00125] Once the encoded graphical data and operational codes are provided to the
accumulator module 1408, it packages these variable-sized bit values into word-sized values
which are then provided to the encoded data buffer 1414. The encoded data buffer 1414 may
include 128 bits of memory to store the encoded data before it is encrypted in the encryption
module 1416. The encryption module 1416 may encrypt the encoded data to form processed
data that may be stored in the data payload field 1114B of the network buffer 1114. Also, the
encryption module 1416 may provide the processed data to the packet CRC calculation
module 1418. The packet CRC calculation module 1418 may calculate the CRC values for
the different data packets and store the associated calculated CRC values in the CRC field
1114C or may store the CRC values in the DVR registers for access by the processor 64 or

NIC 86.

[00126] FIG. 15 illustrates a functional block diagram of a fourth alternative exemplary
embodiment of a remote management controller 60E and video graphics controller 58 of the

managed system 2 of FIG. 2 constructed in accordance with embodiments of the present
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invention. In this diagram 1500, the remote management controller 60E may obtain multiple
designated slices to increase the number of slices that may be analyzed. The digital video
redirection module 92E may include a capture engine 1502, multiple capture buffers 1438;-
148, multiple capture CRC tables 150,-150,, and a DVR encoder engine 1510. Thus, by
analyzing multiple designated slices for changes in the graphical data, the refresh or
presentation rate of the graphical data provided to other systems may mirror the video image

that may be obtained from a monitor that is directly connected to the managed system 2.

[00127] Accordingly, for exemplary purposes, the managed system 2 may include a
capture engine 1502, multiple capture buffers 148,-148, multiple capture CRC tables 150;-
150,, a DVR encoder engine 1510, processor 64, memory controller 72, image CRC table
713, and memory 76. As such, the various code and components of the present embodiment
may operate in a similar manner to those discussed above in FIGs. 4, 8 and 12. For instance,
the monitor 4, remote management system 5, NIC 86, video graphics controller 58, frame
buffer 62, and network M may operate, as discussed above with regard to FIG. 4. Also, the
capture buffers 148,-148,, capture CRC tables 150,-150,, processor 64, code 138 and 146,
image CRC table 713 and network buffers 1114 and 1116 may operate as discussed above

with regard to FIG. 12.

[00128] However, to further detect and provide the changed graphical data to the
remote management system 5, the remote management controller 60E may include a capture
engine 1502 that is configured to handle multiple capture buffers 148,-148, and capture CRC
tables 150,-150,. A first slice information register 1506 and a second slice information
register 1508 may be implemented to identify the contents of multiple capture buffers 148,-

148, and capture CRC tables 150;-150, to the DVR encoder engine 1510. Although only
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two buffers and tables are shown, it should be understood that the number of buffers and
tables may be chosen based upon system performance requirements. With these multiple
buffers and tables, the capture engine 132 can operate extremely efficiently and quickly to
capture slices of video data. Multiple capture buffers may allow the DVR encoder engine
1510 to analyze a slice of graphical data while another slice is being captured into the
alternate buffer. This may prevent the capture engine 1502 from stalling while waiting for the
DVR encoder engine 1510 to finish processing a slice of graphical data. Operating in this
pipelined fashion, data can be captured so quickly that it may be desirable to cease data
capture and/or to cease network transmission of video data from time to time. To accomplish
this, within the capture engine 1502, a throttle agent 1504 may be utilized to pause the
capture engine 1502 for a predetermined period or an automatically determined period after
complete frame sequences have been captured. This allows the data generated from the
previous capture sequence to be transmitted periodically as complete snapshots of the frame
buffer 62. The throttle agent 1504 allows complete frame sequences to occur more or less
often depending on the complexity of the captured image and/or the available network

bandwidth

[00129] In addition, the remote management controller 60E may include a DVR
encoder engine 1510 that is configured to communicate with multiple capture buffers 148;-
148, and capture CRC tables 150,-150,. Within the DVR encoder engine 1510, a first buffer
descriptor register 1512 is associated with the network buffer 1114 and a second buffer
descriptor register 1514 is associated with the other network buffer 1116. Each of the buffer
descriptor registers 1512 and 1514 are utilized to store processed data to the network buffers
1114 and 1116. The registers 1512 and 1514 may allow the DVR encoder engine 1510 to

continue to stream data to memory instead of stalling when waiting for the processor 64 to
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provide another network buffer 1114 or 1116. Thus, the DVR encoder engine 1510 may

provide an enhanced and more efficient mechanism for handling changed graphical data.

[00130] Similar to the operation discussed above, the processor 64 may execute
management code 138 and transmission code 146 to manage the multiple network buffers
1114 and 1116. The processor 64, which may operate similar to the discussion of FIG. 12,
may be configured to handle multiple packet buffers being processed in a piplelined fashion.
In this embodiment, the capture engine 1502 may obtain slices of graphical data from the
video graphics controller 58 and store the graphical data in the respective capture buffers
148,-148,. Similarly, the processor 64 may utilize the transmission code 146 to communicate
with the DVR encoder engine 1510 to transmit the processed data to other systems, as
discussed above. The transmission code may be configured to handle communication with
one or more registers, such as registers 1512 and 1514, to provide the data to the network
buffers efficiently. As such, the processor 64 may be able to provide the graphical data at a
faster rate that is substantially simultaneous with the video image being provided from the
video graphics controller 58.

[00131] It should be noted that the capture engine 1502 and the DVR encoder engine
1510 may be configured to operate with any number of capture buffers, CRC tables, and
network buffers. That is, the capture engine 1502 and the DVR encoder engine 1510 may
include two, three, four or more capture buffers and CRC tables to efficiently process and
provide the graphical data in a substantially simultaneous manner. For instance, the capture
engine 1502 and the DVR encoder engine 1510 may be configured to operate with three
capture buffers and three CRC tables. This allows the DVR encoder engine 1502 to process

three slices, which may be continuous slices of the video image, without having to reduce the
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skipping of slices of the video frame. Further, the capture engine 1502 and the DVR encoder
engine 1510 may be configured to operate with capture buffers and CRC tables that are
associated with different portions of the video image. For example, the capture engine 1502
may divide the video image into three different sections with multiple slices in each section.
In this manner, the capture engine 1502 may be analyzing the different slices from different
sections of the video image to improve the efficiency of the remote management controller
60. Regardless, the increase in slices being processed increases the presentation rate to a

substantially simultaneous rate.

[00132] While the invention may be susceptible to various modifications and
alternative forms, specific embodiments have been shown by way of example in the drawings
and have been described in detail herein. However, it should be understood that the invention
is not intended to be limited to the particular forms disclosed. Rather, the invention is to
cover all modifications, equivalents, and alternatives falling within the spirit and scope of the

invention as defined by the following appended claims.
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CLAIMS
What is claimed is:
1. A remote management controller comprising:

a video redirection device configured to:

obtain a slice of video data output from a video graphics controller,

calculate at least one value correlative to the slice of video data,

if the calculated value for any portion of the slice differs from a value for a previously

obtained corresponding portion, update a table associated with an image related to a remote

system with the calculated value, and process the portion of the slice to create a data portion

of a network packet in a network buffer; and

a processor configured to:

allocate the network buffer, and

provide a header portion of the network packet to the network buffer.
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2. The remote management controller, as set forth in claim 1, wherein the

“processor does not read the data portion of the network packet.

3. The remote management controller, as set forth in claim 1, wherein the video
redirection device comprises an encoder engine to process the portion of the slice into the

data portion of the network packet.

4. The remote management controller, as set forth in claim 1, wherein the at least

one value comprises a cyclic redundancy check.

5. The remote management controller, as set forth in claim 1, wherein the
processor allocates multiple network buffers, and wherein the rate at which the processor
allocates the network buffers is correlative to the rate at which slices of video data are

obtained from the video graphics controller.

6. The remote management controller, as set forth in claim 1, wherein the video

data is obtained from a direct video output of the video graphics controller.

7. The remote management controller, as set forth in claim 3, wherein the

encoder engine is configured to process the video data by compressing the video data.
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8. The remote management controller, as set forth in claim 3, wherein the

encoder engine is configured to process the video data by encoding the video data.

9. The remote management controller, as set forth in claim 3, wherein the

encoder engine is configured to process the video data by encrypting the video data.

10.  The remote management controller, as set forth in claim 3, wherein the

processor notifies the encoder engine when the network buffer has been allocated.

11.  The remote management controller, as set forth in claim 1, wherein the video

redirection device processes any remaining portion of the network packet.

12. A method of processing video data for transmission to a remote system, the

method comprising:

obtaining a slice of video data output from a video graphics controller;

calculating at least one value correlative to the slice of video data;
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allocating a network buffer;

if the calculated value for any portion of the slice differs from a value for a previously
obtained corresponding portion, updating a table associated with an image related to a remote
system with the calculated value, and processing the portion of the slice to create a data

portion of a network packet in the network buffer; and

providing a header portion of the network packet to the network buffer.

13.  The method, as set forth in claim 12, comprising allocating multiple network

buffers.

14.  The method, as set forth in claim 13, comprising controlling the rate at which

slice of video data are obtained by controlling the number of network buffers allocated.

15.  The method, as set forth in claim 12, wherein calculating the value correlative

to the slice comprises calculating a cyclic redundancy check.

16.  The method, as set forth in claim 12, comprising using a processor only for
allocating the network buffer, providing the header portion, and facilitating transmission of

the network packet to the remote system.
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17.  The method, as set forth in claim 12, wherein obtaining the slice of video data
comprises obtaining the slice of video data from a direct video output of the video graphics

controller.

18.  The method, as set forth in claim 12, wherein processing the video data into

the data portion comprises compressing the video data.

19.  The method, as set forth in claim 12, wherein processing the video data into

the data portion comprises encoding the video data.

20.  The method, as set forth in claim 12, wherein processing the video data into

the data portion comprises encrypting the video data.

21.  The method, as set forth in claim 12, wherein the network packet is suitable

for transmission to the remote system.
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22. A computer comprising:

at least one central processing unit;

main memory accessible by the at least one central processing unit;

a video graphics controller configured to receive video data from the at least one

central processing unit and to generate a video data output;

a remote management controller coupled to receive the video data output from the
video graphics controller, the remote management controller comprising a video redirection

device and a processor,

the video redirection device being configured to:

obtain a slice of video data output from a video graphics controller,

calculate at least one value correlative to the slice of video data,

if the calculated value for any portion of the slice differs from a value for a previously

obtained corresponding portion, update a table associated with an image related to a remote

system with the calculated value, and process the portion of the slice to create a data portion

of a network packet in a network buffer; and

the processor being configured to:
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allocate the network buffer; and

provide a header portion of the network packet to the network buffer.

23.  The computer, as set forth in claim 22, wherein the processor does not read the

data portion of the network packet.

24.  The computer, as set forth in claim 22, wherein the video redirection device
comprises an encoder engine to process the portion of the slice into the data portion of the

network packet.

25.  The computer, as set forth in claim 22, wherein the at least one value

comprises a cyclic redundancy check.

26.  The computer, as set forth in claim 22, wherein the processor allocates
multiple network buffers, and wherein the rate at which the processor allocates the network
buffers is correlative to the rate at which the slices of video data are obtained from the video

graphics controller.
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27.  The computer, as set forth in claim 22, wherein the slice of video data is

obtained from a direct video output of the video graphics controller.

28.  The computer, as set forth in claim 24, wherein the encoder engine is

configured to process the block of video data by compressing the video data.

29.  The computer, as set forth in claim 24, wherein the encoder engine is

configured to process the video data by encoding the video data.

30.  The computer, as set forth in claim 24, wherein the encoder engine is

configured to process the video data by encrypting the video data.

31.  The computer, as set forth in claim 22, wherein the network packet 1s suitable

for transmission to the remote system.

32.  The computer, as set forth in claim 22, wherein the video redirection device

processes any remaining portion of the network packet.

71



PCT/US2005/030602

WO 2006/024031

119

Y
wajshg Juswabeuepy a)oway

LBl ..o

| ‘Old

™

waysAg pabeuepy

.

7

somaN

YOMBN

luswabeuepy




PCT/US2005/030602

WO 2006/024031

2/19

-

Z old

sHomiaN
YIOMION
awabeuepy _H_m
o e [ J o |
W 1 4% Czg ;
9gG
66 (LS - PC _ o¥
JIN SER)
pIeOgAY e A4
: [ _.lﬂ
“ Jgjo5u0) ¢9 J1ajjonuon @
Emm.”_www.mm_\,_ Joyng O/l ‘ solg
Q@.\ swel .Tﬂk _ C _ F@ﬂ 1SOS
A 8495 [ /2 2 XA SIS
19 _m__oucoo Gl A cz”’ %
o oty (@) S0
09pIA . (4% % el
Sj0IS Y nes QH H woy ad]
A Py C T abpug
6l ¢Z g2 (0 of
. 02 abpug | L1
m B B LB BTV Cal
. ¥l
_ 1  la
10859901 e o o J0SS9001d
™~ NOI '~ VOl




PCT/US2005/030602

WO 2006/024031

3/19

@ "Old

JoMmiSN
LS~ 19~ uswabeuepy
N
6L wvann AHd
A A
9L~ DL~
Alowsapy Kiowap 6~
ANVHAS yse|4
............ LI N I S _— S
1 - Yy VvV Y \ 4
aoepa)U SINPON
Ha| uonoalpay Isjjoauon aoelay| s
JIN oopIA fiowspy asn JIN 1
puUEGSPIS eubia
Om.\ A N@K A NN..\ A .TQK A @QL \ NQ-\ h
4 v ¥ 4 v L 4
A .TN.l\ A alv @—.K
99~ oe-
D awey || o v v
i ~09
a9~ | N [ - 2|NPON :M\_,umscosaac_ |
oL 1S
o~/ -T2

ISV J8[j0auc) Juawsbeuep ajoway




PCT/US2005/030602

WO 2006/024031

4/19

00%

apo) 8po) .
uoissaidwon [~ 0¥l 9¥Luoissiwsuer ¥ 'old
9po) apaH )
swsbeuep [~ 2%l Y1 -] uondliouz
HOMaN
a|qeL g | 2p0o) juswsbeuepy
0¥0 Aedsig |- 6% fowap ¥V 2R3
P ; _ 9L~
i 8lqeL DD | _ J9]]01u0) JIN 6G~ ol
: aimde) Aowspy og” =
: 7
m o4&l 2.7 |
i | Joyng YL’ _
i aumiden ]_
i 7 lossaooid >
evl aulbu - Vo9 ?
i U N vze 9~
i Z2¢i-1 ande)
g em L~ ] | Jajjonuo) yuswabeuep) sowoy
1 19]|0Ju0)
ocl’| 2~ solydei RN
. I O9PIA
= a2l
ava oulbuy Jopuay
= ¥AR pue soepalu|
1sousnba
qu A 2508 o 29~
» Jayn
8s 071 J19jjoquon Aowspy mcmm_m




WO 2006/024031

5119

PCT/US2005/030602

64

"""" ¥ PP S
[ Capture Engine Accesses the Designated Slice r406
~406
r Capture Engine Stores the Designated Slice in Memory |
~410

Capture Engine Calculates the CRC
for Each Block in the Designated Slice

Y 412
[ Capture Engine Stores the CRC Values in a CRC Table |

414

B e e
[ Processor Reads CRC Value from Capture CRC Table

Is CRC
from Capture CRC Table
Same as CRC in Display
CRC Table?

No ~422

| Processor Reads the Contents of the Capture Buffer |
Y ~424

[ Processor Compresses the Changed Data |
v 426

| Processor Encodes the Compressed Data |
~428

| Processor Encrypts the Encoded Data |
v ~430

[ Processor Prepares the Processed Data for Transmission |
¥ 4352

| Update Display CRC Table |

.
o

Processed?

420

All
Blocks

Yes

Connection
Inactive?

No

64

N
o

400 End FIG. 5



PCT/US2005/030602

WO 2006/024031

6/19

algN Y16~ LG~
A
N
d L0 1
: N
T RO R R et L
%20 14— NN NURKTNe |y
J A
// gLs / / W
02G” ,
o019 30ig 320|d 300[g
004 — [9xid [ox1d [oxid joxid
"My 06 003,06~

04

9 'Old



PCT/US2005/030602

WO 2006/024031

719

auo(] ainjden) <€

0Sl~

L'9Old

9|qel OHD
ainyden

<—

<

Jayng
ainyden

<

<

vl

Jo)siboy >| BuldEN BlelS |
ueosg ainiden
snolAald 19~
J
o9 13)s163y [o5u0) A V
L9~ :o:mSNm_H_WOL
Jojesaus9) @
0)S10) /.)”
3oolg loyuop
Atv [onuo) A WIOJBABAN HW@MM
ainiden 2097 N Sic
‘ sdoj4-dii4 ONASH
uoneziuoJysuAg
— on|g
o907 | MU e
lojejnwinooy SINPOA o
oXid <——juonewaq = < poay
. [oxid 209~
9209~ Y09~
sulbuz amnden
zglL’

1XaN aumdeq



PCT/US2005/030602
8/19

WO 2006/024031

apo) Loung uaasos| [ ejgeL 94D 2p0D apo) .
oy1-H _{uoissardwon [enuIA gsA Jauuedg | |uoissiwsues) N~ | 99l @ Old
2po) 90L” OlL” 90L” T W
uowebeue ¥¥1—] uondiou
) nN-gel ydhioug e
d|qel 8po)D 1uswabeuep
MO N L2 Aiowa Z2¥1-] Jepoous
......................... = 947 | 99~
aulbug 19]|04U0D) so— =
VNG I_ KIOWSN OIN =
7
voL 2L” ] = |
Jayng SRl
ainiden I_ ¢
0}: 14 — Q0G|
o o 108532014 [ g00 G~
i D auibu3 h_ .V@k
......... N m; ....... Eaamo aNm_o__eEco juswabeuely sjoway

| 12
> [103U0D
144 sodels A/
—  IAd 09pPIA o0L
0w o e
22l 0 gl-/
laouanbag 15oH x\mw
all I ol 29~
A Jagn
24 0z~ 19jjonuon) Aowapy mcwm M




WO 2006/024031 PCT/US2005/030602
9/19

800 ~64 602

§ Trmm—— Ty
Processor Configures  |-804 |
Capture Engine :

Connection
Inactive?

Processor Enables | 806 |
Capture Engine

Y

Capture Engine | 808 |
Clears Scan Flags ;

’

i ;
Capture Engine -810
Waits for Next Slice

No

o612

Has Slice
Been Scanned?

Yes

Capture Engine Captures
Slice and Computes CRC
: of each Block in Slice

814

Y
§ Capture Engine Marks |-816
Slice as Scanned

Pl y :
' Capture Engine Resets i
Block Pointer o | 218
First Block in Slice ;

824

Update VSB CRC Table
with new CRC Value

620

Do
CRC Values Match
for the Block?

¥ 8350

Notify DMA Engine that . :
the Blocks o be Moved |—>{ e ok 20 |
i to the Virtual Screen Buffer i

626

Yes

822

1 Yes

End of Slice?
No




WO 2006/024031

10/19

542

PCT/US2005/030602

Y

Scanner Code -84 4

Accesses a Block of VSB

I

Scanner Code Calculates the

846 |

CRC Value for a Block of the VSB

Scanner Code Stores CRC  |-850

Value in CRC Table 711

¥

Processor Reads the Changed
Block in Virtual Screen Buffer

y

-8652

Processor Compresses -85 4

the Changed Data

v

Processor - 8656

Encodes Compressed Data

v

Processor Encrypts
the Encoded Data

¥

Processor Prepares the
Processed Data for Transmission

-856

-8660

Is 662
Connection

Inactive?
Yes

664

FIG. 9B



PCT/US2005/030602

WO 2006/024031

11/19

Ol '9l4

006

ol
29~
Jayng

apon layng usaliog a|geL Yo apo9
| | uoissaidwon [BRUIA aSA uoissiwsues) N~_]
oVl ~ = o¥|
EmEmwmcms_ Pl uondAioug NIOMION
2%l 3po) Juswabeuep
BOEQ_\/_ N*_‘n\ ._OUOQCM
- i _ L~
: auibu3 ; 19]104U0Q
viNg Aowspy OIN
7
m Omm_mJ YOL 2.7 _ ag” _
1 iy Y06~ v [
d a|qel
ainyden sbueyy 10ss8201d
1ayng auibug ~02Z6 ya” ~0209
: m_Bﬂmo mu:amo Ja|lonuog uswabeuepy slowoy
........... T
evl’ zal’
! lsjjonuo)
o<l 2l soydess
— INd 03pIA
L2 XA
Al auibu3 Jopuay
2zl pue aoeUB)U|
- 221~ 1SOH X9
QLL- ._mocm_:com o~
G-
0ZL-1 1ajj04u00) AIoWap

awel4




WO 2006/024031

12/19

PCT/US2005/030602

(' Begin k
1002

v 1004

Capture Engine Clears Scan Flags |

o

y
Capture Engine Waits for Next Slice |

1012

Has Slice
Been Scanned?

Capture Engine Captures Slice and
Computes CRC of Each Block in Slice

v 1016

Capture Engine
Marks Slice as Scanned in 616

y
Capture Engine Resets Block
Pointer to First Block in Slice

Yes

Move Block Pointer

to Next Block in Slice

v

v 1022

Yes

CRC Values the Same

Y

for the Block?

1026

Update VSB CRC
Table with new CRC Value |
1028

Notify DMA Engine that the Block is to
be Moved to the Virtual Screen Buffer

1030

LI Set Modified Setting in Change Table |

1010 |

1014

1016

Connection
Inactive? [Processor Configures Capture Engine| ,
1006
No [ Processor Enables Capture Engine | :
Y r 1006 ;




WO 2006/024031 PCT/US2005/030602
13/19

~1046
Processor Moves
to Next Block

A
64

Processor Locks the Block Being
Accessed in the Change Table

v ~1052 !
Processor Reads the Changed
Block in Virtual Screen Buffer
v ~1054
Processor Compresses
the Changed Data :
v ~1056
Processor

Encodes Compressed Data
v 1056
Processor Encrypts
the Encoded Data
: : ¥ ~1060

Processor Prepares the
Processed Data for Transmission
v 1061

Processor

Marks the Blocks as Unchanged
¥ 1062

Processor Unlocks Block

FIG. 11B



PCT/US2005/030602

WO 2006/024031

14/19

ZlL'old

 indeiniinisinieisnisiisishiiniinisissisissisisisnlsininiy H ) d v
i auibu3g Japoou3 ¥MAQ v v v
| IRATTA) 12121 240 [peoifed [1epesH somiaN l«— D41
uoyoun 4 uonoun 540 |peojkeg |19PEaH HOMBN VL
| uonesyusp Japooug apo)
: SHOMJON
™ uonoung uonoun4 VAN gg)-uswabeuen Juawabeuepy
| uondhioug uojssaldwon 8|qel D¥) | @pod

oL~ E 2011~ abew Kiowsyy 91 Juoissiwsues

2ol lcol” 9L- _ =
layng J8|j04u0)
ainiden 2L~ fouws o
vl _ | ~9¢
7 |

algeL G-

M suibug 426 10SS8201d
Qawm“m .......... *Qagmo ......... i 9/ 1ajjonuoy) Juswabeueyy ajousy ~A09
ogl”  zgl’

4 0
llonuos
0¢Sl Y2~ soydelo A/
. IAG 03pIA 0O0lL
a2l
a2 R R
.VK NN_‘\ 1SOH X49 ®_‘.\
QL _oo:m_:cmm TR 29+
G-
Jayn
07Z1- 191j01u09) AuoWd o&m _mu_




WO 2006/024031

PCT/US2005/030602

15/19

Connection
Inactive?

Capture Engine Receives
Configuration Information from Processor

~1206
| Capture Engine Enabled |

.................................

~1208
Capture Engine Clears Scan Flags |

No

g ~1210
Capture Engine Waits for Next Slice |

1212

Has Slice
Been Scanned?

1214

Capture Engine Captures Slice and
Computes CRC of each Block in Slice

7 1216

Capture Engine
Marks Slice as Scanned

1216
Capture Engine Provides Pointer Data
to Encoder and Signals for Encoder

No

CRC Values Match

Data Timer

Reset Stale 1224

for the Block?

1226

Move Block
Pointer to Next Block in Slice

FIC. 15A

eesssssnncnncadeinannas

e



WO 2006/024031 PCT/US2005/030602
16/19
X v U T W
A A | A
.
; Update VSBCRCTable  |-1228
: with New CRC Value _
: End of Slice?
: \ 4
i Compress -1230 1250
: Changed Graphical Data
, v Signal Capture Engine ¢~ 1252
Encode 1232 to Retrieve Another Slice
: Compressed Data
Y
i Encrypt -1224
' Encoded Data
Payload Space™ N0 Notify Processor
Available? Network Buffer is Full
Yes X 1240
Is 0
Wait for
N(A;At\uqukbEliu;fer Network Buffers
; valianie: from Processor
! 1242
: ] ~1246
' Place Processed < Reset Network 1244
; Data Into Network Buffer Buffer CRC
' y
Update Network
Buffer Payload CRC Register [ 1246
"""" 1201 1102

FIG. 156



WO 2006/024031 PCT/US2005/030602
1719

...............................................................................

; Processor Configures 12604 |
i Capture Engine |
5 Processor Enables -1266 |
Capture Engine ;

i Processor Provides Network 1266
"1 Buffer and Initialized Network Header
| T ;
i Processor Notiies DVR Encoder |~ 1270 ;
Engine that Network Buffer is Available

- y
’ Processor Waits for s Network 1272 ;

Notification from the Buffer Full or Stale?
DVR Encoder Engine

: 1274
! Processor Reads CRC Value -1276
for Data Portion of Packet '

Processor Calculates CRC Value -1276 :
for Header Portion of Packet ;
! :

' Pracessor Finalizes -1280
CRC for Network Packet

H Processor Notifies NIC to Transfer = 1262
Packet in Network Buffer to Network

Yes Connection

Inactive?

FIG.15C



PCT/US2005/030602

WO 2006/024031

18/19

vl 'old

0Gl~

dlqeL 2O
aimden

olll »|  lolng YJOM)BN G A eleL
L ——>{ Jeung iomanN OWon OLL~l nyogsa
2L” Aw
Jgjjoquo) Lowap
2L” Aw
aoepRlU| WYHAS
AN PR A\W
ﬂ s|npopy uoidAioug @
>
9|NpoN orl ? yivin A lJapooug
uone|NoIED Jayng ejeq papodug oLyl
Boxuna < e x yoorg [

j9y0Ed _ >

iyl
1XaN8Inide ) « e | S|Npoiy

yoo|g jo4juo) 1 201e|nwinooy
auogainyden »
G < 18podul AN ~govl
4024 I 1 soeinunooy
“ joxid A.W
Z0lL-] oovL-| 2P Yo¥i-
fexid
auibu3z Japooul YAQ

Jayng
ainyden

vl




PCT/US2005/030602

19/19

WO 2006/024031

Gl ‘old
49)|6)uey Alowspy
wousGeuey oy | Ao
s Jayng }omeN N
spod
UOISSIWSU. | -9Vl ~9L PHOMBN
— @lL~ juawabeuepy
LAZAR apog alqeL
J0Ss8901 ann\ Juswabeue | { 0YD abew
_
¥ ECG)
2L “Kowsp OIN
I _ 29
............................ St 7 S
H
sarsiBay soyng pUossSNL__ o) ¢ o%ﬂmwﬂ_ﬁwm_m L | ocl e
smsiboy sayng 1sd | [€ - Gogewop; | | | — @
n 2161 oG~ 20l|G 18U
— 8 98I9eL Od0 906l
auibug < An_ N 326 A/
19pooug — V?9IGBL OHD Al_ Jueby 004l
uAd z 'oglL-’ amol :
e¥l~ Moy H
—1 g Joyng ainyden An_ YOGl CERY ol
AT € auibug N
: olsl L Vv Joyng aimden Au_ ainyde) i Jajjonuo)
e ——————— 8yl —— - B omemees s e solydeio 29~
209~ zogl— 08PIA Jayng
awel




	BIBLIOGRAPHY
	DESCRIPTION
	CLAIMS
	DRAWINGS

