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tiple requests to one or more software agents. Each request
may be associated with operation of a respective software
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software agent in response to the multiple requests. The
statistics may corresponds to a respective performance of
each software agent of the one or more software agents. The
software platform may output a recommendation for each
software agent, of the one or more software agents, based on
the statistics and one or more rules configured at the soft-
ware platform.
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TECHNIQUES FOR MANAGING SOFTWARE
AGENT HEALTH

FIELD OF TECHNOLOGY

The present disclosure relates generally to database sys-
tems and data processing, and more specifically to tech-
niques for managing software agent health.

SUMMARY

The described techniques relate to improved methods,
systems, devices, and apparatuses that support techniques
for managing software agent health. For example, a software
platform may output multiple requests to one or more
software agents in which each request may be associated
with operation of a respective software agent. In response to
the multiple requests, the software platform may obtain
statistics for each software agent. In some examples, the
statistics may corresponds to a respective performance of
each software agent. The software platform may output a
recommendation for each software agent based on the
statistics and one or more rules configured at the software
platform.

A method for managing software agents at a device is
described. The method may include outputting, at a software
platform of the device, a set of multiple requests to one or
more software agents, where each request of the set of
multiple requests is associated with operation of a respective
software agent, obtaining, at the software platform of the
device, a set of multiple statistics for each software agent in
response to the set of multiple requests, where the set of
multiple statistics corresponds to a performance of the
respective software agent, and outputting, at the software
platform of the device, a recommendation for each software
agent based on the set of multiple statistics and one or more
rules configured at the software platform of the device.

An apparatus for managing software agents at a device is
described. The apparatus may include a processor, memory
coupled with the processor, and instructions stored in the
memory. The instructions may be executable by the proces-
sor to cause the apparatus to output, at a software platform
of the device, a set of multiple requests to one or more
software agents, where each request of the set of multiple
requests is associated with operation of a respective software
agent, obtain, at the software platform of the device, a set of
multiple statistics for each software agent in response to the
set of multiple requests, where the set of multiple statistics
corresponds to a performance of the respective software
agent, and output, at the software platform of the device, a
recommendation for each software agent based on the set of
multiple statistics and one or more rules configured at the
software platform of the device.

Another apparatus for managing software agents at a
device is described. The apparatus may include means for
outputting, at a software platform of the device, a set of
multiple requests to one or more software agents, where
each request of the set of multiple requests is associated with
operation of a respective software agent, means for obtain-
ing, at the software platform of the device, a set of multiple
statistics for each software agent in response to the set of
multiple requests, where the set of multiple statistics corre-
sponds to a performance of the respective software agent,
and means for outputting, at the software platform of the
device, a recommendation for each software agent based on
the set of multiple statistics and one or more rules configured
at the software platform of the device.
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A non-transitory computer-readable medium storing code
for managing software agents at a device is described. The
code may include instructions executable by a processor to
output, at a software platform of the device, a set of multiple
requests to one or more software agents, where each request
of'the set of multiple requests is associated with operation of
a respective software agent, obtain, at the software platform
of the device, a set of multiple statistics for each software
agent in response to the set of multiple requests, where the
set of multiple statistics corresponds to a performance of the
respective software agent, and output, at the software plat-
form of the device, a recommendation for each software
agent based on the set of multiple statistics and one or more
rules configured at the software platform of the device.

In some examples of the method, apparatuses, and non-
transitory computer-readable medium described herein, out-
putting the set of multiple requests may include operations,
features, means, or instructions for outputting, to a software
agent of the one or more software agents, a first request at
a first time instance for first information and a second
request for second information at a second time instance
subsequent to the first time instance, where the first infor-
mation and the second information may be associated with
the operation of the software agent and obtaining the first
information in response to the first request and the second
information in response to the second request, where obtain-
ing the set of multiple statistics for the software agent may
be based on the first information and the second information.

In some examples of the method, apparatuses, and non-
transitory computer-readable medium described herein, the
first information includes a first type of information and the
second information includes a second type of information
different from the first type of information.

In some examples of the method, apparatuses, and non-
transitory computer-readable medium described herein, the
first information and the second information include one or
more performance metrics.

In some examples of the method, apparatuses, and non-
transitory computer-readable medium described herein, out-
putting the set of multiple requests may include operations,
features, means, or instructions for outputting, to a software
agent of the one or more software agents, a first request for
first information associated with the operation of the soft-
ware agent and a second request for the software agent to
perform a task and obtaining the first information in
response to the first request and second information associ-
ated with execution of the task by the software agent in
response to the second request, where obtaining the set of
multiple statistics for the software agent may be based on the
first information and the second information.

Some examples of the method, apparatuses, and non-
transitory computer-readable medium described herein may
further include operations, features, means, or instructions
for obtaining a first request for information associated with
the operation of a software agent of the one or more software
agents, outputting a second request for the information to the
software agent in response to the first request, and obtaining
the information from the software agent in response to the
second request, where outputting the recommendation for
the software agent may be further based on the information.

Some examples of the method, apparatuses, and non-
transitory computer-readable medium described herein may
further include operations, features, means, or instructions
for generating a set of multiple analytics using the one or
more rules and the set of multiple statistics for each software
agent, where outputting the recommendation for each soft-
ware agent may be based on the set of multiple analytics.
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In some examples of the method, apparatuses, and non-
transitory computer-readable medium described herein, out-
putting the recommendation for each software agent may
include operations, features, means, or instructions for out-
putting a request to review or modify the operation of the
respective software agent.

Some examples of the method, apparatuses, and non-
transitory computer-readable medium described herein may
further include operations, features, means, or instructions
for performing, at the software platform of the device, a
training operation using a machine learning model, where
the one or more rules may be based on the training operation.

In some examples of the method, apparatuses, and non-
transitory computer-readable medium described herein, the
one or more rules include conditional expressions.

In some examples of the method, apparatuses, and non-
transitory computer-readable medium described herein, the
performance of the respective software agent may be asso-
ciated with the software platform, one or more other soft-
ware platforms, a server associated with the respective
software agent, or any combination thereof.

BACKGROUND

A software application may request a user to log into an
account using authentication information, such as a combi-
nation of a username and a password. Users who have
accounts for several different applications must therefore
remember several different usernames and passwords. Addi-
tionally, or alternatively, the necessity of separately logging
in to each application may impose a considerable burden on
a user, who must enter usernames and passwords for each
application used. In some cases, a user may use a software
platform to help manage contacts or other identifying infor-
mation associated with accounts for accessing software
applications through login requests. In some cases, the
software platform may delegate tasks, such as authentication
of credentials used as part of a login request, to software
agents. However, for some use cases, conventional manage-
ment techniques for software agents may be deficient or
sub-optimal in some current configurations.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an example of a managing software
agents system that supports techniques for managing soft-
ware agent health in accordance with aspects of the present
disclosure.

FIG. 2 illustrates an example of an architecture that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure.

FIG. 3 illustrates an example of an event diagram that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure.

FIG. 4 illustrates an example of a process flow that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure.

FIG. 5 shows a block diagram of an apparatus that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure.

FIG. 6 shows a block diagram of a software platform that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure.

FIG. 7 shows a diagram of a system including a device
that supports techniques for managing software agent health
in accordance with aspects of the present disclosure.

10

15

20

25

30

35

40

45

50

55

60

65

4

FIGS. 8 and 9 show flowcharts illustrating methods that
support techniques for managing software agent health in
accordance with aspects of the present disclosure.

DETAILED DESCRIPTION

A user may use a software platform (which, for example,
may be referred to as a “wallet” or a “password manager”)
to manage identifying information associated with the user.
The identifying information may include personal informa-
tion (e.g., name, social security number, driver license
number), contact information (e.g., home address, telephone
number, email address), payment information (e.g., credit
card number, bank information), account information (e.g.,
usernames, passwords), or any combination thereof. Addi-
tionally, or alternatively, the user may use the software
platform to access resources associated with a request (e.g.,
a login request, a network protocol request). For example,
the user may use the software platform to authenticate and
authorize access to resources, such as resources associated
with an application, as part of a login request. In some
examples, the application may allow the software platform
to manage login verification or other authentication proce-
dures for the application (e.g., as part of a customer identity
and access management (CIAM) relationship). For example,
an organization associated with the application may use the
software platform to manage login verification or other
authentication procedures for the application.

In some examples, the software platform may delegate
tasks, such as authentication of credentials, to one or more
software agents. For example, the software platform may
delegate the authentication of credentials used as part of the
login request (e.g., for access to resources associated with
the application) to a software agent. In some examples, the
software agent may be stored locally at a device associated
with the organization (e.g., one or more client devices that
may be on-premises devices). In such examples, an admin-
istrator of the application may manage the software agent.
For example, the administrator may manage an environment
or operation (or both) of the software agent, such as a
quantity of tasks or type of tasks, or both, to be performed
using the software agent. Additionally, or alternatively, the
administrator may manage a quantity of memory available
to the software agent, a quantity of processing power avail-
able to the software agent, or an operating system to be used
by the software agent, or any combination thereof. In some
examples, while the administrator may manage the opera-
tion or environment (or both) of the software agent, the
administrator may be incapable of monitoring a performance
of the software agent (or one or more other software agents
implemented by the administrator). For example, although
the administrator may identify that a login request delegated
to a particular software agent failed, the administrator may
be incapable of determining a cause of the failure. Addi-
tionally, or alternatively, a duration between a time instance
at which the failure may occur and another time instance at
which the administrator may identify the failure may be
relatively long and lead to increased latency for a user (e.g.,
a user that submitted the login request).

Various aspects of the present disclosure generally relate
to techniques for managing software agent health, and more
specifically, to a framework for providing recommendations
to an administrator of one or more software agents. For
example, a software platform may provide one or more
recommendations to the administrator based on information
(e.g., software-agent-specific information) obtained at the
software platform. In some examples, the software platform
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may obtain the software-agent-specific information by out-
putting multiple requests to one or more software agents
(e.g., managed by the administrator). In such an example,
each request may be associated with operation of a respec-
tive software agent. For example, a request (e.g., of the
multiple requests) output to a software agent may be for
information associated with the operation of the software
agent. In some examples, the software platform may obtain
statistics for each software agent in response to the multiple
requests. In such examples, the statistics may corresponds to
a respective performance of each software agent. For
example, the software platform may output multiple
requests to the software agent over a duration to obtain the
statistics corresponding to the performance of the software
agent. In some examples, the software platform may output
a recommendation (or multiple recommendations, such as to
the administrator) for each software agent based on the
statistics and one or more rules (e.g., a rule engine, such as
an analytic rule engine) configured at the software platform.
For example, the software platform may use the rule engine
to generate the recommendation for each software agent.

Aspects of the subject matter described herein may be
implemented to realize one or more of the following poten-
tial advantages. For example, the techniques employed by
the described software platform may provide benefits and
enhancements for managing software agents, including pro-
viding increased visibility of software agent performance to
administrators of software agents. In some examples, by
providing recommendations associated with operation of the
software agents to the respective administrators, the soft-
ware platform may increase administrator visibility into the
software agent performance, which may lead to reduce
latency and improved user experience, among other possible
benefits. Aspects of the disclosure are initially described in
the context of a system for distributed computing. Aspects of
the disclosure are also described in the context of an
architecture, an event diagram, and a process flow. Aspects
of'the disclosure are further illustrated by and described with
reference to apparatus diagrams, system diagrams, and flow-
charts that relate to techniques for managing software agent
health.

FIG. 1 illustrates an example of a system 100 for distrib-
uted computing (e.g., cloud computing) that supports tech-
niques for managing software agent health in accordance
with various aspects of the present disclosure. The system
100 includes client devices 105, applications 110, authenti-
cation platform 115, and data storage 120. Authentication
platform 115 may be an example of a public or private cloud
network. A client device 105 may access authentication
platform 115 over network connection 135. The network
may implement transmission control protocol and internet
protocol (TCP/IP), such as the Internet, or may implement
other network protocols. A client device 105 may be an
example of a user device, such as a server (e.g., client device
105-a), a smartphone (e.g., client device 105-b), or a laptop
(e.g., client device 105-¢). In other examples, a client device
105 may be a desktop computer, a tablet, or another com-
puting device or system capable of generating, analyzing,
transmitting, or receiving communications. In some
examples, a client device 105 may be operated by a user that
is part of a business, an enterprise, a non-profit, a startup, or
any other organization type.

A client device 105 may interact with multiple applica-
tions 110 via one or more interactions 130. The interactions
130 may include digital communications, application pro-
gramming interface (API) calls, hypertext transfer protocol
(HTTP) messages, or any other interaction between a client
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device 105 and an application 110. Data may be associated
with the interactions 130. A client device 105 may access
authentication platform 115 to store, manage, and process
the data associated with the interactions 130. In some
examples, the client device 105 may have an associated
security or permission level. A client device 105 may have
access to some applications, data, and database information
within authentication platform 115 based on the associated
security or permission level, and may not have access to
others.

Applications 110 may interact with the client device 105
via email, web, text messages, or any other suitable form of
interaction. The interaction 130 may be a business-to-busi-
ness (B2B) interaction or a business-to-consumer (B2C)
interaction. An application 110 may also be referred to as a
customer, a client, a website, or some other suitable termi-
nology. In some examples, the application 110 may be an
example of a server, a node, a compute cluster, or any other
type of computing system, component, or environment. In
some examples, the application 110 may be operated by a
user or group of users.

Authentication platform 115 may offer cloud-based ser-
vices to the client devices 105, the applications 110, or both.
In some examples, authentication platform 115 may support
a database system such as a multi-tenant database system. In
such cases, authentication platform 115 may serve multiple
client devices 105 with a single instance of software. How-
ever, other types of systems may be implemented, includ-
ing—but not limited to—client-server systems, mobile
device systems, and mobile network systems. Authentica-
tion platform 115 may receive data associated with interac-
tions 130 from the client device 105 over network connec-
tion 135, and may store and analyze the data. In some
examples, authentication platform 115 may receive data
directly from an interaction 130 between an application 110
and the client device 105. In some examples, the client
device 105 may develop applications to run on authentica-
tion platform 115. Authentication platform 115 may be
implemented using remote servers. In some examples, the
remote servers may be examples of data storage 120.

Data storage 120 may include multiple servers. The
multiple servers may be used for data storage, management,
and processing. Data storage 120 may receive data from
authentication platform 115 via connection 140, or directly
from the client device 105 or an interaction 130 between an
application 110 and the client device 105. Data storage 120
may utilize multiple redundancies for security purposes. In
some examples, the data stored at data storage 120 may be
backed up by copies of the data at multiple locations.

Subsystem 125 may include client devices 105, authen-
tication platform 115, and data storage 120. In some
examples, data processing may occur at any of the compo-
nents of subsystem 125, or at a combination of these
components. In some examples, servers may perform the
data processing. The servers may be a client device 105 or
located at data storage 120.

In some examples of the system 100, the subsystem 125
(e.g., a software platform) may delegate tasks, such as
authentication of credentials, to software agents. The soft-
ware agents may be located at (e.g., stored at) one or more
on-premises devices (e.g., one or more client devices or one
or more other servers). For example, the subsystem 125 may
output a request (e.g., via an interaction 130) to a software
agent (e.g., stored at a client device 105) for the software
agent to perform a task on behalf of the subsystem 125. The
task may include delegated authentication, for example to
verify access to an application 110. In some examples, while
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the administrator of the software agent may manage the
operation or environment (or both) of the software agent, the
administrator may be incapable of monitoring (e.g., collect-
ing information associated with) a performance of the soft-
ware agent. For example, although the administrator may
identify that the software agent failed to execute the del-
egated authentication, the administrator may be incapable of
determining a cause of the failure, which may lead to
persistent failures and reduced performance.

As described herein, the subsystem 125 (e.g., a software
platform associated with a client device 105, or an authen-
tication platform 115, or both) may be configured to provide
one or more recommendations to the administrator based on
software-agent-specific information obtained at the subsys-
tem 125. For example, the subsystem 125 may obtain the
software-agent-specific information by outputting multiple
requests (e.g., health actions, health status actions) to one or
more software agents managed by the administrator. In such
an example, a request (e.g., of the multiple requests) output
to a software agent may indicate for the software agent to
report (e.g., indicate to the subsystem 125) information
associated with the operation of the software agent. In some
examples, the subsystem 125 may obtain statistics corre-
sponds to a respective performance of each software agent
in response to the multiple requests. For example, the
subsystem 125 may output multiple requests to the software
agent over a duration to obtain the statistics corresponding
to the performance of the software agent. In some examples,
the subsystem 125 may output a recommendation (or mul-
tiple recommendations, such as to the administrator) for
each software agent based on the statistics and one or more
rules (e.g., a rule engine, such as an analytic rule engine)
configured at the subsystem 125. For example, the subsys-
tem 125 may use the rule engine to generate the recommen-
dation for each software agent. In some examples, by
providing recommendations associated with the operation of
the software agents to the respective administrators, the
subsystem 125 may increase administrator visibility into the
software agent performance, which may lead to reduce
latency and improved user experience, among other possible
benefits.

In some examples, the administrator may trigger the
subsystem 125 to request information associated with the
performance of a particular software agent. For example, to
identify whether an operating system used by a software
agent (or multiple software agents) is supported by the
subsystem 125, the administrator may output a first request
(e.g., via another client device 105) to the subsystem 125 for
information associated with the software agent. In response
to the first request, the subsystem 125 may output a second
request to the software agent. The second request (e.g., a
health action) may indicate for the software agent to report
information associated with the operating system used by
the software agent. In some examples, the subsystem 125
may use the information (e.g., a snapshot of the software
agent performance obtained in response to the second
request) and one or more rules configured at the subsystem
125 (e.g., a rule engine, such as an analytic engine) to output
a recommendation to the administrator (e.g., in response to
the first request). For example, based on the information and
the one or more rules, the subsystem 125 may output a
recommendation for the administrator to update (e.g., patch)
the operating system used by the software agent. In some
examples, by providing the recommendation for the admin-
istrator to update the operating system used by the software
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agent, the subsystem 125 may increase efficiency of man-
aging on-premises software agents, among other possible
benefits.

It should be appreciated by a person skilled in the art that
one or more aspects of the disclosure may be implemented
in a system 100 to additionally or alternatively solve other
problems than those described above. Furthermore, aspects
of the disclosure may provide technical improvements to
“conventional” systems or processes as described herein.
However, the description and appended drawings only
include example technical improvements resulting from
implementing aspects of the disclosure, and accordingly do
not represent all of the technical improvements provided
within the scope of the claims.

FIG. 2 illustrates an example of an architecture 200 that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure. In some
examples, the architecture 200 may implement or be imple-
mented by aspects of the system 100. For example, the
architecture 200 may include a software platform 210, which
may be an example of subsystem 125 as described with
reference to FIG. 1. Additionally, or alternatively, the archi-
tecture 200 may include a client device 205, which may be
an example of a client device 205 as described with refer-
ence to FIG. 1. The architecture 200 may provide for
improved management of software agents 215, among other
possible benefits.

In some examples, an organization associated with one or
more applications (or services) may use the software plat-
form 210 to manage login verification (or other authentica-
tion procedures) for the one or more applications. In some
examples, as part of managing login verification, the soft-
ware platform 210 may delegate tasks, such as authentica-
tion of credentials, to one or more software agents (e.g., a
software agent 215-a, a software agent 215-b, or a software
agent 215-¢, or any combination thereof). In some examples,
the software agent 215-a, the software agent 215-5, and the
software agent 215-¢ may be stored at on-premises devices
(e.g., locally at one or more devices associated with the
organization). In such examples, an administrator of the
application (e.g., an administrator of the organization) may
manage the software agents 215.

For example, the administrator (e.g., via the client device
205) may manage an environment or operation (or both) of
the software agents 215. In some examples, as part of
managing the software agents 215, the administrator may
determine to adjust (e.g., change, alter, vary) one or more
parameters associated with the operation or environment of
the software agents 215 (e.g., to increase performance). For
example, the administrator may determine to adjust a quan-
tity of tasks to be performed using the software agents 215,
atype of tasks to be performed using the software agents 215
(e.g., frequent tasks, infrequent tasks, relatively long-run-
ning tasks), a quantity of memory available to the software
agents 215, a quantity of processing power available to the
software agents 215, an operating system to be used by the
software agents 215, among other possible parameters asso-
ciated with the operation or environment (or both) of the
software agents 215.

In some examples, the administrator may determine to
adjust a parameter (or multiple parameters) of a software
agent (e.g., the software agent 215-a, the software agent
215-b, or the software agent 215-c) based on a respective
performance of the software agent or a collective perfor-
mance of multiple software agents (or both). That is, situ-
ations may occur in which it may be desirable (e.g., ben-
eficial) for the software platform 210 and the administrator
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of the organization (e.g., via the client device 205) to
determine (e.g., identify) a success rate of tasks delegated to
the software agents 215 over a duration (e.g., over a previous
duration, such as a past 1-7 days), a type (or quantity) of
latency experienced at the software agents 215 (e.g., due an
infrastructure associated with the software platform 210 or
the on-premises devices in which the software agents may
be stored), whether the software agents 215 may be per-
forming an increased quantity of tasks (e.g., whether the
software agents 215 are stressed), a quantity (or type) of
errors associated with traffic of the software agents 215 (e.g.,
that may be observed at the software platform 210), whether
a quantity of software agents 215 is sufficient (e.g., to
perform tasks on behalf of the software platform 210), or
whether the software platform 210 may identify any recom-
mendations associated with the software agents 215, among
other examples. Additionally, or alternatively, the adminis-
trator (e.g., of the organization, a customer) may use such
information to perform load balancing and assign weights to
the software agents 215 (from a monolith associated with the
software platform 210). In some examples, however, the
administrator (e.g., via the client device 205) may be inca-
pable of monitoring the performance of the software agents
215. That is, the administrator may be unaware of statistics
associated with the performance of the software agents 215
and, as such, may be incapable of adjusting parameters
associated with the operation or environment of the software
agents 215 (e.g., performing corrective actions) based on the
performance of the software agents 215.

In some examples, techniques for managing software
agent health, as described herein, may provide one or more
enhancements to login verifications, for example by increas-
ing the performance of the software agents 215. For
example, the architecture 200 (e.g., and the devices included
in the architecture 200, such as the software platform 210,
the client device 205, and the software agents 215) may
support a framework (e.g., an agent health insights tool) that
may enable the software platform 210 to leverage data
collected at the software platform 210 and provide (e.g.,
output) recommendations to the administrator (e.g., via the
client device 205). For example, the software platform 210
may analyze collected data and output recommendations to
the administrator based on the analysis (e.g., using the agent
insights tool).

As illustrated in the example of FIG. 2, the software
platform 210 may perform tasks (e.g., delegated authenti-
cation, read data, write data, modify a password) using the
software agents 215. For example, the software platform 210
may support a framework for data flow associated with tasks
in which an instance of a directory (e.g., an event in which
a directory 220 or multiple directories including the direc-
tory 220 may be accessed, such as by the software agents
215 for delegated authentication) may publish statistics
associated with the tasks to the analytics infrastructure 230.
For instance, the software platform 210 may output a request
(e.g., via a que) to the software agent 215-a for the software
agent 215-a to perform a task. As described herein, a task
may be referred to as an action. In response, the software
agent 215-a may perform the action and output a response
to the software platform 210. In some examples, the
response may indicate whether the software agent 215-a
successfully performed the action (e.g., may indicate a
success or a failure), among other types of responses.

In some examples, the software platform 210 may store
the response (e.g., via a data streaming service 225) as an
event at the analytics infrastructure 230 (e.g., for a duration).
In some examples, the software platform 210 may leverage
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the framework and utilize an API 235 (e.g., an analytics
infrastructure API, such as may be invoked via the agent
health insights tool) to use events as sources (e.g., for
building the agent health insights tool). That is, the software
platform 210 may utilize the framework (e.g., including the
API 235) to access events stored in the analytics infrastruc-
ture 230. In some examples, the software platform 210 may
access the events to obtain information (e.g., performance
metrics) over a duration, such as to obtain (e.g., build)
statistics (e.g., a data set) for each software agent 215. The
software platform 210 may use statistics obtained for a
software agent 215 to generate analytics (e.g., using one or
more rules) and output recommendations for the software
agent 215.

In some examples, the software platform 210 may aug-
ment events (e.g., events stored at the analytics infrastruc-
ture API, such as delegated authentication events) with other
information (e.g., additional details). For example, the soft-
ware platform 210 may enable the software agents 215 to
report (e.g., publish) a duration during which the action may
have been performed with the action event itself (e.g., with
the event that corresponds to the action and is stored at the
analytics infrastructure API). That is, the software platform
210 may output a request for information associated with the
action that may include a duration during which the action
may have been performed. In such an example, the software
platform 210 may access (e.g., read) the event information
(e.g., event data) via the API 235. In some examples, to
obtain the event information the software platform 210 may
determine how events (e.g., event information) may be
collected into a monolith (e.g., an application that may be
associated with a database from which the software platform
210 may access the event information). For example, the
monolith may connect to the analytics infrastructure and
may use the API 235 (e.g., may output multiple API calls)
to obtain events stored at the analytics infrastructure, such as
active directory events or lightweight directory access pro-
tocol (LDAP) events. In some examples, to obtain event
information for a particular software agent 215 (e.g., for an
individual software agent), the software platform may filter
the events (e.g., may add events) based on a software agent
identifier (ID) associated with the particular software agent
215.

Additionally, or alternatively, the software platform 210
may output another request for one or more of the software
agents 215 to perform an action (e.g., a dedicated agent
action, a health status action) in which the software agents
215 may report (e.g., return) information associated with the
operation of the respective software agents. For example, the
software platform 210 may use the health status action to
obtain information associated with the performance of the
software agents 215 (e.g., performance metrics) from the
software agents 215 themselves. In some examples, the
software platform 210 may output multiple requests asso-
ciated with the health status action to the software agents
over a duration to obtain statistics (e.g., for the data set of for
another data set) for each software agent 215. The software
platform 210 may use statistics obtained for a software agent
215 via the health status action or the API 235 (or both) to
generate the analytics (e.g., using the one or more rules) and
output the recommendations for the software agent 215.

As an illustrative example, the software platform 210 may
output the health status action to the software agent 215-a,
which may indicate for the software agent 215-a to report an
available memory (e.g., a quantity of memory available to
the software agent 215-a), a quantity of process CPU
utilization (e.g., associated with the software agent 215-a),
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a quantity of system CPU utilization (e.g., associated with
the software agent 215-a), information associated with an
operating system used by the software agent 215-a (e.g.,
operating system details), a quantity of processors (e.g., used
by the software agent 215-a), or a quantity of free space
(e.g., available to the software agent 215-a), or any combi-
nation thereof. In some examples, outputting the health
status action to the software agent 215-a may utilize (e.g.,
impact) the monolith and the software agent 215-a (e.g., the
software agent that the health status action is output to).
Additionally, or alternatively, the software platform 210 may
implement the health status action (e.g., that may be indi-
cated using a command, such as AgentHealthAction) using
a directory agent, such as the directory 220. The directory
220 may be an example of an LDAP agent (e.g., proxy) or
an active directory agent (e.g., an active directory domain
component), among other possible examples. In some
examples, an active directory agent may output analytics by
altering the LDAP agent, such as to include the health status
action. Additionally, or alternatively, a simulator may be
used.

In some examples, the software platform 210 may use
information obtained via the health status action or the API
235 (e.g., the information stored at the analytics infrastruc-
ture 230), or both, to output recommendations to the admin-
istrator (e.g., via the client device 205). For example, the
software platform 210 may use the one or more rules to
determine one or more recommendations based on the
obtained information (e.g., a data set). In some examples, the
one or more rules may occur (e.g., be stored, operate)
separately from code associated with the health insights tool,
such as at a database, a configuration file, a machine learning
engine, or as extensible code. For example, the one or more
rules may be determined by the administrator and imple-
mented by the software platform 210. In some examples, the
administrator (e.g., a customer) may determine (e.g., write)
one or more rules to generate alerts associated with the
software agents 215 (e.g., using the software platform 210).
Additionally, or alternatively, the one or more rules may be
determined (e.g., or altered) using a machine learning
model. For example, the software platform 210 may use the
analytics obtained for one or more software agents 215 to
perform a training operation using a machine learning
model. In such an example, the one or more rules may be
based on the training operation.

In some examples of outputting a recommendation, the
software platform 210 (e.g., using the one or more rules)
may determine whether one or more parameters associated
with the operation or environment of the software agents
215 may be altered (e.g., whether to output any flags or
warnings to the administrator), for example based on a list
of software agents 215 (e.g., including the software agent
215-a, the software agent 215-b, and the software agent
215-¢) and a quantity (e.g., percent) of successes and failures
associated with the software agents 215 included in the list.
Additionally, or alternatively, the software platform may
output one or more recommendations based on the list of
software agents 215 and a distribution of error-codes asso-
ciated with the software agents 215 (or respective software
agents 215). An error-code may include a delegated authen-
tication timeout or a password expiration (e.g., a password
that is associated with the delegated authentication, such as
a password of a user attempting to login to an application),
among other possible examples. For example, the software
platform 210 may determine (e.g., using the one or more
rules and based on the list of software agents 215 and the
distribution of error codes) that delegated authentication
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(e.g., or one or more other actions) performed using a
particular software agent 215 (e.g., included in the list of
software agents 215) may be associated with an increased
quantity of expired password error-codes (e.g., relative to
other software agents 215 included in the list). In such an
example, the software platform 210 may recommend for the
administrator to update one or more servers (e.g., directo-
ries) associated with the particular software agent 215,
among other possible recommendations.

In some examples, the software platform may output a
recommendation based on a particular software agent ID, a
list of error-codes (e.g., delegated authentication timeouts),
and a duration during which a software agent associated
with the particular software agent ID may operate on-
premises (e.g., on-premises timings). Additionally, or alter-
natively, the software platform 210 may output one or more
recommendations based on a result (e.g., response) from the
health status action. That is, the software platform 210 may
output recommendations to the administrator based on one
or more rules, one or more types of information obtained
from the health status action, one or more types of infor-
mation obtained from the API 235, or any combination
thereof. In some examples, the software platform 210 may
determine the one or more rules using a machine learning
model (e.g., artificial intelligence) and the obtained infor-
mation (e.g., received data from the health status action or
the API 235, or both). That is, using artificial intelligence
and the received data, the software platform 210 may
generate a set of recommendations. In some examples, the
one or more rules may be determined by the administrator
(e.g., one or more rules based on a customer, one or more
customer-supplied rule) and communicated to the software
platform 210. In such examples, the one or more customer-
supplied rules may be based on data collected at the client
device 205, the software platform 210, or both. The software
platform 210 may use the one or more customer-supplied
rule (e.g., stored in a database associated with the software
platform 210) to generate the set of recommendations.
Additionally, or alternatively, in some examples, the soft-
ware platform 210 may use the one or more customer-
supplied rule with the data collected at the client device 205,
the software platform 210, or both.

In some examples, the one or more rules may be imple-
mented using a rule engine (e.g., an analytical engine). The
rule engine may be an example of a JavaScript-based rule
engine or another rule engine that may be realized using one
or more other programming languages (e.g., that may utilize
a databased pre-written code, such as a library). As an
illustrative example, the one or more rules may be repre-
sented using one or more hypertext markup language
(HTML) elements (e.g., <dependencies>, <dependency>,
<groupld>org. jeasy</groupld>, <artifactld>easy-rules-
core<artifactld>, </dependency>, </dependencies>). In
such an example, the software platform may use code to
generate the one or more recommendations. In some
examples, the code may be represented in accordance with
the following Table 1:

TABLE 1

1 // Build the agent metrics from syslog.

2 AgentMetrics agentMetrics = new AgentMetrics( );
3 agentMetrics.setAgentId(*123”);

4 agentMetrics.setOnPremDelAuthTime(1230);

5 agentMetrics.setOnPremDelAuthTime(1000);

6 agentMetrics.setProcessCPULoad(0.7f);

7
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TABLE 1-continued
8
9 /I define facts
10 Facts facts = new Facts( );
11 List<String™> recommendations = new LinkedList<>( );
12
13 facts.put(“agent”, agentMetrics);

14 facts.put(“recommendations”, recommendations);
15

16 Rule recommendationRule = new RuleBuilder( ).
17 name(“cpu Percent”).

18 when(isHighCPU( )).

19 then(highCPUAction( )).

20 when(isOnPrem SetupSlower( )).

21 then(resolveBottleneck( )).

22 build( );

23

24

25 rulesEngine.fire(rules, facts);

In some examples, the code represented in accordance with
Table 1 may generate one or more outputs (e.g., recommen-
dations, analytics) that may be ordered (e.g., sorted) accord-
ing to a type of event (e.g., result of an action), such as a
success (e.g., represented as “SUCCESS”), a time-out (e.g.,
represented as “DEL._AUTH_TIMEOUT”), an invalid cre-
dential (e.g., represented as “INVALID_CREDENTIALS”),
a locked-out (e.g., represented as “LOCKED_OUT”), an
unspecified event (e.g., represented as “NOT_SPECI-
FIED”), a password expiration (e.g., represented as “PASS-
WORD_EXPIRED”), or another user account error, such as
user account expiration (e.g., represented as “USER_AC-
COUNT_EXPIRED”). It is to be understood that the names
of elements and the code described herein may change based
on implementation of one or more devices (e.g., the software
platform 210, the software agents 215, the client device 205,
or any combination thereof), and the examples described
herein should not be considered limiting to the scope cov-
ered by the claims or the disclosure. In some examples, by
using the rule engine (e.g., an analytical engine) to output
recommendations to the administrator, the software platform
210 may enable increased performance of the software
agents 215, among other possible benefits.

FIG. 3 illustrates an example of an event diagram 300 that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure. In some
examples, the event diagram 300 may implement or be
implemented by aspects of the system 100 and the archi-
tecture 200. For example, the event diagram 300 may be
implemented at a software platform or a client device, or
both, which may be an example of the corresponding
devices as described with reference to FIGS. 1 and 2. The
event diagram 300 may provide for improved management
of software agents, among other possible benefits.

In some examples, the software platform may output
recommendations to an administrator of an organization
(e.g., an administrator that may manage one or more soft-
ware agents) via a user interface. In some instances, obtain-
ing the recommendations output by the software platform
may include navigation by the administrator (e.g., via the
client device). That is, the user interface may include infor-
mation (e.g., analytics and recommendations) associated
with the performance of one or more software agents
managed by the administrator. As illustrated in the example
of FIG. 3, the user interface may provide information
regarding events 305-a, events 305-b, and events 305-c,
which may each be associated with a respective software
agent. For example, the events 305-a may be associated with
(e.g., correspond to actions performed by) software agent
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#1, the events 305-5 may be associated with software agent
#2, and the events 305-c may be associated with software
agent #3. In some examples, by providing information
associated with events 305 of software agents (e.g., indi-
vidual software agents) to the administrator, the software
platform may increase administrator visibility (e.g., provide
an overview) of a performance of the software agents (e.g.,
over a duration, such as a previous 1-7 days). That is, the
events 305-a, the events 305-5, and the events 305-¢ may
provide information regarding the performance of the
respective software agent across a duration (e.g., a day or
another suitable duration).

In some examples, the events 305 may indicate (e.g.,
capture) a quantity of actions (e.g., a quantity of requests to
perform one or more actions) successfully performed by the
software agent. That is, the events 305 may indicate a
quantity of requests in which information output from the
software agent (e.g., in response to the request) indicated a
success 306. Additionally, or alternatively, the events 305
may indicate a quantity of actions that failed to be performed
by the software agent. That is, the events 305 may indicate
a quantity of requests in which information output from the
software agent (e.g., in response to the request) indicated a
failure 307. In some examples, the events 305 may indicate
a quantity of actions performed by the software agent that
lead to a time-out. That is, the events 305 may indicate a
quantity of requests in which information output from the
software agent (e.g., in response to the request) indicated a
time-out 308. For example, the events 305 may provide a
distribution of time-outs (e.g., delegated authentication
time-outs that may have occurred over a duration) across
software agents managed by the administrator. Although the
example of FIG. 3 illustrates some event types (e.g., success
306, failures 307, and time-outs 308), it is to be understood
that other event types may also be indicated, such as invalid
credentials, locked-outs, unspecified events, password expi-
ration, user account errors, among other types of events, and
the examples described herein should not be considered
limiting to the scope covered by the claims or the disclosure.

The software platform may, additionally, or alternatively,
output recommendations (e.g., and associated information,
such as performance metrics and analytics used to generate
the recommendations) for the software agents (e.g., the
software agent #1, the software agent #2, and the software
agent #3). For example, to determine a cause or corrective
action (or both) associated with the failures 307 experienced
by the software agent #3, the administrator may select (e.g.,
using the user interface) the software agent #3 (e.g., asso-
ciated with the events 305-¢) to obtain (e.g., view, probe)
one or more recommendations provided by the software
platform for the software agent #3. That is, based on the
events 305-¢, the administrator may select the software
agent #3 to begin (e.g., start) performing some diagnostics
(e.g., to invoke the rule engine) for the software agent #3.
For example, in response to the administrator selecting the
software agent #3, the software platform may provide soft-
ware agent health insights 310 (e.g., one or more recom-
mendations, analytics used to generate the one or more
recommendations, and metrics used to generate the analyt-
ics) for the software agent #3. In some examples, the one or
more recommendations (e.g., diagnostic options) may
include a workflow for the administrator (e.g., corrective
actions). For example, the administrator may determine
(e.g., through navigating within the user interface) that one
or more parameters associated with the operation of the
software agent #3 may be adjusted and, as such, may select
the software agent #3 to obtain analytics and recommenda-
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tions provided by the software platform for the software
agent #3. As an illustrative example, the administrator may
probe whether delegated authentication processing may be
disproportionately performed by (e.g., skewed towards) the
software agent #3 (e.g., relative to the software agent #1 and
the software agent #2), whether a quantity (e.g., percentage)
of successes 306 experienced by the software agent #3
satisfies a threshold (e.g., fails to exceed a threshold, is less
than about seventy percent), or whether the software agent
#3 may experience delegated authentication time-outs.

In some examples, subsequent to the one or more rules
being invoked (e.g., processed), such as in response to the
administrator selecting a software agent, the software plat-
form may output information associated with the software
agent (e.g., including the one or more recommendations). In
some examples, the software platform may output a soft-
ware agent ID of the software agent, a quantity (e.g., count)
of request (e.g., delegated authentication requests), a quan-
tity of events (e.g., including success 306, failures 307,
time-outs 308, and other suitable events), a duration during
which the software agent performed an action (or multiple
actions), a duration during which the software agent per-
formed operations (e.g., associated with the action) on-
premises (e.g., at one or more devices associated with the
organization), or a difference between a duration during
which the software agent performed an action and a thresh-
old duration for performing the action, or any combination
thereof. That is, the software platform may output one or
more recommendations that may be associated with a par-
ticular software agent ID (e.g., corresponding to a software
agent selected by the administrator, such as using drop down
menu or a landing graph that illustrates the events 305 for
the software agents). In some examples, the software plat-
form may refrain from outputting recommendations. In such
examples, the software platform may output an indication
that a performance of the respective software agent is
suitable. In some examples, the recommendations may be
obtained by the administrator via a hyperlink.

In some examples, recommendations for a software agent
may be triggered by the administrator. For example, the
administrator may output a first request for the software
platform obtain (e.g., fetch) particular information (e.g.,
updated system information) from a particular software
agent. In such examples (e.g., in response to receiving the
first request for information from the administrator), the
software platform may output a second request (e.g., a health
status action) to the software agent. In response to outputting
the second request, the software agent may obtain a response
from the software agent including the information (e.g., the
information requested by the administrator). In some
examples, the software platform may use the response (e.g.,
the action) to output the recommendations (e.g., a list of
recommendations) for the software agent. For example, the
software platform may use the response, statistics associated
with the software agent (e.g., that may be obtained over a
duration via the health status action or via an API as
described with reference to FIG. 2), and the one or more
rules (e.g., the rule engine) to output the list of recommen-
dations. In some examples, the list of recommendations may
be based on analytics determined at the software platform.
For example, the software platform may provide a particular
recommendation based on determining that the software
agent is experiencing increased (e.g., relatively high) latency
due to the time-outs 308 (e.g., delegated authentication
time-outs) or that a duration during which the software agent
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performs an action (e.g., delegated authentication) satisfies
a threshold (e.g., is increased relative to a threshold duration
for performing the action).

In some examples, the software platform may determine
that a software agent is experiencing an increased (e.g.,
relatively high) latency at the on-prem infrastructure and, in
response, may recommend that the administrator review
events (e.g., logs) and perform one or more tests to identify
a directory being used by the software agent or determine
whether a rate at which a directory server (e.g., used by the
software agent) is operating satisfies a threshold. Addition-
ally, or alternatively, the software platform may output
particular recommendations based on determining whether a
quantity of memory available to the software agent is
suitable, whether a quantity of CPU usage is suitable,
whether an operating system used by the software agent is
supported at the software platform, weather a quantity of
available disk space is suitable, or weather virtual memory
(e.g., swap space) is available, among other examples. In
some examples, outputting recommendations to the admin-
istrator may provide for increased administrator visibility,
among other possible benefits.

FIG. 4 illustrates an example of a process tlow 400 that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure. In some
examples, the process flow 400 may implement or be
implemented by aspects of the system 100, the architecture
200, and the event diagram 300. For example, the process
flow 400 may be implemented at a client device 405, a
software platform 410, a software agent 415, or any com-
bination thereof, which may be an example of the corre-
sponding devices as described with reference to FIGS. 1
through 3. The process flow 400 may provide for improved
management of the software agent 415, among other pos-
sible benefits. In the following description of the process
flow 400, the information communicated between the client
device 405, the software platform 410, and the software
agent 415 may be performed in different orders or at
different times than shown. Additionally, or alternatively,
some operations may be omitted from the process flow 400
and other operations may be added to the process flow 400.

In some examples, the software platform 410 may lever-
age a framework (e.g., an action-framework) for software
agents and an analytics infrastructure to output recommen-
dations to an administrator that may manage one or more
software agents (e.g., the software agent 415). As illustrated
in the example of FIG. 4, the software platform 410 may
output a request (e.g., a health status action) to the software
agent 415 to obtain information (e.g., data, such as CPU
data, memory data, and throughput data) and provide ana-
Iytics (e.g., and recommendations) for the software agent
415. In some examples, the software platform 410 may
output the request to the software agent 415 according to a
schedule, such as periodically (e.g., once per hour) or
aperiodically. Additionally, or alternatively, the software
platform 410 may output the request to the software agent
415 based on a trigger (e.g., in response to being dynami-
cally triggered, such as by the administrator via the client
device 405). For example, the software platform 410 may
output multiple requests to one or more software agents
(e.g., including the software agent 415) and each request
may be associated with operation of a respective software
agent.

At 425, the software platform 410 may output, to the
software agent 415, a first information request at a first time
instance, and at 430, the software platform 410 may output
a second information request at a second time instance
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subsequent to the first time instance. In some examples, the
first information request and the second information request
may include the health status action or one or more other
actions associated with the operation of the software agent
415. That is, the first information request may be for first
information associated with the operation of the software
agent 415 and the second information request may be for
second information associated with the operation of the
software agent 415. For example, the first information and
the second information may include one or more perfor-
mance metrics (e.g., performance metrics to be reported by
the software agent 415 as part of the health status action or
one or more other actions). Additionally, or alternatively, the
first information may correspond to a different type of
information from the second information. That is, in some
examples, the software platform 410 may use the health
status action to obtain different types of information at
different time instances.

At 435, the software platform 410 may obtain the first
information in response to the first request and, at 440, the
software platform 410 may obtain the second information in
response to the second request. In some examples, the
software platform 410 may obtain statistics for the software
agent 415 based on the first information and the second
information. For example, in response to the first informa-
tion request and the second information request, the soft-
ware platform 410 may obtain statistics corresponding to a
performance of the software agent 415. The statistics may be
examples of statistics as described throughout the present
disclosure, including with reference to FIGS. 1 through 3.
For example, the software platform 410 may use to the
statistics (e.g., and the one or more rules) to generate
analytics for the software agent 415.

At 445, the software platform 410 may output a recom-
mendation to the administrator (e.g., via the client device
405) for the software agent 415 based on the statistics and
the one or more rules configured at the software platform
410. The recommendation may be an example of a recom-
mendation as described throughout the present disclosure,
including with reference to FIGS. 1 through 3. For example,
the recommendation may include a request for the admin-
istrator to review or modify (or both) the operation of the
software agent 415 (e.g., one or more parameters associated
with the operation of the software agent 415). In some
examples, outputting the recommendation to the adminis-
trator (e.g., at 445) may aid the software platform 410 in
distributing a load (e.g., a quantity of actions to be delegated
to multiple software agents including the software agent
415) by outputting actions to software agents that may
receive a reduced quantity of actions (e.g., software agents
that may have reduced stress, software agents that may poll
for tasks at an increased rate).

FIG. 5 shows a block diagram 500 of a device 505 that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure. The
device 505 may include an input module 510, an output
module 515, and a software platform 520. The device 505
may also include a processor. Each of these components may
be in communication with one another (e.g., via one or more
buses).

The input module 510 may manage input signals for the
device 505. For example, the input module 510 may identify
input signals based on an interaction with a modem, a
keyboard, a mouse, a touchscreen, or a similar device. These
input signals may be associated with user input or process-
ing at other components or devices. In some cases, the input
module 510 may utilize an operating system such as iOS®,

10

15

20

25

30

35

40

45

50

55

60

65

18

ANDROID®, MS-DOS®, MS-WINDOWS®, OS/2®,
UNIX®, LINUX®, or another known operating system to
handle input signals. The input module 510 may send
aspects of these input signals to other components of the
device 505 for processing. For example, the input module
510 may transmit input signals to the software platform 520
to support techniques for managing software agent health. In
some cases, the input module 510 may be a component of an
1/O controller 710 as described with reference to FIG. 7.

The output module 515 may manage output signals for the
device 505. For example, the output module 515 may
receive signals from other components of the device 505,
such as the software platform 520, and may transmit these
signals to other components or devices. In some examples,
the output module 515 may transmit output signals for
display in a user interface, for storage in a database or data
store, for further processing at a server or server cluster, or
for any other processes at any number of devices or systems.
In some cases, the output module 515 may be a component
of an I/O controller 710 as described with reference to FIG.
7.

For example, the software platform 520 may include a
request component 525, a statistics component 530, a rec-
ommendation component 535, or any combination thereof.
In some examples, the software platform 520, or various
components thereof, may be configured to perform various
operations (e.g., receiving, monitoring, transmitting) using
or otherwise in cooperation with the input module 510, the
output module 515, or both. For example, the software
platform 520 may receive information from the input mod-
ule 510, send information to the output module 515, or be
integrated in combination with the input module 510, the
output module 515, or both to receive information, transmit
information, or perform various other operations as
described herein.

The software platform 520 may support managing soft-
ware agents at a device (e.g., the device 505) in accordance
with examples as disclosed herein. The request component
525 may be configured as or otherwise support a means for
outputting, at a software platform of the device, a set of
multiple requests to one or more software agents, where
each request of the set of multiple requests is associated with
operation of a respective software agent. The statistics
component 530 may be configured as or otherwise support
ameans for obtaining, at the software platform of the device,
a set of multiple statistics for each software agent in
response to the set of multiple requests, where the set of
multiple statistics corresponds to a performance of the
respective software agent. The recommendation component
535 may be configured as or otherwise support a means for
outputting, at the software platform of the device, a recom-
mendation for each software agent based on the set of
multiple statistics and one or more rules configured at the
software platform of the device.

FIG. 6 shows a block diagram 600 of a software platform
620 that supports techniques for managing software agent
health in accordance with aspects of the present disclosure.
The software platform 620 may be an example of aspects of
a software platform or a software platform 520, or both, as
described herein. The software platform 620, or various
components thereof, may be an example of means for
performing various aspects of techniques for managing
software agent health as described herein. For example, the
software platform 620 may include a request component
625, a statistics component 630, a recommendation compo-
nent 635, an analytics component 640, a machine learning
component 645, or any combination thereof. Each of these
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components may communicate, directly or indirectly, with
one another (e.g., via one or more buses).

The software platform 620 may support managing soft-
ware agents at a device in accordance with examples as
disclosed herein. The request component 625 may be con-
figured as or otherwise support a means for outputting, at a
software platform of the device, a set of multiple requests to
one or more software agents, where each request of the set
of multiple requests is associated with operation of a respec-
tive software agent. The statistics component 630 may be
configured as or otherwise support a means for obtaining, at
the software platform of the device, a set of multiple
statistics for each software agent in response to the set of
multiple requests, where the set of multiple statistics corre-
sponds to a performance of the respective software agent.
The recommendation component 635 may be configured as
or otherwise support a means for outputting, at the software
platform of the device, a recommendation for each software
agent based on the set of multiple statistics and one or more
rules configured at the software platform of the device.

In some examples, to support outputting the set of mul-
tiple requests, the request component 625 may be configured
as or otherwise support a means for outputting, to a software
agent of the one or more software agents, a first request at
a first time instance for first information and a second
request for second information at a second time instance
subsequent to the first time instance, where the first infor-
mation and the second information are associated with the
operation of the software agent. In some examples, to
support outputting the set of multiple requests, the statistics
component 630 may be configured as or otherwise support
a means for obtaining the first information in response to the
first request and the second information in response to the
second request, where obtaining the set of multiple statistics
for the software agent is based on the first information and
the second information.

In some examples, the first information includes a first
type of information and the second information includes a
second type of information different from the first type of
information. In some examples, the first information and the
second information include one or more performance met-
rics.

In some examples, to support outputting the set of mul-
tiple requests, the request component 625 may be configured
as or otherwise support a means for outputting, to a software
agent of the one or more software agents, a first request for
first information associated with the operation of the soft-
ware agent and a second request for the software agent to
perform a task. In some examples, to support outputting the
set of multiple requests, the statistics component 630 may be
configured as or otherwise support a means for obtaining the
first information in response to the first request and second
information associated with execution of the task by the
software agent in response to the second request, where
obtaining the set of multiple statistics for the software agent
is based on the first information and the second information.

In some examples, the request component 625 may be
configured as or otherwise support a means for obtaining a
first request for information associated with the operation of
a software agent of the one or more software agents. In some
examples, the request component 625 may be configured as
or otherwise support a means for outputting a second request
for the information to the software agent in response to the
first request. In some examples, the statistics component 630
may be configured as or otherwise support a means for
obtaining the information from the software agent in
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response to the second request, where outputting the rec-
ommendation for the software agent is further based on the
information.

In some examples, the analytics component 640 may be
configured as or otherwise support a means for generating a
set of multiple analytics using the one or more rules and the
set of multiple statistics for each software agent, where
outputting the recommendation for each software agent is
based on the set of multiple analytics.

In some examples, to support outputting the recommen-
dation for each software agent, the request component 625
may be configured as or otherwise support a means for
outputting a request to review or modify the operation of the
respective software agent.

In some examples, the machine learning component 645
may be configured as or otherwise support a means for
performing, at the software platform of the device, a training
operation using a machine learning model, where the one or
more rules are based on the training operation. In some
examples, the one or more rules include conditional expres-
sions. In some examples, the performance of the respective
software agent is associated with the software platform, one
or more other software platforms, a server associated with
the respective software agent, or any combination thereof.

FIG. 7 shows a diagram of a system 700 including a
device 705 that supports techniques for managing software
agent health in accordance with aspects of the present
disclosure. The device 705 may be an example of or include
the components of a device 505 as described herein. The
device 705 may include components for bi-directional data
communications including components for transmitting and
receiving communications, such as a software platform 720,
an I/O controller 710, a memory 725, and a processor 730.
These components may be in electronic communication or
otherwise coupled (e.g., operatively, communicatively, func-
tionally, electronically, electrically) via one or more buses
(e.g., a bus 740).

The I/O controller 710 may manage input signals 745 and
output signals 750 for the device 705. The 1/O controller 710
may also manage peripherals not integrated into the device
705. In some cases, the I/O controller 710 may represent a
physical connection or port to an external peripheral. In
some cases, the 1/O controller 710 may utilize an operating
system such as i0S®, ANDROID®, MS-DOS®, MS-WIN-
DOWS®, 0OS/2®, UNIX®, LINUX®, or another known
operating system. In other cases, the /O controller 710 may
represent or interact with a modem, a keyboard, a mouse, a
touchscreen, or a similar device. In some cases, the 1/O
controller 710 may be implemented as part of a processor
730. In some examples, a user may interact with the device
705 via the 1/0O controller 710 or via hardware components
controlled by the I/O controller 710.

Memory 725 may include random-access memory
(RAM) and ROM. The memory 725 may store computer-
readable, computer-executable software including instruc-
tions that, when executed, cause the processor 730 to
perform various functions described herein. In some cases,
the memory 725 may contain, among other things, a BIOS
which may control basic hardware or software operation
such as the interaction with peripheral components or
devices.

The processor 730 may include an intelligent hardware
device, (e.g., a general-purpose processor, a DSP, a CPU, a
microcontroller, an ASIC, an FPGA, a programmable logic
device, a discrete gate or transistor logic component, a
discrete hardware component, or any combination thereof).
In some cases, the processor 730 may be configured to
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operate a memory array using a memory controller. In other
cases, a memory controller may be integrated into the
processor 730. The processor 730 may be configured to
execute computer-readable instructions stored in a memory
725 to perform various functions (e.g., functions or tasks
supporting techniques for managing software agent health).

The software platform 720 may support managing soft-
ware agents at a device (e.g., the device 705) in accordance
with examples as disclosed herein. For example, the soft-
ware platform 720 may be configured as or otherwise
support a means for outputting, at a software platform of the
device, a set of multiple requests to one or more software
agents, where each request of the set of multiple requests is
associated with operation of a respective software agent. The
software platform 720 may be configured as or otherwise
support a means for obtaining, at the software platform of
the device, a set of multiple statistics for each software agent
in response to the set of multiple requests, where the set of
multiple statistics corresponds to a performance of the
respective software agent. The software platform 720 may
be configured as or otherwise support a means for output-
ting, at the software platform of the device, a recommen-
dation for each software agent based on the set of multiple
statistics and one or more rules configured at the software
platform of the device.

By including or configuring the software platform 720 in
accordance with examples as described herein, the device
705 may support techniques for reduced latency, improved
user experience related to reduced processing, and improved
utilization of processing capability.

FIG. 8 shows a flowchart illustrating a method 800 that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure. The
operations of the method 800 may be implemented by a
software platform or its components as described herein. For
example, the operations of the method 800 may be per-
formed by a software platform as described with reference
to FIGS. 1 through 7. In some examples, a software platform
may execute a set of instructions to control the functional
elements of the software platform to perform the described
functions. Additionally, or alternatively, the software plat-
form may perform aspects of the described functions using
special-purpose hardware.

At 805, the method may include outputting, at a software
platform of the device, a set of multiple requests to one or
more software agents, where each request of the set of
multiple requests is associated with operation of a respective
software agent. The operations of 805 may be performed in
accordance with examples as disclosed herein. In some
examples, aspects of the operations of 805 may be per-
formed by a request component 625 as described with
reference to FIG. 6.

At 810, the method may include obtaining, at the software
platform of the device, a set of multiple statistics for each
software agent in response to the set of multiple requests,
where the set of multiple statistics corresponds to a perfor-
mance of the respective software agent. The operations of
810 may be performed in accordance with examples as
disclosed herein. In some examples, aspects of the opera-
tions of 810 may be performed by a statistics component 630
as described with reference to FIG. 6.

At 815, the method may include outputting, at the soft-
ware platform of the device, a recommendation for each
software agent based on the set of multiple statistics and one
or more rules configured at the software platform of the
device. The operations of 815 may be performed in accor-
dance with examples as disclosed herein. In some examples,
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aspects of the operations of 815 may be performed by a
recommendation component 635 as described with refer-
ence to FIG. 6.

FIG. 9 shows a flowchart illustrating a method 900 that
supports techniques for managing software agent health in
accordance with aspects of the present disclosure. The
operations of the method 900 may be implemented by a
software platform or its components as described herein. For
example, the operations of the method 900 may be per-
formed by a software platform as described with reference
to FIGS. 1 through 7. In some examples, a software platform
may execute a set of instructions to control the functional
elements of the software platform to perform the described
functions. Additionally, or alternatively, the software plat-
form may perform aspects of the described functions using
special-purpose hardware.

At 905, the method may include outputting, to a software
agent of the one or more software agents, a first request at
a first time instance for first information and a second
request for second information at a second time instance
subsequent to the first time instance, where the first infor-
mation and the second information are associated with the
operation of the software agent. The operations of 905 may
be performed in accordance with examples as disclosed
herein. In some examples, aspects of the operations of 905
may be performed by a request component 625 as described
with reference to FIG. 6.

At 910, the method may include obtaining the first infor-
mation in response to the first request and the second
information in response to the second request. The opera-
tions of 910 may be performed in accordance with examples
as disclosed herein. In some examples, aspects of the
operations of 910 may be performed by a statistics compo-
nent 630 as described with reference to FIG. 6.

At 915, the method may include obtaining, at the software
platform of the device, a set of multiple statistics for each
software agent in response to the set of multiple requests,
where the set of multiple statistics corresponds to a perfor-
mance of the respective software agent, and where obtaining
the set of multiple statistics for the software agent is based
on the first information and the second information. The
operations of 915 may be performed in accordance with
examples as disclosed herein. In some examples, aspects of
the operations of 915 may be performed by a statistics
component 630 as described with reference to FIG. 6.

At 920, the method may include outputting, at the soft-
ware platform of the device, a recommendation for each
software agent based on the set of multiple statistics and one
or more rules configured at the software platform of the
device. The operations of 920 may be performed in accor-
dance with examples as disclosed herein. In some examples,
aspects of the operations of 920 may be performed by a
recommendation component 635 as described with refer-
ence to FIG. 6.

1. A method for managing software agents at a device is
described. The method may include outputting, at a
software platform of the device, a set of multiple
requests to one or more software agents, where each
request of the set of multiple requests is associated with
operation of a respective software agent, obtaining, at
the software platform of the device, a set of multiple
statistics for each software agent in response to the set
of multiple requests, where the set of multiple statistics
corresponds to a performance of the respective soft-
ware agent, and outputting, at the software platform of
the device, a recommendation for each software agent
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based on the set of multiple statistics and one or more

rules configured at the software platform of the device.

2. An apparatus for managing software agents at a device
is described. The apparatus may include a processor,
memory coupled with the processor, and instructions
stored in the memory. The instructions may be execut-
able by the processor to cause the apparatus to output,
at a software platform of the device, a set of multiple
requests to one or more software agents, where each
request of the set of multiple requests is associated with
operation of a respective software agent, obtain, at the
software platform of the device, a set of multiple
statistics for each software agent in response to the set
of multiple requests, where the set of multiple statistics
corresponds to a performance of the respective soft-
ware agent, and output, at the software platform of the
device, a recommendation for each software agent
based on the set of multiple statistics and one or more
rules configured at the software platform of the device.

. Another apparatus for managing software agents at a
device is described. The apparatus may include means
for outputting, at a software platform of the device, a
set of multiple requests to one or more software agents,
where each request of the set of multiple requests is
associated with operation of a respective software
agent, means for obtaining, at the software platform of
the device, a set of multiple statistics for each software
agent in response to the set of multiple requests, where
the set of multiple statistics corresponds to a perfor-
mance of the respective software agent, and means for
outputting, at the software platform of the device, a
recommendation for each software agent based on the
set of multiple statistics and one or more rules config-
ured at the software platform of the device.

. A non-transitory computer-readable medium storing
code for managing software agents at a device is
described. The code may include instructions execut-
able by a processor to output, at a software platform of
the device, a set of multiple requests to one or more
software agents, where each request of the set of
multiple requests is associated with operation of a
respective software agent, obtain, at the software plat-
form of the device, a set of multiple statistics for each
software agent in response to the set of multiple
requests, where the set of multiple statistics corre-
sponds to a performance of the respective software
agent, and output, at the software platform of the
device, a recommendation for each software agent
based on the set of multiple statistics and one or more
rules configured at the software platform of the device.

. In some examples of the method, apparatuses, and
non-transitory computer-readable medium described
herein, outputting the set of multiple requests may
include operations, features, means, or instructions for
outputting, to a software agent of the one or more
software agents, a first request at a first time instance
for first information and a second request for second
information at a second time instance subsequent to the
first time instance, where the first information and the
second information may be associated with the opera-
tion of the software agent and obtaining the first
information in response to the first request and the
second information in response to the second request,
where obtaining the set of multiple statistics for the
software agent may be based on the first information
and the second information.

30

35

40

45

50

65

24

6. In some examples of the method, apparatuses, and

non-transitory computer-readable medium described
herein, the first information includes a first type of
information and the second information includes a
second type of information different from the first type
of information.

. In some examples of the method, apparatuses, and

non-transitory computer-readable medium described
herein, the first information and the second information
include one or more performance metrics.

. In some examples of the method, apparatuses, and

non-transitory computer-readable medium described
herein, outputting the set of multiple requests may
include operations, features, means, or instructions for
outputting, to a software agent of the one or more
software agents, a first request for first information
associated with the operation of the software agent and
a second request for the software agent to perform a
task and obtaining the first information in response to
the first request and second information associated with
execution of the task by the software agent in response
to the second request, where obtaining the set of
multiple statistics for the software agent may be based
on the first information and the second information.

. Some examples of the method, apparatuses, and non-

transitory computer-readable medium described herein
may further include operations, features, means, or
instructions for obtaining a first request for information
associated with the operation of a software agent of the
one or more software agents, outputting a second
request for the information to the software agent in
response to the first request, and obtaining the infor-
mation from the software agent in response to the
second request, where outputting the recommendation
for the software agent may be further based on the
information.

10. Some examples of the method, apparatuses, and

non-transitory computer-readable medium described
herein may further include operations, features, means,
or instructions for generating a set of multiple analytics
using the one or more rules and the set of multiple
statistics for each software agent, where outputting the
recommendation for each software agent may be based
on the set of multiple analytics.

11. In some examples of the method, apparatuses, and

non-transitory computer-readable medium described
herein, outputting the recommendation for each soft-
ware agent may include operations, features, means, or
instructions for outputting a request to review or
modify the operation of the respective software agent.

12. Some examples of the method, apparatuses, and

non-transitory computer-readable medium described
herein may further include operations, features, means,
or instructions for performing, at the software platform
of the device, a training operation using a machine
learning model, where the one or more rules may be
based on the training operation.

13. In some examples of the method, apparatuses, and

non-transitory computer-readable medium described
herein, the one or more rules include conditional
expressions.

14. In some examples of the method, apparatuses, and

non-transitory computer-readable medium described
herein, the performance of the respective software
agent may be associated with the software platform,
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one or more other software platforms, a server associ-
ated with the respective software agent, or any combi-
nation thereof.

It should be noted that the methods described above
describe possible implementations, and that the operations
and the steps may be rearranged or otherwise modified and
that other implementations are possible. Furthermore,
aspects from two or more of the methods may be combined.

The description set forth herein, in connection with the
appended drawings, describes example configurations and
does not represent all the examples that may be implemented
or that are within the scope of the claims. The term “exem-
plary” used herein means “serving as an example, instance,
or illustration,” and not “preferred” or “advantageous over
other examples.” The detailed description includes specific
details for the purpose of providing an understanding of the
described techniques. These techniques, however, may be
practiced without these specific details. In some instances,
well-known structures and devices are shown in block
diagram form in order to avoid obscuring the concepts of the
described examples.

In the appended figures, similar components or features
may have the same reference label. Further, various com-
ponents of the same type may be distinguished by following
the reference label by a dash and a second label that
distinguishes among the similar components. If just the first
reference label is used in the specification, the description is
applicable to any one of the similar components having the
same first reference label irrespective of the second refer-
ence label.

Information and signals described herein may be repre-
sented using any of a variety of different technologies and
techniques. For example, data, instructions, commands,
information, signals, bits, symbols, and chips that may be
referenced throughout the above description may be repre-
sented by voltages, currents, electromagnetic waves, mag-
netic fields or particles, optical fields or particles, or any
combination thereof.

The various illustrative blocks and modules described in
connection with the disclosure herein may be implemented
or performed with a general-purpose processor, a DSP, an
ASIC, an FPGA or other programmable logic device, dis-
crete gate or transistor logic, discrete hardware components,
or any combination thereof designed to perform the func-
tions described herein. A general-purpose processor may be
a microprocessor, but in the alternative, the processor may
be any conventional processor, controller, microcontroller,
or state machine. A processor may also be implemented as
a combination of computing devices (e.g., a combination of
a DSP and a microprocessor, multiple microprocessors, one
or more microprocessors in conjunction with a DSP core, or
any other such configuration).

The functions described herein may be implemented in
hardware, software executed by a processor, firmware, or
any combination thereof. If implemented in software
executed by a processor, the functions may be stored on or
transmitted over as one or more instructions or code on a
computer-readable medium. Other examples and implemen-
tations are within the scope of the disclosure and appended
claims. For example, due to the nature of software, functions
described above can be implemented using software
executed by a processor, hardware, firmware, hardwiring, or
combinations of any of these. Features implementing func-
tions may also be physically located at various positions,
including being distributed such that portions of functions
are implemented at different physical locations. Also, as
used herein, including in the claims, “or” as used in a list of
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items (for example, a list of items prefaced by a phrase such
as “at least one of” or “one or more of”) indicates an
inclusive list such that, for example, a list of at least one of
A, B, or C means A or B or C or AB or AC or BC or ABC
(i.e., Aand B and C). Also, as used herein, the phrase “based
on” shall not be construed as a reference to a closed set of
conditions. For example, an exemplary step that is described
as “based on condition A” may be based on both a condition
A and a condition B without departing from the scope of the
present disclosure. In other words, as used herein, the phrase
“based on” shall be construed in the same manner as the
phrase “based at least in part on.”

Computer-readable media includes both non-transitory
computer storage media and communication media includ-
ing any medium that facilitates transfer of a computer
program from one place to another. A non-transitory storage
medium may be any available medium that can be accessed
by a general purpose or special purpose computer. By way
of example, and not limitation, non-transitory computer-
readable media can comprise RAM, ROM, electrically eras-
able programmable ROM (EEPROM), compact disk (CD)
ROM or other optical disk storage, magnetic disk storage or
other magnetic storage devices, or any other non-transitory
medium that can be used to carry or store desired program
code means in the form of instructions or data structures and
that can be accessed by a general-purpose or special-purpose
computer, or a general-purpose or special-purpose proces-
sor. Also, any connection is properly termed a computer-
readable medium. For example, if the software is transmitted
from a website, server, or other remote source using a
coaxial cable, fiber optic cable, twisted pair, digital sub-
scriber line (DSL), or wireless technologies such as infrared,
radio, and microwave, then the coaxial cable, fiber optic
cable, twisted pair, DSL, or wireless technologies such as
infrared, radio, and microwave are included in the definition
of medium. Disk and disc, as used herein, include CD, laser
disc, optical disc, digital versatile disc (DVD), floppy disk
and Blu-ray disc where disks usually reproduce data mag-
netically, while discs reproduce data optically with lasers.
Combinations of the above are also included within the
scope of computer-readable media.

The description herein is provided to enable a person
skilled in the art to make or use the disclosure. Various
modifications to the disclosure will be readily apparent to
those skilled in the art, and the generic principles defined
herein may be applied to other variations without departing
from the scope of the disclosure. Thus, the disclosure is not
limited to the examples and designs described herein, but is
to be accorded the broadest scope consistent with the
principles and novel features disclosed herein.

What is claimed is:
1. A method for managing software agents by a software
platform at a device, comprising:

outputting, to one or more software agents, a plurality of
requests, wherein each request of the plurality of
requests is associated with operation of a respective
software agent;

obtaining a plurality of statistics for each software agent
in response to the plurality of requests, wherein the
plurality of statistics corresponds to a performance of
the respective software agent;

outputting, at the software platform, a user interface that
displays, for each of the one or more software agents,
a representation of the plurality of statistics that corre-
spond to the performance of the respective software
agent;
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obtaining, based at least in part on receiving at the user
interface a selection of a first software agent of the one
or more software agents, a first request for information
associated with operation of the first software agent;

outputting, to the first software agent and in response to
the first request, a second request for the information
associated with the operation of the first software agent;

obtaining, from the first software agent and in response to
the second request, the information;

generating, based at least in part on the information

obtained from the first software agent and on a plurality
of rules configured at a rule engine, a recommendation
for the first software agent, wherein the recommenda-
tion is based at least in part on a first plurality of
statistics associated with the first software agent and
includes a workflow of diagnostic options to perform
on the first software agent; and

outputting, at the software platform, the recommendation

for the first software agent.
2. The method of claim 1, wherein outputting the plurality
of requests comprises:
outputting, to a software agent of the one or more soft-
ware agents, a request for first information at a first
time instance and a second request for second infor-
mation at a second time instance subsequent to the first
time instance, wherein the first information and the
second information are associated with the operation of
the software agent; and
obtaining the first information in response to the first
request and the second information in response to the
second request, wherein obtaining the plurality of sta-
tistics is based at least in part on the first information
and the second information.
3. The method of claim 2, wherein the first information
comprises a first type of information and the second infor-
mation comprises a second type of information different
from the first type of information.
4. The method of claim 2, wherein the first information
and the second information comprise one or more perfor-
mance metrics.
5. The method of claim 1, wherein outputting the plurality
of requests comprises:
outputting, to a software agent of the one or more soft-
ware agents, a request for first information associated
with the operation of the software agent and a request
for the software agent to perform a task; and

obtaining the first information in response to the first
request and second information associated with execu-
tion of the task by the software agent in response to the
second request, wherein obtaining the plurality of sta-
tistics is based at least in part on the first information
and the second information.

6. The method of claim 1, further comprising:

generating a plurality of analytics using the plurality of

rules and the plurality of statistics for each software
agent, wherein outputting the recommendation for the
first software agent is based at least in part on the
plurality of analytics.

7. The method of claim 1, wherein outputting the recom-
mendation for the first software agent comprises:

outputting a request to review or modify the operation of

the first software agent.

8. The method of claim 1, further comprising:

performing, at the software platform, a training operation

using a machine learning model, wherein the plurality
of rules are based at least in part on the training
operation.
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9. The method of claim 1, wherein the plurality of rules
comprise conditional expressions.

10. The method of claim 1, wherein the performance of
the respective software agent is associated with the software
platform, one or more other software platforms, a server
associated with the respective software agent, or any com-
bination thereof.

11. An apparatus for managing software agents by a
software platform at a device, comprising:

a processor;

memory coupled with the processor; and

instructions stored in the memory and executable by the

processor to cause the apparatus to:

output, to one or more software agents, a plurality of
requests, wherein each request of the plurality of
requests is associated with operation of a respective
software agent;

obtain a plurality of statistics for each software agent in
response to the plurality of requests, wherein the
plurality of statistics corresponds to a performance of
the respective software agent;

output, at the software platform, a user interface that
displays, for each of the one or more software agents,
a representation of the plurality of statistics that
correspond to the performance of the respective
software agent;

obtain, based at least in part on receipt at the user
interface of a selection of a first software agent of the
one or more software agents, a first request for
information associated with operation of the first
software agent;

output, to the first software agent and in response to the
first request, a second request for the information
associated with the operation of the first software
agent;

obtain, from the first software agent and in response to
the second request, the information;

generate, based at least in part on the information
obtained from the first software agent and on a
plurality of rules configured at a rule engine, a
recommendation for the first software agent, wherein
the recommendation is based at least in part on a first
plurality of statistics associated with the first soft-
ware agent and includes a workflow of diagnostic
options to perform on the first software agent; and

output, at the software platform, the recommendation
for the first software agent.

12. The apparatus of claim 11, wherein the instructions to
output the plurality of requests are executable by the pro-
cessor to cause the apparatus to:

output, to a software agent of the one or more software

agents, a request for first information at a first time
instance and a request for second information at a
second time instance subsequent to the first time
instance, wherein the first information and the second
information are associated with the operation of the
software agent; and

obtain the first information in response to the first request

and the second information in response to the second
request, wherein the plurality of statistics are obtained
based at least in part on the first information and the
second information.

13. The apparatus of claim 11, wherein the instructions to
output the plurality of requests are executable by the pro-
cessor to cause the apparatus to:

output, to a software agent of the one or more software

agents, a request for first information associated with
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the operation of the software agent and a request for the
software agent to perform a task; and

obtain the first information in response to the first request

and second information associated with execution of
the task by the software agent in response to the second
request, wherein the plurality of statistics are obtained
based at least in part on the first information and the
second information.

14. The apparatus of claim 11, wherein the instructions are
further executable by the processor to cause the apparatus to:

generate a plurality of analytics using the plurality of rules

and the plurality of statistics for each software agent,
wherein the recommendation for the first software
agent is output based at least in part on the plurality of
analytics.

15. A non-transitory computer-readable medium storing
code for managing software agents by a software platform at
a device, the code comprising instructions executable by a
processor to:

output, to one or more software agents, a plurality of

requests, wherein each request of the plurality of
requests is associated with operation of a respective
software agent;

obtain a plurality of statistics for each software agent in

response to the plurality of requests, wherein the plu-
rality of statistics corresponds to a performance of the
respective software agent;
output, at the software platform, a user interface that
displays, for each of the one or more software agents,
a representation of the plurality of statistics that corre-
spond to the performance of the respective software
agent;
obtain, based at least in part on receipt at the user interface
of a selection of a first software agent of the one or
more software agents, a first request for information
associated with operation of the first software agent;

output, to the first software agent and in response to the
first request, a second request for the information
associated with the operation of the first software agent;

obtain, from the first software agent and in response to the
second request, the information;
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generate, based at least in part on the information obtained
from the first software agent and on a plurality of rules
configured at a rule engine, a recommendation for the
first software agent, wherein the recommendation is
based at least in part on a first plurality of statistics
associated with the first software agent and includes a
workflow of diagnostic options to perform on the first
software agent; and

output, at the software platform, the recommendation for

the first software agent.

16. The non-transitory computer-readable medium of
claim 15, wherein the instructions to output the plurality of
requests are executable by the processor to:

output, to a software agent of the one or more software

agents, a request for first information at a first time
instance and a request for second information at a
second time instance subsequent to the first time
instance, wherein the first information and the second
information are associated with the operation of the
software agent; and

obtain the first information in response to the first request

and the second information in response to the second
request, wherein the plurality of statistics are obtained
based at least in part on the first information and the
second information.

17. The non-transitory computer-readable medium of
claim 15, wherein the instructions to output the plurality of
requests are executable by the processor to:

output, to a software agent of the one or more software

agents, a request for first information associated with
the operation of the software agent and a request for the
software agent to perform a task, and

obtain the first information in response to the first request

and second information associated with execution of
the task by the software agent in response to the second
request, wherein the plurality of statistics are obtained
based at least in part on the first information and the
second information.
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