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(57) Abstract: A channel control unit of a storage ap-
paratus is provided with: a variable-length DMA (Di-
rect Memory Access) that performs data transfer of
variable-length data sent to or received from the host
computer in accordance with an I/O request; a tixed-
length DMA that performs data transfer of fixed-length
data to and from the cache memory; and a buffer inter-
vening between the variable-length DMA and the
fixed-length DMA. In performing the data transfer of
the fixed-length data to the cache memory, the fixed-
length DMA divides the variable-length data into mul-
tiple sets of the fixed-length data each having a data
size equivalent to a unit size of data managed in the
cache memory, and adds a first integrity code to the last
fixed-length data set of the tixed-length data sets gener-
ated by the division, the first integrity code being gen-
erated based on the entire variable-length data.
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Description

STORAGE APPARATUS AND DATA INTEGRITY ASSURANCE
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METHOD
Technical Field

The present invention relates to a storage apparatus and a data integrity assurance
method, especially to a technique for reliably detecting erroneous data.
Background Art

As a method for improving reliability of a storage apparatus, there has been known a
method of adding an integrity code such as an LRC (Longitudinal Redundancy Check)
code to data to be stored in a storage device such as a hard disk drive. For example,
Patent Citation 1 discloses that an integrity code for each data block to be stored in the
storage device is calculated on a block basis.

In this regard, in a storage apparatus that receives an 1/0O request for variable-length
data sent from a host computer such as a mainframe, the variable-length data is
converted into one or more fixed-length data sets each equivalent to a sector size of a
hard disk drive, and the fixed-length data sets are stored into the hard disk drive after
an integrity code is added to each fixed-length data set.

Patent Citation 1: Japanese Patent Application Laid-open Publication No. 2005-84799

Disclosure of Invention
Technical Problem

However, such a method of adding an integrity code to each fixed-length data set has
the following problem that, if any of the aforementioned fixed-length data sets and an
integrity code added thereto both fail to be updated and are incorrectly written due to a
physical failure or the like, such erroneous data cannot be detected, for example.

The present invention has been made in light of the aforementioned problem, and an
object thereof is to provide a storage apparatus and a data integrity assurance method
that are capable of reliably detecting erroneous data.

Technical Solution

To solve the aforementioned and other problems, a storage apparatus according to an
aspect of the present invention includes: a channel control unit that communicates with
a host computer; a disk control unit that controls a hard disk drive; and a cache
memory accessible by the channel control unit and the disk control unit The channel
control unit, upon receiving an I/O request from the host computer, sends or receives
data to or from the disk control unit via the cache memory, the data to be written to or
to be read from the hard disk drive in accordance with the 1/0 request. The channel

control unit includes a variable-length DMA (Direct Memory Access) that performs



WO 2010/095173 PCT/JP2009/000714

[0007]

[0008]

[0009]

[0010]

data transfer of variable-length data sent or received to or from the host computer in
accordance with the I/0 request, a fixed-length DMA that performs data transfer of
fixed-length data to and from the cache memory, and a buffer intervening between the
variable-length DMA and the fixed-length DMA. The fixed-length DMA, in
performing the data transfer of the fixed-length data to the cache memory, divides the
variable-length data into a plurality of sets of the fixed-length data each having a data
size equivalent to a unit size of data managed in the cache memory, and adds a first
integrity code to a last fixed-length data set of the fixed-length data sets generated by
the division, the first integrity code being generated based on the variable-length data
in its entirety.

As described above, according to the present invention, in storing fixed-length data
sets based on variable-length data into the cache memory, the fixed-length DMA adds
a first integrity code generated based on the entire variable-length data to the last one
of the fixed-length data sets. Thus, if any of the aforementioned fixed-length data sets
and an integrity code added thereto both fail to be updated and thus are incorrectly
written due to a physical failure or the like, such data error can be detected by using the
first integrity code. Note that, this addition of the first integrity code allows the channel
control unit, the cache memory, the disk control unit, the hard disk drive and the like to
detect data errors.

A storage apparatus according to another aspect of the present invention includes a
microprocessor that performs processing regarding data transfer among the channel
control unit, the disk control unit and the cache memory. The microprocessor sets
transfer parameters for transferring the variable-length data to the cache memory on
the variable-length DMA and the fixed-length DMA, respectively. The fixed-length
DMA stores an intermediate calculation value for the first integrity code generated in
the data transfer corresponding to each of the transfer parameters, and generates the
first integrity code based on the entire variable-length data by taking over the in-
termediate calculation value generated in the data transfer corresponding to each of the
transfer parameters, when the data transfer of certain variable-length data to the cache
memory is performed by setting the transfer parameters a plurality of times.

According to the present invention, even if the data transfer of variable-length data to
the cache memory is performed by setting the transfer parameters multiple times, the
first integrity code can be generated based on the entire variable-length data.

In a storage apparatus according to another aspect of the present invention, a chain
ID which is an identifier assigned to each CCW (Channel Command Word) chain is
provided to the transfer parameter that is set on the fixed-length DMA, and the fixed-
length DMA stores the intermediate calculation value for each of the chain IDs, and

generates the first integrity code based on the entire variable-length data for each of the
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chain IDs by taking over the intermediate calculation value generated in the data
transfer corresponding to each of the transfer parameters..

According to the present invention, for each CCW chain, the first integrity code can
be properly generated based on the entire variable-length data.

In a storage apparatus according to another aspect of the present invention, the data
size equivalent to the unit size of data managed in the cache memory is a data size
equivalent to a sector size of a hard disk drive of FC (Fibre Channel) type, and the
fixed-length DMA generates a second integrity code based on the fixed-length data set
for each of the fixed-length data sets. The disk control unit

stores data into each sector of the hard disk drive of the storage apparatus, the data to
which the second integrity code is added while the first integrity code is further added
to the data to be stored in a sector in which the last fixed-length data set is written,
when the hard disk drive is a hard disk drive of FC type, and

stores data into each sector of the hard disk drive of the storage apparatus, the data to
which the second integrity code is not added but the first integrity code is added to be
stored in the sector in which the last fixed-length data set is written, when the hard disk
drive is a hard disk drive of SATA (Serial Advanced Technology Attachment) type.

Here, the data size equivalent to the unit size of data managed in the cache memory is
a data size equivalent to a sector size of a hard disk drive of FC type, for example.
Suppose that the hard disk drive into which data is actually written is of SATA type,
though. In this case, if both the first integrity code (TFLRC) and the second integrity
code (SLRC) are written into a data set to be written into each sector, this makes
storage positions of integrity codes different from one sector to another, for example,
and thus data formats different from one sector to another. Accordingly, the structure
of software to be executed by the channel control unit, the disk control unit and the like
is complicated, and thus maintainability of the storage apparatus is deteriorated.

However, according to the present invention, no second integrity code but only the
first integrity code is added to data if the hard disk drive is of SATA type, so that data
formats of the respective sectors can correspond to one another. Accordingly, it is
possible to add the first integrity code to data to be stored in the hard disk drive
without deteriorating maintainability of the storage apparatus.

In a storage apparatus according to another aspect of the present invention, the
variable-length data is data of CKD (Count Key Data architecture) format, and the
fixed-length DMA newly generates the fixed-length data set for storing therein the first
integrity code when an end address of a D part of the variable-length data is equal to
the end address of the last fixed-length data set.

According to the present invention, even when the end address of the D part of

variable-length data is equal to the end address of the last fixed-length data set, that is,
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even when the last data set of the D part fits within the size of the fixed-length data set,
the fixed-length DMA automatically generates a new fixed-length data set for storing
therein the first integrity code. Accordingly, even in the above case, the first integrity

code can be added to the data without fail.
Other problems and solutions thereto disclosed in this application will be made clear

in the section of best mode for carrying out the invention with reference to the
drawings.

According to the present invention, even if any of the aforementioned fixed-length
data sets and an integrity code added thereto both fail to be updated and are incorrectly
written due to a physical failure or the like, such erroneous data can be reliably
detected.

Brief Description of the Drawings

[fig.1]Fig. 1 shows a configuration of a storage apparatus 10.

[fig.2]Fig. 2 shows main components of each CHA 11.

[fig.3]Fig. 3 is a flow chart illustrating processing performed among the CHA 11, a
MP 13 and a CM 14 upon receipt of an 1/0O request.

[fig.4]Fig. 4 shows a structure of each record of CKD format data.

[fig.5]Fig. 5 shows an example of a transfer parameter that is set on a variable-length
DMA 1121.

[fig.6]Fig. 6 shows an example of a transfer parameter that is set on a fixed-length
DMA 1123.

[fig.7A]Fig. 7A illustrates a first scheme (scheme to assure data integrity).
[fig.7B]Fig. 7B illustrates a second scheme (scheme to assure data integrity).
[fig.8A]Fig. 8A illustrates a method of generating a first integrity code (TFLRC)
employed when variable-length data 711 includes just a single record.

[fig.8B]Fig. 8B illustrates a method of generating a first integrity code (TFLRC)
employed when the end address of a D part 413 of the variable-length data 711 is equal
to the end address of the last fixed-length data set 712.

[fig.8C]Fig. 8C illustrates a method of adding a first integrity code (TFLRC) to a
record if the record satisfies a predetermined condition.

[fig.9]Fig. 9 is a flow chart illustrating how the fixed-length DMA 1123 adds a first
integrity code (TFLRC) to transferred data.

[fig.10]Fig. 10 is a flow chart illustrating how the fixed-length DMA 1123 adds a first
integrity code (TFLRC) to transferred data.

[fig.11]Fig. 11 is a flow chart illustrating how an intermediate calculation value for
LRC is taken over from one transfer parameter to another by using a chain ID.

[fig.12]Fig. 12 is another flow chart illustrating how an intermediate calculation value
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for LRC is taken over from one transfer parameter to another by using chain IDs.
[fig.13]Fig. 13 shows how an intermediate calculation value for LRC is taken over if
the MP 13 manages the intermediate calculation value for LRC.

[fig.14A]Fig. 14A shows a data storage form (data format) employed when data is
stored in a hard disk drive 171 of FC type after integrity codes are added to the data by
the first scheme.

[fig.14B]Fig. 14B shows a data storage form (data format) employed when data is
stored in the hard disk drive 171 of FC type after integrity codes are added to the data
by the second scheme.

[fig.14C]Fig. 14C shows a data storage form (data format) employed when data is
stored in the hard disk drive 171 of SATA type after integrity codes are added to the
data by the first scheme.

[fig.14D]Fig. 14D shows a data storage form (data format) employed when data is
stored in the hard disk drive 171 of SATA type after integrity codes are added to the
data by the second scheme.

[fig.15A]Fig. 15A shows a schematic diagram in which SLRC is added to each sector
in Fig. 14D.

[fig.15B]Fig. 15B shows a schematic diagram in which SLRC is not added in Fig.
14D.

Mode for Carrying Out the Invention

Hereinafter, an embodiment will be described. Fig. 1 shows a configuration of a
storage apparatus 10 to be described as an embodiment. As shown in Fig. 1, the storage
apparatus 10 includes: one or more channel adaptors (hereinafter, referred to as CHAs
11 (CHA: CHannel Adaptor)); one or more disk adaptors (hereinafter, referred to as
DKAs 12 (DKA: DisK Adaptor)); at least one control processor (hereinafter, referred
to as MP 13 (MP: Micro Processor)); a cache memory (hereinafter, referred to as CM
14 (CM: Cache Memory)); a shared memory (hereinafter, referred to as SM 15 (SM:
Shared Memory); a switch 16; and a storage device 17.

Each CHA 11 receives an 1/0 request (such as a data write request or a data read
request) sent by any of host computers 2, and sends, to one of the DKAs 12, an 1/0
command (a data read command or a data write command) according to the received 1/
O request. In processing the I/O command, data (data read from the storage device 17
or data to be written in the storage device 17) transferred between CHA 11 and DKA
12 is delivered via the CM 14. Upon performing processing according to the I/0
request received from the host computer 2, the CHA 11 sends the host computer 2 a
response to the 1/0 request (such as read data, a data read completion report or a data
write completion report).

The host computers 2 each are an information apparatus (computer), such as a
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mainframe, which sends the storage apparatus 10 an I/O request for variable-length
data (of CKD (Count Key Data architecture) format, for example). The host computers
2 are coupled to the storage apparatus 10 through, for example, a special purpose line,
a LAN (Local Area Network), a SAN (Storage Area Network), the Internet or a public
communication network. Each host computer 2 and the storage apparatus 10 com-
municate with each other according to a protocol such as FICON (registered
trademark) (Fibre Connection), ESCON (registered trademark) (Enterprise System
Connection), ACONARC (registered trademark) (Advanced Connection Architecture)
or FIBARC (registered trademark) (Fibre Connection Architecture).

Upon receipt of the I/O command send by one of the CHAs 11, each DKA 12 reads
data from the storage device 17 or writes data into the storage device 17. In addition,
the DKA 12 performs staging (reading data from the storage device 17 to store into the
CM 14) or destaging (writing, into the storage device 17, data stored in the CM 14).

As the MP 13, a CPU, an MPU or a DMA (Direct Memory Access) is used, for
example. The MP 13, which is hardware separate from the CHAs 11, the DKAs 12 and
the CM 14, performs processing related to data transfer among the CHAs 11, the
DKAs 12 and the CM 14 for the purpose of speeding up the data transfer and load
balancing.

As the CM 14, a RAM (Random Access Memory) enabling high-speed access is
used, for example. The CM 14 stores therein data to be written in the storage device 17
(hereinafter, referred to as to-be-written data), and data read from the storage device 17
(hereinafter, referred to as read data), for example. The SM 15 stores therein in-
formation used for control of the storage apparatus 10, for example.

The storage device 17 includes hard disk drives (HDDs) 171. The hard disk drives
171 are controlled according to a control method such as RAID (Redundant Arrays of
Inexpensive (or Independent) Disks) (using RAID levels O, 1, 5, 6 and so on, for
example). The storage device 17 provides storage areas in units of logical device
LDEVs (Logical Devices), for example. Here, the logical device LDEYV is formed of a
storage area provided according to RAID (storage area for a RAID group), for
example. Note that the storage device 17 may alternatively include other storage media
such as semiconductor storage devices (SSDs).

The switch 16 is a high-speed cross bar switch (Cross Bar Switch), for example.
Communications via the switch 16 are performed according to a protocol such as Fibre
Channel, iSCSI (Internet Small Computer System Interface) or TCP/IP.

Fig. 2 shows main components of each CHA 11. The CHA 11 includes one or more
protocol controllers 111, a DMA 112 and an interstage buffer 113. As each of the
protocol controllers 111 and the DMA 112, a customized LSI (Large Scale Integration)
is used, for example. As the interstage buffer 113, a DRAM (Dynamic Random Access
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Memory) is used, for example.

Each protocol controller 111 converts formats of data transmitted and received
between one of the host computers 2 and the storage apparatus 10. Specifically, the
protocol controller 111 converts between: a data format according to the protocol (such
as FICON or ESCON) employed in communications between each host computer 2
and the storage apparatus 10; and a data format employed in the storage apparatus 10.

The DMA 112 transfers data between the CHA 11 and the MP 13 as well as between
the CHA 11 and the CM 14. As shown in Fig. 2, the DMA 112 includes a variable-
length DMA 1121, an inter-DMA buffer 1122, a fixed-length DMA 1123 and a
TFLRC buffer 1124. The variable-length DMA 1121 transfers variable-length data
between each host computer 2 and the inter-DMA buffer 1122. The fixed-length DMA
1123 transfers fixed-length data between the inter-DMA buffer 1122 and the MP 13 or
the CM 14. The inter-DMA buffer 1122 stores therein data transferred between the
variable-length DMA 1121 and the fixed-length DMA 1123. The TFLRC buffer 1124
stores therein intermediate calculation values obtained during calculation of a first
integrity code (TFLRC) to be described later.

The interstage buffer 113 stores therein data transferred between each protocol
controller 111 and the variable-length DMA 1121. As the interstage buffer 113, a
DRAM is used, for example.

Next, with reference to Fig. 3, description will be given of processing performed
among the CHA 11, the MP 13 and the CM 14 in accordance with an I/O request sent
by any of the host computers 2. Fig. 3 is a flow chart illustrating processing performed
among the CHA 11, the MP 13 and the CM 14 when the CHA 11 converts variable-
length data into fixed-length data and transfers the fixed-length data to the CM 14 upon
receipt of an I/0 request (data write request) of the variable-length data (of CKD
format) sent by the host computers 2. Note that the letter "S" prefixed to each reference
numeral in the following description represents "step."

As shown in Fig. 3, in the aforementioned data transfer, the MP 13 firstly sets, on the
DMA 112, transfer parameters for storing the C part of the CKD format data into the
CM 14 (S311).

Fig. 4 shows a structure of each record of CKD format data. As shown in Fig. 4, each
record of CKD format data includes a C part 411 (Count part), a K part 412 (Key part)
and a D part 413 (Data part). In the C part 411, format information on the to-
be-transferred data is defined. In the K part 412, information on applications running
on the host computers 2 is defined. In the D part 413, data (data read from the storage
device 17 or data to be written into the storage device 17) are defined.

When the MP 13 sets the transfer parameters on the DMA 112, the DMA 112 reads
the C part 411 from the interstage buffer 113, and transfers the read C part 411 to the
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MP 13 (S312). Upon receipt of the C part 411 from the DMA 112, the MP 13 transfers
the C part 411 to the CM 14 (S313). Thereby, the C part 411 is stored in the CM 14.

Then, the MP 13 sets, on the DMA 112, transfer parameters for storing the K part
412 and the D part 413 of the CKD format data into the CM 14 (S314). When the
transfer parameters are set on the DMA 112, the DMA 112 reads the K part 412 and
the D part 413 from the interstage buffer 113, and transfers the read K part 412 and D
part 413 to the MP 13 (S315). Upon receipt of the K part 412 and the D part 413 from
the DMA 112, the MP 13 transfers the K part 412 and the D part 413 to the CM 14.
Thereby, the K part 412 and the D part 413 are stored in the CM 14.

Upon completion of transfer of all the C part 411, the K part 412 and the D part 413,
the DMA 112 sends the MP 13 status information indicating transfer results (S316).

Here, in S311 and S314 of Fig. 3, the MP 13 sets a transfer parameter on each of the
variable-length DMA 1121 and the fixed-length DMA 1123, which are components of
the DMA 112. Fig. 5 shows an example of a transfer parameter that is set on the
variable-length DMA 1121, while Fig. 6 shows an example of a transfer parameter that
is set on the fixed-length DMA 1123.

<Data Integrity Assurance Scheme>

The storage apparatus 10 assures integrity of data stored in the storage device 17 and
the CM 14 by using error correcting codes (such as LRCs) in the aforementioned
components of the fixed-length DMAs 1123, the switch 16, the CM 14, the DKAs 12
and the storage device 17.

The storage apparatus 10 uses first and second schemes to assure data integrity. In
the first scheme, the storage apparatus 10 adds a second integrity code (SLRC) to each
fixed-length data set having a size equivalent to a sector size of the hard disk drives
171. Meanwhile, in the second scheme, the storage apparatus 10 adds a first integrity
code (TFLRC) to the entire transferred data of CKD format (the entire data that
includes one or more records each being a combination of the C part 411, the K part
412 and the D part 413).

Fig. 7A illustrates the first scheme. In the first scheme, the fixed-length DMA 1123
divides variable-length data 711 into multiple fixed-length data sets 712, and adds a
second integrity code (SLRC) to each of these fixed-length data sets 712. In this event,
the fixed-length DMA 1123 adds, to the last fixed-length data set 712 generated by the
division, an integrity code (FLRC) based on the last fixed-length data set 712 (a
fractional data set of the variable-length data 711), and a second integrity code (SLRC)
generated based on the entire combination of: this last data set; the integrity code
(FLRC) added thereto; and padding data (PAD data (PAD: PADding) consisting of Os,
for example) added to make the last data set have the same size as each of the other
fixed-length data sets 712.
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Fig. 7B illustrates the second scheme. As shown in Fig. 7B, in the second scheme,
the fixed-length DMA 1123 adds a second integrity code (SLRC) to each fixed-length
data set 712. Additionally, the storage apparatus 10 adds, to the last fixed-length data
set 712, a first integrity code (TFLRC) generated based on the entire variable-length
data 711. With the second scheme, even if, for example, any of the fixed-length data
sets 712 and the second integrity code (SLRC) added thereto both fail to be updated
and are incorrectly written due to a physical failure or the like, such a data error can be
detected by using first integrity codes (TFLRCs).

Fig. 8A illustrates a method of generating a first integrity code (TFLRC) employed
when the variable-length data 711 sent by any of the host computers 2 includes just a
single record. In such a case where the variable-length data 711 includes just a single
record, the MP 13 sets, to 1, a "TF" bit of the transfer parameter on the fixed-length
DMA 1123 shown in Fig. 6 (a TFLRC mode is enabled). The fixed-length DMA 1123
adds a first integrity code (TFLRC) to the last fixed-length data set 712 by detecting if
a "LF" bit therefor is 1.

Fig. 8B illustrates a method of generating a first integrity code (TFLRC) employed
when the end address of the D part 413 of the variable-length data 711 is equal to the
end address of the last fixed-length data set 712. In this case, the fixed-length DMA
1123 newly generates a fixed-length data set 712 for storing therein the first integrity
code (TFLRC).

Note that, if the variable-length data 711 sent by any of the host computers 2 includes
multiple successive records, the MP 13 cannot set, to ON, the "LF" bit of the transfer
parameter on the fixed-length DMA 1123 for each record other than the last record.
This makes it impossible to add a first integrity code (TFLRC) to each record other
than the last record. Accordingly, the fixed-length DMA 1123 adds a first integrity
code (TFLRC) to a record if the record satisfies any of predetermined conditions such
as: (1) the "LF" bit is 1; (2) the to-be-transferred record has a length less than the sector
size; and (3) the to-be-transferred record has a length equal to the sector size, as shown
in Fig. 8C.

Fig. 9 is a flow chart illustrating how the fixed-length DMA 1123 adds a first
integrity code (TFLRC) to data while the MP 13 transfers the data to the CM 14.
Hereinbelow, the description thereof will be given with reference to Fig. 9.

As shown in Fig. 3, in order to transfer data to the CM 14, the MP 13 firstly sets
transfer parameters respectively on the variable-length DMA 1121 and the fixed-length
DMA 1123 (S911).

When the transfer parameters are set, the variable-length DMA 1121 reads data from
the interstage buffer 113 in accordance with the transfer parameter that is set thereon,
and transfers the read data to the inter-DMA buffer 1122 (S912). The fixed-length
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DMA 1123 reads data stored in the inter-DMA buffer 1122 in accordance with the
transfer parameter that is set thereon, converts the read data to a fixed-length data set
712, and transfers the fixed-length data set 712 to the CM 14 (S913). In this step, the
fixed-length DMA 1123 also calculates an LRC based on the transferred data set, and
keeps (stores) therein the calculated LRC as an intermediate calculation value.

Then, the MP 13 sets transfer parameters that are unused for processing respectively
on the variable-length DMA 1121 and the fixed-length DMA 1123 (S914). When the
transfer parameters are set, the variable-length DMA 1121 reads data from the in-
terstage buffer 113 in accordance with the transfer parameter that is set thereon, and
transfers the data to the inter-DMA buffer 1122 (S915). The fixed-length DMA 1123
reads data stored in the inter-DMA buffer 1122 in accordance with the transfer
parameter that is set thereon, converts the read data to a fixed-length data set 712, and
transfers the fixed-length data set 712 to the CM 14 (S916). In this step, the fixed-
length DMA 1123 also calculates an LRC by using the intermediate calculation value
for LRC kept (stored) in S913. If the fixed-length DMA 1123 transfers the last fixed-
length data set 712 in S916, the fixed-length DMA 1123 adds, to this fixed-length data
set 712 to be transferred to the CM 14, the LRC calculated in S916 as a first integrity
code (TFLRC) (S917).

Upon completion of data transfer in accordance with the transfer parameter, each of
the variable-length DMA 1121 and the fixed-length DMA 1123 sends the MP 13 status
information indicating transfer results (S918).

Fig. 10 is a flow chart illustrating how the fixed-length DMA 1123 adds a first
integrity code (TFLRC) to data while the MP 13 transfers the data to the CM 14 by
multiplex data transfer. Hereinbelow, the description thereof will be given with
reference to Fig. 10.

As in the foregoing case, the MP 13 firstly sets transfer parameters A respectively on
the variable-length DMA 1121 and the fixed-length DMA 1123 (S1011). When the
transfer parameters A are set, the variable-length DMA 1121 reads data from the in-
terstage buffer 113 in accordance with the transfer parameter A that is set thereon, and
transfers the read data to the inter-DMA buffer 1122 (S1012). The fixed-length DMA
1123 reads data stored in the inter-DMA buffer 1122 in accordance with the transfer
parameter A that is set thereon, converts the read data to a fixed-length data set 712,
and transfers the fixed-length data set 712 to the CM 14 (S1013). In this step, the
fixed-length DMA 1123 also calculates an LRC based on the data set transferred to the
CM 14 in accordance with the transfer parameter A, and keeps (stores) therein the
calculated LRC as an intermediate calculation value.

Then, the MP 13 sets transfer parameters B respectively on the variable-length DMA
1121 and the fixed-length DMA 1123 (S1014). When the transfer parameters B are set,
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the variable-length DMA 1121 reads data from the interstage buffer 113 in accordance
with the transfer parameter B that is set thereon, and transfers the read data to the inter-
DMA buffer 1122 (S1015). Meanwhile, the fixed-length DMA 1123 copies, to the
TFLRC buffer 1124, the LRC calculated in S1013 based on the data set transferred in
accordance with the transfer parameter A (S1016).

Then, the fixed-length DMA 1123 reads data stored in the inter-DMA buffer 1122 in
accordance with the transfer parameter B that is set thereon, converts the read data to a
fixed-length data set 712, and transfers the fixed-length data set 712 to the CM 14
(S1017). In this step, the fixed-length DMA 1123 also calculates an LRC based on the
data transferred to the CM 14 in accordance with the transfer parameter B, and keeps
(stores) therein the calculated LRC as an intermediate calculation value.

Then, the MP 13 sets transfer parameters A that are unused for processing re-
spectively on the variable-length DMA 1121 and the fixed-length DMA 1123 (S1018).
After that, the variable-length DMA 1121 reads data from the interstage buffer 113 in
accordance with the transfer parameter A that is set thereon, and transfers the read data
to the inter-DMA buffer 1122 (S1019). Meanwhile, the fixed-length DMA 1123
copies, to the TFLRC buffer 1124, the LRC calculated in S1017 for the data
transferred in accordance with the transfer parameter B (S1020). In addition, the fixed-
length DMA 1123 reads the LRC for the transfer parameter A having been copied to
the TFLRC buffer 1124 in S1016 (S1021).

Then, the fixed-length DMA 1123 reads data stored in the inter-DMA buffer 1122 in
accordance with the transfer parameter A that is set thereon in S1018, converts the read
data to a fixed-length data set 712, and transfers the fixed-length data set 712 to the
CM 14 (S1022). In this step, the fixed-length DMA 1123 also calculates an LRC by
using the intermediate calculation value for LRC having been read in S1021. If the
fixed-length DMA 1123 transfers the last fixed-length data set 712 in S1022, the fixed-
length DMA 1123 adds, to this fixed-length data set 712 to be transferred to the CM
14, the LRC calculated in S1022 as a first integrity code (TFLRC) (S1023).

Note that, a first integrity code (TFLRC) for the transfer parameter B is added as in
the case of the transfer parameter A. Upon completion of data transfer for each transfer
parameter, each of the variable-length DMA 1121 and the fixed-length DMA 1123
sends to the MP 13 status information indicating transfer results (S1024).

Here, in Figs. 9 and 10, an intermediate calculation value for LRC is taken over from
one transfer parameter to another by using an identifier (hereinafter, referred to as
chain ID) assigned to each CCW chain. Fig. 11 is a flow chart illustrating how an in-
termediate calculation value for LRC is taken over from one transfer parameter to
another by using a chain ID during data transfer. Hereinbelow, the description thereof

will be given with reference to Fig. 11.
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As shown in Fig. 11, the MP 13 can set transfer parameters on the DMA 112 without
waiting for the DMA 112 to send back status information (S1101 to S1103). Note that
Fig. 11 shows the case where the MP 13 sets, on the DMA 112, transfer parameters
having the same chain ID (chain ID = 0) three times.

As shown in Fig. 11, in the transfer parameter that is set on the fixed-length DMA
1123 in a first round of transfer parameter setting (parameter setting 1 (S1101)), an
"FF" bitis 1 while the "LF" bit is 0. Meanwhile, in the transfer parameter that is set on
the fixed-length DMA 1123 in a second round of transfer parameter setting (parameter
setting 2 (S1102)), the "FF" bit and the "LF" bit are 0. In the transfer parameter that is
set on the fixed-length DMA 1123 in a third round of transfer parameter setting
(parameter setting 3 (S1103)), the "FF" bit is 0 while the "LF" bit is 1.

Upon completion of the parameter setting 1 (S1101), the DMA 112 starts data
transfer 1 (S1104). During execution of the data transfer 1, which completes in S1105,
the parameter setting 2 (S1102) is performed. Upon completion of the data transfer 1,
the DMA 112 keeps (stores) a current intermediate calculation value for LRC (S1105).

Then, the DMA 112 starts data transfer 2 (S1106) corresponding to the parameter
setting 2 (S1102). In this step (S1106), the DMA 112 also takes over the intermediate
calculation value for LRC kept after the data transfer 1 corresponding to the parameter
setting 1 (S1101) in which the chain ID is shared with the parameter setting 2. Note
that, as shown in Fig. 11, the parameter setting 3 (S1103) is performed during
execution of the data transfer 2. Upon completion of the data transfer 2 (S1107), the
DMA 112 keeps (stores) a current intermediate calculation value for LRC.

Then, the DMA 112 starts data transfer 3 (S1108) corresponding to the parameter
setting 3 (S1103). In this step, the DMA 112 also takes over the intermediate cal-
culation value for LRC kept after the data transfer 2 corresponding to the parameter
setting 2 in which the chain ID is shared with the parameter setting 3. Upon completion
of the data transfer 3, the DMA 112 adds a first integrity code (TFLRC) to the last
fixed-length data set 712, and sends status information to the MP 13 (S1109). Then,
the MP 13 receives the status information.

Fig. 12 is a flow chart illustrating how an intermediate calculation value for LRC is
taken over from one transfer parameter to another by using chain IDs during data
transfer. Fig. 11 shows the case where a single chain ID is used, while Fig. 12 shows
the case where multiple chain IDs are used. Hereinbelow, the description thereof will
be given with reference to Fig. 12.

As in the case of Fig. 11, the MP 13 can set transfer parameters on the DMA 112
without waiting for the DMA 112 to send back status information (S1201 to S1205).

As shown in Fig. 12, in the transfer parameter that is set on the fixed-length DMA

1123 in a first round of transfer parameter setting (parameter setting 1 (S1201)), the
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"FF" bit, the "LF" bit and the chain ID are 1, 0, 0, respectively. Meanwhile, in the
transfer parameter that is set on the fixed-length DMA 1123 in a second round of
transfer parameter setting (parameter setting 2 (51202)), the "FF" bit, the "LF" bit and
the chain ID are 0. In the transfer parameter that is set on the fixed-length DMA 1123
in a third round of transfer parameter setting (parameter setting 3 (S1203)), the "FF"
bit, the "LF" bit and the chain ID are 1, 0, 1, respectively. In the transfer parameter that
is set on the fixed-length DMA 1123 in a fourth round of transfer parameter setting
(parameter setting 4 (S1204)), the "FF" bit, the "LF" bit and the chain ID are 0, 1, 0, re-
spectively. In the transfer parameter that is set on the fixed-length DMA 1123 in a fifth
round of transfer parameter setting (parameter setting 5 (S1205)), the "FF" bit, the
"LF" bit and the chain ID are 0, 1, 1, respectively.

As described above, in the example case shown in Fig. 12, a chain ID is shared
among the parameter setting 1 (S1201), the parameter setting 2 (S1202) and the
parameter setting 4 (S1204) while another chain ID is shared between the parameter
setting 3 (S1203) and the parameter setting 5 (S1205)

Upon completion of the parameter setting 1 (S1201), the DMA 112 starts data
transfer 1 (S1211). During execution of the data transfer 1, which completes in S1212,
the parameter setting 2 (S1202) is performed. Upon completion of the data transfer 1,
the DMA 112 keeps (stores) a current intermediate calculation value for LRC (S1212).

Then, the DMA 112 starts data transfer 2 (S1213) corresponding to the parameter
setting 2 (S1202). In this step (S1213), the DMA 112 also takes over the intermediate
calculation value for LRC kept after the data transfer 1 corresponding to the parameter
setting 1 (S1201) in which the chain ID is shared with the parameter setting 2.

Note that, as shown in Fig. 12, the parameter setting 3 (S1203) is performed during
execution of the data transfer 2. Upon completion of the data transfer 2 (S1213), the
DMA 112 keeps (stores) a current intermediate calculation value for LRC. At the same
time, the DMA 112 also copies, to the TFLRC buffer 1124, this intermediate cal-
culation value for LRC based on the data transfer 2 as an intermediate calculation
value for LRC with the chain ID of 0 (S1214).

Then, the DMA 112 starts data transfer 3 (S1215) corresponding to the parameter
setting 3 (S1203). Upon completion of the data transfer 3, the DMA 112 keeps (stores)
a current intermediate calculation value for LRC (S1216). At the same time, the DMA
112 also copies, to the TFLRC buffer 1124, this intermediate calculation value for
LRC based on the data transfer 3 as an intermediate calculation value for LRC with the
chain ID of 1 (S1217).

Subsequently, the DMA 112 starts data transfer 4 (S1218) corresponding to the
parameter setting 4 (S1204). At the same time, the DMA 112 reads, from the TFLRC
buffer 1124, the intermediate calculation value for LRC with the chain ID of 0 having
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been copied thereto in S1214 (S1219). Then, the DMA 112 calculates an LRC based
on the data transfer 4 by using the intermediate calculation value for LRC having been
read in S1219 (takes over the intermediate calculation value). Upon completion of the
data transfer 4 (S1220), the DMA 112 copies, to the TFLRC buffer 1124, this in-
termediate calculation value for LRC based on the data transfer 4 as an intermediate
calculation value for LRC with the chain ID of 0 (S1221).

Then, the DMA 112 starts data transfer 5 (S1222) corresponding to the parameter
setting 5 (S1205). At the same time, the DMA 112 reads, from the TFLRC buffer
1124, the intermediate calculation value for LRC with the chain ID of 1 having been
copied thereto in S1217 (S1223). Then, the DMA 112 calculates an LRC based on the
data transfer 5 by using the intermediate calculation value for LRC having been read in
S1223 (takes over the intermediate calculation value). Upon completion of the data
transfer 5 (S1224), the DMA 112 copies, to the TFLRC buffer 1124, this intermediate
calculation value for LRC based on the data transfer 5 as an intermediate calculation
value for LRC with the chain ID of 1 (S1225).

Note that, upon completion of the entire data transfer for each transfer parameter
performed in this manner, the DMA 112 adds a first integrity code (TFLRC) to the last
fixed-length data set 712. Then, the DMA 112 sends status information to the MP 13,
and the MP 13 receives the status information. Thereby, the entire processing
completes.

As shown in Fig. 11 or 12, in the storage apparatus 10 according to this embodiment,
not the MP 13 but each DMA 112 manages intermediate calculation values for LRC in
data transfer corresponding to each transfer parameter that is set on the DMA 112. The
storage apparatus 10 may have a configuration in which the MP 13 manages in-
termediate calculation values for LRC as shown in Fig. 13, for example. However, in
this configuration, an intermediate calculation value for LRC needs to be sent from the
DMA 112 to the MP 13, or from the MP 13 to the DMA 112 on an as-needed basis
every time each DMA 112 transfers any data. Thus, this configuration has poorer per-
formance than the configuration in which each DMA 112 manages intermediate cal-
culation values for LRC.

In addition, as described above, when each DMA 112 manages intermediate cal-
culation values for LRC, the MP 13 can set transfer parameters on the DMA 112
without waiting for the DMA 112 to send back status information. Thus, immediately
after completing previous data transfer, the DMA 112 can start the next data transfer.
This further contributes to processing performance improvement of the storage
apparatus 10.

Fig. 14A shows a data storage form (data format) employed when data that includes
the C part 411 of 8 Bytes and the D part 413 of 1024 Bytes is stored in the storage
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apparatus 10 including the CM 14 in which data is managed in units of 520 Bytes.
More specifically, the above data is stored in the hard disk drives 171 (520 Bytes/
sector) of a FC (Fibre Channel) type after integrity codes are added to the data by the
aforementioned first scheme.

Meanwhile, Fig. 14B shows a data storage form employed when data having the
above structure is stored in the hard disk drives 171 of FC type after integrity codes are
added to the data by the aforementioned second scheme.

Comparison between these two forms shows that data storage positions (data
formats) are basically the same as each other, though these forms are different in that
either FLRC or TFLRC is added to each particular D part 413 as the integrity code.
Thus, introduction of the second scheme to the storage apparatus 10 that employs the
first scheme, for example, requires little change in software executed by the CHAs 11,
the DKAs 12, the MP 13 and the like.

Fig. 14C shows a data storage form employed when data having the above structure
is stored in the storage apparatus 10 including the CM 14 in which data is managed in
units of 520 Bytes (which is a management mode prepared for hard disk drives of a FC
type). More specifically, the above data is stored in the hard disk drives 171 (512
Bytes/sector) of a SATA (Serial Advanced Technology Attachment) type after
integrity codes are added to the data by the aforementioned first scheme.

As shown in Fig. 14C, each SATA drive has a sector size of 512 Bytes, which is
different from the unit size (520 Bytes) of data managed in the CM 14. Accordingly,
positions of the second integrity codes (SLRCs) and data starting positions are
different from one sector to another, which complicates the data format as shown in
Fig. 14C.

Fig. 14D shows a data storage form employed when data having the above structure
is stored in the storage apparatus 10 including the CM 14 in which data is managed in
units of 520 Bytes. More specifically, the above data is stored in the hard disk drives
171 (512 Bytes/sector) of a SATA type after integrity codes are added to the data by
the aforementioned second scheme. As shown in Fig. 14D, second integrity codes
(SLRCs) are omitted in this example.

As described above, in the case of SATA drives, by omitting a second integrity code
(SLRC) of 8 Bytes from a data format of a unit size of data managed in the CM 14, it
is possible to make the data format correspond to a data format of a sector of each
SATA drive. Note that, though an integrity assurance function provided by the second
integrity code (SLRC) is lost in this case, functions of detecting old data remaining and
data corruption are assured by the first integrity code (TFLRC). In addition, even
though the second integrity code (SLRC) includes position information, omission of
the second integrity code (SLRC) will not affect the I/O function of each hard disk



16

WO 2010/095173 PCT/JP2009/000714

[0084]

[0085]

drive 171; for the C part 411 includes the equivalent information.

Note that employment of the data format shown in Fig. 14D also reduces loads in
generating integrity codes when data sets each having a size smaller than a sector are
stored in the sector. Specifically, suppose the case where data in a certain sector is
partially rewritten. In this case, if a second integrity code (SLRC) is added to each
sector (the second integrity code (SLRC) is not omitted), the second integrity code
(SLRC) for the sector needs to be generated based on the entire data in the sector, as
shown in Fig. 15A. On the other hand, if the data format shown in Fig. 14D is
employed, it is only necessary to generate integrity codes (FLRCs in Fig. 15B) by
referring only to the rewritten portion of the data as shown in Fig. 15B.

Hereinabove, description has been given of this embodiment. However, the above
embodiment is presented only to facilitate understanding of the present invention, and
thus not to provide limited interpretation of the present invention. The present
invention can be modified or improved without departing from the gist thereof, and the

equivalents of the present invention are also included in the present invention.
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Claims

A storage apparatus, comprising:

a channel control unit that communicates with a host computer;

a disk control unit that controls a hard disk drive; and

a cache memory accessible by the channel control unit and the disk control unit,
wherein

the channel control unit, upon receiving an I/O request from the host computer,
sends or receives data to or from the disk control unit via the cache memory, the
data to be written to or to be read from the hard disk drive in accordance with the
I/0O request,

the channel control unit includes

a variable-length DMA (Direct Memory Access) that performs data transfer of
variable-length data sent or received to or from the host computer in accordance
with the /O request,

a fixed-length DMA that performs data transfer of fixed-length data to and from
the cache memory, and

a buffer intervening between the variable-length DMA and the fixed-length
DMA, and

the fixed-length DMA, in performing the data transfer of the fixed-length data to
the cache memory,

divides the variable-length data into a plurality of sets of the fixed-length data
each having a data size equivalent to a unit size of data managed in the cache
memory, and

adds a first integrity code to a last fixed-length data set of the fixed-length data
sets generated by the division, the first integrity code being generated based on
the variable-length data in its entirety.

The storage apparatus according to claim 1, further comprising

a microprocessor that performs processing regarding data transfer among the
channel control unit, the disk control unit and the cache memory, wherein

the microprocessor sets transfer parameters for transferring the variable-length
data to the cache memory on the variable-length DMA and the fixed-length
DMA, respectively, and

the fixed-length DMA stores an intermediate calculation value for the first
integrity code generated in the data transfer corresponding to each of the transfer
parameters, and generates the first integrity code based on the entire variable-
length data by taking over the intermediate calculation value generated in the

data transfer corresponding to each of the transfer parameters, when the data
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transfer of a certain one of the variable-length data to the cache memory is
performed by setting the transfer parameters a plurality of times.

The storage apparatus according to claim 2, wherein

a chain ID which is an identifier assigned to each CCW (Channel Command
Word) chain is provided to the transfer parameter that is set on the fixed-length
DMA, and

the fixed-length DMA stores the intermediate calculation value for each of the
chain IDs, and generates the first integrity code based on the entire variable-
length data for each of the chain IDs by taking over the intermediate calculation
value generated in the data transfer corresponding to each of the transfer pa-
rameters.

The storage apparatus according to claim 1, wherein

the data size equivalent to the unit size of data managed in the cache memory is a
data size equivalent to a sector size of a hard disk drive of FC (Fibre Channel)
type,

the fixed-length DMA generates a second integrity code based on the fixed-
length data set for each of the fixed-length data sets, and

the disk control unit

stores data into each sector of the hard disk drive of the storage apparatus, the
data to which the second integrity code is added while the first integrity code is
further added to the data to be stored in a sector in which the last fixed-length
data set is written, when the hard disk drive is a hard disk drive of FC type, and
stores data into each sector of the hard disk drive of the storage apparatus, the
data to which the second integrity code is not added but the first integrity code is
added to be stored in the sector in which the last fixed-length data set is written,
when the hard disk drive is a hard disk drive of SATA (Serial Advanced
Technology Attachment) type.

The storage apparatus according to claim 1, wherein

the variable-length data is data of CKD (Count Key Data architecture) format,
and

the fixed-length DMA newly generates the fixed-length data set for storing
therein the first integrity code when an end address of a D part of the variable-
length data is equal to the end address of the last fixed-length data set.

A storage apparatus, comprising:

at least one channel control unit that communicates with a mainframe;

at least one disk control unit that controls a hard disk drive;

a cache memory accessible by the channel control unit and the disk control unit;

and
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a switch that couples the channel control unit, the disk control unit and the cache
memory, wherein

the channel control unit, upon receiving an I/O request from the mainframe,
sends or receives data to or from the disk control unit via the cache memory, the
data to be written to or to be read from the hard disk drive in accordance with the
/O request,

the channel control unit includes

a protocol controller that performs processing regarding a protocol for commu-
nications with the mainframe,

a variable-length DMA that performs data transfer of variable-length data sent or
received to or from the mainframe in accordance with the I/0 request,

a fixed-length DMA that performs data transfer of fixed-length data to and from
the cache memory,

a buffer intervening between the protocol controller and the variable-length
DMA, and

a buffer intervening between the variable-length DMA and the fixed-length
DMA, and

the fixed-length DMA, in performing the data transfer of the fixed-length data to
the cache memory,

divides the variable-length data into a plurality of sets of the fixed-length data
each having a data size equivalent to a sector size of the hard disk drive, and
adds a first integrity code to a last fixed-length data set of the fixed-length data
sets generated by the division, the first integrity code being generated based on
the variable-length data in its entirety.

A data integrity assurance method in a storage apparatus which includes:

a channel control unit that communicates with a host computer;

a disk control unit that controls a hard disk drive; and

a cache memory accessible by the channel control unit and the disk control unit,
and in which

the channel control unit, upon receiving an I/O request from the host computer,
sends or receives data to or from the disk control unit via the cache memory, the
data to be written to or to be read from the hard disk drive in accordance with the
I/0O request, and

the channel control unit includes

a variable-length DMA that performs data transfer of variable-length data sent or
received to or from the host computer in accordance with the 1/0 request,

a fixed-length DMA that performs data transfer of fixed-length data to and from

the cache memory, and
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a buffer intervening between the variable-length DMA and the fixed-length
DMA, the method comprising:

in performing the data transfer of the data of the fixed-length data to the cache
memory, the fixed-length DMA

divides the variable-length data into a plurality of sets of the fixed-length data
each having a data size equivalent to a unit size of data managed in the cache
memory; and

adds a first integrity code to the last fixed-length data set of the fixed-length data
sets generated by the division, the first integrity code being generated based on
the entire variable-length data.

The data integrity assurance method according to claim 7, wherein

the storage apparatus further comprises a microprocessor that performs
processing regarding data transfer among the channel control unit, the disk
control unit and the cache memory,

the microprocessor sets transfer parameters for transferring the variable-length
data to the cache memory on the variable-length DMA and the fixed-length
DMA, respectively, and

the fixed-length DMA generates the first integrity code based on the entire
variable-length data stores an intermediate calculation value for the first integrity
code generated in the data transfer corresponding to each of the transfer pa-
rameters, and generates the first integrity code based on the entire variable-length
data by taking over the intermediate calculation value generated in the data
transfer corresponding to each of the transfer parameters, when the data transfer
of certain variable-length data to the cache memory is performed by setting the
transfer parameters a plurality of times.

The data integrity assurance method according to claim 8, wherein

a chain ID which is an identifier assigned to each CCW chain is provided to the
transfer parameter that is set on the fixed-length DMA, and

the fixed-length DMA stores the intermediate calculation value for each of the
chain IDs, and generates the first integrity code based on the entire variable-
length data for each of the chain IDs by taking over the intermediate calculation
value generated in the data transfer corresponding to each of the transfer pa-
rameters.

The data integrity assurance method according to claim 7, wherein

the data size equivalent to the unit size of data managed in the cache memory is a
data size equivalent to a sector size of a hard disk drive of FC type,

the fixed-length DMA generates a second integrity code based on the fixed-
length data set for each of the fixed-length data sets, and
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the disk control unit

stores data into each sector of the hard disk drive of the storage apparatus, the
data to which the second integrity code is added while the first integrity code is
further added to the data to be stored in a sector in which the last fixed-length
data set is written, when the hard disk drive is a hard disk drive of FC type, and
stores data into each sector of the hard disk drive of the storage apparatus, the
data to which the second integrity code is not added but the first integrity code is
added to be stored in the sector in which the last fixed-length data set is written,
when the hard disk drive is a hard disk drive of SATA (Serial Advanced
Technology Attachment) type.

The data integrity assurance method according to claim 7, wherein

the variable-length data is data of CKD format, and

the fixed-length DMA newly generates the fixed-length data set for storing
therein the first integrity code when an end address of a D part of the variable-
length data is equal to the end address of the last fixed-length data set.

A data integrity assurance method in a storage apparatus which includes:

at least one channel control unit that communicates with a mainframe;

at least one disk control unit that controls a hard disk drive;

a cache memory accessible by the channel control unit and the disk control unit;
a switch that couples the channel control unit, the disk control unit and the cache
memory, and in which

the channel control unit, upon receiving an I/0O request from the mainframe,
sends or receives data to or from the disk control unit via the cache memory, the
data to be written to or to be read from the hard disk drive in accordance with the
I/O request, and

the channel control unit includes

a protocol controller that performs processing regarding a protocol for commu-
nications with the mainframe,

a variable-length DMA that performs data transfer of variable-length data sent or
received to or from the mainframe in accordance with the I/0 request,

a fixed-length DMA that performs data transfer of fixed-length data to and from
the cache memory,

a buffer intervening between the protocol controller and the variable-length
DMA, and

a buffer intervening between the variable-length DMA and the fixed-length
DMA, the method comprising:

in performing the data transfer of the fixed-length data to the cache memory, the
fixed-length DMA
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divides the variable-length data into a plurality of sets of the fixed-length data
each having a data size equivalent to a sector size of the hard disk drive; and
adds a first integrity code to the last fixed-length data set of the fixed-length data
sets generated by the division, the first integrity code being generated based on

the entire variable-length data.
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