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Calculating device and method.

An electronic calculating device arranged to add two elements of a main
group ((M,+)), the main group being a finite Abelian group
(Epikle,..iﬁzﬁkt)
the calculating device comprising

- an addition table storage (110) storing for each element (m;) of the
second subset (M) a look-up table (P;),

- an addition unit arranged to receive a first addition input (a:X;) and a
second addition input

{yom " +yomy A +yam, e 4 -0,

the first and second addition inputs being elements of the main group (M),
wherein the first addition input is received in normalized representation
and the second addition input in generalized representation, and to

compute a sum in the main group (M) of the first addition input and the
second addition input.
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Dit octrooi is verleend ongeacht het bijgevoegde resultaat van het onderzoek naar de stand van de
techniek en schriftelijke opinie. Het octrooischrift wijkt af van de oorspronkelijk ingediende stukken.
Alle ingediende stukken kunnen bij Octrooicentrum Nederland worden ingezien.
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Calculating device and method

FIELD OF THE INVENTION
The invention relates to an electronic calculating device, an electronic
calculating method, a table computation device, a table computation method and a computer

program and a computer readable medium.

BACKGROUND

In white-box cryptography and more in general software obfuscation,
computations are often performed on encoded values instead of plain values. Reverse
engineering of the obfuscated software is harder if computations are performed on encoded
values, instead of on the plain values themselves.

After the encoding, regular operations, like addition or multiplication, can no
longer be performed using a computer’s built-in primitives. The straightforward addition of
encoded values does not normally result in the encoding of the addition of the values. The
same holds for multiplication. In a formula: E(x) + E(y) # E(x +y), for most x and y; E denotes
the encoding function.

A solution to this problem is to introduce addition (A) and multiplication (M)
tables. The tables take two encoded values as input and produce an encoded value as output
that corresponds to the encoding of the addition or multiplication operation. The tables may
be defined as: A(E(x),E(y)) = E(x + y); M(E(), E(y)) = E(xy). These tables allow arithmetic to be
performed directly on encoded values.

The obfuscated addition and multiplication using tables suffers from at least
two drawbacks. First, the tables can become quite large. If x and y are represented as 1 bits,
cach table needs 22'1 bits. Furthermore, encodings may be fixed, which opens the possibility

for an attacker to make a list of possible encodings.

SUMMARY OF THE INVENTION
It would be advantageous to have a calculating device which addresses these

and other concerns.
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The inventors devised a way in which additions may be performed on encoded
values using tables that are much smaller than the one discussed in the background:
approximately 2'1 bits are needed per table. Moreover, the system is applicable to all Abelian
groups making it widely applicable. Furthermore, in addition to having small tables and a
large application scope, the number of potential encodings remains large, thus improving
security.

In fact, the system allows different representations for the same element
without resorting to redundant variables. This means the multiple different encodings are not
easily collapsed. Moreover, the system allows different encodings used for external data
(generalized representations) than are used internally. Moreover, the number of possible
representations may be increased to a point at which no external representation needs to be
used more than once, further reducing possibilities for an attacker to effectively use a list of
possible encodings.

The invention applies to many different commutative groups M. Commutative
groups, also known as Abelian groups are a mathematical concept that includes many
different familiar mathematical structures, e.g., the integers modulo a number (Z,,) or the
polynomials modulo a number and a polynomial (Z,[x]/f(x) ). In an embodiment, the system
1s extended to commutative rings.

As will be discussed more fully herein, there are many possibilities and
variants. It will be typically unknown to an attacker which one of many variants has been
chosen in any given implementation.

The calculating device is an electronic device and may be a mobile electronic
device, e.g., a mobile phone, a set-top box, a computer, a smart card, etc.

Arithmetic as described herein may be applied in a wide range of practical
applications. Such practical applications include secure applications running on private
hardware, ¢.g., banking applications etc, wherein reverse engineering is to be prevented.
Other applications include applications wherein inadvertent leaking of data is to be
prevented. If a program is tricked into releasing private data this is less of a concern if the
leaked data is encoded. The arithmetic may also be applied to servers running applications.
Privacy is increased if users send and receive data in encoded form.

A method according to the invention may be implemented on a computer as a
computer implemented method, or in dedicated hardware, or in a combination of both.
Executable code or parts thereof for a method according to the invention may be stored on a

computer program product. Examples of computer program products include memory
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devices, optical storage devices, integrated circuits, servers, online software, etc. Preferably,
the computer program product comprises non-transitory program code means stored on a
computer readable medium for performing a method according to the invention when said
program product is executed on a computer

In a preferred embodiment, the computer program comprises computer
program code means adapted to perform all the steps of a method according to the invention
when the computer program is run on a computer. Preferably, the computer program is

embodied on a computer readable medium.

BRIEF DESCRIPTION OF THE DRAWINGS

Further details, aspects, and embodiments of the invention will be described,
by way of example only, with reference to the drawings. Elements in the figures are
illustrated for simplicity and clarity and have not necessarily been drawn to scale. In the
Figures, elements which correspond to elements already described may have the same
reference numerals. In the drawings,

Figure 1a schematically shows an example of an embodiment of a calculating
device 100,

Figure 1b schematically shows an example of an embodiment of an addition
unit 130,

Figure 1c schematically shows an example of an embodiment of a
multiplication unit 140,

Figure 1d schematically shows an example of an embodiment of a calculating
device 100°,

Figure 2 schematically shows an example of an embodiment of a calculating
device 101,

Figure 3 schematically shows an example of an embodiment of a table
computation device 200 for computing an increment table for use in a calculating device,

Figure 4 schematically shows an example of an embodiment of a calculating
method 300,

Figure 5 schematically shows an example of an embodiment of a table
computation method 400,

Figure 6a schematically shows a computer readable medium having a writable

part comprising a computer program according to an embodiment,
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Figure 6b schematically shows a representation of a processor system

according to an embodiment.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

While this invention is susceptible of embodiment in many different forms,
there are shown in the drawings and will herein be described in detail one or more specific
embodiments, with the understanding that the present disclosure is to be considered as
exemplary of the principles of the invention and not intended to limit the invention to the
specific embodiments shown and described.

In the following, for the sake of understanding, elements of embodiments are
described in operation. However, it will be apparent that the respective elements are arranged
to perform the functions being described as performed by them.

Further, the invention is not limited to the embodiments, and the invention lies
in each and every novel feature or combination of features described above or recited in
mutually different dependent claims.

Figure 1 illustrates in schematic form an embodiment of an electronic
calculating device 100. Calculating device 100 is arranged to add two elements of a main
group (M, +). The main group is represented by a set of elements M, and a binary operation
defined for each pair of elements of the M, indicated with +. The main group satisfies the
normal mathematical requirements for being a group (the addition is associative, there is a
two-sided identity element, and each group element has an inverse). Furthermore, the group
is restricted to being finite and Abelian. The latter implies that the group may be represented

as Z,, i, @ ... Z, k., for some primes p; and exponents k;. For the main group, the addition

may be denoted as +. Note that even if we denote the group operation as + or its identity as 0,
this does not imply that the calculating device must be restricted to addition in the traditional
arithmetic sense. Although, say the group of addition modulo a modulus is an Abelian group
to which the calculating device may be applied, it is not restricted thereto, but may instead be
applied to any Abelian group. All groups and sets are finite and non-empty.

The calculating device 100 1s arranged to compute the addition in the group.
The group elements are obfuscated by encoding them. Obfuscation of the group elements is
beneficial to security, as an attacker who attempts to reverse engineer the calculating device
does not know the encoding that was used. Accordingly, even if the attacker is capable of
observing the inner workings of the calculating device, he does not know what the device is

calculating.
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Interestingly, calculating device 100 encodes group elements in two different
ways, termed for the purpose of the patent: normalized representation and generalized
representation. The inventors have found that such representations may be found for all finite
Abelian groups. Furthermore, a group may allow for many different choices of normalized
and generalized representations. The latter also improves security, for if only one or a few
encodings were available, then an attacker who has knowledge of the general encoding
system may try all possible encodings, and find out which encoding was used. The latter line
of attack becomes however infeasible if many choices for the encoding are available.

Moreover, both the normalized and generalized representations may allow for
multiple different representations of the same elements. In particular, the generalized
representation may be easily adapted to allow for many different representations of the same
group element. Again this is beneficial for security; one potential line of attack could be to
try and make a translation table that maps group representations to a more conventional
representation. However, this 1s harder if there are more representations for the same element.

The normalized and generalized representations are defined with respect to a
number of sets discussed below. The choice of these sets determines the representations and
also how they are added, in particular the look-up tables used in the addition (further
discussed below).

Defined for the main group are a first acting group N and a second acting
group H. Both of these groups act on the main group M. Note: a group A acts on a group B, if
for all g in A and x in B an element g - x is defined of group B. The identity element of the
group A does not change x, moreover, (g,9,) -x = g, * (g, - x), for any g, and g, of A.

The second acting group H is a cyclic group generated (H = (h)) by a
generating element (k). Both acting groups are finite. There is some exponent k called the
order, so that h* is the identity. Both the first and second acting groups are groups in the
mathematical sense. The acting of an acting group on the main group is referred to as a
product. The identity of an acting group may be referred to as 1. So that, e.g., h* - x =1-x = x.
Note that the second acting group has been notated as right acting for convenient notation.

The first acting group N and a second acting group H have been chosen to have
the property that (nm)h = n(mh) forallne N me M,h e H.

The first and second acting groups may be selected as subgroups of the
automorphism group of M, e.g., the set of isomomorphisms of the main group M to itself.
This shows that a first and second group can always be selected. The second acting group can

be selected by selecting an element h of the automorphism group of M and setting H =< h >,
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i.e., the group generated by h. For example, the first and second acting groups may be
obtained as matrix groups.

Although it is not necessary, in embodiments the first acting group is a matrix
subgroup N of Aut, (M), and k is another matrix that commutes with the generators of first
acting group N. In this case we can use column vectors for the elements of M and write all
matrices on the left with standard matrix multiplication. Although a matrix and vector
notation for the acting groups and M respectively is convenient, and may for example be used
to compute in the acting group or to compute the addition tables, this format need not be used
in the calculating device itself where, e.g., an encoded representation may be used.

The computations in calculating device 100 may require calculations to be
performed in the acting groups. If an acting group is cyclic, e.g., as the second acting group
is, this may be done by calculating on de exponent modulo to order of the group. In any case,
a table may be used to represent the group operation in the acting groups.

Also defined for the main group are a first subset A of the main group M such
that any element m of the main group M can be expressed as m = nX, e.g., as a product of an
element n of the first acting group N and an element X of the first subset A. Another way of
saying this, is that the orbit of the first subset A under the action of the first acting group N
equals the main group.

Given a first acting group N and a main group M such a first subset A is
guaranteed to exist, since N - M = M. For example, a first subset may be found by determining
the orbits in M induced by N and selecting at least one element of each orbit. A first subset
A of smallest size may be found by selecting exactly one element of each orbit. Two elements
a and b of M are in the same orbit if there exists an n in N such that na = b. Selecting more
elements from the same orbit increases the number of normalized representations.

Any element m of M may be represented as a pair of an element n of the first
acting group N and the element X of the first subset A for which m = nX. The latter
representation is referred to as a normalized representation. By selecting a different first
acting group and/or a different first subset, many different normalized representations may be
obtained.

Internally, the pair (n,X) may be represented by a pair of integers. For
example, the element n may be represented by an integer that encodes the particular element
of N. For example, the element X may be represented by an integer that encodes the particular
element of first subset A. This encoding does not need to be canonical. For example, the

integer encoding may be obtained by imposing a random order on the first acting group



10

15

20

25

30

and/or the first subset, and representing an element in the first acting group and/or first subset
as an index in the order. Alternatively, the elements n and X may be represented in a
conventional, e.g., canonical, representation. The latter representations may themselves be
encoded, e.g., encrypted.

Also defined for the main group is a second subset M, = {m,, ..., m,_,} of the
main group M such that any element m of the main group M can be expressed as a sum of
multiple summands, each summand being a product of an element y, of the first acting group
N, an element m;, of the second subset M, and a power h* of the generating element. For
example, m =X, y,m; h'. A generalized element may, e.g., be written as: m = y,m; h° +
yamg ht + - +y,_ym;,_ h*7'. In the latter case the highest exponent is the order of the second
acting group, 1.e., the order of h, minus 1. More in general, the index t may be limited to 2k —
1, i.e., a multiple of the order of h minus 1. A highest exponent of k — 1 is often sufficient,
although not for all groups. Below we will generally assume that the generalized
representation use powers of h of at most k — 1, unless mentioned otherwise. Nevertheless,
the examples given below may be extended to a larger exponent, e.g., if more generalized
representations are desired.

Given a second subset M, that allows all elements of M to be represented, the
set nM,yh/ 1s also a valid second subset; with n and &/ in the first and second acting group
respectively.

An element in generalized form may be represented as two sequences:

o, Y1) s Vir} and {my,my , ..., m;,__} OF {ig, iy, ..., ix—}. The latter sequence is an example of
representing elements by their index in a list. Also the elements y; may be represented as an
integer, e.g., as an index in a list representation of N. In an embodiment, the second subset
contains a single element m,; in this case the second sequence does not need to be explicit but
may be implicit. In an embodiment, the sequences have the same length for all elements of M.
In an embodiment, the sequences have an entry for each power of h from 0 up to the bound
onh,e.g,k—10rk—1fora>1.

The two sequences may also be represented as a single sequence, ¢.g., as
{}’o;mio;)’p my, '"!)/k—l!mik_l}

We have the following bounds #N - #A > #M, and (#N - #My)* > #M, wherein

#N 1is the size of the first acting group (N),

#H 1s the size of the second acting group (H),

#A 1s the size of the first subset (4),

#M, 1s the size of the second subset (M,),
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#Mis the size of the main group (M).

Moreover, none of the first acting group (N), the second acting group (H), the
first subset (4), the second subset (M,), and the size of the main group (M) are empty. If
desired, the number of normalized representations can be upper bounded compared to the
size of the main group M; for example, in some embodiments 2#M > #N - #A. This can have an
advantage, as limiting the number of normalized elements reduces size of addition tables.
Note however, that this is not necessary, in particular, it may be desired that the number of
representations, especially of generalized representations is large compared to the size of the
group. For example, the number of normalized representations may be increased by selecting
a larger first acting group or larger first subset; the number of generalized representations
may be increased by allowing a larger exponent for k or selecting larger acting groups or a
larger second subset.

Figure 1 shows an operand storage 150. Operand storage 150 stores elements
of group M that are to be added. Other operations than addition may also be performed on the
clements in operand storage 150, e.g., multiplications, etc. Operand storage 150 comprises
operands in normalized representation and in generalized representation. Part of operand
storage 150 may be a constant storage 152 arranged to store one or more constant addition
inputs in normalized representation. Operand storage 150 may also comprise constants in
generalized form. After elements of M have been added or otherwise computed with, they
can be stored again in operand storage 150, e.g., as a working memory.

Calculating device 100 comprises an addition table storage 110 storing for
each element m; of the second subset M, a look-up table P,. Such a look-up table takes as
input a normalized element (y, X) of the main group M and maps the input to an element 2 of
the first acting group N and an element Y of the first subset A, such that a product of the
element 2 of the first acting group N and the element Y of the first subset A is the sum of the
normalized element yX and said element m; of the second subset M,: AYh = yX +m, . For
example, the look-up table P, maps P,(y,X) = (1,Y), such that AYh = yX + m,. In an
embodiment, the look-up table for element m; maps a normalized input to a normalized
output element such that the normalized input plus the element m; (in group M) equals the
normalized output times the generating element h (using the action of the second action
group).

Note that the look-up table takes only a single element of M in normalized
form as input. The size of the table is commensurate with the number of normalized

elements, which may be about the size of M itself. Nevertheless, such tables may be used to
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add two elements of M. Note, that a table which takes two inputs to compute a sum would
grow with the size of M squared. This means that even if the size of the group M is chosen to
be large, say larger than 512 or larger than 1024 elements, that the size of the tables grow
approximately linearly, not quadratically.

Calculating device 100 comprises an addition unit 130. Addition unit 130 is
arranged to receive a first addition input and a second addition input, the first and second
addition inputs being elements of the main group M; for example through a interface of
addition unit 130. The first addition input is received in normalized representation, e.g., @, X,
with «, in the first acting group N, and X, in the first subset. The second addition input is
received in generalized representation, €.g., yom; h° + y;m; h* +y,m; h? + - Addition unit
130 is arranged to compute the sum of the first and second addition input in the main group
M.

Addition unit 130 is arranged to compute partial sums by sequentially adding
the summands of the second addition input to the first addition input. Adding a summand
yem; ht of the second addition input to the partial sum involves applying the look-up table P,
stored in the addition table storage 110 for the element m;, of the second subset M, in said
summand.

Figure 1b illustrates an embodiment of addition unit 130. Addition unit 130
receives a first addition input 131, and a second addition input 132. Addition unit 130
comprises a partial addition unit 134 arranged to iteratively add a summand obtained from
second addition input 132 to the first addition-input element. For example, the partial
addition unit 134 may add to a partial sum 133 which is initialized to the first addition input
131. The addition involves an application of a look-up table from storage 110. Mathematical
details of embodiments are further discussed below.

For example, the addition unit may be arranged to set partial sum 131 mitially
to the first addition input ayX,, and to loop over the summand of the first addition input, in
each loop updating the partial sum by adding the summand of the first addition input y,m; h*.
Below an example algorithm is given that may be used by addition unit 130 to add the first
and second addition input.

The first addition input 131 is initialized to the element (ay, X,) of the main
group with a, € N, and X, € A; for example first addition input 131 may be represented as the
pair {a, Xo}. The second addition input is the element yym; h° +y,m; h* + y,m; h? + -
Vak—1My,_, h** of the main group, wherein k is the order of the generating element, y; € N,

and m; € M,, and h is the generating element. We will assume 2 = 1, but note that the formulas
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below directly extend to the case with 2 > 1. For example second addition input 132 may be
represented as the sequence {yo, m;, 1, ., V-1, My, _ -

Addition unit 130 may be arranged to compute the following sequence of
partial results obtained as a result of applying one of the addition tables P. Below the
normalized input and output of a look-up table P, has been represented as a pair of an element

of the first acting group N and an element of the first subset A.

(a, X)) « P, (Yo" g, Xp)
(a2, X3) < Py (ri Vo, X1)
(a3,X3) < PiQ()’2 hayX;)

(@, X)) < Py, Vi1~ V21, Xi—1)

For example, addition unit 130 may be arranged to set the partial sum initially
to the first addition input (a, X,). For each exponent ¢ of the generating element , e.g., from
0 to 2k — 1, partial addition unit 134 obtains the next partial sum (,,,,X,,,) from the current
partial sum (e, X,) by adding the summand corresponding to the power y,m; ht. The latter
involves applying the look-up table P, for m;, to (v, 'y,_, ., X,), wherein y_, is the identity in
the first acting group and wherein («,, X,) 1s the current partial sum stored in partial sum 133.

The partial sums (;, ;) in partial sum 133 represent the partial sums of the
first and second addition input. Although partial sums («;, X;) are not identical to said sums,
we have that the value y,_, a,X,h* does equal the partial sum, e.g. the sum of the first addition
input and the first ¢t summands of the second addition input. It turns out to be efficient to
represent the partial sum such that the partial sums equal the value y,_,a,X,ht. The leads to a
short sequence of computations. Other representations are possible however, in particular the
partial sums could be represented by normalized elements that are directly equal to the partial
sum (without a constant) but this would unnecessary complicate the addition. Note that the
partial sums are in normalized representation. Through substituting the definition of the
addition table and partial sums, it can be verified that the above algorithm indeed produces
the correct result. Note that the algorithm includes computations in the first acting group.
Such computation may be performed in any conventional manner, e.g., using some canonical
representation of the first acting group, or by storing a table indicating the results of

computations in the first acting group, etc.
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As a result of the algorithm, we have for the final partial sum of the above
algorithm (q, X,) that (y,_, @ X,) equals the sum of the first and second addition input. If
desired the addition unit 130 may be arranged with a further step in which y,_, a, is
computed. The pair {y,_, @, X, } represents the sum in normalized representation. Below we
will assume that the final normalized output has been transformed by multiplying the element
in the first acting group with y,_,. Note however that this last step is not necessary. For
example, the final multiplication may be incorporated with a next operation that is performed
on the same element. Especially in an obfuscated implementations there is benefit in
postponing the corrective multiplication. For example, the final partial sum may be regarded
as an encoded sum. To obtain the final normalized output of the addition also y,_, is needed
and that may not be available to the attacker.

In an embodiment, addition unit 130 takes as input two elements, one in
normalized and one in generalized representation, and produces as output an element in
normalized representation. In an embodiment, an addition unit 130 takes as input multiple
elements, e.g., more than two, one in normalized representation and the rest in generalized
representation, and produces as output the sum in normalized representation. For example,
the normalized element may be added to each generalized element, producing normalized
elements as partial sums until all generalized elements have been added, the final sum of the
multiple elements being in normalized representation.

The above example algorithm adds normalized elements with generalized
(non-normalized) ones. The addition uses a normalized input. A normalized input may be
obtained by normalizing a generalized operand, or by using an output taken from a previous
addition or other normalized function, or a normalized constant.

In an embodiment, the external inputs to calculation device 100 may be chosen
to be non-normalized. This avoids repetition of values, generally we have much more non-
normalized elements than normalized ones. For example, in an embodiment a number of non-
normalized elements may be used and not use again thereafter.

For example, if it is desired to compute x + ¢ with an input value x and a
constant ¢, one may compute ¢ + x with ¢ given in normalized form and x in non-normalized
form. It is even better to compute (d + x) + ¢ with d + e = ¢, wherein d is in normalized form
and x, and e are in non-normalized form. In the latter form the computation does not reveal
the normalized value of ¢, which makes it difficult to the attacker to know the real values

hidden under the values that appear in the process. The value ¢ or the values d and e may be
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stored in operand storage 150, e.g. in constant storage 152. The value d may be chosen at
random, and value e chosen such that d + e =c.s

If it is necessary to compute the addition of two non-normalized values, it is
possible to include a normalized constant (or constants) that can start the chain of operations.
For example, a normalized representation of 0 + x + y could replace the computation of x + y
if x and y are both non-generalized. The constant 0 is represented as a normalized element. If
it is necessary to add two normalized elements, it is possible to replace one of them, say the
second by a generalized representation. For example, this may be done by a map, say a table,
that maps for all X € A a generalized representation for X. In an embodiment, the map
comprises multiple generalized representations for X, so that a choice for the generalized
representation for X is not unique and provides some flexibility to obfuscate the choice.

In an embodiment, calculating device 100 comprises a network interface
arranged to receive one or more addition inputs from a computer external to the electronic
calculating device. The one or more addition inputs being in generalized representation; in
addition to the one or more addition inputs also other inputs may be received, some which
may be in normalized representation. In constant storage 152 one or more constant addition
inputs are stored in normalized representation. The calculating device 100 is arranged to add
a selected addition input in generalized form received through the network interface and a
selected constant addition input in normalized from constant storage 152, using the addition
unit. In general, calculating device 100 may comprise a calculating controller arranged to
control on which operands in operand storage 150 which operations, e.g., additions are
performed. The calculating controller is not shown separately. In an embodiment, the
constant storage comprises a pair (d,e) with d normalized and e generalized, the constant d
being added first to the selected addition input followed by addition of constant e. The
resulting normalized element may be stored in operand storage 150.

It is relatively easy to arrange the calculating system so that there are many
more generalized representations than normalized representations. Having more choice
outside of the device improves security in the outside communication. For example, in an
embodiment a plurality of sensors (or other devices) communicate sensor data (or other data)
encoded in generalized representations. Each sensor has access to a private subset of all
generalized representations, e.g., no two of said plurality of private subsets overlapping more
than a threshold of elements, say less than 10% of the size of any of said two private subsets.
In an embodiment, no two of said plurality of private subsets overlap. This has the advantage

that two sensors communicate their data using different representations. An attacker who has
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access to a sensor and has somehow found the relationship between sensor data and their
generalized representation cannot use this mapping to decode communication intercepted
from a different sensor. Note that even though it is easier to create multiple or even many
generalized representations, any given group element may also be represented by multiple
normalized representations.

In an embodiment, the calculating device 100 comprises a conversion unit 150
arranged to receive a conversion input.

For example, the conversion input may be in generalized form and is to be
converted to normalized form. In this case conversion unit 150 may be arranged to convert
the conversion input to normalized form by adding an element of the main group in
normalized form. The element may be 0. The conversion unit 150 may also add a non-zero
element, in which case subsequent operations may be adapted that the input has been
modified, e.g., as an encoding. The conversion unit 150 may also add multiple elements that
sum to 0, at least one of which being in normalized form.

For example, the conversion input may be in normalized form and is to be
converted to generalized form. In this case conversion unit 150 may be arranged to store a
conversion table mapping elements of at least the first subset to a generalized form. For
example, if according to the map the X in normalized form nX is mapped to y,m; h° +
yamg ht +yymg, h? + -+ yy_ymy,  h**  then the normalized form nX maps to n(y,m; h° +
yamg bt 4 yomg, h? + ot ypeoamy,, W) = (yg)my h® + -+ (yp—)my,, W™t The
transformation of a sequence representing X to a sequence representing nX may be done by
computing in the first acting group.

The conversion unit allows addition of two elements of the main group
regardless of the representation. For example, if two elements are both in normal
representation, one of them may be converted to generalized representation. For example, if
two elements are both in generalized representation, one of them may be converted to normal
representation.

An embodiment of calculating device 100 comprises a function unit 124.
Function unit is arranged to apply a linear function f to a function input in generalized form.
For example, the generalized form may be received from operand storage 150.

The function input comprises a linear function table storage in which a table is
stored taking as input a product of an element y, of the first acting group N, an element m;, of
the second subset M, and a power ' of the generating element m = ¥, y,m; h* and mapping the

product to the result of applying the linear function to the product. The function unit is
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arranged to apply the table of the linear function table storage to the summands of the
function input. For example, the input y,m; h° +y,m; h* + y,m;,h% + - + y,lk_lmi/lk_lh’”“1 18
mapped to the output f(yym; h) + -+ f (ax_1m;,,_ h**). Note that the number of possible
summands in the generalized representation is much smaller than the number of generalized
representations. Thus the table needed to compute linear function f is much smaller than
would be needed for a table that takes any generalized element as input. Non-linear
operations may be executed on elements of main group M, may be executed, e.g., by a table.

The principles set out herein are applicable to a wide range of Abelian groups
and allow a large number of representations. Below a number of choices within these large
number of possibilities is given. Extensive experiments performed by the inventor have
shown that for all of these choices many possible main groups M are possible.

In an embodiment, the order of & is restricted. For example, in an embodiment,
the second acting group H has 3 elements, or the second acting group H has 2 elements. More
generally, the order is less than 4 or 8 or 16, etc. In combination, the upper bound for the
exponent in generalized representation may be taken to be k — 1. The number of steps taken
during an addition increases with the size of H. By selecting an H that is comparatively small,
say having 2 or 3 elements, the addition has fewer steps and computation is faster.

In an embodiment, the second subset M, has at least 2 elements. Increasing the
number of elements in the second subset increases the number of generalized representations.
In particular, the number of generalized representations may be increased to a point that any
generalized representation needs to be used only once. The latter completely eliminates an
attack based on straightforward construction of a conversion table from generalized
representations.

In an embodiment, the number of elements in the second subset is restricted.
As the size of the second subset increases so do the number of tables in addition storage 110.
For example, the number of elements in the second subset is less than 4 or 8 or 16 etc. In
particular, the number of elements in the second subset may be 1. In an embodiment, the
second subset M, has 1 element which is not the identity.

The options given above may be combined. For example, in an embodiment,
the second subset may have only a single element, and the second acting group may have
exactly 2 elements. By selecting a sufficiently large first acting group all elements of M may
still be represented.

Convenient for implementation are choices in which N is a cyclic group, say a

cyclic group with at least 3 elements. In this case, N is generated by some elements, and
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elements of N may be represented as an exponent of the generating element. The exponent
may be stored in encoded form. Advantageously, the generating element can be kept secret.

The Abelian group M may be group of integers modulo a modulus n: Z,,. By
combining multiple of these groups in a residue number system, arithmetic may be performed
over arbitrarily large numbers. Advantageously, the numbers representing exponents in these
groups may be represented according to one or more of the embodiments, creating a
recursive definition. The modulus n may be larger than, say, 8.

The Abelian group M may also be the Abelian group Z,', for example, with [ >
4, having 2' elements (not to be confused with the group Z.,:) is particularly suited for binary
computations, in particular the XOR operation.

The group above has characteristic 2. This can be combined with a small
second acting group H, in particular with a second acting group H having two elements. For
example, H may be generated by the element h = —1. In this case to get enough generalized
elements the power h* of the generating element h in a generalized representation needs to be
allowed to exceed the order minus (k — 1). In an embodiment, the exponent in a generalized
representation is at most the twice the order minus 1, e.g., ¢t <2k —1.

If the main group M has characteristic larger than 2 or the order of the second
acting group is larger than 2, then the exponents of » in a generalized representation may be
restricted to at most the order minus 1, e.g., t <k — 1. Advantageously, the generating
element can be kept secret and the tables are relatively small. The number of generalized
clements may be as large as desired, e.g., by choosing a larger H,M,, etc.

For some embodiments it is desired that there are more generalized elements
than normalized elements; for example, if generalized elements are used to protect external
inputs. This can be obtained by selecting the second acting group, the allowable exponents,
the second subset, and even the first acting group sufficiently large. In an embodiment,

(#N - #M,)*" > 3/2#N - #A, that is the number of generalized representations is at least 3/2 of
the number of normalized representations, more in particular wherein (#N - #M,)*" > 5/2#N -
#A, etc.

A discussed above, the elements of the first subset A may be chosen from the
orbits induced by the first acting group on the main group M. In an embodiments, the
elements of the first subset A are obtained from the first and second acting group and second
subset, namely the elements formed by summing products of elements of the first acting
group N, an element of the second subset and elements of the second acting group H plus the

generating element to the power of the order of the generating element minus 1. The elements
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of the second acting group are powers of the generating element h of a power at most the
order of the generating element minus 2. That is the elements of the first subset A are chosen
to be Bym; h® + - By_pmy,_ h*"* +m;, _ h*"', with the g; taken from the first acting group and
the m from the second subset. It can be seen that this will produce a working first subset as
follows: as any element can be written as m = yym; h° + yym; h* + - +y,_ym;,_ h**, the latter
may be written as y,_, (v vom h° + = + ¥ 2y Vieamy,_ R*1), which is a product from an
element in the first action group (y,_,) and an element of the first subset as defined above.
Note that typically there are many other possible choices for the first subset, some of which
may be smaller than this example. However, this shows that given a second subset, a suitable
first subset may be constructed at least in this manner.

The above construction of a first subset is also suited for the situation in which
the second subset M, consists of a single element. In this case we get the elements gym,h° +
-+ Br_amoh®"2 + moh*=1, giving a considerable reduction in the size of the first subset. In
general, having a small first subset reduces the number of normalized representations which
in turn reduce the size of the addition tables. The addition tables represent an important part
of the code size, especially of obfuscated, e.g., encoded, implementations.

Below a number of examples are given of main groups, acting groups and
subsets.

In a first example: the main group is the group M = Z; x Z;. Elements of M can

be represented as a column vector of two elements. The first acting group N is generated by

2

the matrix [ 1

ﬂ, and has size 4. The second acting group is generated by the element -1, H =

< —1 >, and has size 2. The elements of the group H may be represented as +/ and -/, in

which I represents the identity matrix. The second subset is chosen as the set with the single

element m, = [ﬂ All elements of M may be written in generalized representation as yom, —

yimq, With y, and y; in N. The first subset if chosen using the construction above as the set
{xmg — my}, with x ranging through all elements in N. Although the elements of the main
group and the first and second acting group, and the first and second subset can be
represented as matrices or vectors, as will be possible in general, they may also be
represented in some encoded form, e.g., as indices in a random ordering of the corresponding
groups or sets.

In a second example: the main group is M = Z3. The first acting group 1s

02 20
generated by the matrix % ) % (2) , and has order 5. The second acting group is generated
2 01 2
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0l 12] |0
by the element -1, and has size 2. The first subset has three elements M, = { (2] , 1 , (1) ). The
0l (21 12

first subset 1s selecting by taking an arbitrary element in the orbits of N in group M. The first
subset has 17 elements.
In a third example, the main group is M = Z$, a group of characteristic two.

The first acting group N has 14 elements and is generated by

010101 110010
100011 010100
111100 o1 1011

9=11 1001 1/™5={g 0010 0
101111 000110
010001 000001

The element g has order 7, the element s has order 2, and commute with each
other. The first acting group N generated by g and s has order 14. All elements of N can be
written as gis/, the pair of integers (i,j) can be used to represent an element of the first acting

group. The second subset consists of a single element
0

my =

SO = =

1
The second acting group 1s the group of size 1 with only the identity element.
The order k of the generating element is 1. In this case the upper bound on the exponents in
generalized representation is increased from k — 1 to 2k — 1, thus having two summands. The
first subset is chosen from orbits of N on M and has, in a minimal choice, 9 elements.
In a fourth example, the main group is M = Z3. Both the first and second acting groups are

0110

isomorphic to Z,. The first acting group is generated by , the second acting group

0111
10 0 1
1101

1110

is generated by (1) g 1 g ; both generators have order 3. The second subset has a single
01 11

element

O OO
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The first subset can be chosen with 6 elements from the orbits of N induced on

In a fifth example, the main group is M = Z2. The first acting group has 6

elements and is generated by [i ;], the second acting group has 2 elements and is generated

by B é] The second subset has a single element [g] The first subset can be chosen from the

orbits and may contain 5 elements.

Throughout the examples, the size of the second acting group may be
increased to create more generalized representations. Likewise the sizes of the first and
second subset may be increased. The addition tables can be computed from the defining
equation.

In general given an Abelian group M, the other elements may be chosen as
follows. The group M may be written as a product of Z, x Z,, x - x Z,,, with d, |d, -+ |d,. This
means that it suffices to find the elements for M* = (Z,,)%, and then project to M. One may
follow the following procedure:

1. Obtain generators for the automorphism group of M+, e.g., the invertible
elements of the matrix group Mat,,.(Zq,).

2. Select an element k in the automorphism group, e.g., as a random product
of generators. H is obtained as the group generated by h.

3. Choose the group N as a subgroup of the automorphism group. For
example, choose one, two or more generators in the automorphism groups. The generators
are selected to commute with the group H. Note that finding such generators for N may be
done by solving a linear system of equations on the elements of the generator, when viewed
as a matrix.

4. Finally select the first and second sets M, and A. The latter can be obtained
from the computing the orbits of the N. The former may be selected, e.g., by incrementally
enlarging the empty set.

Finally, it is decided if the thus obtained arithmetic satisfies constraints, e.g.,
on the size of H, on the number of generalized representations etc, and if not, e.g., the process
may be repeated from step 2. Note that different algorithms are possible, for example, one
may swap steps 2 and 3. These constructions allow e.g. for efficient memory use.

Figure 1 shows two options for receiving input at calculating device 100.
Calculating device 100 may comprise an encoding unit 170 arranged to receive unencoded

input, e.g., an element of main group M in any conventional format. Encoding unit 170
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transforms the input to either the normal or generalized representation. In an embodiment
encoding unit 170 comprises an encoding table for mapping elements of group M to a normal
or generalized representation. In an embodiment, encoding unit 170 produces generalized
elements. Encoding unit 170 need not be part of calculating device 100; for example,
calculating device may receive input directly in encoded format, in particular in generalized
representation. For example, the latter may be achieved by having an encoding unit 170 at an
external computer from which direct input 171 is received.

In an embodiment, multiple encoding units 170 are produced for the same
calculating device 100. The multiple encoding units 170 are arranged to receive unencoded
input and to transform the input to generalized representation. The multiple encoding units
170 use a different generalized representation. For example, for any two encoding units of the
multiple encoding units, there is an element x of the main group M, such that x is encoded
differently by the two encoding units. For example, in an embodiment, there is an element x
of the main group M that is encoded differently by the each on the multiple encoding units.

Also output of calculating device 100 may be decoded by a decoding unit 160.
Alternatively, the output of calculating device 100 may be returned in encoded format, e.g.,
normalized or generalized representation. Locally, at an external computer the encoding may
be removed, say by a decoding unit 160. Accordingly, units 160 and 170 may both be
omitted from device 100.

Figure 1d shows in schematic form a refinement of calculating device 100’
which includes a multiplication unit 140. Calculating device 100’ may be the same as
calculating device 100 except as indicated below.

In this case the main group (M, +) is also a ring (R, +,); in addition to an
addition also a multiplication is defined. The multiplication is associative, is distributive over
the Abelian group operation, and has an identity element. The identity for the multiplication
is often written as 1.

For convenience of notation, in this section right notation is used for the acting
of the first acting group. This means that a normalized element is written as X, with X in the
first subset and « in the first acting group. The first and second acting groups are taken from
the automorphism group of M as a ring, e.g., the set of ring-isomomorphisms of the main ring
M to itself.

Multiplication unit 140 is arranged to receive a first multiplication input 141
and a second multiplication input 142. Figure lc gives a possible embodiment of

multiplication unit 140 in schematic form. First multiplication input 141 and second
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multiplication input 142 are elements of the main group (R), which in this case is in fact a
ring. First multiplication input 141 is received in normalized representation Xa, and the
second multiplication input 142 in generalized representation. Multiplication unit 140 is
arranged to compute a product in the ring (R) of first multiplication input 141 and second
multiplication input 142.

Multiplication unit 140 is arranged to
- compute a first addition input 145 from the first multiplication input 141 and a
first summand of the second multiplication input 142, the first addition input being in
normalized form, and
- compute one or more second addition inputs 146 from the first multiplication
input and multiple summand of the second multiplication input 142 other than the first
summand that was used to compute the first addition mput 145. The one or more second
addition inputs 146 are in generalized form.

Multiplication unit 140 may comprise an intermediate multiplication unit 144
arranged to compute first addition input 145 and the one or more second addition inputs 146
from first multiplication input 141 and second multiplication input 142, as shown in figure
lc. Determining the addition inputs may involve operations in the first and second acting
group, but does not require the addition tables. After the conversion from multiplication
inputs to addition inputs, first addition input 145 and the one or more second addition inputs
146 are added, e.g., through addition unit 130.

Because the same table is used for addition and multiplication it would be hard
to see during reverse engineering if an addition or a multiplication is performed. Even if an
attacker were able to find the table that is used, and even if he were able to figure out
somehow its function as an addition table, he still would not know whether addition or
multiplication operations are performed. Furthermore, as no additional tables are needed for
multiplication, code size is reduced.

In an embodiment, the first N and second H acting groups are subgroups of the
group of units of the ring U(R), acting on the main group through multiplication, the second
subset M, comprising only the identity element of the main group, e.g., the element m, = 1. In
this case, the first subset may be constructed as indicated above as the elements g h° +
-+ Br_ph*7% + *~1, In this case first multiplication input 141 has the form ((Boh° + -+ B _,h* % +
h*1)a = Xa), and second multiplication input 142 has the form (y,h° +y,h' +y,h% + ).

Below an example is given of a conversion algorithm, converting

multiplication inputs to addition inputs. Let the first multiplication input 141 be r = Xa =
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(Boh® + -+ By_,h*"2 + R*1)q, and the second multiplication input 142 r' = y,h® +y,h' + y,h% +
-+ y,_,h*"t. The multiplication r - ' is done with each summand of ’ . The first one is

rYoh® = X(ay,), this normalized element is the first multiplication input 145. The following
ones are Xay;h!, with i > 0. Using straightforward computation, using distributivity and the
fact that h* = 1, we obtain a general representation of Xay;h. This process generates k — 1
addition inputs 146 in general representation that will be added with the addition formulas for
the first addition input 145, which is a normalized element. The number of additions
increases with k. Using k = 2, implies the multiplication and the addition have the same
complexity, making it harder for the attacker to distinguish addition and multiplication
operations in the code.

In an embodiment, the first N and second H acting groups are subgroups of the
group of units of the ring U(R), acting on the main group through multiplication, the second
subset M, comprising only the identity element of the main group.

Figure 2 schematically shows an example of an embodiment of a calculating
device 101. Calculation device 101 is a refinement of calculation device 100°. In an
embodiment, calculation device 101 comprises multiple addition units, and multiple
multiplication units. For example, figure 2 shows three multiplication units, 1401.1, 140.2,
and 140.3 and two addition units 130.1 and 130.2. These units may be of the same design as
units 140 and 130 respectively. The multiplication and addition units take relatively little
space, ¢.g., when implemented in software these units need not be more than a few hundred
low-level computer instructions. In particular, a copy of the addition and/or multiplication
unit may be used for each multiplication or addition that is required in a computer program.
This allows traditional obfuscation techniques to makes these copies different such that an
attacker cannot see that the same operator is used. Depending, e.g., on the obfuscation used a
multiplication and/or addition unit may be reused for multiple calculations. As an example,
figure 2 shows how the polynomial ax? + bx + ¢ may be computed using obfuscated
arithmetic.

The operations of multiple arithmetic units, e.g., addition, multiplication, may
be in any order allowed by their data dependencies. For example, operation 140.3 may be
inserted in the ordering 140.1, 140.2., 130.1, and 130.2 at any point before 130.1. Moreover
the ordering of subsequent multiplications or additions may be reversed. Thus a diagram like
diagram 2 may be translated in a linear ordering for a software program in many ways. It is
not needed that the units are strictly separated; instructions for a first unit may be interspersed

with instructions for another unit.
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Figure 3 schematically shows an example of an embodiment of a table
computation device 200 for computing an addition table for use in a calculating device. The
addition table may be used in a device like calculation device 100, etc. The addition table
may be stored on a non-transient storage device, e.g., a hard disk, a non-volatile memory chip
cte.

Table computation device 200 is arranged for computing a look-up table for
use in an electronic calculating device arranged to add two elements of a main group ((M,+)),
the main group being a finite Abelian group (Z, x, ® .. ® Z,, k).

The table computation device comprises a table creation unit 210 arranged to
construct the look-up table for an element m; of the second subset M,. The table creation unit
is arranged to

- repeatedly select an input normalized element (y,X) of the main group
M. For example, the device 200 may select an element of the first acting group and of the first
subset to select the normalized element.

- determine the sum s = yX +m; of the input normalized element yX and
said element m; of the second subset M,. This addition may be done in the main group M. For
example, both the input normalized element and m; may be converted to a canonical
representation of M. It is not objection that device 200 calculates in main group M, without
obfuscation, as device 200 will typically not be part of the calculation device 100 itself.

- determine an element 2 of the first acting group N and an element ¥ of
the first subset A, so that a product of the element 2 of the first acting group N and the
element Y of the first subset A is said sum: AYh = s = yX + m;. For example, one may compute
sh™* and convert this to normalized form, e.g., using a conversion table. Alternatively, one
may compute the sums for all normalized elements, creating a table of sums, and next loop
through all normalized elements Ay, and determining which sum equals 2Yh.

- add an entry to the look-up table mapping the input ring element to
the element 2 of the first acting group N and the element Y of the first subset A.

The result is a table for element m; of the second subset M,. The table creation
may be repeated for all other elements of the second subset.

Operand storage 150, Addition table storage 110, etc, may be implemented as
an electronic memory. Parts of the memory may be volatile or non-volatile. For example,
they may comprise SRAM, FLASH or ROM memory. Other storage technology, e.g.,
magnetic storage, cloud storage, etc, may also be used. Advantageously the storage used

allows for fast random-access, e.g. closely/tightly coupled memory.
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Typically, the devices 100, 100* and the 200 each comprise a microprocessor
(not separately shown) which executes appropriate software stored at the device; for
example, that software may have been downloaded and/or stored in a corresponding memory,
e.g., a volatile memory such as RAM or a non-volatile memory such as Flash (not separately
shown). The devices 100, 100°, and 200 may also be equipped with microprocessors and
memories (not separately shown). Alternatively, the devices may, in whole or in part, be
implemented in programmable logic, ¢.g., as field-programmable gate array (FPGA). Devices
100, 100’ and 200 may be implemented, in whole or in part, as a so-called application-
specific integrated circuit (ASIC), i.e. an integrated circuit (IC) customized for their
particular use. For example, the circuits may be implemented in CMOS, e.g., using a
hardware description language such as Verilog, VHDL etc.

An embodiment of a calculating may comprises an addition circuit, conversion
circuit, function circuit, and/or multiplication circuit, etc. The circuits implement the
corresponding units described herein. The circuits may be a processor circuit and storage
circuit, the processor circuit executing instructions represented electronically in the storage
circuits. The circuits may also be, FPGA, ASIC or the like.

Figure 3 is a flowchart illustrating in a schematic way an electronic calculating
method 300 for adding two elements of a main group ((M, +)), the main group being a finite
Abelian group (Z,, i, @ ... ® Z, k. ).

Method 300 comprises
- storing 310 for each element (m;) of the second subset (M,) a look-up table
(P,), said look-up table taking as input a normalized element ((y, X)) of the main group (M)
and mapping the input to an element (1) of the first acting group (~N) and an element (Y) of the
first subset (A), a product of the element (2) of the first acting group (N) and the element (Y)
of the first subset (A) being the sum (AYh = yX + m;) of the normalized element (yX) and said
element (m;) of the second subset (M,). For example, the storing may be executed by having a
memory on which the addition tables are stored.

- receiving 320 a first addition input (@, X,) and a second addition input

(Yomy, h® +yym; h* +y,m;,h* +---), the first and second addition inputs being elements of the
main group (M), wherein the first addition input is received in normalized representation and
the second addition input in generalized representation, and computing a sum in the main
group (M) of the first addition input and the second addition input, wherein the computing

comprises
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- computing 330 partial sums by sequentially adding the summands of the
second addition input to the first addition input, wherein

- adding 340 a summand (y,m; h*) of the second addition input to the partial sum
comprises applying the look-up table (P,,) for the element (m;,) of the second subset (M,) in
said summand.

Figure 5 shows a flow-chart illustrating in schematic form a table computation
method 400 for computing a look-up table for use in an electronic calculating device
arranged to add two elements of a main group ((M, +)), the main group being a finite Abelian
group (Z,, i, ® .. Z,,1,), the table computation method comprising,

- repeatedly (410) selecting an input normalized element ((y, X)) of the main
group (M)

- determining the sum (2Yh = yX + m;) of the input normalized element (yX) and
said element (m;) of the second subset (M,),

- determining (420) an element (1) of the first acting group () and an element
(Y) of the first subset (4), so that a product of the element (1) of the first acting group () and
the element (Y) of the first subset (4) is said sum

- adding (430) an entry to the look-up table mapping the input ring element to
the element (2) of the first acting group (N) and the element () of the first subset (4).

Many different ways of executing the method are possible, as will be apparent
to a person skilled in the art. For example, the order of the steps can be varied or some steps
may be executed in parallel. Moreover, in between steps other method steps may be inserted.
The inserted steps may represent refinements of the method such as described herein, or may
be unrelated to the method. Moreover, a given step may not have finished completely before
a next step is started.

A method according to the invention may be executed using software, which
comprises instructions for causing a processor system to perform method 300 and 400.
Software may only include those steps taken by a particular sub-entity of the system. The
software may be stored in a suitable storage medium, such as a hard disk, a floppy, a
memory, an optical disc, etc. The software may be sent as a signal along a wire, or wireless,
or using a data network, e.g., the Internet. The software may be made available for download
and/or for remote usage on a server. A method according to the invention may be executed
using a bitstream arranged to configure programmable logic, e.g., a field-programmable gate

array (FPGA), to perform the method.
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It will be appreciated that the invention also extends to computer programs,
particularly computer programs on or in a carrier, adapted for putting the invention into
practice. The program may be in the form of source code, object code, a code intermediate
source and object code such as partially compiled form, or in any other form suitable for use
in the implementation of the method according to the invention. An embodiment relating to a
computer program product comprises computer executable instructions corresponding to
each of the processing steps of at least one of the methods set forth. These instructions may
be subdivided into subroutines and/or be stored in one or more files that may be linked
statically or dynamically. Another embodiment relating to a computer program product
comprises computer executable instructions corresponding to each of the means of at least
one of the systems and/or products set forth.

Figure 6a shows a computer readable medium 1000 having a writable part
1010 comprising a computer program 1020, the computer program 1020 comprising
instructions for causing a processor system to perform a calculating method for adding two
elements of a main group or a method for computing a look-up table for use in an electronic
calculating device, according to an embodiment. The computer program 1020 may be
embodied on the computer readable medium 1000 as physical marks or by means of
magnetization of the computer readable medium 1000. However, any other suitable
embodiment is conceivable as well. Furthermore, it will be appreciated that, although the
computer readable medium 1000 is shown here as an optical disc, the computer readable
medium 1000 may be any suitable computer readable medium, such as a hard disk, solid state
memory, flash memory, etc., and may be non-recordable or recordable. The computer
program 1020 comprises instructions for causing a processor system to perform said method
of a calculating method for adding two elements of a main group or a method for computing
a look-up table for use in an electronic calculating device.

Figure 6b shows in a schematic representation of a processor system 1140
according to an embodiment. The processor system comprises one or more integrated circuits
1110. The architecture of the one or more integrated circuits 1110 is schematically shown in
Figure 6b. Circuit 1110 comprises a processing unit 1120, e.g., a CPU, for running computer
program components to execute a method according to an embodiment and/or implement its
modules or units. Circuit 1110 comprises a memory 1122 for storing programming code,
data, etc. Part of memory 1122 may be read-only. Circuit 1110 may comprise a
communication element 1126, e.g., an antenna, connectors or both, and the like. Circuit 1110

may comprise a dedicated integrated circuit 1124 for performing part or all of the processing
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defined in the method. Processor 1120, memory 1122, dedicated IC 1124 and communication
element 1126 may be connected to each other via an interconnect 1130, say a bus. The
processor system 1110 may be arranged for contact and/or contact-less communication, using
an antenna and/or connectors, respectively.

It should be noted that the above-mentioned embodiments illustrate rather than
limit the invention, and that those skilled in the art will be able to design many alternative
embodiments.

In the claims, any reference signs placed between parentheses shall not be
construed as limiting the claim. Use of the verb "comprise" and its conjugations does not
exclude the presence of elements or steps other than those stated in a claim. The article "a" or
"an" preceding an element does not exclude the presence of a plurality of such elements. The
invention may be implemented by means of hardware comprising several distinct elements,
and by means of a suitably programmed computer. In the device claim enumerating several
means, several of these means may be embodied by one and the same item of hardware. The
mere fact that certain measures are recited in mutually different dependent claims does not
indicate that a combination of these measures cannot be used to advantage.

In the claims references in parentheses refer to reference signs in drawings of
embodiments or to formulas of embodiments, thus increasing the intelligibility of the claim.

These references shall not be construed as limiting the claim.



10

15

20

27

List of Reference Numerals in figures la-1d:

100
110
122
124
130
131
132
133
134
140
141
142
144
145
146
150
152
160
170
171
172

a calculating device

an addition table storage

a conversion unit

a function unit

a addition unit

first addition input

second addition input

a partial sum

an partial addition unit

a multiplication unit

a first multiplication input

a second multiplication input

an intermediate multiplication unit
a first addition input

one or more second addition inputs
an operand storage

a constant storage

a decoding unit

an encoding unit

a direct input

a storage arranged to store an encoding table
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CONCLUSIES:

1. Een elektronische rekeninrichting die is ingericht om twee elementen van een
hoofdgroep ((M, +)) op te tellen, waarbij de hoofdgroep een eindige abelse groep
(Zplk1 D..0 Zptkt) is,
- gedefinieerd voor de hoofdgroep zijn
- een eerste (N) en tweede (H) actiegroep, waarbij de eerste (N) en tweede (H)
actiegroepen acteren op de hoofdgroep (M), waarbij de tweede actiegroep (H) een cyclische
groep is die wordt gegenereerd (H = (h)) door een genererend element (h),
- een eerste deelverzameling (A) van de hoofdgroep (M) zodanig dat elk element
(m) van de hoofdgroep (M) kan worden uitgedrukt (m = nX) als een product van een element
(n) van de eerste actiegroep (N) en een element (X) van de eerste deelverzameling (A),
waarbij het element (n) van de eerste actiegroep (N) en het element (X) van de eerste
deelverzameling (A) worden aangeduid als een genormaliseerde weergave van het element
(m) van de hoofdgroep (M),
- een tweede deelverzameling (Mg = {m,, ..., m,_1}) van de hoofdgroep (M)
zodanig dat elk element (m) van de hoofdgroep (M) kan worden uvitgedrukt als een som van
verschillende sommandes, waarbij elke sommande een product is van een element (y,) van de
eerste actiegroep (N), een element (m;, ) van de tweede deelverzameling (M) en een macht
(h') van het genererende element (m = ¥, ytmitht), waarbij de verschillende elementen van
de eerste actiegroep in de verschillende sommandes worden aangeduid als een
gegeneraliseerde weergave van het element (m) van de hoofdgroep (M),

de rekeninrichting omvattend
- een opteltabelgeheugen (110) dat voor elk element (m;) van de tweede
deelverzameling (M,) een opzoektabel (P;) opslaat, waarbij voornoemde opzoektabel als
invoer neemt een genormaliseerd element ((y, X)) van de hoofdgroep (M) en de invoer afbeelt
op een element (A) van de eerste actiegroep (N) en een element (Y) van de eerste
deelverzameling (A), een product van het element (1) van de eerste actiegroep (N) en waarbij
het element (Y) van de eerste deelverzameling (A) de som (AYh = yX + my) is van het
genormaliseerde element (yX) en voornoemd element (m;) van de tweede deelverzameling

(M),
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- een opteleenheid die is ingericht om een eerste optelinvoer (agXg) en een
tweede optelinvoer (yom;, h® + y,;m; 1h1 + yomy 2h2 + --+) te ontvangen, waarbij de eerste en
tweede optelinvoeren elementen zijn van de hoofdgroep (M), waarbij de eerste optelinvoer
wordt ontvangen in genormaliseerde weergave en de tweede optelinvoer in gegeneraliseerde
weergave, en voor het berekenen van een som in de hoofdgroep (M) van de eerste optelinvoer
en de tweede optelinvoer, waarbij de opteleenheid is ingericht voor

- het berekenen van parti€le sommen door het achtereenvolgens
optellen van de sommandes van de tweede optelinvoer bij de eerste optelinvoer, waarbij

- het optellen van een sommande (ytmitht) van de tweede optelinvoer
bij de parti€le som omvat het toepassen van de opzoektabel (P ) die in het
opteltabelgeheugen (110) is opgeslagen voor het element (m; ) van de tweede
deelverzameling (My) in voornoemde sommande,
waarbij

#N -#A = #M, en (BN - #M)* > #M, waarbij

#N de grootte is van de eerste actiegroep (N),

#H de grootte is van de tweede actiegroep (H),

#A de grootte is van de eerste deelverzameling (a),

#M, de grootte is van de tweede deelverzameling (M,),

#M de grootte is van de hoofdgroep (M).

2. Een elektronische rekeninrichting volgens conclusie 1, waarbij

- een element (m) van de hoofdgroep (M) in genormaliseerde weergave in de
rekeninrichting wordt weergegeven als een paar van twee getallen, waarbij een eerste getal
van de twee getallen verwijst naar het element (n) van de eerste actiegroep (N), en een
tweede getal van de twee getallen verwijst naar het element (X) van de eerste
deelverzameling (A), en

- een element (m) van de hoofdgroep (M) in gegeneraliseerde weergave in de
rekeninrichting wordt weergegeven als ten minste een eerste reeks getallen, waarbij de eerste

reeks verwijst naar de elementen (y;) van de eerste actiegroep (N) in de sommandes.

3. Een elektronische rekeninrichting volgens één van de voorgaande conclusies,

waarbij
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- de som die wordt berekend door de opteleenheid wordt weergegeven in

genormaliseerde vorm.

4. Een elektronische rekeninrichting volgens één van de voorgaande conclusies,
omvattend

- een netwerkinterface die is ingericht om één of meer optelinvoeren te
ontvangen van een computer buiten de elektronische rekeninrichting, waarbij de één of meer
optelinvoeren in gegeneraliseerde weergave zijn, en

- een permanent geheugen dat is ingericht om één of meer permanente
optelinvoeren in genormaliseerde weergave op te slaan,

- waarbij de rekeninrichting is ingericht om een gekozen optelinvoer te
ontvangen via de netwerkinterface en een gekozen permanente optelinvoer van het

permanente geheugen, met behulp van de opteleenheid.

5. Een elektronische rekeninrichting volgens één van de voorgaande conclusies,
omvattend

- een conversie-eenheid die is ingericht om een conversie-invoer te ontvangen,
waarbij

- de conversie-invoer in gegeneraliseerde vorm is, waarbij de conversie-eenheid
is ingericht voor het converteren van de conversie-invoer naar genormaliseerde vorm door
toevoeging van een element van de hoofdgroep in genormaliseerde vorm, en/of

- de conversie-invoer in genormaliseerde weergave is, waarbij de conversie-
eenheid een conversietabel opslaat die elementen van de eerste deelverzameling afbeelt op

een gegeneraliseerde vorm.

6. Een elektronische rekeninrichting volgens één van de voorgaande conclusies,
omvattend

- een functie-eenheid die is ingericht voor het toepassen van een lineaire functie
(f) op een functie-invoer in gegeneraliseerde vorm, en

- een lineair functietabelgeheugen, dat een tabel opslaat die als invoer neemt een
product van een element (y) van de eerste actiegroep (N), een element (m;, ) van de tweede
deelverzameling (M) en een macht (h') van het genererende element (m = Y, ytmi(ht) en
het product atbeelt op het resultaat van toepassing van de lineaire functie op het product,

waarbij
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- de functie-eenheid is ingericht voor het toepassen van de tabel van het lineaire

functietabelgeheugen op de sommandes van de functie-invoer.

7. Een elektronische rekeninrichting volgens één van de voorgaande conclusies,
waarbij

~ de tweede actiegroep (H) 3 of meer elementen heett, of

- de tweede actiegroep (H) 2 elementen heeft, of

- de tweede deelverzameling (M) 2 of meer elementen heeft, of

- de tweede deelverzameling (M) 1 element heeft dat niet de identiteit is,

- de hoofdgroep (M) de abelse groep Zzl is, bijvoorbeeld, met | > 4, of

- de eerste actiegroep (N) een cyclische groep is met 3 of meer elementen.

8. Een elektronische rekeninrichting volgens één van de voorgaande conclusies,
waarbij het genererende element (h) orde k heeft, een exponent (t) van het genererende
element (h) in een gegeneraliseerde weergave hoogstens een bepaald veelvoud is van de orde
(k) minus 1 (t € Ak — 1), waarbij het bepaalde veelvoud hetzelfde is voor alle elementen van

de hoofdgroep.

9. Een elekironische rekeninrichting volgens conclusie 8, waarbij

- de hoofdgroep karakteristiek 2 heeft, en de tweede actiegroep orde 2 heeft, en
de macht (h') van het genererende element (h) in een gegeneraliseerde weergave hoogstens
tweemaal de orde minus 1 (t < 2k — 1) is, of

- de hoofdgroep een karakteristiek groter dan 2 heeft of de orde van de tweede
actiegroep groter is dan 2, en de macht (h%) van het genererende element (h) in een

gegeneraliseerde weergave hoogstens de orde minus 1 (t < k — 1) is.

10. Een elektronische rekeninrichting volgens één van de voorgaande conclusies,
waarbij

- de opteleenheid is ingericht voor

- het aanvankelijk instellen van de partiéle som op de eerste optelinvoer agXg,
en

- het vormen van een lus over de sommande van de eerste optelinvoer, waarbij
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in elke lus de parti€le som wordt bijgewerkt door toevoeging van de sommande van de eerste

optelinvoer (ytmitht).

1. Een elektronische rekeninrichting volgens conclusie 10, waarbij

- de eerste optelinvoer het element ayX van de hoofdgroep is met oy € N, en
Xo € A, en de tweede optelinvoer het element yom; h° + y,m; h* +y,m; h* + -
ykk_lmi)\kﬂh}‘k"l van de hoofdgroep is, waarbij k de orde is van het genererende element,

Yi € N, en m; € Mg, en h het genererende element is

- de opteleenheid is ingericht voor

- het aanvankelijk instellen van de partiéle som op de eerste optelinvoer agXg,

- voor elke exponent (t) van het genererende element (h') van 0 tot Ak — 1,

- het verkrijgen van de volgende parti€¢le som (41 X1) van de huidige partiéle
som (0 Xy) door toevoeging van de sommande die overeenkomt met de macht (ytm;tht), door
toepassing van de opzoektabel (P ) voor m;, op Vi tyi-1 0 X,, waarbij y_; de identiteit in de
hoofdgroep (M) is en waarbij a. X, de huidige parti€le som is,

- waarbij de partiéle som gelijk is aan y,_, a.X:h'.

12. Een elektronische rekeninrichting volgens één van de voorgaande conclusies,
waarbij de eerste deelverzameling (A) alleen bestaat uit elementen die worden gevormd door
het optellen van producten van elementen van de eerste actiegroep (N), elementen van de
tweede deelverzameling, en elementen van de tweede actiegroep (H) plus het genererende

element bij de macht van de orde van het genererende element minus 1 (Bom;, h® +
L S 1 T hk=2 + mik%zhk”l)), waarbij voornoemde elementen van de tweede actiegroep

machten zijn van het genererende element (h) van een macht die hoogstens gelijk is aan de

orde van het genererende element minus 2.

13. Een elektronische rekeninrichting volgens conclusie 12, waarbij de
hoofdgroep ((M, +)) een ring ((R, +,)) is, de elektronische rekeninrichting omvattend

- een vermenigvuldigingseenheid die is ingericht voor het ontvangen van een
eerste vermenigvuldigingsinvoer en een tweede vermenigvuldigingsinvoer, waarbij de eerste
en tweede vermenigvuldigingsinvoeren elementen zijn van de hoofdgroep (R), waarbij de
eerste vermenigvuldigingsinvoer in genormaliseerde weergave ((Boh® + -+ Br—zh* 72 +

hk"l)a = Xa)) is en de tweede vermenigvuldigingsinvoer in gegeneraliseerde weergave
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(yoh® + y;h* + y;h? + --), en voor het berekenen van een product in de ring (R) van de
eerste vermenigvuldigingsinvoer en de tweede vermenigvuldigingsinvoer, waarbij de
vermenigvuldigingseenheid is ingericht voor

- het berekenen van een eerste optelinvoer uit de eerste
vermenigvuldigingsinvoer en een eerste sommande vit de tweede vermenigvuldigingsinvoer,
waarbij de eerste optelinvoer in genormaliseerde vorm is (X(atyg)),

- het berekenen van €én of meer tweede optelinvoeren uit de eerste
vermenigvuldigingsinvoer en verschillende sommandes uit de tweede
vermenigvuldigingsinvoer anders dan de eerste sommande, waarbij de één of meer tweede
optelinvoeren in gegeneraliseerde vorm zijn (X(aty;)hi = (Xhi)n'),

- het toevoegen van de eerste optelinvoer en één of meer tweede

optelinvoeren via de opteleenheid.

14. Een elektronische rekeninrichting volgens één van de voorgaande conclusies,

waarbij

#N - #M ) >
( o) = 2(#N - #A)

meer in het bijzonder waarbij

. #H >
(#N - #Mo) = 2(#N - #A)

waarbij

#N de grootte is van de eerste actiegroep (N),

#H de grootte is van de tweede actiegroep (H),

#A de grootte is van de eerste deelverzameling (A),
#M, de grootte is van de tweede deelverzameling (Mg),

#M de grootte is van de hoofdgroep (M).

15. Een tabelberekeningsinrichting (200) voor het berekenen van een opzoektabel
voor gebruik in een elektronische rekeninrichting die is ingericht voor het optellen van twee
elementen van een hoofdgroep ((M, +)), waarbij de hoofdgroep een eindige abelse groep
(Zp1k1 Gb..0 Zptkt) is, de tabelberekeningsinrichting omvattend,

- een tabelcreatie-eenheid (210) die is ingericht voor het construeren van de
opzoektabel voor een element (m;) van de tweede deelverzameling (Mg), waarbij de

tabelcreatie-eenheid 1s ingericht voor het
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- herhaaldelijk kiezen van een ingevoerd genormaliseerd element
((y, X)) van de hoofdgroep (M)

- het bepalen van de som (AYh = yX + m;) van het ingevoerde
genormaliseerde element (YX) en voornoemd element (m;) van de tweede deelverzameling
(Mo),

- het bepalen van een element (A) van de eerste actiegroep (N) en een element
(Y) van de eerste deelverzameling (A), zodat een product van het element (A) van de eerste
actiegroep (N) en het element (Y) van de eerste deelverzameling (A) als som wordt aangeduid

- het toevoegen van een invoer aan de opzoektabel die het ingevoerde
ringelement atbeelt op het element (A) van de eerste actiegroep (N) en het element (Y) van de

eerste deelverzameling (A).

16. Een elektronische rekenwerkwijze voor het optellen van twee elementen van
een hootdgroep ((M, +)), waarbij de hoofdgroep een eindige abelse groep

(Zplk1 D .0 Zptkt) is,

- gedefinieerd voor de hoofdgroep zijn

- een eerste (N) en tweede (H) actiegroep, waarbij de eerste (N) en tweede (H)
actiegroepen acteren op de hoofdgroep (M), waarbij de tweede actiegroep (H) een cyclische
groep is die wordt gegenereerd (H = (h)) door een genererend element (h),

- een eerste deelverzameling (A) van de hoofdgroep (M) zodanig dat elk element
(m) van de hoofdgroep (M) kan worden uitgedrukt (m = nX) als een product van een element
(n) van de eerste actiegroep (N) en een element (X) van de eerste deelverzameling (A),
waarbij het element (n) van de eerste actiegroep (N) en het element (X) van de eerste
deelverzameling (A) worden aangeduid als een genormaliseerde weergave van het element
(m) van de hoofdgroep (M),

- een tweede deelverzameling (Mg = {my, ..., m,_4}) van de hoofdgroep (M)
zodanig dat elk element (m) van de hoofdgroep (M) kan worden uitgedrukt als een som van
verschillende sommandes, waarbij elke sommande een product is van een element (y,) van de
eerste actiegroep (N), een element (m;,) van de tweede deelverzameling (M) en een macht
(h') van het genererende element (m = ¥, ytmith‘), waarbij de verschillende elementen van
de eerste actiegroep in de verschillende sommandes worden aangeduid als een
gegeneraliseerde weergave van het element (m) van de hoofdgroep (M),

de rekenwerkwijze omvattend
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- het opslaan voor elk element (m;) van de tweede deelverzameling (Mg) van
een opzoektabel (P)), waarbij voornoemde opzoektabel als invoer neemt een genormaliseerd
element ((y, X)) van de hootdgroep (M) en de invoer afbeelt op een element () van de eerste
actiegroep (N) en een element (Y) van de eerste deelverzameling (A), een product van het
element (1) van de eerste actiegroep (N) en waarbij het element (Y) van de eerste
deelverzameling (A) de som (AYh = yX + my) is van het genormaliseerde element (yX) en
voornoemd element {m;) van de tweede deelverzameling (My)
- het ontvangen van een eerste optelinvoer (ayXg) en een tweede optelinvoer
(yomioho + ylmilhl + yzmizh2 + ---), waarbij de eerste en tweede optelinvoeren elementen
zijn van de hoofdgroep (M), waarbij de eerste optelinvoer wordt ontvangen in
genormaliseerde weergave en de tweede optelinvoer in gegeneraliseerde weergave, en het
berekenen van een som in de hoofdgroep (M) van de eerste optelinvoer en de tweede
optelinvoer, de berekening omvattend

- het berekenen van parti€le sommen door het achtereenvolgens
optellen van de sommandes van de tweede optelinvoer bij de eerste optelinvoer, waarbij

- het optellen van een sommande (ytmitht) van de tweede optelinvoer
bij de parti€le som omvat het toepassen van de opgeslagen opzoektabel (P; ) voor het element
(m;, ) van de tweede deelverzameling (M) in voornoemde sommande,
waarbij

BN -#A > #M, en (#N - #M)* > #M, waarbij

#N de grootte is van de eerste actiegroep (N),

#H de grootte 1s van de tweede actiegroep (),

#A de grootte is van de eerste deelverzameling (A),

#M, de grootte is van de tweede deelverzameling (M,),

#M de grootte is van de hoofdgroep (M).

17. Een tabelberekeningswerkwijze (400) voor het berekenen van een opzoektabel
voor gebruik in een elektronische rekeninrichting die is ingericht voor het optellen van twee
elementen van een hoofdgroep ((M, +)), waarbij de hoofdgroep een eindige abelse groep
(Zplkl éb.P Zptk() is, de tabelberekeningswerkwijze omvattend,

- het herhaaldelijk (410) kiezen van een ingevoerd genormaliseerd element

((y, X)) van de hoofdgroep (M)

- het bepalen van de som (AYh = yX 4+ my;) van het ingevoerde genormaliseerde
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element (yX) en voornoemd element (m;) van de tweede deelverzameling (Mg),

- het bepalen (420) van een element (1) van de eerste actiegroep (N) en een
element (Y) van de eerste deelverzameling (A), zodat een product van het element (1) van de
eerste actiegroep (N) en het element (Y) van de eerste deelverzameling (A) als som wordt
aangeduid

- het toevoegen (430) van een invoer aan de opzoektabel die het ingevoerde
ringelement aftbeelt op het element (A) van de eerste actiegroep (N) en het element (Y) van de

eerste deelverzameling (A).

18. Een computerprogramma (1020) omvattend computerprogramma-instructies
die zijn ingericht voor het uitvoeren van de werkwijze volgens conclusie 16 of 17 wanneer

het computerprogramma op een computer wordt vitgevoerd.

19. Een computerleesbaar medium (1000) omvattend het computerprogramma

(1020) volgens conclusie 18.
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ABSTRACT:

An electronic calculating device arranged to add two elements of a main group
((M,+)), the main group being a finite Abelian group (Z, i ® ... ® Z,,.),
the calculating device comprising
- an addition table storage (110) storing for each element (m;) of the second
subset (M,) a look-up table (P,),
- an addition unit arranged to receive a first addition input («,X,) and a second
addition input (yym; h° +y,m; h* +y,m;, h* + --), the first and second addition inputs being
elements of the main group (M), wherein the first addition input is received in normalized
representation and the second addition input in generalized representation, and to compute a

sum in the main group (M) of the first addition input and the second addition input.

Figure 1
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CLASSIFICATIE

1INV BOBF17/10 GOBF21/14 HO4LOOE

AANVRAGER

Koninkiijhe Philips NV,

Deze schriftelifke opinie bpvat een tnelichiing op de. volgendea ondardeien:

&

Onderdeet §
3 ‘Ondeddeet §

I} ‘Cnderdest |
O Ginderdest v
B Onderdeef ¥

3 Coderdest Vi
£l Cadlerdest Vit

Basie van de schriftsliike opinis

Vaormrany

‘Vasistsiiing niguwhald, inventivitalt gn indusirisle toepasbaarhesid niet mogelifl
Pra ganviray heall belrakking op reeer dan gan uitvinding

Gemetiveerde verkiafing ter sanzien van nleuwheid, inventiviteit an
industridle loepgsbaarheid

Andere gaclesrde docushentan
Quange gebraken

Cnderdaed VIl Querige opmarkingan

i Huguet Serva, G
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Bapvirasg nes

SCHRIFTELIJKE OPINIE NL2015811

Onderdeel I Basis van de Schrifieliike Opinie

1. Deze schriftelijhe opinie is opgastaid op basis van de meest recente conolusies ingediend voor aanvang van hat
andearzask.

o

Met betrekking {of nucleotide eniof aminozuur sequenties die genoemd worden in de asnvraag en relevant
zijny voor dewibvinding zoals beschraven in de conclusias, is dit onderzoek gedaan op basis varny

&, pe materiaal:
L sequantic opsomming
I3 tabel met batrekking tot de sequentie Hjst
&, vorn van et materiaal;
B oppapier
3 in elekironische vorm.
¢, momant van indisningaantevearing:
&1 opgenoimen i de asnvraag soaly ingedisnd
L1 samgn melde aarviaay elekironisch ingediend
T iater aangeleverd:voor het onderzosk
3. L1 tngeval or meer dan én versie of kopie van sen sequantie opsomming of tabel met betrekking op sen
sequentiais ingediend of aangeleverd, zijn de-benodigde verKlaringen ingadiend dat de informatie inde
tatare of additionele kopieén identiek is aan de aativraag zoals ingediend of niet meer informatie bovaitan
dan de aanvraag zoals oorsprovkelifs ward ingediend.

4. Overige opmerkingart:

MLRITE (duly 2008y
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SCHRIFTELIJKE OPINIE NL2015811

Onderdeel V' Gemotiveerde verkiaring ten aanzien van nieuwheid, inventivitelt en indastridle
toepashaarhedd

1. Verklaring

Nisuwhsid Jar  Conclusiss 1418
MNes: Conclusies

inventiviteit da;  Conclusies
Nea: Conolusigs 1-719

industrigle toepasbaarbaid Jar  Conolusies 1-1¢
Naga: Conchusies
2. Citaties en toslichting:

Zie aparte bladzijde

Qnderdeel Vill  Overige opmerkingen

De volgende opmerkingen met betrekking ot de duidelijkheid van de conclusies, beschrijving, en figuren, of met
batrekking ol de vraag of de conelusies nawerkbaar zijn, wordsn gemaakt:

Zie aparte biadzijde

MLRITE (duly 2008y



SCHRIFTELIKE OPINIE AANVRAAGNUMMER
_(APARTE BLADZIJDE) NL201591 1_

Re ltem V
Reasoned statement with regard to hovelly, inventive step or industrial
applicability; citations and explanations supporting such statement

i Technical character

The subject-matter of claim 1 is directed {o an slectronic calculating device
with the aim of adding two elements of a finite abslian group, whichis a
completely mathematical aim. Furthermare, the steps of the method are
purely mathematical, and the hature of the data to be processed is left
unspecified. The problem to be solved by the device of claint 1, according to
the wording of said claim, is purely mathematical, as the result obtained by
said device {the addition of the gforementioned two elements} is not
subsequently used to solve any concrate technical praoblem. The only feature
contributing 1o the technical character of claim 1 is thus the fact that claim 1is
directed to an elecironic calculating device.

Only features that contribute to the technical character of the claim can
support the presence of an inventive step, and thersfore the only feature of
claim 1 relevant for inventive step considerations is thus the fact that said
claim is directed to an electronic caloculating device, which represents an
sbvious option for the skilled person.

Therefore, the subject-matter of claim 1 lacks an inventive step.

Simiiarargumems imply that that the subjectymatters of claims 1-1¢ lack as
well an inventive step.

2 Prior art
Reference is made 1o the following documents:
D1 WO 2010/102960 A1 (IRDETO BY [NL]; MICHIELS WILHELMUS

PETRUS ADRIANUS JOHANNUS [NL]; GORI) 16 september 2010
(2010-09-16)

o2 US 2015/312039 A1 (MICHIELS WIL [NL] ET AL) 29 oktober 2015
(2015-10-29)

D3 WO 2010/146140 A1 (IRDETO BY [NL]: MICHIELS WILHELMUS
PETRUS ADRIANUS JOMANNUS [NL} 23 december 2010 (2010-12-23)

Fowin NLAS7-2 {sepurate sheeti (July 2000) (sheet 1}



SCHRIFTELIKE OPINIE AANVRAAGNUMMER

{APARTE BLADZIJDE) NL2015911
D4 CN 105 099 666 A (INST INF ENG CAS) 25 november 2015
(2015-11-25)
D5 Alan C Lin: "SOFTWARE OBFUSCATION WITH SYMMETRIC
CRYPTOGRARHY?Y,

.maart 2008 (2008-03), XPOS5080968,

Gevonden op hetl intemetl:

URL hitp:Awww dtic. mil/dticitr/fullext/u2/a4 86850 pdf
fgevonden op 2013-08-25]

Ga Martin Tehan: "White-Box Cryptography”,
24 juni 2013 {2013-06-24), XPO55080911,
Gevonden op het intemetl:
URL http:/is.munt.czAh/207885/_mithesis_tehan.pdf
[gevonden op 2013-08-25]

3 For the sake of completeness, an assessment of claims 1-19 waiving the
above objections on technical character is provided below:

3.1 Claim 1

Documents 1 through to D6 disclose the use of lookup tables for the
computation of obfuscated addition of two elements of an abslian group.
However, noneg of those documents appears {0 contain the sams oran
equivalent mathematical approach to perform an obfuscated addition of two
slements of an abelian group. The non-technical features of claim 1 appeatr
thus 1o be novel over the available prior art.

However, the Applicant's attention is drawn to the fact that, as already

mentioned above, said non-technical features can only be taken into account

for the inventive step analysis if they contribute {o solving a concrete technical

problem. This implies in particular that in order to make the non-technical

features retevant for the inventive step analysis, the drafting of claim 1 should

be such that at least the following conditions are met:

1. his clear from the wording of the claim alone that the device is directed

to solving a concrete technical problem {the addition of two elements in
an abelian group is not a lechnical problem),

N

it is clear from the wording of the claim alone how each of the variables
and parameters mentioned is to be calculated or obtained so that the
device provides a correct resull, as not any possible choice of the

Farm LIRS INepareie shealy Liuly BOHR) tbwest )



SCHRIFTELIKE OPINIE AANVRAAGNUMMER
_(.APARTE BLADZIJDE) NL201591 1_

parameters mentioned in claim 1 appears 1o lead to a corrgct solution
for the addition {in most cases it appears {0 be enough to include
subject-matter from some of the dependent ci.ai-m$§,

3. His clear from the wording of the claim along what the contribution of
the result of the addition of the two elements to the oblention of a
technical effect is. or equivalently, how the result of the addition is to be
used in order to make it help solving the concrete technical problem
mentioned above.

inaddition to the above, the drafting of claim should not miss the features
essential to the definition of the invention {see Re item VI below).

Present claim { does not fulfit any of the above conditions. Should these
conditions be all met by a new drafting of claim 1, then the nan-technical
features would contribute fo technical character, and in view of the available
prior art, they could imply an inventive step and lead to patentable subject-
matter. Gare should be taken nevertheless to avoid that the new claims cover
a known method when the main abelian group is a finite fisld or a cyclic
group.

A similar reasoning applies also o independent claims 18 and 17,

Re ltem Vil
Certain observations on the application

4

independent claims 1, 16 and 17 appear to lack many features that are
sssential to the definition of the invention. For example, the relationships
between some of the parameters mentioned in.claim 1 are not explicitly given,
where an arbitrary definition of those relationships would cause the invention
to ot work, Without the aim of being exhaustive, the definitions of the sets 4,
Mg, the look-up table, and the normalisation method, appear to be only
mentioned, but not properly defined in present ¢laim 1. The bounds in claim
14 appear to be also essential in view of page 7, lines 28-34. As these
parameters and methods are crucial for the correct pesformance of the
invention, and arbitrary definitions of those would lead {o potentially wrong
solutions, it is considerad that at least all these features should be clearly
introduced and defined in the independent claims.

FremQLA3TR fsepniaie sheet] (Buly ZUES) (sheet 3}
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