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1. 

CHECKING BYPSEUDODUPLICATION 

BACKGROUND OF THE INVENTION 

This invention relates to the detection of errors within com 
puter systems and particularly errors occurring in arithmetic 
and logical operations performed by computing apparatus in 
the computer. 
Due to the relatively complicated nature of digital comput 

ing equipment as well as other electronic apparatus which per 
form the computational functions, it is desirable to be able to 
detect when there is an equipment failure which would affect 
the validity of computational data. As a result, many 
techniques have been developed for determining the presence 
of calculational errors upon the resulting data from various 
arithmetic and logical operations performed by various forms 
of computational apparatus. 
A technique very often employed is the use of parity. This 

technique utilizes an extra data bit which is associated with 
more than one data bit in a character or byte to represent 
whether the character or byte has an even or an odd number 
of binary one's in all the bit positions of the character or byte. 
The numerous techniques of using parity are well known in 
the prior art and further description is not necessary. Parity 
techniques, however, do suffer from one common problem, 
the ability of being able to detect only an odd number of er 
rors. If any even number of data bits should prove to be in er 
ror, the use of simple parity over a character or byte is insuffi 
cient to detect this type of error. 
Many other error detecting techniques have also been 

described in the prior art. A more powerful approach than the 
parity techniques is to utilize the characteristics of residue 
arithmetic. By utilizing predicted and actual residues for a 
given arithmetic or logical operation, the fact that the residues 
have a different magnitude is indicative of the presence of an 
error in the arithmetic or logical operation. By selecting the 
modulus, it is possible to obtain error detecting capability 
which exceeds the detecting capability of simple parity 
techniques. An inherent drawback, however, to residue 
techniques is that the amount of electronic circuitry required 
to implement such techniques is often too extensive to be 
economically feasible, especially for small computers or ter 
minal applications. 

Still another approach to error detection is the use of 
duplicate electonic circuitry wherein each of two sets of elec 
tronic circuitry is used to perform a given arithmetic or logical 
operation. The separate and independently developed answers 
are then compared to determine the presence of an error. 
An obvious drawback to this technique is the requirement 

for doubling the hardware required to perform the operation 
in order to achieve the desired error detection capabilities. 

In light of the aforementioned problems relating to the vari 
ous techniques for error detection, it is a primary object of this 
invention to produce a system for failure detection in 
arithmetic and logical units which is both simple to implement 
as well as being relatively inexpensive. 

It is another object of this invention to provide an error de 
tection system for use in computers and other computational 
devices which is capable of detecting errors undetectable by 
parity techniques. 

It is still another object of this invention to provide an error 
detection system which is less expensive to implement than 
either the well-known residue techniques or the hardware 
duplication technique. 

In accordance with the objects of the present invention, the 
error detection approach of the present invention employs a 
technique which shall be called pseudoduplication. By pseu 
doduplication it is meant that errors are detected in a manner 
somewhat similar to the duplication of hardware technique. 
The pseudoduplication approach develops an electronic 
representation of an answer for a given arithmetic or logical 
operation and stores the representation in a register. The 
arithmetic or logical operation is performed a second time 
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2 
use of a different data path through the arithmetic and logic 
unit for each of the input data bits. If the electronic circuitry is 
working properly, the results of the first operation and that of 
the second operation using different data paths will be identi 
cal. A simple EXCLUSIVE OR circuit for each bit position is 
all that is required to detect the presence of an error as in 
dicated by a difference between the first generated answer and 
the second generated answer for the given arithmetic or logi 
cal operation. 
The above identified objects, features and advantages of the 

present invention will become more apparent in light of the 
following detailed description of a preferred embodiment 
thereof, as illustrated in the accompanying drawings. 

INTHEDRAWINGS 

FIG. 1 is a simplified system diagram characterizing the 
error detection system of the present invention. 

FIG. 2 shows a more detailed circuit configuration to exem 
plify the operations of the present invention in generating the 
answer for a given arithmetic or logical operation. 

FIG. 3 shows the generation of the answer for the given 
arithmetic or logical operation using alternate data paths. 

FIG. 4 shows the required configuration of the present in 
vention for shift and arithmetic operations. 

DETALED DESCRIPTION 

Referring now to FIG. 1, a system diagram is shown which 
characterizes the present invention in its broad sense. An A 
Register 10 and B Register 12 are provided for storing the data 
upon which a given arithmetic or logical operation is to be 
performed. The data typically would be represented in binary 
bit form and each of the data registers would contain a plurali 
ty of binary bit positions. 
ALU 18 is an arithmetic-logical unit which is capable of 

performing various types of arithmetic and logical operations 
upon the data entering the ALU. The typical operations in 
clude addition, subtraction, AND, OR, and EXCLUSIVE OR. 
When proper gating signals are present, the data in A Register 
10 will pass throughgating circuitry 14 and enter ALU 18. As 
suming that the gating circuitry 14 is activated in such a way 
that the data from A Register 10 passes directly throughgating 
circuitry 14 to ALU 18, the data from A Register 10 can be 
considered to be lined up and will enter ALU 18 such that, for 
example, bit 1 of the data in A Register 10 will correspond to 
the input position of ALU 18 for bit 1. Gating circuitry 14, 
however, can be activated in such a way that the data in bit 
position 1 of A Register 10 can enter ALU 18 in the normal 
entry point forbit position 0. The specific nature of this gating 
will become more apparent from the below discussion relating 
to FIGS. 2 and 3. A similar relationship exists between the 
data in B Register 12 and its entry point into ALU 18 via gat 
ing circuitry 16. 
The output of ALU 18 passes into gating circuitry 20 which 

is activated in such a way as to realign the data leaving ALU 
18 so as to fall on the proper data bit boundaries. The realign 
ment occurs at times when gating circuitry 14 and 16 were 
previously activated. The data passing throughgating circuitry 
20 can pass either to compare circuit 24 of C Register 22. 
A simple example of the operation of the present invention 

would be to consider the performing of an OR operation upon 
the data contained in A Register 10 and the data in B Register 
12. In the first phase or mode of the operation, the data in A 
Register 10 is gated directly to ALU 18 as is the data in B Re 
gister 12. The data enters the ALU 18 where the OR operation 
is performed. The output of ALU 18 represents the data that 
should result from an OR operation upon the given binary 
data contained within A Register 10 and B Register 12. This 
data leaving ALU 18 is gated through gating circuitry 20 to C 
Register 22. In order to determine whether the contents of the 
C Register 22 represent a correct result, a second OR opera 
tion is performed. The second phase of the operation takes the 

although the performing of the second operation requires the 75 data in A Register 10 and gates the data via gating circuitry 14 
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so as to enter ALU 18 in data input positions which are dif 
ferent from those in the first phase of the operation. For exam 
ple, data bit 1 of the data contained in A Register 10 might be 
gated by a gating circuitry 14 into data input bit position 0. A 
similar shifting also occurs for the other data bits of the data 
contained in A Register 10. The circuitry is also designed in 
such a way that gating circuitry 16 will respond to the data in 
B Register 12 so as to gate data bit 1 into the same entry for 
the data from B Register 2 as gating circuitry 12 performs for 
the data in A Register 10. For example, bit position 1 of B Re 
gister 12 would be gated via gating circuitry 16 into entry bit 
position 0 of ALU 18. 
The ALU 18 is then activated to perform the OR operation 

upon the entering data. If the output of ALU 18 represents the 
results of the OR operation upon the data contained in A Re 
gister 10 and B Register 12 which has been shifted in ac 
cordance with gating circuitry 14 and 16 (during the second 
phase of the operation), the resulting answer should be shifted 
so as to be aligned upon the same data boundaries as the 
operation in the first phase. Thus, gating circuitry 20 is em 
ployed to shift the output from ALU 18 into alignment with 
the data previously transferred to C Register 22. The output of 
the data for the second phase of the operation is transmitted 
through gating circuitry 20 to line 26. Line 26 forms one input 
to compare circuitry 24. Line 28 comes from C Register 22 
which forms the second input of compare circuit 24. Compare 
circuit 24 then acts to compare on a bit by bit basis the data 
contained within C Register 22 and the data being outputted 
by ALU 18 and shifted by gating circuitry 20. When compare 
circuit 24 determines that the data bits contained in C Re 
gister 22 are different from those data bits being transmitted 
along lines 26, compare circuit 24 generates a signal which in 
dicates that a calculational error has occurred because the two 
results do not compare identically. 
The above description demonstrates what is meant by pseu 

doduplication. Specifically, the technique of pseudoduplica 
tion does not employ an absolute redundancy of circuitry in 
order to detect errors. In actuality, the technique of pseu 
doduplication utilizes many if not all of the circuits used in the 
first phase of the operation. For logical operations, there is no 
need to expand the data paths through the ALU as the shifting 
is sufficient to detect errors for logical operations. For 
arithmetic and shift operations, the ALU must have additional 
data paths because of the internal operation of the ALU 
causes carries to be generated internally which affect adjacent 
data paths. 

Referring now to FIG. 2, a more detailed description of the 
system shown in FIG. 1 is there shown. 
For example, the A Register 10 of FIG. 1 has been replaced 

in FIG. 2 by registers representing the individual bit positions 
of the data contained within the A Register. Register A4 42 
represents the fourth bit position of the binary data contained 
within A Register 10 of FIG. 1. Also shown is the fourth bit 
position of B Register 12 which is shown as Register B4 40. A 
similar register description is used for the other binary bit 
position of A Register and B Register. The output of each of 
the bit positions for the A Register and the B Register is con 
nected to two gates labeled G1 and G2. All of the gating cir 
cuits shown in FIG. 2 which are labeled G1 are gated by a 
common clock line, not shown, such that the input to any G1 
gate is transmitted to the output of that gate whenever the gat 
ing pulse is present. The presence of a gating signal at gate 
labeled G1 shall be noted as a first operating mode. 

Referring specifically to FIG. 2, during the first operation 
mode or phase gates 44 and 46 are active in allowing the data 
contained in Register B4 40 and Register A4 42 to pass 
through gates 44 and 46 respectively to OR circuits 48 and 50. 
The data then passes directly from OR circuits 48 and 50 into 
ALU452. The two inputs to ALU4 comprise a set of paired 
inputs ALU452 is the portion of the logical unit 18 which acts 
upon data received from the fourth bit position in the data re 
gisters and outputs data to the fourth bit position of the out 
put. ALU452 is capable of performing logical operations such 
as AND, OR, and EXCLUSIVE OR. 
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4 
The logic unit ALU452 operates upon the data which ap 

pears at the input and passes the data on to the gating at the 
output of ALU452. Gate circuit 54 is activated at the same 
time as gate circuits 44 and 46 and allows the output of ALU4 
52 to pass on to OR circuit 56. The OR circuit 56 output then 
forms an input to Register C458 which is the fourth binary bit 
position of Register C as shown in FIG, 1. A set signal 60 is ap 
plied to Register C4 58 so as to gate the data received from 
logic unit ALU452 into the C Register to make the data 
available for later comparison. 
During the second phase of the operation, gates labeled G2 

are activated while gates labeled G1 are not. Thus, during the 
second phase of operation different circuits in FIG. 2 should 
be referred to. During the second phase of the operation, gates 
70 and 72 are active to transmit the data from Register B4 40 
and Register A442 to OR circuits 74 and 76 respectively. The 
output of OR circuits 74 and 76 go directly to the input to 
logic unit ALUS 80. The output of the logic unit ALUS 80 is a 
function of the logical operation being performed as well as 
the data registers. The output data is passed through gate cir 
cuit 82 to the input of OR circuit 84. The output from OR cir 
cuit 84 is then placed at the input of EXCLUSIVE OR 86 
while the output of Register C4 58 is placed to the second 
input to EXCLUSIVE OR86. The output of EXCLUSIVE OR 
86 indicates whether the content of Register C558 is identical 
to the output of logic unit ALUS 80. Such an equality would 
exist if logic unit ALU452 had performed during the first 
mode of operation in the identical way as did logic unit ALU5 
80 in the second mode of operation. Assuming that the output 
of all the EXCLUSIVE OR elements indicates an equality 
between the content of C Register and the output of the dif 
ferent logic units used to perform the same operation upon the 
same data, it can be assumed that the content of the C Re 
gister represents the correct result for the logical combination 
of the data within the A Register and B Register which was 
performed by the various logic units. 
The approach to pseudoduplication shown in FIG. 2 is es 

sentially to use one data path to generate a first result for a 
given operation and use a second data path, different from the 
first data path, to develop a check that should be identical to 
the data resulting from the use of the first data path. It should 
be noted that for operations such as AND, OR and EXCLU 
SIVE OR, the only additional hardware required to generate 
the check data word is the additional required gating circuitry. 
No additional logic unit data paths must be created to check 
these operations. However, when it comes to operations such 
as addition and shifting, it does become necessary to add a few 
new data paths for checking purposes. 

FIG. 3 shows a different approach to the operation of the 
present invention employing pseudoduplication. The data 
which formerly was gated through logic unit ALU4 during the 
first phase of operation is now gated through logic unit ALU5 
80 during the first phase of operation. This shift in the data is 
caused by the gating of the gate circuit labeled G2 in FIG. 3 
during the first phase of the operations of the circuits. 

Specifically, gate element 70, 72 and 104 are active during 
the first phase of the operation. The data found in the fourth 
bit position of the data registers (A Register and B Register) 
are gated to the fifth input section of the logic unit i.e., to logic 
unit ALUS 80. The output of the logic unit ALU580 is gated 
via gating circuit 104 through OR circuit 106 to C Register 
position C5 108 and is set into the C register by a gating signal 
online 110. 

Referring again to FIG. 3, the second phase of the operation 
of the apparatus there shown operates by turning on the gate 
circuits labeled G1. Specifically, the data contained within 
data register B4 40 and A4 42 are gated via gate circuit 44 and 
46 respectively to OR circuits 48 and 50. The output OR cir 
cuit 48 and 50 form a paired input to logic unit ALU452 
which is conditioned to perform the same operation as was 
previously performed by logic unit ALUS. The output of logic 
unit ALU452 is gated via gate circuit 116 to OR circuit 112. 
OR circuit 112 then passes the data on to the input of EX 
CLUSIVE OR circuit 114. A second input to EXCLUSIVE 
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OR circuit 114 is from the contents of the C Register for bit 
position 5 which is contained in CS 108. 
The approach taken in FIG. 3 is essentially the same as that 

taken in FIG. 2 although different gating paths are employed 
to produce the same results. In each case, the logical opera 
tion performed during the first phase is identical to the logical 
operation performed during the second phase but the specific 
portion of the logic unit is different during the different phases 
of the operation. The net results of these two approaches are 
to improve on the error detecting techniques employing 
duplicate hardware and generating two separate answers for 
the operation which is to be checked because the gating cir 
cuits are the only added circuits required to produce the error 
check. It should be noted that another possible modification 
to the scheme shown in FIGS. 2 and 3 would be to shift the 
data from entry bit position 4 to entry bit position 3 during the 
first phase while allowing the data to pass through the logic 
unit to the fourth bit position during the second phase. There 
are, in addition, many possible modifications which could be 
made to the gating of the output from the various logical units 
which would be in the scope and intent of the present inven 
tlOn. 

Referring now to FIG. 4, a system diagram similar to that 
shown in FIG. 2 is presented. The principal modification 
between FIG. 4 and FIG. 2 is that there is a different ALU 200 
shown in FIG. 4 as compared to the logic unit of FIG. 2. ALU 
200 represents an arithmetic and logical unit which specifi 
cally has the capability of performing arithmetic and shifting 
operations. In adders which are found in digital computers, it 
is necessary to have interconnections between the various bit 
positions because there is a requirement to propagate carriers 
from low order to higher order bit positions. For this reason, 
ALU 200 is shown to extend over a plurality of paired input 
positions. 

In FIG. 4, ALU 200 is shown having a plurality of paired in 
puts 3, 3, 4, 4', and 5,5'. Inputs 4 and 4', for example, 
represent the two input positions which normally receive data 
from the fourth data bit position in the data register, i.e., data 
register B440 and data register A442. In the case for an addi 
tion of the contents of the data in the A Register and the B Re 
gister, the binary bits from bit position 4 would pass through 
input 4 and input 4' and would be combined with carries from 
low order positions to generate an output at output 04. There 
are other outputs shown for bit position 3 and bit position 5 
namely, output 03 and output 05. 
For shifting operations, ALU 200 would accept data from 

one of the data registers and cause the data to be shifted either 
to the right or to the left. For example, the data appearing in 
the B Register might be shifted right by one bit position. The 
data bit appearing in data register B4 would enter through 
input 4 and be shifted right by one bit position so as to exit 
through output 05. 
The system shown in FIG. 4 employs pseudoduplication 

techniques to detect errors in a operation of ALU 200 for both 
arithmetic and shifting operation. In the first mode of opera 
tion, the data would pass directly from the A Register and B 
Register to the associated input points. For example, the data 
in data register position A4 42 would be transmitted by gating 
circuitry 46 to OR circuitry 50 to input 4". The data in Re 
gister B4 40 would be gated by a gate circuit 44 through OR 
circuitry 48 to input 4. The output of the respective positions 
of ALU 200 would then be transmitted through the gating cir 
cuitry to the C Register. For example, output 04 will be trans 
mitted through gating circuit 54 to OR circuit 56. The data 
would then pass on to C Register position C458 and would be 
gated into the C Register by set signal 60. 

In the second mode of operation, the data in the A Register 
position A4 42 would be transmitted by a gate 72 and OR cir 
cuit 76 to input position 5'. Likewise, the data from the B Re 
gister B440 would be transmitted through gate circuit 70 via 
OR circuit 74 to input position 5. The output at output posi 
tion 05 would be gated via gate circuit 82 to OR circuit 84. 
The output of OR circuit 84 would be combined with the data 
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6 
in the C Register position C4 58 in EXCLUSIVE OR element 
86 to determine whether the contents of the C Register posi 
tion 4 was the same as the data developed by the ALU using a 
different data path. 
As can be seen from the above identified preferred embodi 

ments of the present invention, the technique of pseudodupli 
cation for use in addition operations would require the expan 
sion of the normal data path for the ALU by at least one bit 
position so as to be able to accommodate the shifting of the 
data to different data input positions for generating the data 
for comparison with the data developed in the first phase of 
the operation. For logical operations such as AND, OR and 
EXCLUSIVE OR, the data paths need not be expanded but 
merely requires the changing of the respective input bit posi 
tions. After the completion of both the first phase and second 
phase calculations, the output gating circuitry need only shift 
the second phase output data into alignment with the data 
generated during the first phase so as to be able to correctly 
determine whether an error has occurred. 
While the invention has been particularly shown and 

described with reference to preferred embodiments, it will be 
understood by those of skill in the art that the foregoing and 
other changes and omissions in the form and detail thereof 
may be made without departing from the spirit and scope of 
the invention which is to be limited only as set forth in the fol 
lowing claims. 
What is claimed is: 
1. An apparatus for detecting errors comprising the com 

bination of: 
a first and second data register for storing representations of 

binary data; 
an arithmetic-logical unit capable of performing the func 

tions of addition, subtraction, AND, OR, EXCLUSIVE 
OR, and shift, said arithmetic-logical unit having at least 
as many data paths as there are data bits in said first and 
second data registers, each data path having an output, 
said arithmetic-logical unit having paired inputs for each 
data bit position in said first and second data register; 

a first gating means active in a first mode to gate the data 
bits in said first and second data registers to said paired 
inputs of said arithmetic-logical unit and active during a 
second mode to gate the data from said first and second 
data registers to a different set of paired inputs than the 
set of paired inputs employed during said first mode; 

a third data register; 
a second gating means active in said first mode to gate data 
from the outputs of said arithmetic-logical unit to said 
third data register and active during said second mode to 
produce agating output, said gating output being equal to 
the output of said arithmetic-logical unit during said 
second mode; and 

a comparison means for comparing the contents of said 
third data register and said gating output, said com 
parison means producing an error signal when any data 
bit in said third data register is different from the properly 
aligned gating output. 

2. An apparatus as in claim 1 wherein said second gating 
means includes: 
means for shifting the data received from the arithmetic 

logical unit during said second mode into alignment with 
the data in said third register. 

3. A method of detecting errors in computer calculations 
comprising the steps of: 

performing a first calculation to produce a first result using 
a first set of data paths in the calculational circuitry; 

storing said first result; 
performing a second calculation identical to said first calcu 

lation to produce a second result, said second calculation 
using a second set of data paths different from said first 
set of data paths, at least one of said second set of data 
paths being the same as used during said first calculation 
for a different pair of data bits; and 
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comparing said second result with said first result to deter 
mine whether said first result is identical to said second 
result. 

4. The method of detecting errors of claim 3 additionally 
comprising the step of 
producing an error signal when the comparison of said 
second result with said first result indicates a difference 
between the results. 

5. An apparatus for detecting computational errors in a 
computational unit comprising: 
a first and second data register each for storing binary data 
and having a plurality of bit positions in each of said first 
and second data registers; 

an arithmetic-logical unit having a plurality of data paths 
therethrough, each data path having an output, a first and 
second entry point and each said data path being capable 
of performing addition, subtraction, OR, AND, EXCLU 
SIVE OR, and shift operations upon the data entering 
said first and second entry points, said arithmetic-logical 
unit having more than as many data paths as there are bi 
nary bit positions in either of said first or second data re gisters; 

a plurality of first gating means, each of said first gating 
means active during said first phase of operation to gate 
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binary data from said first data register to at least some of 25 
said first input points; 

a plurality of second gating means, each of said second gat 
ing means active during said first phase of operation to 
gate binary data from said second data register to at least 
some of said second input points, said activated second 
input points being in the same data paths as the first input 
points activated by said plurality of first gating means; 

a third data register for storing binary data; 
a plurality of third gating means for gating the output of said 

arithmetic-logical unit to said third data register during 
said first phase of operation; 

a plurality of fourthgating means, each of said fourthgating 
means active during a second phase of operation to gate 
the binary data from said first data register to at least 
some of said first input points, each activated input point 
during said second phase of operation being a different 
first input point than was activated by said first gating 
means during said first phase of operation for each binary 
bit position in said first data register; 

a plurality of fifth gating means, each of said fifth gating 
means active during a second phase of operation to gate 
the binary data from said second data register to at least 
some of said second input points, said activated second 
input points being in the same data paths as the first input 
points activated by said plurality of fourth gating means; 
and 

a comparison means for comparing the contents of said 
third data register and the output of said arithmetic-logi 
cal unit during said second phase of operation, said com 
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8 
parison means producing an error signal when any data 
bit in said third data register is different from the properly 
associated output bit generated by said arithmetic-logical 
unit during said second phase of operation. 

6. An apparatus for detecting computational errors in a 
computational unit comprising: 

a first and second data register each for storing binary data 
and having a plurality of bit positions in each of said first 
and second data register; 

an arithmetic-logical unit having a plurality of data paths 
therethrough, each data path having an output, the first 
and second entry point and each said data path being 
capable of performing OR, AND, and EXCLUSIVE OR 
operations upon the data entering said first and second 
entry points, said arithmetic-logical unit having at least as 
many data paths as there are binary bit positions in either 
of said first or second data registers; 
plurality of first gating means, each of said first gating 
means active during a first phase of operation to gate bit 
nary data from said first data register to at least some of 
said first input points; 

a plurality of second gating means, each of said second gat 
ing means active during said first phase of operation to 
gate binary data from said second data register to at least 
some of said second input points, said activated second 
input points being in the same data paths as the first input 
points activated by said plurality of first gating means; 

a third data register for storing binary data; 
a plurality of third gating means for gating the output of said 

arithmetic-logical unit to said third data register during 
said first phase of operation; 

a plurality of fourthgating means, each of said fourthgating 
means active during a second phase of operation to gate 
the binary data from said first data register to at least 
some of said first input points, each activated input point 
during said second phase of operation being a different 
first input point than was activated by said first gating 
means during said first phase of operation for each binary 
bit position in said first data register; 

a plurality of fifth gating means, each of said fifth gating 
means active during a second phase of operation to gate 
the binary data from said second data register to at least 
some of said second input points, said activated second 
input points being in the same data paths as the first input 
points activated by said plurality of fourth gating means; 
and 
comparison means for comparing the contents of said 
third data register and the output of said arithmetic-logi 
cal unit during said second phase of operation, said corn 
parison means producing an error signal when any data 
bit in said third register is different from the properly as 
sociated output bit generated by said arithmetic-logical 
unit during said second phase of operation. 
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