wo 20137100419 A1 |1 I} 0T OO0 000 R O

) 53 EY 5‘-94‘\"11 3o FNE FAEd

19) Al AR 2] A A7) T

5

FRAAHES :
é 10) FAF/NHE
@3) A FNL —
20131 7€ 44 (04.07.2013) WO 2013/100419 Al
= ol WIPOIPCT
(51) FASIEF: 8 AAF (H=e ZAZ 9E T, /e BE T/
GOGF 21/00 (2006.01) GOGF 21/22 (2006.01) Tul dEe HEE 93ko]): AR, AG, AL, AM, AO,
GO6F 21/20 (2006.01) AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
N CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
@) FASLRE: PCT/KR2012/010323 DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
(22) FAELY: 2012 11 € 30 2 (30.11.2012) HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
i KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
25 &4l ko] MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
26) EALS. s=0) OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
(30) SAHARR. 930 TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
61/581,858 2011 12 ¥ 30 & (30.12.2011 Us -~ s
° . 89 ARF (A=) AT PE B, ASH BE FRe
(71) &9 A2A A AN F43F A} (SK C&C CO., JUY Ag e HIE 93]): ARIPO (BW, GH, GM,
LTD.) [KR/KR]; 463-844 A 7= AdA] BT AAF KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ, UG,
25-1 4] SK u- Tower, Gyeonggi-do (KR). ZM, ZW), & Al o} (AM, AZ, BY, KG, KZ, RU, TJ,
o
(72) SR B84 (KWON, Yong Sung), 30004 77 o} 5 TM), -9 (AL, AT, BE, BG, CH, CY, CZ, DE, DK, EE,

74

odat# g 3307 Yol @ A F, Georgia (US). AW
(ZHU, Kevin); 30068 %= o} nfj g} o €} 3021 708l =}
o1Z Z ¢l o] 2=, Georgia (US).

A Y4 (HAN, Gee Na) 5; 135-854 A=A 7

Al :
T =% 517-18 AN H 6 5, Seoul (KR).

ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV, MC,
MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM, TR),
OAPI (BF, BJ, CF, CG, CL CM, GA, GN, GQ, GW, ML,
MR, NE, SN, TD, TG).

[Che = A%

(54) Title: SYSTEM AND METHOD FOR CONTROLLING APPLET ACCESS

(34

HHZ MO BR-2AME AA

al
=

=13=E
o=

drgo] W3] o 23 HMA HOf AIAE

cc DD

(57) Abstract: Provided are a system and method for

BB‘

22| o=

DHe! o= M
te oiZalAe) I (AID:4D474D540101)

a2 oE2H0IM I ‘

Mul~ ofiE3 A
(AID:A0000000041001)

controlling applet access. The method for controlling
applet access according to one embodiment of the

508 I O§E3) ME (U1~ 0hE3 AID)

]
FE ! o
o | SE oAl
oA B o BMZ BE HAR L\ e R
HH
NI ERE TR S
GG

AN~ 25

T
AHIA ORS3U0 CHEE MM~ RY
(MHIA OHES AID)

> 501

502

503
UMA At M2
O35l AID, =HI of&z2|H[0]M D)

L 504

(AMH|~

SE A

(MM~ 318 & 83
|0 OIS === B0 LU

/)

505

- 506

|- 507

[ Anx =8 walx]
| M2 =8 HAR |

— 509

AA ..
BB ...
CcC ..
DD ...
EE..
501 ...
502 ...
503 ...
504 ...
505 ...
506 ...
507 ...
FF ..
GG ...
508 ...
HH..
509 ...

Access control process-flowchart
Mobile application
Managing application
Managing applet
Service applet A
Access request for service application (service applet AID)
Set ication with the ing applet ing applet AID)
Response message
Check access authorization {service applet AID, mobile application ID)
Response message (access granted or denied)
Select a service applet (service applet (AID)
Response message
Access granted
Access denied
Access granted message
Set a secure channel
Access denied message

present invention uses a managing program to control
access by an application to an applet for which access
has been requested when the application makes a re-
quest to the program for access to the applet stored in
an SE. Thus, an application that does not have author-
ization is prevented from accessing an applet, and a
high level of security can be maintained for the in-
formation contained in the applet.
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