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Description
[Technical Field]

[0001] The presentinventionrelates to a switch device
and a control method of the switch device.

[Background Art]

[0002] Storage communication is requested to have a
higher communication performance than inter-server
communication in order to transfer large amount of data.
Therefore, conventionally, networks for the storage com-
munication and the inter-server communication have
been independently provided.

[0003] Here, the inter-server communication network
is, for example, a local area network (LAN). In the LAN,
the Ethernet (registered trademark) is mainly used as a
communication standard. Alternatively, the storage com-
munication network is called a storage area network
(SAN). In the SAN, a Fibre Channel (FC) is used as a
standard.

[0004] On the other hand, accelerating of the Ethernet
has progressed recently. Therefore, an integrated net-
work in which the inter-server communication and the
storage communication are integrated can be imple-
mented. A technique for implementing the integrated net-
work is, for example, a fibre channel over Ethernet
(FCoE) which is the technique for handling, in the Ether-
net, an FC packet which is the standard of the SAN.
[0005] The specification to detect a virtual LAN (VLAN)
used in the FCoE is defined as the FCoE initialization
protocol (FIP) VLAN Discovery. In accordance with the
FIP VLAN Discovery, the storage communication traffic
and the inter-server communication traffic can be sepa-
rately handled in the FCoE. The FIP is a protocol to han-
dle a virtual link corresponding to an FC link on the Eth-
ernet. Hereinafter, the VLAN used in the FCoE is referred
to as an "FCoE VLAN".

[0006] In the procedures of the FIP VLAN Discovery,
first,an end node, such as a server or a storage, transmits
an FIP VLAN Request packet to a network in order to
discoverthe FCoE VLAN. Inthe FIP VLAN Request pack-
et communication, a default VLAN set to the network in
advance is used.

[0007] Then, the FCoE VLAN Request packet arrives
at an FCoE Forwarder (FCF) which switches the FCoE
packet via the network. The FCF returns an FIP VLAN
Notification packet in response to the FCoE VLAN Re-
quest. The FIP VLAN Notification packet stores a VID
(VLAN Identifier) of the VLAN used in the FCoE commu-
nication.

[0008] The FIP VLAN Notification packet transmitted
by the FCF arrives at an end node which is the transmis-
sion source of the FIP VLAN Request via the network.
The end node, which receives the FIP VLAN Notification
packet, uses the VLAN having the VID stored in the re-
ceived FIP VLAN Notification packet as the FCoE VLAN
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in the subsequent FCoE communication.

[0009] Here, as a VLAN technique, there is a conven-
tional technique which converts a VID and connects a
different VLAN, for example, in which a VID used in an
area network is associated with a VID used in a wide
area network, and the VID is converted to perform com-
munication between the area network and the wide area
network.

[0010] Furthermore, there is a conventional technique
which mutually converts a VLAN tag in a user's home
and a common tag used in a backbone.

[0011] Patent Literature 5 discloses a network system
and frame communication method, the network system
comprising anode, anetwork, acontroller and a gateway.
The network system is configured such that the frame is
determined by the gateway to be a control frame or a
data frame, wherein the gateway forwards control frames
to the controller and data frames to the network. The
controller performs management based on the control
frame, and the network transfers the data frame to a node
without passing the data frame through the controller.

[Citation List]
[Patent Literature]
[0012]

Patent Literature 1: Japanese Patent
Publication No 2003-324462
Patent Literature 2: Japanese
Publication No 2003-234750
Patent Literature 3: Japanese
Publication No 2003-318936
Patent Literature 4: Japanese
Publication No 2008-227695

Patent Literature 5: US 2013/0223450 A1

Laid-open

Laid-open Patent

Laid-open Patent

Laid-open Patent

[Summary]
[Technical Problem]

[0013] However, in a system including a network, a
server manager, a server-peripheral internal network
manager, and an external network manager may be dif-
ferent. Furthermore, the FCF may exist in the external
network.

[0014] In order to perform the FCoE communication
with this configuration, it is preferable that the FCoE
VLAN used in the internal network corresponds to the
FCoE VLAN used in the external network. This is be-
cause the packet used for the FIP VLAN Discovery is
exchanged over the management boundary, and the end
node existing in the internal network uses, in the FCoE
communication, the FCoE VLAN notified by the FCF ex-
isting in the external network.

[0015] Here, itis difficult for the internal network man-
ager to perform the settings of the external network.
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Therefore, when the FCoE VLAN used in the internal
network is associated with the FCoE VLAN used in the
external network, the internal network manager sets the
FCoE VLAN of the internal network to the FCoE VLAN
of the external network. In this manner, when the FCoE
VLAN used in the internal network is associated with the
FCoE VLAN used in the external network, the degree of
freedom of the FCoE VLAN used in the internal network
is restricted and the burden on the manager increases.
In addition, the external network manager and the inter-
nal network manager can adjust the settings of the FCoE
VLAN. However, even with this method, it is difficult to
reduce the burden on the manager.

[0016] Inthisregard, the conventional technique which
converts a VID and connect a different VLAN does not
consider the FCoE. Therefore, it is difficult to connect a
different FCoE VLAN based on the procedures of the FIP
VLAN Discovery, and it is difficult to reduce the burden
on the manager in the FCoE communication. Similarly,
the conventional technique which mutually converts a
VLAN tag in a user's home and a common tag used in a
backbone does not consider the FCoE, and it is difficult
to reduce the burden on the manager.

[0017] Thedisclosedtechnique has been madein view
of the foregoing, and a purpose of the technique is to
provide a switch device and a control method of the
switch device which reduce a burden on a manager in
an FCoE communication.

[Solution to Problem]

[0018] Aspects of embodiments of the invention pro-
vide a switch device and a control method of a switch
device, as defined in the claims. The claims define the
scope of the invention.

[Advantageous Effects of Invention]

[0019] According to an aspect of a switch device and
a control method of the switch device disclosed in the
present application can reduce a burden on a manager.

[Brief Description of Drawings]
[0020]

FIG. 1 is a diagram illustrating a schematic configu-
ration of an example of a communication network
system using an FCoE.

FIG. 2 is adiagram describing procedures to initialize
the FCoE.

FIG. 3 is a block diagram illustrating a switch device
according to a first embodiment.

FIG. 4 is a diagram illustrating of an example of an
ACL.

FIG. 5is adiagram illustrating an example of a VLAN
correspondence table according to the first embod-
iment.
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FIG. 6 is a diagram illustrating an example of a
change of a Notified VID by a protocol processing
unit.

FIG. 7 is a diagram describing packet conversion by
the switch device.

FIG. 8 is a flowchart illustrating packet forwarding
processing by the switch device according to the first
embodiment.

FIG.9is aflowchartillustrating FIP protocol process-
ing by the switch device according to the first em-
bodiment.

FIG. 10is a flowchart illustrating FIP VLAN Notifica-
tion VLAN conversion processing according to the
first embodiment.

FIG. 11is ablock diagram illustrating a switch device
according to a second embodiment.

FIG. 12A is a diagram describing a usage example
of a VLAN pool according to the second embodi-
ment.

FIG. 12B is a diagram describing a usage example
of a VLAN correspondence table according to the
second embodiment.

FIG. 12C is a diagram illustrating an example of a
VLAN Notification packet to describe a change of a
Notified VID according to the second embodiment.
FIG. 13 is a flowchart illustrating the FIP VLAN No-
tification VLAN conversion processing according to
the second embodiment.

FIG. 14 is a diagram illustrating a schematic config-
uration of a network system according to a third em-
bodiment.

FIG. 15A is a diagram illustrating an example of a
VLAN pool according to the third embodiment.
FIG. 15B is a diagram illustrating an example of a
VLAN correspondence table according to the third
embodiment.

FIG. 15C is a diagram illustrating an example of a
VLAN Notification packet to describe a change of a
Notified VID according to the third embodiment.
FIG. 16 is a flowchart illustrating FIP protocol
processing by a switch device according to the third
embodiment.

FIG. 17 is a flowchart illustrating the FIP VLAN No-
tification VLAN conversion processing according to
the third embodiment.

[Embodiment for Carrying Out the Invention]

[0021] Hereinafter, a switch device and a control meth-
od of the switch device disclosed in the application will
be described in detail with reference to the drawings.
Note that, the switch device and the control method of
the switch device disclosed in the application are not lim-
ited by the following embodiments.

First Embodiment

[0022] FIG. 1is adiagramillustrating a schematic con-
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figuration of an example of acommunication network sys-
tem using an FCoE. As illustrated in FIG. 1, a communi-
cation network system according to the present embod-
iment includes a switch device 1, an FCF 2, a storage 3,
and a server 4.

[0023] The storage 3 and the server 4 are connected
to an internal network 5. The internal network 5 is a pe-
ripheral network of the storage 3 and the server 4, for
example, in a base of a company having a plurality of
bases.

[0024] The FCF 2 is disposed in an external network
6. The external network 6 is, for example, a core network
which connects the bases.

[0025] The switch device 1 is disposed at the position
where the internal network 5 is connected to the external
network 6. That is, the switch device 1 is disposed be-
tween the internal network 5 and the external network 6.
[0026] Each of the internal network 5 and the external
network 6 is managed by a different manager. A dotted
line in FIG. 1 indicates the management boundary. That
is, arrow P side from the dotted line is managed by a
manager of the internal network 5. Alternatively, arrow
Q side from the dotted line is managed by a manager of
the external network 6. Therefore, in the present embod-
iment, the VID in the internal network 5 and the VID in
the external network 6 are managed by the respective
managers.

[0027] The storage 3 and the server 4 communicate
with each other using the FCoE. More specifically, first,
the storage 3 and the server 4 request the FCF 2 to ini-
tialize a fiber channel.

[0028] Then, the switch device 1 and the FCF 2 deter-
mine a VID of a VLAN used by the storage 3 and the
server 4. The operation of the switch device 1 and the
determination of the VID will be described in detail later.
Atfter the VID is determined, the storage 3 and the server
4 transmit and receive a packet using the FCoE via the
switch device 1 and the FCF 2.

[0029] Here, with reference to FIG. 2, the initialization
of the FCoE in the network system according to the
present embodiment will be briefly described. FIG. 2 is
a diagram describing the procedures to initialize the
FCoE. FIG. 2 illustrates an example in which the storage
3 uses the FCoE.

[0030] To initialize the FCoE, an FIP, which is a proto-
col for initializing the FCoE, is used. First, the storage 3
transmits, to the switch device 1, a VLAN Request which
is a command to request the FCF 2 of a VLAN used in
the FCoE by using a VLAN of the internal network 5. The
VLAN Request is broadcasted using a predetermined
VID for requesting the initialization. The VID for request-
ing the initialization is common to the internal network 5
and the external network 6.

[0031] The switch device 1 transmits, to the FCF 2, the
VLAN Request transmitted from the storage 3 via the
external network 6.

[0032] The FCF 2 receives the VLAN Request from
the storage 3. Then, the FCF 2 selects the VLAN to be
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used by the storage 3 in the external network 6. Then,
the FCF 2 generates a packet of a VLAN Notification
which stores the VID of the selected VLAN in the header.
Then, the FCF 2 transmits a VLAN Notification via the
external network 6 to the switch device 1 in order to notify
the storage 3 of the VID to be used in the external network
6. Hereinafter, the VID, which is stored in the header of
the VLAN Notification, notified by the FCF 2, and to be
used in the external network 6, is also referred to as a
"Notified VID".

[0033] The switch device 1 receives the VLAN Notifi-
cation transmitted from the FCF 2. Then, the switch de-
vice 1 converts the Notified VID stored in the VLAN No-
tification into the VID to be used in the internal network
5andtransmits the converted VID via the internal network
5 to the storage 3.

[0034] The storage 3 receives the VLAN Notification,
and acquires the VID stored in the VLAN Notification.
Next, the storage 3 logs into a fabric by performing a
fabric login (FLOGI), a fabric discovery, or the like using
the acquired VID. Thereafter, the storage 3 performs the
FCoE communication with another device via the FCF 2
using the VID acquired similarly. Hereinafter, data or
commands which are transmitted/received in the FCoE
communication other than the initialization of the FCoE
are referred to as "actual FCoE communication data".
[0035] FIG. 3 is a block diagram illustrating the switch
device according to the first embodiment. The switch de-
vice 1 includes a switch large scale integration (LSI) 10
and a processor 11. The switch device 1 further includes
aninternal port 121, areception port 122, an internal port
131, and a transmission port 132.

[0036] The internal port 121 receives a packet output
from the processor 11 and outputs the packet to the
switch LSI 10.

[0037] A plurality of reception ports 122 are disposed.
Each of the reception ports 122 is connected to either of
the internal network 5 or the external network 6. The re-
ception port 122 connected to the internal network 5 re-
ceives a packet from, for example, the storage 3 and the
server 4 via the internal network 5. Alternatively, the re-
ception port 122 connected to the external network 6 re-
ceives a packet from, for example, the FCF 2 via the
external network 6. In the following description, the re-
ception port 122 connected to the internal network 5 and
the reception port 122 connected to the external network
6 will be described without distinguishing between them.
The reception port 122 outputs the received packet to
the switch LSI 10. Hereinafter, the packed received at
either of the internal port 121 or the reception port 122
is also referred to as a "received packet".

[0038] Theinternal port 131 receives the packet output
from the switch LSI 10 and outputs the packet to the
processor 11.

[0039] A plurality of transmission ports 132 is disposed.
Each of the transmission ports 132 is connected to either
of the internal network 5 or the external network 6. The
transmission port 132 receives the packet output from
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the switch LSI 10. The transmission port 132 connected
to the internal network 5 transmits the packet to, for ex-
ample, the storage 3 and the server 4 via the internal
network 5. Alternatively, the transmission port 132 con-
nected to the external network 6 transmits the packed to,
for example, the FCF 2 via the external network 6. In the
following description, the transmission port 132 connect-
ed to the internal network 5 and the transmission port
132 connected to the external network 6 will be described
without distinguishing between them.

[0040] The switch LSI 10 includes a multiplexer 101
and a demultiplexer 109. The switch LSI 10 further in-
cludes a packet processing unit 102, a relay processing
unit 103, an access control list (ACL) 104, a VLAN con-
version table 105, a forwarding table 106, a packet buffer
107, and a packet update unit 108.

[0041] The multiplexer 101 receives, from the internal
port 121 and the reception ports 122, the input of the
received packet. The multiplexer 101 acquires header
information from the received packet. The multiplexer
101 outputs the acquired header information to the pack-
et processing unit 102. The multiplexer 101 further out-
puts the received packet to the packet buffer 107. More-
over, the multiplexer 101 outputs, to the packet process-
ing unit 102, information of a port which receives the re-
ceived packet storing the acquired header information.
[0042] The ACL 104 is a list used to determine, from
the information stored in the header information, the con-
trol performed to the received packet storing the header
information. The ACL 104 includes, for example, the con-
tents illustrated in FIG. 4. FIG. 4 is a diagram illustrating
an example of the ACL. In the items in the ACL 104 of
FIG. 4, a reception port indicates the port to which the
received packet is input. A destination MAC indicates the
media access control (MAC) address which is the trans-
mission destination of the received packet. A transmis-
sion source MAC indicates the MAC address which is
the transmission source of the received packet. A VID
indicates the VID registered in the received packet. A
type indicates the type of the received packet. Types of
the packet are, for example, the FIP and the FCoE. An
action indicates processing to be performed to the packet
in which the conditions match items included in "Match".
[0043] The description returns back to FIG. 3. In the
VLAN conversion table 105, the correspondence be-
tween the VIDs used in both of the internal network 5 and
the external network 6 when the packet is transferred
between the networks is written. In the VLAN conversion
table 105, a VLAN correspondence table 112, which will
be described later, is copied to the switch LS| 10 by a
protocol processing unit 111. That is, the contents of the
VLAN conversion table 105 is the same as that of the
VLAN correspondence table 112. The detailed contents
of the VLAN conversion table 105 will be described later
together with the VLAN correspondence table 112.
[0044] The packet processing unit 102 receives, from
the multiplexer 101, the header information stored in the
received packet received at the internal port 121 or the
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reception ports 122. The packet processing unit 102 fur-
ther receives, from the multiplexer 101, the information
of the port which receives the received packet storing the
received header information. Then, the packet process-
ing unit 102 acquires, from the ACL104, the operation
according to the header information and the information
of the port which receives the received packet. For ex-
ample, when the received packet is received at the re-
ception port 122 other than the internal port 121, and the
type of thereceived packetis the FIP, the packet process-
ing unit 102 transfers the received packet to the internal
port 131. The operation of the packet processing per-
formed by the packet processing unit 102 using the ACL
104 will be described in detail below.

[0045] The packet processing unit 102 determines
whether or notthe port, whichreceives the received pack-
et storing the received header information, is the internal
port 121. When the receiving port is the internal port 121,
the packet processing unit 102 acquires the destination
MAC from the header information. Then, the packet
processing unit 102 notifies the relay processing unit 103
of the instruction to transmit the packet to the destination
MAC.

[0046] Alternatively, when the receiving port is not the
internal port 121, the packet processing unit 102 acquires
the type of the received packet from the header informa-
tion. Then, the packet processing unit 102 determines
whether or not the received packet is the FIP.

[0047] When the received packetis the FIP, the packet
processing unit 102 notifies the relay processing unit 103
of the instruction to output the packet to the internal port
131.

[0048] When the received packet is not the FIP, the
packet processing unit 102 determines whether the re-
ceived packet is received at the reception port 122 con-
nected to the external network 6 or at the reception port
122 connected to the internal network 5. When the re-
ceived packet is received at the reception port 122 con-
nected to the external network 6, the packet processing
unit 102 acquires the VID, which is stored in the VLAN
tag of the header information stored in the received pack-
et, in the external network 6. Hereinafter, the VID, which
is stored in the VLAN tag of the packet used in the actual
FCoE communication, in the external network 6 is also
referred to as an "external VID". Similarly, the VID, which
is stored in the VLAN tag of the packet used in the actual
FCoE communication, in the internal network 5 is also
referred to as an "internal VID". The packet processing
unit 102 acquires, from the VLAN conversion table 105,
the internal VID corresponding to the acquired external
VID. Then, the packet processing unit 102 rewrites, to
the acquired internal VID, the external VID stored in the
VLAN tag of the header information stored in the received
packet. The packet processing unit 102 further acquires
the destination MAC address from the header informa-
tion. Thereafter, the packet processing unit 102 outputs,
to the relay processing unit 103, the header information
in which the VLAN tag is rewritten and further instructs
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the relay processing unit 103 to transmit the received
packet to the destination MAC address.

[0049] On the other hand, when the received packet
is received at the reception port 122 connected to the
internal network 5, the packet processing unit 102 ac-
quires theinternal VID stored inthe VLAN tag of the head-
er information stored in the received packet. The packet
processing unit 102 acquires, from the VLAN conversion
table 105, the external VID corresponding to the acquired
internal VID. Then, the packet processing unit 102 re-
writes the internal VID stored inthe VLAN tag of the head-
er information stored in the received packet to the ac-
quired external VID. The packet processing unit 102 fur-
ther acquires the destination MAC address from the
header information. Thereafter, the packet processing
unit 102 outputs, to the relay processing unit 103, the
header information in which the VLAN tag is rewritten
and instructs the relay processing unit 103 to transmit
the packet to the destination MAC address.

[0050] The forwarding table 106 stores path informa-
tion to the destination in a delivery of the packet.
[0051] When the received packet is input from the in-
ternal port 121, the relay processing unit 103 receives,
from the packet processing unit 102, the instruction to
transmit the packet to the destination MAC address to-
gether with the information of the destination MAC ad-
dress. Then, the relay processing unit 103 acquires, from
the forwarding table 106, the path information to the des-
tination MAC address. For example, the relay processing
unit 103 acquires the information to output the received
packet to which one of the transmission ports 132. Then,
the relay processing unit 103 notifies the demultiplexer
109 of the information of the transmission port 132 con-
nected to the acquired path.

[0052] When the received packet is the FIP, the relay
processing unit 103 receives, from the packet processing
unit 102, the instruction to output the packetto the internal
port 131. Then, the relay processing unit 103 notifies the
demultiplexer 109 of the information of the internal port
131 in order for the demultiplexer 109 to transmit the
received packet to the internal port 131.

[0053] Furthermore, when the received packet is the
packet used in the actual FCoE communication, the relay
processing unit 103 receives, from the packet processing
unit 102, the instruction to transmit the received packet
to the destination MAC address together with the header
information and the destination MAC address. Then, the
relay processing unit 103 outputs the header information
to the packet update unit 108. The relay processing unit
103 further acquires, from the forwarding table 106, the
path information to the destination MAC address. Then,
the relay processing unit 103 notifies the demultiplexer
109 of the information of the transmission port 132 con-
nected to the acquired path.

[0054] The packet buffer 107 receives, from the multi-
plexer 101, the input of the received packet. The packet
buffer 107 synchronizes, based on the instruction from
the relay processing unit 103, the timing when the re-
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ceived packet is output to the packet update unit 108 with
the timing when the header information stored in the re-
ceived packet is input from the relay processing unit 103
to the packet update unit 108. The packet buffer 107 is,
for example, a random access memory (RAM) circuit.
Then, after receiving the instruction from the relay
processing unit 103, the packet buffer 107 outputs the
received packet to the packet update unit 108.

[0055] The packet update unit 108 receives, from the
packet buffer 107, the input of the received packet. The
packet update unit 108 further receives, from the relay
processing unit 103, the input of the header information
stored in the received packet. Then, the packet update
unit 108 changes the VLAN tag of the header information
stored in the received packet. Here, when the received
packet is the packet used in the actual FCoE communi-
cation, the packet processing unit 102 converts the VLAN
tag. Thus, when the received packet is the transmission
packet used in the actual FCoE communication, the
packet update unit 108 changes the VLAN tag. Then, the
packet update unit 108 outputs the received packet to
the demultiplexer 109.

[0056] The demultiplexer 109 receives, from the pack-
et update unit 108, the input of the received packet. The
demultiplexer 109 further receives, from the relay
processing unit 103, the input of the information of the
port, which outputs the received packet, among the in-
ternal port 131 and the transmission ports 132. Then, the
demultiplexer 109 outputs the received packet to the port
designated by the relay processing unit 103.

[0057] For example, when the received packet is re-
ceived at the internal port 121, the demultiplexer 109 out-
puts the received packet to the transmission port 132
which connects to the destination MAC address desig-
nated by the received packet. Alternatively, when the re-
ceived packet is the transmission packet used in the ac-
tual FCoE communication, the demultiplexer 109 outputs
the received packet to the transmission port 132 which
connects to the destination MAC address. On the other
hand, when the received packet is the FIP and received
at the reception port 122, the demultiplexer 109 outputs
the received packet to the internal port 121.

[0058] The processor 11 includes the protocol
processing unit 111 and the VLAN correspondence table
112.

[0059] FIG. 5 is a diagram illustrating an example of
the VLAN correspondence table according to the firstem-
bodiment. In the VLAN correspondence table 112 ac-
cording to the present embodiment, as illustrated in FIG.
5, the correspondence between the VID of the internal
VLAN and the VID of the external VLAN is registered in
advance. Thatis, in the present embodiment, the internal
VLAN corresponding to the external VLAN has been de-
termined. For example, in the VLAN correspondence ta-
ble 112 of FIG. 5, an internal VLAN 201 in which the VID
is 100 corresponds to an external VLAN 202 in which the
VID is 1000.

[0060] The protocol processing unit 111 receives, from
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the internal port 131, the input of the received packet in
which the packet type is the FIP.

[0061] Then, the protocol processing unit 111 deter-
mines that the received packet is which one of the VLAN
Request, the VLAN Notification, the FLOGI ACC, or the
FDISC ACC.

[0062] When the packet is any one of the VLAN Re-
quest, the FLOGI ACC, or the FDISC ACC, the protocol
processing unit 111 outputs the packet to the internal
port 121.

[0063] Onthe other hand, when the packetis the VLAN
Notification, the protocol processing unit 111 acquires
the Notified VID from the FCF 2. Then, the protocol
processing unit 111 acquires, from the VLAN corre-
spondence table 112, the internal VID corresponding to
the acquired Notified VID. Then, the protocol processing
unit 111 changes, to the acquired internal VID, the Noti-
fied VID stored in the received packet which is the VLAN
Notification.

[0064] FIG. 6is a diagram illustrating an example of a
change of the Notified VID by the protocol processing
unit. Here, the case where the protocol processing unit
111 uses the VLAN correspondence table 112 of FIG. 5
will be described.

[0065] The protocol processing unit 111 receives a re-
ceived packet 203 which is the VLAN Notification. Then,
the protocol processing unit 111 acquires a VID 231
which is the Notified VID and stored in the received pack-
et 203. The VID 231 is the external VID. Therefore, the
protocol processing unit 111 acquires, from the VLAN
correspondence table 112, the internal VLAN corre-
sponding to the acquired VID 231. Here, the VID 231 is
1010, and the protocol processing unit 111 acquires 110
as the internal VID from the VLAN correspondence table
112. Then, the protocol processing unit 111 changes the
VID 231 stored in the received packet 203 to the acquired
internal VID. Thus, the protocol processing unit 111 gen-
erates a packet 204 in which 110 is stored as a Notified
VID 241.

[0066] Then, the protocol processing unit 111 outputs,
to the internal port 121, the received packet which is the
VLAN Notification and in which the Notified VID is
changed.

[0067] Furthermore, when the VLAN correspondence
table 112 is generated for the first time, or when the con-
tents of the VLAN correspondence table 112 is updated,
the protocol processing unit 111 copies the contents of
the VLAN correspondence table 112 to the VLAN con-
version table 105. That is, the VLAN correspondence ta-
ble 112 and the VLAN conversion table 105 have the
same contents.

[0068] Moreover, with reference to FIG. 7, the overall
procedures of packet conversion by the switch device 1
will be described. FIG. 7 is a diagram describing the pack-
et conversion by the switch device.

[0069] At the top of FIG. 7, the devices are illustrated
to be easily understood. It is assumed that each packet
is exchanged between the devices corresponding to the
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devices illustrated on the top in the direction of an arrow.
For example, a packet 301 is output from the storage 3,
converted into a packet 302 by the switch device 1, and
input to the FCF 2.

[0070] The packet 301 is the VLAN Request packet
output from the storage 3. The switch device 1 confirms
that the packet is the FIP from a type 312 stored in the
packet 301. The switch device 1 further confirms that the
packet is the VLAN Request from an identification infor-
mation 311. Then, the switch device 1 does not change
the packet 301 and outputs the packet to the FCF 2 as
the packet 302.

[0071] The FCF 2 which receives the packet 302 ac-
quires the VID to be used in the external network 6 and
generates a packet 303 which is the VLAN Notification.
Then, the FCF 2 outputs the packet 303 to the switch
device 1. The switch device 1 confirms that the packet
is the FIP from a type 331 stored in the packet 303. The
switch device 1 further confirms that the packet is the
VLAN Notification from an identification information 332.
Then, the switch device 1 acquires the information of a
Notified VID 333 from the packet. Next, the switch device
1 acquires, from the VLAN correspondence table 112,
the internal VID corresponding to the acquired Notified
VID 333 and rewrites the Notified VID 333 to the acquired
internal VID. Thus, the switch device 1 generates a pack-
et 304 storing a Notified VID 341. Then, the switch device
1 outputs the packet 304 to the storage 3.

[0072] The storage 3 confirms the Notified VID stored
in the received packet 304 and acquires the information
of the internal VID to be used. Thereafter, although the
login to the fabric is performed actually, the description
is omitted here. Thereafter, the storage 3 generates a
transmission packet 305 to be used in the actual FCoE
communication. A payload 351 of the packet 305 stores
the data to be transmitted. A type 352 of the packet 305
is the FCoE. A VLAN tag 353 stores the internal VID
notified as the Notified VID. The storage 3 outputs the
generated packet 305 to the switch device 1. The switch
device 1 receives the packet 305 and confirms that the
packet type is the FCoE from the type 352. Then, the
switch device 1 acquires, from the VLAN conversion table
105, the external VID corresponding to the internal VID
stored in the VLAN tag 353 of the packet 305. Then, the
switch device 1 changes the VLAN tag 353 of the packet
305 to the acquired external VID and generates a packet
306 storing a VID 361. Thereafter, the switch device 1
outputs the packet 306 to the FCF 2.

[0073] Alternatively, when the data is transmitted from
other device, such asthe server4 of FIG. 1, to the storage
3 in the FCoE, the FCF 2 outputs a packet, such as a
packet 307, to the switch device 1. A payload 371 of the
packet 307 stores the data to be transmitted. A type 372
of the packet 307 is the FCoE. The VLAN tag 373 stores
the external VID. The switch device 1 receives the packet
307 and confirms that the packet type is the FCoE from
the type 372. Then, the switch device 1 acquires, from
the VLAN conversion table 105, the internal VID corre-
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sponding to the external VID stored in the VLAN tag 373
of the packet 307 Then, the switch device 1 changes the
VLAN tag 373 of the packet 307 to the acquired internal
VID and generates a packet 308 storing a VID 381.
Thereafter, the switch device 1 outputs the packet 308
to the storage 3.

[0074] Next, with reference to FIG. 8, packet forward-
ing processing of the switch device 1 according to the
present embodiment will be described. FIG. 8 is a flow-
chartillustrating the packet forwarding processing by the
switch device according to the first embodiment. Here,
in FIG. 8, although processing by the packet processing
unit 102 is divided and indicated as a plurality of steps,
the packet processing unit 102 may determine the
processing with referring to the ACL104.

[0075] The multiplexer 101 receives the packet from
the internal port 121 or the reception port 122 (step S101).
[0076] The packet processing unit 102 receives, from
the multiplexer 101, the header information stored in the
packet. Then, the packet processing unit 102 determines
whether or not the received packet is input from the in-
ternal port 121 (step S102). When the packet is input
from the internal port 121 (Yes in step S102), the packet
forwarding processing proceeds to step S107.

[0077] On the other hand, when the packet is input
from the reception port 122 (No in step S102), the packet
processing unit 102 determines whether or not the re-
ceived packet is the FIP (step S103). When the received
packet is the FIP (Yes in step S103), the switch device
1 performs FIP protocol processing (step S104). The FIP
protocol processing will be described later.

[0078] On the other hand, when the received packet
is not the FIP (No in step S103), the packet processing
unit 102 determines whether or not the received packet
is input from an external network connection port which
is the reception port 122 connected to the external net-
work 6 (step S105). When the packet is not input from
the external network connection port (No in step S105),
the packet forwarding processing proceeds to step S107.
[0079] On the other hand, when the packet is input
from the external network connection port (Yes in step
S105), the packet processing unit 102 converts the VLAN
tag of the header from the external VLAN into the internal
VLAN by using the VLAN conversion table 105 (step
S106).

[0080] The packet processing unit 102 performs Eth-
ernet relay processing in which the destination MAC ad-
dress is acquired from the header information stored in
the packet (step S107).

[0081] Then, the packet processing unit 102 deter-
mines, from the destination MAC address, whether or
notthe received packet is transmitted to the external net-
work connection port (step S108). When the packet is
not transmitted to the external network connection port
(Noin step S108), the packet forwarding processing pro-
ceeds to step S110.

[0082] Onthe other hand, when the packet is transmit-
ted to the external network connection port (Yes in step
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S108), the packet processing unit 102 converts the VLAN
tag of the header from the internal VLAN into the external
VLAN (step S109).

[0083] Then, the packet processing unit 102 outputs
the header information to the relay processing unit 103.
The relay processing unit 103 outputs the received head-
er information to the packet update unit 108. The packet
update unit 108 changes the header information of the
packet received from the packet buffer 107 to the header
information received from the relay processing unit 103
and performs VLAN tag operation in which the VLAN tag
is rewritten (step S110).

[0084] The relay processing unit 103 acquires, from
the forwarding table 106, the path to the destination MAC
address received from the packet processing unit 102.
Then, the relay processing unit 103 notifies the demulti-
plexer 109 of the output port which connects to the ac-
quired path. Furthermore, the packet update unit 108 out-
puts the received packet to the demultiplexer 109. Then,
the demultiplexer 109 transmits the received packet ac-
quired from the packet update unit 108 to the output port
designated by the relay processing unit 103 (step S111).
[0085] Next, with reference to FIG. 9, the FIP protocol
processing by the protocol processing unit 111 according
to the present embodiment will be described. FIG. 9is a
flowchart illustrating the FIP protocol processing by the
switch device according to the first embodiment.

[0086] The protocol processing unit 111 receives, from
the internal port 131, the received packet. Then, the pro-
tocol processing unit 111 determines whether or not the
received packet is the VLAN Notification (step S201).
When the packet is not the VLAN Notification (No in step
S201), the protocol processing unit 111 proceeds to step
S203.

[0087] Onthe otherhand, whenthe packetisthe VLAN
Notification (Yes in step S201), the protocol processing
unit 111 performs FIP VLAN Notification VLAN conver-
sion (step S202). The FIP VLAN Notification VLAN con-
version will be described in detail later.

[0088] Then, the protocol processing unit 111 trans-
mits the received packet to the internal port 121 (step
S203).

[0089] Next, with reference to FIG. 10, the FIP VLAN

Notification VLAN conversion processing by the protocol
processing unit 111 according to the present embodi-
ment will be described. FIG. 10 is a flowchart illustrating
the FIP VLAN Notification VLAN conversion processing
according to the first embodiment.

[0090] The protocol processing unit 111 acquires the
Notified VID from the received packet which is the VLAN
Notification (step S301).

[0091] Then, the protocol processing unit 111 search-
es the VLAN correspondence table 112 for the Notified
VID (step S302).

[0092] The protocol processing unit 111 determines
whether or not the Notified VID has been detected from
the VLAN correspondence table 112 (step S303). When
the Notified VID has been detected (Yes in step S303),
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the protocol processing unit 111 converts the Notified
VID of the received packet into the internal VID (step
S304).

[0093] On the other hand, when the Notified VID has
not been detected (No in step S303), the protocol
processing unit 111 determines that an error occurs (step
S305). Then, the switch device 1 informs the manager
or the like of the error.

[0094] As described above, the switch device accord-
ing to the present embodiment converts the VID of the
external network notified by the VLAN Notification from
FCF into the VID of the internal network and notifies the
end node. Furthermore, the switch device according to
the present embodiment mutually converts the VID of the
external network and the VID of the internal network in
the communication using the FCoE. Thus, each of the
VIDs of the FCoE VLANSs in the external network and the
internal network can be independently determined, and
it is possible to improve the flexibility of the configuration
in the internal network. Therefore, it is possible to reduce
the burden on the manager in the FCoE communication.
Furthermore, a plurality of correspondences between the
internal VLAN and the external VLAN can be managed,
and it is possible to improve the flexibility of the configu-
ration in the network.

Second Embodiment

[0095] FIG. 11 is a block diagram illustrating a switch
device according to a second embodiment. A switch de-
vice 1 according to the present embodiment is different
from that of the first embodiment in that the device dy-
namically assigns an internal VID. Therefore, in the fol-
lowing description, the assignment of the internal VID
when a VLAN Notification is received will be mainly de-
scribed. The switch device according to the present em-
bodiment further includes a VLAN pool 113 in addition
to the configuration of the first embodiment. In FIG. 11,
it is assumed that each of the parts which have the same
reference signs as FIG. 3 has the same function unless
particularly described.

[0096] FIG. 12A is a diagram describing a usage ex-
ample of the VLAN pool according to the second embod-
iment. Furthermore, FIG. 12B is a diagram describing a
usage example of a VLAN correspondence table accord-
ing to the second embodiment.

[0097] As illustrated at the left of FIG. 12A, an inactive
VLAN and an active VLAN are registered in the VLAN
pool 113. The item of the inactive VLAN indicates an
unused VID among the VIDs which can be used as the
internal VLAN. The item of the active VLAN indicates a
VID which has been used among the VIDs which can be
used as the internal VLAN. For example, in the VLAN
pool 113 illustrated at the left of FIG. 12A, a VIDs 120
and 130 are registered as the inactive VLAN. Further-
more, the VIDs 100 and 110 are registered as the active
VLAN. Thatis, inthe state of the VLAN pool 113 illustrated
at the left of FIG. 12A, the VIDs 100 and 110 currently
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are unavailable, and the VIDs 120 and 130 currently are
available.

[0098] Furthermore, a VLAN correspondence table
112 according to the present embodiment has the items
of a type, an internal VLAN, and an external VLAN as
illustrated at the right of FIG. 12B. The type indicates that
the correspondence between the internal VLAN and the
external VLAN is determined statically or dynamically.
"Static" in the type indicates that the correspondence is
determined statically. That is, when the type is Static, the
internal VID corresponding to the external VID has been
determined in advance, which is similar to the first em-
bodiment. On the other hand, "Dynamic" in the type in-
dicates that the correspondence is determined dynami-
cally. Therefore, determination processing of the dynam-
ic internal VID will be described below.

[0099] A protocol processing unit 111 receives the in-
put of a VLAN Notification packet from an internal port
131. Then, the protocol processing unit 111 acquires the
Notified VID indicating the external VLAN from the re-
ceived VLAN Notification packet. Then, the protocol
processing unit 111 determines whetherthe acquired No-
tified VID is registered in the item of the external VLAN
in the VLAN correspondence table 112. When the ac-
quired Notified VID is registered, the protocol processing
unit 111 acquires the corresponding internal VID and
changes the Notified VID stored in the VLAN Notification
packet to the acquired internal VID.

[0100] On the other hand, when the VID of the VLAN
Notification is notregistered inthe VLAN correspondence
table 112, the protocol processing unit 111 acquires the
VLAN ID from the inactive VLANSs stored in the VLAN
pool 113. Then, the protocol processing unit 111 erases
theacquired VLAN ID from the inactive VLAN in the VLAN
pool 113 and moves to the active VLAN.

[0101] For example, the case where the protocol
processing unit 111 acquires 1020 as the Notified VID
will be described. FIG. 12C is a diagram illustrating an
example of the VLAN Notification packet to describe a
change of the Notified VID in the second embodiment.
[0102] The protocol processing unit 111 receives a
packet 406 illustrated at the right of FIG. 12C. Then, the
protocol processing unit 111 acquires 1020 which is a
VID 461 stored in the packet 406 as the Notified VID.
Then, the protocol processing unit 111 refers to the VLAN
correspondence table 112 illustrated at the left of FIG.
12B and confirms that 1020 is not registered in the ex-
ternal VLAN as the VID.

[0103] Thus, the protocol processing unit 111 acquires
120 registered as a VID 401 from the inactive VLAN in
the VLAN pool 113illustrated atthe leftof FIG. 12A. Then,
the protocol processing unit 111 erases the VID 401 from
the inactive VLAN and moves to the active VLAN. Thus,
as illustrated in the VLAN pool 113 at the right of FIG.
12A, 120 is registered as an active VLAN 402in the VLAN
pool 113.

[0104] Furthermore, as illustrated in the VLAN corre-
spondence table 112 in the right of FIG. 12B, the protocol
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processing unit 111 registers Dynamic as a type 403,
120 as an internal VLAN 404, and 1020 as an external
VLAN 405. Thus, the correspondence, which is deter-
mined dynamically by the protocol processing unit 111,
between the internal VLAN and the external VLAN is reg-
istered in the VLAN correspondence table 112.

[0105] Thereafter, the protocol processing unit 111 re-
flects the updated contents of the VLAN correspondence
table 112 in a VLAN conversion table 105 of an LSI 10.
[0106] Furthermore, the protocol processing unit 111
rewrites the VID 461 of the packet 406 of FIG. 12C to
120 which is the VID of the acquired internal VLAN. Thus,
the protocol processing unit 111 generates a packet 407
which stores the Notified VID in which a VID 471 has 120
as the VID.

[0107] Next, with reference to FIG. 13, FIP VLAN No-
tification VLAN conversion processing according to the
present embodiment will be described. FIG. 13 is a flow-
chartillustrating the FIP VLAN Notification VLAN conver-
sion processing according to the second embodiment.
[0108] The protocol processing unit 111 acquires the
Notified VID from the received packet which is the VLAN
Notification (step S401).

[0109] Then, the protocol processing unit 111 search-
es the VLAN correspondence table 112 for the Notified
VID (step S402).

[0110] The protocol processing unit 111 determines
whether or not the Notified VID has been detected from
the VLAN correspondence table 112 (step S403). When
the Notified VID has been detected (Yes in step S403),
the protocol processing unit 111 proceeds to step S406.
[0111] On the other hand, when the Notified VID has
not been detected (No in step S403), the protocol
processing unit 111 acquires the VID of the internal VLAN
from the inactive VLANs in the VLAN pool 113 (step
S404).

[0112] Then, the protocol processing unit 111 registers
Dynamic in the type and further registers the correspond-
ence between the VID of the internal VLAN and the VID
of the external VLAN in the VLAN correspondence table
112 (step S405).

[0113] Thereafter, the protocol processing unit 111
changes the Notified VID to the VID of the internal VLAN
(step S406).

[0114] As described above, the switch device accord-
ing to the present embodiment can dynamically assign
the internal VLAN to the external VLAN designated by
the FCF. Thus, when the FCoE VLAN of the internal net-
work has not been concretely determined in advance,
the internal VLAN can be automatically assigned to the
external VLAN, and it is possible to reduce the burden
on the internal network manager.

[0115] Furthermore, by determining the range of the
VID to be used in the internal FCoE VLAN in advance,
the VID of the FCoE VLAN can be determined so as not
to interfere with other VLAN definition. Thus, the network
is securely managed and the VLAN is used in a predict-
able range, and itis possible to reduce the burden on the
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internal network manager.
Third Embodiment

[0116] FIG. 14 is a diagram illustrating a schematic
configuration of a network system according to a third
embodiment. A switch device according to the present
embodiment is different from the second embodiment in
thatthe device assigns aninternal VID in a predetermined
range to a particular MAC address. Therefore, in the fol-
lowing description, the assignment of the internal VID
when a VLAN Notification is received will be mainly de-
scribed. FIG. 11 also illustrates a block diagram of a
switch device 1 according to the present embodiment. In
FIG. 11, itis assumed that each of the parts which have
the same reference signs as the second embodiment
has the same function unless particularly described.
[0117] As illustrated in FIG. 14, the network system
according to the present embodiment associates end
nodes with aninternal VLAN and an external VLAN. More
specifically, the internal VLAN and the external VLAN
which are associated with the end nodes encircled with
alternate long and short dash lines are used. That is,
servers 4A and 4B, an FCF 2A, and a storage 3A use
the same VLAN. Furthermore, the VLAN different from
the VLAN encircled with the alternate long and short dash
lines is used between the end nodes encircled with bro-
ken lines. That is, servers 4C and 4D, an FCF 2B, and a
storage 3B use the associated internal VLAN and exter-
nal VLAN. In this manner, in the network system accord-
ing to the present embodiment, the VLAN used by the
particular end nodes is limited.

[0118] Therefore, a VLAN pool 113 according to the
present embodiment is the VLAN pool 113 illustrated in
FIG. 15A. FIG. 15A is a diagram illustrating an example
of the VLAN pool according to the present embodiment.
That is, in the VLAN pool 113, a plurality of VIDs of the
inactive VLAN corresponds to each MAC address. Thus,
a VID among the internal VIDs in the predetermined
range is assigned to the end node having a particular
MAC address. Here, the columns of the active VLAN are
simply filled with the used VID in order from the top with-
out being associated with the MAC address to indicate
the used VID in the present embodiment. However, the
active VLAN may be written so as to be associated with
the MAC address.

[0119] FIG. 15B is a diagram illustrating an example
of a VLAN correspondence table according to the present
embodiment. In a VLAN correspondence table 112 ac-
cording to the present embodiment, the correspondence
between the internal VLAN and the external VLAN is reg-
istered to be associated with the MAC address. Here, a
fabric provided MAC address (FPMA) in the VLAN cor-
respondence table 112 is assigned by an FCF 2 to per-
form the FCoE communication.

[0120] For example, a protocol processing unit 111 re-
ceives a packet 506 illustrated at the right of FIG. 15C.
FIG. 15C is a diagram illustrating an example of a VLAN
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Notification packet to describe a change of a Notified VID
according to the third embodiment. Then, the protocol
processing unit 111 acquires, from the packet 506, a No-
tified VID 562 corresponding to the external VLAN.
[0121] Next, the protocol processing unit 111 searches
the VLAN correspondence table 112 for the acquired No-
tified VID. When the acquired Notified VID is not regis-
teredinthe VLAN correspondence table 112, the protocol
processing unit 111 acquires a destination MAC address
561 from the packet 506.

[0122] Then, the protocol processing unit 111 selects
the VID from the VIDs of the inactive VLAN corresponding
to the destination MAC address in the VLAN pool 113.
For example, when the destination MAC address is
00-00-0E-11-22-02, the protocol processing unit 111 ac-
quires 150 from the VIDs of the corresponding inactive
VLAN.

[0123] Then, the protocol processing unit 111 erases
150 from the inactive VLAN and moves 150 to the active
VLAN.

[0124] Thereafter, as illustrated in FIG. 15B, the pro-
tocol processing unit 111 registers 00-00-0E-11-22-02
asaMAC address 501 inthe VLAN correspondence table
112. The protocol processing unit 111 further registers
Dynamic as a type 503. Then, the protocol processing
unit 111 registers 150 which is the VID acquired from the
VLAN pool 113 as an internal VLAN 504 and further reg-
isters the VID stored in an external VLAN 505 as the
Notified VID. Here, in an FPMA 502, "¢" indicating no
registration is written. The FPMA is transmitted from the
FCF 2 in the subsequent login processing to a fabric and
registered in the VLAN correspondence table 112 by the
protocol processing unit 111 at that time.

[0125] Then, the protocol processing unit 111 changes
the Notified VID 562 of the packet 506 to the acquired
value 150. Thus, the protocol processing unit 111 gen-
erates a packet 507 in which a Notified VID 571 is stored,
as illustrated at the left of FIG. 15C.

[0126] The protocol processing unit 111 outputs the
generated packet 507 to an internal port 121. Further-
more, the protocol processing unit 111 reflects the up-
dated contents of the VLAN correspondence table 112
in a VLAN conversion table 105 of an LSI 10.

[0127] Next, with reference to FIG. 16, FIP protocol
processing by the switch device 1 according to the
present embodiment will be described. FIG. 16 is a flow-
chart illustrating the FIP protocol processing by a switch
device according to the third embodiment. In FIG. 16, the
case, where the end node which associates the MAC
address with the VLAN and the end node which does not
associate the MAC address with the VLAN coexist, will
be described.

[0128] The protocol processing unit 111 receives the
packet from an internal port 131. Then, the protocol
processing unit 111 determines whether or notthe packet
is the VLAN Notification (step S501). When the packet
is the VLAN Notification (Yes in step S501), the protocol
processing unit 111 performs FIP VLAN Notification
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VLAN conversion (step S502). The FIP VLAN Notification
VLAN conversion according to the present embodiment
will be described in detail later.

[0129] On the other hand, when the packet is not the
VLAN Notification (No in step S501), the protocol
processing unit 111 determines whether the packetis an
FLOGI accept (ACC) or an FDISC ACC (step S503).
When the packet is neither the FLOGI accept (ACC) nor
the FDISC ACC (No in step S503), the protocol process-
ing unit 111 proceeds to step S506.

[0130] On the other hand, when the packet is either of
the FLOGI accept (ACC) or the FDISC ACC (Yes in step
S503), the protocol processing unit 111 determines
whether or not the MAC address has been associated
with the VLAN (step S504). When the MAC address has
not been associated (No in step S504), the protocol
processing unit 111 proceeds to step S506.

[0131] On the other hand, when the MAC address has
been associated (Yes in step S504), the protocol
processing unit 111 registers the FPMA stored in the
packet of the FLOGIACC or the FDISC ACC inthe FPMA
column of the VLAN correspondence table 112 (step
S505).

[0132] Thereafter, the protocol processing unit 111
transmits the packet to the internal port 121 (step S506).
[0133] Next, with reference to FIG. 17, FIP VLAN No-
tification VLAN conversion processing by the protocol
processing unit 111 according to the present embodi-
ment will be described. FIG. 17 is a flowchart illustrating
the FIP VLAN Notification VLAN conversion processing
according to the third embodiment. In FIG. 17, the case,
where the end node which associates the MAC address
with the VLAN and the end node which does not associ-
ate the MAC address with the VLAN coexist, will be de-
scribed.

[0134] The protocol processing unit 111 acquires the
Notified VID from the received packet which is the VLAN
Notification (step S601).

[0135] The protocol processing unit 111 determines
whether or not the MAC address is to be associated with
the VLAN (step S602). When the MAC address is to be
associated withthe VLAN (Yesin step S602), the protocol
processing unit 111 acquires the destination MAC ad-
dress from the received packet and searches the VLAN
correspondence table 112 for the acquired destination
MAC address (step S603).

[0136] Then, the protocol processing unit 111 deter-
mines whether or not the acquired destination MAC ad-
dress has been detected from the VLAN correspondence
table 112 (step S604). When the destination MAC ad-
dress has not been detected from the VLAN correspond-
ence table 112 (Noin step S604), the protocol processing
unit 111 proceeds to step S610.

[0137] On the other hand, when the destination MAC
address has been detected from the VLAN correspond-
ence table 112 (Yes in step S604), the protocol process-
ing unit 111 determines whether or not the VLAN infor-
mation has been stored in the VLAN correspondence
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table 112 (step S605). When the VLAN information has
been stored in the VLAN correspondence table 112 (Yes
in step S605), the protocol processing unit 111 deter-
mines whether or not the Notified VID is the external VID
(step S606).

[0138] When the Notified VID is not the external VID
(No in step S606), the protocol processing unit 111 de-
tects error occurrence (step S607). Then, the protocol
processing unit 111 informs a manager or the like of the
error occurrence.

[0139] On the other hand, when the Notified VID is the
external VID (Yes in step S606), the protocol processing
unit 111 proceeds to step S614.

[0140] Alternatively, the VLAN information has not
been stored (No in step S605), the protocol processing
unit 111 acquires, from the VLAN pool 113, the VID from
the VIDs of the inactive VLAN corresponding to the MAC
address (step S608).

[0141] Then, the protocol processing unit 111 registers
the external VID, the internal VID, and the MAC address
in the VLAN correspondence table 112 (step S609).
[0142] On the other hand, when the MAC address is
not to be associated with the VLAN (No in step S602),
the protocol processing unit 111 searches the VLAN cor-
respondence table 112 for the Notified VID (step S610).
[0143] Then, the protocol processing unit 111 deter-
mines whether or not the Notified VID has been detected
from the VLAN correspondence table 112 (step S611).
When the Notified VID has been detected from the VLAN
correspondence table 112 (Yes in step S611), the pro-
tocol processing unit 111 proceeds to step S614.
[0144] On the other hand, when the Notified VID has
not been detected from the VLAN correspondence table
112 (No in step S611), the protocol processing unit 111
acquires the internal VID from the inactive VLAN in the
VLAN pool 113 (step S612).

[0145] Then, the protocol processing unit 111 registers
Dynamic in the type and further registers the correspond-
ence between the internal VID and the external VID in
the VLAN correspondence table 112 (step S613).
[0146] Then, the protocol processing unit 111 changes
the Notified VID to the internal VID (step S614).

[0147] As described above, the switch device accord-
ing to the present embodiment can assign the VLAN in
the predetermined range for each end node. Thus, by
setting the VLAN for each end node, it is possible to im-
prove the security and change the quality of the service
for each user.

[0148] Furthermore, in the above description, the proc-
essor 11 associates the internal VLAN with the external
VLAN, and the switch LSI performs the VID tag conver-
sion in the FCoE communication. However the process-
ing is not limited to these, and for example, the switch
LSI may perform both of the processing.

[Reference Signs List]

[0149]
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1 SWITCH DEVICE

2 FCF

3 STORAGE

4 SERVER

5 INTERNAL NETWORK
6 EXTERNAL NETWORK
10 SWITCH LSI

11 PROCESSOR

101 MULTIPLEXER

102 PACKET PROCESSING UNIT
103 RELAY PROCESSING UNIT

104 ACL

105 VLAN CONVERSION TABLE

106 FORWARDING TABLE

107 PACKET BUFFER

108 PACKET UPDATE UNIT

109 DEMULTIPLEXER

111 PROTOCOL PROCESSING UNIT
112 VLAN CORRESPONDENCE TABLE
113  VLAN POOL

121 INTERNAL PORT

122 RECEPTION PORT

131 INTERNAL PORT

132 TRANSMISSION PORT

Claims

1. A switch device (1) configured to relay communica-
tion between a first device (3) disposed in a first net-
work (5) and a second device (2) disposed in a sec-
ond network (6), the switch device (1) comprising:

areception unit (122) configured to receive, from
the second device (2), information of a second
virtual network used in the second network (6)
in response to a transmission request for infor-
mation of a virtual network used in the commu-
nication from the first device (3);

a virtual local area network correspondence ta-
ble (112) configured to store a first virtual net-
work tag of the first virtual network used in the
first network (5) corresponding to a second vir-
tual network tag of the second virtual network;

a selection unit (111) configured to select a first
virtual network, corresponding to the second vir-
tual network, in the first network (5), based on
the first virtual network tag corresponding to the
second virtual network tag;

a notification unit (132) configured to notify the
first device (3) of information of the first virtual
network selected by the selection unit (111) as
information of a selected virtual network used in
the communication by sending a packet which
has a header including a virtual local area net-
work identifier of the first virtual network selected
by the selection unit (111); and

a relay unit (102) configured to:
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rewrite information of the first virtual net-
work in data received from the first device
(3) to information of the second virtual net-
work and forward the rewritten data to the
second device (2); and

rewrite information of the second virtual net-
work in data received from the second de-
vice (2) to information of the first virtual net-
work and forward the rewritten data to the
first device (3).

The switch device (1) according to claim 1, wherein
the switch device (1) is configured to relay data in
accordance with a first communication technology
by using a second communication technology.

The switch device (1) according to claim 2, wherein
the first communication technology is a communica-
tion using a fiber channel, and

the second communication technology is an Ether-
net communication.

The switch device (1) according to any of claims 1
to 3, wherein the selection unit (111) is configured
to store in advance a corresponding relation between
the first virtual network and the second virtual net-
work, and to select information of the first virtual net-
work corresponding to the second virtual network
received by the reception unit (122).

The switch device (1) according to any of claims 1
to 3, wherein the selection unit (111) is configured
to store information of a plurality of virtual networks
in the first network, and to select information of the
first virtual network from the stored plurality of virtual
networks.

The switch device according to claim 5, wherein
the first device (3) includes a plurality of first devices,
the reception unit (122) is configured to receive, from
the second device (2), information of a destination
firstdevice (3) for which the information of the second
virtual network is destined, and

the selection unit (111) is configured to store the in-
formation of the plurality of virtual networks in the
first network (5) for each of the plurality of first de-
vices (3), and to select the information of the first
virtual network from the plurality of virtual networks
corresponding to the destination first device (3).

A control method of a switch device (1), the control
method comprising:

receiving, from a first device (3) disposed in a
first network (5), a transmission request for in-
formation of a virtual network used in communi-
cation from the first device (3) and used in a
second network (6);
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forwarding the transmission request to a second
device (2) disposed in the second network (6);
receiving, from the second device (2), informa-
tion of a second virtual network in the second
network (6) in response to the transmission re-
quest;

storing afirst virtual network tag of the first virtual
network used in the first network (5) correspond-
ing to a second virtual network tag of the second
virtual network in a virtual local area network cor-
respondence table (112);

selecting a first virtual network, corresponding
to the second virtual network, in the first network
(5), based on the first virtual network tag corre-
sponding to the second virtual network tag;
notifying the first device (3) of information of the
selected first virtual network as information of a
virtual network used in the communication by
sending a packet which has a header including
a virtual local area network identifier of the se-
lected first virtual network; and

relaying the communication between the first
device (3) and the second device (2) based on
the first virtual network and the second virtual
network by:

rewriting information of the first virtual net-
work in data received from the first device
(3) to information of the second virtual net-
work and forwarding the rewritten data to
the second device (2); and

rewriting information of the second virtual
network in data received from the second
device (2) to information of the first virtual
network and forwarding the rewritten data
to the first device (3).

Patentanspriiche

1.

Schalteinrichtung (1), die zum Weitergeben von
Kommunikation zwischen einer ersten in einem ers-
ten Netzwerk (5) angeordneten Vorrichtung (3) und
einer zweiten in einem zweiten Netzwerk (6) ange-
ordneten Vorrichtung (2) ausgelegt ist, wobei die
Schaltvorrichtung (1) umfasst:

eine Empfangseinheit (122) die zum Empfan-
gen von Informationen eines zweiten in dem
zweiten Netzwerk (6) verwendeten virtuellen
Netzwerks von der zweiten Vorrichtung (2) als
Reaktion auf eine Ubertragungsanforderung fiir
Informationen eines bei der Kommunikation von
der ersten Vorrichtung (3) verwendeten virtuel-
len Netzwerks ausgelegt ist;

eine Korrespondenztabelle (112) eines virtuel-
len LAN (Local Area Network), die zum Spei-
chern eines ersten virtuellen Netzwerk-Tags
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des ersten im ersten Netzwerk (5) verwendeten
virtuellen Netzwerks ausgelegt ist, das einem
zweiten virtuellen Netzwerk-Tag des zweiten
virtuellen Netzwerks entspricht;

eine Auswahleinheit (111), die zum Auswahlen
eines ersten dem zweiten virtuellen Netzwerk
entsprechenden virtuellen Netzwerks im ersten
Netzwerk (5) auf der Grundlage des ersten dem
zweiten virtuellen Netzwerk-Tag entsprechen-
den virtuellen Netzwerk-Tags ausgelegt ist;
eine Benachrichtigungseinheit (132), die zum
Benachrichtigen der ersten Vorrichtung (3) tiber
Informationen des von der Auswahleinheit (111)
ausgewahlten ersten virtuellen Netzwerks als
Informationen eines ausgewahlten virtuellen
Netzwerks ausgelegt ist, das bei der Kommuni-
kation durch Senden eines Pakets verwendet
wird, das eine Kopfzeile miteiner Kennung eines
virtuellen LAN des ersten von der Auswahlein-
heit (111) ausgewahlten virtuellen Netzwerks
aufweist; und

eine Relaiseinheit (102), die zu Folgendem kon-
figuriert ist:

Umschreiben von Informationen des ersten
virtuellen Netzwerks in von der ersten Vor-
richtung (3) empfangenen Daten zu Infor-
mationen des zweiten virtuellen Netzwerks
und Weiterleiten der umgeschriebenen Da-
ten an die zweite Vorrichtung (2); und
Umschreiben von Informationen des zwei-
ten virtuellen Netzwerks in von der zweiten
Vorrichtung (2) empfangenen Daten zu In-
formationen des ersten virtuellen Netz-
werks und Weiterleiten der umgeschriebe-
nen Daten an die erste Vorrichtung (3).

Schaltvorrichtung (1) nach Anspruch 1, wobei die
Schaltvorrichtung (1) zum Weitergeben von Daten
gemal einer ersten Kommunikationstechnik unter
Verwendung einer zweiten Kommunikationstechnik
ausgelegt ist.

Schaltvorrichtung (1) nach Anspruch 2, wobei

die erste Kommunikationstechnik eine Kommunika-
tion unter Verwendung eines Faserkabels ist und die
zweite Kommunikationstechnik eine Ethernet-Kom-
munikation ist.

Schaltvorrichtung (1) nach einem der Anspriiche 1
bis 3, wobei die Auswabhleinheit (111) zum vorheri-
gen Speichern einer entsprechenden Beziehung
zwischen dem ersten virtuellen Netzwerk und dem
zweiten virtuellen Netzwerk und zum Auswahlen von
dem zweiten virtuellen Netzwerk entsprechenden In-
formationen des ersten virtuellen Netzwerks ausge-
legt ist, die von der Empfangseinheit (122) empfan-
gen werden.
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5.

Schaltvorrichtung (1) nach einem der Anspriiche 1
bis 3, wobei die Auswahleinheit (111) zum Speichern
einer Vielzahl von virtuellen Netzwerken im ersten
Netzwerk und zum Auswahlen von Informationen
des ersten virtuellen Netzwerks aus der gespeicher-
ten Vielzahl von virtuellen Netzwerken ausgelegt ist.

Schaltvorrichtung nach Anspruch 5, wobei

die erste Vorrichtung (3) eine Vielzahl von ersten
Vorrichtungen enthalt,

die Empfangseinheit (122) zum Empfangen von In-
formationen einer ersten Zielvorrichtung (3) von der
zweiten Vorrichtung (2) ausgelegt ist, fur die die In-
formationen des zweiten virtuellen Netzwerks be-
stimmt sind, und

die Auswahleinheit (111) zum Speichern der Infor-
mationen der Vielzahl von virtuellen Netzwerken im
ersten Netzwerk (5) fiir jede der Vielzahl von ersten
Vorrichtungen (3) und zum Auswahlen der Informa-
tionen des ersten virtuellen Netzwerks aus der Viel-
zahl von virtuellen Netzwerken, die der ersten Ziel-
vorrichtung (3) entsprechen, ausgelegt ist.

Steuerverfahren fir eine Schaltvorrichtung (1), wo-
bei das Steuerverfahren umfasst:

Empfangen einer Ubertragungsanforderung fiir
Informationen eines bei der Kommunikation von
der ersten Vorrichtung (3) und in einem zweiten
Netzwerk (6) verwendeten Netzwerks von einer
ersten in einem ersten Netzwerk (5) angeord-
neten Vorrichtung (3);

Weiterleiten der Ubertragungsanforderung an
eine zweite in dem zweiten Netzwerk (6) ange-
ordnete Vorrichtung (2);

Empfangen von Informationen eines zweiten
virtuellen Netzwerks in dem zweiten Netzwerk
(6) von der zweiten Vorrichtung (2) als Reaktion
auf die Ubertragungsanforderung;

Speichern eines ersten virtuellen Netzwerk-
Tags des ersten im ersten Netzwerk (5) verwen-
deten virtuellen Netzwerks, das einem zweiten
virtuellen Netzwerk-Tag des zweiten virtuellen
Netzwerks entspricht, in einer Korrespondenz-
tabelle (112) eines virtuellen LAN (Local Area
Network);

Auswaéhlen eines ersten dem zweiten virtuellen
Netzwerk entsprechenden virtuellen Netzwerks
im ersten Netzwerk (5) auf der Grundlage des
ersten dem zweiten virtuellen Netzwerk-Tag
entsprechenden virtuellen Netzwerk-Tags;
Benachrichtigen der ersten Vorrichtung (3) Gber
Informationen des ausgewahlten ersten virtuel-
len Netzwerks als Informationen eines virtuellen
Netzwerks, das bei der Kommunikation durch
Senden eines Pakets verwendet wird, das eine
Kopfzeile mit einer Kennung eines virtuellen
LAN des ersten ausgewahlten virtuellen Netz-
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werks aufweist; und

Weitergeben der Kommunikation zwischen der
ersten Vorrichtung (3) und der zweiten Vorrich-
tung (2) auf der Grundlage des ersten virtuellen
Netzwerks und des zweiten virtuellen Netz-
werks durch:

Umschreiben von Informationen des ersten vir-
tuellen Netzwerks in von der ersten Vorrichtung
(3) empfangenen Daten zu Informationen des
zweiten virtuellen Netzwerks und Weiterleiten
der umgeschriebenen Daten an die zweite Vor-
richtung (2); und

Umschreiben von Informationen des zweiten
virtuellen Netzwerks in von der zweiten Vorrich-
tung (2) empfangenen Daten zu Informationen
des ersten virtuellen Netzwerks und Weiterlei-
ten der umgeschriebenen Daten an die erste
Vorrichtung (3).

Revendications

Dispositif de commutation (1) configuré pour relayer
une communication entre un premier dispositif (3)
disposé dans un premier réseau (5) et un second
dispositif (2) disposé dans un second réseau (6), le
dispositif de commutation (1) comprenant :

une unité de réception (122) configurée pour re-
cevoir, a partir du second dispositif (2), des in-
formations d’un second réseau virtuel utilisé
dans le second réseau (6) en réponse a une
demande de transmission d’informations d'un
réseau virtuel utilisé dans la communication a
partir du premier dispositif (3) ;

une table de correspondance de réseau local
virtuel (112) configurée pour stocker une éti-
quette de premier réseau virtuel du premier ré-
seau virtuel utilisée dans le premier réseau (5)
correspondant a une étiquette de second ré-
seau virtuel du second réseau virtuel ;

une unité de sélection (111) configurée pour sé-
lectionner un premier réseau virtuel, correspon-
dant au second réseau virtuel, dans le premier
réseau (5), sur la base de I'étiquette de premier
réseau virtuel correspondant a I'étiquette de se-
cond réseau virtuel ;

une unité de notification (132) configurée pour
notifier au premier dispositif (3) des informations
du premier réseau virtuel sélectionné par l'unité
de sélection (111) en tant qu’informations d’'un
réseau virtuel sélectionné utilisé dans la com-
munication en envoyant un paquet comportant
un en-téte comprenant un identifiant de réseau
local virtuel du premier réseau virtuel sélection-
né par l'unité de sélection (111) ; et

une unité de relais (102) configurée pour :
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réécrire des informations du premierréseau
virtuel dans des données regues du premier
dispositif (3) en informations du second ré-
seau virtuel et transmettre les données réé-
crites au second dispositif (2) ; et

réécrire des informations du second réseau
virtuel dans les données regues du second
dispositif (2) en informations du premier ré-
seau virtuel et transmettre les données réé-
crites au premier dispositif (3).

Dispositif de commutation (1) selon la revendication
1, dans lequel le dispositif de commutation (1) est
configuré pour relayer des données conformément
a une premiére technologie de communication en
utilisant une seconde technologie de communica-
tion.

Dispositif de commutation (1) selon la revendication
2, dans lequel

la premiére technologie de communication est une
communication utilisantun canal afibres optiques, et
la seconde technologie de communication est une
communication Ethernet.

Dispositif de commutation (1) selon I'une quelcon-
que des revendications 1 a 3, dans lequel 'unité de
sélection (111) est configurée pour stocker a I'avan-
ce une relation correspondante entre le premier ré-
seau virtuel et le second réseau virtuel, et pour sé-
lectionner des informations du premier réseau virtuel
correspondant au second réseau virtuel regues par
I'unité de réception (122).

Dispositif de commutation (1) selon I'une quelcon-
que des revendications 1 a 3, dans lequel 'unité de
sélection (111) est configurée pour stocker des in-
formations d’une pluralité de réseaux virtuels dans
le premier réseau, et pour sélectionner des informa-
tions du premier réseau virtuel parmi la pluralité stoc-
kée de réseaux virtuels.

Dispositif de commutation selon la revendication 5,
dans lequel

le premier dispositif (3) comprend une pluralité de
premiers dispositifs,

I'unité de réception (122) est configurée pour rece-
voir, a partir du second dispositif (2), des informa-
tions d’un premier dispositif destinataire (3) auquel
les informations du second réseau virtuel sont des-
tinées, et

I'unité de sélection (111) est configurée pour stocker
les informations de la pluralité de réseaux virtuels
dansle premier réseau (5) pour chacun delapluralité
de premiers dispositifs (3), et pour sélectionner les
informations du premier réseau virtuel parmi la plu-
ralité de réseaux virtuels correspondant au premier
dispositif de destination (3).
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7. Procédé de commande d’un dispositif de commuta-
tion (1), le procédé de commande comprenant les
étapes consistant a :

recevoir, a partir d’'un premier dispositif (3) dis- 5
posé dans un premier réseau (5), une demande

de transmission d’informations d’un réseau vir-

tuel utilisé dans une communication a partir du
premier dispositif (3) et utilisé dans un second
réseau (6) ; 10
transmettre la demande de transmission a un
second dispositif (2) disposé dans le second ré-
seau (6) ;

recevoir, a partir du second dispositif (2), des
informations d’'un second réseau virtuel dansle 15
second réseau (6) en réponse a la demande de
transmission ;

stocker une étiquette de premier réseau virtuel

du premierréseau virtuel utilisée dans le premier
réseau (5) correspondant a une étiquette de se- 20
cond réseau virtuel du second réseau virtuel
dans une table de correspondance de réseau
local virtuel (112) ;

sélectionner un premier réseau virtuel, corres-
pondant au second réseau virtuel, dans le pre- 25
mier réseau (5), sur la base de I'étiquette de
premier réseau virtuel correspondant a I'étiquet-

te de second réseau virtuel ;

notifier au premier dispositif (3) des informations

du premier réseau virtuel sélectionné en tant 30
qu’informations d’un réseau virtuel utilisé dans

la communication en envoyant un paquet qui a

un en-téte incluant un identifiant de réseau local
virtuel du premier réseau virtuel sélectionné ; et
relayer la communication entre le premier dis- 35
positif (3) et le second dispositif (2) sur la base

du premier réseau virtuel et du second réseau
virtuel par :

réécrire desinformations du premierréseau 40
virtuel dans des données regues du premier
dispositif (3) en des informations du second
réseau virtuel et transférer les données réé-
crites au second dispositif (2) ; et
réécrire des informations du second réseau 45
virtuel dans des données regues du second
dispositif (2) en des informations du premier
réseau virtuel et transférer les données réé-
crites au premier dispositif (3).
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FIG.4
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FIG.12A
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FIG.15A
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