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(57) Abstract: Provided is a service processor (SVP) 10 that validates a configuration of a storage system 1 having a server device
30, a storage device 20 providing the server device with a storage area, and a FC switch 40 coupling the storage device 20 and the
server device 30. The SVP 10 includes a configuration information storing part 11 which acquires predetermined constituent ele-
ment information from the storage device 1 and stores the predetermined constituent element information on a configuration man-
agement table 200; a configuration change detecting part 12 which compares constituent element information stored in the config-
uration management table 200 and the acquired constituent element information, and determines whether there is a change in a
constituent element, and if there is a change, determines whether, in a vendor certification information database 50, there is a con-
stituent element after changing which has received certification; a vendor certification test conducting part 13 which conducts a
vendor certification test targeted for a storage system 1, if there is no constituent element having received certification; and a data
storing part 14 which stores a result of the vendor certification test in a constituent element determination table 400 of the storage
system 1.
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Description

INFORMATION PROCESSING APPARATUS VALIDATING A STORAGE CONFIGURATION CHANGE AND
OPERATION METHOD OF THE SAME '

Technical Field

[0001]  The present invention relates to an information processing apparatus and an
operation method thereof, and more particularly to an information processing
apparatus and an operation method thereof that are capable of detecting a change in the
configuration of a storage system and thereby conducting a quick vendor certification

test for the changed configuration.

Background Art

[0002]  When a storage system manufacturer delivers a storage system to a user, the entire
storage system, besides certification of constituent elements constituting the storage
system, undergoes vendor certification by a vendor supplying software (e.g., OS
(Operating System)) which operates, upon request of the user, on a server using the
storage system, in some cases.

[0003]  The above vendor certification is issued when the storage system undergoes a vendor
certification test using a vendor certification test program provided by the vendor, and
consequently, all the test items are normally completed. With this certification, the
vendor assures the user that the storage system can be properly used by the server in
which the software of the vendor is installed.

[0004]  When part of the constituent elements of the storage system is changed after the
storage system with the vendor certification given by the vendor is delivered to the
user, the changed configuration of the storage system sometimes results in different
one from that given with the vendor certification by the vendor. In such a case, a
vendor certification test needs to be conducted for the storage system after the con-
figuration change again.

[0005]  Patent Citation 1 discloses a conventional technique for centrally managing the con-
figuration changes of such a storage system thereby obtaining the latest configuration
to reduce occurrences of a failure due to a configuration change.

[0006]  However, when the storage system results in the one having a configuration to which
vendor certification is not given, due to a configuration change of the storage system,
the manufacturer is required to build the same storage system as that after the con-
figuration change and to acquire a vendor certification. Such being the case, there are
problems that it is difficult for the user to quickly obtain a vendor certification after a
configuration change, and that the manufacturer is required to spend time and cost to

reproduce the storage system of the user to newly obtain a vendor certification.
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[0009]

Patent Citation 1: Japanese Patent Application Laid-open Publication No.
2006-178720
Disclosure of Invention

An object of the present invention is to provide an information processing apparatus
and an operation method thereof that are capable of detecting a change in the con-
figuration of a storage system and thereby conducting a quick vendor certification test
for the changed configuration.

An aspect of the present invention to solve the above and other problems is an in-
formation processing apparatus validating a configuration of a storage system having a
server device, a storage device providing the server device with a storage area, and a
relay device coupling the storage device and the server device. The information
processing apparatus includes a configuration information storing part for acquiring
and storing constituent element information pieces from the server device, the storage
device, and the relay device, the constituent element information pieces each being in-
formation on a constituent element that is set a test target of a vendor certification test
being a test to be conducted in order to receive certification for the storage device from
a vendor of software installed in the server device; a configuration change detecting
part for comparing the stored constituent element information pieces that are stored in
the configuration information storing part with the constituent element information
piece that is acquired from the storage system by the configuration information storing
part, so as to determine whether there is a change in the acquired constituent element
information piece, and, if determining that there is a change in the acquired constituent
element information piece, the configuration change detecting part comparing the
acquired constituent element information piece determined as being changed with cer-
tificated constituent element information pieces that are stored in a storing device
coupled to the information processing apparatus and having received the vendor certi-
fication, so as to determine whether the storing device includes any certificated con-
stituent element information piece which matches the acquired constituent element in-
formation piece determined as being changed; a vendor certification test conducting
part for conducting the vendor certification test targeted for the storage system having
the acquired constituent element information piece determined as being changed, if the
configuration change detecting part determines that no matching constituent element
information piece is included; and a data storing part for storing, in the storing device,
a result of the vendor certification test conducted by the vendor certification test
conducting part.

The object disclosed in this application and solving means for the object become

fully apparent with reference to the following section of best mode for carrying out the
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invention, and the accompanying drawings.
The present invention enables detection of a change on the configuration of a storage

system and a quick vendor certification test for the changed configuration.

Brief Description of the Drawings

[fig. 1A]Fig. 1A is a diagram showing a configuration of a storage device 1.
[fig.1B]Fig. 1B is a diagram showing an example of a hardware configuration of a
computer which is usable as a service processor 10 and a transaction server 30.
[fig.2]Fig. 2 is an example of a configuration management table 200.

[fig.3]Fig. 3 is an example of a conducting process flow of a configuration change
detection and a vendor certification test.

[fig.4]Fig. 4 is an example of a constituent element determination table 400.
[fig.5]Fig. 5 is an example of a vendor certification test selection process flow to be
conducted for component of the storage device 1.

[fig.6]Fig. 6 is an example of a vendor certification test item table 600.

[fig.7]Fig. 7 is an example of a conduct/not-conduct determination process flow of
vendor certification test items, which involves transaction suspension of a user.
[fig.8]Fig. 8 is an example of an omit/not-omit determination process flow of vendor
certification test.

[fig.9]Fig. 9 is an example of a display screen to be displayed when a vendor certi-
fication test fails.

Description of Embodiments

An embodiment of the present invention will be described with reference to the
drawings.

In Fig. 1A, shown is a configuration of a storage system 1 to be described as an em-
bodiment of the present invention. As shown in Fig. 1A, the storage system 1 includes
a service processor (hereinafter referred to as "SVP") 10 as an information processing
apparatus, a storage apparatus 20, a transaction server 30, a Fiber Channel (hereinafter,
referred to as "FC"), switch 40 (relay device), and a vendor certification information
database 50.

The transaction server 30 is coupled to the storage apparatus 20 via a FC network 60
including the FC switch 40 so as to be capable of communicating.

The SVP 10 is coupled to the storage apparatus 20 by a communication line 70. Inci-
dentally, as described below, the SVP 10 may be integrated into the storage apparatus
20, and in that case, the communication line 70 works as an internal communication
network in the storage apparatus 20.

The storage apparatus 20 is coupled to the vendor certification information database

50 by a communication network 80.
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The transaction server 30 is, for example, a computer such as a personal computer or
a workstation, and performs a data process using various types of application software.
In the transaction server 30, a server OS 31 operates on hardware to be described in
connection with Fig. 1B.

The server OS 31 is provided, by the storage apparatus 20, with data to be processed
using application software. The server OS 31 stores the data into or reads the data from
a storage area allocated to the application software. The term, "vendor certification" in
this specification is equal to vendor certification of an OS vendor which is provided by
the server OS 31 operating on the transaction server 30.

The transaction server 30 includes an HBA (Host Bus Adapter) 32. The HBA 32 is a
processor which controls data input/output between a memory of the transaction server
30 and the FC network 60 by performing device driver software.

In SAN (Storage Area Network) enabling communication in FC protocol between
the storage apparatus 20 and the transaction server 30, the FC switch 40 is a fabric
switch which couples application software operating on the transaction server 30 and
an area of the storage apparatus 20 allocated to the application software, and includes a
processor performing specific firmware for achieving switch functions.

In an example of Fig. 1A, a single storage apparatus 20 is coupled to a single
transaction server 30 via the FC switch 40, but a plurality of transaction servers 30 and
a plurality of storage apparatuses 20 may be coupled via the FC switch 40.

The storage apparatus 20 provides a storage area which is allocated to application
software operating on the transaction server 30. The storage apparatus 20 includes a
disk device 21, a disk controller 25, a cache memory (not shown), an FC interface 26
and a communication port 27.

The disk device 21 includes a hard disk 22 as a physical disk. The disk device 21
may be a disk array which is configured by integrating a plurality of disk drives based
on, for example, RAID (Redundant Array of Inexpensive Disks) method. In addition,
storage medium other than a hard disk drive, such as a semiconductor memory, may be
adopted.

In a physical storage area provided by this hard disk 22, two storage areas, one being
a data storage area 23 which is a logical storage area, and the other being a vendor cer-
tification information storage area 24, are formed. The data storage area 23 is allocated
to application software of the transaction server 30 and functions as a storage area for
data of the application software. The vendor certification information storage area 24
stores therein programs, data tables, and the like corresponding to a vendor certi-
fication test of this embodiment.

The disk controller 25 manages, for example, the hard disk 22 with a predetermined

RAID configuration, and writes data into or reads data from the cache memory, and



WO 2010/070700 PCT/JP2008/003768

[0026]

[0027]

[0028]

[0029]

[0030]

[0031]

[0032]

[0033]

[0034]

writes data into or reads data from the hard disk 22. The FC interface 26 makes com-
munication with the FC network 60.

The communication port 27 is coupled to a communication network 80 which
couples the storage apparatus 20 to the vendor certification information database 50.
The communication network 80 is, for example, the Internet.

The SVP 10 is a computer monitoring the operation state of the storage apparatus 20,
and is capable of performing, on the storage apparatus 20, an operation such as the
acquiring of operation information of each element, externally.

As described above, the SVP 10 does not need to be provided separately from the
storage apparatus 20 as shown in Fig. 1A, and may be integrated into the storage
apparatus 20.

The SVP 10 of this embodiment includes a system configuration information storing
part 11, a configuration change detecting part 12, a vendor certification test conducting
part 13, and a data storing part 14. Further, in addition to these parts, the SVP 10
includes other function part, as needed, which achieves a function for monitoring the
management of the operation state of the storage apparatus 20 or for performing
function similar thereto.

The system configuration information storing part 11 acquires a predetermined type
of information on predetermined constituent elements of a configuration including
combination of the storage apparatus 20, the FC switch 40, and the transaction server
30. Then, the system configuration information storing part 11 records the acquired in-
formation on a configuration management table 200 to be described below. The con-
figuration change detecting part 12 compares, as appropriate, pieces of information on
the constituent elements acquired by the system configuration information storing part
11, and determines whether any change is made to the constituent elements.

When the configuration change detecting part 12 determines that a vendor certi-
fication test needs to be conducted for the configuration of the storage system 1 based
on the determination result, the vendor certification test conducting part 13 conducts a
vendor certification test according to a certain condition.

The data storing part 14 stores a conducting result of the vendor certification test of
the storage system 1 into the vendor certification information database 50.

Processes to be achieved by these function parts are described below with reference
to examples of process flows.

The vendor certification information database 50 is a database which records and
holds, on a constituent element determination table 51, the conducting results of the
vendor certification tests on each storage system 1, the conducting result being
transmitted from the data storing part 14 of the SVP 10 via the communication network

80. The constituent element determination table 51 is described below.
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The vendor certification information database 50 is placed at, for example, a data
center or the like operated by a manufacturer of the storage system 1. To the vendor
certification information database 50, a plurality of storage systems 1 owned by
different users may be coupled via the communication network 80. In this case, the
constituent element determination table 51 is held for each of the storage systems 1
coupled to the vendor certification information database 50.

In Fig. 1B, an example of a computer which is usable as the SVP 10 or the
transaction server 30 is shown. This computer 100 includes a central processing unit
101 (e.g., a CPU (Central Processing Unit) or an MPU (Micro Processing Unit)), a
main storage device 102 (e.g., a RAM (Random Access Memory) or a ROM (Read
Only Memory)), an auxiliary storage device 103 (e.g., a hard disk), an input device 104
(e.g., a keyboard or a mouse) receiving operation input from a user, an output device
105 (e.g., a liquid crystal monitor), and a communication interface 106 (e.g., NIC
(Network Interface Card) or HBA) achieving communication with other devices.

Incidentally, the vendor certification information database 50 is also operated by, for
example, a server computer having a configuration of Fig. 1B, basically.

Functions of the system configuration information storing part 11, the configuration
change detecting part 12, the vendor certification test conducting part 13, and the data
storing part 14 included in the SVP 10 are each achieved in such a way that, for
example, the central processing unit 101 reads out, to the main storage device 102, a
program corresponding to the function thereof stored in the vendor certification in-
formation storage area 24 of the storage apparatus 20, and executes the program.

Next, a configuration management table 200 generated and referred in the em-
bodiment is described. Fig. 2 is an example of the configuration management table
200.

The configuration management table 200 is generated based on information acquired
from the storage system 1 by the system configuration information storing part 11 of
the SVP 10, and is stored into the vendor certification information storage area 24 of
the storage apparatus 20.

On the configuration management table 200, the following are recorded: items of
constituent elements which are selected in advance by a manufacturer or the like so
that the configuration of the storage system 1 being a target of the vendor certification
test is suitably represented; and pieces of information, on each of the items, which are
acquired from the storage system 1 by the system configuration information storing
part 11. The items to be recorded in this embodiment are as follows.

Server model number indicated by 201 is the model number ("SV-1" in the example
of Fig. 2) of a server computer being used as the transaction server 30 in the storage

system 1.
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Server OS type/version 202 is the type and the version of a server OS ("OS-1v1.0" in
the example of Fig. 2) operating on the transaction server 30. For the type of the server
OS, for example, a product name, an abbreviated name, or the like of the server OS
may be recorded.

HBA model number 203 is the model number ("HBA-1" in the example of Fig. 2) of
an HBA 32 included in the transaction server 30. Alternatively, for example, a unique
WWN (World Wide Name) given to each HBA 32 may be used instead of the model
number of the HBA 32.

HBA driver version 204 is the version ("HBADrv-1" in the example of Fig. 2) of
driver software operating on the HBA 32.

Switch Model Number 205 is the model number ("SW-1" in the example of Fig. 2)
of the FC switch 40 coupling the transaction server 30 and the storage apparatus 20.

Switch firmware version 206 is the version ("SWFw-1" in the example of Fig. 2) of
firmware operating on the FC switch 40.

Storage model number 207 is a model number ("STR-1" in the example of Fig. 2)
given to the storage apparatus 20 by the manufacturer.

Storage microprogram version 208 represents the version ("STPgm-1" in the
example of Fig. 2) of a microprogram to be executed by the central processing unit 101
of the SVP 10.

On each of the configuration management table 200, configuration ID 209 is
recorded as an identification symbol for identifying the configuration of the storage
system 1 recorded on the configuration management table 200. In the example of Fig.
2, configuration ID 209 is "1," but other symbol such as a model number given by the
manufacturer may be recorded as configuration ID 209.

The system configuration information storing part 11 of the SVP 10 acquires the
above information from the storage system 1 at predetermined time intervals, and
records the acquired information on the configuration management table 200.

Next, processes of this embodiment to be performed by the system configuration in-
formation storing part 11, the configuration change detecting part 12, the vendor certi-
fication test conducting part 13, and the data storing part 14 of the SVP 10 are
described below with reference to a process flow.

=== Main Process of Configuration Change Detection/Conducting of Vendor Certi-
fication Test ===

In Fig. 3, shown is a main process flow of configuration change detection of the
storage system 1 by the SVP 10, and of the conducting of a vendor certification test
based on the detection. Incidentally, a reference symbol S stands for "Step."

First, the system configuration information storing part 11 performs polling on the

storage system 1 at each predetermined time interval, and acquires predetermined in-
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formation on constituent elements from the storage system 1, and records the acquired
information on the configuration management table 200 (S301). Here, the prede-
termined information means the information recorded on the configuration
management table 200 of Fig. 2.

At the first start of this embodiment, the configuration management table 200 is not
yet generated. Accordingly, a configuration management table 200 on the storage
system 1 being a polling target is generated based on acquired information of con-
stituent elements.

Next, the configuration change detecting part 12 compares each of pieces of in-
formation on the constituent elements acquired by the system configuration in-
formation storing part 11, and each of pieces of information recorded on the con-
figuration management table 200 (S302). When determining that any one of the con-
stituent elements is changed, the configuration change detecting part 12 searches for a
constituent element determination table 400 stored in the vendor certification in-
formation database 50 (S303), and determines whether there is a constituent element
determination table 400 having constituent elements which respectively agree with the
constituent elements after the configuration change. When determining that there is,
the configuration change detecting part 12 determines (S304) whether the constituent
element determination table 400 has received vendor certification.

When it is determined that there is a constituent element determination table 400
recording a configuration which agrees with the configuration of constituent elements
after the configuration change and which has received vendor certification (Yes in
S304), the process flow of Fig. 3 is terminated. This is because it has been confirmed
that the configuration including constituent elements which agree with the constituent
elements after the configuration change of the storage system 1 being a polling target
has already received vendor certification.

The constituent element determination table 400 is described below. The constituent
element determination table 400 is stored in the vendor certification information
database 50. Fig. 4 illustrates an example of the constituent element determination
table 400.

The constituent element determination table 400 has the same items as those
recorded on the configuration management table 200 shown in Fig. 2. These items are
server model number 401, server OS type/version 402, HBA model number 403, HBA
driver version 404, switch model number 405, switch firmware version 406, storage
model number 407, storage microprogram version 408, and configuration ID 409, and
being recorded in the data storing part 14 of the SVP 10 described later.

In addition to the items recorded on the configuration management table 200, a deter-

mination result obtained as a result of conducting a vendor certification test for each
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constituent element (in Fig. 4, a symbol of "circle" is recorded when the vendor certi-
fication test is normally completed, and a symbol of "cross" is recorded when the
vendor certification test fails. In addition, for a test item which has not been conducted
since involving suspension of transaction, for example, a symbol of "triangle" is
recorded, as described below in connection with a process flow of Fig. 7), and whether
the configuration of the storage system 1 recorded on the constituent element deter-
mination table 400 has received vendor certification as a whole are recorded on the
constituent element determination table 400.

Whether the configuration of the storage system 1 has received vendor certification
as a whole is indicated by "circle", "cross" or "triangle", along with the configuration
ID 409. When the vendor certification test is normally completed for all the constituent
elements, "circle" is indicated. When the vendor certification test fails for all the con-
stituent elements, "cross" is indicated. When the vendor certification test fails for part
of the constituent elements, "triangle" is indicated. In the example of Fig. 4, only the
vendor certification test for switch firmware version 406 has failed, so that "triangle" is
indicated.

Further, on the constituent element determination table 400, a test-not-necessary flag
410 is recorded by the vendor certification test conducting part 13 in the SVP 10, the
flag indicating that there is no need to conduct the vendor certification test for a
storage system 1 corresponding to the present constituent element determination table
400.

In this embodiment, 1 or O is recorded on the test-not-necessary flag 410; if 1 is
recorded on the test-not-necessary flag 410, the vendor certification test conducting
part 13 determines that there is no need for conducting the vendor certification test for
the storage system 1 corresponding to the constituent element determination table 400.
As described below, this test-not-necessary flag 410 is used in a process for preventing
the vendor certification test from being repeatedly conducted for a plurality of storage
systems 1 having the same configurations as one another.

Returning to the process flow of Fig. 3, if it is determined that there is no constituent
element determination table 400 recording a configuration which agrees with the con-
figuration of constituent elements after the configuration change and which has
received vendor certification (No in S304), the vendor certification test conducting part
13 of the SVP 10 conducts the vendor certification test for the configuration after the
configuration change in accordance with a predetermined condition (S305).

More specifically, the vendor certification test conducting part 13 gives a notice to
the server OS 31 of the transaction server 30 to execute a vendor certification test
program stored in the vendor certification information storage area 24 of the storage

apparatus 20. When receiving this notice, the server OS 31 of the transaction server 30
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executes the vendor certification test program. The conducting process of the vendor
certification test of S305 is described in detail below.

The vendor certification test conducting part 13 determines whether the vendor certi-
fication tests have normally been completed for all the constituent elements (S306).
When it is determined that the vendor certification test has normally been completed
for all the constituent elements (Yes in S306), the vendor certification test conducting
part 13 gives, to the OS vendor, a notice indicating that the vendor certification test on
the configuration after the change has normally been conducted (S307). This notice is
achieved, for example, with a configuration in which an e-mail generated by the
vendor certification test conducting part 13 is transmitted to a predetermined sever
computer of the OS vendor via the communication network 80 such as the Internet.

After the vendor certification test conducting part 13 receives a notice indicating that
vendor certification has been given from the OS vendor, the vendor certification test
conducting part 13 causes the data storing part 14 to store (S308), in the vendor certi-
fication information database 50, a constituent element determination table 400 on the
configuration after the change.

Meanwhile, in S306, if it is determined that the vendor certification test has failed for
any one of the constituent elements (No in S306), the vendor certification test
conducting part 13 gives, to the user of the storage system 1, a notice indicating that
the vendor certification test on the configuration after the configuration change has not
normally been completed (S309).

To be more specific, for example, a screen including information indicating that the
vendor certification test has not normally been completed is displayed on a display
screen of the output device 105 of the transaction server 30. This screen may also be
displayed on a display screen of a management console generally provided to the
storage apparatus 20.

Next, the data storing part 14 of the SVP 10 records, on a field of configuration ID
409, a result ("triangle" or "cross" in the example of Fig. 4) of the vendor certification
test conducted this time on the constituent element determination table 400 storing the
configuration after the change, and updates the result (S310).

Next, the vendor certification test conducting part 13 searches the vendor certi-
fication information database 50 to find out whether there is a constituent element de-
termination table 400 recording a configuration which is most similar to a con-
figuration after update, and which has received vendor certification. (S311)

A similarity determination of the configuration of the storage system 1 is performed,
for example, as follows. In the vendor certification information database 50, a set of
constituent elements (e.g., a set of a plurality of switch model numbers 405 which are

substitutable) being substitutable for one another are recorded in advance.
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Among each of the constituent elements, for the constituent element which has not
completed the vendor certification test normally, the vendor certification test
conducting part 13 searches the vendor certification information database 50 to find
whether there is a constituent element determination table 400 recording a con-
figuration including a constituent element different from the constituent element
included in the set of substitutable constituent elements, and also having received
vendor certification; if the applicable table 400 exists, the vendor certification test
conducting part 13 proposes the similar configuration.

Even when the vendor certification test has not normally completed for two or more
constituent elements, it is only necessary to determine, for each one of these con-
stituent elements, whether there is a constituent element determination table 400
recording different configuration including a substitutable constituent element. Further,
to substitute candidate constituent elements, weights which are based on the degree of
suitability of substitute or the like are given in advance, and scores of configurations
each including substitutable constituent elements are calculated as a total of the
weights, and thereby, the similarity determination may be performed.

In S312, if it is determined that there is a constituent element determination table 400
recording a configuration which has a similar configuration as described above and
which has received vendor certification (Yes in S312), the vendor certification test
conducting part 13 proposes the similar configuration to the user by displaying the
similar configuration on the display screen of the output device 105 of the transaction
server 30 (S313). When the vendor certification test conducting part 13 determines that
there is no similar configuration (No in S312), the process flow of Fig. 3 is terminated.

In accordance with the above embodiment, it is possible to detect a change of a con-
stituent element of the storage system 1 by the SVP 10, and perform a quick vendor
certification test for the configuration in which the change has occurred by the con-
figuration of the storage system 1 which a user possesses.

Further, when the vendor certification test has not normally been completed for part
of the constituent elements, the SVP 10 searches the vendor certification information
database 50 to find out whether a similar constituent element having received vendor
certification is stored, and if such a constituent element exists, the constituent element
is proposed to the user.

Described below are a screen which is displayed in S309 of Fig. 3 when the vendor
certification test is not normally completed, and an example of a screen which is
displayed if it is determined that there is a similar configuration having received
vendor certification and when the similar constituent element is displayed in S313 of
Fig. 3. An example of the display screen 900 is shown in Fig. 9.

On the display screen of Fig. 9, for contents corresponding to the process of S311 of
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Fig. 3, the following are included: "the vendor certification test has not normally been
completed" and "the cause of failure is in a test of HBA Driver Version." These display
contents are generated, for example, by the vendor certification test conducting part 13,
and displayed on the output device 105 of the transaction server 30 or the like, as
described above.

In the example of Fig. 9, since it is determined in S312 that there is a similar con-
stituent having received vendor certification, constituent elements of the similar con-
figuration are displayed on a lower portion of the display screen 900. In this case, for
the version of the HBA driver, substitute "YYYY-TT," corresponding to "YYYY-YY"
for which the vendor certification test has not normally completed, is displayed with an
underline. Incidentally, the contents displayed on the display screen 900 of Fig. 9, and
a layout of the screen are not limited to those of the example of Fig. 9, and these may
be changed as needed.

=== Contents of Process of Vendor Certification Test ===

Next, contents of the vendor certification test conducting process (S305) in the
process flow of Fig. 3 are described in sequence.

First, a process for selecting an item of the vendor certification test to be conducted
for the configuration of the storage system 1 is described with reference to Figs. 5 and
6. Fig. 5 shows an example of a process flow in which an item of the vendor certi-
fication test is selected depending on which constituent element is changed in the
storage system 1 in the vendor certification test. Fig. 6 shows an example of a vendor
certification test item table 600 on which vendor certification test items are listed for
each constituent element.

The vendor certification test item table 600 of Fig. 6 is a table recording test items
each of which needs to be conducted for receiving vendor certification when a change
is made to a constituent element. The vendor certification test item table 600 is stored
in the vendor certification information storage area 24 of the storage apparatus 20.

On the leftmost column of Fig. 6, vendor certification test items are recorded, and
corresponding thereto, necessary/not necessary of conducting the test is recorded
depending on changed constituent elements. For example, if the server OS or the
storage apparatus 20 is changed, all the test items must be conducted. Meanwhile, if
the HBA driver or the firmware of the switch is changed, there are some items in the
vendor certification test items which are not necessary to be conducted.

In the process flow of Fig. 5, a process is performed in which vendor certification test
items are selected depending on a changed constituent element based on test items of
Fig. 6.

First, the configuration change detecting part 12 of the SVP 10 determines whether a
changed constituent element is only the HBA 32 (S501). When detecting it is only the
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HBA 32 (Yes in S501), the configuration change detecting part 12 thereafter de-
termines whether a constituent element which has been changed is only the driver of
the HBA 32 (S502). When determining that only the driver of the HBA 32 has been
changed (Yes in S$502), the configuration change detecting part 12 gives a notice of the
determination result to the vendor certification test conducting part 13, and the vendor
certification test conducting part 13 performs only the test items which are necessary to
be conducted if the HBA driver is changed as shown in Fig. 6 (S503).

In S501, if the configuration change detecting part 12 determines that changed con-
stituent elements are not only the HBA 32, the configuration change detecting part 12
subsequently determines whether a changed constituent element is only the FC switch
40 (S504). When determining that it is only the FC switch 40 (Yes in S504), the con-
figuration change detecting part 12 subsequently determines whether a changed con-
stituent element is only the firmware of the FC switch 40 (S505). When determining
that only the firmware of the FC switch 40 has been changed (Yes in S505), the con-
figuration change detecting part 12 gives a notice of the determination result to the
vendor certification test conducting part 13, and the vendor certification test
conducting part 13 performs only the test items which are necessary to be conducted if
the firmware of the FC switch 40 is changed as shown in Fig. 6 (S506).

When the configuration change detecting part 12 determines that the changed con-
stituent element is not only the FC switch 40 (No in S504), or that the changed con-
stituent element is not only the firmware of the FC switch 40 (No in S505), the con-
figuration change detecting part 12 gives a notice of the determination result to the
vendor certification test conducting part 13. Receiving the notice, the vendor certi-
fication test conducting part 13 performs all the vendor certification test items (S507).

After terminating this process flow, the process returns to S306 of Fig. 3.

According to this embodiment, the vendor certification test conducting part 13 is
capable of omitting test items which is not necessary to be conducted depending on a
changed constituent element, which enables the reduction of the time and cost
necessary for the vendor certification test.

Next, described is a process flow for determining whether to conduct a test for the
vendor certification test items which can not be conducted unless transaction of the
user using a storage system 1 is suspended. Fig. 7 shows an example of the conduct/
not-conduct determination process flow.

Among each of the test items shown in the vendor certification test item table 600 of
Fig. 6, for example, there are items for which the conducting of the vendor certification
test is not possible unless the transaction of the storage system 1 including the
transaction server 30 is suspended, such as I/O heat run in which an I/O operation is

continuously repeated for a certain period of time between the transaction server 30
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and the storage apparatus 20, and as the pulling out of a cable in a configuration
without an alternative path in which two or more paths are not provided to the storage
system 1, or such a test that requires power shutdown and reboot of the storage
apparatus 20. Meanwhile there are items, for which the conducting of the vendor certi-
fication test is possible without suspending the transaction of the storage system 1,
such as the replacement of the driver of the HBA 32 and replacement of a mi-
croprogram of the storage apparatus 20, which is performed by so-called hot-swap.

In the process flow of Fig. 7, when conducting a test item which requires suspension
of transaction, i.e., a test item which can not be conducted unless the storage system 1
is shut down, a process for requesting the user to confirm the conducting of the test is
achieved in advance. The process of Fig. 7 is performed in S305 of the process flow of
Fig. 3, and further, when the test item selection process flow of Fig. 5 is applied, the
process of Fig. 7 is performed subsequent to the process of Fig. 5.

First, the vendor certification test conducting part 13 of the SVP 10 determines
(S701) whether the test item requiring transaction suspension is about to be conducted
by referring to the vendor certification test item table 600 of Fig. 6.

When determining that the test item requiring transaction suspension is about to be
conducted (Yes in S701), the vendor certification test conducting part 13 performs a
process for confirming the user whether it is allowed to conduct the test item requiring
the suspension of transaction (S702). More specifically, the vendor certification test
conducting part 13 displays a screen including a statement indicating "test item
requiring suspension of transaction is to be conducted" on the output device 105 such
as the monitor of the transaction server 30.

Next, the vendor certification test conducting part 13 determines whether the user has
determined to allow the conducting of the test item requiring the suspension of
transaction (S703).

More specifically, for example, a button is provided to the screen including the
statement indicating "test item requiring suspension of transaction is to be conducted,"
so that the user can input the determination of whether to conduct the test item. The
vendor certification test conducting part 13 acquires information inputted through an
operation of the button by the user, and determines whether to conduct the test.

When it is determined that the user has determined to conduct the test item requiring
suspension of transaction (Yes in S703), the vendor certification test conducting part
13 continues the vendor certification test (S704).

When it is determined that the user has determined not to conduct the test item
requiring suspension of transaction (No in S703), the vendor certification test
conducting part 13 cancels the vendor certification test (S705). After terminating this

process flow, the process returns to S306 of Fig. 3.
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In accordance with the above embodiment, the user can consider the progress of his/
her transaction or the like, and can suitably determine whether to conduct or postpone
the test of the vendor certification test item requiring suspension of transaction, i.e., the
shutdown of the storage system 1.

Incidentally, if determining whether a test item is one requiring suspension of
transaction, there are some cases where a test item requiring suspension of transaction
can be exceptionally conducted since a constituent element (e.g., FC switch 40) is
configured with redundancy in a configuration of a storage system 1 being a test
conducting target. Accordingly, in the determining process, such specific condition of
the storage system 1 may be considered.

Next, described is a vendor certification test omit/not-omit determination process
flow in the case where constituent element determination tables 400 related to a
plurality of storage systems 1 exist in the vendor certification information database 50.
Fig. 8 shows an example of the omit/not-omit determination process flow.

The process flow of Fig. 8 is as follows. In the case where a plurality of storage
systems 1 are coupled to the vendor certification information database 50, the vendor
certification test is conducted only for a first storage system 1 among two or more
storage systems 1 including the same constituent elements as each other, if common
constituent elements have changed. Here, the conducting of the tests for the other
storage systems 1 are restricted so as to prevent the vendor certification test from being
repeatedly conducted for the same configurations.

When applying this process flow, this process flow is inserted immediately before
S305 of the process flow of Fig. 3.

First, when receiving a notice, from the configuration change detecting part 12, in-
dicating that a configuration change has been detected for a storage system 1, the
vendor certification test conducting part 13 of the SVP 10 of the storage apparatus 20
coupled to this storage system 1 searches for the constituent element determination
table 400 of a different storage system 1 stored in the vendor certification information
database 50 (S801). The vendor certification test conducting part 13 determines
whether the different constituent element determination table 400 has the same con-
stituent elements, including a changed constituent element, as the constituent elements
of its own (S802). When the vendor certification test conducting part 13 determines
that there is no such different constituent element determination table 400 (No in
S$802), the process flow is terminated.

When it is determined that there is a different constituent element determination table
400 having the same constituent elements (Yes in S802), including the changed con-
stituent element, a determination result recorded on the different constituent element

determination table 400 can be used. Accordingly, the conducting of the vendor certi-
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fication test of its own is restricted, and the test-not-necessary flag 410 of a constituent
element determination table 400 of its own is set to "1" (S803).

Next, the vendor certification test conducting part 13 determines whether the vendor
certification test for a storage system 1 corresponding to the different constituent
element determination table 400 has been completed, and if determining that the
vendor certification test has been completed (Yes in S804), the vendor certification test
conducting part 13 acquires a determination result recorded on the different constituent
element determination table 400 (S805), and records the determination result on the
constituent element determination table 400 of its own (S806).

Meanwhile, if the vendor certification test conducting part 13 determines that the
vendor certification test for the storage system 1 corresponding to the different con-
stituent element determination table 400 has not been completed (No in S804), the
process waits a completion.

In this case, a the vendor certification test conducting part 13 belonging to the
storage system 1 corresponding to the different constituent element determination table
400 searches the vendor certification information database 50 at the time of completion
of the test, and gives a notice indicating the completion of the test to the vendor certi-
fication test conducting part 13 involved in this process flow, by referring to the test-
not-necessary flag 410 recorded above.

The vendor certification test conducting part 13 having received the notice indicating
the completion of the test acquires a determination result recorded on the different con-
stituent element determination table 400 as described above (S805), and records the
determination result on the constituent element determination table 400 of its own
(S806).

According to the embodiment, for two or more storage systems 1 including the same
constituent elements as each other, the vendor certification test is prevented from being
repeatedly conducted, so that the time and cost necessary for the vendor certification
test is reduced. In addition, an effect is produced in which suspension of transaction
due to the conducting of the vendor certification test does not occur for a user who has
been able to avoid the repetitive conducting of the vendor certification test, so that the

operation efficiency of a storage system 1 is enhanced.
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Claims

An information processing apparatus validating a configuration of a storage
system having a server device, a storage device providing the server device with
a storage area, and a relay device coupling the storage device and the server
device, comprising:

a configuration information storing part acquiring and storing constituent
element information pieces from the server device, the storage device, and the
relay device, the constituent element information pieces each being information
on a constituent element that is a test target of a vendor certification test to be
conducted in order to obtain a certification for the storage system from a vendor
of software installed in the server device;

a configuration change detecting part comparing the stored constituent element
information pieces that are stored in the configuration information storing part
with the constituent element information piece that is acquired from the storage
system by the configuration information storing part, so as to determine whether
there is a change in the acquired constituent element information piece, and, if
determining that there is a change in the acquired constituent element in-
formation piece, the configuration change detecting part comparing the acquired
constituent element information piece determined as being changed with cer-
tificated constituent element information pieces that are stored in a storing device
coupled to the information processing apparatus and having received the vendor
certification, so as to determine whether the storing device includes any cer-
tificated constituent element information piece which matches the acquired con-
stituent element information piece determined as being changed;

a vendor certification test conducting part conducting the vendor certification test
targeted for the storage system having the acquired constituent element in-
formation piece determined as being changed, if the configuration change
detecting part determines that no matching constituent element information piece
is included; and

a data storing part storing, in the storing device, a result of the vendor certi-
fication test conducted by the vendor certification test conducting part.

The information processing apparatus according to claim 1, wherein the con-
stituent element information pieces include any one selected from a group of a
type of software installed in the server device, a version of the software, a model
number of an HBA provided to the server device, a version of software operating
on the HBA, a model number of the relay device, a version of software operating

on the relay device, a model number of the storage device, and a version of
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software operating on the information processing apparatus.

The information processing apparatus according to claim 1, wherein

the storing device is coupled to a plurality of the storage systems, and stores
therein constituent element information pieces of the respective storage systems,
and

the information processing apparatus is capable of referring to the constituent
element information pieces of the respective storage systems stored in the storing
device.

The information processing apparatus according to claim 1, wherein if the con-
figuration change detecting part determines that a matching constituent element
information piece is included, the vendor certification test conducting part
acquires a test result of the matching constituent element information piece from
the storing device, and then stores the test result in the storing device as a test
result for the storage system, instead of conducting the vendor certification test
targeted for the storage system.

The information processing apparatus according to claim 1, wherein the vendor
certification test conducting part conducts the vendor certification test with
respect to a predetermined test item targeted for the constituent element de-
termined to have a change by the configuration change detecting part.

The information processing apparatus according to claim 1, wherein, in the
vendor certification test, before conducting a test item requesting discontinue of
a transaction in process in the storage system, the vendor certification test
conducting part generates screen data including an inquiry as to whether the
conducting of the test item is allowed, and then displays the screen data via an
output device provided to the storage system.

The information processing apparatus according to claim 1, wherein

the information processing apparatus is coupled to a computer which the vender
possesses, and

if determining that the vendor certification test conducted for the storage system
as a target has normally been completed, the vendor certification test conducting
part transmits, to the computer possessed by the vendor, information indicating
that the vendor certification test has normally been completed, in order to obtain
the vendor certification for the storage system from the vendor.

The information processing apparatus according to claim 1, wherein, before
conducting the vendor certification test, the vendor certification test conducting
part searches the storing device to determine whether there is a different storage
system being different from the storage system to which the vendor certification

test conducting part belongs and having a constituent element information piece
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which matches the constituent element information piece of the storage system to
which the vendor certification test conducting part belongs, and if determining
that there is the different storage system, the vendor certification test conducting
part suspends a start of the vendor certification test.

The information processing apparatus according to claim 1, wherein if the
vendor certification test conducting part determines that there is a test item not
completed normally among test items of the vendor certification test, the vendor
certification test conducting part searches the constituent element information
pieces stored in the storing device, acquires a constituent element information
piece being similar to a constituent element information piece of the storage
system and having received the vendor certification, and then displays a screen
including the similar constituent element information piece via an output device
provided to the storage system.

A method of operating an information processing apparatus validating a con-
figuration of a storage system having a server device, a storage device providing
the server device with a storage area, and a relay device coupling the storage
device and the server device, comprising the steps of:

by using a configuration information storing part of the information processing
apparatus, acquiring and storing constituent element information pieces from the
server device, the storage device, and the relay device, the constituent element
information pieces each being information on a constituent element that is set as
a test target of a vendor certification test to be conducted in order to obtain a cer-
tification for the storage device from a vendor of software installed in the server
device;

by using a configuration change detecting part of the information processing
apparatus, comparing the stored constituent element information pieces that are
stored in the configuration information storing part with the constituent element
information piece that is acquired from the storage system by the configuration
information storing part, so as to determine whether there is a change in the
acquired constituent element information piece, and, if determining that there is a
change in the acquired constituent element information piece, the configuration
change detecting part comparing the acquired constituent element information
piece determined as being changed with certificated constituent element in-
formation pieces that are stored in a storing device coupled to the information
processing apparatus and having received the vendor certification, so as to
determine whether the storing device includes any certificated constituent
element information piece which matches the acquired constituent element in-

formation piece determined as being changed;



20

WO 2010/070700 PCT/JP2008/003768

by using a vendor certification test conducting part of the information processing
apparatus, conducting the vendor certification test targeted for the storage system
having the acquired constituent element information piece determined as being
changed, if the configuration change detecting part determines that no matching
constituent element information piece is included; and

by using a data storage part of the information processing apparatus, storing, in
the storing device, a result of the vendor certification test conducted by the

vendor certification test conducting part.
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