WO 2003/098604 A3 || 0000000 0000 R O A

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
27 November 2003 (27.11.2003)

PCT

(10) International Publication Number

WO 2003/098604 A3

GOGF 11/30,

(51) International Patent Classification’:
12/14, 17/60, HO4L 9/00, 9/32

(21) International Application Number:
PCT/IL2003/000383

(22) International Filing Date: 12 May 2003 (12.05.2003)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:

149759 20 May 2002 (20.05.2002) IL
(71) Applicant (for all designated States except US): HEX-

ALOCK LTD. [IL/IL]; P.O. Box 32, 60990 Shfaim (IL).

(72) Inventor; and
(75) Inventor/Applicant (for US only): COHEN, Eyal [IL/IL];
71 Weizman Street, 27018 Kiryat Bialik (IL).

(74) Agents: LUZZATTO, Kfir et al.; Luzzatto & Luzzatto,
P.O. Box 5352, 84152 Beer-Sheva (IL).

(81) Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,
CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR, KZ, LC,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NI, NO, NZ, OM, PH, PL, PT, RO, RU, SC, SD,
SE, SG, SK, SL, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
UZ, VC, VN, YU, ZA, ZM, ZW.

(84) Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Burasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, RO,
SE, SI, SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM,
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report

[Continued on next page]

(54) Title: METHOD AND SYSTEM FOR PROTECTING DIGITAL MEDIA FROM ILLEGAL COPYING

00

Is data
received?

Does the

' Read 2™ data match
LDS the original

data?

Is data
received? "

Does the
data match
the original
data?

360

388’7

(57) Abstract: A method for protecting digital me-
dia from illegal copying by placing in predetermined
locations of the digital media a set of Logical Digital
Signatures (LDS) (300, 330), that cause retrieval
of a different Sense Code (SC) (360) and comprise
a different signature. Utilizing an authentication
module having access to the signatures and detects
the presence of the logical errors. Activating the
authentication module whenever the content of the
storage media is accessed, performing read operation
of the locations wherein the LDSs (300, 330), are
located, storing the Sense Code (SC) (360) obtained
from each read operation in a memory, and allowing
access to the content of said storage media (370) if
information was retrieved following the LDS (330,
330) read operation and it matches the information
that was originally stored (360). If different SCs
(360) were obtained from the reading operation of
the different LDSs (300, 330), otherwise preventing
the access to the content of the storage media (380).
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