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METHODS AND APPARATUS FOR PROVIDING SECURE MULTIPLE-NETWORK

ACCESS AT A SINGLE WORKSTATION.

FIELD OF THE INVENTION
The present invention relates to network computing in general, and more
particularly to methods and apparatus for providing secure multiple-network access at a single

workstation.

BACKGROUND OF THE INVENTION

One of the main challenges today facing managers of private networks, such as
Local Area Networks (LANs), is giving their authorized computer users access to both private
networks and public networks, such as the Internet, while keeping confidential or restricted
private network information from being copied to or otherwise accessed from the public
network.  Although technologies, such as firewalls, exist that prevent access to private
networks from intruders, they are mainly intended to keep people out and do little to prevent
private network users from transmitting confidential data. These technologies are also
susceptible to break-ins by intruders who bypass hardware and software security measures
that organizations use to protect their data. The problem has become so acute that many
organizations, especially military and governmental organizations and companies who work
with them, simply do not allow their users to access public networks from their facilities or
provide workstations and servers for public network access that are completely separate from
those of the private network, usually placed in separate rooms and with separate

communication lines, and usually shared among several users. These separate private/public
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network access facilities are bothersome to use, requiring users who need to work on both

private and public networks to physically move between workstations in order to do so.

SUMMARY OF THE INVENTION

The present invention seeks to provide methods and apparatus for providing
secure multiple-network access at a single workstation that overcome disadvantages of the
prior art described hereinabove. A workstation is provided having multiple subcomputer
assemblies, each subcomputer assembly having its own central processing unit (CPU),
memory, hard disk or other non-volatile storage device, basic input/output system (BIOS),
network adapter, and display adapter. The subcomputer assemblies share a single keyboard,
monitor, mouse, I/O ports, and other peripheral devices, as well as the same network
connection, via a local control unit (LCU) which determines which of the subcomputer
assemblies control of the workstation and its peripherals at any given time. Each subcomputer
assembly runs independently of the other, and no facility is provided for data transfer between
subcomputer assemblies. Given physically separate and thus data-isolated subcomputer
assemblies, one or more assemblies may be dedicated for public network access while one or
more other assemblies may be dedicated for private network access. This total separation
between public and private network access provided within the context of a single workstation
ensures that private network data is not copied to a public network, that intruders cannot
access the private network via the public network, and that a computer user need not
physically move between multiple workstations.

It is noted throughout the specification and claims that the term “data isolation”
and variants thereof as used herein refers to the inability of a first CPU to transmit data to a

second CPU and/or to store data directly to memory or other storage associated with a second
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CPU due to absence of a communication channel between the first CPU and the second CPU,
its memory, or its storage.

There is thus provided in accordance with a preferred embodiment of the present
invention apparatus for providing secure multiple-network access at single workstation, the
apparatus including a subcomputer assembly platform, a plurality of subcomputer assemlies
assembled with the subcomputer assembly platform, where each of the subcomputer
assemlies Includes a central processing unit (CPU), and a network adapter, a netwérk
connection, a local control unit for selectably connecting any one of the subcomputer
assemblies to the network connection via its network adapter at any given time and a network
control unit for selectably connecting a first of the subcomputer assemblies to a first network
and a second of the subcomputer assemblies to a second network, where each of the
subcomputer assemblies operates in data isolation from every other of the subcomputer
assemblies.

Further in accordance with a prreferred ambodiment of the present invention the
subcomputer assemblies platform is operative to provide access to plurality of peripheral
devices, and where any one of the subcomputer assemblies is operative to control any of the
peripheral devices at any given time.

Still further in accordance with a preferred enbodiment of the present invention
the network control unit is operative to selectably connect the first subcomputer assembly to
the first network at a first time and the second subcomputer assembly to the second network at
a second time.

Additionally in accordance with a preferred embodiment of the present invention

the first network is a private network and where the second network is a public network.
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Moreover in accordance with a preferred embodiment of the present invention the
private network is a Local Area Network (LAN).

Further in accordance with a preferred embodiment of the present invention the
public network is the Internet.

There is also provided in accordance with a preferred embodiment of the present
invention apparatus for the providing secure multiple-network access at a single workstation,
the apparatus including a motherboard including a central proccessing unit (CPU), a memory,
a storage device having a first operating system, and a network adapter, a subcomputer
assembly assembled with the motherboard, where the subcomputer assembly includes a
memory including a second operating system, and a boot control program operative to
selectably boot the workstation from either of the first operating system and the second
operating system and disable the storage device when the workstation boots from the second
operating system, a network connection, a local control unit for selectably connecting either
of the motherboard and the subcomputer assembly to the network connection via the network
adapter at any given time, and a network control unit for selectably connecting the
motherboard to a first network and the subcomputer assembly to a second network, where the
motherboard and the subcomputer assembly operate in data isolation from one another.

There is additionally provided in accordance with a preferred embodiment of the
present invention in a system including a subcomputer assembly platform, a plurality of
subcomputer assemblies assembled with the subcomputer assembly platform, where eacv of
the subcomputer assemblies includes a central processing unit (CPU) and a network adapter, a
network connection, and a plurality of networks, a method for providing secure multiple-
network access, the method including the steps of operating each of the subcomputer

assemblies in data isolation from every other of the subcomputer assemblies, selectably
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connecting a first one of the subcomputer assemblies to the network connection via its
network adapter, and selectably connecting the first subcomputer assembly to a first one of
the plurality of networks.

Further in accordance with a preferred embodiment of the present invention the
method further includes the steps of selectably disconnecting the first subcomputer assembly
from the first network, selectably connecting a second one of the subcomputer assemblies to
the network connection via its network adapter and selectably connecting the second
subcomputer assembly to a second one of the plurality of networks.

Still further in accordance with a preferred embodiment of the present invention
the subcomputer assembly platform is operative to provide access to a plurality of peripheral
devices, and further including the step of providing the first subcomputer assembly with

control of any of the peripheral devices.

Additionally in accordance with a preferred embodiment of the present invention
the first one of the plurality of networks is a private network and where the second one of the
plurality of networks is a public network.

Moreover in accordance with a preferred embodiment of the present invention the
private network is a Local Area Network (LAN).

Further in accordance with a preferred embodiment of the present invention the

public network is the Internet.

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention will be understood and appreciated more fully from the

following detailed description taken in conjunction with the appended drawings in which:
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Fig. 1 is a simplified illustration of a system for providing secure multiple-
network access at a single workstation, constructed and operative in accordance with a
preferred embodiment of the present invention;

Fig. 2 is a simplified flowchart illustration of a method of operation of the system
of Fig. 1, operative in accordance with a preferred embodiment of the present invention;

Fig. 3 is a simplified illustration of a system for providing secure multiple-
network access at a single workstation, constructed and operative in accordance with another
preferred embodiment of the present invention; and

Fig. 4 is a simplified flowchart illustration of a method of operation of the system

of Fig. 3, operative in accordance with a preferred embodiment of the present invention.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Reference is now made to Fig. 1 which is a simplified illustration of a system for
providing secure multiple-network access at a single workstation, constructed and operative in
accordance with a preferred embodiment of the present invention. In Fig. 1 a workstation 10
acts as a subcomputer assembly platform having several subcomputer assemblies (SAs) 12,
14, and 16 assembled therewith. Although only one workstation 10 is shown, it is appreciated
that the present invention may include multiple workstations configured as described
hereinbelow. Each of the SAs 12, 14, and 16 typically includes a central processing unit
(CPU) 18, a network adapter 20, a BIOS chipset 22, a display adapter 24, a memory 26, a
storage device 28, and a control port 30. SAs 12, 14, and 16 are connected via control port 30
to a local control unit (LCU) 32 which preferably comprises a controller 34, a data
modulation transmit/receive unit (DMU) 36, and an I/O switching unit 38 which connects any

of the SAs 12, 14, and 16 to any peripheral devices that are connected to the subcomputer
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assembly platform, such as a keyboard 40, a monitor 42, I/O ports 44, such as COM or LPT
ports, a mouse 46, and a network connection 48. LCU 32 preferably selectably connects any
one of subcomputer assemblies 12, 14, and 16 to network connection 48 via its network
adapter 20 such that only one of subcomputer assemblies 12, 14, and 16 is connected to
network connection 48 at any given time.

The term “network connection” as used herein refers to a single physical network
path between an SA and a network, and not necessarily a single network connector or
coupling. For example, although workstation 10 may be connected to a single RJ-45 jack
housing 8-wire category 5 network cabling, only one SA may use all 8 wires at a given time,
such as in 100BaseT full duplex networks. Alternatively, one SA may use 4 of the 8 wires at
the same time that another SA uses the other 4 of the 8 wires, such as in 10BaseT half duplex
networks.

A network control unit (NCU) 50 is preferably connected workstation 10 via
network connection 48. NCU 50 preferably includes a control unit 52 for controlling NCU
50, a data modulation transmit/receive unit (DMU) 54, a user rights database 56, and a
switching bank 58 which connects NCU 50 to any of several network hubs/switches 60 or
routers 64, which in turn are connected to one or more network servers 62 and 68, either
directly such as in a private network arrangement, as with hub 60 and server 62, or via a
connection with a remote server such as in a public network arrangement, as with router 64
and server 68 connected via a network 66, such as the Internet. Communication between
LCU 32 and NCU 50 is provided by DMUs 36 and 54 respectively via network connection 48
by modulating/demodulating data transmissions between them using known techniques.
NCU 50 may itself be controlled by a computer 70. Multiple NCUs may also be used to

control large numbers of workstations configured as described herein, and may be daisy-
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chained and centrally controlled by computer 70 through access to any one of the NCUs.

Each of SAs 12, 14, and 16 preferably has its own operating system and network
operation software and functions in data-isolation from any other SA. Each SA additionally
includes SA control software that the SA executes and through which a user at workstation 10
may interact with the SA and “move between” SAs by requesting that one SA or another be
given exclusive control over workstation 10’s peripheral devices and be connected to a public
or private network via network connection 48. In order to achieve true data-isolation,
preferably only one SA in workstation 10 will be in control of workstation 10’s peripheral
devices and network connection 48 at any given time.

Reference is now made to Fig. 2 which is a simplified flowchart illustration of a
method of operation of the system of Fig. 1, operative in accordance with a preferred
embodiment of the present invention. In the method of Fig. 2 the SAs in a workstation
operate independently and in data-isolation from other SAs, with one SA currently in control
of the workstation’s peripheral devices and the workstation’s network connection (step 100).
A user at the workstation instructs the control application running on the SA currently in
control that he wishes to switch to another SA and connect to a network (step 110). The
control application communicates this to the LCU which places the desired SA in control of
the workstation (step 120). The LCU then informs the NCU which network the user’s wishes
to be connected to (step 130). The NCU then checks the user rights database to see in the
requesting user and/or SA being selected is authorized to connect to the requested network
(step 140). If so, the NCU switching bank opens a connection between the hub/switch and
network server and the selected SA (step 150). If the requesting user and/or SA being
selected is not authorized to connect to the requested network the connection request is

refused (step 160).
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Reference is now made to Fig. 3 which is a simplified illustration of a system for
providing secure multiple-network access at a single workstation, constructed and operative in
accordance with another preferred embodiment of the present invention. The system of Fig. 3
is similarly configured to that of Fig. 1 except as is noted hereinbelow. Workstation 10 is
preferably configured with a motherboard 72 having a memory 74, a CPU 76, a network
adapter 78, and a storage device 80 including an operating system. An SA 82 is also provided
having a non-volatile memory 84 including its own operating system.

Reference is now made to Fig. 4 which is a simplified flowchart illustration of a
method of operation of the system of Fig. 3, operative in accordance with a preferred
embodiment of the present invention. In the method of Fig. 4 the workstation accesses SA 82
when booting and executes a control program stored on SA memory 84 (step 200). The
control program asks the user whether he wishes to boot from the operating system on storage
80 or from the operating system on SA memory 84 (step 210). If the user chooses to boot
from storage 80, the workstation boots normally and requests network access via the LCU and
NCU as described hereinabove with reference to Fig. 2 (step 220). If the user chooses to boot
from SA memory 84, the workstation boots from memory 84 and access to storage 80 is
prevented, preferably through physical disconnection of storage 80 and/or power down of
storage 80 (step 230). Operation thereafter of workstation 10 and SA 80 vis-a-vis the LCU
and NCU are as described hereinabove with reference to Fig. 2, with the notable exception
that both workstation 10 and SA 84 use the same network adapter for network access.

It is appreciated, with continuing reference to Figs. 3 and 4, that multiple SAs 82
may be assembled with workstation 10, with the boot control program asking the user which
SA he wishes to boot from. Additionally or alternatively, one SA 82 may have multiple

memories, each having its own operating system, in which case the user is asked which
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memory he wishes to boot from. Additionally or alternatively, SA 82 may have one memory
with multiple storage areas within the memory, with each storage area storing its own
operating system, in which case the user is asked which memory storage area he wishes to
boot from.

While the methods and apparatus disclosed herein may or may not have been
described with reference to specific hardware or software, the methods and apparatus have
been described in a manner sufficient to enable persons of ordinary skill in the art to readily
adapt commercially available hardware and software as may be needed to reduce any of the
embodiments of the present invention to practice without undue experimentation and using
conventional techniques.

While the present invention has been described with reference to a few specific
embodiments, the description is intended to be illustrative of the invention as a whole and is
not to be construed as limiting the invention to the embodiments shown. It is appreciated that
various modifications may occur to those skilled in the art that, while not specifically shown

herein, are nevertheless within the true spirit and scope of the invention.
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CLAIMS
What is claimed is:
1. Apparatus for providing secure multiple-network access at a single workstation,

said apparatus comprising:
a subcomputer assembly platform;
a plurality of subcomputer assemblies assembled with said subcomputer assembly
platform, wherein each of said subcomputer assemblies comprises:
a central processing unit (CPU); and
a network adapter;
a network connection,
a local control unit for selectably connecting any one of said subcomputer
assemblies to said network connection via its network adapter at any given time; and
a network control unit for selectably connecting a first of said subcomputer
assemblies to a first network and a second of said subcomputer assemblies to a second
network,
wherein each of said subcomputer assemblies operates in data isolation from

every other of said subcomputer assemblies.

2. Apparatus according to claim 1 wherein said subcomputer assembly platform is
operative to provide access to a plurality of peripheral devices, and wherein any one of said
subcomputer assemblies is operative to control any of said peripheral devices at any given

time.

3. Apparatus according to claim 1 wherein said network control unit is operative to
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selectably connect said first subcomputer assembly to said first network at a first time and

said second subcomputer assembly to said second network at a second time

4. Apparatus according to claim 1 wherein said first network is a private network

and wherein said second network is a public network.

5. Apparatus according to claim 4 wherein said private network is a Local Area
Network (LAN).

6. Apparatus according to claim 4 wherein said public network is the Internet.

7. Apparatus for providing secure multiple-network access at a single workstation,

said apparatus comprising:
a motherboard comprising:
a central processing unit (CPU);
a memory;
a storage device having a first operating system; and
a network adapter;
a subcomputer assembly assembled with said motherboard, wherein said
subcomputer assembly comprises:
a memory comprising:
a second operating system; and
a boot control program operative to:

selectably boot said workstation from either of said first
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operating system and said second operating system and
disable said storage device when said workstation boots from
said second operating system;

a network connection;

a local control unit for selectably connecting either of said motherboard and said
subcomputer assembly to said network connection via said network adapter at any given time;
and

a network control unit for selectably connecting said motherboard to a first
network and said subcomputer assembly to a second network,

wherein said motherboard and said subcomputer assembly operate in data

isolation from one another.

8. In a system including a subcomputer assembly platform, a plurality of
subcomputer assemblies assembled with said subcomputer assembly platform, wherein each
of said subcomputer assemblies includes a central processing unit (CPU) and a network
adapter, a network connection, and a plurality of networks, a method for providing secure
multiple-network access, the method comprising the steps of:

operating each of said subcomputer assemblies in data isolation from every other
of said subcomputer assembilies;

selectably connecting a first one of said subcomputer assemblies to said network
connection via its network adapter; and

selectably connecting said first subcomputer assembly to a first one of said

plurality of networks.
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9. A method according to claim 8 and further comprising the steps of:
selectably disconnecting said first subcomputer assembly from said first network;
selectably connecting a second one of said subcomputer assemblies to said
network connection via its network adapter; and
selectably connecting said second subcomputer assembly to a second one of said

plurality of networks.

10. A method according to claim 8 wherein said subcomputer assembly platform is
operative to provide access to a plurality of peripheral devices, and further comprising the
step of providing said first subcomputer assembly with control of any of said peripheral

devices.

11. A method according to claim 9 wherein said first one of said plurality of networks

is a private network and wherein said second one of said plurality of networks is a public

network.
12. A method according to claim 11 wherein said private network is a Local Area
Network (LAN).

13. A method according to claim 11 wherein said public network is the Internet.
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