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Description

[0001] The invention relates to a method for safe train remote control,

wherein an automatic train comprises

- an on-board ADS (= automatic driving system) unit, including a camera systemmonitoring a track section ahead
of the automatic train, and

- an automatic train mobile com router for forwarding and receiving data via a mobile communication network,

wherein an ATO (= automatic train operation) trackside rail traffic operation and management centre comprises

- a train remotecontrol console for remotecontrol of theautomatic train, includingadisplayshowingan imageof the
track section ahead of the train to a remote driver at the train remote control console, and in particular including a
moving map display for indicating a train position of the automated train, and

- a management centre mobile com router for forwarding and receiving data via the mobile communication
network,

wherein the ATO trackside rail traffic operation and management centre (COC) and the automatic train (ATR) each
comprise a map data base (MDB) containing common reference objects.

[0002] Such a method is known from JP 2019 001203 A.
[0003] Trains are an important means of transport, for both passengers and freight, in a fast, efficient and ecofriendly
way. Usually, a train driver on board, typically in the locomotive at the front of the train, watches the track section ahead of
the train through a window and drives the train using local (on-board) driver’s cabin.
[0004] However, efforts have been taken to automate driving of a train. In grade of automation (=GoA) level 4, generally
no train driver is on board anymore. However, theremay be situations remaining where a human interaction is necessary
or desired. Such situationsmay include emergency situations or technical defects in the automatic train control system, or
more generally situations wherein the automatic train control system recognizes a situation it cannot handle safely in
automatic mode. In order to end the train’s journey safely, a human driver has to take over control, at least temporarily.
[0005] For this purpose, a train drivermay be brought to the trainwho enters the driver’s cab and takes over train control
onboard.However, thismaybecumbersomeandmaycausesignificant delays.More convenient is a remote control of the
train by a human train driver at an automatic train operation (=ATO) trackside rail traffic operation andmanagement centre
(also called simply control centre). The train driver at the control center ("remote driver") requires basically all the
information that an on board train driver would have, and requires access to basically all driving functions that an on board
train driver would have.
[0006] An important information the remote train driver at the trackside control centre requires is a view of the track
section ahead, in particular for identifying railway signs and railway signals as well as possible objects ahead of the train,
including obstacles on the track.
[0007] EP 3 220 613 A1 suggests that a train driver in a trackside control centre temporarily takes over control of a
driverless train, wherein the trackside control centre is connected to a camera of the train monitoring the track section
ahead of the train. Communication is done via a packet based communication network.
[0008] Transmitting image informationbetween theautomatic train or its on-boardautomatic driving systemunit and the
trackside control centre or its train remote control console where the remote driver sits requires significant bandwidth in a
mobile communication network. In general, however, the bandwidth is often rather limited.
[0009] In order to save bandwidth, it is possibly to apply a low pixel resolution of image data and to apply image
compression. However, if the pixel resolution is low, safety relevant details about the track section ahead of the train may
becomenot recognizable. Image compression, too,may blur image details if applied too extensively. As an example, if the
switching state of a railway signal cannot be identified reliably any more by the remote driver, the train safety may be
immediately endangered by collisions. Further, the time resolution of image data may be chosen low in order to safe
bandwidth, but this may lead to jerky images. In general, delays in the transfer of image data can endanger the train, too.
[0010] EP 1 597 130 B1, also published as WO 2004/074068 A1, describes a remote control for an unmanned
locomotive over a track layout in a shunting yard. A portable communications device is used for commanding a desired
destination for the locomotive and controlling movement of the locomotive.
[0011] EP 2 765 053 B1 describes a rail train diagnostics system, wherein a wireless interface on board of a train
transmits diagnostic data from an on-board control unit to a ground-based server. The diagnostics data is transmitted in a
plurality of channels, including a live channel and a backfill channel.
[0012] WO2006/028318A1describesanapparatus forwireless remote control of amagnetic levitation train, applying a
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bi-directional packet-based communication.
[0013] Alstom recently announcedmetro train operation with passengers at GoA level 3, and during shunting with GoA
level 4, with no staff on board but the possibility for remote train control, compare
https://www.alstom.com/press-releases-news/2020/5/world-first-automatic-train-operation-regional-passenger-
trains-be
as of 11.05.2021.
[0014] JP2019001203Adescribes a railway operation support system,wherein video signals of a camera of a train are
transmitted using a video signal compression unit via awireless network to a video display in a trackside control chamber.
In a variant, an object detection part is connected to theoutput of a cameraon the train, and if the object detection part finds
an object to be gazed, then a video signal control part maintains a high visibility without reducing the resolution or time
frame rate of the neighborhood area including the object. In a further variant, the video compression unit imparts position
information of the train as metadata of the video data to the control chamber. A storage on the train and a storage at the
control chamber containpast videodataof high resolutionof theneighborhoodarea. The transmitted videosignal contains
only a difference between the video data from the camera and from the on train storage, and at the control chamber, the
transmitted difference is added to the video data from the storage at the control center, using the position information.
[0015] DE 697 31 009 T2 discloses an automatic obstacle identification, in particular for a railway anti-collision system,
wherein a camera is automatically aligned. The automatic alignment can use a GPS position information.
[0016] DE 10 2012 215 544 A1, also published as US 2015/201165 A1, describes a method for monitoring a railway
track, wherein a railway vehicle is equipped with a recording unit, and the recording is stored on the railway vehicle or at a
central location. Recorded images may undergo an image analysis, may be provided with a time information or position
information, and may be compared with image data recorded before. The railway vehicle may communicate with the
central location via a wireless network.

Object of the invention

[0017] It is the object of the present invention to provide amethod for remote control of an automatic train, wherein video
images of the track section ahead of the train, including enough details of the track section ahead for a save remote train
control, can be provided at the ATO trackside rail traffic operation and management centre, which requires only a low
bandwidth consumption of a mobile communication network.

Short description of the invention

[0018] This object is achieved, in accordance with the invention, by a method as introduced in the beginning,
characterized in

that said referenceobjects represent typical typesof tracksideobjects each,wherein for each referenceobject at least
an object ID and a high resolution object appearance information representative for the corresponding typical type of
trackside object is stored, wherein the high resolution object appearance information is vectorised,

that the camera system generates high resolution image frames, to which image frame numbers are allocated, and
which are processed in at least two processing lines,

wherein in a first processing line,

- the high resolution image frames are reduced in resolution, compressed and encoded at the on-board ADS unit
into low resolution image frames, and

- the low resolution image frames and their image frame numbers are transmitted via a first data channel from the
on-board ADS unit to the train remote control console via the mobile communication network,

wherein in a second processing line,

- the high resolution image frames are subjected to a pattern recognition algorithm, which identifies objects in the
high resolution image frames, allocates them to reference objects stored in the map data base of the on-board
ADS unit, and determines the corresponding object ID and relative object image insertion properties of each
identified object, including at least an image frame number, an insertion vector point and scaling/rotation
parameters, and

- determined object IDs and image insertion properties are transmitted via a second data channel from the on-
board ADS unit to the train remote control console via the mobile communication network,
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that at theATOtrackside rail trafficoperationandmanagement centre, theobject IDsand image insertionpropertiesof
theseconddata channel are translated intohigh resolutionobject appearancesaccording to thecorresponding stored
reference objects in the map data base of the ATO trackside rail traffic operation and management centre,

and that these high resolution object appearances are seamlessly overlaid onto the low resolution image frameswith
matching image framenumber receivedvia the first data channel, resulting into the imageof the track sectionaheadof
the train shown to the remote driver at the ATO trackside rail traffic operation and management centre.

[0019] According to the present invention, the video images of the track section ahead of the train that are shown at the
train remote control console to the remotedriver is basedon imagedataoriginating from (at least) twoprocessing linesand
respective data channels.
[0020] In order to capture all safety relevant information, the camera system of the automatic train generates a video
signal comprising high resolution image frames. However, these high resolution image frames are not transmitted via the
mobile communication network as such, since this would require a large bandwidth.
[0021] In a first processing line, the high (pixel) resolution image frames are reduced in resolution in each image
direction, typically by resampling the image with known techniques such as bilinear or bicubic interpolation, in this way
generating low (pixel) resolution image frames. In addition the images are compressed by known techniques such as run
length encoding or discrete cosine transformations or other video encoders. These low resolution image data frames are
transmitted via a first data channel from the automatic train (or its on-board ADS unit) to the ATO trackside rail traffic
operation and management centre (also called simply "control centre") via the mobile communication network. This
requires only few bandwidth. The low resolution image frames are sufficient for giving the remote driver a general
impressionof the tracksectionahead, inparticular forgeneral orientation.Forexample, tracksidevegetationsuchasgrass
or trees or trackside buildings do not need a high resolution in order to be recognizable, and they are not important for train
safety. In the first data channel, known video image compression techniques (such as i-frames/p-frames/b-frames
prediction) may be applied in order to further reduce the required bandwidth.
[0022] In a second processing line, the high (pixel) resolution image frames undergo a pattern recognition. The pattern
recognition is based on a comparison with reference objects stored in a map data base of the automatic train. These
reference objects represent different types of objects that can typically be found ahead of a train, including all kinds
trackside objects which might be relevant for safe train operation, in particular railway signals (including their switching
state), railway signs, tracks, track switches (including their switching states) and bars of railway crossings. The reference
objects preferably also include typical obstacles thatmayappear ona track, suchas trainwaggonsand locomotives, fallen
trees, broke down vehicles, people (in particular track workers and walkers) and large animals (such as cows). For each
reference object, at least an object ID (typically an alphanumerical code) and a representative high resolution appearance
information is stored. The high resolution appearance information is vectorised, comprising a plurality of anchor points,
lines, polylines, polygons or curves connecting the anchor points, and colour information for the lines, curves and/or
surfaces enclosed by the lines and curves. If a reference object sufficiently matches with a structure contained in a high
resolution image frame, then an object is identified in the high resolution image frame. An identified object is allocated the
object ID of the matching reference object and relative object image insertion properties, including the image frame
number in which it was identified, an insertion vector point ("center of gravity" of the identified object), and scaling/rotation
parameters. The scaling/rotation parameters typically include a scaling value (the size of the identified object, typically
relative to a stored standard size of the reference object), a first rotation value (rotation with respect to a first axis, e.g. a
vertical axis) and a second rotation value (rotationwith respect to a second rotation axis, e.g. a horizontal axis). The object
IDs and relative object image insertion properties of identified objects are transmitted via a second data channel from the
on board ADSunit to the control centre via themobile communication network. Transmitting this information requires only
few bandwidth, too.
[0023] From the second data channel, the (safety relevant) identified objects can be reconstructed into high (pixel)
resolution image data at the control centre. For this purpose, the control centre also comprises a map data base with
reference objects, corresponding to the reference objects stored in the map data base of the automatic train. In other
words, the map data bases of the automatic train and the control centre contain basically the same information on
reference objects. Based on the high resolution object appearance information contained in the map data base of the
control centre, the high resolutionobject appearance for each identifiedobject canbe reconstructed for each image frame,
basedon the transmitted respective object ID, insertion vector point and scaling/rotation parameters, and the image frame
number.
[0024] The reconstructed high resolution object appearances, based in the second data channel information, can then
be overlaid into the low resolution image frame, received via the first data channel, with the corresponding image frame
number. The resulting overlay image frame then contains high resolution image information where there are safety
relevant identified objects, and low resolution image informationwhere there is only landscape irrelevant for train safety. In
this way, for example railway signals including their switching state which are reconstructed via the second data channel
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and shown in high resolution, can easily be recognized by the remote driver, while at the same time, the remote driver also
gets a coarse impression of the landscape at low resolution.
[0025] It should be noted that the low resolution image frames may be interpolated to the high resolution of the high
resolution object appearance at the control centre for simplifying the overlay procedure, in accordance with the invention,
but this does not increase the information depth received via the first data channel.
[0026] Themap data base of the ATO trackside rail traffic operation andmanagement centre and themap data base of
theautomatic train are regularly synchronized, such that theyboth contain basically the same referenceobjects ("common
reference objects"). Note that in the most simple embodiment, the map data base does not require georeferencing
information, although georeferencing information is useful for plausibility checks (see further below).
[0027] Further note that for remote control of the automatic train, the ATO trackside rail traffic operation and manage-
ment centre and the automatic train are connected via themanagement centremobile com router and the automatic train
mobile com router via the mobile communication network, which may be a railway specific mobile network or a public
mobile network, or a combination of networks, for example GSM-R or 5G, 4G or LTE. Communication includes, besides
image information, e.g. also driving commands and sensor readouts.

Preferred variants of the invention

[0028] A highly preferred variant of the inventive method is characterized in

that in a third processing line,

- the high resolution image frames are subjected to a vectorization algorithm, which allocates vector elements,
such as points, polylines or polygons, to the high resolution image frames, and determines corresponding vector
properties of each allocated vector element, including an image frame number, and

- determined vector properties for each allocated vector element are transmitted via a third data channel from the
on-board ADS unit to the train remote control console via the mobile communication network,

that at the ATO trackside rail traffic operation and management centre, the vector properties of the allocated vector
elements of the third data channel are translated into vector element appearances,
and that the vector element appearances originating from the third data channel are used for plausibility checks of
and/or are included in the overlay of the high resolution object appearances originating from the second data channel
and the low resolution image frames received via the first data channel with matching image frame number.

[0029] In this variant, high (pixel) resolution image frames undergo a vectorization algorithmat the on-boardADSunit in
a third processing line. In other words, structures found in the high resolution image frames are abstracted. Note that this
abstraction does not require defined reference objects such as railway signals or railway signs, but may be based on
general geometry, above all polygons. Accordingly, the map data base is not required for this third processing line. The
abstraction results in the allocation of vector elements, in particular points, polylines and polygons. The polygons may
contain a colour information, in particular for the polylines and for surfaces enclosed in polygons. The information
necessary for reconstructing an allocated vector element is/are the corresponding vector properties; these include the
image frame number of the frame in which the allocation was done, and information of the location and/or orientation
and/or size and/or colour of points and/or lines and/or surfaces included in the vector element. Typically, the locations of all
points included inavector elementareprovided, and linesaredefinedby their endpoints, andsurfacesaredefinedby their
bordering lines, and for each line and surface a colour information is provided.
[0030] The determined vector properties are transmitted from the on-board ADSunit to the control centre via themobile
communication network via a third data channel, which requires only few bandwidth. At the control centre, the vector
element appearances can be reconstructed based on the transmitted vector properties. The vector element appearances
can be included into the image (i.e. the overlay image frames) of the track section ahead of the train shown to the remote
driver, if desired. For example, an average of the reconstructed vector element appearance data and the reconstructed
high resolution object appearance data can be overlaid on the low resolution image frames of the first channel. Note that
due to its vector typenature, thevectorelement appearance is intrinsically of high resolution, althoughof course it is still the
result of an abstraction of the original (high pixel resolution) camera video data. Image details may remain visible/re-
cognizable in thevectorelementappearances thatdonot remainvisible/recognizable in the lowresolution image frames. It
is also possible to use the reconstructed vector element appearances for a plausibility check of the overlay image frames
resulting from the first and second data channel information. If there is no sufficient match of the vector element
appearance (based on the third channel data) and the overlay image (based on the first and second data channel data)
or tits sourcedata, the remotedriver canbewarned thatno reliably image information is currentlyavailable. Inbothcases,a
higher reliability or trustworthiness of the (regular) overlay image frames or of the train safety may be achieved.
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[0031] An alternative, also preferred variant is characterized in

that in a third processing line,

- the high resolution image frames are subjected to a vectorization algorithm, which allocates vector elements,
such as points, polylines or polygons, to the high resolution image frames, and determines corresponding vector
properties of each allocated vector element, including an image frame number, and

- determined vector properties for each allocated vector element are transmitted also via the second data channel
from the on-board ADS unit to the train remote control console via the mobile communication network,

that at the ATO trackside rail traffic operation and management centre, the vector properties of the allocated vector
elements of the second data channel of the third processing line are translated into vector element appearances,
and that the vector element appearances originating from the second data channel of the third processing line are
used for plausibility checks of and/or are included in the overlay of the high resolution object appearances originating
from the seconddata channel of the secondpro-cessing line and the low resolution image frames received via the first
data channel with matching image frame number. This variant corresponds to the previous variant, with the only
difference that the determined vector properties are sent to the control centre or its train remote console also via the
second data channel, instead of a third data channel. In this way, the third channel can be done without; instead the
second data channel transmits some more information, but still, only few bandwidth is required by the second data
channel.

[0032] Another preferred variant is characterized in

that the relative object image insertion properties of each identified object also include a georeference,
that themap data base of theATO trackside rail traffic operation andmanagement centre and/or of the automatic train
further containsa register of knownobjects definedbyageoreferenceandanattributed referenceobject in each case,
and that the ATO trackside rail traffic operation and management centre and/or the on-board ADS unit check the
allocation of the identified objects to the reference objects for plausibility based on a comparison of the georeferences
and allocated reference objects of the identified objects on the one hand, and the georeferences and attributed
reference objects of the known objects on the other hand.

[0033] In this variant, the map data base at the automatic train and/or the control centre also contains georeferences
(geographical locations) of known objects and their object type (attributed reference object, typically represented by the
object ID); the map data base may also contain some further information on the known object such as its orientation in
space or its size or a unique name, if desired. Objects identified in the second processing line further get attributed their
georeference, i.e. their geographical locationwhere theywere found. The geographical location of an identified object can
in general be calculated from the (usuallywell knownbyGPS)geographical locationof theautomatic train at the timeof the
camera recording, preferably corrected by an estimated distance of the object from the train for better accuracy.
[0034] An identified object is plausible if it sufficiently matches with a known object in amap database; amatch typically
can be confirmed if the georeferences of the identified object and of the known object differ less than a threshold (e.g. less
than 3m,depending on theaccuracy of the train andobject localization) and if the object IDs of the identified object and the
known object are identical. Note that in case of objects that may have different switching states (such as track switches or
railway signals), all possible switching states are preferably included in themap data base as separate knownobjectswith
the same georeference, for simple verification of matching. Alternatively, only one known object with the object ID
belonging to a particular switching state of the object may be stored for the corresponding georeference, and an identified
object with allocated object ID belonging to any one of the possible switching states of the object is considered as
compatible for approving a matching.
[0035] If for an identified object a matching known object has been found, and the known object has attributed a unique
name (suchasa signal number), theuniquenameof the knownobject canbedisplayed to the remotedriver. If nomatching
for identified objects can be found in the register of known objects, then the remote driver can be warned that no reliable
overlay image data is available. Note that typically a matching of identified objects and known objects is only verified (or
required to avoid a warning message) for particular types of identified objects, usually those of particular relevance for
railway safety, e.g. railway signals. By checking the plausibility of the allocation of identified objects, the reliability of the
second processing line or the image data based on the second data channel or the train safety may be improved.
[0036] Inanotherpreferredvariant, theATOtrackside rail trafficoperationandmanagement centrechecks theallocation
of the identified objects to the reference objects for plausibility based on a correlation of the high resolution object
appearances and corresponding object appearances in the low resolution image frame for matching frame numbers. If
there is no minimum conformance of the high resolution object appearances and the corresponding structures in the low
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resolution image frame, the object allocation is questionable, and the remote driver can bewarned that no reliably overlay
image is available at the moment. With this variant, the reliability/trustworthiness of the overlay image frames or the train
safety may be improved.
[0037] Further preferred is a variant which is characterized in

that the on-boardADSunit and theATO trackside rail trafficoperation andmanagement centre each comprise at least
one UTC clock, preferably two UTC clocks, for providing UTC time,
that thecommunicationbetween theautomatic trainmobile comrouterand themanagement centremobile comrouter
via the mobile communication network is packet-based,
whereineachdatapacket is providedwitha timestamp inaheader sectionof thepacket, indicating theUTC timeof the
packet being sent,
that a handshake protocol flow notes UTC times as follows:

T1S UTC time when packet was sent, T1C confirmed UTC time when packet was received, T2S UTC time when
acknowledgement was sent, and T2C UTC time when acknowledgement was received,
that a round trip delay ΔTRoundTrip is determined, with

that an average round trip delay ΔTRoundTrip_AVG is determined over a plurality of past packets,
and that a warning message is delivered if
ΔTRoundTrip-ΔTRoundTrip_AVG>TThresholdRT, with TThresholdRT: Threshold value for round trip delay,
in particular with TTreshholdRT= Kconf*σ(ΔTRoundTrip), with Kconf: confidence estimation value; σ: standard var-
iance. If thedatanecessary for traincontrol, inparticular the imagedatabelonging to the tracksectionaheadof the
train, cannot be delivered in real time synchronization, then the remote driver may not be able to react in a timely
manner in order to ensure train safety. Applying the above variant based on a round trip delay, the delays in
information or command transfer can be determined reliably. In case of uncommon or inacceptable delays, the
remote driver can put the automatic train into a less dangerous state, for example by reducing the train speed or
even stopping the train. The warning message is typically delivered in the display of the train remote control
console, e.g. bygreyingout thedisplayed imageof the tracksectionahead, inparticular if packetsbelonging to the
first data channel or the second data channel are concerned. If the threshold value for round trip delay is
compared to the standard deviation of past round trip delays, common delays can be distinguished from
uncommon delays more easily. Alternatively, applying a fixed threshold for round trip delay ensures a desired
absolute safety level.

[0038] A preferred further development of this variant is characterized in that a clock difference ΔTclocksync is
determined, with

that an average clock difference ΔTclocksync_AVG is determined over a plurality of past packets,
and that the warning message is also delivered if
ΔTclocksync-ΔTclocksync_AVG>TThresholdCD, with TThresholdCD: Threshold value for clock difference. If theUTC clocks on
the automatic train and in the control centre are not properly synchronized, this can obscure and aggravate the
identification of delays of data transmission. By checking the clock difference, asynchronous UTC clocks can be
identified, what improves the train safety.

[0039] Further within the scope of the present invention is a system for safe train remote control, comprising

a) for arrangement on an automated train:

- an on-board ADS (= automatic driving system) unit, including a camera system for monitoring a track section
ahead of the automatic train, and

- an automatic trainmobile com router for forwarding and receiving data via amobile communication network, and

b) for arrangement in an ATO (= automatic train operation) trackside rail traffic operation and management centre:
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- a train remote control console for remote control of the automatic train, includingadisplay for showing an imageof
the track sectionaheadof the train toa remotedriver at the train remotecontrol console, and in particular including
a moving map display for indicating a train position of the automated train (ATR)and

- a management centre mobile com router for forwarding and receiving data via the mobile communication
network,

characterized in that the system is adapted for performing an inventivemethod as described above. The inventive system
allows a safe remote control of an automated train via a mobile communication network, requiring only few bandwidth.
More specifically, an image or visual information of the track section ahead can be provided at the display of the train
remote control console, containing both high resolution details on safety relevant objects ahead (such as railway signals
and railway signs) and a low resolution overview on further environment ahead (such as trackside vegetation and
buildings).
[0040] Further advantages can be extracted from the description and the enclosed drawing. The features mentioned
above and below can be used in accordance with the invention either individually or collectively in any combination. The
embodimentsmentionedare not to be understoodasexhaustive enumeration but rather have exemplary character for the
description of the invention.

Drawing

[0041] The invention is shown in the drawing.

Fig. 1 shows a schematic overview of a train remote control setup, for the invention;

Fig. 2 illustrates schematically ATO / On board trackside remote logical functions, for the invention;

Fig. 3 illustrates schematically an embodiment example of a typical hardware implementation, for the invention;

Fig. 4 illustrates schematically an example of train authentication, for the invention;

Fig. 5 illustrates schematically an example of channel processing, for the invention;

Fig. 6 illustrates schematically an embodiment example of a train remote control display;

Fig. 7 illustrates schematically a preferred variant of the inventive method of safe train remote control, in a first
part at the automatic train;

Fig. 8 illustrates schematically the variant of Fig. 7, in a second part at the control centre;

Fig. 9 illustrates schematically a data transmission of packet in a preferred variant for the invention;

Fig. 10 illustrates schematically a preferred variant of delay verification of packet transmission for the invention.

Overview

[0042] The invention relates to apparatus and methods for Safe Train Remote Control, in particular based on time
sychronizedvideostreaming.Morespecifically, the invention relates toapparatusandmethodsof safe train remotecontrol
of a semi or full automated train coping with limited bandwidth of a mobile communication network.
[0043] In case theautomatic trains have to be supervisedand controlled temporarily in specific situations, the automatic
train shall allow for recovery situations to be taken over froma remote control station. The inventive remote control system
will cope with public mobile networks, even when some temporal bandwidth limitations apply and still work safe and with
high availability. In additon the remote train driving is seen as introduction of automatic train capabilities GoA4.
[0044] The invention includes in particular a method for a remote control device for an automatic train that has the
following characteristics:

- The video images are streamed from the train server viamobile data link such that the video I-frames are time tagged
and geo-referenced in the additional header bytes of the streaming protocol.

- Dynamicmobile bandwidth limitation response such that on at least two channels connecting the automatic train with
the remoteunit, andonechannel is using reducedspatial resolutionandcompression, and theother channel is usinga
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vectorization and symbolization of objects, areas and points of interest, and both channels are united by seamless
overlay such that a realistic impression is given to the operator.

- A safe and robust time synchronization method between remote device and automatic train by measuring message
send and confirm times such that any information freeze, including but not limited to video streaming or control
packets, are reported to the operator within a time to alert.

[0045] Asafety relevant remote connectionmonitoring isgiven thatmonitor the relevant air gapparameters andassures
integrity by online tests.
[0046] The invention in particular provides a safe and user friendly remote display and control unit.

Intended Use and Context

[0047] The subject of invention is part of the rail traffic operation infrastructure that allows automatic train driving up to
grade of automation 4, which is defined as unattended train operation including all functions of train operation are
automatized.
[0048] The invention focuses mainly on the functionality of remote control and driving. In essence the remote train
control capability is intended tobeusedbyanagent of the rail trafficoperationandmanagement centre for example in case
theautomatic train raisesanalert e.g.wasituation is recognized that the train cannot handle inautomaticmode. Inaddition
control in case of emergencies or degraded functional train systems is also subject to human intervention by the remote
driving capability. Further examples are a routine automatic train supervision check or start of mission preparation check.
The train remote control capability is intended to be used to get a train safely to the end of journey, instead of a driver
entering the train and continuing the journey manually. Additional example the intended use is that a train can be started
remotely for a dedicated operation sequence, such as a start of mission after passengers have boarded the train until the
predefined operation sequence is done, such as stop at the next station.
[0049] A typical automatic train drive control system including the necessary infrastructure is summarized as follows in
Fig. 1: The ATO trackside rail traffic operation and management center includes a train remote control console. This
console allows to control a train remotely via a mobile communication network. In the train, as inherent function of the
automatic driving system, the remote control capability is applied. The train remote control function is partitioned in two
components, one on the train on-board unit, one in the ATO trackside rail traffic operation and management centre.
[0050] The summary of high level functions for the train remote control is given below:

a) Log-In and Authentication for take-over remote train control or release remote control;
b) Remote access to train driving functionality;
c) Supervise actual train status as well as train diagnostic interaction capability;
d) Safe, reliable and real-time communication, radio links and networking management between train and remote
control console.

On-board Remote Train Control

[0051] The train remote control function is partitioned in two components, one on the train on-board unit, one in the ATO
trackside rail traffic operation and management centre. Fig. 2 shows the two main components, with typical functional
entities.
[0052] On the on-board automatic driving system the following components are typically included:

O-A) On-Board Assignment & Train Automatic Driving Controller
This on board function receives the journey assignment from the ATO trackside, triggers the execution and ensures
that the operations defined in the assignment are correctly scheduled and accomplished. The component also sends
assignmentexecution reports to the tracksidesupervision. In the remotecontrolmode, theautomatic drivingsystem is
disabled and the remote control access is enabled.

O-B) On-Board Manoeuver Controller:
Component has the subfunctions Time Table Speed Optimizer, which establishes the optimum speed to achieve the
platform stopping or passing points on time under constraint of optimal energy usage. Safe Profile Speed Optimizer
establishes themaximum speed the train can run without interfering with the ETCS speed limits. Automatic Stopping
Point Controller establishes the speed profile to stop the train accurately at theStoppingPoints. The calculation of the
final speed curve considering the timing points, signaling, max speed, obstacles, environmental conditions is
consolidated.
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O-C) On-Board Movement Protection Controller
This component is responsible for protect the train against non-authorized movement, against danger points and
overspeeding. This component also ensures: a safe opening authorisation and closure of the doors and a safe
coupling or uncoupling of train consist.

O-D) On-Board Incident Prevention Controller: The subfunction monitors and evaluates the journey travel situations
according to the rail rule set in particular for signaling and sign actions. The subfunction identifies overall status and
then initiates the required alert measures.

O-E) Perception Controller accumulates identification and properties of Lateral Signal Monitoring, Obstacle Mon-
itoring, Collision Monitoring, Platform Monitoring and Coupling Monitoring.

O-F) On-Board Train Interface Controller: generates the ATO Output commands including ATO Traction / Brake
Control, and various action commands including but not limited to emergency brake, door control, catenary control,
front/end light switch, coupling control, passenger carriage control. In addition the subfunction reads the status of the
train and the trainmessages. The function also provides interface to legacy train control systemssuchasNTC,ETCS.

O-G) On-Board Train Maintenance Controller: diagnostic interaction, collects the detailed status information of all
subcomponents, provides juridical records and supervises actual train status. On request the various information
records are given to the On-Board Reference Data Management & Server.

O-H) On-Board Reference Data Server & Remote Controller is processing and managing the data flow between on-
boardand tracksideaswell as for on-board functionalities. The function includesalso configurationdataandmapdata
management. In addition login, communication setup and authentication as well as encryption are supported for the
on-board side. The remote command handling and data exchange is accomplished.

O-I) On-Board Positioning and Speed/Distance Measurement. The subfunction provides train position, direction as
well as speed including safe confidence intervals.

Trackside Remote Train Control

[0053] The remote console allows accessing the train remotely.
[0054] T-A) Remote Mission Manager provides the input controls for the remote train driving capability including to
select, start, abort a train journey or execute semiautomatic driving sequence. In addition the component translates the
input actions into commands. The functionality supervises the execution of themission. In addition it provides Log-In and
Authentication for take-over remote train control or release remote control. The Mission Manager allows to enter and
handle the various configuration parameters, such that the applicable subset is synchronized between trackside the on-
board train, including but not limited to the track map data base.
[0055] T-B) Remote Train Control Manager provides low level access to train driving control bypassing the automatic
driving system. The barking force and the traction force input are directly accessible via controls such as a throttle lever. In
addition commands for Start-Speed to End-Speed ramp, Cruising Speed, Minimum Coasting Entry Speed, Maximum
Coasting Speed are given. Control buttons for motor start/stop, horn, wiper, light, air-conditioning, catenary control,
front/end light switch, door switch, or emergency stop etc. are available as soft-controls or lever switches. In addition the
component translates the input actions into commands; depending on the train model this functionality is configurable to
adapt to the TCS‑ interface.
[0056] T-C) Remote Diagnostic Manager requests actual train status as well as train diagnostic information, stores a
history and displays the information in the appropriatemenus. Logging andmonitoring of operating command actions and
train state processes. Integrate and analyse information of other on-board sources such as obstacle detection sub-
systems, lateral signal recognition, passenger information subsystems.
[0057] T-D) Remote Train Location Map Manager displays display train position information with full trackside visual
information within the context of a track map situation.
[0058] T-E) Remote Streaming Control Manager provides starting, synchronization and image joining functionality for
the different transmission channels.
[0059] T-F) Communication Client and Exchange Protocol Manager The subfunction includes protocol protection of a
safe a secure protocol sent via 2 channels simultaneously and receivedwith valid cryptographic protection such as but not
limited to message digest hash protection (MDx) and or cyclic redundancy check protection and repetition request/hand-
shake and sequence numbering and confirmed sequence number, time stamp and confirmed time stamp. The message
validity check will include
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- Check of cryptographic protection safety code
- Check of authentication of the message
- Check of message type
- Check of sequence number
- Check of timeliness

[0060] The redundant train computer units (e.g. three units) will exchange the control messages such that each
computer has a tuple of at least 6 messages in case of 3 units and 2 channels. A voting algorithm on each computer will
compare themessages and vote, in case of dissimilarity, whichmessage failed, if any. The failure result is also exchanged
by the redundant train computers, and any failed message is voted out.

Data Channel and Exchange Protocol between ATO-On-board and ATO-Trackside

[0061] For example it is a risk, if a remote driver is acting on the control elements, with a drivers cab video picture that is
stale anddoesnot represent the current train drivers front viewscene.Sameholds true for stale statesof display elements,
whichmay cause a wrong reaction of the train driver. Therefore safe streaming is mandatory for the application of remote
train control.
[0062] One key feature of the remote console ATO trackside is the monitoring protocol data exchange on the basis of
streaming. The Fig. 3 summarizes, where streaming data is exchanged from various optical systems that monitor
signaling, obstacles, collision events, environment, platform, on board and passenger situations up to rolling stock and
coupling manoeuvers.
[0063] Safe operation can be only achieved by time synchronized, low latency, and reliable information streaming over
communication networks. The redundancy ofmultiple physical channels allows comparing the information of one channel
versus the other channel. However sending the same information across dual channels aswell as channel switching from
hot to standby on networks such as GSM-R, 3G to 5G public mobile are well known techniques.
[0064] Because the video streaming information of all sensors requires a high bandwidth, whichmay not fit into a single
channel, the information of the redundant sensors is apportioned to the channels such that one sensor is associatedwith a
set of channels and theother redundant sensor is associatedwith the other set of channels. Streaming refers to purposeof
timeliness of information delivery rather than storing of the information. The remote control includes a communication
protocol such that provides confidentiality,message authentication, and replay protection aswell as real‑ time capabilities
for the video stream and the control messages. Because the ATO trackside remote train driver console needs to
communicate with various types of automatic trains a standardized protocol will be used, typically based on SRTP. It
is assumed that the communication is packet based.
[0065] Amultimedia session is defined as a collection of sessions that may include video session, data session, control
command session. The payload data stream of any multimedia session is packetized and encrypted. The process of
encrypting a packet consists of generating the key stream segment corresponding to the packet, and then bitwise
exclusive-ORing that key stream segment onto the data payload of the packet to produce the Encrypted Portion of the
packet. Replay Protection is achieved by receiver maintaining a replay list, which contains the indices of all of the packets
which have been received and authenticated.
[0066] Themethod includes that one video picture is sent in one ormore packets. The packets exchanged between the
ATO-On-Board and the ATO-Trackside includes a header containing the following information, besides typical data such
as packet number; packet length also a timestamp identifying the time at which the packet is sent. Besides the time the
packet was sent, the integrity can be enhanced, by End-to-End time synchronisation with time lag control of video stream
between ATO on board camera and ATO trackside remote control console display. The video images are streamed such
that the video I-frames are time tagged and georeferenced in the additional header bytes of the streaming protocol.
Additional frame synchronization in the form of the extension of the one-byte header is added to the first packet, which
allows up to 15 additional bytes. The header extension byte containing an ID and a length is used. These following bytes
are used to code theUTC time,when the data ismeasured. TheUTC time is coded as a counter inmilliseconds. The static
identifier of the I-frame adds to the robustness of the video decoding, because the I-frame is a key frame onwhich all other
P and B type frames refers to. These bytes are also used for georeferencing the video-image. For example 7 bytes UTC
timeand8bytesgeoreferencing includingxandycoordinateof thepixel (0,0) left upper corner.Ascale factor isused for the
georeferencing in WGS84 latitude and longitude coordinates. Latscaled = fs*LatPacket. The video camera properties
relevant for image processing are fixed configuration parameters, known to ATO-trackside as well as ATO on board
including but not limited to pixel scale factors for width and height, ATO on-board camera mounting position, rotation and
focal length.
[0067] Safedataconnectionwithdual streams for low ratecontrol datawith secureprotocol. For videodatacompression
dependingon train speed thenumberof key-frames (I frames) is variable.Eachvideo frame is enhancedwithapattern that
correlates time coding from a global time source and frame number. On the remote display each video frame number is
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decodedand compared to the global time source such that the difference of timeof transmission delay relative to the video
captures time and the ATO trackside system time. With such a method the video delay tolerance can be monitored.
[0068] The time coding by the header extension as well as the time of packet sending can be compared to the real time
clock of the ATO-Trackside computer, where the real-time clock is also synchronized on UTC time. The time difference of
the video packet header time stamp and the real time clock is compared to a threshold as is the time stamps of the video
picture take. Given the threshold is exceeded from both, sending time stamp and camera time stamp an alert indication is
raised. This double real-time check on the packet level is much more efficient and safe, than indication of an empty
streaming buffer.

Physical Layer of the Train Remote Control

[0069] Various sensors are connected to the On-board ADS computer including camera, positioning sensors, etc. The
physical embodiment of the communication between ATO-On-board and ATO trackside remote train control network is
based onmobile com routers. The router forwards data across shared or public networks via any type of network channel
or any combination of channels such as but not limited to GSM-R, Mobile Telecom 5G or 4G or LTE or WLAN.
[0070] The bandwidth and the round trip delay are online measured in all channels, and the choice of routing is
dynamically adjusted according to bandwidth. In particular the major part of the bandwidth is consumed by video
information. Therefore a balance is necessary, between optimal choosing the channels and reducing the bandwidth
for data transfer between train ATO On board and ATO trackside remote control console such that nor integrity, nor
operation is compromised.

Takeover or release remote train control

[0071] As given in Patent EP 3 220 613 A1, if an ATO on-board ADS initializes the communication in the packet based
communication network, the ADS will publish its IP address, the symbolic mission name (train running number may be a
part of this mission name) and the train ATO-On-Board hardware ID. Same procedure is used by the ATO-Trackside
remote console, publishing fixed IP for each remote driver place including a pair of destination transport addresses. It is
assumed that the IP communication setup canbe established by known IP addresses or, given aDNSservice is available,
also via name resolution. The takeover by the remote control will typically include the selection of a specific train ID or
mission name as well as entering various authorisation data in the train remote control console of the ATO rail traffic
operation and management centre including but not limited to user credentials, mission authorisation and train author-
isation.
[0072] For the packet based protocol, one preferred embodiment is to extend a public standardized protocol such as
Real TimeStreaming Protocol (RTSP) in order to enhance the integrity of the data transfer. However themethod can also
be applied to a proprietary protocol. For the ATO-On-Board and ATO-Trackside session setup the keys need to be
exchanged. The protocol typically includes amaster key, fromwhich session keys are identified. Additional authentication
shall besuccessful, before thedataencryptionon thesender sideand reversely on the reception sidedoes takeplace.The
RTSP exchanges are encrypted to protect keys exchange itself. If the media server detects that encryption is activated
(based RTSP parameters in the URL), it sends the key management information and then the encrypted stream. Fig. 4
illustrates an example of train authentication.

Switch and Mobile Air Gap Router

[0073] Remote air gap information shall be available for diagnosis the connection between ATO-on-board and ATO
trackside such as SSID modes, IP connections, addresses, operator state, connection type (LTE, 5G), channels,
International Mobile Equipment Identity, International Mobile Subscriber Identity, Cell ID, active protocols and services,
Authentications Status, etc. An event log will allow checking for relevant connection or configuration events.
[0074] Time synchronisation between the ATO trackside remote control console and the ATO-on-board train is key
constraint for a reliable and safe control loop. Time lags introduced in the control loop by insufficient transfer bandwidth or
insufficient time synchronisation between remote station and train may cause control instabilities or safety risks. A safe
time base is established on the ATO-on-board with at least two independent computers that have a stable UTC clock, as
preferred embodiment, this could be GNSS receivers or computers connected to GNSS receivers that have time
synchronization access better than 100 microseconds. In the data exchange between ATO-on-board and ATO-trackside
remote control console, preferably for control messages, where an order-acknowledgement protocol is mandatory, the
round trip time ismeasured tomake sure that the round trip delay is smaller than a certain limit that depends on the control
loop filter time constant. If the round trip time limit or the clock sync limit is exceeded an alert is given, because safety may
be compromised.
[0075] The packet round trip time is continuously determined the data by 2 independent primary stratum UTC
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synchronized train computers that communicate via at least 2 data channels of mobile communication network and are
received fromat least 2 independent remote control console computers. For each timeepochat least 2^4 round trip delays
can be determined.
[0076] The on-wire protocol header addition uses 4 time stamps that are embedded in the general protocol flow of
order/request sent by one unit and response/acknowledge by the other unit, the round trip time is determined by both train
ATOon-boardcomponent aswell asATOtrackside remote control console.Eachmessagecarriers the timestampand the
confirmed time stamp in themessage header. The time stampTS is a four byte value, which holds the sender’s time stamp
of the message. The confirmed time stamp TC is a four byte value, which reflects the partner’s time stamp of its last
(youngest) valid message.
[0077] T1S is clock time, when packet was sent, T1C is confirmed clock time, when request/order packet was received,
T2S is clock time, when acknowledgement was sent and T2C, when ACK was received and confirmed.
[0078] The four clock time measurements are used to round trip delay

[0079] The systematic part of the round trip delay is removed with a moving window average. The threshold can be
determined by confidence estimation. An alert is raised, if the round trip threshold is exceeded:

[0080] The clock difference of the trackside and the on-board is determined as:

[0081] An alert is raised, if the sync threshold is exceeded:

[0082] Besides round trip delay, further statistical properties of the data channels shall be monitored, such as but not
limited to bandwidth-usage (RX rate, TX rate), bit errors, reference signal received power, receive strength signal
indicator/reference signal received quality, signal to interference plus noise ratio. The monitoring of these indicators is
doneonastatistical basis,with aslidingwindow limiting the lengthof the sample set,which is reset oneachnewmobile cell
takeover. The central moments such as mean, variance and skewness are tracked and test statistic such as for a
hypothesis test candetermineany failure or degradationof the remotewireless connection. The integrity is representedby
a confidence interval of aGaussian probability density distribution, that is based on the statistical properties of variance an
meanmomentaswell asaconfidence inflation coefficientKFF, is linked to theGaussiandistributionand is computedusing
the Quantile QN function of the associated integrity risk.
[0083] Given the air gap remote channel characteristics are in the tolerance the channel is set healthy and can be used.
A counter checks, if any channels are empty for a certain time and raises an alert, given the time limit is exceeded.

Video Image Processing

[0084] TheDataReferenceServer &RemoteController function is processing andmanaging thedata flowbetween on-
board and trackside as well as for on-board functionalities. The data flow includes the overall datamanagement including
streaming video data, audio, status or command data. This function takes care of information flow distribution designated
to the trackside entities including the remote train control console.
[0085] Safe video processing and compressing constitutes one key function of the Data Reference Server & Remote
Controller. Precursor for streaming media data is the data compression by reducing the resolution and color depth. The
imagepixel streamof the camera is then compressedby state of the artmethods to remove redundancyon the image level
such as run length encoding or discrete cosine transformations. In the next step the image is compressed by a codec-
encoder that covers the timely inter-image redundancy. Long term prediction coded in the P‑ and B-frames compresses
changes with reference to the intra frames (I-frames).
[0086] For further reduction of the bandwidth the inventive method is proposed: Mobile bandwidth limitation response
such that on at least two channels connecting the automatic trainwith the remote control console can copewith bandwidth
limitations such that one channel (named channel 1 here) is using reduced resolution and the other channel (named
channel 2 here) is using a vectorization and symbolization of objects, areas and points of interest. Both channels carrying
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dissimilar information are united by seamless overlay such that a realistic impression is given to the operator (see Fig. 5).
[0087] The train on-board map as well as the remote control console map inherits identical layers, where operational
relevant points of interest (signals, signs, catenary-pylons, etc.) are geocoded. In addition the method includes map data
base part, where besides object vector features, a typical object appearance image is stored. In channel 2 only the object
ID and the relative object image insertion properties need to be transferred such as frame number, insertion vector point,
georeferencing and scaling/rotation factors.
[0088] After reception of the object ID in the ATO-Remote control console the typical appearance object image is
correlated to the expected insertion area of the video image, where geocoding and insertion vector of the object is guiding
the expected insertion location. This high resolution object appearance image from themap data base is overlaid into the
low resolutionvideo imagesuch thatdisadvantageof reducedvideo imagequality is compensatedbyoverlaying theobject
typical appearance pixel areas. This is important for example to detect the signal light status, where a high resolution is
necessary. For vegetation image a low resolution is still acceptable without compromising safety or operational decisions.
In addition the vectorized symbol from themap database is overlaid on top to display the relevant items highly prominent.
[0089] In the ATO trackside remote train control component, the overlay can be processed by resampling the low
resolution video image to high resolution and then joining the overlay object appearance images. The image merging
operation includes options such as multiplying the overlay object appearance image intensity values with the video
intensity values, adding both intensity values, averaging the values of the images or the max contrast joining. In one
embodiment, for dark areasof the video image, the pixel choice is basedon theminimumof the video imageand theobject
appearance image and for bright areas; the maximum intensity of the object appearance image is taken for the overlay.
[0090] In order to identify known objects video segmentation preprocessing on the train video images has to be
prepared. The classification of different objects in the image is amongst the steps in the processing chain. The features of
the imageobjectsarecomputed,and thencompared thoseusingdetectors /featureclassifiers.Featureextraction reduces
the information to be transferred by extracting regions, edges, and corners. Successful object identifications are marked
with abounding boxandanobject ID. In the exampleFig. 5 andFig. 6 of the remote camera front view, the track objects are
overlaid, a train on the opposite track is identified and a person ahead of the front track is identified.
[0091] As integrity of the graphical elements a validity code (cyclic redundancy check or comparable) is added at the
generation source, which is including the time information and in case of video images the frame number and the ID
number, which is corresponding to the common map data base between the ATO/trackside and ATO on-board, insertion
vector, scaling/rotation factor. On the remote display the pattern is decoded such that integrity is validated as well as the
time difference is compared to the real-time clock.
[0092] TheATOon-board andATO remote controlmapdata basehas at least twomain parts, vector data and reference
symbol icons. In the vector part: The vector map part includes rail infrastructure areas such as restriction areas, stopping
areas, level crossings, tunnels, bridges, platforms, vegetation, etc. The data base information for those infrastructure
areas include at least an ID, a bounding box (width, height, length), track under infrastructure, line name, associated
properties and a link to a pixel image, that represents a typical area or the specific area including object area reference
point (centre of gravity CoG), object pixel height/width. The area geometry is represented by a vector element such as
point, ploy line or polygon area. The geometry type and the related number of geometry coordinates (e.g. latitude,
longitude, altitude or segment, abscissa, displacement) are stored in the data base. A polygon is defined as a connected
andclosedsequenceof four ormorepoints, aploy line isdefinedasa line sequenceof 2ormorepoints. Inaddition thedata
base map stores track assets, such as but not limited to signals, signs, fouling mark, pylons, balises. For the balises,
besides the properties mentioned above, an extended linkage information is stored, that includes the vector between
balise and track segment origin as well as BG identifier NID_BG; position of the balise in the balise group; arc length from
segment start.
[0093] In addition thedatabases stores the track geometry as aseries of points, or higher geometrical abstractions such
as but not limited to polylines, curves, clo-thoides, splines, etc. Due to the fact that the track location needs higher
geometrical precision, the properties may include in the preferred embodiment for example point ID, associated segment
ID, line ID, point heading, point slope, point cant. Depending on the chosen geometry type representation, the properties
may include center point and radius, or start point endpoint, etc. The topology of the track is represented by edges, and
edge connections that represent track elements such as switches, buffers or junctions.
[0094] The second part of the map data base contains reference symbol icons with double layer, one layer as vector
layer and one layer as pixel layer, both representing the same object. Those symbol icons may be stored specific for the
country or region or journey. In addition the data base contains other configuration information such as but not limited to
lever arms, system properties, IP-addresses and so on.
[0095] Plausibility checks are part of the checks, including if the map data base object type and location matches the
locationand identified typeof thevideo image recordedobject. In additioncorrelationof theobject reference imageand the
low resolution pixel image are ameans to check, if the object identificationwas correct. Integrity is achieved by calculating
the correlation between the icon pixel imageand the low resolution video imageon the remote side, over all pixel width and
height. Given the correlation peak is inside the object bounding box, the process was matching, otherwise alert is given.
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[0096] In addition the reference image can be reduced to the object shape by image processing techniques (e.g. sobel
operator) andmatched to the vector shape of the object. All those checks are aimed to detect failures. Given all three data
sets match (low resolution, data base reference image and vector image) or at least two out of three match, the
transmission content is validated.

Remote Identification of Train Positioning Status

[0097] In case the train remotecontrol function isused, theoperatorneeds toknowwhere the trainactually is on the track
network as well as where the train did identify its position. In case of a system failure, those two positions do not always
match. The remote control functions provide visual indication of the train front view as well as a moving map view. The
remoteoperator can identify, if discrepanciesappear for significant landmarks.The trainposition is graphically depictedon
the moving map as a symbol. Further on the moving map are included relevant objects with associated labels such as
balises, track segment boarders, signals, signs, and landmarks. In addition segment ID and driven distance fromsegment
ID from the calculated train position is also displayed in order to allow a crosscheck for the remote operator if this is the
place where the train is expected to be according to the journey profile.
[0098] The ATO train positioning is typically referenced to track segments origins instead of balise group as per ETCS.
Hence the driven distance of the train is given with respect to the segment profile identifier, segment profile version and
segment profile travelling direction. In one embodiment each track segment identity is defined by Identity of the SP’s
country or region (NID_C (k)) aswell as Identity of the requestedSegmentProfile (NID_SP (k)) alongwith a status ("Valid":
SP requested "Invalid": SP not found in ATO-Trackside database) and version number. Each segment is characterized by
aLengthof thesegment of railwaycoveredby thesegment profileL_SP (k) aswell asaltitudeas referenceat thebeginning
of theSPandagradientG_New_Gradient (k), definedasvalueof thenewgradient at thebeginningof theSegmentProfile.
Otherembodimentsmayuseonlyasubset of thepropertiesoradditional properties. Inorder tocrosscheck this information
to achieve a certain level of safety, the segment profile location needs to be also defined by a geographical position for
example in latitude, longitude and altitude.
[0099] Positions inside the ATO-On-Board are typically defined relative to the start of Segment Profiles. The journey
profile lists the sequenceof track segments that the train is supposed to travel for a given route.WhenusingETCS the train
position is referring to balise groups anddriven distance.Hence to convert the train position frombalise group reference to
track segment reference, the segment profile needs toembodybalises information including but not limited toBG identifier
NID_BG; position of the balise in the balise group; balise location as arc length from segment start. In order to crosscheck
this information the balise location needs to be defined by a geographical position for example in latitude, longitude and
altitudebesides the referencing to the track segment start. Theproblem is that the segment profile is typically not achieving
thesafety level needed for the requiredoperation,except extremeeffort in themapgenerationprocess is invested.Toease
this constraint, the counterchecking of balise location distance relative to track segment origin against difference of
geodetical coordinates of the track origin and balise location allows to detect map failures and inconsistencies. If for
example thebalisepositionon trackdoesnotmatchwithinacertainerror threshold to its geodetical position.Due to the fact
that there are small errors between the segment length or curve radiuses these error may accumulate and these error
propagations are hard to detect, when under a certain level.
[0100] The stored balise position can be counterchecked to the measured balise position.
[0101] Given the segment is already present in the ATO-On-Board map database with the correct version, the
information will be taken from this on-board map. Otherwise the track segment is requested by Segment Profile Request
Packet. Checking to detect segment and journey profiles consistency errors includes consistency checks suchas passing
point versus journey/segment profile, ascending order of passing points, consecutiveness and completeness of segment
profiles.

Remote Identification of the Train Control and Management Status

[0102] The status and output results of automatic driving controller shall be available on display in a human user
interfacewith theoutput data aswell as the error indications. The remote control console issuesanautodiagnostic request
and the on board component will report with an autodiagnostic result. The list of rule applicability identification and control
output to the various subsystem, including but not limited to task assignment and journey&schedule management and
assignment execution supervision shall be displayed in the autodiagnostic function. In addition the train diagnostic
capability allows to display the train on-board configuration. The version and status of key components and database
configuration items can be checked.
[0103] The autodiagnositic status and output results of the on-board automated driving system, collected by the train
maintenance controller, shall be available on display in a human user interface with the output data as well as the error
indications. The supervision of journey assignment execution shall report an assignment forecast to the remote console
assignment scheduler. A listing report of the executed Passing Point/Timing Point shall be available for diagnosis. In
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particular the relevant data such as journey profile indicating the protocol status, with ATO packet errors, timestamps and
header data as well as assigned journey with passed and upcoming time points (arrival time, departure time, dwell time,
station, door open side), temporary constrains (speed restrictions, low adhesion). In read access mode, the remote train
console can check into current parameters and history to functional inputs such as

- ATO-TMS telegrams including time table, journey profile data, departure authorization;
- ETCS telegrams including executed and cleared movement authorities, speed profiles, position reports etc.;
- Train motion and position outputs including time table speed profile, supervised speed envelope profile, automatic

train stopping profile.

[0104] In addition the remote driver shall have the control to overridemission datawith for example train rescheduling or
re-routing. The assignment task update and the assignment execution forecast shall be part of the remote mission
manager function.
[0105] The autodiagnositic status and output results of the manoeuver controller shall be available on display in a
humanuser interfacewith theoutput data aswell as the error indications. The listing ofmanoeuver summary aswell as the
summary output list of TCMS commands shall be available for display.
[0106] The autodiagnositic status and output results of the movement protection controller, which validates the
incoming Train Infrastructure data before providing it to Speed Profile Optimizer, shall be available for display in a human
user interfacewith the output data aswell as the error indications. A summary of the track data is given including the actual
and next track segment profiles as well as relevant rail infrastructure data, including but not limited to gradient, curves,
powerlesssections, static speed restrictions, andbalise identifications.Thedisplayoptionallowsbrowsing into the journey
profile including the objects properties. In addition it is also capable to report map object properties; for example balise
properties, composed of balise identity, location, number of balises in group, etc. Relevant specific information is
contained in the segment profile details data items such as platforms, tunnel, level crossing, and balises. So the remote
driver can identify issues related to the track input data, where the systemmay be in a fault condition and the remote driver
needs to solve it, beforeswitchingback toautomaticmode.The remotedriver shall haveameans toclearerrorsoralertsas
well as to manually override movement protection controller output data.
[0107] The autodiagnositic status and output results of the perception controller shall be available on display in a
human user interface with the output data as well as the error indications. In particular the results of the identified objects
from rail infrastructure such as but not limited to switches, stations, tunnels, bridges, catenary pylons, signs and signals.
This perception controller results, as per obstacle detection and classification, environmentalmonitoring and lateral signal
detectionshall be included in theautodiagnostic.Theprobability of detectionsaswell as theattributesof classificationshall
be available in the menus such that the remote driver can identify misclassifications or failures. In read access mode, the
remote train console can check into current parameters and history to all functional inputs to and action outputs of the
automatic driving functionality such as

- Pattern recognition outputs including signal, sign, obstacle detection, platform and environment;
- On-board situation recognition outputs.

[0108] In addition the clearance of the railway loading gauge and any violation of unknown objects in this area shall be
available in the remoteGUI display by identification, position andattributes. In addition the remote driver shall have control
to override results or clear errors or alerts.

Train Diagnostic Interaction Capability

[0109] The remote train console allows for train diagnostic, that provides the relevant train component states. In addition
it allowsaccess to the train stateanddiagnostic database that covers failuresof train components (e.g. tractionunit, doors,
and brake system); the remote console shall access a diagnosis function that detects failures associated to the automatic
driving function. The diagnosis display message shall include at least the following information:

- ID: Diagnosis ID, which is unique within a maintenance interval;
- Time stamp of occurrence;
- Type classification: Information, Warning, and Failure;
- LRU: Component/function for which the diagnosis is associated;
- Diagnosis content, which may include failure description or error sting.

[0110] Although the train state and diagnosis data base is manufacturer dependent, typically it contains items such as
but not limited to status data of:
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- Catenary status;
- Catenary voltage;
- On-board power;
- Traction power and status;
- Break pressure;
- Break reservoir pressure;
- Break status of various break systems;
- Oil pressure;
- RPM motor;
- Wheel speed;
- Temperature of motor, gear box, cooling system;
- Door status;
- Climate comfort;
- Coupling status;
- Rolling stock status.

Remote Train Driving Capability

[0111] The remote train driving apparatus includes in the ATO trackside rail traffic operation and management center a
computer graphical user interface, which is capable to display information as well as to receive human input action via for
example a pointing device, keyboard or a touch screen device. In addition the critical driver devices are separately
equipped, such as but not limited to traction/break lever, alert button, or operators vigilance button. The remote driving
apparatus is also equipped with audible devices e.g. headphone & microphone to allow to communicate to train or to
passengers.
[0112] Safety is achieved by providing online and real-time all train states including states of the standard train driver
DMI, additional states, which a train driver needs to collect by maintenance investigation, as well as track related
information. Full operational information, adequate to the information a driver is experiencing in the locomotive driver’s
cab, is a vital part for safe operations. The look and feel of the remote train workplace similar to the driver’s cab allows a
seamless and intuitive work flow.
[0113] The Graphical User Interface presents all necessary information to the remote train driver. One preferred
embodiment of the human machine interface functionality can include menus or display elements/modes as listed:

a) Dialog elements for user authentication and log-in or exit;
b) Dialog elements for start/stop a train journey or execute legs of a train journey;
c) Display elements for train status supervision with status warning in case of critical situation;
d) Display elements of the train subsystem states, such as but not limited to train speed, break pressure, catenary
voltage, state of motion control, etc.;
e) Display element for the wireless remote connection properties;
f) Display elements for the train mode and ATP (e.g. ETCS full supervision or PZB);
g) Configurable display elements for specific purposes dependent on train model;
h)Control elements for the train control, suchasbut not limited to trainpower-up/down, trainacceleration/driving lever,
braking lever, catenary control, front/end light switch, door switch, etc.;
i) Control element for emergency stop and for horn;
j) Configurable control elements that are represented by a specific device (button, lever, switch);
k) Configurable control elements that are part of a graphic user interface such as touch screen;
l) Control elements for ETCS or STM specific purposes;
m) Elements for the train protection check or for cab signaling system (inductive or radio based);
n) Video screen of the driver’s cab view (optional on selection);
o) Track map with train position and position data;
p) Video screen with train driver cab instrument view;
q) Menus from other sources such as obstacle detection subsystems, lateral signal recognition, passenger informa-
tion subsystems;
r) Control element for operators vigilance or alertness.

[0114] An embodiment example of the remote driver display given in Fig. 6 includes the look-and-feel of an extended
ETCS display with the first level groups: control elements, ETCS display elements, train state elements, moving map
display, front cam display and driver cab view. Other display elements from the list above (a to r) can be arranged in a
second dialog level or shown upon menu selection. For critical elements an optical and audible redundancy is provided,
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when the information needs operator action or is not up-to-date. E.g. an alert sound or a waiting/inactivity icon with a
greyed-out menu is used if the information freezes or gets stale.
[0115] Given the information is not up-to-date by excess of a time threshold, a waiting pattern is shown to warn the
operator. One preferred embodiment of the waiting icon or pattern may be for example as progress/loading-bar or as a
greyed out image to show intuitively stale information. This waiting pattern is used in addition to the time stamp in the
displays. During initialization the display elements are run through a visual check, where all states are displayed in
sequence or a check pattern is put on the screens. The train remote control console provides a functionality to execute or
manage actions such as emergency stop, power cut, passenger call or live incident handling.

Discussion of preferred variants

[0116] Fig. 7 illustrates a preferred variant of the inventive method for safe train remote control, with respect to the part
taking place at an automatic train ATR.
[0117] AcamerasystemCAMinstalledat the frontof theautomatic trainATRmonitors the tracksectionaheadof the train
(or its front locomotive/wagon) continuously, and generates corresponding image frames HRI. These image frames HRI
have a high resolution in order to resolve all details necessary for a safe remote train control. The high resolution image
frames HRI are then processed in three pro-cessing lines PL2, PL2 and PL3 here.
[0118] In the first processing line PL1, the high resolution image frames HRI are converted into low image frames LRI.
Typically, the amount of pixels is reduced by a factor of 4 or more in each image direction, thus reducing the number of
pixels bya factor of 16ormore. Further compressionandencoding techniquesapply. The low resolution image framesLRI
are transmitted viaapacket-basedmobile communicationsnetworkMCNviaafirst data channelCH1 toanautomatic train
operation (=ATO) trackside rail trafficoperationandmanagement center, also calledsimply control centre (seeFig. 8).Due
to the low resolution, only few bandwidth is required for the image transmission on the mobile communication network
MCN.
[0119] In the second processing line PL2, the high resolution image frames HRI undergo a pattern recognition. If
patterns/structures recognized in a high resolution image frame HRI sufficiently match reference objects stored in a map
data base MDB of the automatic train ATR, objects are identified. For each identified object, the object ID of the
corresponding reference object in the map data base as well as relative object insertion properties are determined. In
the example shown, a railway signal, an intermittent train control and a track section has been identified as objects. Note
that the reference objects represent typical trackside objects, whichmaybe found in large numbers along tracks. For each
reference object, a (high resolution) appearance information is stored, in order to allow a comparison with the structures
found in the high resolution image frames. This appearance information is typically a 3D vectorized information. The
relative object insertion properties indicate the position of the identified object in the high resolution image frame HRI as
well as its size and rotation.
[0120] In thevariant shownhere, themapdatabaseMDBalsocontainsa register of knownobjects,whereineachknown
object is defined by an object ID of a corresponding reference object (indicating the type of known object) and a
georeference where the known object can be found (i.e. indication the geographical location of the known object),
and here also a unique name for the known object. In the example, the railway signal identified as object also matches a
known object of the register with the unique name "Signal 0158", and the intermittent train control identified as object also
matches a known object of the register with the unique name "PZB 0739". Note that the track identified as object does not
match with a known object here.
[0121] All identified objects are put into a list LIO, which contains the object IDs and the relative object insertion
properties and the frame number of the (high resolution) image frame in which the objects were found. In the example
shown, the list LIOalso contains the informationabout theallocation to knownobjectswhereapplicable. The list LIO is sent
via themobile communicationnetworkMCNviaa seconddata channelCH2 to the control center (seeFig. 8). This requires
only few bandwidth as compared to image frame transmission.
[0122] In the third processing linePL3, the high resolution image framesHRI undergo a vectorization algorithm. Striking
structures in thehigh resolution image framesare translated into vectorelementssuchaspolylinesandpolygons,and their
vector element properties, also called simply vector properties, are determined. By means of the vector properties, the
appearance and position of the allocated vector elements are defined.
[0123] All allocated vector elements of are put into a list LAV,which contains the vector properties of the allocated vector
elements and the framenumber of the (high resolution) image frame inwhich the vector elementwas found. The list LAV is
sent via the mobile communication network MCN via a third data channel CH3 to the control center (see Fig. 8). This
requires only few bandwidth as compared to image frame transmission.
[0124] Fig. 8 further illustrates the variant of the inventive method for safe train remote control of Fig. 7, with respect to
the part taking place at the control centre COC.
[0125] Via the first data channel CH1, the low resolution image frames LRI are received at the ATO trackside rail traffic
operationandmanagement centreCOC,alsocalledsimplycontrol centreCOChere.Thecontrol centreCOC isstationary,
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e.g. integrated into an interlocking building, and comprises a train remote control console (not shown here) at which a
remote driver can control the automatic train.
[0126] Via the second data channel CH2, the list of identified objects LIO is received. Based on amapdata baseMDBof
the control centre COC, in particular the reference object appearance information contained therein for each reference
object identified by its object ID, the information of the list LIO is used to reconstruct the (high resolution) object
appearances HROA of the identified objects. For this purpose, the for every listed identified object, its object ID is used
to read out the appearance information of the corresponding reference object, and the relative object image insertion
properties are applied in order to scale, rotate and place the object correctly.
[0127] Via the third data channel CH3, the list of allocated vector elements LAV is received. The information of the list
LAV is used to reconstruct the (high resolution) vector element appearances of the allocated vector elements.
[0128] Then the high resolution object appearancesHROAoriginating from second data channel CH2 are overlaid onto
the low resolution image framesLRI, resulting into overlay image framesOLI. Theoverlay image framesOLI aredisplayed
at a display of the remote train control console of the control centre COC to the remote driver. The high resolution object
appearances HROA inserted in the overlay image frames OLI have enough resolution such that the remote driver can
recognize all information relevant for safe train control, such as the switching state of the railway signal "Signal 0158" here.
Further, the remote train driver canget ageneral impressionof the landscapeaheadof the train bymeansof theunderlying
low resolution image frames LRI of the overlay image frames OLI.
[0129] Further the vector element appearances VEA can be overlaid into the overlay image frames OLI, too, in order to
improve the detailedness of the overlay image framesOLI (not shown here). Alternatively, and in the example shown, the
vector element appearances VEA are used to check the high resolution object appearances HROA for plausibility before
theoverlaywith the low image framesLRI is done. In the example, all the identified objects of data channelCH2matchwith
vector elements of data channel CH3. Therefore, the overlay image frameOIF is shown normally. If no sufficient matches
were found, a warning message would be displayed that the overlay image frames may be corrupted.
[0130] Note that in another variant, both lists LIO and LAV may be transmitted via the mobile communication network
MCNover one commondata channel (i.e. the second channel CH2, so the third data channel CH3 is donewithout then), if
desired (not shown in further detail).
[0131] Figs. 9 and 10 illustrate procedures that can be applied to verify a timely provision of image data in the course of
thepresent invention. Theproceduremay in particular beapplied for transmittingdatapackets belonging to imagedata via
the channels CH1, CH2 and/or CH3 in Figs. 7 and 8.
[0132] Fig. 9 illustrates the data transmission of packets or a corresponding protocol flow for the present invention.
[0133] The automatic train ATR wants to send a data packet DP to the control centre. For this purpose, a mobile com
routerATR-MCRof theautomatic trainATRsends thedatapacketDP into themobile communicationnetworkMCN.When
thedata packetDP is sent, the timeT1S is readout at aUTC-clockUTCCof theautomatic trainATRandnoted; the timeT1S
is in particular included in a header of the data packet DP (first/top picture).
[0134] The control centre COC receives the data packet DP by its mobile com router COC-MCR. At this occasion, the
time T1C of the UTC-clock UTCC of the control centre COC is read out and noted (second picture).
[0135] Next, themobile comrouterCOC-MCRof thecontrol centreCOCsendsoutanacknowledgementACK, forwhich
the sending time T2S is read out at the UTC-clock UTCC of the control centre COC and noted. The time T2S is in particular
included in a header of the acknowledgement ACK (third picture).
[0136] Finally, the acknowledgement ACK is received at the mobile com router ATR-MCR of the automatic train ATR.
The timeT2C is readout at thisoccasionat theUTC-clockUTCCof theautomatic train, and isnoted (fourth/bottompicture).
[0137] Knowing T1S, T1C, T2S and T2C, a round trip delay ΔTRoundTrip=T1C‑T1S+T2C‑T2S may be calculated. From
other/former data packet sending events, an average round trip delay ΔTRoundTrip_AVG is has also been determined.
Further, a clock differenceΔTclocksync=0.5*(T1C‑T1S+T2S‑T2C)maybe calculated. Fromother/former data packet sending
events, an average clock difference ΔTclocksync_AVG has also been determined.
[0138] As illustrated inFig. 10, for a particular piece of image data sent resp. received, compare the data packageDPof
Fig. 9 above, the round trip delay ΔTRoundTrip minus the average round trip delay ΔTRoundTrip_AVG is compared to a
threshold value TThresholdRT for round trip delay. Preferably, the threshold value TThresholdRT for round trip delay is chosen
depending on a standard deviation of round trip delays of the the past, typically applying a safety factor (also called
confidence estaimation value).
[0139] IfΔTRoundTrip-ΔTRoundTrip_AVG>TThresholdRT, thenawarningmessage is displayed to the remotedriver, indicating
that the displayed image framebased (at least partially) on the respective piece of image data is (or at leastmay be) not up
to date.
[0140] Further, in the example illustrated, the clock difference ΔTclocksync minus the average clock difference ΔTclock-
sync_AVG is compared to a threshold value TThresholdCD for clock difference.
[0141] IfΔTclocksync-ΔTclocksync_AVG>TThresholdCD, then theUTC-clocks of the automatic train and the control centre are
not properly synchronized, what may blur the true round trip delays. Accordingly, it cannot be assured that the respective
piece of image data is up to date, and a corresponding warning message is displayed to the remote driver.
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[0142] If the checks do not reveal a risk of delayed image data delivery, the image frame based (at least partially) on the
respective piece of image data is displayed regularly to the remote driver, without a warning message.
[0143] In summary, the present invention proposes a safe train remote control of an automated train, wherein the track
section ahead of the automated train is watchedwith a video camera systemproducing high resolution image frames. The
high resolution image frames are converted to low resolution image frames and transmitted via a mobile communication
network to a train remote control console in a trackside control centre via a fist data channel. Further, the high resolution
image frames undergo a pattern recognition, and for identified objects corresponding to reference objects in a map data
base, a reconstruction information is transmitted via themobile communication network to the train remote control console
viaaseconddata channel. At the train remote control console, high resolutionobject appearances for the identifiedobjects
is reconstructed using the reconstruction information and a corresponding map data base. The high resolution object
appearancesareoverlaidonto the low resolution image frames receivedvia thefirst datachannel anddisplayedat the train
remote control console. Thus both safety relevant details and a general impression of the track section ahead are made
available to a remote train driver at low bandwidth consumption of the mobile communication network.

List of reference signs

[0144]

ACK acknowledgement
ATR automatic train
ATR-MCR mobile com router (on automatic train)
CAM camera system
CH1 first data channel
CH2 second data channel
CH3 third data channel
COC automatic train operation trackside rail traffic operation and management centre / control centre
COC-MCR mobile com router (on control centre)
DP data packet
HRI high resolution image frame
HROA high resolution object appearance
LIO list of identified objects
LAV list of allocated vector elements
MCN mobile communication network
MDB map data base
LRI low resolution image frame
OLI overlay image frame
PL1 first processing line
PL2 second processing line
PL3 third processing line
UTCC UTC-clock
VEA vector element appearance

Claims

1. A method for safe train remote control,

wherein an automatic train (ATR) comprises

-anon-boardautomaticdrivingsystemunit, further referred toasADSunit, includingacamerasystem(CAM)
monitoring a track section ahead of the automatic train (ATR), and
- an automatic train mobile com router (ATR-MCR) for forwarding and receiving data via a mobile commu-
nication network (MCN),

wherein an automatic train operation, further referred to as ATO, trackside rail traffic operation andmanagement
centre (COC) comprises

- a train remote control console for remote control of theautomatic train, includingadisplay showingan image
of the track section ahead of the train (ATR) to a remote driver at the train remote control console, and in
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particular including a moving map display for indicating a train position of the automated train (ATR), and
- a management centre mobile com router (COC-MCR) for forwarding and receiving data via the mobile
communication network (MCN),

wherein the ATO trackside rail traffic operation and management centre (COC) and the automatic train (ATR)
each comprise a map data base (MDB) containing common reference objects,
characterized in
that said reference objects represent typical types of trackside objects each,wherein for each reference object at
least an object ID and a high resolution object appearance information representative for the corresponding
typical type of trackside object is stored, wherein the high resolution object appearance information is vectorised,
that the camera system (CAM) generates high resolution video image frames (HRI), to which image frame
numbers are allocated, and which are processed in at least two processing lines (PL1, PL2, PL3),
wherein in a first processing line (PL1),

- the high resolution image frames (HRI) are reduced in resolution, compressedandencodedat the on-board
ADS unit into low resolution image frames (LRI), and
- the low resolution image frames (LRI) and their image framenumbersare transmitted viaafirst data channel
(CH1) from the on-board ADS unit to the train remote control console via themobile communication network
(MCN),

wherein in a second processing line (PL2),

- the high resolution image frames (HRI) are subjected to a pattern recognition algorithm, which identifies
objects in the high resolution image frames (HRI), allocates them to reference objects stored in themap data
base (MDB) of the on-boardADSunit, and determines the corresponding object ID and relative object image
insertion properties of each identified object, including at least an image frame number, an insertion vector
point and scaling/rotation parameters, and
- determinedobject IDs and image insertion properties are transmitted via a seconddata channel (CH2) from
the on-board ADS unit to the train remote control console via the mobile communication network (MCN),

that at the ATO trackside rail traffic operation andmanagement centre (COC), the object IDs and image insertion
properties of the second data channel (CH2) are translated into high resolution object appearances (HROA)
according to the corresponding stored reference objects in the map data base (MDB) of the ATO trackside rail
traffic operation and man-agement centre (COC),
and that thesehigh resolutionobject appearances (HROA)areseamlessly overlaidonto the low resolution image
frames (LRI)withmatching image framenumber receivedvia thefirst datachannel (CH1), resulting into the image
of the track section ahead of the train (ATR) shown to the remote driver at the ATO trackside rail traffic operation
and management centre (COC).

2. Method according to claim 1, characterized in

that in a third processing line (PL3),

- the high resolution image frames (HRI) are subjected to a vectorization algorithm, which allocates vector
elements, such as points, polylines or polygons, to the high resolution image frames (HRI), and determines
corresponding vector properties of each allocated vector element, including an image frame number, and
- determined vector properties for each allocated vector element are transmitted via a third data channel
(CH3) from the on-board ADS unit to the train remote control console via themobile communication network
(MCN),

that at the ATO trackside rail traffic operation and management centre (COC), the vector properties of the
allocated vector elements of the third data channel (CH3) are translated into vector element appearances (VEA),
and that the vector element appearances (VEA) originating from the third data channel (CH3) are used for
plausibility checks of and/or are included in the overlay of the high resolution object appearances (HROA)
originating from the second data channel (CH2) and the low resolution image frames (LRI) received via the first
data channel (CH1) with matching image frame number.

3. Method according to claim 1, characterized in
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that in a third processing line (PL3),

- the high resolution image frames (HRI) are subjected to a vectorization algorithm, which allocates vector
elements, such as points, polylines or polygons, to the high resolution image frames (HRI), and determines
corresponding vector properties of each allocated vector element, including an image frame number, and
- determined vector properties for each allocated vector element are transmitted also via the second data
channel (CH2) from the on-board ADS unit to the train remote control console via themobile communication
network (MCN),

that at the ATO trackside rail traffic operation and management centre (COC), the vector properties of the
allocated vector elements of the second data channel (CH2) of the third processing line (PL3) are translated into
vector element appearances (VEA),
and that the vector element appearances (VEA) originating from the second data channel (CH2) of the third
processing line (PL3) are used for plausibility checks of and/or are included in the overlay of the high resolution
object appearances (HROA) originating from the second data channel (CH2) of the second processing line (PL2)
and the low resolution image frames (LRI) received via the first data channel (CH1) with matching image frame
number.

4. Method according to one of the preceding claims, characterized in that the relative object image insertion properties
of each identified object also include a georeference,

that themap data base (MDB) of the ATO trackside rail traffic operation andmanagement centre (COC) and/or of
the automatic train (ATR) further contains a register of knownobjects definedby ageoreference andan attributed
reference object in each case,
and that the ATO trackside rail traffic operation and management centre (COC) and/or the on-board ADS unit
check the allocation of the identified objects to the reference objects for plausibility based on a comparison of the
georeferences and allocated reference objects of the identified objects on the one hand, and the georeferences
and attributed reference objects of the known objects on the other hand.

5. Method according to one of the preceding claims, characterized in that the ATO trackside rail traffic operation and
management centre (COC)checks theallocationof the identifiedobjects to the referenceobjects for plausibility based
on a correlation of the high resolution object appearances (HROA) and corresponding object appearances in the low
resolution image frame (LRI) for matching frame numbers.

6. Methodaccording to oneof the preceding claims,characterized in that the on-boardADSunit and theATO trackside
rail traffic operation and management centre (COC) each comprise at least one UTC clock (UTCC), preferably two
UTC clocks, for providing UTC time,

that the communication between the automatic trainmobile com router (ATR-MCR) and themanagement centre
mobile com router (COC-MCR) via the mobile communication network (MCN) is packet-based,
wherein each data packet (DP) is providedwith a time stamp in a header section of the packet (DP), indicating the
UTC time of the packet (DP) being sent,
that a handshake protocol flow notes UTC times as follows:

T1SUTC timewhenpacket (DP)wassent, T1CconfirmedUTC timewhenpacket (DP)was received,T2SUTC
time when acknowledgement (ACK) was sent, and T2C UTC time when acknowledgement (ACK) was
received,
that a round trip delay ΔTRoundTrip is determined, with

that an average round trip delay ΔTRoundTrip_AVG is determined over a plurality of past packets (DP),
and that a warning message is delivered if
ΔTRoundTrip-ΔTRoundTrip_AVG>TThresholdRT, with TThresholdRT: Threshold value for round trip delay,
in particular with TTreshholdRT=Kconf*σ(ΔTRoundTrip), with Kconf: confidence estimation value; σ: standard
variance.

7. Method according to claim 6, characterized in
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that a clock difference ΔTclocksync is determined, with

that an average clock difference ΔTclocksync_AVG is determined over a plurality of past packets (DP),
and that the warning message is also delivered if
ΔTclocksync=ΔTclocksync_AVG>TThresholdCD, with TThresholdCD: Threshold value for clock difference.

8. A system for safe train remote control, comprising

a) for arrangement on an automated train (ATR):

- anon-boardautomaticdrivingsystemunit, further referred toasADSunit, includingacamerasystem(CAM)
for monitoring a track section ahead of the automatic train (ATR), and
- an automatic train mobile com router (ATR-MCR) for forwarding and receiving data via a mobile commu-
nication network (MCN), and

b) for arrangement in an automatic train operation, further referred to as ATO, trackside rail traffic operation and
management centre (COC):

- a train remote control console for remote control of the automatic train (ATR), includingadisplay for showing
an image of the track section ahead of the train (ATR) to a remote driver at the train remote control console,
and in particular including a moving map display for indicating a train position of the automated train (ATR),
and
- a management centre mobile com router (COC-MCR) for forwarding and receiving data via the mobile
communication network (MCN),

characterized in
that the system is adapted for performing a method according to one of the preceding claims.

Patentansprüche

1. Verfahren zur sicheren Zugfernsteuerung,

wobei ein automatischer Zug (ATR) umfasst:

- eine bordeigene automatische Fahrsystemeinheit, im Folgenden als ADS-Einheit bezeichnet, einschließ-
lich eines Kamerasystems (CAM), das einen Gleisabschnitt vor dem automatischen Zug (ATR) überwacht,
und
- einen Mobil-COM-Router für einen automatischen Zug (ATR-MCR) zumWeiterleiten und Empfangen von
Daten über ein mobiles Kommunikationsnetzwerk (MCN),

wobei ein gleisseitiges Schienenverkehrsbetriebs‑ und Verwaltungszentrum (COC) für automatischen Zugbe-
trieb, im Folgenden als ATO bezeichnet, umfasst:

- eineZugfernsteuerungskonsole zur Fernsteuerungdes automatischenZugs, einschließlich einerAnzeige,
dieeinementferntenFahrzeugführeranderZugfernsteuerungskonsoleeinBilddesGleisabschnitts vor dem
Zug (ATR) zeigt, und insbesondere einschließlich einer sich bewegenden Kartenanzeige zum Anzeigen
einer Zugposition des automatisierten Zugs (ATR), und
- einen Mobil-COM-Router für ein Verwaltungszentrum (COC-MRC) zumWeiterleiten und Empfangen von
Daten über das mobile Kommunikationsnetzwerk (MCN),

wobei das gleisseitige ATO-Schienenverkehrsbetriebs‑ und Verwaltungszentrum (COC) und der automatische
Zug (ATR) jeweils eine Kartendatenbank (MDB) umfassen, die gemeinsame Referenzobjekte enthält,
dadurch gekennzeichnet,
dass die genannten Referenzobjekte jeweils typische Arten von gleisseitigen Objekten darstellen, wobei für
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jedes Referenzobjekt wenigstens eine Objekt-ID und eine hochauflösende Information zum Erscheinungsbild
des Objekts, die für die entsprechende typische Art des gleisseitigen Objekts repräsentativ ist, gespeichert
werden, wobei die hochauflösende Information zum Erscheinungsbild des Objekts vektorisiert ist,
dass das Kamerasystem (CAM) hochauflösende Videoeinzelbilder (HRI) erzeugt, denen Einzelbildnummern
zugeordnet werden und die in wenigstens zwei Verarbeitungslinien (PL1, PL2, PL3) verarbeitet werden,
wobei in einer ersten Verarbeitungslinie (PL1),

- die hochauflösenden Einzelbilder (HRI) an der bordeigenen ADS-Einheit in der Auflösung reduziert,
komprimiert und codiert werden in niederauflösende Einzelbilder (LRI), und
- die niederauflösenden Einzelbilder (LRI) und ihre Einzelbildnummern über einen erstenDatenkanal (CH1)
von der bordeigenen ADS-Einheit über das mobile Kommunikationsnetzwerk (MCN) an die Zugfernsteue-
rungskonsole übertragen werden,

wobei in einer zweiten Verarbeitungslinie (PL2),

- die hochauflösenden Einzelbilder (HRI) einem Mustererkennungsalgorithmus unterzogen werden, der
Objekte in den hochauflösenden Einzelbildern (HRI) identifiziert, sie Referenzobjekten zuordnet, die in der
Kartendatenbank (MDB) der bordeigenen ADS-Einheit gespeichert sind, und die entsprechende Objekt-ID
und relative Objektbildeinfügungseigenschaften jedes identifizierten Objekts bestimmt, einschließlich we-
nigstens einer Einzelbildnummer, eines Einfügungsvektorpunkts und Skalierungs‑/Rotationsparametern,
und
- bestimmte Objekt-IDs und Bildeinfügungseigenschaften über einen zweiten Datenkanal (CH2) von der
bordeigenen ADS-Einheit über das mobile Kommunikationsnetzwerk (MCN) an die Zugfernsteuerungs-
konsole übertragen werden,

dass in dem gleisseitigen ATO-Schienenverkehrsbetriebs‑ und Verwaltungszentrum (COC) die Objekt-IDs und
Bildeinfügungseigenschaften des zweiten Datenkanals (CH2) in hochauflösende Objekterscheinungsbilder
(HROA) gemäß den entsprechenden gespeicherten Referenzobjekten in der Kartendatenbank (MDB) des
gleisseitigen ATO-Schienenverkehrsbetriebs- und Verwaltungszentrums (COC) übersetzt werden,
unddassdiesehochauflösendenObjekterscheinungsbilder (HROA) nahtlos auf die über denerstenDatenkanal
(CH1) empfangenen niederauflösendenEinzelbilder (LRI)mit übereinstimmender Einzelbildnummer überlagert
werden, was dasBild desGleisabschnitts vor demZug (ATR) ergibt, das dementfernten Fahrzeugführer an dem
gleisseitigen ATO-Schienenverkehrsbetriebs‑ und Verwaltungszentrum (COC) gezeigt wird.

2. Verfahren nach Anspruch 1, dadurch gekennzeichnet,

dass in einer dritten Verarbeitungslinie (PL3)

- die hochauflösenden Einzelbilder (HRI) einem Vektorisierungsalgorithmus unterzogen werden, der den
hochauflösenden Einzelbildern (HRI) Vektorelemente wie Punkte, Polylinien oder Polygone zuordnet, und
entsprechende Vektoreigenschaften jedes zugeordneten Vektorelements bestimmt, einschließlich einer
Einzelbildnummer, und
- bestimmteVektoreigenschaften für jedes zugeordneteVektorelement über einen drittenDatenkanal (CH3)
von der bordeigenen ADS-Einheit über das mobile Kommunikationsnetzwerk (MCN) an die Zugfernsteue-
rungskonsole übertragen werden,

dass in dem gleisseitigen ATO-Schienenverkehrsbetriebs‑ und Verwaltungszentrum (COC) die Vektoreigen-
schaften der zugeordneten Vektorelemente des dritten Datenkanals (CH3) in Vektorelementerscheinungsbilder
(VEA) übersetzt werden,
und dass die aus dem dritten Datenkanal (CH3) stammenden Vektorelementerscheinungsbilder (VEA) ver-
wendetwerden für Plausibilitätsprüfungender und/oder aufgenommenwerden in derÜberlagerungder ausdem
zweiten Datenkanal (CH2) stammenden hochauflösenden Objekterscheinungsbilder (HROA) und der über den
ersten Datenkanal (CH1) empfangenen niederauflösenden Einzelbilder (LRI) mit passender Einzelbildnummer.

3. Verfahren nach Anspruch 1, dadurch gekennzeichnet,

dass in einer dritten Verarbeitungslinie (PL3)
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- die hochauflösenden Einzelbilder (HRI) einem Vektorisierungsalgorithmus unterzogen werden, der den
hochauflösenden Einzelbildern (HRI) Vektorelemente wie Punkte, Polylinien oder Polygone zuordnet, und
entsprechende Vektoreigenschaften jedes zugeordneten Vektorelements bestimmt, einschließlich einer
Einzelbildnummer, und
- bestimmte Vektoreigenschaften für jedes zugeordnete Vektorelement ebenso über den zweiten Daten-
kanal (CH2) von der bordeigenen ADS-Einheit über das mobile Kommunikationsnetzwerk (MCN) an die
Zugfernsteuerungskonsole übertragen werden,

dass in dem gleisseitigen ATO-Schienenverkehrsbetriebs‑ und Verwaltungszentrum (COC) die Vektoreigen-
schaften der zugeordneten Vektorelemente des zweitenDatenkanals (CH2) der dritten Verarbeitungslinie (PL3)
in Vektorelementerscheinungsbilder (VEA) übersetzt werden,
und dass die aus dem zweiten Datenkanal (CH2) der dritten Verarbeitungslinie (PL3) stammenden Vektore-
lementerscheinungsbilder (VEA) verwendet werden für Plausibilitätsprüfungen der und/oder aufgenommen
werden in der Überlagerung der aus dem zweiten Datenkanal (CH2) der zweiten Verarbeitungslinie (PL2)
stammenden hochauflösenden Objekterscheinungsbilder (HROA) und der über den ersten Datenkanal (CH1)
empfangenen niederauflösenden Einzelbilder (LRI) mit passender Einzelbildnummer.

4. Verfahren nach einem der vorhergehenden Ansprüche, dadurch gekennzeichnet,

dass die relativen Objektbildeinfügungseigenschaften jedes identifizierten Objekts auch eine Georeferenz
beinhalten,
dass die Kartendatenbank (MDB) des gleisseitigen ATO-Schienenverkehrsbetriebs‑ und Verwaltungszentrums
(COC) und/oder des automatischen Zugs (ATR) ferner ein Verzeichnis bekannter Objekte enthält, die jeweils
durch eine Georeferenz und ein zugeordnetes Referenzobjekt definiert sind,
unddassdas gleisseitigeATO-Schienenverkehrsbetriebs‑ undVerwaltungszentrum (COC) und/oder die borde-
igene ADS-Einheit die Zuordnung der identifizierten Objekte zu den Referenzobjekten anhand eines Vergleichs
der Georeferenzen und zugeordneten Referenzobjekte der identifizierten Objekte einerseits und der Georefe-
renzen und zugeordneten Referenzobjekte der bekannten Objekte andererseits auf Plausibilität prüft.

5. Verfahren nach einem der vorhergehenden Ansprüche, dadurch gekennzeichnet, dass das gleisseitige ATO-
Schienenverkehrsbetriebs‑ und Verwaltungszentrum (COC) die Zuordnung der identifizierten Objekte zu den
Referenzobjekten auf Plausibilität basierend auf einer Korrelation der hochauflösenden Objekterscheinungsbilder
(HROA) und entsprechenden Objekterscheinungsbildern im niederauflösenden Einzelbild (LRI) für übereinstim-
mende Einzelbildnummern prüft.

6. Verfahren nach einem der vorhergehenden Ansprüche, dadurch gekennzeichnet,

dass die bordeigene ADS-Einheit und das gleisseitige ATO-Schienenverkehrsbetriebs‑ und Verwaltungszent-
rum (COC) jeweils wenigstens eine UTC-Uhr (UTCC), vorzugsweise zwei UTC-Uhren, zum Bereitstellen der
UTC-Zeit umfassen,
dass die Kommunikation zwischen dem Mobil-COM-Router für den automatischen Zug (ATR-MCR) und dem
Mobil-COM-Router für das Verwaltungszentrum (COC-MCR) über dasmobile Kommunikationsnetzwerk (MCN)
paketbasiert erfolgt,
wobei jedes Datenpaket (DP) in einem Header-Abschnitt des Pakets (DP) mit einem Zeitstempel versehen ist,
der die UTC-Zeit der Absendung des Pakets (DP) angibt, dass ein Handshake-Protokollfluss UTC-Zeiten wie
folgt notiert:

T1S UTC-Zeit, als das Paket (DP) gesendet wurde, T1C bestätigte UTC-Zeit, als das Paket (DP) empfangen
wurde, T2S UTC-Zeit, als die Bestätigung (ACK) gesendet wurde, und T2C UTC-Zeit, als die Bestätigung
(ACK) empfangen wurde,
dass eine Roundtripverzögerung ΔTRoundTrip bestimmt wird, wobei

dass eine durchschnittliche Roundtripverzögerung ΔTRoundTrip_DURCHSCHN. über mehrere vergangene
Pakete (DP) bestimmt wird,
und dass eine Warnmeldung ausgegeben wird, wenn
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ΔTRoundTrip - ΔTRoundTrip_DURCHSCHN. > TSchwelleRT ist, wobei TSchwelleRT: Schwellenwert für Roundtrip-
verzögerung,
wobei insbesondere TSchwelleRT = Kkonf.*σ(ΔTRoundTrip) ist, wobei Kkonf.: Konfidenzschätzwert; σ: Standard-
abweichung.

7. Verfahren nach Anspruch 6, dadurch gekennzeichnet,

dass eine Zeitverschiebung ΔTUhrsynch. bestimmt wird, wobei

dass eine durchschnittliche Uhrdifferenz ΔTUhrsynch._DURCHSCHN. über mehrere vergangene Pakete (DP) be-
stimmt wird,
und dass die Warnmeldung auch ausgegeben wird, wenn
ΔTUhrsynch. - ΔTUhrsynch._DURCHSCHN. > TSchwelleCD ist, wobei TSchwelleCD: Schwellenwert für Uhrdifferenz.

8. System zur sicheren Zugfernsteuerung, umfassend:

a) zur Anordnung in einem automatisierten Zug (ATR):

- eine bordeigene automatische Fahrsystemeinheit, im Folgenden als ADS-Einheit bezeichnet, einschließ-
lich eines Kamerasystems (CAM) für die Überwachung eines Gleisabschnitt vor dem automatischen Zug
(ATR), und
- einen Mobil-COM-Router für einen automatischen Zug (ATR-MCR) zumWeiterleiten und Empfangen von
Daten über ein mobiles Kommunikationsnetzwerk (MCN), und

b) zur Anordnung in einem gleisseitigen Schienenverkehrsbetriebs‑ und Verwaltungszentrum (COC) für auto-
matischen Zugbetrieb, im Folgenden als ATO bezeichnet:

- eine Zugfernsteuerungskonsole zur Fernsteuerung des automatischen Zugs (ATR) einschließlich einer
Anzeige, dazu geeignet, einem entfernten Fahrzeugführer an der Zugfernsteuerungskonsole ein Bild des
Gleisabschnitts vor dem Zug (ATR) anzuzeigen, und insbesondere einschließlich einer sich bewegenden
Kartenanzeige zum Anzeigen einer Zugposition des automatisierten Zugs (ATR), und
- einen Mobil-COM-Router für ein Verwaltungszentrum (COC-MRC) zumWeiterleiten und Empfangen von
Daten über das mobile Kommunikationsnetzwerk (MCN),

dadurch gekennzeichnet,
dass das System zum Durchführen eines Verfahrens nach einem der vorhergehenden Ansprüche angepasst ist.

Revendications

1. Procédé de commande à distance de train sûre,

dans lequel un train automatique (ATR) comprend

- une unité de système de conduite automatique embarquée, également appelée unité ADS, incluant un
système de caméra (CAM) surveillant une section de voie devant le train automatique (ATR), et
- un routeur de communication mobile de train automatique (ATR-MCR) destiné à émettre et recevoir des
données via un réseau de communication mobile (MCN),

dans lequel un centre de gestion et d’opération de trafic ferroviaire le long de la voie (COC) pour une opération de
train automatique, également appelée ATO, comprend

- une console de commande à distance de train pour une commande à distance du train automatique,
incluant un affichage présentant une image de la section de voie devant le train (ATR) à un conducteur à
distance au niveau de la console de commande à distance de train, et en particulier incluant un affichage de
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cartographie mobile destiné à indiquer une position de train du train automatisé (ATR), et
- un routeur de communication mobile de centre de gestion (COC-MCR) destiné à émettre et recevoir des
données via le réseau de communication mobile (MCN),

où le centre de gestion et d’opération de trafic ferroviaire le long de la voie (COC) pour une ATO et le train
automatique (ATR) comprennent chacun une base de données de carte (MDB) contenant des objets de
référence communs,
caractérisé
enceque lesdits objets de référence représentent chacun des types habituels d’objets le long de la voie, où pour
chaque objet de référence au moins un ID d’objet et une information d’apparence d’objet à haute résolution
représentative du type habituel correspondant d’objet le long de la voie sont enregistrés, où l’information
d’apparence d’objet à haute résolution est vectorisée,
en ce que le système de caméra (CAM) génère des trames d’image vidéo à haute résolution (HRI), auxquelles
des numéros de trame d’image sont alloués, et qui sont traitées dans au moins deux lignes de traitement (PL1,
PL2, PL3),
où dans une première ligne de traitement (PL1),

- les trames d’image vidéo à haute résolution (HRI) sont réduites en résolution, compressées et codées au
niveau de l’unité ADS embarquée en trames d’image à faible résolution (LRI), et
- les trames d’image à faible résolution (LRI) et leurs numéros de tramed’image sont transmis via un premier
canal de données (CH1) de l’unité ADS embarquée à la console de commande à distance de train via le
réseau de communication mobile (MCN),

où dans une deuxième ligne de traitement (PL2),

- les trames d’image à haute résolution (HRI) sont soumises à un algorithme de reconnaissance de motif,
lequel identifie des objets dans les trames d’image à haute résolution (HRI), les alloue à des objets de
référence enregistrés dans la base de données de carte (MDB) de l’unité ADS embarquée, et détermine l’ID
d’objet correspondant et des propriétés d’insertion d’image d’objet relatives de chaque objet identifié,
incluant au moins un numéro de trame d’image, un point de vecteur d’insertion et des paramètres de
rotation/mise à l’échelle, et
- les ID d’objet et les propriétés d’insertion d’image déterminés sont transmis via un deuxième canal de
données (CH2) de l’unité ADS embarquée à la console de commande à distance de train via le réseau de
communication mobile (MCN),

encequ’auniveaudu centre degestion et d’opération de trafic ferroviaire le long de la voie (COC) pour uneATO,
les ID d’objet et les propriétés d’insertion d’image du deuxième canal de données (CH2) sont transformées en
apparences d’objet à haute résolution (HROA) en fonction des objets de référence enregistrés correspondants
dans la base de données de carte (MDB) du centre de gestion et d’opération de trafic ferroviaire le long de la voie
(COC) pour une ATO,
et en ce que ces apparences d’objet à haute résolution (HROA) sont superposées de façon transparente sur les
trames d’image à faible résolution (LRI) par mise en correspondance de numéro de trame d’image reçu via le
premier canal de données (CH1), donnant ainsi l’image de la section de voie devant le train (ATR) présentée au
conducteur à distance au niveau du centre de gestion et d’opération de trafic ferroviaire le long de la voie (COC)
pour une ATO.

2. Procédé selon la revendication 1, caractérisé

en ce que dans une troisième ligne de traitement (PL3),

- les trames d’image à haute résolution (HRI) sont soumises à un algorithme de vectorisation, lequel alloue
des éléments vectoriels, tels que des points, de polylignes ou des polygones, aux trames d’image à haute
résolution (HRI), et détermine des propriétés vectorielles correspondantes de chaque élément vectoriel
alloué, incluant un numéro de trame d’image, et
- les propriétés vectorielles déterminées pour chaque élément vectoriel alloué sont transmises via un
troisième canal de données (CH3) de l’unité ADS embarquée à la console de commande à distance de train
via le réseau de communication mobile (MCN),
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encequ’auniveaudu centre degestion et d’opération de trafic ferroviaire le long de la voie (COC) pour uneATO,
les propriétés vectorielles des éléments vectoriels alloués du troisième canal de données (CH3) sont trans-
formées en apparences d’élément vectoriel (VEA), et en ce que les apparences d’élément vectoriel (VEA)
provenant du troisième canal de données (CH3) sont utilisées pour des vérifications de plausibilité et/ou sont
incluses dans la superposition des apparences d’objet à haute résolution (HROA) provenant du deuxième canal
de données (CH2) et des trames d’image à faible résolution (LRI) reçues via le premier canal de données (CH1)
par mise en correspondance de numéro de trame d’image.

3. Procédé selon la revendication 1, caractérisé

en ce que dans une troisième ligne de traitement (PL3),

- les trames d’image à haute résolution (HRI) sont soumises à un algorithme de vectorisation, lequel alloue
des éléments vectoriels, tels que des points, de polylignes ou des polygones, aux trames d’image à haute
résolution (HRI), et détermine des propriétés vectorielles correspondantes de chaque élément vectoriel
alloué, incluant un numéro de trame d’image, et
- lespropriétésvectoriellesdéterminéespourchaqueélément vectoriel allouésontégalement transmisesvia
le deuxième canal de données (CH2) de l’unité ADS embarquée à la console de commande à distance de
train via le réseau de communication mobile (MCN),

encequ’auniveaudu centre degestion et d’opération de trafic ferroviaire le long de la voie (COC) pour uneATO,
les propriétés vectorielles des éléments vectoriels alloués du deuxième canal de données (CH2) de la troisième
ligne de traitement (PL3) sont transformées en apparences d’élément vectoriel (VEA),
et en ce que les apparences d’ élément vectoriel (VEA) provenant du deuxième canal de données (CH2) de la
troisième ligne de traitement (PL3) sont utilisées pour des vérifications de plausibilité et/ou sont incluses dans la
superposition des apparences d’objet à haute résolution (HROA) provenant du deuxième canal de données
(CH2) de la deuxième ligne de traitement (PL2) et des trames d’image à faible résolution (LRI) reçues via le
premier canal de données (CH1) par mise en correspondance de numéro de trame d’image.

4. Procédé selon l’une des revendications précédentes, caractérisé

en ce que les propriétés d’insertion d’image d’objet relatives de chaque objet identifié incluent également une
géoréférence,
enceque la base de données de carte (MDB) du centre de gestion et d’opération de trafic ferroviaire le long de la
voie (COC) pour une ATO et/ou du train automatique (ATR) contient en outre un registre d’objets connus définis
par une géoréférence et un objet de référence attribué pour chaque cas,
et en ce que le centre de gestion et d’opération de trafic ferroviaire le long de la voie (COC) pour une ATO et/ou
l’unité ADS embarquée vérifient la plausibilité de l’allocation des objets identifiés aux objets de référence sur la
base d’une comparaison des géoréférences et des objets de référence alloués des objets identifiés d’une part, et
des géoréférences et des objets de référence attribués des objets connus d’autre part.

5. Procédé selon l’une des revendications précédentes, caractérisé en ce que le centre de gestion et d’opération de
trafic ferroviaire le long de la voie (COC) pour une ATO vérifie la plausibilité de l’allocation des objets identifiés aux
objets de référence sur la base d’une corrélation des apparences d’objet à haute résolution (HROA) et des
apparences d’objet correspondantes dans la trame d’image à faible résolution (LRI) pour des numéros de trame
correspondants.

6. Procédé selon l’une des revendications précédentes, caractérisé

en ce que l’unité ADS embarquée et le centre de gestion et d’opération de trafic ferroviaire le long de la voie
(COC) pour une ATO comprennent chacun au moins une horloge UTC (UTCC), de préférence deux horloges
UTC, destinées à fournir l’heure UTC,
en ce que la communication entre le routeur de communication mobile de train automatique (ATR-MCR) et le
routeur de communication mobile de centre de gestion (COC-MCR) via le réseau de communication mobile
(MCN) se fait par paquet,
où chaque paquet de données (DP) est fourni avec un horodatage dans la section d’en-tête du paquet (DP),
indiquant l’heure UTC du paquet (DP) qui est envoyé,
en ce qu’un flux de protocole d’établissement de liaison annote les heures UTC comme suit :
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T1S heure UTC lorsque le paquet (DP) a été envoyé, T1C heure UTC confirmée lorsque le paquet (DP) a été
reçu, T2S heure UTC lorsque l’accusé-réception (ACK) a été envoyé, et T2C heure UTC lorsque l’accusé-
réception (ACK) a été reçu,
en ce qu’un temps de transmission aller/retour ΔTTransmissionAller/retour est déterminé, avec

en ce qu’un temps de transmission aller/retour moyen ΔTTransmissionAller/retour_MOY est déterminé sur une
pluralité de paquets (DP) antérieurs,
et en ce qu’un message d’avertissement est délivré si
ΔTTransmissionAller/retour - ΔTTransmissionAller/retour_MOY > TSeuilTA, avec TSeuilTA : valeur de seuil pour le temps
de transmission aller/retour,
en particulier avec TSeuilTA = Kconf*σ(ΔTTransmissionAller/retour), avec Kconf : valeur d’estimation de confiance ;
σ : variance type.

7. Procédé selon la revendication 6, caractérisé

en ce qu’une différence d’horloge ΔThorlogesync est déterminée, avec

en ce qu’une différence d’horlogemoyenne ΔThorlogesync_MOY est déterminée sur une pluralité de paquets (DP)
antérieurs,
et en ce qu’un message d’avertissement est également délivré si
ΔThorlogesync - ΔThorlogesync_MOY > TSeuilDH, avec TSeuilDH : valeur de seuil pour la différence d’horloge.

8. Système de commande à distance de train sûre, comprenant

a) pour un agencement sur un train automatisé (ATR) :

- une unité de système de conduite automatique embarquée, également appelée unité ADS, incluant un
système de caméra (CAM) destiné à surveiller une section de voie devant le train automatique (ATR), et
- un routeur de communication mobile de train automatique (ATR-MCR) destiné à émettre et recevoir des
données via un réseau de communication mobile (MCN), et

b) pour un agencement sur un centre de gestion et d’opération de trafic ferroviaire le long de la voie (COC) pour
une opération de train automatique, également appelée ATO :

- une console de commande à distance de train pour une commande à distance du train automatique (ATR),
incluant un affichage destiné à présenter une image de la section de voie devant le train (ATR) à un
conducteur à distance au niveau de la console de commande à distance de train, et en particulier incluant un
affichage de cartographie mobile destiné à indiquer une position de train du train automatisé (ATR), et
- un routeur de communication mobile de centre de gestion (COC-MCR) destiné à émettre et recevoir des
données via le réseau de communication mobile (MCN),

caractérisé
en ce que le système est conçu pour réaliser un procédé selon l’une des revendications précédentes.
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