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OPERATOR-ASSISTED ITERATIVE BIOMETRIC SEARCH

Cross-Reference to Related Applications

This application claims benefit to Provisional Application No. 61/301,405, filed
February 4, 2010, and titled “A METHOD OF OPERATOR-ASSISTED ITERATIVE
BIOMETRIC SEARCH?” and to Utility Patent Application No. 13/018,261, filed January
31,2011, and titled “OPERATOR-ASSISTED ITERATIVE BIOMETRIC SEARCH?”,
cach incorporated by reference in its entirety.

Background

Biometric recognition technology encompasses fingerprint image recognition, facial
image recognition, iris image recognition, ear image recognition, and other techniques. In
law enforcement, biometric recognition technology may be used for searches in
biometric databases of known criminals in attempts to match crime scene images, latent
fingerprint images, or facial images recorded by a security camera, for example, with
images in the databases. Searches in a biometric database, known in the industry as a
gallery, may be performed using a biometric search engine or matching algorithm that
compares an input image with all of the images in the biometric database. The search
engine may be installed at a centralized location and shared between different
biometric operator workstations that may perform searches with or updates to the
biometric database.

Summary

Disclosed are methods, apparatus, and systems for performing an operator-
assisted iterative biometric search.

In certain embodiments, a method includes receiving a set of candidate records at
a computing device. The set of candidate records includes candidate records that are
possible matches to a probe record. Each candidate record in the set of candidate records
is assigned a score such that a candidate record that is more likely to be a match to the
probe record is assigned a high score and a candidate record that is less likely to be a
match to the probe record is assigned a low score. At least a first portion of the set of
candidate records, including the candidate records assigned the highest scores, are
displayed at a display device of the computing device. An indication that a first candidate
record in the set of candidate records is not a match to the probe record is received. A

first search of the set of candidate records using the first candidate record is preformed.
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A score assigned to a second candidate record in the set of candidate records is modified
when the second candidate record is more likely to be a match to the first candidate
record than a match to the probe record. At least a second portion of the set of candidate
records, including the candidate records assigned the highest scores, are displayed at the
display device of the computing device.

In certain embodiments, instructions are stored on one or more computer readable
media. The instructions include receiving a set of candidate records at a computing
device. The set of candidate records includes candidate records that are possible matches
to a probe record. Each candidate record in the set of candidate records is assigned a
score such that a candidate record that is more likely to be a match to the probe record is
assigned a high score and a candidate record that is less likely to be a match to the probe
record is assigned a low score. At least a first portion of the set of candidate records,
including the candidate records assigned the highest scores, are displayed at a display
device of the computing device. An indication that a first candidate record in the set of
candidate records is not a match to the probe record is received. A first search of the set
of candidate records using the first candidate record is preformed. A score assigned to a
second candidate record in the set of candidate records is modified when the second
candidate record is more likely to be a match to the first candidate record than a match to
the probe record. At least a second portion of the set of candidate records, including the
candidate records assigned the highest scores, are displayed at the display device of the
computing device.

In certain embodiments, a computing device includes a display device, an input
device, and a processor. The processor is configured to receive a set of candidate records.
The set of candidate records includes candidate records that are possible matches to a
probe record. Each candidate record in the set of candidate records is assigned a score
such that a candidate record that is more likely to be a match to the probe record is
assigned a high score and a candidate record that is less likely to be a match to the probe
record is assigned a low score. At least a first portion of the set of candidate records,
including the candidate records assigned the highest scores, are displayed at the display
device. An indication that a first candidate record in the set of candidate records is not a
match to the probe record is received. A first search of the set of candidate records using
the first candidate record is preformed. A score assigned to a second candidate record in
the set of candidate records is modified when the second candidate record is more likely

to be a match to the first candidate record than a match to the probe record. At least a
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second portion of the set of candidate records, including the candidate records assigned
the highest scores, are displayed at the display device.

In certain embodiments, a method includes receiving a probe record
A database of records is searched in a first search using the probe record. A score is
assigned to records in the database of records as a result of the first search such that a
record that is more likely to be a match to the probe record is assigned a high score and a
record that is less likely to be a match to the probe record is assigned a low score.
A first set of candidate records, the first set of candidate records including records from
the first search assigned the highest scores, is displayed at a display device of a
computing device. An indication that a first candidate record in the first set of candidate
records is not a match to the probe record is received. The database of records is searched
in a second search using the probe record and the first candidate record. A score is
assigned to records in the database of records as a result of the second search such that a
record that is more likely to be a match to the probe record is assigned a high score and a
record that is more likely to be a match to the first candidate record than a match to the
probe record is assigned a low score. A second set of candidate records, the second set of
candidate records including records from the second search assigned the highest scores, is
displayed at the display device of the computing device.

In certain embodiments, a method includes receiving a set of candidate records at
a computing device. The set of candidate records includes candidate records that are
possible matches to a probe record, the candidate records in the set of candidate records
cach being assigned a score such that a candidate record that is more likely to be a match
to the probe record is assigned a high score and a candidate record that is less likely to be
a match to the probe record is assigned a low score. At least a first portion of the set of
candidate records, including the candidate records assigned the highest scores, is
displayed at a display device of the computing device. An indication that a first candidate
record in the set of candidate records is not a match to the probe record is received. An
indication that a second candidate record in the set of candidate records is similar to the
probe record is received. A first search of the set of candidate records using the first
candidate record is performed. A second search of the set of candidate records using the
second candidate record is performed. A score assigned to a third candidate record in the
set of candidate records is modified when the third candidate record is more likely to be a
match to the first candidate record than a match to the probe record. A score assigned to

a fourth candidate record in the set of candidate records is modified when the fourth
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candidate record is more likely to be a match to the second candidate record than a match
to the probe record. At least a second portion of the set of candidate records including the
candidate records assigned the highest scores is displayed at the display device of the
computing device.

The details of one or more embodiments are set forth in the accompanying
drawings and the description below. Other features, objects, and advantages will be
apparent from the description and drawings, and from the claims.

Brief Description of the Drawings

The included drawings are for illustrative purposes and serve only to provide
examples of possible methods, apparatus, and systems for performing an operator-assisted
iterative biometric search. These drawings in no way limit any changes in form and detail
that may be made to embodiments by one skilled in the art without departing from the
spirit and scope of the disclosure.

Figure 1A is a schematic diagram of computer systems for biometric searches
according to one or more embodiments of the present invention.

Figure 1B is a flow diagram of a biometric search method 150.

Figure 1C shows images associated with a biometric search method.

Figure 2A is a flow diagram of an operator-assisted biometric search method 200
according to one or more embodiments of the present invention.

Figure 2B shows images associated with an operator-assisted biometric search
method according to one or more embodiments of the present invention.

Figure 3 is a flow diagram of an operator-assisted biometric search method 300
according to one or more embodiments of the present invention.

Figure 4 is a flow diagram of an operator-assisted biometric search method 400
according to one or more embodiments of the present invention.

Figure 5 is a flow diagram of an operator-assisted biometric search method 500
according to one or more embodiments of the present invention.

Detailed Description

The invention relates to biometric search methods, apparatus, and systems, and in
particular, to biometric search methods, apparatus, and systems using operator input for
an operator-assisted iterative biometric search.

Embodiments of the disclosed methods, apparatus, and systems increase the
effectiveness of biometric search engines. A biometric search may be performed

iteratively, using operator input. For example, an operator may review a list of candidate
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images received from a biometric search in response to input of a probe image. The
operator may mark candidate images as bearing a high resemblance to the probe image
or a low resemblance to the probe image. The biometric search may then be repeated,
with the knowledge of candidate images bearing a high resemblance or a low
resemblance to the probe image. A new list of candidate images that bear a higher
resemblance to the probe image is generated. The operator can repeat this process in a
second, third, and further iterations, as needed, in an attempt to match the probe image
to a candidate image. Using the disclosed methods, apparatus, and systems may yield a
candidate image that matches the probe image, even when the probe image is of poor
quality due to artifacts in the probe image, for example.

Figure 1A is a schematic diagram of computer systems for biometric searches
according to one or more embodiments of the present invention. The computer systems
shown in Figure 1A include a client machine 102, a server 104, and an operator
workstation 106. The client machine 102 may be any number of computing devices,
including a personal computer, a desktop computer, a laptop computer, or a network of
computing devices, for example. The client machine 102 may include a display device
such as a monitor, an input device such as a keyboard or a mouse, a processor, and a
memory device, for example. The server 104 includes a biometric search engine and a
database of biometric records. The term “server” is meant to include a computer system,
including processing hardware and process space(s), and an associated storage system
and/or database application. The server 104 may include multiple servers and/or multiple
computing devices. The operator workstation 106 may be any number of computing
devices, including a personal computer, a desktop computer, a laptop computer, or a
mainframe computer terminal, for example. The operator workstation 106 is able to
communicate with the server 104 over a private data network 108. The client machine
102 is able to communicate with the server 104 over a public data network 110, such as
the Internet, for example.

The server 104 and the operator workstation 106 may be owned and operated by a
government organization, such as the Federal Bureau of Investigation, for example. The
client machine 102 may be owned and operated by a local police department or a private
organization, for example.

In certain embodiments, the operator workstation 106 communicates with the
server 104 over the private data network 108. In certain embodiments, the client machine

102 communicates with the server 104 over the public date network 110. Further
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descriptions of the computer systems shown in Figure 1A are given below in the
descriptions of the biometric search methods.

Figure 1B is a flow diagram of a biometric search method 150. The method 150
may be performed using the computer systems shown in Figure 1A, for example. Figure
1C shows images associated with a biometric search method.

At block 152 of the method 150, a probe image or record is sent to a server. The
probe image may be sent from the operator workstation 106 to the server 104 over the
private data network 108, for example. Alternatively, the probe image may be sent from
the client machine 102 to the server 104 over the public data network 110, for example.
The probe image may be any number of different types of images or biometric samples.
For example, the probe image may be a facial image, an iris image, an ear image, a
fingerprint image, or a palm print image.

The probe image 162 in Figure 1C is an example of a facial image that may be
used as a probe image. As a further example, the probe image may be a crime scene
image, a latent fingerprint image, or a facial image recorded by a security camera. A
law enforcement organization may wish to determine if the probe image matches an
image in a biometric database of known criminals to determine the identity of a person
in or the source of the probe image.

At block 154, the server searches a biometric database for possible matches to
the probe image. The server may use a biometric search engine or other algorithm to
determine if an image in the biometric database is a possible match to the probe image.
The search output is a candidate image that is a possible match to the probe image or a
list of candidate images that are possible matches to the probe image. In some
implementations, each candidate image in a list of candidate images is assigned a score.
For example, a candidate image that is more similar to the probe image may be assigned
a higher score than a candidate image that is less similar to the probe image.

In some implementations, the candidate images are ordered according to their
assigned scores. For example, candidate images that are assigned a higher score may be
placed at the top of the list of candidate images. Candidate images that are assigned a
lower score may be placed at the bottom of the list of candidate images.

The candidate list 164 in Figure 1C is an example of a candidate list that may be
generated by the server based on a search of a biometric database for matches to the
probe image 162. Candidate images that bear a high similarity to the probe image and
have high assigned scores may be placed at the top 166 of the candidate list. Candidate
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images that bear a low similarity to the probe image and have low assigned scores may
be placed at the bottom 168 of the candidate list.

At block 156, candidate images are received from the server. All or some of the
candidate images determined as being possible matches to the probe image may be sent
from the server 104 to the operator workstation 106 or to the client machine 102, for
example.

At block 158, the candidate images are displayed. In some implementations, a
portion of the candidate images in the candidate list are displayed. In some
implementations, all the candidate images in the candidate list are displayed. The
candidate images may be displayed on a display device of the operator workstation 106,
for example. The candidate images may be reviewed by an operator at the operator
workstation 106 or at the client machine 102. The process of an operator reviewing
candidate images is also referred to as adjudication. The adjudication may result in a hit,
that is, an unambiguous match of a candidate image to the probe image. The adjudication
may also result in a number of candidate images that are similar to the probe image. The
organization performing the biometric search may use the unambiguous match of a
candidate image to the probe image or the candidate images that are similar to the probe
image to determine the identity of the person in the probe image. For example, the
candidate images may include other associated information so that they may be used for
identification.

For example, a robbery scene security video may include an image of a face. A
search of biometric databases that include images, using the image of the face, may yield
several candidate images that are similar to the probe image. Using identification
information associated with the candidate images, a law enforcement organization may
compile a list of suspects for the robbery. These suspects may then be further screened,
interviewed, and/or apprehended by law enforcement personnel.

Some biometric databases, such as those in possession of the Federal Bureau of
Investigation or other law enforcement agencies, for example, include a large number of
images or records. For example, a biometric database may include thousands, hundreds
of thousands, or millions of images or records. In some instances, the quality of an image
to be included in a biometric database of a law enforcement organization is regulated by
standards of the United States, the European Union, or other international organization.

A search of such a biometric database may yield a candidate image that matches a

probe image if the probe image is of good quality. This would allow a law enforcement
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organization to directly identify a suspect. For example, unambiguous identification of a
suspect may be made by a search performed using a biometric database of hundreds of
millions of fingerprint records if the probe image is a high quality set of fingerprints from
all ten fingers. As another example, unambiguous identification of a suspect may be
made by a search performed using a biometric database of hundreds of thousands of high
quality mug shots if the probe image is a high resolution frontal mug shot photograph.

The quality of a probe image, however, can not be controlled in some cases. For
example, probe images collected from a crime scene may include latent fingerprint
images that are partial and smudged, iris images that are partial or with substantial eye
gaze, or facial images that are of low resolution, at non-frontal pose angle, under poor
lighting, or with strong facial expression. The law enforcement organization may want to
use all of these probe images in searches of biometric databases to increase the chances
that a suspect will be identified. For example, a law enforcement organization may cross-
reference searches of different types of probe images to positively identify a suspect.

As another example, probe images collected from a crime scene may include two
images of the same face. For example, the two facial images may have been collected
with a security camera. Both of these facial images may be of low resolution. The law
enforcement organization may want to use both of these probe images in searches of a
facial image biometric database to increase the chances that a suspect will be identified.
For example, a law enforcement organization may cross-reference searches of the two
probe images to positively identify a suspect.

The accuracy of a search of a biometric database may decrease with decreasing
probe image quality, however. Some low quality probe images may not include sufficient
information for a biometric search engine to uniquely match a candidate image to the
probe image. As a result, low quality probe images may require a large number of
candidate images from a biometric database to be adjudicated by an operator. For
example, an operator may need to adjudicate hundreds or even thousands candidate
images before a match to the probe image is identified.

For example, a probe image may be a low resolution video image of a person
taken with the person’s face rotated with respect to the camera. This is also referred to as
a facial image at a strong pose. A search of a biometric database with a biometric search
engine may yield a candidate list that includes a large number of candidate images having
a strong pose similar to the pose of the probe image. This may be caused by bias in the

facial recognition algorithms used by the biometric search engine, for example.
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As another example, a probe image may be a facial image with strong directional
lighting at one side of the face. A search of a biometric database with a biometric search
engine may yield a candidate list that includes a large number of candidate images having
lighting similar to the lighting in the probe image.

As yet another example, a probe image may be a facial image with a strong
expression. For example, the facial image may be face with a strong smile. A search of a
biometric database with a biometric search engine may yield a candidate list that includes
a large number of candidate images having a smile similar to the smile in the probe
image.

Thus, the algorithm used by the biometric search engine to search a biometric
database may be biased. For a probe image that is a facial image, instead of returning
candidate images with similar facial features, the biometric search engine may return a
candidate list that includes candidate images with the same artifacts as the probe image,
such as pose, poor lighting, or expression, for example. A candidate image that is a
match to the probe image may become obscured by the large number of candidate images
with such artifacts.

Embodiments of the present invention provide methods, apparatus, and systems
for reducing the bias of biometric searches by using operator assistance and performing
iterative searches. Using the disclosed methods, apparatus, and systems may yield a
candidate image that matches the probe image, even when the probe image is of poor
quality due to artifacts in the probe image, for example.

Figure 2A is a flow diagram of an operator-assisted biometric search method 200
according to one or more embodiments of the present invention. Figure 2B shows images
associated with an operator-assisted biometric search method according to one or more
embodiments of the present invention. The method 200 may be performed using the
computer systems shown in Figure 1A, for example.

At block 202, a probe image or record is sent to a server. In some embodiments
of the method 200, block 202 is similar to block 152 of the method 150 in Figure 1B.

The probe image may be sent from the operator workstation 106 to the server 104 over
the private data network, for example. As noted above, the probe image may be a facial
image, an iris image, an ear image, a fingerprint image, or a palm print image, for
example. The probe image 162 in Figure 2B is an example of a facial image that may be

used as a probe image.
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The server then searches images in a biometric database for possible matches to
the probe image. In some embodiments of the method 200, this search process is
similar to block 154 of the method 150. The server may use a biometric search engine
or other algorithm to determine if an image in the biometric database is a possible match
to the probe image. The search output is a candidate image that is a possible match to
the probe image or a set of candidate images that are possible matches to the probe
image.

At block 204, a set of candidate images is received from the server. In some
embodiments of the method 200, block 204 is similar to block 156 of the method 150.
All or some of the candidate images determined as being possible matches to the probe
image may be received from the server. As noted above, in some embodiments each
candidate image has an assigned a score. For example, a candidate image that is more
similar to the probe image may be assigned a higher score by the biometric search
engine than a candidate image that is less similar to the probe image. The further
relevance of the score assigned to a candidate image or record is described below, in
reference to the methods 300, 400, and 500 of an operator-assisted biometric search.

At block 206, at least a portion of the set of candidate images is displayed. In
some embodiments of the method 200, block 206 is similar to block 158 of the method
150. In some embodiments, all of the candidate images in the set of candidate images are
displayed. In some embodiments, a portion of the candidate images in the set of
candidate images is displayed.

The candidate images may be displayed on a display device of the operator
workstation 106, for example. The candidate list 164 in Figure 2B is an example of a set
of candidate images that may be received and displayed based on the search of a
biometric database for matches to the probe image 162. An operator at the operator
workstation may adjudicate the set of candidate images. For example, the operator may
visually review each candidate image to determine if any of the candidate images are
matches to the probe image.

At block 208, an indication regarding the visual similarity of a candidate image to
the probe image is received. For example, when the operator does not identify a
candidate image that is a likely match to the probe image in the displayed candidate
images, the operator may indicate the visual similarity of a candidate image or images to

the probe image. For example, for the three candidate images in the candidate images
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2% ¢ 2% ¢

252 in Figure 2B, the operator may indicate that an image is “very similar,” “similar,” “or
“dissimilar” to the probe image.

At block 210, the probe image and the indication of the visual similarity of a
candidate image to the probe image are sent to the server. In some embodiments, the
server uses the probe image and the indication to search the biometric database. Using
the probe image and the information regarding a candidate image that is similar or
dissimilar to the probe image, the biometric search engine may refine the output of a
search. For example, by refining the output of the search of the biometric database,
candidate images more likely to be a match to the probe image may be determined. A
new set of candidate images may be generated by the search engine, in some
embodiments. For example, the new set of candidate images may include new candidate
images and candidate images from the first search. As another example, the new set of
candidate images may include a candidate image that is a match to the probe image.

In some embodiments, the server uses the probe image and the indication to
search the set of candidate images that was previously received from the server instead of
searching the biometric database. After a search of the set of candidate images, the set of
candidate images may be reordered such that candidate images that are more likely to be
matches to the probe image and candidate images indicated by the operator to be similar
to the probe image are moved to the top of the set of candidate images. Candidate images
that are similar to candidate images indicated by the operator not to be similar to the
probe image may be moved to the bottom of the set of candidate images. An example of
a reordered set of candidate images are the candidate images 254 in figure 2B.

In some embodiments, blocks 208, 210, and 212 may be repeated when the
operator does not identify a candidate image that is a likely match to the probe image in
the displayed candidate images. Specific embodiments of the method 200 are described
further in the methods 300, 400, and 500 of an operator-assisted biometric search.

Figure 3 is a flow diagram of an operator-assisted biometric search method 300
according to one or more embodiments of the present invention. The method 300 may
provide a candidate record that is a match to a probe record even when the probe record is
of poor quality, for example.

At block 302, a sct of candidate records is received. In some embodiments, the sct
of candidate records include candidate records that are possible matches to a probe
record. As noted above, the probe record and the candidate records may include an

image, such as a facial image, an iris image, an ear image, a fingerprint image, or a palm
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print image. For example, when the probe record includes a facial image, the candidate
records would be facial images that are possible matches to the probe record facial image.
In some embodiments, the set of candidate records may be received at a first computing
device.

The set of candidate records may be received at the client machine 102 from the
server 104 over the public data network 110, as shown in Figure 1A, for example. The
server may have searched a biometric database after receiving a probe record. After
receiving the set of candidate records, the client machine may store the set of candidate
records on or with a memory device. When the client machine stores the set of candidate
records, the client machine may not need to communicate any further with the server in
the method 300, in some embodiments.

In some embodiments, each candidate record in the set of candidate records is
assigned a score based on the similarity of a candidate record to a probe record. For
example, a candidate record that is more likely to be a match to the probe record may be
assigned a high score by a biometric search engine. A candidate record that is less likely
to be a match to the probe record may be assigned a low score by a biometric search
engine.

In some embodiments, the set of candidate records includes a large number of
candidate records. For example, the set of candidate records may include hundreds or
thousands of candidate records. The large number of candidate records helps to ensure
that a candidate record that matches the probe record is included in the set of candidate
records. For example, when the probe record is of low quality, including a large number
of candidate records in the set of candidate records helps to ensure that a candidate record
that matches the probe record is included in the set of candidate records. If, for example,
the probe record is a facial image with a strong pose, a set of candidate records that is
limited to a small number of candidate records may include many candidate records with
similar strong poses but not include the candidate record that matches the probe record
due to the matching candidate record not having a strong pose as in the probe record.

In some embodiments, the candidate records in the set of candidate records are
ordered before being displayed. In some embodiments, the candidate records in the set of
candidate records are ordered in the order of candidate records assigned high scores to
candidate records assigned low scores.

At block 304, at least a first portion of the set of candidate records is displayed. In

some embodiments, the portion of the set of candidate records includes candidate records
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that have been assigned the highest scores. For example, the set of candidate records may
include over ten thousand candidate records that have been determined as being possible
matches to the probe record as a result of a biometric search within a biometric database
that includes ten million records. An operator would not be capable of adjudicating such
a large number of candidate records in the set of candidate records. Therefore, a portion
of the set of candidate records is displayed for adjudication by the operator, in some
embodiments. For example, the twenty-five or fifty candidate records with the highest
scores may be displayed. The twenty-five or fifty candidate records with the highest
scores would be the candidate records that the biometric search engine determined to be
the most similar to the probe record. The operator may then adjudicate the displayed
candidate records.

In some embodiments, the portion of the set of candidate records is displayed at a
display device of a computing device. For example, the computing device may be the
client machine 102 shown in Figure 1A. The computing device may also be the operator
workstation 106 shown in Figure 1A. The processor of the computing device, such as the
client machine 102, for example, may be capable of performing all or some of the process
operations of the method 300.

At block 306, an indication that a first candidate record in the set of candidate
records is not a match to the probe record is received. For example, after adjudicating the
displayed candidate records, when the operator does not identify a candidate record that
matches the probe record, the operator may indicate that one or more candidate records
are not similar to the probe record. The indication may be any number of different
indications. For example, the indication may be a rating from 1 to 10 of the similarity or

dissimilarity of a candidate record to the probe record, with 10 being very dissimilar. As

2% ¢ bR Y

another example, the indication may be “very similar,” “similar,” “or “dissimilar,” as
noted above with the candidate images 252 in Figure 2B. The first candidate record may
be indicated to not be a match to the probe record with a rating of 10 or being
“dissimilar,” for example.

Candidate records that are not matches to the probe record may be included in the
set of candidate records due to bias in the biometric search engine. For example, such
candidate records may be included in the set of candidate records because of similarities
in environmental factors at the time of the capture of the probe record even if the
candidate record is not otherwise similar to the probe record. As noted above, for a probe

record including a facial image, the image may be of low resolution, at non-frontal pose
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angle, under poor lighting, or with strong facial expression. For example, a probe image
may be a low resolution video image of a person taken with the person’s face rotated with
respect to the camera. This is also referred to as a facial image at a strong pose. A search
of the biometric database with the biometric search engine may yield a set of candidate
records that includes a large number of candidate records having a strong pose similar to
the pose of the probe record but otherwise not similar to the probe record.

In some embodiments, an indication that one or more candidate records are not
matches to the probe record is received. As noted above, the twenty-five or fifty most
similar candidate records may be displayed. From these twenty-five or fifty candidate
records, the operator may identify only one, a couple, or ten candidate records that are not
matches to the probe record, for example.

In some embodiments, the score assigned to the first candidate record is modified.
In some embodiments, the score assigned to the first candidate record is modified by
setting the score assigned to the candidate record to zero. This would move the first
candidate record to the bottom of the set of candidate records when the set of candidate
records is ordered from candidate records assigned high scores to candidate records
assigned low scores. A candidate record with a score of zero would be at the bottom of
the set of candidate records, indicating that the candidate record is not likely to be a
match to the probe record. Thus, setting the score of a candidate record to zero
effectively removes the candidate record from the set of candidate records.

At block 308, a search of the set of candidate records using the first candidate
record is performed. For example, the set of candidate records may be searched with a
biometric search engine to determine a candidate record that is a possible match to the
first candidate record.

At block 310, a score assigned to a candidate record in the set of candidate records
that is more likely to be a match to the first candidate record than a match to the probe
record is modified. In some embodiments, the score assigned to such a candidate record
is modified by decreasing the score. For example, if a candidate record had been
assigned a score of 100, the score may be decreased to 50 if the candidate record is more
likely to be a match to the first candidate record than a match to the probe record. This
would move the candidate record down in the set of candidate records, indicating that the
candidate record is less likely to be a match to the probe record.

In some embodiments, the score assigned to a candidate record that is more likely

to be a match to the first candidate record than a match to the probe record is modified by
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setting the score assigned to the candidate record to zero. This would move the candidate
record to the bottom of the set of candidate records when the set of candidate records is
ordered from candidate records assigned high scores to candidate records assigned low
score, as described above.

In some embodiments, it is determined that one or more candidate records are
more likely to be matches to the first candidate record than a match to the probe record.
The scores assigned to all of these candidate records maybe modified.

In some embodiments, when an indication that one or more candidate records are
not matches to the probe is received, a search is performed in the set of candidate records
for each of the one or more candidate records. For example, at block 306, an indication
that two candidate records in the set of candidate records are not a matches to the probe
record may be received. Then, at block 308, a search of the set of candidate records using
both of the candidate records may be performed.

At block 312, the candidate records in the set of candidate are ordered. In some
embodiments, the candidate records in the set of candidate records are ordered in the
order of candidate records assigned high scores to candidate records assigned low scores.
As described above, a candidate record having a score of zero would be at the bottom of
the set of candidate records.

At block 314, at least a second portion of the set of candidate records is displayed.
In some embodiments, the portion of the set of candidate records includes candidate
records that have been assigned the highest scores. By assigning candidate records that
are not likely to be matches to the probe record a score of zero, these candidate records
may not be displayed when there are hundreds or thousands of candidate records in the
set of candidate records, for example. Further, a candidate record matching the probe
record may be displayed after candidate records that are unlikely matches are removed
from the portion of the set of candidate records displayed. Thus, the candidate records in
the second portion of the set of candidate records displayed may have more similarity to
the probe record than the candidate records displayed in the first portion of the set of
candidate records. A candidate record with a modified higher score that was not
previously displayed may be displayed, in some embodiments. As noted above, the
portion of the set of candidate records may be displayed at the display device of the
computing device.

If, however, the operator does not identify a candidate record that matches the

probe record in the displayed portion of the set of candidate records, blocks 306 though
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314 may be repeated. For example, in the second portion of candidate records displayed,
the operator may determine which candidate records are not matches to the probe record.
An indication that a candidate record is not a match to the probe record would be
received, starting the process again at block 306. The process may be repeated by the
operator multiple times until the operator identifies a candidate record or records that are
likely to be matches to the probe record.

Figure 4 is a flow diagram of an operator-assisted biometric search method 400
according to one or more embodiments of the present invention. The method 400 may
provide a candidate record that is a match to a probe record even when the probe record is
of poor quality, for example.

Some embodiments of the method 400 are similar to embodiment of the method
300 in Figure 3. In the method 400, however, instead of performing a search of the set of
candidate records using a first candidate record, as in block 308 of the method 300, a
search of a database of candidate records is performed using a first candidate record. For
example, method 300 may be implemented at the client machine 102 shown in Figure 1A.
The client machine 102 may receive a set of candidate records from the server 104. A
search with the first candidate record is performed using the set of received candidate
records. After the client machine 102 receives the set of candidate records, it may not
need to communicate any further with the server 104. The method 400 may be
implemented at the server 104 and the operator workstation 106 shown in Figure 1A, for
example. The server 104 may search a biometric database and determine candidate
records that are possible matches to a probe record. Workstation 106 may display the
candidate records. The server 104 may then search the biometric database again and
determine new candidate records that are possible matches to a probe record. The method
400 is described further, below.

At block 402, a probe record is received. The probe record may be a number of
different types of probe records, as described above. For example, the probe record may
include an image such as a facial image, an iris image, an ear image, a fingerprint image,
or a palm print image.

At block 404, a database of records is searched using the probe record. As noted
above, a database of records may include millions of records. The database may be a
database in possession of the Federal Bureau of Investigation, for example. A biometric
search engine may search records in the database to determine possible matches to the

probe record.
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At block 406, scores are assigned to records in the database of records as a result
of the first search. In some embodiments, a record that is more likely to be a match to the
probe record is assigned a high score by the biometric search engine. A record that is less
likely to be a match to the probe record is assigned a low score by the biometric search
engine.

In some embodiments, scores are assigned to the top scoring records, according to
the biometric search engine, in the database of records as a result of the first search. For
example, the top 5000 or the top 10,000 scoring records may be assigned a score, and the
remainder of the records in the database may be ignored. In some embodiments, a score
is assigned to the each record in the database of records as a result of the first search.

In some embodiments, the records are ordered before being displayed. In some
embodiments, the records are ordered in the order of records assigned high scores to
records assigned low scores.

At block 408, a first set of candidate records is displayed. In some embodiments,
the first set of candidate records includes the records from the first search assigned the
highest scores. Thus, candidate records that are more likely to be matches to the probe
record may be displayed. Records that are possible matches to the probe record are also
referred to as candidate records.

In some embodiments, the portion of the set of candidate records is displayed at a
display device of a computing device. The computing device may be the operator
workstation 106 shown in Figure 1A, for example. The computing device may also be
the client machine 102 shown in Figure 1A.

At block 410, an indication that a first candidate record in the first set of displayed
candidate records is not a match to the probe record is received. As noted above, the
candidate records that are displayed may not include a match or a likely match to the
probe record. The operator may then indicate that one or more candidate records are not
matches to the probe record, for example.

At block 412, the database of records is searched in a second search using the
probe record and the first candidate record. As noted above, a biometric search engine
may search records in the database to determine possible matches to the probe record.
The biometric search engine may also search records in the database to determine
possible matches to the first candidate record.

At block 414, scores are assigned to records in the database of records as a result

of the second search. In some embodiments, a record that is more likely to be a match to
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the probe record is assigned a high score and a record that is more likely to be a match to
the first candidate record than a match to the probe record is assigned a low score. One or
more records that are more likely to be matches to the first candidate record than matches
to the probe record may be determined as a result of the second search.

In some embodiments, scores are assigned to the top scoring records, according to
the biometric search engine, in the database of records as a result of the second search.
For example, the top 5000 or the top 10,000 scoring records may be assigned a score, and
the remainder of the records in the database may be ignored. In some embodiments, a
score is assigned to the each record in the database of records as a result of the first
search.

In some embodiments, the records are ordered before being displayed. In some
embodiments, the records are ordered in the order of records assigned high scores to
records assigned low scores.

At block 416, a second set of candidate records is displayed. In some
embodiments, the second set of candidate records includes the records from the second
search assigned the highest scores. As described above, by displaying the records that
have been assigned the highest scores, a candidate record that matches the probe record
may be displayed. In some embodiments, the second set of candidate records is displayed
at the display device of the computing device.

When, however, a candidate record or records are not displayed that are possible
matches to the probe record, blocks 410 though 414 may be repeated. For example, for
the second set of candidate records that is displayed, the operator may determine which
candidate record or records are not matches to the probe record. An indication that a
candidate record is not a match to the probe record is received, starting the process again
at block 410. The process may be repeated by the operator multiple times until the
operator identifies a candidate record or records that are likely matches to the probe
record.

In some embodiments, when indications that one or more candidate records are
not matches to the probe have been received, a search is performed by the biometric
search engine in the database of records for each of the one or more candidate records.
For example, at block 410, an indication that a second candidate record in the first set of
displayed candidate records is not a match to the probe record may be received. The
database of records may searched in a third search using the probe record and the second

candidate record. Alternatively, the second search may include searching the database of
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records using the probe record, the first candidate record, and the second candidate
record.

In some embodiments, a score assigned to a first record in the database of records
is modified as a result of a third search. In some embodiments, modifying the score the
score assigned to a first record in the database of records as a result of the third search
includes decreasing the score of the first record when the first record is more likely to be
a match to the second candidate record than a match to the probe record.

The output of the second search of the database of records may be combined with
the output of the first search of the database of records, in some embodiments. For
example, a candidate record that is in both the first set of candidate records and the
second set of candidate records may be assigned a high score. As another example, a
candidate record that is determined as not being a likely match to the probe record, such
as the first candidate record, may be excluded from the second set of candidate records.

Figure 5 is a flow diagram of an operator-assisted biometric search method 500
according to one or more embodiments of the present invention. The method 500 may
provide a candidate record that is a match to a probe record even when the probe record is
of poor quality, for example.

Some embodiments of the method 500 are similar to the method 300 in Figure 3,
with the additional operations of receiving an indication that a candidate record is similar
to the probe record and performing a search in the set of candidate records with the
similar candidate record.

At block 502, a set of candidate records is received. In some embodiments, block
502 is similar to block 302 in the method 300. In some embodiments, the set of candidate
records includes candidate records that are possible matches to a probe record. As noted
above, the probe record and the candidate records may include an image, such as a facial
image, an iris image, an ear image, a fingerprint image, or a palm print image. In some
embodiments, the set of candidate records may be received at a computing device. In
some embodiments, each candidate record in the set of candidate records is assigned a
score based on the similarity of a candidate record to the probe record.

At block 504, at least a first portion of the set of candidate records is displayed. In
some embodiments, block 504 is similar to block 304 in the method 300. In some
embodiments, the portion of the set of candidate records includes candidate records that
have been assigned the highest score. In some embodiments, the portion of the set of

candidate records is displayed at a display device of the computing device.
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At block 506, an indication that a first candidate record in the set of candidate
records is not a match to the probe record is received. In some embodiments, block 506
is similar to block 306 in the method 300. In some embodiments, an indication that one
or more candidate records that are not matches to the probe record is received. For
example, after adjudicating the displayed candidate records, the operator may indicate
that one or more candidate records are not matches to the probe record. The indication
may be any number of different indications, as described above.

At block 508, an indication that a second candidate record in the set of candidate
records is similar to the probe record is received. For example, after adjudicating the
displayed candidate records, the operator may indicate that one or more candidate records
are similar to the probe record. Such a candidate record may include a candidate record
that is similar the probe record, but does not include an artifact that is present in the probe
record, for example. For example, the probe record may include a facial image at a
strong angle. The set of candidate records may include a number of facial images at a
strong angle and a number of facial images not at a strong angle but otherwise similar to
the probe image. The second candidate record may include an image of a face with facial
features that are similar to facial features in the probe record, but not at a strong angle, for
example.

The received indication may be any number of different indications. For example,
the indication may be a rating from 1 to 10 of the similarity or dissimilarity of a candidate

record to the probe record, with 1 being very similar. As another example, the indication

2% ¢ 2% ¢

may be “very similar,” “similar,” “or “dissimilar,” as noted above with the candidate
images 252. The second candidate record may be indicated to be similar to the probe
record with a rating of 1 or being “very similar,” for example.

At block 510, a first search of the set of candidate records using the first candidate
record is performed. In some embodiments, block 510 is similar to block 308 in the
method 300. For example, the set of candidate records may be searched with a biometric
search engine to determine a candidate record that is a possible match to the first
candidate record.

At block 512, a second search of the set of candidate records using the second
candidate record is performed. For example, the set of candidate records may be searched
with a biometric search engine to determine a candidate record that is a possible match to

the second candidate record.
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At block 514, a score assigned to a candidate record in the set of candidate records
that is more likely to be a match to the first candidate record than a match to the probe
record is modified. In some embodiments, block 514 is similar to block 310 in the
method 300. In some embodiments, the score assigned to such a candidate record is
modified by decreasing the score. In some embodiments, the score assigned to such a
candidate record is modified by setting the score assigned to the candidate record to zero.

At block 516, a score assigned to a candidate record in the set of candidate records
that is more likely to be a match to the second candidate record than a match to the probe
record is modified. In some embodiments, the score assigned to such a candidate record
is modified by increasing the score. Thus, possible matches to the candidate record
similar to the second candidate record are given higher scores. This process operation
may help to overcome bias in the biometric search engine due to an artifact present in the
probe record. For example, a fourth candidate record that includes a facial image may be
very similar to the probe record, but at a different pose than the image of the probe
record. Block 516 serves to increase the score assigned to a candidate record that is
similar to the fourth candidate record because the candidate record could be a match to
the probe record.

At block 518, the candidate records in the set of candidate are ordered. In some
embodiments, block 518 is similar to block 312 in the method 300. In some
embodiments, the candidate records in the set of candidate records are ordered in the
order of candidate records assigned high scores to candidate records assigned low scores.

At block 520, at least a second portion of the set of candidate records is displayed.
In some embodiments, block 520 is similar to block 314 in the method 300. In some
embodiments, the portion of the set of candidate records includes candidate records that
have been assigned the highest score. As noted above, the portion of the set of candidate
records is displayed at a display device of the computing device, in some embodiments.

The method 500 increases the scores of candidate records that are similar to a
candidate record that has been indicated to be similar to the probe record, which would
move such candidate records towards the top of the set of candidate records. Candidate
records that are likely matches to a candidate record that is not a match to the probe
record are moved towards the bottom of the set of candidate records. Thus, the candidate
records in the portion of the set of candidate records displayed may have more similarity
to the probe record, for example. A candidate record that matches the probe record may

also be displayed.
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If, however, the operator does not identify a candidate record that matches the
probe record in the displayed second portion of the set of candidate records, blocks 506
though 520 may be repeated. For example, in the displayed second portion of candidate
records, the operator may determine which candidate records are not matches to the probe
record. An indication that a candidate record is not a match to the probe record is
received, starting the process again at block 506. The process may be repeated by the
operator multiple times until the operator identifies a candidate record or records that are
likely matches to the probe record.

The methods described above may be implemented by various types of hardware,
software, firmware, etc. For example, some embodiments may be implemented, at least
in part, by machine-readable media that include program instructions, state information,
etc., for performing various processes described herein. Examples of program
instructions include both machine code, such as produced by a compiler, and files
containing higher-level code that may be executed by a computing device using an
interpreter. Examples of machine-readable media include, but are not limited to, magnetic
media such as hard disks, floppy disks, and magnetic tape; optical media such as CD-
ROM disks; magneto-optical media; and hardware devices that are specially configured
to store program instructions, such as read-only memory devices (“ROM”) and random
access memory (“RAM”).

A number of embodiments of the invention have been described. Nevertheless, it
will be understood that various modifications may be made without departing from the

spirit and scope of the invention.
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CLAIMS

What 1s claimed is:

1. A method comprising;:

receiving, at a computing device, a set of candidate records, the set of candidate
records including candidate records that are possible matches to a probe record, the
candidate records in the set of candidate records each being assigned a score such that a
candidate record that is more likely to be a match to the probe record is assigned a high
score and a candidate record that is less likely to be a match to the probe record is
assigned a low score;

displaying, at a display device of the computing device, at least a first portion of
the set of candidate records including the candidate records assigned the highest scores;

receiving an indication that a first candidate record in the set of candidate records
is not a match to the probe record;

performing a first search of the set of candidate records using the first candidate
record;

modifying a score assigned to a second candidate record in the set of candidate
records when the second candidate record is more likely to be a match to the first
candidate record than a match to the probe record; and

displaying, at the display device of the computing device, at least a second portion

of the set of candidate records including the candidate records assigned the highest scores.

2. The method recited in claim 1, wherein the probe record and the candidate records
include an image, and wherein the image is selected from the list consisting of: a facial

image, an iris image, an ear image, a fingerprint image, and a palm print image.

3. The method recited in claim 1, further comprising:
sending the probe record from the computing device to a server computer,

and wherein the set of candidate records is received from the server computer.

4. The method recited in claim 1, further comprising:

modifying a score assigned to the first candidate record.

5. The method recited in claim 4, wherein modifying the score assigned to the first
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candidate record includes modifying the score to be zero to effectively remove the first

candidate record from the set of candidate records.

6. The method recited in claim 1, wherein modifying the score assigned to the second

candidate record includes decreasing the score.

7. The method recited in claim 1, wherein modifying the score assigned to the second
candidate record includes modifying the score to be zero to effectively remove the second

candidate record from the set of candidate records.

8. The method recited in claim 1, further comprising;:
ordering the candidate records in the set of candidate in the order of candidate

records assigned high scores to candidate records assigned low scores.

9. The method recited in claim 1, further comprising:
modifying a score assigned to a third candidate record in the set of candidate
records when the third candidate record is more likely to be a match to the first candidate

record than a match to the probe record.

10. The method recited in claim 1, further comprising;:

receiving an indication that a third candidate record in the set of candidate records
is not a match to the probe record;

performing a second search of the set of candidate records using the third
candidate record; and

modifying a score assigned to a fourth candidate record in the set of candidate
records when the fourth candidate record is more likely to be a match to the third

candidate record than a match to the probe record.

11. One or more computer readable media having instructions stored thereon, the
instructions comprising;:

receiving, at a computing device, a set of candidate records, the set of candidate
records including candidate records that are possible matches to a probe record, the
candidate records in the set of candidate records each being assigned a score such that a

candidate record that is more likely to be a match to the probe record is assigned a high
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score and a candidate record that is less likely to be a match to the probe record is
assigned a low score;

displaying, at a display device of the computing device, at least a first portion of
the set of candidate records including the candidate records assigned the highest scores;

receiving an indication that a first candidate record in the set of candidate records
is not a match to the probe record;

performing a first search of the set of candidate records using the first candidate
record;

modifying a score assigned to a second candidate record in the set of candidate
records when the second candidate record is more likely to be a match to the first
candidate record than a match to the probe record; and

displaying, at the display device of the computing device, at least a second portion

of the set of candidate records including the candidate records assigned the highest scores.

12. The computer readable media recited in claim 11, the instructions further comprising:
sending a probe record from the computing device to a server computer,

and wherein the set of candidate records is received from the server computer.

13. A computing device comprising:

a display device;
an input device; and
a processor, the processor configured to:

receive a set of candidate records, the set of candidate records including
candidate records that are possible matches to a probe record, the candidate
records in the set of candidate records each being assigned a score such that a
candidate record that is more likely to be a match to the probe record is assigned a
high score and a candidate record that is less likely to be a match to the probe
record is assigned a low score;

display, at the display device, at least a first portion of the set of candidate
records including the candidate records assigned the highest scores;

receive an indication from the input device that a first candidate record in
the set of candidate records is not a match to the probe record,;

perform a first search of the set of candidate records using the first

candidate record;
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modify a score assigned to a second candidate record in the set of
candidate records when the second candidate record is more likely to be a match
to the first candidate record than a match to the probe record; and

display, at the display device, at least a second portion of the set of

candidate records including the candidate records assigned the highest scores.

14. A method comprising:

receiving a probe record;

searching a database of records in a first search using the probe record;

assigning a score to records in the database of records as a result of the first search
such that a record that is more likely to be a match to the probe record is assigned a high
score and a record that is less likely to be a match to the probe record is assigned a low
score;

displaying, at a display device of a computing device, a first set of candidate
records, the first set of candidate records including records from the first search assigned
the highest scores;

receiving an indication that a first candidate record in the first set of candidate
records is not a match to the probe record,;

searching the database of records in a second search using the probe record and
the first candidate record;

assigning a score to records in the database of records as a result of the second
search such that a record that is more likely to be a match to the probe record is assigned
a high score and a record that is more likely to be a match to the first candidate record
than a match to the probe record is assigned a low score; and

displaying, at the display device of the computing device, a second set of
candidate records, the second set of candidate records including records from the second

search assigned the highest scores.

15. The method recited in claim 14, wherein the probe record and the candidate records
include an image, and wherein the image is selected from the list consisting of: a facial

image, an iris image, an ear image, a fingerprint image, and a palm print image.

16. The method of claim 14, further comprising;:

receiving an indication that a second candidate record in the first set of candidate
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records is not a match to the probe record,;

searching the database of records in a third search using the probe record and the
second candidate record; and

modifying, after the third search, the score assigned to a first record in the

database of records as a result of the third search.

17. The method recited in claim 16, wherein modifying the score assigned to the first
record in the database of records as a result of the third search includes decreasing the
score of the first record when the first record is more likely to be a match to the second

candidate record than a match to the probe record.

18. The method of claim 14, further comprising;:

excluding the first candidate record from the second set of candidate records.

19. A method comprising:

receiving, at a computing device, a set of candidate records, the set of candidate
records including candidate records that are possible matches to a probe record, the
candidate records in the set of candidate records each being assigned a score such that a
candidate record that is more likely to be a match to the probe record is assigned a high
score and a candidate record that is less likely to be a match to the probe record is
assigned a low score;

displaying, at a display device of the computing device, at least a first portion of
the set of candidate records including the candidate records assigned the highest scores;

receiving an indication that a first candidate record in the set of candidate records
is not a match to the probe record;

receiving an indication that a second candidate record in the set of candidate
records is similar to the probe record;

performing a first search of the set of candidate records using the first candidate
record;

performing a second search of the set of candidate records using the second
candidate record;

modifying a score assigned to a third candidate record in the set of candidate
records when the third candidate record is more likely to be a match to the first candidate

record than a match to the probe record;
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modifying a score assigned to a fourth candidate record in the set of candidate
records when the fourth candidate record is more likely to be a match to the second
candidate record than a match to the probe record; and

displaying, at the display device of the computing device, at least a second portion

of the set of candidate records including the candidate records assigned the highest scores.

20. The method recited in claim 19, wherein the probe record and the candidate records
include an image, and wherein the image is selected from the list consisting of: a facial

image, an iris image, an ear image, a fingerprint image, and a palm print image.

21. The method recited in claim 19, further comprising:
ordering the candidate records in the set of candidate in the order of candidate

records having high scores to candidate records having low scores.

22. The method recited in claim 19, wherein modifying the score assigned to the third

candidate record includes decreasing the score.
23. The method recited in claim 19, wherein modifying the score assigned to the third
candidate record includes modifying the score to be zero to effectively remove the third

candidate record from the set of candidate records.

24. The method recited in claim 19, wherein modifying the score assigned to the fourth

candidate record includes increasing the score.
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