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imager based on the motion of a user that the device is attempting to authen-
ticate. The electronic device, in one implementation, captures a first set of
image data of the user (e.g., a video or still photo of the user), detects motion
of the user, alters a setting of the imager based on the motion, captures a
second set of image data of the user, and authenticates the user based on the
second set of image data. In some implementations, the electronic device has
multiple imagers, and activates one or more additional imagers based on the
detected motion of the user.
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ELECTRONIC DEVICE AND METHOD FOR CONTROLLING ACCESS TO SAME
TECHNICAL FIELD

[0001] The present disclosure is related generally to user authentication techniques on

electronic devices.

BACKGROUND

[0002] Although the potential advantages of using biometric authentication over traditional
personal identification number (“PIN”’) authentication have long been understood, its use in
consumer clectronic devices has only recently become popular. With biometric
authentication, a user does not need to enter a PIN and, under the right conditions, does not

even need to touch the device in order to unlock it.

[0003] Most existing biometric authentication schemes use the same basic access logic that
traditional PIN-based systems use. That is, a user is either authenticated or is not. The user
either gains full access or no access. Furthermore, they generally do not adjust in real-time

for dynamic conditions such as the movement and position of the user.
DRAWINGS

[0004] While the appended claims set forth the features of the present techniques with
particularity, these techniques, together with their objects and advantages, may be best
understood from the following detailed description taken in conjunction with the

accompanying drawings of which:

[0005] FIG. 1A is a front view of an electronic device according to an embodiment;
[0006] FIG. 1B is a rear view of an electronic device according to an embodiment;
[0007] FIG. 2 is a block diagram of the electronic device according to an embodiment;

[0008] FIG. 3 is a diagrammatic view of a scenario in which the electronic device may be

used;

[0009] FIG. 4 is a process flow diagram of a method that may be carried out in an

embodiment;
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[0010] FIG. 5 is a diagrammatic view of another scenario in which the electronic device may

be used; and

[0011] FIG. 6 is a process flow diagram of a method that may be carried out in another

embodiment.

DESCRIPTION

[0012] According to various embodiments of the disclosure, an electronic device (also
referred to as “the device”) is able to alter one or more settings of its imager (e.g., its camera)
based on the motion of a user that the device is attempting to authenticate. In an embodiment,
the device captures a first set of image data of the user (e.g., a moving video or still image of
the user), alters a setting of the imager based on the motion, captures a second set of image

data of the user, and authenticates the user based on the second set of image data.

[0013] According to an embodiment of the disclosure, the device grants the user a first level
of access to the device based on the first set of image data and grants the user second level of
access to the device based on the second set of image data. The number of possible access
levels is not limited, and the example of two levels discussed herein is only meant to be
illustrative. Additionally, the electronic device may capture the two sets of image data with
two different imagers, stitch the sets of image data together, and carry out authentication on
the stitched sets of image data. The number of imagers that may be used is not limited to two,

however.

[0014] Turning to FIG. 1A and FIG. 1B, an embodiment of the electronic device (“the
device), generally labeled 100, includes a housing 102 having a front side 104 and a rear
side 106. Set along the perimeter of the housing are a first imager 110A, a second imager
110B, a third imager 110C, and a fourth imager 110D. Each of the first through fourth
imagers has a field of view that extends outwardly from the perimeter of the device 100. Also
set along the perimeter of the device 100 are a first motion sensor 116A, a second motion
sensor 116B, a third motion sensor 116C, and a fourth motion sensor 116D. Each motion
sensor is configured to sense motion external to device 100. Each motion sensor may be
implemented as a passive infrared detector, such as a digital thermopile sensor, or as an

active sensor that uses reflected light of a light source of the device 100.
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[0015] Set within the front side 104 of the housing 102 is a display 108 (e.g., an organic
light-emitting diode display) and a fifth imager 110E (e.g., a front facing camera). Set within
the rear side 106 of the housing 102 is a sixth imager 110F (e.g., a rear facing camera).
Although depicted in FIGS. 1A and 1B as a smartphone, the electronic device 100 may be
implemented as other types of devices, including a tablet computer, portable gaming device,

and a wearable device (e.g., a smart watch).

[0016] Turning to FIG. 2, an embodiment of the electronic device 100 includes a processor
202, network communication hardware 204 (e.g., WiFI chip or a cellular baseband chipset),
an audio output 206 (e.g., a speaker), a memory 208 (which can be implemented as volatile
memory or non-volatile memory), and a light source 212 (e.g., an infrared light-emitting
diode). In various embodiments, the processor 202 retrieves instructions and data from the
memory 208 and, using the instructions and data, carries out the methods described herein.
Each of the elements of FIG. 2 (including the elements of FIGS. 1A and 1B that appear in
FIG. 2) is communicatively linked to one or more other elements via one or more data
pathways 226. Possible implementations of the data pathways 226 include wires, conductive
pathways on a microchip, and wireless connections. Possible implementations of the

processor 202 include a microprocessor and a controller.

[0017] Turning to FIG. 3 and to the flowchart of FIG. 4, a procedure that the device 100
carries out to authenticate a user in an embodiment will now be described. As shown in FIG.
3, the electronic device 100 is lying on a table in a room 304. A user 302 of the device enters
the room 104 at position A and is moving. When the user is at position A, the first motion
sensor 116A detects the user 302 and provides data regarding the user to the processor 202
(FIG. 2), including data regarding the user’s position, motion (including the user’s gait),
speed, and context. In response to receiving the data, the processor 202 turns on the first
imager 110A and controls the first imager 110A to capture a first set of image data (i.e., a still
image, multiple still images, or multiple images organized as a moving image) of the user
302 (block 402) and provides the first set of image data to the processor 202. The processor
202 attempts to authenticate the user 302 using the first set of image data. For example, the
processor 202 may attempt to authenticate the user 302 based on biometric data, such as the
user’s body geometry (e.g., the user’s body shape, gender, height, girth, and gait). Thus, if the
processor 202 knows that an authorized user is a tall male, and the image data indicates that

the user 302 is a tall male, then the processor 202 will determine that it is possible that the
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user 302 is the authorized user. Conversely, if the image data indicates that the user 302 is a

short female, then the authentication will fail.

[0018] In this scenario, the processor 202 determines, with at least a 50% confidence level
(based on its authentication attempt with the first set of image data) that the user 302 is an
authorized user. Based on this determination, the processor 202 grants the user 302 a first
level of access to the device 100. The first level of access may involve granting the user 302
access to telephone functions or lower security applications of the device 100. For example,
the processor 202 may control the audio output 206 to inform that user 302 that “You missed
two phone calls and have one voicemail.” The processor 202 may also control the display 108

to display the user’s access level (e.g., “You are now able to access the phone functions™).

[0019] The processor 202 continues to receive data (position, motion, speed, and context)
from the first motion sensor 116A. The processor 202 analyzes the data from the first motion
sensor 116A. At block 404, the processor 202 alters a setting of the first imager 116A based
on the detected motion. For example, the processor 202 may determine, based on the detected
motion, that the user 302 is moving at or above a certain speed threshold (e.g., 3 feet per
second), and, based on this fact, may increase the frame rate of the first imager 110A (e.g.,
from 20 frames per second (“fps”) to 50 fps). This increase in frame rate allows the first
imager 110A to obtain more detail about the user in order to compensate for the fact that the
user 302 is now in motion or is now moving faster. Other ways that the processor 202 can
alter a setting of the first imager 110A include controlling the first imager 110A to change
one or more of its shutter speed, shutter timing, illumination setting, resolution, aperture, and
zoom setting. In various embodiments, any or all of these changes may be triggered by the

same motion sensor that prompted the processor 202 to turn on the first imager 202.

[0020] After the processor 202 alters the setting, the processor 202 controls the first imager
110A to capture a second set of image data of the user 302 (block 406) and provide the
second set of image data to the processor 202. For example, the processor 202 may receive a
second moving video of the user from the first imager 110A, this time at the higher frame

rate.

[0021] In this example, it is assumed that the processor 202 is able to use the second set of
image data (e.g., the second, higher-frame-rate moving video) to authenticate the user 302

(block 408). For example, the processor 202 may authenticate the user 302 with a high
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enough confidence level to grant the user 302 a second level of access. The processor 214
grants the user 302 the second level of access to the device 100 based on the second set of
image data. Granting the second level of access may involve the processor 202 granting the
user 302 access to one or more of pictures, files, emails, or higher security applications on the
device 100. The processor 202 may also control the display 108 to display the user’s access

level (e.g., “You are now able to access email”).

[0022] In another embodiment, the device 100 uses multiple imagers to gradually

authenticate a user. Referring to FIGS. 5 and 6, a procedure for doing so will now be

described.

[0023] As shown in FIG. 5, the electronic device 100 is lying on a table in a room 504. A
user 502 of the device enters the room 504 at position A and is moving. When the user is at
position A, the first motion sensor 116A detects the user 502 and provides data regarding the
user, such as the user’s position, motion (including the user’s gait), speed, and context, to the
processor 202 (FIG. 2). In response to receiving the data, the processor 202 turns on the first
imager 110A and controls the first imager 110A to capture a first set of image data of the user
302 (block 602) and provides the first set of image data to the processor 202. The processor
202 attempts to authenticate the user 502 using the first set of image data. In this scenario, the
processor 202 determines, with at least a 50% confidence level based on its authentication
attempt with the image data that the user 502 is an authorized user. Based on this

determination, the processor 202 grants the user 502 a first level of access to the device 100

(block 604).

[0024] The processor 202 then receives data regarding the user, including the user’s position,
motion (including the user’s gait), speed, and context, from the second motion sensor 116B.
The processor 202 analyzes the data from the second motion sensor 116B and, based on this
motion data (and possibly based on further data from the first motion sensor 116A)
determines that the user 502 has moved within viewing range of the second imager 110B.
The processor 202 reacts by turning on the second imager 110B and controlling the second
imager 110B to capture a second set of image data of the user 502 (block 606). The controller
202 then stitches the first set of image data and the second set of image data together (block
608). This stitching process allows the processor 202 to get a more comprehensive view of
the user 502 and attempt to authenticate the user 502 on that basis. At block 610, the

processor 202 grants the user 502 a second level of access to the electronic device 100 based
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on the stitched first and second sets of image data. In doing so, the processor 202 may also
use the stitched images to assess the environment surrounding the device 100—such as the
walls, ceiling, room settings, and table—and grant a level access to the user if the processor
202 determines that the environment is specific to the user (the user’s house, office, car, etc.)
The processor 202 can also use the surrounding environment to reinforce the biometric data
(i.e., the user’s gait, etc.) collected regarding the user. In this scenario, the combination of the
environmental authentication and the biometric authentication is enough for the processor

202 to raise the level of access from a first level to a second level at block 610.

[0025] The process described in conjunction with FIG. 6 is not limited to two imagers. For
example, if the user 502 continued to walk around the device 100, the third and fourth motion
sensors 116C and 116D could detect the motion and signal the processor 202. The processor
202 could react by activating the third imager 110C and the fourth imager 110D, respectively,
control the imagers to capture third and fourth sets of video data, and perform stitching (and
possibly environmental analysis) in order to grant the second level of access, or even to grant

further levels of access.

[0026] Furthermore, the process described in conjunction with FIG. 6 may also be carried out
with sensors of the device 100, such as the motion sensors 116A-116D. For example, as the
user walks around the device 100, the processor 202 may stitch the data from the first motion
sensor 116A and the second motion sensor 116B together. The stitched data can be used, for
example, to map the XY position of the user, and may be part of the basis upon which the

processor 202 grants the first or second level of access.

[0027] It should be understood that the embodiments described herein should be considered
in a descriptive sense only and not for purposes of limitation. Descriptions of features or
aspects within each embodiment should typically be considered as available for other similar

features or aspects in other embodiments.

[0028] While one or more embodiments of the have been described with reference to the
figures, it will be understood by those of ordinary skill in the art that various changes in form
and details may be made therein without departing from their spirit and scope of as defined
by the following claims. For example, the steps of the flow diagrams of FIGS. 4 and 6 can be
reordered in way that will be apparent to those of skill in the art. Steps may also be added to
the flow diagrams of FIGS. 4 and 6 without departing from the spirit of the disclosure.
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CLAIMS

We claim:

1. A method for controlling access to an electronic device, the method comprising:
capturing a first set of image data of a user with an imager of the electronic device;
altering a setting of the imager based on detected motion of the user;
capturing a second set of image data of the user with the imager after altering the

setting; and
authenticating the user a second level of access to the electronic device based on the

second set of image data.

2. The method of claim 1, further comprising:

granting the user a first level of access to the electronic device based on the first set of
image data; and

granting the user a second level of access to the electronic device based on the second

set of image data.

3. The method of claim 2, wherein

granting the first level of access comprises granting the user access to telephone
functions or lower security applications of the electronic device,

granting the second level of access comprises granting the user access to one or more

of pictures, files, emails, and higher security applications on the electronic device.

4. The method of claim 1, further comprising

carrying out a first authentication procedure on the user based on the user’s body
geometry with the first set of image data;

carrying out a second authentication procedure on the user based on the user’s body

geometry with the second set of image data.

5. The method of claim 4, wherein the user’s body geometry is one or more of the user’s

body shape, body size, and gait.

6. The method of claim 1, wherein the setting is one or more of the imager’s frame rate,

shutter speed, shutter timing, illumination, resolution, aperture, and zoom.
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7. The method of claim 1, further comprising changing the illumination intensity of a

light source on the electronic device based on the detected motion of the user.

8. A method for controlling access to an electronic device, the method comprising:
capturing a first set of image data of a user with a first imager of the electronic device;
granting the user a first level of access to the electronic device based on the first set of

image data;
based on detected motion of the user, capturing a second set of image data of the user

with a second imager of the electronic device;
stitching the first and second sets of image data together; and
granting the user a second level of access to the electronic device based on the

stitched first and second sets of image data.

9. The method of claim 8§, further comprising:
using the stitched first and second sets of image data to assess the environment
surrounding the electronic device; and

granting the second level access based on the assessment.

10.  The method of claim 9, further comprising:

using one or more of the first and second sets of image data to make a biometric
assessment of the user; and

granting the second level access based on the combination of the environmental

assessment and the biometric assessment.

11.  An electronic device comprising:
an imager configured to capture a first set of image data of a user; and
a processor configured to
grant the user a first level of access to the electronic device based on
the first set of image data;
alter a setting of the imager based on detected motion of the user,
wherein the imager is further configured to capture a second set of image data of the

user based on the altered setting, and
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wherein the processor is further configured to grant the user a second level of access

to the electronic device based on the second set of image data.

12.  The electronic device of claim 11, wherein the processor is further configured to
carry out a first authentication procedure on the user based on the user’s body
geometry with the first set of image data; and
carry out a second authentication procedure on the user based on the user’s body

geometry with the second set of image data.

13. The electronic device of claim 11, wherein
the processor is further configured to grant the first level of access by granting the
user access to telephone functions or lower security applications of the electronic device,
the processor is further configured to grant the second level of access by granting the
user access to one or more of pictures, files, emails, and higher security applications on the

electronic device.

14. A method for controlling access to an electronic device, the method comprising:
capturing a first set of image data of a user with a first imager of the electronic device;
granting the user a first level of access to the electronic device based on the first set of

image data;
based on detected motion of the user, capturing a second set of image data with a

second imager of the electronic device;
stitching the first and second sets of data together; and
granting the user a second level of access to the electronic device based on the

stitched first and second sets of image data.

15.  The method of claim 14, further comprising activating the second imager based on the

detected motion.

16. The method of claim 14, further comprising:
receiving data regarding the user from a first motion sensor and a second motion
sensor;

stitching the data from the first motion sensor and the second motion sensor together,
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wherein granting the user the second level of access comprises granting the user a
second level of access based, at least in part, on the stitched data from the first motion sensor

and the second motion sensor.

10
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