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ENCRYPTION ENGINE WITH AN that circuitry enabling writing to the non - volatile memory 
UNDETECTABLE / TAMPER - PROOF PRIVATE runs through a given one of the dicing channels for destruc 
KEY IN LATE NODE CMOS TECHNOLOGY tion upon subsequent dicing . The integrated circuit is con 

figured such that the private key can be read only by the 
FIELD OF THE INVENTION 5 cryptographic engine and not off - chip , subsequent to the 

dicing . 
The present invention relates to the electrical , electronic In yet a further aspect , an exemplary integrated circuit 

and computer arts , and , more particularly , to secure hard includes a processor ; a non - volatile memory storing a pri 
ware and the like . vate key of a public - private key pair ; a cryptographic engine 

coupled to the processor and the non - volatile memory ; and BACKGROUND OF THE INVENTION an unblown electrical fuse structure . The integrated circuit is 
implemented in complementary metal - oxide semiconductor Public - private key encryption is used extensively for 14 nm or smaller technology ; the integrated circuit is secure communications and electronic signatures . The secu 

rity of the private key is a concern : it is desirable that the 15 15 configured such that further writing to the non - volatile 
private key never be detected by any adversary , whether memory , beyond the private key , is disabled when the fuse 
through reverse engineering or otherwise . In many applica structure is blown ; and the integrated circuit is configured 
tions , the private key is stored in a non - volatile memory , and such that subsequent to blowing of the fuse structure , the 
on a separate chip ( i . e . , separate from the main micropro private key can be read only by the cryptographic engine and 
cessor ) , with its own access port . This makes it possible for 20 not off - chip . 
an adversary to access the private key . One reason to store As used herein , “ facilitating ” an action includes perform 
the private key on a separate non - volatile memory is that ing the action , making the action easier , helping to carry the 
advanced node ( 14 nm and beyond ) complementary metal action out , or causing the action to be performed . Thus , by 
oxide semiconductor ( CMOS ) technologies do not have a way of example and not limitation , instructions executing on 
dense non - volatile storage device that is resistant to reverse 25 one processor might facilitate an action carried out by 
engineering . For example , advanced node CMOS technolo - instructions executing on a remote processor , by sending 
gies do include electrical fuse structures . However , such appropriate data or commands to cause or aid the action to 
structures can be reverse engineered ( and the key uncov be performed . For the avoidance of doubt , where an actor 
ered ) . facilitates an action by other than performing the action , the 

30 action is nevertheless performed by some entity or combi 
SUMMARY OF THE INVENTION nation of entities . 

Some aspects of the invention or elements thereof can be 
Principles of the invention provide techniques for an implemented , at least in part , in the form of a computer 

encryption engine with an undetectable and / or tamper - proof program product including a computer readable storage 
private key in late node CMOS technology . In one aspect , an 35 medium with computer usable program code for performing 
exemplary method includes writing a private key of a appropriate method steps ( e . g . , key generation , control of 
public - private key pair with a corresponding identity to an fuse - blowing or semiconductor fabrication processes ) . Fur 
integrated circuit including a processor , a non - volatile thermore , one or more embodiments of the invention or 
memory , and a cryptographic engine coupled to the proces elements thereof can be implemented , at least in part , using 
sor and the non - volatile memory . The private key is written 40 a system ( or apparatus ) including a memory , and at least one 
to the non - volatile memory . The integrated circuit is imple processor that is coupled to the memory and operative to 
mented in complementary metal - oxide semiconductor 14 perform appropriate method steps ( e . g . , key generation , 
nm or smaller technology . A further step includes perma - control of fuse - blowing or semiconductor fabrication pro 
nently modifying the integrated circuit , subsequent to the cesses ) . Furthermore , aspects of the invention could be used 
writing , such that further writing to the non - volatile memory 45 to provide an encryption engine for such an apparatus or 
is disabled and such that the private key can be read only by system . Yet further , in another aspect , at least some aspects 
the cryptographic engine and not off - chip . one or more embodiments of the invention or elements 

In another aspect , an exemplary integrated circuit thereof can be implemented in the form of means for 
includes a processor ; a non - volatile memory storing a pri - carrying out one or more of the method steps described 
vate key of a public - private key pair ; and a cryptographic 50 herein ; the means can include ( i ) hardware module ( s ) , ( ii ) 
engine coupled to the processor and the non - volatile software module ( s ) stored in a computer readable storage 
memory . The integrated circuit is implemented in comple medium ( or multiple such media ) and implemented on a 
mentary metal - oxide semiconductor 14 nm or smaller tech - hardware processor , or ( iii ) a combination of ( i ) and ( ii ) ; any 
nology . The integrated circuit is permanently configured of ( i ) - ( iii ) implement the specific techniques set forth herein . 
such that further writing to the non - volatile memory , beyond 55 Techniques of the present invention can provide substan 
the private key , is disabled . The integrated circuit is perma - tial beneficial technical effects . For example , one or more 
nently configured such that the private key can be read only embodiments provide enhanced security for a private key 
by the cryptographic engine and not off - chip . implemented in late node CMOS technology . 

In still another aspect , an exemplary wafer has a plurality These and other features and advantages of the present 
of integrated circuits formed thereon and separated from 60 invention will become apparent from the following detailed 
each other with dicing channels . Each of the integrated description of illustrative embodiments thereof , which is to 
circuits in turn includes a processor ; a non - volatile memory be read in connection with the accompanying drawings . 
storing a private key of a public - private key pair ; and a 
cryptographic engine coupled to the processor and the BRIEF DESCRIPTION OF THE DRAWINGS 
non - volatile memory . The integrated circuit is implemented 65 
in complementary metal - oxide semiconductor 14 nm or FIG . 1 shows an array structure for one - time write of a 
smaller technology . The integrated circuit is configured such private key , in accordance with an aspect of the invention ; 

IP 
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FIG . 2 shows exemplary architecture of an authentication sis , will also be difficult or impossible ( because PICA can ' t 
engine , in accordance with an aspect of the invention ; spatially resolve fine enough with the 2 - bit encoding ) . If 

FIG . 3 shows exemplary memory cell architecture from there is a way to induce a shift in device characteristics at 
co - assigned U . S . Pat . No . 9 , 025 , 386 , adapted for use with minimum pitch ( e . g . threshold voltage shift or induced oxide 
one or more embodiments of the invention ; 5 breakdown ) , and such a change is permanent , then this will 

FIGS . 4A and 4B show write disabling techniques using be a path to implement one time programmable read - only 
an electrical fuse , in accordance with an aspect of the memory such that it can never be reverse engineered . One or 
invention ; more embodiments use such a system to securely hold the 

FIG . 5 shows techniques for write disabling , in accor private key . 
dance with aspects of the invention ; and 10 In 14 nm technology , methods to induce permanent 

FIG . 6 depicts a general purpose computer system that change have been reported . For example , consider the paper 
could be used , for example , to generate suitable public by Janakiraman Viraraghavan et al . entitled “ 80 Kb 10 ns 
private key pairs with corresponding identities ; to control Read Cycle Logic Embedded High - K Charge Trap Multi 
manufacturing process steps such as dicing ; to control fuse Time - Programmable Memory Scalable to 14 nm FIN with 
blowing ; and the like . 15 no Added Process Complexity , ” 2016 Symposium on VLSI 

Circuits Digest of Technical Papers pages 18 - 19 , expressly 
DETAILED DESCRIPTION OF PREFERRED incorporated herein by reference in its entirety for all pur 

EMBODIMENTS poses . Techniques disclosed in the Viraraghavan et al . paper 
provide one possible path to induce threshold shift . Another 

As noted , public - private key encryption is used exten - 20 possibility is to employ thin oxide breakdown ( using circuits 
sively for secure communications and electronic signatures . made by the thick - oxide process ) , as an alternate path to 
The security of the private key is a concern : it is desirable change the device characteristics . 
that the private key never be detected by any adversary , Accordingly , in one or more embodiments , at test time , 
whether through reverse engineering or otherwise . In many and in a secure site , public - private key pairs are generated 
applications , the private key is stored in a non - volatile 25 ( and a related ID to keep track of each pair ) . Using a 
memory , and on a separate chip ( i . e . , separate from the main dedicated circuit , the private key is written on the target chip 
microprocessor ) , with its own access port . This makes it ( i . e . the processor ) , and then the write circuit is permanently 
possible for an adversary to access the private key . One disabled ( e . g . , through an electrical fuse ) . Thus , using a 
reason to store the private key on a separate non - volatile support circuit ( e . g . a crypto - engine ) , encryption / decryption 
memory is that advanced ( 14 nm and beyond ) node comple - 30 operations can be carried out using the private key , the 
mentary metal oxide semiconductor ( CMOS ) technologies identity of the processor can be verified ( through response to 
do not have a dense non - volatile storage device that is the challenge question ) , and secure communication can be 
resistant to reverse engineering . For example , advanced established . The circuit is designed to never output its 
node CMOS technologies do include electrical fuse struc - private key . 
tures . However , such structures can be reverse engineered 35 One or more embodiments use devices in advanced node 
( and the key uncovered ) . CMOS technology ( 14 nm and beyond i . e . smaller nodes 

It should be noted that co - assigned U . S . Pat . No . 9 , 025 , such as 10 nm or 7 nm ) as one - time programmable memory 
386 to lyer et al . discloses an EMBEDDED CHARGE ( through threshold shift or oxide damage ) to hold a secret or 
TRAP MULTI - TIME - PROGRAMMABLE - READ - ONLY private key as part of a crypto - engine . One or more embodi 
MEMORY FOR HIGH PERFORMANCE LOGIC TECH - 40 ments further provide a circuit macro to program the one 
NOLOGY ; its complete disclosure is expressly incorporated time minimum size device memory with the private key , and 
herein by reference in its entirety for all purposes . One or then after the write operation , disable the circuit through an 
more embodiments of the present invention advantageously electrical fuse or dedicated circuit to prevent a second write 
employ a storage mechanism to program a cell in late node to the array ( i . e . write disable bit set after the first write ) . One 
technology , as disclosed in Iyer et al . 45 or more embodiments employ a dedicated program pin for 

In particular , in one or more embodiments , the aforemen - the private key and / or a dedicated pin for high voltage 
tioned storage mechanism of lyer et al . is adapted to store a supply to do the write operation . The dedicated pins are 
private key , via a one - time program capability ( i . e . , after the disabled or cut - off after the write operation via an electrical 
write of the private key , the write circuit is disabled ) . One or fuse , or are cut - off during the dicing process . 
more embodiments provide an authentication and / or encryp - 50 One or more embodiments further provide an “ Authenti 
tion engine that uses the stored private key to carry out an cation Circuit Macro ” wherein a circuit and / or engine carry 
authentication and / or encryption operation . One pertinent out encryption / decryption using the stored private key , and 
and advantageous aspect of one or more embodiments is that never transmit the stored private key . The circuit can become 
the private key can never be altered or detected , either by a standard macro in a hardware description language , or 
" reverse engineering ” ( such as electron microcopy or 55 something similar , for CAD circuit design and manufactur 
focused ion beam ( since the dimensions are beyond any ing . The designer can just call the engine up when designing 
existing capability ) ) , or through radio frequency or power a new microprocessor . 
supply signatures ( by using 2 bits , 01 and 10 , to hole every Even further , one or more embodiments provide a secure 
bit of the key ) . facility and process to generate private public keys and a 

At the 14 nm technology node and beyond , the device 60 corresponding chip ID during the test of the wafer , writing 
footprint is very small . For example , in 14 nm CMOS the private key on the chip and disabling the write circuit 
technologies , the metal - 1 ( “ M1 ” ) pitch is at 64 nm , and the permanently . 
contacted devices are at a pitch of 70 - 80 nm . Devices at Referring now to FIG . 1 , note an array structure 101 for 
these dimensions are near impossible to probe by electrical the one - time write of the private key . Optionally , extra pins 
techniques , and if a 2 - bit encoding of the key is employed , 65 can be added to disable the write circuit after the private key 
then probing by looking at the electromagnetic ( EM ) spec - is written to array 101 . In an alternative approach , an 
trum ( i . e . PICA technique ) , or through power supply analy external supply is used to program the array , after which that 
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supply line is disabled . In particular , data 115 is to be written Referring to table 342 of FIG . 3 , when in a programming 
to or read from array 101 at an address 103 . When write mode , the memory cell can be selectively programmed by 
enable signal 107 is applied to read / write drivers 105 , the applying target voltages ( e . g . , 2V ) to the corresponding WL , 
array 101 is configured for writing . After the key is written and either the true or the complementary BL ( e . g . , 1 . 5 V ) , 
into the array 101 , the permanent write disable signal 109 is 5 with 1 . 5 V on the MSLN . When in an erase mode , the 
applied to the read / write drivers 105 , causing the write memory cell can be selectively erased by applying - 1 . 5 V to 
circuit to be permanently disabled such that the private key the corresponding WL , and + 1 . 5V to the true and comple 
remains permanently in array 101 . The key can then be read mentary BL as well as the MSLN . When in a sense mode , 
out when needed by specifying its address 103 and enabling the memory cell can be selectively sensed by applying + 1 V 
the read enable signal 111 . In the aforementioned alternative 10 to the corresponding WL , and 0 V to the true and comple 
approach , a dedicated high voltage pin 113 is provided to mentary BL as well as the MSLN . Table 342 of FIG . 3 thus 

represents exemplary circuit designs implemented in 32 nm , write the private key into the array 101 , and is disabled after 22 nm and 14 nm technology . the writing of the private key into the array 101 is completed . FIGS . 4A and 4B show electrical fuse programming 
FIG . 2 shows an exemplary architecture of an authenti 15 circuitry and sense circuitry , connected to an SRAM ( static cation engine 299 , coupled to a microprocessor 295 and random access memory ) Write Enable WE ( output of AND 

secure non - volatile memory storing key 297 , in accordance circuit 441 ) . Only if the fuse 413 is blown ( and “ Fuse sense " 
with an aspect of the invention . The engine is configured to is high ) , then F will be high . If WE ( write enable 443 ) 
carry out SHA2 and Benes Network operations , using the from the logic is high , then WE to the SRAM will be high 
stored private key 297 . The engine can be integrated on a 20 ( output of AND circuit 441 ) , and the write operation can 
single chip 269 including key 297 stored in an array 101 proceed . Reference is made to R . F . Rizzolo et al . , “ IBM 
accessible to microprocessor 295 . The engine answers chal System z9 eFUSE applications and methodology , ” IBM J . 
lenge questions posed by the processor 295 , for identity RES . & DEV . VOL . 51 NO . 1 / 2 JANUARY / MARCH 2007 , 
authentication ( other embodiments could undertake encryp - pages 65 - 75 , expressly incorporated herein by reference in 
tion - decryption operations ) . In one or more embodiments , 25 its entirety for all purposes . 
the write ( test ) line 293 is the same as write enable port 107 In particular , the programming circuitry includes two 
in FIG . 1 . large - series n - FET transistors designed to draw a large 
Microprocessor 295 communicates with the engine via amount of current ( 10 - 15 mA ) , as shown in FIG . 4A . The 

APB follower 291 ( also referred to as an “ engine interface ” ) . sense circuitry is the structure that reads the state of the 
Multiplexer 289 selectively provides to a first , 512 bit 30 polysilicon fuse , as shown in FIG . 4B . Suitable control logic 
register 287 : ( omitted to avoid clutter controls the fuse program and fuse 

the parameter Ps 285 output by Benes network 283 ; read operations . An external voltage source , called Fsource , is 
the signal from APB follower ( engine interface ) 291 ; and used to program fuse elements ( e . g . at 3 . 3 V ) and read them 
the parameters v2 , u discussed below . ( at 0 . 0 V ) . 
Block 281 performs the SHA - 256 cryptographic hash 35 In one or more embodiments , 10 - 15 mA of current from 

function on the data in first register 287 , and outputs the the Fource supply are used to blow a fuse ( F ) 413 . A series 
result ( i . e . hash ) to second , 256 - bit register 279 . The param - n - FET configuration ( NO and N1 , 409 and 411 in FIG . 4A ) 
eter vl is provided from second register 279 to Benes using thick - oxide n - FETs is employed , so that the program 
network 283 , as seen at 277 ; the aforementioned parameters ming n - FETs are not damaged during application of the 
v2 , u are provided from second register 279 to multiplexer 40 high - voltage external supply . In a non - limiting example , the 
289 , as seen at 275 ; and a message authentication crypto - requirement that the programming n - FETs be able to draw 
gram ( MAC ) 273 is provided from second register 279 to 10 - 15 mA of current through an approximately 200 - 12 
APB follower ( engine interface ) 291 . The skilled artisan will polysilicon fuse resistor implies these n - FETs to be approxi 
appreciate that the elements 273 , 275 , 277 are used and mately 50 um wide . The current requirements during the 
generated in a recursive manner . 45 fuse program and fuse read are significant . This places 

FIG . 3 shows a portion of an exemplary implementation constraints on the Fsource wiring in the design . The on - chip 
of array 101 employing techniques as disclosed in the wiring for the Foure signal is made , in one or more 
aforementioned U . S . Pat . No . 9 , 025 , 386 to lyer et al . In embodiments , such that the maximum resistance is less than 
particular , a charge trap memory array includes a plurality of 502 , and the off - chip wiring is implemented such that the 
NMOS devices 321 - L , 321 - R ; 322 - L , 322 - R ; 323 - L , 323 - R ; 50 total resistance back to the supply ( ground or high - voltage 
and 324 - L , 324 - R , configured in a twin NMOS approach . supply ) was less than 512 . 
Two NMOS devices ( e . g . , 321 - L and 321 - R ) serve one bit In one or more embodiments , the sense circuit of FIG . 4B 
memory cell 326 , wherein one of the two NMOS ( e . g . , interprets any polysilicon fuse of less resistance than 50022 
leftmost or 321 - L in the case of cell 326 ) traps the charge to as “ unprogrammed ” and any fuse of greater resistance than 
increase the threshold voltage rather than the other NMOS 55 5 kg as " programmed . ” A further aspect of the sense 
( e . g . , rightmost or 321 - R in the case of cell 326 ) of the pair . circuitry in one or more embodiments is that it does not draw 
A plurality of memory cells each having two NMOS are more than about 500 uA of current through the fuse to 
arranged in the two dimensional matrix . All the cells in each prevent reverse electromigration from occurring . This cur 
row are coupled to the same wordline ( WL ) 328 , 330 rent limitation sets the size of p - FET P8 445 in FIG . 4B . 
running in a first direction . All the left sides of the pairs of 60 In addition to the above design constraints , the sense 
NMOS within each column are coupled to the same true circuitry should be protected during application of the 
bitline ( BL ) 332 or 334 , and further , all the right sides of the high - voltage supply , since the oxide breakdown of all FETS 
two NMOS in each column are coupled to the same comple - in this process , in exemplary embodiments , is less than 3 V . 
mentary bitline ( BL ) 336 , 338 . The BLs run in a second This implies thick - oxide isolation n - FETS ( N1 and N4 447 , 
direction orthogonal to the WL first direction . Source lines 65 449 in FIG . 4B ) to protect against destruction of the sense 
are meshed in the entire array to create a Meshed Source - circuit during the application of the high programming 
Line Network ( MSLN ) 340 . voltage . To help stabilize the Fsource voltage during a fuse 

Source 
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sense event , an n - FET pulldown ( N2 , N3 , N7 419 , 415 , 417 During this input signal sequence , the following is hap 
in clamp circuit 403 in FIG . 4A ) is added on the Fsource side pening in the sense circuit . The first state is the steady state 
of the polysilicon resistor to minimize any “ ground bounce ” for the sense circuit , in which it holds the current state in the 
that would occur because of the F . . . signal . To prevent the half - latch structure created by FETs P1 , N14 , and N15 , and 
N2 and N3 transistors from breaking down during the 5 inverter 128 , 431 , 435 , 433 , 437 . The second state is the 
programming , the node between N3 and N7 should be precharge state , in which the latch feedback loop is broken 
brought up to some intermediate voltage Int _ clamp ( such as , by turning off n - FET N15 433 and the node sense node is 
say , 1 . 5V ) during the programming ( referred to as “ clamp precharged via p - FET P8 445 . The third state is the fuse 

sense state , in which n - FET N1 447 is turned on and the voltage ” ) otherwise , in one or more embodiments , the 
voltage across N2 and N3 will be > 3 . 3 V and they will break 1 10 voltage divider is set up between p - FETs P8 / P1 445 / 431 and 

the polysilicon fuse through n - FETs N1 and N4 447 , 449 . down . The inverter 128 437 and p - FET P1 431 are then used to Since the Fsource net connects to a chip I / O and then to the sense the state of the fuse . outside world , electrostatic discharge ( ESD ) protection For completeness , note that in blow circuit 401 , the blow should be provided . The per - fuse n - FET clamp structure 403 15 fuse and blow enable signals are applied as inputs to NAND of FIG . 4A can be employed for ESD protection in one or gate 405 , the output of which is the input to inverter 407 . The 
more embodiments . output of inverter 407 connects to the gate of transistor NO 

The control circuitry for the electrical fuse is fairly 409 . 
simple , including a single latch for each fuse element , tied FIG . 5 shows several exemplary techniques for write 
to the “ blow select ” input pin , used to select which fuse is 20 disabling . Note a plurality of circuits 503 - 1 , 503 - 2 , 503 - 3 , 
to be programmed if the “ blow enable ” signal is set . The 503 - 4 , . . . ( collectively , 503 ) . Each is surrounded by a 
blow enable signal is set by another latch that is controlled plurality of pads 505 ; not every pad 505 is numbered so as 
independently of the blow select latches . The remaining to avoid clutter . One particular pad 505A is a write enable 
control logic includes a set of latches and a small state - pad of interest ; the connection 507 to the write enable pad , 
machine that goes through the sequence shown in the table 25 which goes to the tester , passes through the dicing channel 
below to control the fuse sense . 501 . After test , and writing the key to the ROM , the dicing 

disconnects the line 507 to the write enable pin , and thus 
prevents any further writing . In another approach , the inter 

Sense b and Fuse Fuse nal line 509 that enables the write operation to the ROM , can 
Time Pre - charge pre - charge sense 1 sense 2 30 be routed through the dicing channel 501 , and thus disable 

any further writing to the memory after the dicing process is 
completed . Please note that for illustrative convenience , in 
FIG . 5 , both techniques are shown being used on different 
circuits on the same wafer . However , in a more typical case , 

35 all circuits on the same wafer could use one or the other of 
those techniques . 

During this input signal sequence , the following is hap - Given the discussion thus far , it will be appreciated that , 
pening in the sense circuit . The first state is the steady state in general terms , an exemplary method , according to an 
for the sense circuit , in which it holds the current state in the aspect of the invention , uses a public - private key pair with 
half - latch structure created by FETs P1 , N14 , and N15 , and 40 a corresponding identity . The public - private key pair can be 
inverter 128 , 431 , 435 , 433 , 437 . The second state is the generated using known techniques . One step includes writ 
precharge state , in which the latch feedback loop is broken ing a private key of such a pair to an integrated circuit 269 
by turning off n - FET N15 433 and the node sense node is including a processor 295 , a non - volatile memory 297 , and 
precharged via p - FET P8 445 . The third state is the fuse a cryptographic engine 299 coupled to the processor and the 
sense state , where n - FET N1 447 is turned on and the 45 non - volatile memory . The private key is written to the 
voltage divider is set up between p - FETs P8 / P1 445 / 431 and non - volatile memory 297 , and the integrated circuit 269 is non - volatile memory 297 and the in 
the polysilicon fuse through n - FETs N1 and N4 447 , 449 . implemented in complementary metal - oxide semiconductor 
The inverter 128 437 and p - FET P1 431 are then used to 14 nm or smaller technology . A further step includes per 
sense the state of the fuse . manently modifying the integrated circuit , subsequent to the 

One or more embodiments employ a “ shadow ” latch 50 writing , such that further writing to the non - volatile memory 
added to the control logic , to address negative bias tempera - is disabled and such that the private key can be read only by 
ture instability in P1 431 . This shadow latch is external to the the cryptographic engine 299 and not off - chip . Techniques 
circuit shown in FIG . 4B , and has its data input tied to the for such permanent modification include , for example , the 
fuse out ( Fout ) pin in FIG . 4B . In addition to the shadow use of fuses as shown in FIGS . 4A and 4B and running lines 
latch , there is an additional operation performed to clear the 55 through dicing channels for subsequent destruction , as 
half latch . Clearing this half latch is described by the shown in FIG . 5 . 
state - machine sequence in the following table : In the writing step , the non - volatile memory is preferably 

dedicated to the private key , since writing is disabled after 
wards ; however , this is not a requirement . 

Sense b 60 One or more embodiments further include inducing a Pre - and pre - Fuse Fuse Blow Blow threshold voltage shift in transistors of the non - volatile Time charge charge sense 1 sense 2 fuse enable memory , subsequent to the writing , to inhibit at least one of 
1 reverse engineering and tampering . 

One or more embodiments further include inducing oxide 1 1 
0 0 0 0 65 breakdown in transistors of the non - volatile memory , sub 

sequent to the writing , to inhibit at least one of reverse 
engineering and tampering . 

AWNO 
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One or more embodiments further include encoding the also configured such that the private key can be read only by 
private key in the non - volatile memory using two - bit encod the cryptographic engine and not off - chip , subsequent to the 
ing , during the writing , to inhibit at least one of reverse dicing . 
engineering and tampering . Again , the non - volatile memory of each circuit 503 is 

In one or more instances , further steps include , subse - 5 preferably dedicated to the private key , since writing is 
quent to the permanent modification , providing the private disabled afterwards ; however , this is not a requirement . 
key from the non - volatile memory 297 to the cryptographic In yet another aspect , an integrated circuit 269 includes a 
engine 299 ; and using the private key from the non - volatile processor 295 ; a non - volatile memory 297 storing a private 
memory to respond to a challenge question , using the private key of a public - private key pair ; a cryptographic engine 299 
key from the non - volatile memory to carry out decryption , 10 coupled to the processor and the non - volatile memory ; and 
and / or using the private key from the non - volatile memory an unblown electrical fuse structure ( as discussed elsewhere 
to carry out encryption . herein ) . The integrated circuit is implemented in comple 

In one or more embodiments , the writing is carried out mentary metal - oxide semiconductor 14 nm or smaller tech 
with a write circuit of the non - volatile memory , and the nology , and is configured such that further writing to the 
permanent modification of the integrated circuit such that 15 non - volatile memory , beyond the private key , is disabled 
further writing to the non - volatile memory is disabled when the fuse structure is blown . The integrated circuit is 
includes disabling the write circuit with an electrical fuse further configured such that subsequent to blowing of the 
( see FIGS . 4A and 4B and accompanying text ) . fuse structure , the private key can be read only by the 

In one or more embodiments , the writing is carried out cryptographic engine 299 and not off - chip . 
with a dedicated pin of the non - volatile memory , and the 20 Yet again , the non - volatile memory is preferably dedi 
permanent modification of the integrated circuit such that cated to the private key , since writing is disabled afterwards ; 
further writing to the non - volatile memory is disabled however , this is not a requirement . 
includes removing the dedicated pin ( see FIG . 5 and accom - As noted , some aspects of the invention or elements 
panying text ; e . g . , by removing connecting line thereto thereof can be implemented , at least in part , in the form of 
during dicing process ) . 25 a computer program product including a computer readable 

In another aspect , an exemplary integrated circuit 269 storage medium with computer usable program code for 
includes a processor 295 ; a non - volatile memory 297 ; and a performing appropriate method steps ( e . g . , key generation , 
cryptographic engine 299 coupled to the processor and the control of fuse - blowing or semiconductor fabrication pro 
non - volatile memory . The integrated circuit 269 is imple cesses ) . Furthermore , one or more embodiments of the 
mented in complementary metal - oxide semiconductor 14 30 invention or elements thereof can be implemented , at least 
nm or smaller technology . The integrated circuit is perma - in part , using a system ( or apparatus ) including a memory , 
nently configured such that further writing to the non - and at least one processor that is coupled to the memory and 
volatile memory , beyond the private key , is disabled ( e . g . , by operative to perform appropriate method steps ( e . g . , key 
blowing a fuse or dicing away connecting lines as described generation , control of fuse - blowing or semiconductor fab 
elsewhere herein ) . The integrated circuit is permanently 35 rication processes ) . Furthermore , aspects of the invention 
configured such that the private key can be read only by the could be used to provide an encryption engine for such an 
cryptographic engine and not off - chip . apparatus or system . 

The non - volatile memory is preferably dedicated to the FIG . 6 depicts a computer system that may be useful in 
private key , since writing is disabled afterwards ; however , implementing one or more aspects and / or elements of the 
this is not a requirement . 40 invention . In system 10 there is a computer system / server 

In some cases , the non - volatile memory includes metal 12 , which is potentially operational with numerous other 
oxide semiconductor field effect transistors having dielec - general purpose or special purpose computing system envi 
trics , and the dielectrics have charges trapped therein to ronments or configurations . Examples of well - known com 
provide a threshold voltage shift in the transistors , to inhibit puting systems , environments , and / or configurations that 
reverse engineering . 45 may be suitable for use with computer system / server 12 

In some cases , the non - volatile memory includes metal include , but are not limited to , personal computer systems , 
oxide semiconductor field effect transistors exhibiting oxide server computer systems , thin clients , thick clients , handheld 
breakdown to inhibit reverse engineering . or laptop devices , multiprocessor systems , microprocessor 

In some cases , the private key is encoded in the non - based systems , set top boxes , programmable consumer elec 
volatile memory using two - bit encoding , to inhibit reverse 50 tronics , network PCs , minicomputer systems , mainframe 
engineering . computer systems , and distributed cloud computing envi 
Some embodiments include a write circuit of the non ronments that include any of the above systems or devices , 

volatile memory , isolated by a blown electrical fuse as and the like . 
shown in FIGS . 4A and 4B . Computer system / server 12 may be described in the 

In still another aspect , referring to FIG . 5 , an exemplary 55 general context of computer system executable instructions , 
wafer ( e . g . a semiconductor wafer ) has a plurality of inte - such as program modules , being executed by a computer 
grated circuits 503 formed thereon and separated from each system . Generally , program modules may include routines , 
other by dicing channels 501 . Each of the integrated circuits programs , objects , components , logic , data structures , and so 
in turn includes a processor ; 295 a non - volatile memory 297 on that perform particular tasks or implement particular 
storing a private key of a public - private key pair ; and a 60 abstract data types . 
cryptographic engine 299 coupled to the processor and the As shown in FIG . 6 , computer system / server 12 is shown 
non - volatile memory . The integrated circuit is implemented in the form of a general - purpose computing device . The 
in complementary metal - oxide semiconductor 14 nm or components of computer system / server 12 may include , but 
smaller technology , and is configured such that circuitry are not limited to , one or more processors or processing units 
enabling writing to the non - volatile memory ( e . g . 507 , 509 ) 65 16 , a system memory 28 , and a bus 18 that couples various 
runs through a given one of the dicing channels 501 for system components including system memory 28 to proces 
destruction upon subsequent dicing . The integrated circuit is sor 16 . 

Sem 
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Bus 18 represents one or more of any of several types of workstation . With reference to FIG . 6 , such an implemen 

bus structures , including a memory bus or memory control tation might employ , for example , a processor 16 , a memory 
ler , a peripheral bus , an accelerated graphics port , and a 28 , and an input / output interface 22 to a display 24 and 
processor or local bus using any of a variety of bus archi external device ( s ) 14 such as a keyboard , a pointing device , 
tectures . By way of example , and not limitation , such 5 or the like . The term " processor ” as used herein is intended 
architectures include Industry Standard Architecture ( ISA ) to include any processing device , such as , for example , one 
bus , Micro Channel Architecture ( MCA ) bus , Enhanced ISA that includes a CPU ( central processing unit ) and / or other 
( EISA ) bus , Video Electronics Standards Association forms of processing circuitry . Further , the term " processor ” 
( VESA ) local bus , and Peripheral Component Interconnect may refer to more than one individual processor . The term 
( PCI ) bus . 10 “ memory ” is intended to include memory associated with a 
Computer system / server 12 typically includes a variety of processor or CPU , such as , for example , RAM ( random 

computer system readable media . Such media may be any access memory ) 30 , ROM ( read only memory ) , a fixed 
available media that is accessible by computer system / server memory device ( for example , hard drive 34 ) , a removable 
12 , and it includes both volatile and non - volatile media , memory device ( for example , diskette ) , a flash memory and 
removable and non - removable media . 15 the like . In addition , the phrase " input / output interface ” as 

System memory 28 can include computer system readable used herein , is intended to contemplate an interface to , for 
media in the form of volatile memory , such as random example , one or more mechanisms for inputting data to the 
access memory ( RAM ) 30 and / or cache memory 32 . processing unit ( for example , mouse ) , and one or more 
Computer system / server 12 may further include other mechanisms for providing results associated with the pro 

removable / non - removable , volatile / non - volatile computer 20 cessing unit ( for example , printer ) . The processor 16 , 
system storage media . By way of example only , storage memory 28 , and input / output interface 22 can be intercon 
system 34 can be provided for reading from and writing to nected , for example , via bus 18 as part of a data processing 
a non - removable , non - volatile magnetic media ( not shown unit 12 . Suitable interconnections , for example via bus 18 , 
and typically called a " hard drive " ) . Although not shown , a can also be provided to a network interface 20 , such as a 
magnetic disk drive for reading from and writing to a 25 network card , which can be provided to interface with a 
removable , non - volatile magnetic disk ( e . g . , a “ floppy computer network , and to a media interface , such as a 
disk ” ) , and an optical disk drive for reading from or writing diskette or CD - ROM drive , which can be provided to 
to a removable , non - volatile optical disk such as a CD - interface with suitable media . 
ROM , DVD - ROM or other optical media can be provided . Accordingly , computer software including instructions or 
In such instances , each can be connected to bus 18 by one 30 code for performing the at least a portion of some aspects of 
or more data media interfaces . As will be further depicted the invention may be stored in one or more of the associated 
and described below , memory 28 may include at least one memory devices ( for example , ROM , fixed or removable 
program product having a set ( e . g . , at least one ) of program memory ) and , when ready to be utilized , loaded in part or in 
modules that are configured to carry out the functions of at whole ( for example , into RAM ) and implemented by a CPU . 
least a portion of some embodiments of the invention . 35 Such software could include , but is not limited to , firmware , 

Program / utility 40 , having a set ( at least one ) of program resident software , microcode , and the like . 
modules 42 , may be stored in memory 28 by way of data processing system suitable for storing and / or 
example , and not limitation , as well as an operating system , executing program code will include at least one processor 
one or more application programs , other program modules , 16 coupled directly or indirectly to memory elements 28 
and program data . Each of the operating system , one or more 40 through a system bus 18 . The memory elements can include 
application programs , other program modules , and program local memory employed during actual implementation of the 
data or some combination thereof , may include an imple - program code , bulk storage , and cache memories 32 which 
mentation of a networking environment . Program modules provide temporary storage of at least some program code in 
42 generally carry out the functions and / or methodologies of order to reduce the number of times code must be retrieved 
at least a portion of some embodiments of the invention . 45 from bulk storage during implementation . 

Computer system / server 12 may also communicate with Network adapters 20 may also be coupled to the system 
one or more external devices 14 such as a keyboard , a to enable the data processing system to become coupled to 
pointing device , a display 24 , etc . , one or more devices that other data processing systems or remote printers or storage 
enable a user to interact with computer system / server 12 ; devices through intervening private or public networks . 
and / or any devices ( e . g . , network card , modem , etc . ) that 50 Modems , cable modem and Ethernet cards are just a few of 
enable computer system / server 12 to communicate with one the currently available types of network adapters . This 
or more other computing devices . Such communication can described functionality is also generally representative of 
occur via Input / Output ( 1 / 0 ) interfaces 22 . Still yet , com - aspects used to control external systems and / or to output 
puter system / server 12 can communicate with one or more generated key pairs to external systems . 
networks such as a local area network ( LAN ) , a general wide 55 As used herein , including the claims , a “ server ” includes 
area network ( WAN ) , and / or a public network ( e . g . , the a physical data processing system ( for example , system 12 
Internet ) via network adapter 20 . As depicted , network as shown in FIG . 6 ) running a server program . It will be 
adapter 20 communicates with the other components of understood that such a physical server may or may not 
computer system / server 12 via bus 18 . It should be under - include a display and keyboard . 
stood that although not shown , other hardware and / or soft - 60 It should be noted that at least a portion of some aspects 
ware components could be used in conjunction with com - of techniques described herein can include an additional step 
puter system / server 12 . Examples , include , but are not of providing a system comprising distinct software modules 
limited to : microcode , device drivers , redundant processing embodied on a computer readable storage medium ; the 
units , and external disk drive arrays , RAID systems , tape modules can include , for example , modules to carry out any 
drives , and data archival storage systems , etc . 65 one , some , or all of the functionality described . Those 

Thus , at least a portion of some embodiments can make method steps thereby implemented can then be carried out 
use of software running on a general purpose computer or using the distinct software modules and / or sub - modules of 
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the system , as described above , executing on one or more 6 . The method of claim 1 , further comprising , subsequent 
hardware processors such as 16 . Further , a computer pro to said permanent modification : 
gram product can include a computer - readable storage providing said private key from said non - volatile memory 
medium with code adapted to be implemented to carry out to said cryptographic engine ; and 
at least a portion of some functionality described herein , 5 using said private key from said non - volatile memory to 
including the provision of the system with the distinct carry out decryption . 
software modules . 7 . The method of claim 1 , further comprising , subsequent 
One example of user interface that could be employed in to said permanent modification : some cases is hypertext markup language ( HTML ) code providing said private key from said non - volatile memory served out by a server or the like , to a browser of a 10 

computing device of a user . The HTML is parsed by the to said cryptographic engine ; and 
using said private key from said non - volatile memory to browser on the user ' s computing device to create a graphical 

user interface ( GUI ) . carry out encryption . 
The descriptions of the various embodiments of the 8 . The method of claim 1 , wherein said writing is carried 

present invention have been presented for purposes of 15 ou 15 out with a write circuit of said non - volatile memory , and 
illustration , but are not intended to be exhaustive or limited wherein said permanently modifying said integrated circuit 
to the embodiments disclosed . Many modifications and such that further writing to said non - volatile memory is 
variations will be apparent to those of ordinary skill in the disabled comprises disabling said write circuit with an 
art without departing from the scope and spirit of the electrical fuse . 
described embodiments . The terminology used herein was 20 9 . The method of claim 1 , wherein said writing is carried 
chosen to best explain the principles of the embodiments , the out with a dedicated pin of said non - volatile memory , and 
practical application or technical improvement over tech - wherein said permanently modifying said integrated circuit 
nologies found in the marketplace , or to enable others of such that further writing to said non - volatile memory is 
ordinary skill in the art to understand the embodiments disabled comprises removing said dedicated pin . 
disclosed herein . 25 10 . An integrated circuit comprising : 

a processor ; 
What is claimed is : a non - volatile memory storing a private key of a public 
1 . A method comprising : private key pair ; and writing a private key of a public - private key pair with a a cryptographic engine coupled to said processor and said corresponding identity to an integrated circuit compris - 30 non - volatile memory ; ing a processor , a non - volatile memory , and a crypto wherein : graphic engine coupled to said processor and said said integrated circuit is implemented in complemen non - volatile memory , said private key being written to 

said non - volatile memory , said integrated circuit being tary metal - oxide semiconductor 14 nm or smaller 
implemented in complementary metal - oxide semicon - 35 technology ; 
ductor 14 nm or smaller technology , said private key in said integrated circuit is permanently configured such 
said non - volatile memory being encoded using two - bit that further writing to said non - volatile memory , 
encoding to inhibit at least one of reverse engineering beyond said private key , is disabled ; and 
and tampering by impeding probing using at least one said integrated circuit is permanently configured such 
of electromagnetic ( EM ) spectrum analysis and power 40 that said private key can be read only by said 
supply analysis , wherein said non - volatile memory cryptographic engine and not off - chip , said private 
comprises metal oxide semiconductor field effect tran key in said non - volatile memory being encoded 
sistors having dielectrics , and wherein said dielectrics using two - bit encoding to inhibit at least one of 
have charges trapped therein to provide a threshold reverse engineering and tampering by impeding 
voltage shift in said transistors , to inhibit said reverse 45 probing using at least one of electromagnetic ( EM ) 
engineering ; and spectrum analysis and power supply analysis , 

permanently modifying said integrated circuit , subse wherein said non - volatile memory comprises metal 
quent to said writing , such that further writing to said oxide semiconductor field effect transistors having 
non - volatile memory is disabled and such that said dielectrics , and wherein said dielectrics have charges 
private key can be read only by said cryptographic 50 trapped therein to provide a threshold voltage shift in 
engine and not off - chip . said transistors , to inhibit said reverse engineering . 

2 . The method of claim 1 , wherein , in said writing step , 11 . The integrated circuit of claim 10 , wherein said 
said non - volatile memory is dedicated to said private key . non - volatile memory is dedicated to said private key . 

3 . The method of claim 1 , further comprising inducing 12 . The integrated circuit of claim 10 , wherein said metal 
said threshold voltage shift subsequent to said writing , to 55 oxide semiconductor field effect transistors exhibit oxide 
inhibit at least one of said reverse engineering and said breakdown to inhibit said reverse engineering . 
tampering . 13 . The integrated circuit of claim 10 , further comprising 

4 . The method of claim 1 , further comprising inducing a write circuit of said non - volatile memory , isolated by a 
oxide breakdown in transistors of said non - volatile memory , blown electrical fuse . 
subsequent to said writing , to inhibit at least one of said 60 14 . An integrated circuit comprising : 
reverse engineering and said tampering . a processor ; 

5 . The method of claim 1 , further comprising , subsequent a non - volatile memory storing a private key of a public 
to said permanent modification : private key pair ; 

providing said private key from said non - volatile memory a cryptographic engine coupled to said processor and said 
to said cryptographic engine ; and 65 non - volatile memory ; and 

using said private key from said non - volatile memory to an unblown electrical fuse structure ; 
respond to a challenge question . wherein : 
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said integrated circuit is implemented in complemen 
tary metal - oxide semiconductor 14 nm or smaller 
technology ; 

said integrated circuit is configured such that further 
writing to said non - volatile memory , beyond said 5 
private key , is disabled when said electrical fuse 
structure is blown ; and 

said integrated circuit is configured such that subse 
quent to blowing of said electrical fuse structure , 
said private key can be read only by said crypto - 10 
graphic engine and not off - chip , said private key in 
said non - volatile memory being encoded using two 
bit encoding to inhibit at least one of reverse engi 
neering and tampering by impeding probing using at 
least one of electromagnetic ( EM ) spectrum analysis 15 
and power supply analysis , wherein said non - volatile 
memory comprises metal oxide semiconductor field 
effect transistors having dielectrics , and wherein said 
dielectrics have charges trapped therein to provide a 
threshold voltage shift in said transistors , to inhibit 20 
said reverse engineering . 

15 . The integrated circuit of claim 14 , wherein said 
non - volatile memory is dedicated to said private key . 


