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(57) Abstract: A system configured to track network slicing operations within a 5G communication network includes processing
circuitry configured to determine a network slice instance (NSI) associated with a QoS flow of a UE. The NSI communicates data for
a network function virtualization (NFV) instance of a Multi-Access Edge Computing (MEC) system within the 5G communication
network. Latency information for a plurality of communication links used by the NSI is retrieved. The plurality of communication links
includes a first set of non-MEC communication links associated with a radio access network (RAN) of the 5G communication network
and a second set of MEC communication links associated with the MEC system. A slice configuration policy is generated based on the
retrieved latency information and slice-specific attributes of the NSI. Network resources of the SG communication network used by the
NSI are reconfigured based on the generated slice configuration policy.
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MULTI-SLICE SUPPORT FOR MEC-ENABLED 5G DEPLOYMENTS

PRIORITY CLAIM
{UE This application clairus the benefit of priority to the United States
Provisional Patent Application Serial No. 62/816,616, filed March 11, 2019, and
titled “EZE MULTI-SLICE SUPPORT FOR MEC-ENABLED 5G
DEPLOYMENTS,” which application ts incorporated herein by reference in its

entirety .

TECHNICAL FIELD
RS Embodiments described herein generally relate to data
processing, network communication, and communication system
implementations, and in particular, to techniques for implementing end-to-end
(E2E) support for multi-access edge computing (MEC}-enabled 5G

deployments.

BACKGROUND
8083) Internet-of-Things (IoT) devices are physical or virtualized
objects that may communicate on a network and may include sensors, actuators,
and other input/output coraponents, such as to collect data or perform actions
from the real-world environment. For example, IoT devices may include low-
powered endpoint devices that are embedded or attached to everyday things,
such as buildings, vehicles, packages, etc., to provide an additional level of
artificial sensory perception of those things. Recently, foT devices have become
more popular and thus applications using these devices have proliferated.
LEHIRY Edge computing, at a more general level, refers to the movement
of compute and storage resources closer to, or into, smart endpoint devices to
optimize total cost of ownership, reduce application latency, improve service
capabtlities, and improve compliance with security or data privacy requirements.

Edge computing may in some scenarios provide a cloud-like distributed service,
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which offers orchestration and management for applications among many types
of storage and compute resources. Edge computing may be further integrated
with use cases and technology developed for the IoT and Fog networking, as

endpoint devices and gateways attempt to access network resources and

W

applications at locations moved closer to the “edge” of the network.

jQBaS] MEC encompasses architectures that enable cloud computing

functionality or information technology (IT) services at the network {e.g

cellular network) edges. MEC may reduce network congestion by moving

applications, data, discovery, etc. closer to the user {(e.g., mobile device, user

10 equipment (UE), station (STA), etc.). Some MEC details dealing with security
{e.g., both user security as well as application integrity}, radio use, etc., have
been promulgated by European Telecommunications Standards Institute (ETSI),
such as described in the “Mobile Edge Computing Introductory Technical White
Paper,” published September 1, 2014, A set of specifications and white papers

15 providing further details and implementation use cases for MEC scenarios is
being developed and published on an ongoing basis by ETSI as part of the ETSI
MEC industry specification group (I8G).
[686] The MEC environment is characterized by ultra-low latency and
high bandwidth as well as real-time access to radio network information that

20 may be leveraged by applications. MEC technology permits operators to
flexibly and rapidly deploy innovative applications and services towards mobile
subscribers, enterprises and vertical segments. MEC is intended to support
developing mobile use cases of edge computing, to allow application developers
and content providers to access computing capabiiities and an IT service

25 environment in dynamic settings at the edge of the network. In these and other
settings, edge computing attempts to offer reduced latency, increased
responsiveness, and more available computing power than offered in traditional
cloud network services and wide area network connections. Despite the rapid
activity occurring with the development of standards and architectures involving

30 these technologies, many limitations and technical problems still exist in the

design and use of IoT, MEC, and next-generation edge networks.
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BRIEF DESCRIPTION OF THE DRAWINGS
8687} In the drawings, which are not necessarily drawn to scale, like
numerals may describe similar components in different views. Like numerals
having different letter suffixes may represent different instances of similar
components. Some embodiments are itlustrated by way of example, and not

limitation, in the figures of the accompanying drawings in which:

8688} FIG. 1A tllustrates a MEC communication infrastructure with a
common core network, the MEC infrastructure including slice management,

resource management, and traceability functions, according to an example;

G489 FIG. 1B illustrates an overview of an edge cloud configuration

for edge computing, according to an example;

18814 FI1G. 2A illustrates an example Cellular Internet-of-Things (CloT)
network architecture with a MEC host using a MEC QoS8 manager, according to

an example;

18811} FI1G. 2B illustrates an example Service Capability Exposure
Function (SCEF) used by the CloT network architecture of FIG. 2A, according

to an example;

8812} FIG. 3A1s a simplified diagram of an exemplary Next-Generation
(NG} system architecture with a MEC host using a MEC (oS manager,

according to an example;

18813 FIG. 3B illustrates an exemplary functional split between next
generation radio access network (NG-RAN) and the SG Core network (SGC) in
connection with the NG system architecture of FIG. 3A, according to an

example;

1B814] FI1G. 3C and FIG. 3D illustrate non-roaming 5G system
architectures with a MEC host using resource management and traceability

functions, according to an example;

EHH WY FIG. 3E iHustrates components of an exemplary SG-NR
architecture with control unit control plane (CU-CP) - control unit user plane

{CU-UP) separation, according to an example,
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B816] FIG. 3F illustrates a user plane protocol stack, according to an
example;

18617 FIG. 3G illustrates examples of network slices, according to an
example;

8818 FIG. 4A illustrates a MEC network architecture modified for

supporting slice management, resource management, and traceability functions,

according to an example;

I8818] FIG. 4B illustrates a MEC reference architecture in a Network

Function Virtualization (NFV) environment, according to an example;

D624 FI1G. 5 illustrates a MEC and FOG network topology, according

to an example;

{6621} FiG. 6 illustrates the processing and storage layers in a MEC and

FOG network, according to an example;

832 FIG. 7 illustrates a domain topology for respective Internet-of-
Things (IoT) networks coupled through links to respective gateways, according

to an example,

I8833] FI1G. 8 illustrates a cloud-computing network in communication
with a mesh network of computing devices operating as fog devices at the edge

of the cloud computing network, according to an example;

19824] FIG. 9 illustrates a block diagram of a cloud computing network

in communication with several computing devices, according to an example;

625 FIG. 10A illustrates an overview of example components

deploved at a compute node system, according to an example;

[8826] FIG. 108 illustrates a further overview of example components
within a computing device for implementing the techniques {e.g., operations,
processes, methods, and methodologies) described herein, according to an

example;

18627] FIG. 11 illustrates a 3GPP-based SG system architecture and
example of the mapping of MEC entities to some of the 5G system’s

components {(namely, AF and UPF), according to an example;
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1B828] FIG. 12 illustrates aspects of the disclosed technigues for EZE

multi-slice support for MEC-enabled 5G deployments, according to an example;

3629 FIG. 13 illustrates a flowchart of disclosed techniques tor slice-
aware VM allocation in MEC-enabled 5G system deployments, according to an

example;

[8838] Fi(3. 14 is a message sequence chart illustrating the various
fatency components during the direct communication between a UE client and a
MEC app at the edge (which consumes some MEC services running on the MEC

platform), according to an example;

10631} FIG. 15 is a message sequence chart iHustrating example
communication for deriving and implementing a slice-aware VM allocation

olicy, according to an example; and
J2 o] 5

8832 FIG. 160A — FIG. 16H illustrate various example and

implementation aspects of techniques disclosed herein.

DETAILED DESCRIPTION
18833 In the following description, methods, configurations, and related
apparatuses are disclosed for support for multi-slice support for MEC-enabled
5G deployments. As an overview, the technological solutions disclosed herein
integrate MEC with various types of implementations as well as dynamic
network slicing and resource utilization management. These may benefita
variety of use cases, such as fifth-generation (SG) network communications
among automotive devices, including those use cases termed as vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V21), and vehicle-to-everything (V2X3.
As with most MEC installations, the goal with the present configurations is to
bring the application endpoints as close to the vehicular environment, or other
endpoints, as possible and to dynamically adyust compute resources as well as
resources used by one or more network (e.g., 3G} slices to enable low latency or
high bandwidth services with optimal oS, These systems and techniques may

be implemented in, or augment, virtualized environments that may be



WO 2020/185794

10

20

PCT/US2020/021914

implemented within various types of MEC, network function virtualization

(NFV), or fully virtualized 5G network environments.

[8634] As is understood, MEC architectures offer application developers
and content providers cloud-computing capabilities and an IT service
environment at the edge of the network. This environment offers ultra-low
latency and high bandwidth throughput as well as real-time access to radio
network information that may be leveraged by applications. MEC technology
permits flexible and rapid deployments of innovative applications and services

towards mobile subscribers, enterprises, or vertical segments.

[4835] The present techniques and configurations may be utilized in
connection with many aspects of current networking systems, but are provided
with reference to IoT, MEC, and NFV deployments. The present techniques and
configurations specifically may be (but are not required to be) relevant to the
standards and approaches published in ETSI GS MEC-003 “Mobile Edge
Computing (MEC}; Framework and Reference Architecture” {e.g., V2.0.3});
ETSI GR MEC-024 “Support for Network Shicing”; ETSI GS NFV-SEC 013
“Network Functions Virtualization (NFV) Release 3, Security; Security
Management and Monitoring” {(e.g, v. 3.1.1) and related MEC, NFV, or
networked operational implementations. However, while the present techniques
and configurations may provide significant benefits to MEC architectures and
other ToT device network architectures, the applicability of the present
techniques and configurations may be extended to any number of edge

computing devices or fog computing platforms.

jB836] The following provides a detailed discussion of these techniques
within specific systems and services, but which applies to the larger context of
{oT, Fog network, and edge computing deployments. Further, the disclosed
MEC architectures and service deployment examples provide one illustrative
example of a Fog device or Fog system, but many other combinations and
layouts of devices and systems located at the edge of a network may be
provided. Further, the techniques disclosed herein may relate to other IoT and
5 network communication standards and configurations, and other intermediate

processing entities and architectures.

i
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18837 Techniques disclosed herein are focused on the role of Multi-
access Edge Computing (MEC) in supporting SG network slicing. In some
aspects, technigues disclosed herein can be used to achieve and guarantee E2E

latency requirements of a network slice when instantiated in a MEC-enabled 5G

W

deployments using a slice control function (SCF) within a network function
virtualization (NFV) domain {also referred to as NFV-SCF). The discussed
communication systems incorporate a MEC syster, the architecture of which
{including the various MEC-related interfaces and reference points) is specified
in ETSE GS MEC-003 and ETSI GR MEC-024, deployed in a 5G system (which
10 may or may not be virtualized), the system architecture of which is specified in
at least 3GPP TS 23.501. In some aspects, the 5G system may be fully
virtunalized, with all logical functions (i.e., network functions (NFs) and also
application functions (AFs)) being virtualized. Various MEC-related interfaces
and reference points discussed herein are further defined in the following ETSI-
15 related technical specifications: ETSI GS MEC-003 and ETSI GR MEC-024

specifications.

H0385] More specifically, the NFV-SCF is configured to perform E2E
latency function modeling and evaluation using latency information obtained
from network management nodes of the 5G system as well as the MEC system,
20 and ideuntify delay bottlenecks associated with E2E communications within a
network slice. The NFV-SCF further generates a slice contiguration policy to
optimize the instantiation of MEC application {(apps) and the allocation of
virtualized resources {e.g , virtual machines or VMs} across the edge cloud,
according to a slice-aware strategy based on the E2E latency function modeling
25  and evaluation. In this regard, the NFV-SCF may be used to dynamically
monitor and reconfigure network resources used by network slice instances to
meet E2E performance requirements of the slice (which may be part of a Service

Level Agreement (SLA), between the network operator and a vertical industry}.

3639 FIG. 1A illustrates a MEC communication infrastructure 100A
30 with a common core network, the MEC infrastructure including slice
management, resource management, and traceability functions, according to an

example. The connections represented by some form of a dashed line (as noted
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in the legend in FIG. 1A} may be defined according to a specification from an

ETSI MEC standards fanuly.

j3844] The MEC communication infrastructure 100A can include
entities from a MEC-based architecture as well as entities from a third-
generation partnership project (3GPP) based architecture. For example, the
MEC communication infrastructure 100A can include a plurality of MEC hosts
such as MEC hosts 102 and 104, a MEC platform manager 106, and a MEC
orchestrator 108. The 3GPP based entities can include a centralized core
network (CN) 110 coupled to an application server 114 via the network 112
(e.g., the Internet), as well as radio access networks (RANs) represented by base
stations 148 and 150 coupled to corresponding user equipments (UEs) 152 and
154, The base stations 148 and 150 can include evolved Node-Bs (eNBs), Next
Generation Node-Bs (gNBs), or other types of base stations operating in
connection with a 3GPP wireless family of standards or another type of wireless

standard.

18641} In some aspects, the MEC communication infrastructure 100A
can be implemented by different network operators in the same country and/or in
different countries, using different network traffic types. For example, the radio
access network associated with base station 148 (with a coverage area 149} can
be within a first public land mobile network (PLMN) (i.e, associated with a first
mobile services provider or operator and a first network traffic type), and base
station 150 (with a coverage area 151} can be within a second public land mobile
network (PLMN} (i.e., associated with a second mobile services provider or
operator and a second network traffic type). As used herein, the terms “mohile

services provider” and “mobile services operator” are interchangeable.

[6i42] In this regard, the MEC communication infrastructure 100A can
be associated with a multi-operator scenaric composed of two coverage areas
149 and 151 where communication services {e.g., V2ZX services) can be
provided, with each coverage area being operated by a mobile services operator.
Additionally, each of the UEs 152 and 154 can be configured for network slice
operation, where each UE can use one or more types of network slice instances

configured by, e g, the core network 110 using the slice management
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functionality 164 in coordination with one or more entities of the MEC
communication infrastructure 100A, such as the MEC network function
virtualization {(NFV} slice control function (SCF) (MEC NFV-8CF) (e g, 121

and 131). Techniques disclosed herein can be used to provide E2E multi-slice

W

support for MEC-enabled 5G deployments using the MEC NFV-SCF. In some
aspects, the MEC NFV-SCF 121 can be within an NFV orchestrator (NFVO)
160, which can be coupled to the MEC orchestrator 108, as well as to other

MEC entities, as illustrated in FIG 4B, FIG. 11, and FIG. 12
18843 The solid line connections in FIG. 1A represent non-MEC
10 connections {or reference points), such as utilizing 3GPP cellular network
connections 81, S1-AP, etc. Other connection techniques {e.g., protocols) and
connections may also be used. Accordingly, in the scenario of FIG. 1A, the
MEC system entities {e.g., the MEC orchestrator 108, the MEC platform
manager 1006, the MEC hosts 102, 104 are connected by MEC (or NFV} logical
1S links (indicated with dashed lines), in addition to network infrastructure links
{e.g., a 5G Long Term Evolution (LTE) network, such as provided among UHs
152, 154, eNBs 148, 150, a CN site 110, etc.) {indicated with solid lines). A
further connection to cloud services (e.g., an application server 114 access via
the network 112) may also be connected via backhaul network infrastructure

20 links.

HHIER] Techniques disclosed herein apply to 2G/3G/4G/LTE/LTE-A
(LTE Advanced) and 5G networks, with the examples and aspects disclosed
using 4G/LTE networks. In aspects, the CN 110 may be an evolved packet core

{EPC) network, a NextGen Packet Core (NPC) network (e.g., a 5G network), or

[\
W

some other type of CN (e g, as illustrated o reference to FIGS. 2A-3E). Tnan
EPC (Evolved Packet Core), which 1s associated with 4G/LTE, the CN 110 can
include a serving gateway (S-GW or SGW) 138, a packet data network (PDN)
gateway (P-GW or PGW) 140, a mobility management entity (MME) 142, and a
home subscriber server (HSS) 144 coupled to a V2X control function 146, In
30 SG, the Core Network is referred to as the Next(Gen Packet Network (NPC). In
NPC (and as illustrated in FIGS. 3A-3D), the 8/P-GW is replaced with a user
plane function (UPF), and the MME 1s replaced with two individual functional

components, the Access Management Function (AMF) and the Session
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Management Function (SMF). The 4G HSS 1s split into different entities tn 5G:
the Authentication Server Function (AUSF) and the Universal Data Management
{UDM), with the subscription data being managed via the Universal Data
Management (UDM) function. In EPC, the S1 interface can be split into two
parts: the S1-U (user plane) interface which carries traffic data between the
eNBs 148, 150 and the 8-GW 138 via the MEC hosts 102, 104, and the S1-AP
{control plane) interface which 1s a signaling interface between the eNBs 148,

150 and the MME 142,

1B845] The MME 142 may be similar in function to the control plane of
legacy Serving General Packet Radio Service (GPRS) Support Nodes (SGSN).
The MME 142 may manage mobility aspects in access such as gateway selection
and tracking area list management. The HSS 144 may comprise a database for
network users, including subscription-related information to support the network
entities' handling of communication sessions, including subscription information
assoctated with V2X communications. The CN 110 may comprise one or
several HSSs 144, depending on the number of mobile subscribers, on the
capacity of the equipment, on the organization of the network, etc. For example,
the HSS 144 can provide support for routing/roaming, authentication,
authorization {e.g., V2X communication authorization}, nanung/addressing
resolution, location dependencies, etc.

1B846] The S-GW 138 may terminate the S1 interface 413 towards the
RANs of eNBs 148, 150, and route data packets between the RANs and the CN
110, Also, the 8-GW 138 may be a local mobility anchor point for inter-RAN
node handovers and also may provide an anchor for tnter-3GPP mobility. Other
responsibilities may include charging and some policy enforcement.

{8847} The P-GW 140 may terminate an SGi interface toward a PDIN.
The P-GW 140 may route data packets between the RANs and external networks
such as a network including the application server {(AS} 114 (alternatively
referred to as application function (AF)) via an Internet Protocol (IP) interface
{e.g., an interface to the network 112 coupled to the AS 114, The P-GW 140 can
also communicate data to other external networks, which can include the
Internet, IP multimedia subsystem (IPS) network, and other networks,

Generally, the application server 114 may be an element offering applications

16
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that use IP bearer resources with the core network {e.g., UMTS Packet Services
(PS) domain, LTE PS data services, etc.). The application server 114 can also be
configured to support one of more communication services {e.g., Voice-over-
Internet Protocol (VoIP) sessions, PTT sessions, group commrunication sessions,
social networking services, etc.) for the UEs 152, 154 via the CN 110 and one or
more of the MEC hosts 102, 104,

j3848] The P-GW 140 may further include a node for policy
enforcement and charging data collection. A Policy and Charging Enforcement
Function (PCRF) (not llustrated in F1G. 1A) can be the policy and charging
control element of the CN 110, In a non-roaming scenario, there may be a single
PCHREF in the Home Public Land Mobile Network (HPLMN) associated with a
UE's Internet Protocol Connectivity Access Network (IP-CAN) session. Ina
roaming scenario with a local breakout of traffic, there may be two PCRFs
associated with a UE's IP-CAN session: a Home PCRF (H-PCRF) within an
HPLMN and a Visited PCRF (V-PCRF) within a Visited Public Land Mobile
Network (VPLMN). The PCRF may be communicatively coupled to the
application server 114 via the P-GW 140. The application server 114 may signal
the PCRF to indicate a new service flow and select the appropriate Quality of
Service {QoS8) and charging parameters.

1B846] The V2X conirol function 140 is used in connection with
authorizing UHs to use V2X services based on HSS information {e.g ,
subscription information managed by the HSS 144), assist one or more UEs in
obtaining the network address of an application server {e.g., 114} ora V2X
application server, as well as providing V2X configuration parameters for direct
communication {1.e., device-to-device communications). The interface for direct
device-to-device communication 18 referred to as PCS. The PCS parameters may
be provided by the V2X control function 146 to one or more UEs for purposes of
configuring V2X communication between the UEs.

8638 The slice management function 164 can be used for configuring
one or more network slice instances (NSIs) {e.g., 5G slices or SG NSIs) for use
by UEs or other devices within the communication architecture 100A, where the
slice configuration maybe with the assistance of the MEC NFV-3SCF (e g, 121

and 131) as discussed herein.

11
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EHIERE Y The MEC hosts 102, ..., 104 can be configured per the ETSI GS
MEC-003 and ETSI GR MEC-024 specifications. The MEC host 102 can
include a MEC platform 118, which can be coupled to one or more MEC
applications (apps) such as MEC apps 1104, ..., 116N (collectively, MEC app
116} and to a MEC data plane 122, The MEC host 104 can include a MEC
platform 126, which can be coupled to a MEC app 116 and a MEC data plane
130. The MEC platform roanager 106 can include a MEC platform element
management module 132, a MEC application rules and requirements
management module 134, and a MEC application lifecycle management module
136. The MEC host 102 also includes MEC hardware 123, such as network
interfaces (e.g. network interface cards or NICs) 12SA, ..., 125N, one or more
CPUs 127, and memory 129 Additional description of the MEC related entities
102, 104, 106, and 108 are provided hereinbelow in connection with FIG. 4A

and FIG 4B,

6852 In some aspects, the MEC apps 116A, .., 116N can each provide
an NFV instance configured to process network connections associated with a
specific network tratfic type (e.g., 2G, 3G, 4G, 5G or another network traftic
type) associated with a UE quality of service {(3oS) tlow for a network slice
instance. In this regard, the terms “MEC app” and “NFV” {(or “MEC NFV”} are
used interchangeably.  Additionally, the term “NFV” and “NFV instance” are
used interchangeably. The MEC platform 118 can further include one or more
schedulers 120A, ..., 120N (collectively, a scheduler 120). Each of the
schedulers 1204, ..., 120N may comprise suitable circuitry, logic, interfaces,
and/or code and 15 configured to manage instantiation of NFVs (e.g., as MEC
apps) 116A, ..., 116N {collectively, an NFV 116). More specifically, a
scheduler 120 can select a CPU (e.g., one of the CPUs 127) and/or other network
resources for executing/instantiating the NFVY 116, Additionally, since each of
the NFVs 116A, ., 116N is associated with processing a different network
traffic type, the scheduler 120 can further select a NIC (e.g,, from the available
NICs 125A, ..., 125N) for use by the NFV 116, Each of the schedulers 120A,
..., 120N can have a different type of SLA and QoS requirements, based on the
network traffic type handled by the associated NFV. For example, each traftic

type {e.g., 2@, 3G, 4G, 56, or any other type of wireless connection to the MEC

12
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host) has an associated class of service (CloS) {e.g., 2G low, 2G _mid, 2G_high,
etc.) which can be precontigured in the MEC host, defining CloS-specific

foads of that particular traftic type.

1B833] FIG. 1A further illustrates the MEC host 104 including MEC
hardware 133, a MEC NFV-8CF 131, and schedulers 128A, ..., 128N, which
can have the same functionality as the MEC hardware 123, the MEC NFV-SCF
121, and the schedulers 120A, .., 120N described in connection with MEC host
102. Even though the MEC NFV-SCF 121 ts illustrated as being implemented
within the MEC platform 118, the present disclosure is not limited in this regard
and one or more components of the MEC NFV-SCF 121 can be implemented
within other modules of the MEC host 102 (such as the MEC data plane 122), a
network function virtualization infrastructure, a network function virtualization
orchestrator {e.g., NFVQ 160), the MEC orchestrator 108, the MEC platform
manager 106, or another entity within the architecture 100A or as a stand-alone

node.

1B654] In some aspects, the MEC architecture 100A (or any of the MEC
architectures discussed herein) can be configured to provide functionalities per
the ETSI GS MEC-003 specification, the ETSI GR MEC-024 specification,
and/or the ETSI GR MEC-017 specification.

IR FI1G. 1B is a block diagram 100B showing an overview of a
configuration for edge computing, which includes a layer of processing
referenced in many of the current examples as an “edge cloud”. This network
topology, which may include several conventional networking layers (including
those not shown herein), may be extended through the use of EZE multi-slice
support for configuring network resources associated with network slice
instances {NSIs) within MEC-enabled 5(G communication systems, to optimize
the instantiation of MEC apps and virtualized resources associated with the NSE
[ai56] As shown, the edge cloud 110B is co-located at an edge location,
such as the base station 140B, a local processing hub 1508, or a central office
120B, and thus may include multiple entities, devices, and equipment instances.

The edge cloud 1108 is located much closer to the endpoint {consumer and
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producer) data sources 160B (e.g., autonomous vehicles 1618, user equipment
1628, business, and industrial equipment 163B, video capture devices 164B,
drones 165B, smart cities and building devices 166B, sensors and foT devices

1678, etc.) than the cloud data center 130B. Compute, memory, and storage

W

resources which are offered at the edges in the edge cloud 110B are critical to
providing ultra-low latency response times for services and functions used by the
endpoint data sources 160B as well as reduce network backhaul traffic from the
edge cloud 110B toward cloud data center 130 thus improving energy
consumption and overall network usages among other benefits.

10 (G857 Compute, memory, and storage are scarce resources, and
generally, decrease depending on the edge location {e.g., fewer processing
resources being available at consumer endpoint devices than at a base station or
a central office). However, the closer that the edge location is to the endpoint

(e.g., UEs), the more that space and power are constrained. Thus, edge

15 computing, as a general design principle, attempts to minimize the number of
resources needed for network services, through the distribution of more
resources which are located closer both geographically and in-network access
time.

BN The following describes aspects of an edge cloud architecture that

20 covers multiple potential deployments and addresses restrictions that some
network operators or service providers may have in their infrastructures. These
include variation of configurations based on the edge location (because edges at
a base station level, for instance, may have more constrained performance);
configurations based on the type of compute, memory, storage, fabric,

25 acceleration, or like resources available to edge locations, tiers of locations, or
groups of locations; the service, security, and management and orchestration
capabilities; and related objectives to achieve usability and performance of end
3ervVices.

[B859] Edge computing is a developing paradigm where computing is

30 performed at or closer to the “edge” of a network, typically through the use of'a
compute platform implemented at base stations, gateways, network routers, or

other devices which are much closer to endpoint devices producing and

consuming the data. For example, edge gateway servers may be equipped with
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pools of memory and storage resources to perform computation in real-time for
low latency use-cases (e.g., autonomous driving or video surveillance) for
connected client devices. Or as an example, base stations may be augmented
with compute and acceleration resources to directly process service workloads
for the connected user equipment, without further communicating data via
backhaul networks. Or as another example, central office network management
hardware may be replaced with compute hardware that performs virtualized
network functions and offers compute resources for the execution of services
and consumer functions for connected devices. These and other scenarios may
involve the use of platform rescurce management, as provided in the discussion
below.

FEHSH In contrast to the network architecture of FIG. 1A, traditional
endpoeint {e.g., UE, vehicle-to-vehicle (V2V}, vehicle-to-evervthing (V2X), etc.)
applications are reliant on local device or remote cloud data storage and
processing to exchange and coordinate information. A cloud data arrangement
allows for long-term data collection and storage but is not optimal for highly
time-varying data, such as a collision, traffic light change, eic. and may fail in
attempting to meet latency challenges.

tHESY Depending on the real-time requirements in a communications
context, a hierarchical structure of data processing and storage nodes may be
defined in an edge computing deployment. For example, such a deployment
may include local ultra-low-latency processing, regional storage, and processing
as well as remote cloud data-center based storage and processing. Key
performance indicators (KPIs) may be used to identify where sensor data is best
transferred and where it 1s processed or stored. This typically depends on the
180 layer dependency of the data. For example, a lower layer (PHY, MAC,
routing, etc.} data typically changes quickly and is better handled locally to meet
fatency requirements. Higher layer data such as Application-Layer data is
typically less time-critical and may be stored and processed in a remote cloud
data-center.

EHH YS! FIG. ZA illustrates an example Cellular Internet-of-Things (CloT)
network architecture with a MEC host using a MEC QoS manager, according to

an example. Referring to FIG. ZA, the CloT architecture 200A can include the
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UE 202 and the RAN 204 coupled to a plurality of core network entities. In
some aspects, the UE 202 can be a machine-type communication (MTC) UE.
The CloT network architecture 200A can further tnclude a mobile services
switching center (MSC) 206, MME 208, a serving GPRS support node (SGSN)
210, a 5-GW 212, an IP-Short-Message-Gateway (IP-SM-GW} 214, a Short
Message Service-Service Center (SMS-SCy/gateway mobile service center
(GMSC)/Interworking MSC (IWMSC) 216, MTC interworking function (MTC-
IWF) 222, a Service Capability Exposure Function (SCEF) 220, a gateway
GPRS support node (GGSNYPacket-GW (P-GW) 218, a charging data function
(CDF)/charging gateway function {CGF) 224, 3 home subscriber server (HSSYa
home location register (HLR) 226, short message entities (SME) 228, MTC
authorization, authentication, and accounting (MTC AAA) server 230, a service
capability server (SCS) 232, and application servers (A8} 234 and 236. In some
aspects, the SCEF 220 can be configured to securely expose services and
capabilities provided by various 3GPP network interfaces. The SCEF 220 can
also provide means for the discovery of the exposed services and capabilities, as
well as access to network capabilities through various network application
programming interfaces (e.g., APl interfaces to the SCS 232).

[8863) FIG. 2A further tllustrates various reference points {or interfaces)
between different servers, functions, or communication nodes of the CloT
network architecture 200A. Some example reference points related to MTC-
TWF 222 and SCEF 220 include the following: Tsms (a reference point used by
an euntity outside the 3GPP network to communicate with UEs used for MTC via
SMS}, Tsp {(a reference point used by a SCS to communicate with the MTC-IWF
related control plane signaling), T4 (a reference point used between MTC-IWF
222 and the SMS-SC 216 in the HPLMN), T6a (a reference point used between
SCEF 220 and serving MME 208), T6b (a reference point used between SCEF
220 and serving SGSN 210}, T8 {a reference point used between the SCEF 220
and the SCS/AS 234, 236), S6m (a reference point used by MTC-IWF 222 to
interrogate HSS/HLR 226), S6n (a reference point used by MTC-AAA server
230 to interrogate HSS/HLR 226), and S6t (a reference point used between

SCEF 220 and HSS/HLR 226).
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EHH S In some aspects, the UE 202 can be configured to communicate
with one or more entities within the CloT architecture 200A via the RAN 204
{e.g., CloT RAN) according to a Non-Access Stratum (NAS) protocol, and using
one or more radio access configuration, such as a narrowband air interface, for
example, based on one or more communication technologies, such as Orthogonal
Frequency-Division Multiplexing (OFDM) technology. As used herein, the term
"CloT UE" refers to a UE capable of CloT optimizations, as part of a CloT
communications architecture. In some aspects, the NAS protocol can support a
set of NAS messages for communication between the UE 202 and an Evolved
Packet System (EPS) Mobile Management Entity (MME} 208 and SGSN 210,
In some aspects, the CloT network architecture 200A can include a packet data
network, an operator network, or a cloud service network, having, for example,
among other things, servers such as the Service Capability Server (8C8} 232, the

AS 234, or one or more other external servers or network components.

[8865] The RAN 204 can be coupled to the HSS/HLR servers 226 and
the AAA servers 230 using one or more reference points including, for example,
an air interface based on an S6a reference point, and configured to
authenticate/authorize CloT UE 202 to access the CloT network. The RAN 204
can be coupled to the CloT network architecture 200A using one or more other
reference points including, for example, an air interface corresponding to an
SGi/Gt interface for 3GPP accesses. The RAN 204 can be coupled to the SCEF
220 using, for example, an air interface based on a T6a/T6b reference point, for
service capability exposure. In some aspects, the SCEF 220 may act as an AP
GW towards a third-party application server such as server 234, The SCEF 220
can be coupled to the HSS/HLR 226 and MTC AAA 230 servers using an S6t
reference point and can further expose an Application Programming Interface to

network capabilities.

[ai6n] In certain examples, one or more of the CloT devices disclosed
herein, such as the UE 202, the RAN 204, etc., can include one or more other
non-CloT devices, or non-CloT devices acting as CloT devices, or having
functions of a CloT device. For example, the UE 202 can include a smartphone,
a tablet computer, or one or more other electronic device acting as a CloT device

for a specific function, while having other additional functionality. In some
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aspects, the RAN 204 can include a CloT enhanced Node B (CloT eNB)
communicatively coupled to a CloT Access Network Gateway (CloT GW). In
certain examples, the RAN 204 can include multiple base stations {e.g., CloT
eNBs or other types of base stations) connected to the CloT GW, which can
include MSC 206, MME 208, SGSN 210, or S-GW 212, In certain examples,
the internal architecture of RAN 204 and the CloT GW may be left to the

implementation and need not be standardized.

[3667] In some aspects, the CloT architecture 200A can include one or
more MEC hosts that can provide a communication link between different
components of the CloT architecture. For example, MEC host 102 can be
coupled between the RAN 204 and the 5-GW 212, In this case, the MEC host
102 can use one or more NFV instances to process wireless connections with the
RAN 204 and the S-GW 212. The MEC host 102 can also be coupled between
the P-GW 218 and the application server 236. In this case, the MEC host 102
can use one or more NFV instances to process wireless connections associated
with one or more network slice instances, originating from or terminating at the
P-GW 218 and the application server 236. In some aspects, the MEC host 102
includes a MEC NFV-SCF module 121, which is configured according to
techniques disclosed herein to provide multi-slice support for the one or more

network slice instances within MEC-enabled 5G deployments.

fHHCH FIG 2B illustrates an example Service Capability Exposure
Function (SCEF) used by the CloT network architecture of FIG. 2A, according
to an example. Referring to FIG. 2B, the SCEF 220 can be configured to expose
services and capabilities provided by 3GPP network interfaces to external third-
party service provider servers hosting various applications. In some aspects, a
3GPP network such as the CloT architecture 200A can expose the following
services and capabilities: a home subscriber server (HSS) 2564, a policy and
charging rules function (PCRF) 2568, a packet flow description function
(PFDF) 256C, a MME/SGSN 256D, a broadcast multicast service center {(BM-
SCY 256E, a serving call server control function (S-CSCF) 256F, a RAN
congestion awareness function (RCAF) 256G, and one or more other network
entities 256H. The above-mentioned services and capabilities of a 3GPP

network can communicate with the SCEF 220 via one or more interfaces as

18



WO 2020/185794 PCT/US2020/021914

W

10

15

20

lustrated in FIG. 2B. The SCEF 220 can be configured to expose the 3GPP
network services and capabilities to one or more applications running on one or
more service capability server (SCS)/application server {AS), such as SCS/AS
254A, 2548, ., 254N, Each of the SCS/AS 254A-254N can communicate with

the SCEF 220 via application programming interfaces (APIs) 252A, 2528,

252C, ..., 252N, as illustrated in FIG. 2B.
j3669] FIG. 3Ais a simplified diagram of an exemplary Next-Generation

(NG} system architecture with a MEC host using a MEC (oS manager,
according to an example. Referring to FIG. 3A, the NG system architecture
300A 1ncludes NG-RAN 304 and a 5G network core (5GC) 306, The NG-RAN
304 can include a plurality of NG-RAN nodes, for example, gNBs 308 and 319,
and NG-eNBs 312 and 314, The gNBs 308/310 and the NG-eNBs 312/314 can
be communicatively coupled to the UE 302 via a wireless connection. The core
network 306 (e.g., a SG core network or SGC) can include an access and
mobility management function (AMF) 316 or a user plane function (UPF) 318
The AMF 316 and the UPF 318 can be communicatively coupled to the gNBs
308/310 and the NG-eNBs 312/314 via NG interfaces. More specifically, in
some aspects, the gNBs 308/310 and the NG-eNBs 312/314 can be connected to
the AMFE 316 by N2 reference point, and to the UPF 318 by an N3 reference
point. The gNBs 308/310 and the NG-eNBs 312/314 can be coupled to each
other via Xn interfaces.

[e678] In some aspects, a gNB 308 can include a node providing New
Radio (NR) user plane and control plane protocol termination towards the UE
and can be connected via the NG interface to the SGC 306, In some aspects, an
NG-eNB 312/314 can include a node providing evolved universal terrestrial
radio access (E-UTRA) user plane and control plane protocol terminations
towards the UE and 1s connected via the NG interface to the 5GC 306, In some
aspects, any of the gNBs 308/310 and the NG-eNBs 312/314 can be
implemented as a base station (BS), a mobile edge server, a small cell, a home

eNB, although aspects are not so limited.

1671 In some aspects, the NG system architecture 300A can include
one or more MEC hosts that can provide a communication link between different

components of the NG architecture. For example, MEC host 102 can provide an
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interface between the AMF 316 (or the UPF 318) in the 5GC 306 and the
application server 114, The MEC host 102 can use one or more NFV instances
to process wireless connections associated with network shice instances with the
5GC 306 and the application server 114. The MEC host 102 can also be coupled
between one or more of the gNBs (e.g., gNB 308) and the AMF/UPF in the SGC
306. In this case, the MEC host 102 can use one or more NFV instances o
process wireless connections of the NSIs, originating from or terminating at the

gINB 308 and the 5G{ 300,

188721 In some aspects, the MEC host 102 includes an MEC NFV-8CF
module 121, which 1s configured according to techniques disclosed herein to
provide E2E multi-slice support for configuring network resources associated
with network slice instances within MEC-enabled 5G communication systems,
to optimize the instantiation of MEC apps and virtualized resources associated
with the NSL In some aspects, the MEC NFV-SCF module 121 can be
incorporated as a standalone server or an application running on a virtual
maching, which 1s accessible to the SG core 306 as well as the MEC host 102,
In some aspects, the SG core 306 can provide slice management functionalities
performed by the slice management module 164, as disclosed herein and with
the assistance of the MEC NFV-5CF.

EHHERY! In some aspects, the system architecture 300A (which can be the
same as 100A} can be a SG-INR system architecture providing network slicing
and supporting policy configuration and enforcement between network slices as
per service level agreements (SLAs) within the RAN 304 {(or 204). Additionally
and as iltustrated 1o greater detail in FIG. 3E, the RAN 304 can provide
separation of central unit control plane (CU-CP) and central unit user plane (CU-
UP) functionalities while supporting network slicing (e.g., using resource

{or reference points), such as E1, F1-C, and F1-U interfaces). In some aspects,
the UE 302 (or 152) can communicate RRC signaling to the giNB 308 for
establishing a connection with an entity {e.g., UPF 318) of the 5GC 306. The
gINB 308 can include separate distributed units (DUs), CU-CP, and CU-UP
entities (as illustrated in FIG. 3E). The CU-CP entity can obtain resource

utilization and latency information from the DU and CU-UP entities and select a
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DU/CU-UP patr based on such information for purposes of configuring the
network slice. Network slice configuration information associated with the
configured network slice (including resources for use while communicating via
the slice) can be provided to the UE 302 for purposes of initiating data

communication with the 5GC UPF entity 318 using the network shice.

16874] FIG. 3B illustrates an exemplary functional split between next
generation radio access network (NG-RAN} and the 5G Core network (5GC) in
connection with the NG system architecture of FIG. 3A, according to an
example. FIG. 3B illustrates some of the functionalities the gNBs 308/310 and
the NG-eNBs 312/314 can perform within the NG-RAN 304, as well as the
AMF 316, the UPF 318, and a Session Management Function (SMF} 326 {not
iltustrated in FIG. 3A) within the 5GC 306. In some aspects, the SGC 306 can
provide access to a network 330 (e.g., the Internet) to one or more devices via
the NG-RAN 304,

875] In some aspects, the gNBs 308/310 and the NG-eNBs 312/314 can
be configured to host the following functions: functions for Radic Resource
Management (e.g., inter-cell radio resource management 320A, radio bearer
control 320B, connection mobility control 320C, radio admission control 320D,
measurement and measurement reporting configuration for mobility and
scheduling 320E, and dynamic allocation of resources to UEs in both uplink and
downlink (scheduling) 320F}; IP header compression; encryption and integrity
protection of data; selection of an AMF at UE attachment when no routing to an
AMF can be determined from the information provided by the UE; routing of
User Plane data towards UPF(s); routing of Control Plane intormation towards
AMF; connection setup and release; scheduling and transmission of paging
messages (originated from the AMFE); scheduling and transmission of system
broadcast information (originated from the AMF or Operation and
Maintenance); transport level packet marking in the uplink; session
management;, support of network slicing; QoS flow management and mapping to
data radio bearers; support of UEs in RRC INACTIVE state; distribution
function for non-access stratum (NAS) messages; radio access network sharing;
dual connectivity; and tight interworking between NR and E-UTRA, to name a

~

few,
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676} In some aspects, the AMF 316 can be configured to host the
following functions, for example, NAS signaling termination; NAS signaling

security 322A; access stratum {AS) security control; inter-core network (CN)

node signaling for mobility between 3GPP access networks; idle state/mode

W

mobility handling 3228, including mobile device, such as a UE reachability
(e.g., control and execution of paging retransmission}; registration area
management; support of intra-system and inter-system mobility; access
authentication, access authorization including check of roaming rights; mobility
management control (subscription and policies); support of network slicing; or
10 SMF selection, among other functions.
{677 The UPF 318 can be configured to host the following functions,
for example, mobility anchoring 324A (e g., anchor pont for Intra~/Inter-RAT
mobility); packet data unit (PDU) handling 3248 (e.g., external PDU session
point of interconnect to data network); packet routing and forwarding; packet
15 inspection and user plane part of policy rule enforcement; traffic usage
reporting; uplink classifier to support routing tratfic flows to a data network;
branching point to support multi-homed PDU session; QoS handling for user
plane, e.g., packet filtering, gating, UL/DL rate enforcement; uplink tratfic
verification (SDF to QoS flow mapping); or downlink packet buffering and
20 downlink data notification triggering, among other functions.
18G7R] The Session Management Function (SMF) 326 can be configured
to host the following functions, for example, session management; UE [P
address allocation and management 328A; selection and control of user plane
function (UPF); PDU session control 3288, including contfiguring traffic
25 steering at UPF 318 to route traffic to proper destination; control part of policy
enforcement and QoS8; or downlink data notification, among other functions.
1B879] FIG. 3C and FIG 3D illustrate exemplary non-roaming 5G system
architectures with a MEC host using a MEC QoS manager, according to an
example. Referring to FIG. 3C, an exemplary 5G system architecture 300C is
30 illustrated in a reference point representation. More specifically, UE 302 can be
in communication with RAN 304 as well as one or more other 5G core (5GC)
network entities. The 5G system architecture 300C includes a plurality of

network functions (NFs), such as access and mobility management function
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{AMF} 316, session management function {(SMF) 326, policy control function
(PCF) 332, application function (AF) 352, user plane function (UPF) 318,
network slice selection function (NSSF) 334, authentication server function
{AUSF) 336, and unified data management (UDM) 338.

LU The UPF 318 can provide a connection to a data network (DN)
354, which can include, for example, operator services, Internet access, or third-
party services. The AMF 316 can be used to manage access control and
mobility and can also include network slice selection functionality. The SMFE
326 can be configured to set up and manage various sessions according to
network policy. The UPF 318 can be deployed in one or more configurations
according to the desired service type. The PCF 332 can be configured to provide
a policy framework using network slicing, mobility rnanagement, and roaming
(similar to PCRF in a 4G communication system). The UDM 338 can be
configured to store subscriber profiles and data (similar to an HSS in a 4G
communication system), such as VZX subscription information or another type
of subscription information for services available within the architecture 300C.
G481} In some aspects, the 5G systern architecture 300C includes an 1P
multimedia subsystem (IMS) 342 as well as a plurality of IP multimedia core
network subsystem entities, such as call session control functions (CSCFs).
More specifically, the IMS 342 includes a CSCF, which can act as a proxy
CSCF (P-CSCF) 344, a serving CSCF (S-CSCF) 346, an emergency CSCF (E-
CSCF) (not illustrated in FIG. 3C), or interrogating CSCF (I-CSCF) 348. The P-
CSCF 344 can be configured to be the first contact point for the UE 302 within
the IMS 342, The S-CSCF 346 can be configured to handle the session states in
the network, and the E-CSCF can be configured to handle certain aspects of
emergency sessions such as routing an emergency request to the correct
emergency center or public safety answering point (PSAP). The I-CSCF 348
can be configured to function as the contact point within an operator's network
for all IMS connections destined to a subscriber of that network operator, or a
roaming subscriber currently located within that network operator's service area.
In some aspects, the CSCF 348 can be connected to another IP multimedia

network 350, e.g. an IMS operated by a different network operator,
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1B682] In some aspects, the UDM 338 can be coupled to an application
server 340, which can include a telephony application server (TAS) or another
application server {AS) including a MEC host. The AS 340 can be coupled to

the IMS 342 via the §-CSCF 346 or the I-CSCF 348. In some aspects, the 5G

W

system architecture 300C can use one or more MEC hosts to provide an ioterface
and offtoad processing of wireless commumnication traffic. For example and as
iltustrated 1n FIG. 3C, the MEC host 102 can provide a connection between the
RAN 304 and UPF 318 in the core network. The MEC host 102 can use one or
more NFV instances instantiated on virtualization infrastructure within the host
10 to process wireless connections of one or more network slice instances to and
from the RAN 304 and the UPF 318 Additionally, the MEC host 102 can use
the MEC NFV-SCF module 121, which is configured according to technigues
disclosed herein to provide EZE multi-slice support for configuring network
resources associated with network shice 1nstances within MEC-enabled 5G
15 communication systems, to optimize the instantiation of MEC apps and

virtualized resources associated with the NSL

10683 FIG. 3D illustrates an exemplary 5G system architecture 300D in a
service-based representation. System architecture 300D can be substantially
similar to {or the same as) system architecture 300C. In addition to the network
20 entities illustrated in FIG. 3C, system architecture 300D can also include a
network exposure function (NEF) 356 and a network repository function (NRF}
358, In some aspects, SG system architectures can be service-based and
interaction between network functions can be represented by corresponding
point-to-point reference potnts Ni (as tllustrated in FIG. 3C) or as service-based
25  interfaces or reference points (as iliustrated in FIG. 3D).
[8684] A reference point representation shows that interaction can exist
between corresponding NF services. For example, FIG. 3C illustrates the
following reference points: N1 (between the UE 302 and the AMF 316), N2
{between the RAN 304 and the AMF 316), N3 (between the RAN 304 and the
30 UPF 318), N4 (between the SMF 326 and the UPF 318), N5 (between the PCF
332 and the AF 352), N6 (between the UPF 318 and the DN 354), N7 (between
the SMF 326 and the PCF 332), N8 (between the UDM 338 and the AMF 316},
N9 (between two UPFs 318), N10 (between the UDM 338 and the SMF 326),
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N11 (between the AMF 316 and the SMF 326}, N12 (between the AUSF 336
and the AMF 316), N13 (between the AUSF 336 and the UDM 338), N14
{between two AMFs 316), N15 (between the PCF 332 and the AMF 316 in case
of a non-roaming scenario, or between the PCF 332 and a visited network and
AMF 316 in case of a roaming scenario), N16 (between two SMFs; not shown),
N2Z {(between AMF 316 and NSSF 334), and N33 (between NEF and AF; not
shown). Other reference point representations not shown in FIG. 3C can also be
used and are defined in the following 3GPP specification: TS 23.501, TS 22.261,

TS 28531, TS 28.532, and 38.300.

| BORS] In some aspects, as illustrated in FIG. 3D, service-based
representations can be used to represent network functions within the control
plane that enable other authorized network functions to access their services. In
this regard, 5G system architecture 300D can include the following service-
based interfaces: Namf 364 A (a service-based interface exhibited by the AMF
316), Nsmf 3648 (a service-based interface exhibited by the SMF 326), Nnef
364C {a service-based interface exhibited by the NEF 356), Npcf 364D (a
service-based interface exhibited by the PCF 332), Nudm 364E (a service-based
interface exhibited by the UDM 338), Naf 364F (a service-based iunterface
exhibited by the AF 352}, Nrrf 364G (a service-based interface exhibited by the
NRF 358), Nnssf 364H (a service-based interface exhibited by the NSSF 334),
Naust 3641 (a service-based interface exhibited by the AUSF 360). Other
service-based interfaces {e.g., Nudr, NSg-eir, and Nudsf) not shown 10 FIG. 3D
can also be used.

[B86] In some aspects, the NEF 356 can provide an oterface to a MEC
host such as MEC host 102, which can be used to process wireless connections
with the RAN 304. In some aspects, the MEC host 102 may be used to
implement NFV-SCF functions and provide E2E multi-slice support for
configuring network resources associated with network slice instances within
MEC-enabled 5G communication systems, to optimize the 1nstantiation of MEC
apps and virtualized resources associated with the NSL

[B087] FIG. 3E iHustrates components of an exemplary SG-NR
architecture with a control unit control plane (CU-CP) - control unit user plane

(CU-UP) separation, according to an example. Referring to FIG. 3E, the SG-NR
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architecture 300K can include a 5G core (5GC) 306 and NG-RAN 304. The
NG-RAN 304 can include one or more gNBs such as gNB 308 and 310. In
some aspects, network elements of the NG-RAN 304 may be split into central
and distributed units, and different central and distributed units, or components
of the central and distributed units, may be configured for performing different

protocol functions {e.g., different protocol functions of the protocol layers).

[BO8E] In some aspects, the gNB 308 can comprise or be split into one or
more of a gNB Central Unit (gNB-CU) 322F and ¢gNB Distributed Unit(s)
gNB-DU) 324E, 326E. Additionally, the gNB 308 can comprise ot be split into
one or more of a gNB-CU-Control Plane (gNB-CU-CP) 328E and a gNB-CU-
User Plane (gNB-CU-UP) 330E. The gNB-CU 322 is a logical node
configured to host the radio resource control (RRC) layer, service data
adaptation protocol (SDAP) layer, and packet data convergence protocol layer
(PDCP) protocols of the gNB or RRC, and PDCP protocols of the E-UTRA-NR
gINB (en-gNB) that controls the operation of one or more gNB-DUs. The gNB-
DU (e.g, 324E or 326E} 1s a logical node configured to host the radio link
control layer (RLC}), medium access control layer (MAC), and physical layer
(PHY) layers of the gNB 128A, 128B or en-gNB, and its operation is at least
partly controlled by gNB-CU 322E. In some aspects, one gNB-DU (e g, 324E}
can support one or multiple celis.
[3689] The gNB-CU 322E comprises a gNB-CU-Control Plane (gNB-
CU-CP) entity 328E and a gNB-CU-User Plane entity (gNB-CU-UP) 330E. The
gNB-CU-CP 328E is a logical node configured to host the RRC and the control-
plane part of the PDCP protocol of the gNB-CU 322E for an en-gNB or a gNB.
The gNB-CU-UP 330E is a logical {or physical} node configured to host the
user-plane part of the PDCP protocol of the gNB-CU 322E for an en-gNB, and
the user plane part of the PDCP protocol and the SDAP protocol of the gNB-CU
322E for a gNB.
jaabg] The gNB-CU 322E and the gNB-DUs 324E, 326F can
communicate via the F1 interface, and the gNB 308 can communicate with the
gNB-CU 322F via the Xun-C interface. The gNB-CU-CP 328E and the gNB-
CU-UP 330E can communicate via the E1 interface(s). Additionally, the giNB-

CU-CP 328EF and the gNB-DUs 324EF, 326E can communicate via the F1-C
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interface, and the gNB-DUs 324E, 326E, and the gNB-CU-UP 330E can

communicate via the F1-U interface.
jaati] In some aspects, the gNB-CU 322F terminates the F1 interface

connected with the gNB-DUs 324E, 326E, and in other aspects, the gNB-DUs

W

324E, 326FE terminate the F1 interface connected with the gNB-CU 322E. In
some aspects, the gNB-CU-CP 328E terminates the E1 interface connected with
the gNB-CU-UP 330F and the F1-C interface connected with the gNB-DUs
324E, 320E. ln some aspects, the gNB-CU-UP 330E terminates the E1 interface
connected with the gNB-CU-CP 328E and the F1-U interface connected with the
10 gNB-DUs 324K, 326E.
REE In some aspects, the F1 interface is a point-to-point interface
between endpoints and supports the exchange of signaling information between
endpoints and data transmission to the respective endpoints. The F1 interface
can support the control plane and user plane separation and separate the Radio
15 Network Layer and the Transport Network Layer. In some aspects, the E1
interface is a point-to-point interface between a gNB-CU-CP and a gNB-CU-UP
and supports the exchange of signaling information between endpoints. The E1
interface can separate the Radio Network Layer and the Transport Network
Layer, and in some aspects, the E1 interface may be a control interface not used
20 for user data forwarding.
[G883] Referring to the NG-RAN 304, the gNBs 308, 310 of the NG-
RAN 304 may communicate to the 5GC 306 via the NG interfaces, and can be
interconnected to other gNBs via the Xn interface. In some aspects, the gNBs
308, 310 can be configured to support FDD mode, TDD mode, or dual-mode
25 operation. In certain aspects, for EN-DC, the S1-U interface and an X2 interface
{e.g., X2-C interface) for a gNB, consisting of a gNB-CU and gNB-DUs, can
terminate in the gNB-CU.
LR In some aspects, gNB 310 supporting CP/UP separation, includes
a single CU-CP entity 328E, multiple CU-UP entities 330E, and multiple DU
30 entities 324K, ..., 326K, with all entities being configured for network slice
operation. As tllustrated in FIG. 3E, each DU entity 324E, ..., 326E can have a
single connection with the CU-CP 328E via an F1-C interface. Hach DU entity
324E, ..., 326E can be connected to multiple CU-UP entities 330E using F1-U

. e
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interfaces. The CU-CP entity 328K can be connected to multiple CU-UP entities
330F via E1 interfaces. Each DU entity 324E, ..., 326F can be connected to one
or more UEs, and the CU-UP entities 330 can be connected to a user plane
function (UPF) and the 5G core 3006.

695] In some aspects, entities within the gNB 310 can perform one or
more procedures associated with interfaces or radio bearers within the NG-RAN
304 with the separation of CB/UP. For example, NG-RAN 304 can support the
following procedures assoctated with network slice configuration:

[0696] E1 interface setup: this procedure allows the setup of the El
interface, and it inchudes the exchange of the parameters needed for interface
operation. The El setup 1s initiated by the CU-CP 323E;

[aa87) E1 interface reset: this procedure allows the reset of the E1
interface, including changes in the configuration parameters. The E1 interface
reset 1s initiated by etther the CU-CP 328E or the CU-UP 330F;

[ BE98] E1 error indication: this procedure allows reporting of detected
errors in one incoming message. The El interface reset is initiated by either the
CU-CP 328E or the CU-UP 330E;

13699] E1 load information: this procedure allows CU-UP 328E to
inform CU-CP 328E of the prevailing load condition periodically. The same
procedure could also be used to indicate the overioad of CU-UP 330E with
overload status {Start/Stop),

[4188] E1 configuration update: this procedure supports updates in CU-
UP 330E configuration, such as capacity changes,

316 Data Radio Bearer (DRB) setup: this procedure allows the CU-
CP 32BE to setup DRBs in the CU-CP, including the security key configuration
and the quality of service (Qo5) flow to DRB mapping configuration;

B2} DRB moditication: this procedure allows the CU-CP 328E to
modify DRBs in the CU-CP, including the modification of security key
configuration and the modification of the QoS flow to DRB mapping
configuration,

[8183] DRB release: this procedure allows the CU-CP 328E to release
DRBs in the CU-CP:; and
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Biad] Downlink Data Notification (BDBN): This procedure allows CU-
UP 330E to request CU-CP 328E to trigger a paging procedure to support RRC
Inactive state.

[#185] In some aspects, the NG-RAN 304 can be configured to support
E1 interface management procedures for network slicing including resource
availability indication from the CU-UP 330E, resource management in CU-UP
330E, and latency indication from the CU-UP 330E.

[8188] In some aspects, the NG-RAN 304 can be configured to support
F1-C interface management procedures for network shicing including resource
availabtlity indication from the DU entities 324E, .. 326E, the resource
management in the DU entities 324E, | 326E, and latency indication from the
DU entities 324F, .., 326F.

14187 In some aspects, the NG-RAN 304 can be configured to support
fatency measurements over the F1-U interface 50 that the UP elements including
DU entities (324E, ..., 326EF) and CU-UP entities 330E can communicate
latency information to other neighboring UP elements. In this regard, network
slicing can be supported in the NG-RAN 304 with the separation of CB/UP. In
some aspects, slice-level 1solation and improved resource utilization can be
provided by the central RRM n the CU-CP 328E.

IB148] In some aspects, procedures discussed herein associated with
network slicing include operations and communications over the E1 interface,
the F1-C interface, and the F1-U interface. With these procedures, the CU-CP
328K can select the appropriate DU and CU-UP entities to serve the specific
network slicing request associated with a certain service level agreement (SLA).
18109 In some aspects, the procedure over the E1 interface can include
information collected from the CU-UP entities 330F and resource management
in the CU-CP 328E. Specifically, the information collected can include resource
availability indication and latency indication, while resource management can
include resource allocation and resource release. The CU-CP 328E can be
configured to collect the information from the CU-UP entities 330E periodically
or issue an on-demanding query based on a network slice request. In some
aspects, a resource availability indication procedure can allow the CU-UP

entities 330E to inform the CU-CP 328E of the availability of resources to
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process a network slicing request. For example, the indication of the available
resource can assist the CU-CP 328E to determine whether the specific CU-UP
can serve the specific network slice requesting associated with a certain SLA.
{4118 In some aspects, a resource allocation procedure can allow the
CU-CP 328E to allocate the resource 1n the CU-UP 330E that is associated with
a specific slice. Upon the reception of a request for a network slice creation, the
CU-CP 328F can select the CU-UP 330E (e.g., one of the CU-UP entities)
following the indicated SLA and allocate the resource tn the selected CU-UP to
the network slice. In some aspects, a resource release procedure can allow the
CU-CP 32Z8E to release the resource in the CU-UP that is assigned to an
established network slice. Upon the removal of the slice, the CU-CP 328E can
notify the corresponding CU-UP to release the resource used by the removed
network slice.

1811 FIG. 3F illustrates a user plane protocol stack 300F in connection
with a 5G communication system, according to an example. Referring to FIG.
3F, the PDU layer corresponds to the PDU carried between the UE and the DN
over the PDU Session. When the PDU Sesston Type ts IPv4 or IPvO or IPv4ve,
it corresponds to IPv4 packets or IPv6 packets or both of them. When the PDU

Session Type is Ethernet, it corresponds to Ethernet frames, etc.

113 The GPRS Tunneling Protocol for the user plane (GTP-U)
supports multiplexing traffic of different PDU Sessions (possibly corresponding
to different PDU Session Types) by tunneling user data over N3 (i.e, between
the 5G-Access Network (5G-AN) node and the UPF) and N9 (i.¢., between
different UPFs of the SGC) in the backbone network. GTP can encapsulate all
end-user PDUs. It provides encapsulation on a per PDU Session level. This
fayer carties also the marking associated with a QoS Flow of a UE, where the
QoS flow is associated with a network slice instance and an MEC app

communicating data for the NSL

[8113] 5G-AN protocol stack: This set of protocols/layers depends on
the AN, When the 5G-AN is a 3GPP NG-RAN, these protocols/layers are
defined in TS 38.401. The radio protocol between the UE and the SG-AN node
{eNodeB or gNodeB) is specified in TS 36.300 and TS 38.300. When the AN i3
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Untrusted non-3GPP access to 3GC, the 5G-AN interfaces with the 5GC at an

N3IWFE.

18114 UDP/IP are the backbone network protocols. The number of UPF
in the data path is not constrained by 3GPP specifications. There may be in the
data path of a PDU Session 0, 1 or multiple UPF that do not support a PDU
Session Anchor functionality for this PDU Session. The "non-PDU Session
Anchor" UPF depicted in FIG. 3F is optional. The N9 reference point may be

intra-PLMN or inter PLMN (in the case of Home Routed deployment).

18115] If there is a UL CL (Uplink Classifier) or a Branching Point in the
data path of a PDU Sesston, the UL CL or Branching Point acts as the non-PDU
Session Anchor UPF of FIG. 3F. In that case, multiple N9 reference points are
branching out of the UL CL / Branching Point each leading to different PDU

Session anchors.

[#116] FIG. 3G tllustrates a diagram 300G with examples of network
slice instances {or N8Is) 308G and 310G, according to an example. As used
herein, the term “network slicing” refers to the partitioning of the physical
network into multiple virtual networks customized to meet a diverse set of
vertical requirements. Network slicing can be relevant for Rel. 15 and beyond,
and relevant 3GPP specifications include TS 23.501 (SGS Archit), TS 22 261
(SG Requirerents), and TS 28.531/28.532 (5G Slice Management).

4117 In some aspects, 3G adoption depends on the ability to provide
communication service providers {CSPs) the ability to provision, manage, adjust,
and operate multiple virtual networks over a common set of physical (wireless
and wired) network infrastructure. End-to-end network slice instances (or
“slices”) carve out virtual logical networks using physical computing and
network resources. Each network slice instance can be specifically configured to
support performance related to the service supported including capacity, security
levels, geographical coverage, and latency. Network slice instances include
partitioning the wireless radio of Radio Access Network (RAN), core
infrastructure including the Evolved Packet Core (EPC), as well as the switches

and Data Center Servers where the 5G mobile applications and content may be
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hosted. Furthermore, 5( edge devices may also be included in the slice

depending on the service latency requirements.

18118} In some aspects, 5G network slice instances will support a wide
range of applications from {semi-)autonomous vehicles, remote health
monitoring, and first-responder applications requiring the best
security/traceability to tiered smartphone plans and ToT devices that may be ok

without extra resource traceability.

18116} Conventional network slice techniques use network slice
instances that are deployed statically, 1.¢., as a pipe to a business. In some
aspects, network slicing can be configured from the SG radio access layer and up
through the enterprise application laver. A network slice instance may be selt-
contained, not shared or carved up to create more slices and not dynamically

scaled for individual applications.

{4128 A RAN 304G can support differentiated handling of traffic
between preconfigured, isolated RAN NSIs (or RAN slices) 308G and 310G.
The selection of the RAN slice may be based on IDs {(which can be the slice
service type and slice differentiator defined above) provided by the device (e g,
UE 302G) or the core network. A RAN NSI may or may not be available at a
given location. In some aspects, the RAN 304G {(or another network entity
within the 5G system, such as a MEC entity wheu the 3G system s MEC-
enabled as discussed hereinbelow) may contigure network resources forming an
NSI For example, RAN 304G may select common network functions {(INFs})
306G (including NSSF, NRF, and AMF NFs), which can be common to multiple
NSIs (such as NSIs 308G and 310G). Each of the NSIs 308G and 310G can be
formed based on additional NFs, such as SMF, NRF, PCF, and UPF, as
iltustrated in FIG. 3G.

13121} In some aspects, QoS differentiation within a RAN NSI may be
supported as well. In this regard, NSis 308G and 310G can be used by the UE to
serve separate QoS flows and communicate data with one or more NFV
instances provided by one or more MEC apps using virtual resources {e.g., VMs)

of the data networks 312G, 314G,
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18122} Referring to FIG. 3G, the Network Slice Selection Function
(INSSF) supports selecting the Network Slice instances to serve the UE,
determining the allowed NSSAT (Network Slice Selection Assistance
Information) and determining the AME set to be used to serve the UE (NSSF is

new functionality not existing in EPC).

[8133] In some aspects, a Network Slice Template (NST) may be
defined as a subset of attributes' values used for the creation of instances of
Network Slice Information Object Class (I0C). The content of NST may not be
standardized by 3GPP, 1., it may be defined by MNO and vendor. In some
aspects, slice-specific attributes specitied by the NSI include one or more of the
following: an end-to-end (E2E) latency requirement associated with
communication of data within the NS, a minimum available bandwidth
requirement for the plurality of communication links of the N8I, and a
communication throughput requirement of at least one of the plurality of

communication links of the WSL

[#124] In some aspects, slice selection is determined by the network
{AMEF or NSSF), based on network slice policy with the assisted information
(NSSAT) sent by the UE. In some aspects, a maximum of 8 network slices per
UE may be used, where each slice may be used in connection with a separate

(JoS tlow of the UE.

18125] Yarious 3GPP-related interfaces and reference points discussed
herein are further defined in the following 3GPP-related techunical specifications
(TS): TS 23,501, TS 22.261, TS 28.531, TS 28532, and 38.300. Various MEC-
related interfaces and reference points discussed herein are further defined in the
following ETSt-refated technical specifications: ETSI GS MEC-003 and ETSI
GR MEC-024 specifications.

#126] FIG. 4A illustrates a MEC network architecture 400 modified for
supporting slice management and resource management, according to an
example. FIG. 4A specifically iHustrates a MEC architecture 400 with MEC
hosts 402 and 404 providing functionalities per the ETSI GS MEC-003 and
ETSI GR MEC-024 specifications, with the shaded blocks used to indicate

processing aspects for the MEC architecture configuration described herein o
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connection with slice and resource management functions. Specifically,
enhancements to the MEC platform 432 and the MEC platform manager 406
may be used for providing slice and resource management functions within the
MEC architecture 400. This may include provisioning of one or more network
slice tnstances, dynamic rnanagement of resources used by the network slices,
including generating and implementing one or more slice configuration policies
based on utility function modeling and evaluation of latency or other
characteristics of MEC and non-MEC communication links for a given NSI
configured within a MEC-enabled SG communication network.

14127 Referring to FIG. 4A, the MEC network architecture 400 can
include MEC hosts 402 and 404, a virtualization infrastructure manager {VIM)
408, an MEC platform manager 406, a Mobile Edge Application Orchestrator
(MEAQ) 410, an operations support system (OSS) 412, a user app proxy 414, a
UE app 418 running on UE 420, and CFS portal 416, The MEC host 402 can
include a MEC platform 432 with filtering rules control module 440, a DNS
handling module 442, service registry 438, and MEC services 436. The MEC
host 404 can include resources used to instantiate MEC apps 405. The MEC
services 436 can include at least one scheduler 437, which can be used to select
resources for instantiating MEC apps (or NFVs) 426 and 428 upon virtualization
infrastructure 422 that includes a data plane 424, The MEC apps 426 and 428
can be configured to provide services 430/431, which can include processing
network communications traffic of different types associated with one or more
wireless connections {e.g., connections to one or more RAN or core network
entities as tlustrated in FIGS. 1-3D). The MEC platform 432 can provide
filtering rules control functions 440, DNS handling functions 442, and service
registry function 438, The MEC hardware 433 and the at least one scheduler
437 can be similar to the MEC hardware 123 and the scheduler 120 discussed in

connection with FIG. 1AL

B128] The MEC platform manager 406 can include MEC platform
element management module 444, MEC app rules and requirements
management module 446, and a MEC app lifecycle management module 448
The various entities within the MEC architecture 400 can perform functionalities

as disclosed by the ETSI G5 MEC-003 and ETSI GR MEC-024 specifications.

34



WO 2020/185794 PCT/US2020/021914

W

10

15

[\
W

1B126] In some aspects, UE 420 can be configured to communicate to
one or more of the core networks 482 via one or more of the network slice
instances 480. In some aspects, the core networks 482 can use slice
management functions (e.g., as provided by slice management module 164) to
dynaroically configure NSIs 480, including dynamically assign a slice to a UE,
configure network functions associated with the slice, configure a MEC app for
communicating data using the slice, reassign a shice to a UE, dynamically
allocate or reallocate resources used by one or more of the slices 480, or other
slice related management functions. One or more of the functions performed in
connection with slice management can be initiated based on user requests {e.g.,
via a UE), based on a request by a service provider, or maybe triggered
automatically in connection with an existing Service Level Agreement (SLA)
specifying slice-related performance objectives. In some aspects, the slice
management functions in connection with network slices 480 can be facilitated
by E2E multi-slice support functions for MEC-enabled 5G deployments,
provided by the MEC NFV-SCF 434 within the MEC host 402, the MEC

platform manager 406, or within another MEC entity.

HIRH In some aspects, the MEC NFV-SCF 434 can be within an NFVY
orchestrator (INFVO) 435, which can be coupled to the MEC orchestrator 410, as
well as to other MEC entities, as illustrated 1n FIG. 4B and FIG. 11, Additional
multi-slice support functionalities and use cases are illustrated in connection

with FIG. 11, FIG 12 FIG. 13, FIG. 14, FIG. 15, and FIG. 16A - FIG. 16H.

[@#134] FIG. 4B illustrates a MEC reference architecture 400B in a
Network Function Virtualization (NFV) environment, according to an example.
The MEC architecture 400B can be configured to provide functionalities per the

ETSI GR MEC-017 specification.

[8132] In some aspects, ETSI MEC can be deployed in an NFVY
environment as tlhustrated in FIG. 4B. In some aspects, the MEC platform is
deploved as a virtualized network function (VNF). The MEC applications can
appear like VINFs towards the ETSI NFV Management and Orchestration
{(MANO) components (e.g., VIM 408, MEAQ 410 and NFV(Q 435). This allows

the re-use of ETSI NFV MANO functionality. In some aspects, the full set of
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MANGQO functionality may be unused and certain additional functionality may be
needed. Such a specific MEC application is denoted by the name “MEC app
YNF” {or ME app VNF) as discussed herein. In some aspects, the virtualization
infrastructure is deployed as an NFVI and its virtualized resources are managed
by the virtualized infrastructure manager (VIM). For that purpose, one or more
of the procedures defined by ETSI NFV Infrastructure specifications, i.e. ETSI
GS NEV-INF 003, ETSTGS NFV-INF 004, and ETSI GS NFV-INF 00S can be

used.

18133 In some aspects, the MEC application (or app} VNFs will be
managed like individual VINFs, allowing that a MEC-in-NFV deployment can
delegate certain orchestration and Life Cycle Management (1.CM) tasks to the

NFVO and VNFM functional blocks, as defined by ETSI NFV MANO,

181.34] In some aspects, the Mobile Edge Platform Manager (MEPM)
406 can be transformed i1uto a "Mobile Edge Platform Manager - NFV" (MEPM-
7} that delegates the LCM part to one or more virtual network function
manager{s) (VNFM(s}). The Mobile Edge Orchestrator (MEQO), as defined in
the MEC reference architecture ETSI GS MEC-003, can be transformed into a
"Mobile Edge Application Orchestrator” (MEAQ) 410 that uses the NFVO 435
for resource orchestration, and orchestration of the set of MEC app VNFs as one

or more NFV Network Services (NSs).

18135] {n some aspects, the Mobile Edge Platform VNF, the MEPM-V,
and the VNFM (ME platform LCM) can be deploved as a single package as per
the ensemble concept in 3GPP TR 32 842, or that the VINFM 13 a Generic
VNFM as per ETSI GS NFV-IFA 009 and the Mobile Edge Platform VNF and
the MEPM-V are provided by a single vendor.

[#136] In some aspects, the Mp! reference point between an MEC
application and the ME platform can be optional for the MEC application, unless
it is an application that provides and/or consumes a ME service. Various MEC-
related interfaces and reference points discussed herein are further defined in the
following ETSI-related technical specifications: ETSI GS MEC-003 and ETSI
GR MEC-024 specifications.
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edge platform and the mobile edge applications. The Mp! reference point
provides service registration, service discovery, and communication support for
services. It also provides other functionality such as application availability,
session state relocation support procedures, traffic rules and DNS rules
activation, access to persistent storage and time of day information, etc. This
reference point can be used for consuming and providing service specific

functionality.

13138} The Mp?2 reference point is a reference point between the mobile
edge platform and the data plane of the virtualization infrastructure. The Mp2
reference point ts used to instruct the data plane on how to route fraffic among

applications, networks, services, etc.

18135] The Mp3 reference point is a reference point between mobile
edge platforms and it i3 used for control communication between mobile edge

platforms.

[8144] In some aspects, the Mm3™ reference point between the MEAO
410 and the MEPM-V 406 is based on the Mm3 reference point, as detined by
ETSEGS MEC-003. Changes may be configured to this reference point to cater

to the split between MEPM-V and VINFM (MEC applications LCM).

13141} In some aspects, the following new reference points (Mv1, MvZ,
and Mv3} are introduced between elements of the ETSI MEC architecture and
the ETSI NFV architecture to support the management of MEC app VNFs. The
following reference points are related to existing NFV reference points, but only
a subset of the functionality may be used for ETSI MEC, and extensions may be
necessary: Mv1 (this reference point connects the MEAQ and the NFVQ; itis
related to the Os-Ma-ntvo reference point, as defined in ETSI NFV);, MvZ (this
reference point connects the VNF Manager that performs the LCM of the MEC
app VNFs with the MEPM-V to allow LCM related notifications to be
exchanged between these entities; it 1s related to the Ve-VYnfm-em reference
point as defined 1o ETSE NFV, but may include additions, and might not use all
functionality offered by Ve-Vatm-em}; Mv3 (this reference point connects the

VNF Manager with the MEC app VNF instance, to allow the exchange of
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messages e.g. related to MEC application LCM or initial deployment-specific
configuration; it is related to the Ve-Vnfm-vnf reference point, as defined in
ETSINFV, but may include additions, and might not use all functionality

offered by Ve-Vafm-vnt.

13142} In some aspects, the following reference points are used as they
are defined by ETSI NFV: Nf-Vn (thus reference point connects each MEC app
YNF with the NFVL); Nf-Vi (this reference point connects the NFVI and the
VIM), Os-Ma-nfvo (this reference point connects the OSS and the NFVO. It is
primarily used to manage NSs, i.e. several VNFs connected and orchestrated to
deliver a service); Or-Vnfm (this reference point connects the NFVO and the
/NEFM; it is primarily used for the NFVO to invoke VNF LCM operations), Vi-
Ynfm (this reference point connects the VIM and the YNFM; it ts primarily used
by the VINFM to invoke resource management operations to manage the cloud
resources that are needed by the VNF; it is assumed in an NFV-based MEC
deployment that this reference point corresponds 11 to Mmo); and Or-Vi (this
reference point connects the NFVO and the VIM; it is primarily used by the

NFVO to manage cloud resources capacity ).

18143] FI1G. 5 illustrates a MEC and FOG network topology 500,
according to an example. Referring to FIG. 5, the network topology 500 can
include several conventional networking layers, that can be extended through the
use of a MEC QoS manager discussed herein. Specifically, the relaticuships
between endpoints (at endpoints/things network layer 550), gateways (at
gateway layer 540), access or edge computing nodes {e.g., at neighborhood
nodes layer 530), core network or routers (e.g., at regional or central office layer
520}, may be represented through the use of data communicated via MEC hosts
that use MEC QoS managers that can be located at various nodes within the

topology 500.

[8144] A FOG network (e.g., established at gateway layer 540) may

represent a dense geographical distribution of near-user edge devices (e.g., FOG
nodes), equipped with storage capabilities (e.g , to avoid the need to store data in
cloud data centers), communication capabilities {e.g., rather than routed over the

internet backbone), control capabilities, configuration capabilities, measurement
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and management capabilities (rather than controlled primarily by network
gateways such as those in the LTE core network), among others. In this context,
FIG. § tllustrates a general architecture that integrates several MEC and FOG

nodes—categorized in different layers (based on their position, connectivity and

W

processing capabilities, etc. ), with each node implementing a MEC VZX API
that can enable a MEC app or other entity of a MEC enabled node to
communicate with other nodes. It will be understood, however, that such FOG

nodes may be replaced or augmented by edge computing processing nodes.

1B145] FOG nodes may be categorized depending on the topology and
10 the layer where they are located. In contrast, from a MEC standard perspective,
each FOG node may be considered as a MEC host, or a simple entity hosting a

MEC app and a light-weighted MEC platform.

18146] {n an example, a MEC or FOG node may be defined as an
application instance, connected to or running on a device (MEC host) that is

15 hosting a MEC platform. Here, the application consumes MEC services and is
associated with a MEC host in the system. The nodes may be migrated,
associated with different MEC hosts, or consume MEC services from other {e.g.,

tocal or remote) MEC platforms.

[#147] In contrast to this approach, traditional V2V applications are

20 reliant oo remote cloud data storage and processing to exchange and coordinate
information. A cloud data arrangement allows for long-term data collection and
storage but is not optimal for highly time-varying data, such as a colliston, traffic
light change, etc. and may fail in attempting to meet latency challenges, such as

stopping a vehicle when a child runs into the street.

25 [G148] In some aspects, the MEC or FOG facilities can be used to
focally create, maintain, and destroy MEC or FOG nodes to host data
exchanged via NFVs and using resources managed by a MEC QoS manager,
based upon need. Depending on the real-time requirements in a vehicular
communications context, a hierarchical structure of data processing and storage

30 nodes can be defined. For example, including local ultra-low-latency
processing, regional storage, and processing as well as remote cloud data-center

based storage and processing. Key Performance Indicators (KPIs) may be used
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to identify where sensor data ts best transferred and where it is processed or
stored. This typically depends on the ISO layer dependency of the data. For
example, the lower layer (PHY, MAC, routing, ete.) data typically changes
quickly and is better handled locally to meet latency requirements. Higher layer
data such as Application-Layer data is typically less time-critical and may be
stored and processed in a remote cloud data-center. In some aspects, the KPIs
are metrics or operational parameters that can include spatial proximity to a

Y2 X-related target event (e.g., accident, etc }; physical proximity to other
objects (e.g., how much time is required to transfer data from one data or
application object to anocther object); available processing power, or current load
of the target {network) node and corresponding processing latency. In some
aspects, the KPIs can be used to facilitate avtomated location and relocation of

data in a MEC architecture.

13145] FI1G. 6 tllustrates the processing and storage layers in a MEC and
FOG network 600, according to an example. The illustrated data storage or
processing hierarchy 610 relative to the cloud and fog/edge networks allows
dynamic reconfiguration of elements to meet latency and data processing
parameters, enabling E2E multi-slice support for MEC-enabled 5G

communication networks.

[#158] The lowest hierarchy level is on a vehicle-level. This level stores
data on past observations or data obtained from other vehicles. The second
hierarchy level is distributed storage across several vehicles. This distributed
storage may change on short notice depending on vehicle proximity to each
other or a target location (e g., near an accident). The third hierarchy level isina
focal anchor point, such as a MEC component, carried by a vehicle to coordinate
vehicles in a pool of cars. The fourth level of the hierarchy is storage shared
across MEC components. For example, data is shared between distinct pools of
vehicles that are in the range of each other.

B8] The fifth level of the hierarchy s fixed infrastructure storage,
such as in RSUs. This level may aggregate data from entities in hierarchy levels
1-4. The sixth level of the hierarchy is storage across the fixed infrastructure.

This level may, for example, be located in the Core Network of a
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telecommunications network, or an enterprise cloud. Other types of layers and

layer processing may follow from this example.

[8182] Even though techniques disclosed herein for network slicing,
resource management, and blockchain traceability are discussed in connection
with MEC-related architectures where at least one MEC entity is present, the
disclosure 1s not limited 1o this regard and the disclosed techniques may be used
in architectures that do not use MEC entities. For example, techniques
associated with network slicing, resource management, and blockchain

traceability can be performed in non-MEC architectures as well.

[#153] Even though techniques disclosed herein are described in
connection with a MEC architecture and 5G architecture, the disclosure is not
fimited in this regard and the disclosed techniques can be used with other types
of wireless architectures {e.g., 2G, 3G, 4G, etc.) that use one or more MEC

entities.

HIRE Any of the radio hinks described herein may operate according to
any one or more of the following radio communication technologies and/or
standards including but not limited to: a Global System for Mobile
Communications {(GSM) radio communication technology, a General Packet
Radio Service (GPRS) radio communication technology, an Enhanced Data
Rates for GSM Evolution (EDGE) radio communication technology, and/or a
Third Generation Partnership Project (3GPP) radio communication technology,
for example Universal Mobile Telecommunications System {UMTS), Freedom
of Multimedia Access (FOMA), 3GPP Long Term Evolution (LTE), 3GPP Long
Term Evolution Advanced (LTE Advanced), Code division multiple access 2000
(CDMAZ000), Cellular Digital Packet Data (CDPD), Mobitex, Third Generation
(3G), Circuit Switched Data (CSD), High-Speed Circuit-Switched Data
{HSCSD3, Universal Mobile Telecommunications System (Third Generation)
(UMTS (3G)), Wideband Code Division Multiple Access (Universal Mobile
Telecommunications System) (W-CDMA (UMTS)), High Speed Packet Access
(HSPA), High-Speed Downlink Packet Access (HSDPA), High-Speed Uplink
Packet Access (HSUPA), High Speed Packet Access Plus (HSPA+), Universal

Mobile Telecommunications System-Time-Division Duplex (UMTS-TDD),
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Time Division-Code Division Multiple Access {TD-CDMA), Time Division-
Synchronous Code Division Multiple Access (TD-CDMA), 3rd Generation
Partnership Project Release 8 (Pre-dth Generation} (3GPP Rel. B (Pre-4G)),
3GPP Rel. 9 (3rd Generation Partnership Project Release 93, 3GPP Rel. 10 (3rd
Generation Partnership Project Release 10}, 3GPP Rel. 11 (3rd Generation
Partnership Project Release 11), 3GPP Rel. 12 (3rd Generation Partnership
Project Release 12), 3GPP Rel. 13 (3rd Generation Partnership Project Release
13), 3GPP Rel. 14 (3rd Generation Partnership Project Release 14), 3GPP Rel.
1S (3rd Generation Partnership Project Release 15), 3GPP Rel. 16 (3rd
Generation Partnership Project Release 16), 3GPP Rel. 17 (3rd Generation
Partnership Project Release 17) and subsequent Releases (such as Rel. 18, Rel.
19, etc.), 3GPP SG, 3GPP LTE Extra, LTE-Advanced Pro, LTE Licensed-
Assisted Access {LAA), MuL TEfire, UMTS Terrestrial Radio Access (UTRA},
Evolved UMTS Terrestrial Radio Access (E-UTRA), Long Term Evolution
Advanced {4th Generation) (LTE Advanced (4G)), cdmaOne (2G), Code
division multiple access 2000 (Third generation) (CDMAZ000 (3G)), Evolution-
Data Optimized or Evolution-Data Only (EV-DO), Advanced Mobile Phone
System (st Generation) (AMPS (1G)), Total Access Communication
System/Extended Total Access Communication System (TACS/ETACS),
Digital AMPS (2nd Generation) (D-AMPS (2G}), Push-to-talk (PTT), Mobile
Telephone System (MTS), Improved Mobile Telephone System (IMTS),
Advanced Mobile Telephone System (AMTS), OLT (Norwegian for Offentlig
Landmobil Telefon, Public Land Mobile Telephony), MTD (Swedish
abbreviation for Mobiltelefonisystem D, or Mobile telephony system D), Public
Automated Land Mobile (Autotel/PALM), ARP (Finnish for Autoradiopuhelin,
"car radio phone"), NMT (Nordic Mobile Telephony), High capacity version of
NTT (Nippon Telegraph and Telephone) (Hicap), Cellular Digital Packet Data
(CDPD), Mobitex, DataTAC, Integrated Digital Enhanced Network (1BEN),
Personal Digital Cellular (PDC), Circuit Switched Data (CSD), Personal Handy-
phone System (PHS), Wideband Integrated Digital Enhanced Network
(WiDEN), iBurst, Unlicensed Mobile Access (UMA), also referred to as also
referred to as 3GPP Generic Access Network, or GAN standard), Zigbee,

Bluetooth(r}, Wireless Gigabit Alliance (WiGig) standard, mmWave standards
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in general (wireless systems operating at 10-300 GHz and above such as WiGig,
IEEE 802.11ad, IEEE 802.11ay, etc.), technologies operating above 300 GHz
and THz bands, (3GPP/LTE based or IEEE 802.11p and other) Vehicle-to-
Vehicle (V2V} and Vehicle-to-X (V2X) and Vehicle-to-Infrastructure (V21 and
Infrastructure-to-Vehicle (I2V) communication technologies, 3GPP cellular
V2X, DSRC (Dedicated Short Range Communications) communication systems
such as Intelligent-Traunsport-Systems and others {typically operating in 5850
MHz to 5925 MHz), the European ITS-G5 system (i.e. the European flavor of
{EEE 802 11p based DSRC, including ITS-GSA (i.e, Operation of ITS-GS in
BEuropean ITS frequency bands dedicated to I'TS for safety related applications in
the frequency range 5,875 GHz to 5,905 GHz), ITS-GSB (i.e, Operation in
European ITS frequency bands dedicated to ITS non- safety applications in the
frequency range 5,855 GHz to 5,875 GHz), [TS-G5C (i.e., Operation of {TS
applications in the frequency range 5,470 GHz to 5,725 GHz)), DSRC in Japan
in the 700MHz band (including 715 MHz to 725 MHz), etc.

[#155] Aspects described herein can be used in the context of any
spectrum management scheme including a dedicated licensed spectrum,
unlicensed spectrum, (licensed) shared spectrum (such as LSA = Licensed
Shared Access in 2.3-2.4 GHz, 3. 4-3.6 GHz, 3.6-3.8 GHz, and further
frequencies and SAS = Spectrum Access System / CBRS = Citizen Broadband
Radio System in 3.55-3.7 GHz and further frequencies). Applicable spectrum
bands include IMT {(International Mobile Telecommunications) spectrum as well
as other types of spectrum/bands, such as bands with national allocation
{including 450 - 470 MHz, 902-928 MHz (note: allocated for example in US
{(FCC Part 15}), 863-868.6 MHz (note: allocated for example in European Union
(ETSIEN 300 220)), 915.9-929.7 MHz (note: allocated for example in Japan),
917-923 .5 MHz (note: allocated for example in South Korea), 755-779 MHz and
779-787 MHz (note: allocated for example in China), 790 - 960 MHz, 1710 -
2025 Mz, 2110 - 2200 MHz, 2300 - 2400 MHz, 2.4-2 4835 GHz (note: it is an
{SM band with global availability and it is used by Wi-Fi technology family
{(11b/g/n/ax) and also by Bluetooth}, 2500 - 2690 MHz, 698-790 MHz, 610 - 790
MHz, 3400 - 3600 MHz, 3400 — 3800 MHz, 3.55-3.7 GHz (note: allocated for
example in the US for Citizen Broadband Radio Service), 5.15-5.25 GHz and
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5.25-5.35 GHz and 5.47-5.725 GHz and 5.725-5.85 GHz bands (note: allocated
for example in the US (FCC part 15), consists of four U-NI bands in total 500
MHz spectrum), 5.725-5.875 GHz (note: allocated for example in EU (ETSIEN
301 893)), 5.47-5.65 GHz (note: allocated for example in South Korea, 5925-
7125 MHz and 5925-6425MHz band (note: under consideration in US and EU,
respectively}, IMT-advanced spectrum, IMT-2020 spectrum (expected to include
3600-3800 MHz, 3.5 GHz bands, 700 MHz bands, bands within the 24.25-86
GHz range, etc.}, spectrum made available under FCC's "Spectrum Frontier” 5G
mitiative (including 27.5 - 28 35 GHz, 29.1 - 2925 GHz, 31 -31.3 GHz 37 -
38.6 GHz, 386 -40 GHz 42 -42.5 GHz, 57 - 64 GHz, 71 - 76 GHz, 81 - 86
GHz and 92 - 94 GHz, et ), the ITS (Intelligent Transport Systems) band of 5.9
GHz (typically 5.85-5.925 GHz) and 63-64 GHz, bands currently allocated to
WiGig such as WiGig Band 1 (57.24-59.40 GHz), WiGig Band 2 (59.40-61.56
(GHz) and WiGig Band 3 (61.56-63.72 GHz) and WiGig Band 4 (63.72-65.88
GHz), 57-64/60 GHz (e.g., having near-global designation for Muliti-Gigabit
Wireless Systems (MGWS)YWiGig; in US (FCC part 15) allocated as total 14
GHz spectrum, while EU (ETSEEN 302 567 and ETSI EN 301 217-2 for fixed
P2P) allocated as total 9 GHz spectrumy), the 70.2 GHz - 71 GHz band, any band
between 05.88 GHz and 71 GHz, bands currently allocated to automotive radar
applications such as 76-81 GHz, and future bands including 94-300 GHz and
above. Furthermore, the scheme can be used oo a secondary basis on bands such
as the TV White Space bands (typically below 790 MHz}, where particularly the
400 MHz and 700 MHz bands are promising candidates. Besides celiular
applications, specific applications for vertical markets may be addressed such as
PMSE (Program Making and Special Events), medical, health, surgery,

automotive, low-latency, drones, etc. applications.

81 56] Aspects described herein can also implement a hierarchical
application of the scheme by, e.g., introducing a hierarchical prioritization of
usage for different types of users {e.g, low/medium/high priority, etc.}, based on
a prioritized access to the spectrum e.g with the highest priority to tier-1 users,

followed by tier-2, then tier-3 users, and so forth.

[4157] Aspects described herein can also be applied to different Single

Carrier or OFDM flavors (CP-OFDM, SC-FDMA, SC-OFDM, filter bank-based
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multicarrier (FBMC), OFDMA etc.) and in particular 3GPP NR (New Radio) by
allocating the OFDM carrier data bit vectors to the corresponding symbol
resources. Some of the features in this document are defined for the network

side, such as Access Points, eNodeBs, New Radic (NR} or next generation

W

Node-Bs (gNodeB or gNB), such as used in the context of 3GPP fifth-generation
(5G) communication systems, etc. Still, a User Equipment (UE) may take this
role as well and act as an Access Points, eNodeBs, gNodeBs, etc. Accordingly,
some or all features defined for network equipment may be implemented by a

UE or a mobile computing device.

10 [8138] In further examples, the preceding examples of network
communications and operations may be integrated with IoT and like device-
based network architectures. FIG. 7 illustrates an example domain topology for
respective 1oT networks coupled through links to respective gateways. The IoT
is a concept in which a large number of computing devices are interconnected to

15 each other and to the Internet to provide functionality and data acquisition at
very low levels. Thus, as used herein, a computing device may include a semi-
autonomous device performing a function, such as sensing or control, among
others, in communication with other computing devices and a wider network,

such as the Internet.

20 (8159 MEC use cases have been envisioned to integrate into several
network and application settings, including those to support network
arrangements of IoT deployments. Computing devices are physical or
virfualized objects that may communicate on a network (typically at the edge or

endpoint of a network} and may include sensors, actuators, and other

[\
W

input/output components, such as to collect data or perform actions from a real-
world environment. For example, computing devices may include low-powered
devices that are embedded or attached to everyday things, such as buildings,
vehicles, packages, etc., to provide sensing, data, or processing functionality,
Recently, computing devices have become more popular and thus applications

30 and use cases using these devices have proliferated.

[8168] Various standards have been proposed to more effectively

interconnect and operate computing devices and IoT network use cases,
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including those with MEC and mobile network architectures. Some of the
relevant communication and network architecture standards include those
distributed by groups such as ETSI, 3rd Generation Partnership Project (3GPP),
Institute of Electrical and Electronics Engineers (IEFE), in addition to
specialized IoT application interaction architecture and configuration standards

distributed by working groups such as the Open Connectivity Foundation (OCF).

{161 Often, computing devices are limited in memory, size, or
functionality, enabling larger numbers to be deployed for a similar cost to
smaller numbers of larger devices. However, a computing device may bea
smartphone, laptop, tablet, PC, or other larger device. Further, a computing
device may be a virtual device, such as an application on a smartphone or
another computing device. Computing devices may include IoT gateways, used
to couple computing devices to other computing devices and to cloud

applications, for data storage, process control, and the like.

[#162] Networks of computing devices may include commercial and
home automation devices, such as water distribution systems, electric power
distribution systems, pipeline control systems, plant control systems, light
switches, thermostats, locks, cameras, alarms, motion sensors, and the like. The
computing devices may be accessible through remote computers, servers, and

other systems, for example, to control systems or access data.

I3163] The future growth of the Internet and like networks may involve
very large numbers of computing devices. Accordingly, in the context of the
techniques discussed herein, several innovations for such future networking will
address the need for all these layers to grow unhindered, to discover and make
accessible connected resources, and to support the ability to hide and
compartmentalize connected resources. Any number of network protocols and
communications standards may be used, wherein each protocol and standard is
designed to address specific objectives. Further, the protocols are part of the
fabric supporting human accessible services that operate regardless of location,
time or space. The innovations include service delivery and associated
infrastructure, such as hardware and software; security enhancements; and the

provision of services based on Quality of Service (Qo8) terms specitied in
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service level and service delivery agreements.  As will be understood, the use of
computing devices and networks present several new challengesin a
heterogeneous network of connectivity comprising a combination of wired and

wireless technologies.

3164 FIG. 7 specifically provides a simplified drawing of a domain
topology that may be used for several IoT networks comprising computing
devices 704, with the IoT networks 756, 758, 760, 762, coupled through
backbone links 702 to respective gateways 754. For example, several computing
devices 704 may communicate with a gateway 754, and with each other through
the gateway 754, To simplify the drawing, not every computing device 704, or
communications link (e g, link 716, 722, 728, or 732} is labeled. The backbone
links 702 may include any number of wired or wireless technologies, including
optical networks, and may be part of a local area network (LAN), a wide area
network (WAN), or the Internet. Additionally, such communication links
facilitate optical signal paths among both computing devices 704 and gateways
754, 1ncluding the use of MUXing/deMUXing components that facilitate the

interconnection of the various devices.

18165] The network topology may include any number of types of 10T
networks, such as a mesh network provided with the network 756 using
Bluetooth low energy (BLE) links 722. Other types of 0T networks that may be
present include a wireless tocal area network (WLAN) network 758 used to
communicate with computing devices 704 through IEEE 80211 (Wi-Fi®}) links
728, a cellular network 760 used to communicate with computing devices 704
through an LTE/LTE-A (4G) or 5G cellular network, and a low-power wide-area
(LPWA) network 762, for example, a LPWA network compatible with the
LoRaWan specification promulgated by the LoRa alliance, or a IPv6 over Low
Power Wide-Area Networks (LPWAN) network compatible with a specification
promulgated by the lnternet Engineering Task Force JETF). Further, the
respective IoT networks may communicate with an outside network provider
{e.g., atier 2 or tier 3 provider) using any number of communications links, such
as an LTE cellular link, an LPWA link, or a link based on the IEEE 802.15.4
standard, such as Zighbee®. The respective IoT networks may also operate with

the use of a variety of network and internet application protocols such as the
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Constrained Application Protocol {CoAP). The respective 1oT networks may
also be integrated with coordinator devices that provide a chain of links that

form the cluster tree of linked devices and networks.

#166] Each of these ToT networks may provide opportunities for new
technical features, such as those described herein. The improved technologies
and networks may enable the exponential growth of devices and networks,
including the use of [oT networks into fog devices or systems. As the use of
such improved technologies grows, the IoT networks may be developed for self-
management, functional evolution, and collaboration, without needing direct
human intervention. Improved technologies may even enable loT networks to
function without centralized controlled systems. Accordingly, the improved
technologies described herein may be used to automate and enhance network

management and operation functions far bevond current implementations.

14167] In an example, communications between computing devices 704,
such as over the backbone links 702, may be protected by a decentralized system
for authentication, authorization, and accounting {AAA). In a decentralized
AAA system, distributed payment, credit, audit, authorization, and
authentication systems may be implemented across the interconnected
heterogeneous network infrastructure. This enables systems and networks to
move towards autonomous operations. In these types of autonomous operations,
machines may even contract for human resources and negotiate partnerships
with other machine networks. This may enable the achievement of mutual
objectives and balanced service delivery against outlined, planned service level
agreements as well as achieve solutions that provide metering, measurements,
traceability, and trackability. The creation of new supply chain structures and
methods may enable a multitude of services to be created, mined for value, and

collapsed without any human involvement.

18168} Such ToT networks may be further enhanced by the integration of
sensing technologtes, such as sound, light, electronic traffic, facial and patiern
recognition, smell, vibration, into the autonomous organizations among the
computing devices. The integration of sensory systems may enable systematic

and autonomous communication and coordination of service delivery against
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contractual service objectives, orchestration and QoS-based swarming and
fusion of resources. Some of the individual examples of network-based resource

processing include the following,

[#169] The mesh network 756, for instance, maybe enhanced by systerns
that perform inline data-to-information transforms. For example, self-forming
chains of processing resources comprising a multi-link network may distribute
the transformation of raw data to information in an efficient manner, and the
ability to differentiate between assets and resources and the associated
management of each. Furthermore, the proper components of infrastructure and
resource-based trust and service indices may be inserted to improve the data

integrity, quality, assurance and deliver a metric of data confidence.

18176 The WLAN network 758, for instance, may use systems that
perform standards conversion to provide multi-standard connectivity, enabling
computing devices 704 using different protocols to communicate. Further
systems may provide seamless interconnectivity across a multi-standard
infrastructure comprising visible Internet resources and hidden Internet

FesQUICes.

{8174 Communications in the cellular network 760, for instance, maybe
enhanced by systems that offload data, extend communications to more remote
devices, or both. The LPWA network 762 may include systems that perform
non-interpet protocol (IP) to IP interconnections, addressing, and routing.
Further, each of the computing devices 704 may include the appropriate
transceiver for wide-area communications with that device. Further, each
computing device 704 may include other transceivers for communications using
additional protocols and frequencies. This is discussed further concerning the
communication environment and hardware of an IoT processing device depicted

in FI(3. 9 and FIGS. 10A-10B.

1B8172] Finally, clusters of computing devices may be equipped to
communicate with other computing devices as well as with a cloud network.
This may enable the computing devices to form an ad-hoc network between the

devices, enabling them to function as a single device, which may be termed a fog
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device, fog platform, or fog network. This configuration is discussed further

concerning FIG. 8 below.

[8173] FIG. 8 tllustrates a cloud-computing network in communication
with a roesh network of computing devices (devices 802) operating as fog
devices at the edge of the cloud computing network, according to an example.
The mesh network of computing devices may be termed a fog network 820,
established from a network of devices operating at the edge of the cloud 800. To

simplify the diagram, not every computing device 802 is labeled.

18174} The fog network 820 may be considered to be a massively
interconnected network wherein several computing devices 802 are in
communications with each other, for example, by radio links 822, The fog
network 820 may establish a horizontal, physical, or virtual resource platform
that can be considered to reside between foT edge devices and cloud or data
centers. A fog network, in some examples, may support vertically-isolated,
latency-sensitive applications through lavered, federated, or distributed
computing, storage, and network connectivity operations. However, a fog
network may also be used to distribute resources and services at and among the
edge and the cloud. Thus, references in the present document to the “edge”,

“fog”, and “cloud” are not necessarily discrete or exclusive of one another.

18175] As an exarnple, the fog network 820 may be facilitated using an
interconnect specification released by the Open Connectivity Foundation™
{OCF). This standard enables devices to discover each other and establish
communications for interconnects. Other interconnection protocols may also be
used, including, for example, the optimized link state routing (OLSR)) Protocol,
the better approach to mobile ad-hoc networking (B.A.'T. M A N} routing
protocol, or the OMA Lightweight M2M (LWM2M) protocel

among others.

2

13176} Three types of computing devices 802 are shown in this example,
gateways 804, data aggregators 826, and sensors 828, although any
combinations of computing devices 802 and functionality may be used. The
gateways 804 may be edge devices that provide communications between the
cloud 800 and the fog 820 and may also provide the backend process function

for data obtained from sensors 8§28, such as motion data, flow data, temperature
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data, and the like. The data aggregators 826 may collect data from any number
of the sensors 828 and perform the back-end processing function for the
analysis. The results, raw data, or both may be passed along to the cloud 800
through the gateways 804. The sensors 828 may be full computing devices 802,
for example, capable of both collecting data and processing the data. In some
cases, the sensors 828 may be more limited in functionality, for example,
coliecting the data and enabling the data aggregators 826 or gateways 804 to

process the data.

18177 Communications from any of the computing devices 802 may be
passed along a convenient path {e.g., a most convenient path) between any of the
computing devices 802 to reach the gateways 804. In these networks, the
number of interconnections provides substantial redundancy, enabling
communications to be maintained, even with the loss of several computing
devices 802. Further, the use of a mesh network may enable computing devices
802 that are very low power or located at a distance from infrastructure to be
used, as the range to connect to another computing device 802 may be much less

than the range to connect to the gateways 804.

18178] The fog 820 provided from these computing devices 802 may be
presented to devices in the cloud 800, such as a server 806, as a single device
focated at the edge of the cloud 800, e g, a fog device. In this example, the alerts
coming from the Fog device may be sent without being identified as coming
from a specific computing devices 802 within the fog 820. In this fashion, the
fog 820 may be considered a distributed platform that provides computing and
storage resources to perform processing or data-intensive tasks such as data

analytics, data aggregation, and machine learning, among others.

[a179] In some examples, the computing devices 802 may be configured
using an imperative programming style, e.g., with each computing device 802
having a specific function and communication partners. However, the
computing devices 802 forming the fog device may be configuredin a
declarative programming style, enabling the computing devices 802 to
reconfigure their operations and communications, such as to determine needed

resources in response to conditions, queries, and device failures. As an example,
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a query from a user located at a server 806 about the operations of a subset of
equipment monitored by the computing devices 802 may result in the fog 820
device selecting the computing devices 802, such as particular sensors 828,
needed to answer the query. The data from these sensors 828 may then be
aggregated and analyzed by any combination of the sensors 828, data
aggregators 826, or gateways 804, before being sent on by the fog 820 device to
the server 806 to answer the query. In this example, computing devices 802 in
the fog 820 may select the sensors 828 used based on the query, such as adding
data from flow sensors or temperature sensors. Further, if some of the
computing devices 802 are not operational, other computing devices 802 in the

fog 820 device may provide analogous data, if available.

4188 In other examples, the operations and functionality described
above may be ernbodied by a computing device machine in the example form of
an electronic processing system, within which a set or sequence of instructions
may be executed to cause the electronic processing system to perform any one of
the methodologies discussed herein, according to an example. The maching may
be a computing device or an IoT gateway, including a machine embodied by
aspects of a personal computer (PC), a tablet PC, a personal digital assistant
(PDA), a mobile telephone or smartphone, or any machine capable of executing
instructions (sequential or otherwise) that specify actions to be taken by that

machine.

IB181} Further, these and like examples to a processor-hbased system
shall be taken to include any set of one or more machines that are controlled by
or operated by a processor, set of processors, or processing circuitry {e.g., a
machine in the form of a computer, UE, MEC processing device, IoT processing
device, etc.) to individually or jointly execute instructions to perform any one or
more of the methodologies discussed herein. Accordingly, in various examples,
applicable means for processing {e.g., processing, controlling, generating,

evaluating, etc ) may be embodied by such processing circuitry.

19182} FIG. 9 illustrates a block diagram of a cloud computing network,
or cloud 900, in communication with several computing devices, according to an

example. The cloud computing network {or “cloud”) 900 may represent the
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Internet or maybe a local area network (LAN), or a wide area network (WAN),
such as a proprietary network for a company. The computing devices may
include any number of different types of devices, grouped tn various
combinations. For example, a traffic control group 906 may include computing
devices along the streets in a city. These computing devices may include
stoplights, traftic flow monitors, cameras, weather sensors, and the like. The
traffic control group 906, or other subgroups, may be in comrunication with the
cloud 900 through wired or wireless links 908, such as LPWA links, optical
links, and the like. Further, a wired or wireless sub-network 912 may allow the
computing devices to communicate with each other, such as through a local area
network, a wireless local area network, and the like. The computing devices
may use another device, such as a gateway 910 or 928 to communicate with
remote locations such as the cloud 900; the computing devices may also use one
or more servers 930 to facilitate commumcation with the cloud 900 or with the
gateway 910, For example, the one or more servers 930 may operate as an
intermediate network node to support a local edge cloud or fog implementation
among a local area network. Further, the gateway 928 that is depicted may
operate in a cloud-to-gateway-to-many edge devices configuration, such as with
the various computing devices 914, 920, 924 being constrained or dynamic to an

assignment and use of resources in the cloud 900.

{4183 Other example groups of computing devices may include remote
weather stations 914, local information terminals 916, alarm systems 918,
automated teller machines 920, alarm panels 922, or moving vehicles, such as
emergency vehicles 924 or other vehicles 926, amoung many others. Each of
these computing devices may be in communication with other computing
devices, with servers 904, with another [oT fog platform or system, or a
combination therein. The groups of computing devices may be deployed in
vartous residential, commercial, and industrial settings (including in both private

or public environments).

IB184] As may be seen from FIG. 9, a large number of computing
devices may be communicating through the cloud 900. This may allow different
computing devices to request or provide information to other devices

autonomously. For example, a group of computing devices (e.g., the traffic
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control group 906} may request a current weather forecast from a group of
remote weather stations 914, which may provide the forecast without human
intervention. Further, an emergency vehicle 924 may be alerted by an automated
tetler machine 920 that a burglary is in progress. As the emergency vehicle 924
proceeds towards the automated teller machine 920, it may access the traffic
control group 906 to request clearance to the location, for example, by lights
turning red to block cross traffic at an intersection insufficient time for the

emergency vehicle 924 1o have unimpeded access to the intersection.

BI85 Clusters of computing devices, such as the remote weather
stations 914 or the tratfic control group 906, may be equipped to communicate
with other computing devices as well as with the cloud 900, This may allow the
computing devices to form an ad-hoc network between the devices, aliowing
them to function as a single device, which may be termed a fog platform or

system {e.g., as described above concerning FIG. 8).

[#186] Example Computing Devices

18187} In further examples, any of the compute nodes or devices
discussed concerning the present edge computing systems and environment may
be fulfilled based on the components depicted in FIGS. 10A and 10B. Each
edge compute node may be embodied as a type of device, appliance, computer,
or other “thing” capable of communicating with other edges, networking, or
endpoint components. For example, an edge compute device may be embodied
as a smartphone, a mobile computing device, a smart appliance, an in-vehicle
computing system {(e.g., a navigation systern), or other device or system capable
of performing the described functions.

{3188} In the simplified example depicted in FIG. 10A, an edge compute
node 1000 includes a compute engine (also referred to herein as “compute
circuttry”) 1002, an input/output (V/O) subsystem 1008, data storage 1010, a
communication circuitry subsystem 1012, and, optionally, one or more
peripheral devices 1014. In other examples, each computing device may include
other or additional components, such as those used in personal or server

computing systems {e.g., a display, peripheral devices, etc.}. Additionally, in
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some examples, one or more of the illustrative components may be incorporated
in, or otherwise form a portion of, another component.

[3189] The compute node 1000 may be emnbodied as any type of engine,
device, or collection of devices capable of performing various compute
functions. In some examples, the compute node 1000 may be embodied as a
single device such as an integrated circuit, an embedded system, a field-
programmable gate array (FPGA), a system-on-a~-chip (SOC), or other integrated
system or device. In the illustrative example, the compute node 1000 includes or
is embodied as a processor 1004 and a memory 1006, The processor 1004 may
be embodied as any type of processor capable of performing the functions
described herein (e.g., executing an application). For example, the processor
1004 may be embodied as a multi-core processor(s), a microcontroller, or other
processor or processing/controlling circuit. In some examples, the processor
1004 may be embodied as, include, or be coupled to an FPGA, an application-
specific integrated circuit { ASIC), recontigurable hardware or hardware
circuitry, or other specialized hardware to facilitate the performance of the
functions described herein.

{4194 The main memory 1006 may be embodied as any type of volatile
{e.g., dynamic random access memory (DRAM), etc.} or non~volatile memory or
data storage capable of performing the functions described herein. Volatile
memory may be a storage medium that requires power to maintain the state of
data stored by the medium. Non-limiting examples of volatile memory may
include various types of random access mernory (RAM), such as DRAM or
static random access memory (SRAM). One particular type of DRAM that may
be used in a memory module 18 synchronous dynamic random access memory
(SDRAM).

jBie] in one example, the memory device is a block addressable
memory device, such as those based on NAND or NOR technologies. A
memory device may also include a three-dimensional crosspoint memory device
{e.g., Intel 3D XPoint™ memory), or other byte-addressable write-in-place
nonvolatile memory devices. The memory device may refer o the die itself
and/or to a packaged memory product. In some examples, 3D crosspoint

memory (e.g., Intel 3D XPoint™ memory) may comprise a transistor-less
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stackable cross-point architecture in which memory cells sit at the intersection of
word hines and bit lines and are individually addressable and in which bit storage
is based on a change in bulk resistance. In some examples, all or a portion of the
main memory 1006 may be integrated into the processor 1004. The main
memory 1006 may store various software and data used during operation such as
one or more applications, data operated on by the application(s), libraries, and
drivers.

HIR 4 The compute circuitry 1002 is communicatively coupled to other
components of the compute node 1000 via the VO subsystem 1008, which may
be embodied as circuitry and/or components to facilitate input/output operations
with the compute circuitry 1002 {e.g., with the processor 1004 and/or the main
memory 1006) and other components of the compute circuitry 1002, For
example, the O subsystem 1008 may be embodied as, or otherwise include
memory controller hubs, input/output control hubs, integrated sensor hubs,
firmware devices, communication links {(e.g., point-to-point links, bus links,
wires, cables, light guides, printed circuit board traces, etc.), and/or other
components and subsystems to facilitate the input/output operations. In some
examples, the VO subsystem 1008 may form a portion of a system-on-a-chip
{SoC) and be incorporated, along with one or more of the processor 1004, the
main memory 10006, and other components of the compute circuitry 1002, into
the compute circuitry 1002,

[8193] The one or more illustrative data storage devices 1010 may be
embodied as any type of device configured for short-term or long-term storage
of data such as, for example, memory devices and circuits, memory cards, hard
disk drives, solid-state drives, or other data storage devices. Each data storage
device 1010 may include a system partition that stores data and firmware code
for the data storage device 1010. Each data storage device 1010 may also
include one ot more operating system partitions that store data files and
executables for operating systems depending on, for example, the type of

compute node 1000,

iadg] The communication circuitry 1012 may be embodied as any
communication circuit, device, or collection thereot, capable of enabling

communications over a network between the compute circuitry 1002 and another
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compute device {(e.g., an edge gateway node 612 of the edge computing system
600). The communication circuitry 1012 may be configured to use any one or
more communication technology (e.g., wired or wireless communications) and
associated protocols {e.g., a cellular networking protocol such a 3GPP 4G or 5G
standard, a wireless local area network protocol such as ITHEE 802.11/Wi-Fi®, a
wireless wide area network protocol, Ethernet, Bluetooth®, etc)) to effect such
communication,

HIRAY The tllustrative communication circuitry 1012 includes a network
interface controller (NIC) 1020, which may also be referred to as a host fabric
interface (HFI). The NIC 1020 may be ernbodied as one or more add-in-boards,
daughter cards, network interface cards, controller chips, chipsets, or other
devices that may be used by the compute node 1000 to connect with another
compute device {(e.g., an edge gateway node 612). In some examples, the NIC
1020 may be embodied as part of a system-on-a-chip (S0C) that includes one or
more processors or included on a multichip package that also contains one or
more processors. In some examples, the NIC 1020 may include a local
processor {not shown) and/or a local memory and storage (not shown} that are
focal to the NIC 1020. 1n such examples, the local processor of the NIC 1020
{which can include general-purpose accelerators or specific accelerators) may be
capable of performing one or more of the functions of the compute circuitry
1002 described herein. Additionally, or in such examples, the local memory of
the NIC 1020 may be integrated into one or more components of the client
compute node at the board level, socket level, chip level, and/or other levels.
Bi96] Additionally, in some examples, each compute node 1000 may
include one or more peripheral devices 1014, Such peripheral devices 1014 may
include any type of peripheral device found in a compute device or server such
as audio input devices, a display, other input/output devices, interface devices,
and/or other peripheral devices, depending on the particular type of the compute
node 1000. In further examples, the compute node 1000 may be embodied by a
respective edge compute node in an edge computing system {e.g., client compute
node 602, edge gateway node 612, edge aggregation node 622} or like forms of

appliances, computers, subsystems, circuitry, or other components.
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iBig7] In a more detailed example, FIG. 10B illustrates a block diagram
of an example of components that may be present in an edge computing device
{or node) 1050 for implementing the techniques (¢.g., operations, processes,
methods, and methodologies) described herein. The edge computing node 1050
may include any combinations of the components referenced above, and it may
include any device usable with an edge communication network or a
combination of such networks. The components may be implemented as ICs,
portions thereof, discrete electronic devices, or other modules, logic, hardware,
software, firmware, or a combination thereof adapted in the edge computing
node 1050, or as components otherwise incorporated within a chassts of a larger
system.

198} The edge computing node 1050 may include processing circuitry
in the form of a processor 1052, which may be a microprocessor, a multi-core
processor, a multithreaded processor, an ultra-low voltage processor, an
embedded processor, or other known processing elements. The processor 1052
may be a part of a system on a chip {(SoC) in which the processor 1052 and other
components are formed into a single integrated circuit, or a single package, such
as the Edison™ or Galileo™ SoC boards from Intel Corporation, Santa Clara,
California. As an example, the processor 1052 may include an Intel®
Architecture Core™ based processor, such as a Quark™, an Atom™, an i3, an
15, ani7, an 19, or an MCU-class processor, or another such processor available
from Intel®. However, any number other processors may be used, such as
available from Advanced Micro Devices, Inc. (AMD) of Sunnyvale, California,
a MIPS-based design from MIPS Technologies, Inc. of Sunnyvale, California, an
ARM-based design licensed from ARM Holdings, Ltd. or a customer thereof, or
their licensees or adopters. The processors may include units such as an A5-A12
processor from Apple® Inc, a Snapdragon™ processor from Qualcomm®
Technologies, Inc., or an OMAP™ processor from Texas lnstruments, Inc.

F R The processor 1052 may communicate with a system memory
1054 over an interconnect 1056 (e.g, a bus). Any number of memory devices
may be used to provide for a given amount of system memory. As examples, the
memory may be random access memory (RAM) per a Joint Electron Devices

Engineering Council (JEDEC) design such as the DDR or mobile DDR
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standards (e.g., LPDDR, LPDDR2, LPDDR3, or LPDDR4). In particular
examples, a memory component may comply with a DRAM standard
promulgated by JEDEC, such as JESD79F for DDR SDRAM, JESD79-2F for
DDR2Z SDRAM, JESD79-3F for DDR3 SDRAM, JESD79-4A for DDR4
SDRAM, JESD209 for Low Power DDR (LPDDR), JESD209-2 tor LPDDR2,
JESD209-3 for LPDDR3, and JESD209-4 for LPDDR4. Such standards (and
similar standards) may be referred to as DDR-based standards and
communication interfaces of the storage devices that implement such standards
may be referred to as DDR-based interfaces. In various implementations, the
individual memory devices may be of any number of different package types
such as single die package (SDP), dual die package (DDP) or quad die package
(317P). These devices, in some examples, maybe directly soldered onto a
motherboard to provide a lower profile solution, while in other examples the
devices are configured as one or more memory modules that in turn couple to the
motherboard by a given connector. Any number of other memory
implementations may be used, such as other types of memory modules, e.g., dual
inline memory modules (IDIMMSs) of different varieties including but not limited
to microDIMMs or MimDIMMs.

[a286] To provide for persistent storage of information such as data,
applications, operating systems and so forth, a storage 1058 may also couple to
the processor 1052 via the interconnect 1056, Tu an example, the storage 1058
may be implemented via a solid-state disk drive (SSDI¥}. Other devices that
may be used for the storage 1058 include flash memory cards, such as SD cards,
microSD cards, XD picture cards, and the like, and USB flash drives. Inan
example, the memory device may be or may include memory devices that use
chalcogenide glass, multi-threshold level NAND flash memory, NOR flash
memory, single or multi-level Phase Change Memory (PCM), a resistive
memory, nanowire memory, ferroelectric transistor random access memory
(FeTRAM), anti-ferroelectric memory, magnetoresistive random access memory
(MRAM) memory that incorporates memtistor techunology, resistive memory
including the metal oxide base, the oxygen vacancy base and the conductive
bridge Random Access Memory (CB-RAM), or spin-transfer torque (STT)-

MRAM, a spintronic magnetic junction memory-based device, a magnetic
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tunneling junction (MTJ) based device, a DW (Domain Wall) and SOT (Spin-
Orbit Transfer) based device, a thyristor-based memory device, or a combination
of any of the above, or other memory.

iB2ai] In low power implementations, the storage 1058 may be on-die
memory or registers associated with the processor 1052, However, in sore
examples, the storage 1058 may be implemented using a micro hard disk drive
(HDD) or solid-state drive (SSD). Further, any number of new technologies
may be used for the storage 1058 in addition to, or instead of, the technologies
described, such resistance change memories, phase change memories,
holographic memories, or chemical memories, among others.

282} The components may communicate over the interconnect 1056,
The iaterconnect 1056 may include any number of technologies, including
industry-standard architecture (ISA), extended ISA (EISA), peripheral
component interconnect {(PCI), peripheral component interconnect extended
(PCIx), PCl express (PCle), or any number of other technologies. The
interconnect 1056 may be a proprietary bus, for example, used in an So{ based
system. Other bus systerms may be included, such as an 12C interface, an SPI
interface, point to point interfaces, and a power bus, among others.

19283] The interconnect 1056 may couple the processor 1052 to a
transceiver 1066, for communications with the connected edge devices 1062,
The transceiver 1066 may use any number of frequencies and protocols, such as
2.4 Gigabertz (GHz) transmissions under the IEEE 802.15 4 standard, using the
Bluetooth® low energy (BLE) standard, as defined by the Bluetooth® Special
Interest Group, or the ZigBee® standard, among others. Any number of radios,
configured for a particular wireless communication protocol, may be used for the
connections to the connected edge devices 1062, For example, a wireless local
area network (WLAN) unit may be used to implement Wi-Fi® communications
per the Institute of Electrical and Electronics Engineers (IEEE) 802.11 standard.
Also, wireless wide area communications, e.g., according to a cellular or other
wireless wide area protocol, may occur via a wireless wide area network
(WWAN} unit,

[8284] The wireless network transceiver 1066 {or multiple transceivers)

may communicate using multiple standards or radios for communications at a
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different range. For example, the edge computing node 1050 may communicate
with close devices, e.g., within about 10 meters, using a local transceiver based
on BLE, or another low power radio, to save power. More distant connected
edge devices 1062, e.g., within about 50 meters, maybe reached over ZigBee or
other intermediate power radios. Both communications techniques roay take
place over a single radio at different power levels or may take place over
separate transceivers, for example, a local transceiver using BLE and a separate
mesh transceiver using ZigBee.

18205] A wireless network transceiver 1066 (e.g, a radio transceiver)
may be included to communicate with devices or services in the edge cloud 1090
via local or wide area network protocols. The wireless network transceiver 10066
may be an LPWA transceiver that follows the IEEE 802.15.4, or IEEE 802.15.4g
standards, among others. The edge computing node 1050 may communicate over
a wide area using LoRaWAN™ (Long Range Wide Area Network) developed
by Semtech and the LoRa Alliance. The techniques described herein are not
limited to these technologies but may be used with any number of other cloud
transceivers that implement long-range, low bandwidth communications, such as
Sigfox, and other technologies. Further, other communications technigues, such
as time-slotted channel hopping, described in the IEEE 802.15 4e specification
may be used.

18286] Any number of other radio communications and protocols may be
used in addition to the systems mentioned for the wireless network transceiver
1066, as described herein. For example, the transceiver 1066 may include a
cellular transcetver that uses spread spectrum (SPA/SAS) communications for
implementing high-speed communications. Further, any number of other
protocols may be used, such as Wi-Fi® networks for medium speed
communications and provision of network communications. The transceiver
1066 may include radios that are compatible with any number of 3GPP (Third
Generation Partnership Project) specifications, such as Long Term Evolution
(LTE) and 5th Generation (5G) communication systems, discussed in further
detail at the end of the present disclosure. A network interface controlier (NIC)
1068 may be included to provide a wired communication to nodes of the edge

cloud 1090 or other devices, such as the connected edge devices 1062 (e.g,,
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operating in a mesh}. The wired communication may provide an Ethernet
connection or may be based on other types of networks, such as Controller Area
Network (CAN}, Local Interconnect Network (1IN}, DeviceNet, ControlNet,
Data Highway+, PROFIBUS, or PROFINET, Time Sensitive Networks (TSN),
among many others. An additional NIC 1068 may be included to enable
connecting to a second network, for example, a first NIC 1068 providing
communications to the cloud over Etheroet, and a second NIC 1068 providing
communications to other devices over another type of network.

19287] Given the variety of types of applicable communications from the
device to another coraponent or network, applicable communications circuitry
used by the device may include or be embodied by any one or more of
components 1064, 1066, 1068, or 1070, Accordingly, in various examples,
applicable means for communicating (e.g , receiving, transmitting, etc.) may be
embodied by such communications circuitry.

B8] The edge computing node 1050 may include or be coupled to
acceleration circuitry 1064, which may be embodied by one or more Al
accelerators, a neural compute stick, neuromorphic hardware, an FPGA, an
arrangement of GPUs, one or more So(s, one or more CPUs, one or more digital
signal processors, dedicated ASICs, or other forms of specialized processors or
circuitry designed to accomplish one or more specialized tasks. These tasks may
include Al processing (including machine learning, training, inferencing, and
classification operations}, visual data processing, network data processing,
object detection, rule analysis, or the ke, Accordingly, in various examples,
applicable means for acceleration may be embodied by such acceleration
circuttry.

[83a9] The interconnect 1056 may couple the processor 1052 to a sensor
hub or external interface 1070 that is used to connect additional devices or
subsystems. The devices may include sensors 1072, such as accelerometers,
fevel sensors, flow sensors, optical light sensors, camera sensors, temperature
sensors, a global positioning system (GPS) sensors, pressure sensors, barometric
pressure sensors, and the like. The hub or interface 1070 further may be used to

connect the edge computing node 1050 to actuators 1074, such as power
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swiiches, valve actuators, an audible sound generator, a visual warning device,
and the like.
1214 In some optional examples, various input/output (1/0) devices
may be present within or connected to, the edge computing node 1050, For

S example, a display or other output device 1084 may be included to show
information, such as sensor readings or actuator position. An input device 1086,
such as a touch screen or keypad may be included to accept input. An output
device 1084 may include any number of forms of audio or visual display,
including simple visual outputs such as binary status indicators (e g., LEDs} and

10 multi-character visual outputs, or more complex outputs such as display screens
{e.g., LCD screens), with the output of characters, graphics, multimedia objects,
and the like being generated or produced from the operation of the edge
computing node 1050,

{8211} A battery 1076 may power the edge computing node 1050,

15 although, in examples in which the edge computing node 1050 is mounted in a
fixed location, it may have a power supply coupled to an electrical grid. The
battery 1076 may be a lithium-ion battery, or a metal-air battery, such as a zinc-
air battery, an aluminum-air battery, a lithium-air battery, and the like.

18213 A battery monitor/charger 1078 may be included in the edge

20 computing node 1050 to track the state of charge (SoCh) of the battery 1076.
The battery monitor/charger 1078 may be used to monitor other parameters of
the battery 1076 to provide failure predictions, such as the state of health (SoH)
and the state of function (SoF) of the battery 1076, The battery monitor/charger
1078 may include a battery monitoring integrated circuit, such as an LTC4020 or

25  an LTC2990 from Linear Technologies, an ADT7488A from ON Semiconductor
of Phoenix Arizona, or an IC from the UCD%0xxx family from Texas
Instruments of Dallas, TX. The battery monitor/charger 1078 may communicate
the information on the battery 1076 to the processor 1052 over the interconnect
1056, The battery monitor/charger 1078 may also include an analog-to-digital

30 {ADC) converter that enables the processor 1052 to directly monitor the voltage
of the battery 1076 or the current flow from the battery 1076, The battery

parameters may be used to determine actions that the edge computing node 1050
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may perform, such as transmission frequency, mesh network operation, sensing
frequency, and the hike.

1213 A power block 1080, or other power supply coupled to a grid,
may be coupled with the battery monitor/charger 1078 to charge the battery
1076. In some examples, the power block 1080 may be replaced with a wireless
power receiver to obtain the power wirelessly, for example, through a loop
antenna in the edge computing node 1050, A wireless battery charging circuit,
such as an LTC4020 chip from Linear Technologies of Milpitas, California,
among others, may be included in the battery monitor/charger 1078 The
specific charging circuits may be selected based on the size of the battery 1076,
and thus, the current required. The charging may be performed using the Airfuel
standard promulgated by the Airfuel Alliance, the Q1 wireless charging standard
promulgated by the Wireless Power Consortium, or the Rezence charging
standard, promulgated by the Alliance for Wireless Power, among others.
B4 The storage 1058 may inchade instructions 1082 in the form of
software, firmware, or hardware commands to implement the techniques
described herein. Although such instructions 1082 are shown as code blocks
included in the memory 1054 and the storage 1058, it may be understood that
any of the code blocks may be replaced with hardwired circuits, for example,
built into an application-specific integrated cireuit {ASIC).

[#215] In an example, the instructions 1082 provided via memory 1054

the storage 1058, or the processor 1052 may be embodied as a non-transitory,
perforn electronic operations in the edge computing node 1050, The processor
1052 may access the non-transitory, machine-readable medium 1060 over the
interconnect 1056, For wnstance, the non-transitory, machine-readable medium
1060 may be embodied by devices described for the storage 1058 or may include
specific storage units such as optical disks, flash drives, or any number of other
hardware devices. The non-transitory, machine-readable medium 1060 may
include instructions to direct the processor 1052 to perform a specific sequence
or tflow of actions, for example, as described concerning the flowchart(s) and

block diagram(s) of operations and functionality depicted above. As used in,
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the terms “machine-readable medium” and “computer-readable medium™ are
interchangeable.
[8216] In an example, the computing device 1050 can be implemented
using components/modules/blocks 1052-1086 which are configured as IP

S Blocks. Each IP Block may contain a hardware RoT (e.g,, device identifier
composition engine, or DICE), where a DICE key may be used to identify and
attest the IP Block firmware to a peer IP Block or remotely to one or more of

components/modules/blocks 1062-1080.

{217 In further examples, a machine-readable medium also includes

10 any tangible mediur that 1s capable of storing, encoding or carrying instructions
for execution by a machine and that cause the machine to perform any one or
more of the methodologies of the present disclosure or that is capable of storing,
encoding or carrying data structures utilized by or associated with such
instructions. A “machine-readable medium” thus may include but is not limited

15 to, solid-state memories, and optical and magnetic media. Specific examples of
machine-readable media include non-volatile memory, including but not limited
to, by way of example, semiconductor memory devices {e.g., electrically
programmable read-only memory (EPROM}, electrically erasable programmable
read-only memory (EEPROM)) and flash memory devices; magnetic disks such

20 asinternal hard disks and removable disks; magneto-optical disks; and CD-ROM
and DVD-ROM disks. The instructions embodied by a machine-readable
medium may further be transmitted or received over a communications network
using a transmission medium via a network interface device utilizing any one of
several transfer protocols (e.g., HTTP).

25 {8218 A machine-readable medium may be provided by a storage
device or other apparatus which is capable of hosting data in a non-transitory
format. In an example, information stored or otherwise provided on a machine-
readable medium may be representative of instructions, such as instructions
themselves or a format from which the instructions may be derived. This format

30 from which the instructions may be derived may include source code, encoded
instructions {e.g., in compressed or encrypted form), packaged instructions {e.g.,
split into multiple packages), or the like. The information representative of the

instructions in the machine-readable medium may be processed by processing



WO 2020/185794 PCT/US2020/021914

W

10

20

30

cireuitry into the instructions to implement any of the operations discussed
herein. For example, deriving the instructions from the information {(e.g,,
processing by the processing circuitry) may include: compiling (e.g., from
source code, object code, etc.}, interpreting, loading, organizing {e.g.,
dynaroically or statically linking), encoding, decoding, encrypting, unencrypting,
packaging, unpackaging, or otherwise manipulating the information into the
instructions.

18219 In an example, the derivation of the instructions may include
assembly, compilation, or interpretation of the information (e g, by the
processing circuitry) to create the instructions from some intermediate or
preprocessed format provided by the machine-readable medium. The
information, when provided in multiple parts, may be combined, unpacked, and
modified to create the instructions. For example, the information may be in
multiple compressed source code packages (or object code, or binary executable
code, etc.) on one or several remote servers. The source code packages may be
encrypted when in transit over a network and decrypted, uncompressed,
assembled (e.g., linked) if necessary, and compiled or interpreted (e.g., into a
library, stand-alone executable, etc.) at a local machine, and executed by the

local machine.

224 Fach of the block diagrams of FIGS. 10A and 10B are intended to
depict a high-level view of components of a device, subsystem, or arrangement
of an edge computing node. However, it will be understood that some of the
components shown may be omitted, additional components may be present, and
a different arrangement of the components shown may occur in other
implementations.

18321} Development of MEC-enabled SG communication systems may
be dependent on the ability to provide communication service providers (CoSPs)
the ability to provision, manage, adjust, and operate multiple network slice
instances using virtual networks over a common set of physical (wireless and
wired} network infrastructure. E2E network slice instances may carve out
virtual resources (e.g., resources forming virtual fogical networks) using physical
computing and network resources of the MEC-enabled SG communication

systems. Each network slice instance can be specifically configured to support
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performance related to a QoS flow of a UE, including capacity, security levels,
geographical coverage, and latency. Network slice instances may include
partitioning of RAN functionalities, core infrastructure including the Evolved
Packet Core (EPC), as well as the switches and Data Center Servers where the
SG mobile applications and content may be hosted (e.g., as VNFs provided by
MEC applications executing on resources of a MEC system within the 5G
communication network). Furthermore, 3G EDGE devices may also be included
in the slice depending on the service latency requirements. Techniques disclosed
herein may include provisioning of one or more network slice instances and
dynamic management of resources used by the network slices, including
generating and implementing one or more slice configuration policies, based on
utility function modeling and evaluation of latency or other characteristics of
MEC and non-MEC communication links for a given NSI configured within a

MEC-enabled 5G communication network.

1223 In some aspects, 3G network slices will support a wide range of
applications from (semi-jautonomous vehicles, remote health monitoring and
first-responder applications requiring the best security/traceability to tiered
smartphone plans and IoT devices that may be ok without extra resource

traceability.

{223 FIG. 11 illustrates a MEC-enabled 5G communication system
1100 and an example of the mapping of MEC entities to some of the 5G
system’s components (namely, AF and UPF), according to an example. The
MEC-enabled SG commumnication system 1100 can be configured to provide
functionalities per the ETSI GS MEC-003 specification, the ETS{ GR MEC-017
specification, and/or the ETSI GS MEC-024 specification.

[6224] The mapping of MEC entities into a 5G system is depicted in
FIG. 11, In particular: a MEC platform 1s implemented as a particular
application function (AF) in 3GPP; the Data Plane in the MEC architecture
cotresponds to a User Plane Function (UPF) in 3GPP, and the MEC apps are

mapped to the local DN (Data Network) in 3GPP.

18225] As tllustrated in FIG. 11, UE 1102 1s coupled to RAN 1106 via a
remote radio head (RRH) 1104, The RAN 1106 communicates with a MEC data
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plane 1110 within NFVI 1108. The MEC data plane 1110 within the NFVI 1108
is coupled to a local data network 1112 of the MEC platform 1118 via an N6
reference point. The MEC platform 1118 is coupled to the local data network
1112 via a MEC reference point Mpl. The MEC platform 1118 may be
instantiated as a VNF and may include MEC APIs 1120 and 1122 four
communication with MEC apps 1114 and 1116 instantiated as a VNFs within the
local data network 1112, The MEC platform 1118 may further include API
configuration information 1124 (e.g., as provided by the ETSI MEC-009
specification) and application enablement functions 1126 (e.g., as provided by
the ETS8I MEC-011 specification). The MEC platform 1118 is coupled to 3GPP
network functions such as NEF 1130, PCF 1128, SMF 1132, and UPF 1134,

The MEC data plane 1110 13 coupled to the 3GPP network functions SMF 1132
and the UPF 1134. Both the MEC platform 1118 and the MEC data plane 1110
are coupled to the central data network 1136 and the application server 1138 via

the UPF 1134

[@2286] In some aspects, the RAN 1106 may be fully virtualized (e.g, as
a VINF using resources of the MEC system). For In some aspects, the MEC-
enabled SG communication system 1100 may use a MEC NFV-SCF to provide
E2E multi-slice support, including generating and implementing one or more
slice configuration policies based oo utility function modeling and evaluation of
fatency or other characteristics of MEC and non-MEC communication links for a
given NSI configured within a MEC-enabled SG communication network. For
example, a QoS flow of the UE 1102 may be associated with a network slice
instance which includes a virtual RAN 1106, the MEC data plane 1110
functioning as a 5G UPF network function, a MEC app such as 1114 within the
focal data vetwork 1112, and the MEC platform VNF 1118 functioning as a 5G
AF network function. In this regard, a specific NSI associated with a QoS of the
UE 1102 includes non-MEC reference points {(e.g., wireless physical links
between the UE 1102, the RRH 1104, and the virtnal RAN 1106, as well as the
N3 and N6 SG reference points. The NSI may further include MEC reference
points such as the Mpl reference points between the MEC app 1114 within the
local data network 1112 and the MEC platform VYNF 1118, A MEC NFV-8CF

{e.g., as Hustrated 10 connection with FIG. 12 — FIG. 15) may be configured to
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generate a slice configuration policy based on utility function modeling and
evaluation of latency-associated both the MEC and non-MEC reference points
used by the slice, and communicate the generated slice contiguration policy to
another management entity {e.g., a virtualization infrastructure manager) tc
determine whether to implement the generated slice configuration policy based
on available resources within the MEC-enabled 5G communication network

1100.

{8227} In some aspects, the slice configuration policy may include a
resource allocation policy for allocating resources to a new NSI or reallocating
resources used by an existing NSL In other aspects, the slice configuration
policy may include a VM allocation and handoft policy. As used herein, the
term “VM allocation” refers to allocation of network resources to virtual
resources of a MEC system (e.g., a VM used), which resources are used for, e g.,
executing a MEC app or instantiating a YNF to perform different network
functions such as a RAN or a MEC platform. As used herein, the term “VM
handoft” is similar to the concept of a handover and includes terminating an
existing virtual resource {e.g., at a first location) used for instantiating a VINF
that performs a specific network functions (e.g., RAN functions, MEC platform
functions, MEC application functions, etc.} and configuring a different virtual
resource {e.g., at a second location to instantiate the same VNF). The concept of
YM handoff is illustrated in greater detail in connection with FIG. 10A -~ FI(G.

t6 H.

[@228] In some aspects, a starting point for determining the slice
configuration policy by the NFV-SCF is to consider that the End-to-End (E2E)
SG system performance depends not only on the performance of Radio Access
Network (RAN) and Core Network {(CN} system components alone but also on
the performance of the MEC functional entities. For example, the E2E latency
{i.e. between the UE 1102 and the MEC application 1114}, is composed of the
Packet Delay Budget (PDB) (defined in 5G specifications as the E2E delay
between the UE and UPF, with a confidence of 98%) and the additional delay
between the UPF and the Local DN 1112 {where the MEC apps are located).
This second latency component 1s not taken into account by 5G QoS Class

{dentifier (5QI) characteristics in 3GPP, although it is important for performance
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optimization, as it is tightly related to the instantiation of the MEC applications.
As a consequence, since the user traffic termination point is at the MEC app
1114 (located in the DN 1112}, network slice-relevant performance metrics
{such as the PDB) are not sufficient to describe the overall E2E performance and
overall latency for all communication links of the NSI. Instead, MEC
application instantiation and the related Virtual Machine (VM) allocation may be
considered (as discussed herein in connection with functionalities of the MEC
NFV-SCF) to optimize the total E2E latency, as per the slice requirements.
1226} The disclosed technigues include the deployment of a MEC
system in a {fully virtualized) 5G system (e.g, RAN 1106 is a virtual RAN or
vRAN instantiated as a VNF), able to accommodate multiple network slice
instances. This deployment includes optimizing the instantiation of MEC apps
and the allocation of VMs across the edge cloud, according to a slice-aware
strategy using a MEC NFV-SCF. The goal of this allocation is to meet the E2E
performance requirements of the network slice instance (which may be part of a
Service Level Agreement (SLA}, between the network operator and a vertical

industry provider).

18236] As mentioned above, some 3GPP standards for 5G networks
specify the PDB (packet delay budget} as the upper bound for the time that a
packet may be delayed between the UE and the UPF, thus not considering the
fast part of the user plane traffic path (i.e., over the N6 reference point from the
UPF to the MEC app, as depicted in FIG. 11). More specifically, the PDB
defines an upper bound for the time that a packet may be delayed between the
UE and the UPF (for GBR flows, the PDB shall be interpreted as a maximum
delay with a confidence level of 98 percent if the QoS flow is not exceeding the
GFBR). For a delay critical GBR QoS flow, a packet delayed more than the
value of the PDB is counted as lost (it can be either delivered or discarded
depending on implementation) if the transmitted data burst is less than the
Maximum Data Burst Volume within the period of the PDB, the QoS flow 1s not
exceeding the GFBR. For Non-GBR Flows, in uncongested scenarios, 98

percent of the packets may not experience a delay exceeding the 5QI's PDB.
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1231 In this regard, there is no standard means/parameters in 3GPP to
ensure a complete EZE performance, as the MEC app is an entity external to the
3GPP network. Moreover, when instantiating a specific network slice, there is
still no standard definition of a (logical) interface between a MEC system to be
deployed within a 5G network, and the 5G network orchestrator to perform
slice-specific YM allocation and handoft over the MEC and 3GPP-relevant

entities and to apply slice performance-compliant mobility management.

182321 FIG. 12 illustrates aspects of the disclosed techniques for E2E
multi-slice support for MEC-enabled SG deployments, according to an example.
Referring to FIG. 12, diagram 1200 includes several entities from the
architecture 1100, which can be used for implementing technigues disclosed

herein for H2E multi-slice support.

1B233] The disclosed technigues include an iterative procedure (e.g., as
iltustrated in FIG. 13 — FIG. 15), involving both 3GPP (1.e, a MNO’s Operations
Support System (O8SS) 1202) and ETSI MEC entities (i.e, the MEC system’s
Multi-access Edge Orchestrator (MEAG) 1204, and the Network Function
Virtualization Orchestrator (NFV() 1206), the goal of which is a slice-efficient

allocation of VMs, especially in the existence of UE mobility.

13234 The above mentioned iterative procedure is proposed to be
controtled by the MEC NFV-SCF 1208, which may be implemented within the
NFV(O 1206, As an alternative aspect, the function NFV-SCF could be a
separate entity from the NFVQ, e.g. in the O8S or an independent entity
managed by a third party. The role of NFV-S8CF 1208 is similar to the role of
the Policy Control Function (PCF) 1n a 5G architecture. However, the basic
difference 1s that, instead of traffic steering and Policy and Charging Control
(PCC), the NFV-SCF 1208, implemented within the NFV domain (and not the
3GPP system domain) may be configured to formulate a slice-aware VM
allocation policy taking inputs from the 5GS (0SS 1202), such as the Network
Slice Template (NST) 1212 containing slice-specific inputs and attributes, as
well as feasibility feedback by the system’s Virtualized Infrastructure Manager
{VIM) 1210. The disclosed technigues can find an application when it comes to

both single and multiple MNQOs and MEC systems.
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235 The advantage of the proposed techniques is that utilizing slice-
specific configurability of the virtualized, MEC-enabled 3G communication
system, full integration of MEC in 5G systems can be achieved through
impacting the standard from a management point of view. The disclosed
techniques may be used to facilitate the adoption of MEC deployments in 5G
systems. As a consequence, the disclosed techniques (if standardized} may

introduce enhancements associated with the long-term deployment of MEC.

[8236] FIG. 13 illustrates a flowchart 1300 of disclosed techniques for
slice-aware VM allocation in MEC-enabled 5G system deployments, according

to an example.

[237] The target of the disclosed techniques is to accomplish and
maintain slice stability from a Qo8 guarantee point of view (1., when an SLA 13
reached between a network operator and a service provider or the end
application consumer). As elaborated in the flowchart 1300, a shice-aware
optimization framework can be used based on the communication between the
MEC system and the 3GPP-based 5G system to realize slice-centric VM
allocation. Assuming a given set of network slice instances, UEs, as well as
several Ntor QoS tlows per UE (i.e, QoS flow 0, 1, ..., Nyor - 1), the disclosed
techniques are summarized in the following iterative procedure, also described
in FIG. 13

[B238] Processing may start at operation 1302 (first QoS flow is
referenced as QF-, with 1=0). A single UE can be associated with different PDU
sessions containing multiple QoS flows. Multiple UEs may be served by a
network slice instance (which 1s not specific for a certain UE). Additionally,
multiple network slice instances may be present within the MEC-enabled 5G
communication network {e.g., 1100},

18339] FIG. 13 illustrates processing functions associated with an outer
loop and an inner loop. The outer loop analyzes all Qo8 flows (inchuding new

ones).

[8244] The outer loop may start at operation 1304 when the UE is
checked for QoS flow QF-1. The QoS flow can be an existing one (thus with an

already associated application endpoint at the MEC side) or a new one. If this is
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a new (ol flow, a new MEC app may be instantiated and may be used for data
communication with the UE wvia the allocated NSI. A certain NSI may be
associated with the new (oS flow, or a new NSI may be configured for the QoS8
flow. Otherwise (in case of an existing flow), new QoS measures {or QoS
predictions) can trigger a change of the network slice instance (associated with
that QoS flow) or the instantiation of a new slice. In summary, according to the
above assumptions, the NFV-SCF 1208 may 1dentity {(and, subsequently, create)
a network slice instance associated with the QoS flow QF+j, which is performed
at operation 1310, The specific implementation of a network slice instance

creation/instantiation is outside of the scope of the disclosed techniques.

[@2414] At operation 13006, it is determined whether the end of the (JoS
flow list is reached {(e.g., 1 = Ntor). If all QoS flows in the system (both existing
and new ounes) have been analyzed, then the outer iteration ends at operation

1308.

[#242] At operation 1310, network slice instance identification is
performed. More specifically, the NFV-SCF 1208 may identify (and,
subsequently, create} a network slice, NS+ (serving a specific vertical, e g.
automotive, industrial automation, etc.} and its E2E performance requirement(s).
The 3GPP management system determines the list of UEs associated with that
slice, and whether the UEs require the instantiation of new MEC applications,

connected through that slice.

[@243] The inner loop includes operations 1312 — 1318, The inner loop
is related to the identification of a suitable MEC app instantiation, and it
terminates after the VIM 1210 implements the derived shice configuration policy

{which may include a VM allocation and handoff policy).

[8244] At operation 1312, E2F utility function modeling and evaluation
is performed, which is explained in greater detail hereinbelow. The shice-
specific MEC app (e.g., 1114), the instantiation of which may need to satisty the
total E2E performance demand of the service, is identified. Subsequently, aided
by a signaling framework among the 3GPP 5G system's OSS 1202, the MEC
system's MEAQO 1204, and the NFVO 1206, the contribution of each
(virtualized) MEC and 3GPP 5G system entity to the total E2E slice
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performance, 1.e., between the UE and the current local DN 1112, ts evaluated.
The utility function may be modeled by the NFV-SCF 1208 within the NFVQO
1206. In some aspects, the utility function may be selected based on an existing

SLA or other pre-configured utility function selection.

[B245] At operation 1314, a slice-aware MEC app instantiation policy
design may be performed and a slice configuration policy ray be geverated by
the NFV-SCF 1208. Exploiting the designed utility function, the NFV-SCF
1208 designs the slice configuration policy, which may include a VM allocation
and handott sequence policy over the virtualized MEC and 3GPP 5G entities,

which satisfies the E2E slice requirement.

{246} At operation 1316, policy implementation instructions may be
generated. More specifically, having derived a slice-aware, an optimal slice
configuration policy {e.g., including a VM allocation and handoff policy) at
operation 1314, the NFVQO 1206 (or the NFV-SCF 1208) instructs the VIM 1210

to implement such policy.

12471 Operation 1318 15 associated with communicating feedback (e.g.,
by the VIM 1210 to the NFVO 1206. The tollowing two feedback options may

be used.

1B248] {a) Policy implementation. In this case, the NFV-SCF 1208 {or
the NFVO 1206) request can be satisfied {e.g., the VIM 1210 determines there
are sufficient network resources to re~configure an NSI or perform a VM
handoff to restructure resources used by the NSI). The VIM 1210 then
communicates an acknowledgment signal (or a “positive” feedback signal} to the
NFV( 1206 and implements the slice configuration policy. The inner loop then
terminates, the index i is incremented at operation 1320 (indicating a new QoS8

flow ) and operation 1304 is revisited to check if the new QoS flow exists.

[B245] {b) VIM requests rejection and re-calculation of the slice
configuration policy. In this case, the request to implement the determined slice
configuration policy cannot be fulfilled by the VIM 1210 (e.g ., based on
insufficient network resources). The VIM 1210 then sends a “negative”
feedback signal back to the NFVQO, which seeks to strike a balance between slice

BE2E performance demand satisfaction and VM resource availability. Processing
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may then resume at operation 1312 to determine a new slice configuration

policy.

[8254] In some aspects, based on case (b} above, unless the NFVO
request is satisfied, the inner processing loop may continue without any specific
exit condition (not desirable). Nevertheless, there could be multiple mechanisms
to avord endless inner loop processing, which are not discussed herein. Several
examples are given by the following exit conditions: a maximum number of
iterations given a certain time budget, the maximum number of acceptable
solutions before rejecting the request and re-negotiating QoS, etc. As an
example, QoS negotiation with the vertical segment may quickly reach an
agreement (and, thus, terminate the inner loop), if the SLA compliance
flexibility ts expressed by a confidence level (e.g. SLA compliance when an E2E
fatency requirement 1s satisfied for, at least, 93% of the slice's total activity

time}.

14251 Processing functions associated with operations 1312 and 1314
are described in greater detail hereinbelow about FIG. 14 and FIG. 15,

respectively.

[8253] Fi(3. 14 is a message sequence chart 1400 illustrating the various
latency components during the direct communication between a UE client (e.g.,
UE 1102) and a MEC app at the edge, such as MEC app 1114 (which consumes
some MEC services running on the MEC platform 1118), according to an

example.

1283 Referring to FIG. 14, there is lustrated a communication
exchange between a UE 1402, a base station 1404 {e.g., virtual RAN 1106}, a
MEC data plane 1406 {or 1110}, a MEC app 1408 at a local data network (e g,
MEC app 1114 at local data network 1112), and MEC APIs 1410 {e.g., MEC
AP 1120 at the MEC platform 1118).

19254] FIG. 14 illustrates the various latencies associated with
communications and processing delays between various network nodes 1402 -
1410. Non-MEC interfaces {or reference points) include the wireless physical
link between the UE 1402 and the base station 1404, the N3 reference point

between the base station 1404 and the MEC data plane 1406, and the N6
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reference point between the MEC data plane 1400 and the MEC app 1408,
MEC reference points include the Mpl reference point between the MEC app
1408 and the MEC API 1410,

1B25S] E2E Unlity Function Modeling and Evaluation (Operation 1312

5 mFIG 13
[{#236] The starting point for the evaluation of the E2E performance
{e.g., concerning the total latency experienced by the UE) is the consideration of
all entities involved in the Round Trip Time (RTT) of the user traffic, which

refers to operation 1312 of the functionalities illustrated in FIG. 13

10 (8387 As observed in FIG. 14, in addition to the typical latency given by
the 3GPP network slice (UE-UPF), the delay between the UE 1402 and the MEC
data plane (DP) 1406 can be considered, in addition to the time needed for the
MEC app 1408 to gather/consume information (at operation 1420} from the

MEC platform (preferably instantiated at a local DN), thus in proximity to the

o
W

MEC app, and providing output through the Mp1 reference point. The packet
Delay Budget (PDB) of the SG communication system includes PDB 1412 for
the uplink and PDB 1434 for the downlink. However, additional processing
delays may also be constdered in the total latency determination (e.g,,
accounting for the time delay between time t2, when the MEC data plane 1406
20 imtiates communication with the MEC app 1408, and tirne {8, when the MEC

data plane 1400 initiates communication with the base station 1404,

#2588} Examples of such information which may be gathered by the
MEC AP 1410 at the MEC platform include, e.g., Radio Network Information
(RN}, location information, or any other shice-specific information {e.g., a

25 packet carrying information on PC3, configuration parameters stored in the
MEC server available via a V2X API relevant to a vehicular application, or a
packet carrying information on IoT communication parameters available via a
possible "IoT API").
[@258] Hence, the RTT for a UE running a service belonging to a

30 specific network slice instance will be expressed as follows: RTT =
dageptdaec, where diape is the delay from time t0 (when the UE 1402 initiates
communication with the base station 1404} tull time 3 {when the MEC app 1408
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forms operation 1420}, and from time t7 {when the MEC app 1408 initiates
communication with the MEC data plane 1406} till time t10 (when the UE 1402
receives a communication from the base station 1404); and dygc is the delay
from time t3 (when the MEC app 1408 perforrus operation 1420) till ime t7
(with the MEC app 1408 initiates communication with the MEC data plane
1406).

18266 Having modeled and evaluated the different components of the
slice's E2E performance, e.g., in terms of latency, as depicted in FIG. 14, the
management entities of the 3GPP 5G system (1.¢., the OSS 1202) and the MEC
system (i.e, the MEAO 1204 and the NFVO 1206), may interact to instantiate
the MEC app {e.g., 1408 or 1114}, As a result of the interaction, the NFVO
1206 can obtain the values of the involved latency components - referring to
both relevant 3GPP and MEC reference points. Then, the NFV-8CF 1208 may
obtain this information, identify the latency "bottlenecks" and, based on a utility
function, determine a slice configuration policy (e.g., a VM allocation policy}.
Examples of utility functions (which may be selected based on an SLA or pre-

configured) include the following:

{261 {a) 5G system (5GS) efficiency-centric utility function. The goal
is the minimization of the E2E delay introduced by the 3GPP 5GS components
atfecting the slice Qo8, subject to a maximum tolerable RTT constraint, Ty,
{with a certain confidence of satisfaction, e.g., for more than 95% of the shice's
activity time), and a fixed delay of the ETSI MEC system components, dszpp.

This 1s mathematically expressed as follows:
18262] minimize dagpp
s. L. PTUE(RTT > ?:Sli(:{—.‘} < p, dM'EC - (EM:E(:“

[#263] (b} ETSI MEC efficiency-centric utility. The goal is the
minimization of the E2E delay introduced by the ETSI MEC components
atfecting the slice Qo8, subject to a maxamum tolerable RTT constraint, Ty,
{with a certain confidence of satisfaction, e.g., for more than 95% of the slice's
activity time), and a fixed delay of the 3GPP SGS components, dygpp. Thisis

mathematically expressed as follows:
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13264] minimize dygc
s.t. Pr@b(RTT > ’[slice} < z, dSGPP = Cz-SGPP.
[8263] (c) Overall efficiency utility. Assuming latency contributions are

of the same priority, the goal is to minumize slice SLA breaches, hence:
18266] minimize Prob(RTT > Tgp0)-

[8267] Fi(z. 15 is a message sequence chart 1500 illustrating example
communication for deriving and implementing a slice-aware VM allocation
policy, according to an example. Referring to FIG. 15, the example
communication exchange can take place between the OSS 1502 (or 1202), the
MEAQG 1504 (or 12 four), the NFV( 1506 (or 1206}, and the VIM 1508 (or
1210).

18268] Slice-Aware MEC App Instantiation Policy Design (Operation
1314 in FIG. 13)

18269 As illustrated in FIG. 15, the NEVO 1506 {or the NFV-8CF 1208
within the NFVO) retrieves latency information 1510 associated with non-MEC
communication links (e.g., PDB latency as well as latency on the N6 reference
point) as well as fatency information 1512 associated with MEC communication
links such as the Mp1 reference point. At operation 1514, the NFV-SCF
compares latency components, identifies delay bottlenecks, and generates a slice
configuration policy {(which may include a VM allocation and handoff policy
indicating virtual resources of the MEC system for relocation or handoff to a
different MEC system). The NFV-SCF 1208 communicates the slice
configuration policy at operation 1516 to the VIM 1508, At 1518, the VIM 1508
evaluates the visibility of the slice configuration policy, accounting for available
network resources and prepares feedback for communication to the NFVO 1506.
At operation 1520, positive feedback {(as explained hereinabove in connection
with FIG. 13} 1s communicated to the NFVO 1506, At operation 1522, the VIM
1508 implements the recommended slice configuration policy.

6278 As a consequence of the proposed NFV-SCF to design the E2E
slice-aware utility function and suggest a VM migration policy, the NFVO 1506
{via the NFV-SCF) can be configured to instruct the VIM to implement this

policy. The steps of the procedure, referring to operations 1314-1318 of FIG.
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13, are illustrated in FIG. 15, focusing on the case, where, the VIM provides
positive feedback to the NFVO and implements the recommended policy. In
aspects when the VIM 1508 provides negative feedback, it will trigger the 3GPP
5G (0SS 1502) and the MEC management entities (MEAQ 1504) to interact
again via the NFVO 1506, to reach a compromise, hence, a new (inner) iteration

will be performed and a new slice configuration policy may be generated.

{271 FIG. 10A — FIG. 16H illustrate various implementation aspects
1600A, 1600B, 1600C, 1600D, 1600E, 1600F, 1600G, and 1600H of techniques
disclosed herein associated with an automotive example of a computing device

(e.g., UE 1602} within a moving vehicle.

182721 In the automotive example associated with FIG. 16A - FIG. 16 H,
a vehicle may need to simultaneously connect to multiple network slice
instances, belonging to different Slice/Service Types (SS5Ts), to support different
performance requirements of multiple automotive use cases. For examiple,
Software Update and Tele-Operated Driving use cases could be associated with
an enhanced mobile broadband (eMBB) network slice instance and an ultra-
reliable low latency communication {URLLC) network slice instance
respectively, based on their KPI requirements.

1273 Two examples are provided in FIGS. 16A-16H, corresponding to
two use cases in MEC-enabled 5G systerns (and related network slices): ulira-
low latency (for an automotive slice} and massive-connectivity machine

communication services {(for an foT slice).

18274 Example Automotive Slice Processing

[8275] FIG. 16A — FIG. 16 H are associated with a mobility scenario,
triggered by changing radio conditions. An overview of the system scenario is
depicted in FIGS. 16A-16H. FIG. 16A illustrates the network entities which are
repeated and the remaining FIG. 16B - FIG. 16 H. Referring to FIG. 16A, a first
MEC-¢enabled 5G communication systern includes RRH 1604, a virtual RAN
1606, a MEC data plane 1608 within NFVI 1610, a local data network 1612 with
a MEC app 1614, and a MEC platform 1616 with MEC APIs 1618 and 1620.
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1276} The second MEC-enabled SG communication system includes
RRH 1624, a virtual RAN (VRAN) 1626, a MEC data plane 1628 within NFVI
1630, a local data network 1632 with a MEC app 1634, and a MEC platform
1636 with MEC APIs 1638 and 1630.

50 BT At time t0 (FIG. 16A and FIG. 16B), the UE is attached to RRH
1644, the vVRAN 1606 is associated with MEC platform 1616, and the MEC app
1614 is instantiated at local DN 1612

[B278] At time t1 (FIG. 16C), the UE 1602 communicates via
communication path 1603 while being attached to RRH 1624, with the vVRAN
10 1626 being associated with the MEC platform 1016 and the MEC app 1614
instantiated at the local DN 1612 In this case, the NFV-SCF 1208 and generate
a slice configuration policy recommending a virtual machine handotf, which
may result in a VRAN handoff (e g., virtual resources of the vVRAN 1606 are
terroinated and virtual resources for the vVRAN 1626 are instantiated to serve

15 communication link 1603 of the moving UE 1602).

18279 At time 12 (FIG. 16D), the UE is attached to RRH 1624, and the
vRAN 1626 is still associated with MEC platform 1616 and the MEC app
instantiated at the local DN 1612, In this case, VM handoff (e.g., based on a
new slice configuration policy generated by the NFV-SCF 1208) is performed

20 from UPF (or MEC data plane) 1608 to UPF (or MEC data plane) 1628.

[a288] As depicted in FIG. 16E, at time instant t2, UE 1602
communicates via communication path 1605, while both UPF 1608 and UPF

1628 maintain connectivity to the local DN 1612,

{4281} At time 3 (FIG. 16F), the UE 1602 15 attached to RRH 1624, and
25  the vRAN 1626 is still associated with the MEC platform 1616, However, the
UE 1602 15 now associated with the MEC app 1634 instantiated at the local DN
1632 after a VM handoff associated with the MEC app (the MEC app is first
affected by MEC mobility and the MEC app communicates through an Mp3

reference point}.
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18287} FIG. 16G illustrates the associations after the MEC app migration
and after the handoff of VMs from MEC platform 1616 to the MEC platform
1636.

1383 At time t4 (FIG. 16H), the UE 1602 communicates via
communication path 1607, while being attached to RRH 1624 and the vRAN
1626, associated with MEC platform 1636 and the MEC app instantiated at the
focal DN 1632 FIG. 16H illustrates the completion of the VM migration
procedure based on, ¢ g, a slice configuration policy generated by the NFV-SCF

1208 using the disclosed techniques.

42 84] Example Industrial IoT Slice Processing

[B2E5] According to this example, and focusing on private network
deployment, we assume that, in the beginning (i.e., at time instant t0), an Ultra-
Reliable Low Latency Communication {URLLC) slice is active. Examples
involve automation process/ machinery control, robotic arm operation and
others. However, at a later time instant (1.e., at time instant t1), a different slice
is activated (e.g., an eMBB service), which creates the need to instantiate a new
MEC app for local video processing, for instance, for teleoperated trouble-
shooting. Hence, the target of the system destgn will be the efficient, full
instantiation of the second (eMBB) slice for high-throughput video streaming on
top of the URLLC slice for production operation (in other words, multi-slice

coexistence in a virtualized environment).

{3286} In this case, the iterative procedure of FIGS. 12-13 can be
implemented by modeling and evaluating two different E2E utility functions,
one per network slice instance, that is: (a} a utility function focusing on the E2E
latency (RTT) experienced by the URLLC UE {(e.g., a robotic arm, or, an
actuator}); and (b) a utility function focusing on the data rate experienced by the

eMBB UE (e.g., a wireless camera deployed for troubleshooting).

18287} As a result, the overall utility function to be taken into account by
the 3GPP 5G/ MEC system management entities can be a synthesis of the two
slice~-specific utility functions, also taking into account the cost of VM

migrations {as per the exemplary utility functions disclosed hereinabove).
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1288 1t should be understood that the functional units or capabilities
described in this specification may have been referred to or labeled as
components or modules, to more particularly emphasize thetr implementation
independence. Such components may be embodied by any number of software
or hardware forms. For example, a component or module may be implemented
as a hardware circuit comprising custom very-large-scale integration (VLS
circuits or gate arrays, off-the-shelf semiconductors such as logic chips,
transistors, or other discrete components. A component or module may also be
implemented in programmable hardware devices such as field-programmable
gate arrays, programmable array logic, programmable logic devices, or the like.
Components or modules may also be implemented in software for execution by
various types of processors. An identified component or module of executable
code may, for instance, comprise one or more physical or logical blocks of
computer instructions, which may, for instance, be organized as an object,
procedure, or function. Nevertheless, the executables of an identified
component or module need not be physically located together but may comprise
disparate instructions stored in different locations which, when joined logicaily
together, comprise the component or module and achieve the stated purpose for

the component or module.

1428%] Indeed, a component or module of executable code may be a
single instruction, or many instructions, and may even be distributed over
several different code segments, among different programs, and across several
memory devices or processing systems. In particular, some aspects of the
described process (such as code rewriting and code analysis) may take place on a
different processing system {(e.g., in a computer in a data center) than that in
which the code is deploved {(e.g., in a computer embedded in a sensor or robot).
Similarly, operational data may be identified and illustrated herein within
components or modules and may be embodied in any suitable form and
organized within any suitable type of data structure. The operational data may
be collected as a single data set or may be distributed over different locations
including over different storage devices, and may exist, at least partially, merely
as electronic signals on a system or network. The components or modules may

be passive or active, including agents operable to performn desired functions.
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B2ad] Additional Notes and Examples

{8291} Additional examples of the presently described method, system,
and device embodiments include the following, non-limiting configurations.
Each of the following non-limiting examples may stand oun its own or may be
combined in any permutation or combination with any one or more of the other

examples provided below or throughout the present disclosure.

18392} Example 1 15 a system configured to track network slicing
operations within a Fifth Generation (3G} communication network, the system
comprising: memory, and processing circuitry coupled to the memory, the
processing circuitry configured to determine a network slice instance (INSI)
associated with a quality of service {QoS) flow of a user equipment {UE), the
NST communicating data for a network function virtualization (NFV) instance of
a Multi-Access Edge Computing (MEC) system within the 5G communication
network; retrieve latency information for a plurality of communication links
used by the NSI, the plurality of communication links including a first set of
non-MEC communication links associated with a radio access network (RAN) of
the 5G communication network and a second set of MEC communication links
associated with the MEC system; generate a slice configuration policy based on
the retrieved latency information and slice-specific attributes of the NSI; and
reconfigure network resources of the 5G communication network used by the
NST based on the generated slice configuration policy.

[#293] In Example 2, the subject matter of Example 1 includes subject
matter where the NFV instance is provided by a MEC application associated
with the QoS flow, the MEC application executing on virtual resources of a
network function virtualization infrastructure (NFVI) of the MEC system.
28] In Example 3, the subject matter of Example 2 includes subject
matter where the MEC system comprises an MEC host executing the NFV
instance.

[B2us] in Example 4, the subject matter of Example 3 includes subject
matter where the MEC host 1s configured to operate according to a standard
from a European Telecommunications Standards Institute (ETSI) MEC

standards family.
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[B286] In Example S, the subject matter of Examples 34 includes
subject matter where the slice configuration policy comprises a virtual machine
{VM) allocation and handoff policy and to reconfigure the network resources,
the processing circuitry is configured to allocate additional network resources of

the 5G communication network to the MEC host based on the VM allocation

W

and handoff policy.
{8297} In Example 6, the subject matter of Example 5 includes subject
matter where to reconfigure the network rescurces, the processing circuitry is
further configured to perform a VM handoft to relocate the MEC application to
10 execute on virtual resources of a second NFVI of the MEC system based on the
YM allocation and handoff policy.
18288] In Example 7, the subject matter of Examples 2—-6 includes
subject matter where the first set of non-MEC communication links comprises: a
communication links between the UE and the RAN; a communication link
15 associated with an N3 reference point between the RAN and a MEC data plane
of the MEC system, the MEC data plane performing a user plane function of the
3G communication network; and a communication link associated with an N6
reference point between the MEC data plane and a local data network including
the virtual resources of the NFVI
20 [@298) In Example 8, the subject matter of Example 7 includes subject
matter where the second set of MEC communication links comprises at least one
communication link associated with an Mp1 reference point of the MEC
application.
[B3ad] In Exarople 9, the subject matter of Example 8 includes subject
25 matter where the at least one communication link associated with the Mpl
reference point is a communication huk between the MEC application and an
MEC application programming interface (AP within an MEC platform of the
MEC system.
38| In Example 10, the subject matter of Example 9 includes subject
30  matter where the latency information includes processing delay associated with
obtaining radio network information (RNI) or location information by the MEC

API based on a request from the MEC application associated with the QoS flow.
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18362] In Example 11, the subject matter of Examples 1-10 includes
subject matter where the processing circuitry is configured to: retrieve a first
portion of the latency information associated with the first set of communication
links from a service coordinating entity of the 5G communication network.
[a3a3] In Example 12, the subject matter of Example 11 includes subject
matter where the service coordinating entity of the 5G communication network
is an Operations Support Systern {O8S) of the 5G communication network.
[a384] In Example 13, the subject matter of Examples 11-12 1ncludes
subject matter where the processing circuitry is configured to: retrieve a second
portion of the latency information associated with the second set of
communication links from a service coordinating entity of the MEC system.
[a3as5] In Example 14, the subject matter of Example 13 includes subject
matter where the service coordinating entity of the MEC system is a Multi-
Access Edge Orchestrator (MEAQ) of the MEC system.

8386] In Exarople 15, the subject matter of Examples 1-14 includes
subject matter where the slice-specific attributes of the NSI include one or more
of the following: an end-to-end (E2E) latency requirement associated with
communication of data within the N8I a minimum available bandwidih
requirement tor the plurality of communication links of the NSI; and a
communication throughput requirement of at least one of the plurality of
communication links of the NSL

1B3a7] In Exarople 16, the subject matter of Examples 1-15 includes
subject matter where the processing circuitry is configured to: select a utility
function from a plurality of available utility functions based on a slice service
level agreement (SLA) associated with the NSI; and generate the slice
configuration policy further based on minimizing the selected utility function.
[a388] In Example 17, the subject matter of Example 16 includes subject
matter where the utility function is one of the following: a 5G efficiency-centric
utility function for minimizing end-to-end (E2E) delay within the SG
communication network; an MEC efficiency-centric utility function for
minimizing E2E delay within the MEC system; and an overall efficiency utility

function for minimizing breaches of the slice SLA.
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B3a9] Example 18 is a computing device in a Multi-Access Edge
Computing {(MEC)-enabled Fifth Generation (5G) communication network, the
device comprising: a network interface card (NIC); and processing circuitry

coupled to the NIC, the processing circuitry configured to perform operations to

W

determine a network slice instance (NSI) associated with a quality of service

(Qo8) flow of a user equipment (UE), the NSI communicating data for a

network function virtualization (NFV) nstance of a Multi-Access Edge

Computing (MEC) system within the SG communication network; retrieve via

the NIC, latency information for a plurality of communication links used by the

10 NS, the plurality of communication links including a first set of non-MEC
communication links associated with a radio access network (RAN) of the 5G
communication network and a second set of MEC communication links
associated with the MEC system; generate a slice configuration policy based on
the retrieved latency information and slice-specific attributes of the NSIL, and

15 reconfigure network resources of the 5G communication network used by the
NST based on the generated slice configuration policy.
B3 in Example 19, the subject matter of Example 18 includes subject
matter where the NFV instance is provided by a MEC application associated
with the QoS flow, the MEC application executing on virtual resources of a

20 network function virtualization infrastructure (NFVI) of the MEC system.
18314 In Example 20, the subject matter of Example 19 includes subject
matter where the MEC system comprises an MEC host executing the NFV
instance, and wherein the coroputing device comprises a second MEC host
configured as a Network Function Virtualization Orchestrator (NFVO} of the

25 MEC system, the NFVO including an NFV slice control tunction (NFV-3CO)

generating the slice configuration policy.

18312 in Example 21, the subject matter of Example 20 includes subject

matter where the MEC host and the second MEC host are contfigured to operate

according to a standard from a European Telecommunications Standards

30 Institute (ETST) MEC standards family.

[e313] In Example 22, the subject matter of Examples 20-21 includes
subject matter where the slice configuration policy comprises a virtual machine

(VM) allocation and handoff policy and to reconfigure the network resources,
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the processing circuitry is configured to allocate additional network resources of
the 5G communication network to the MEC host based on the VM allocation
and handoff policy.

13314} in Example 23, the subject matter of Example 22 includes subject
matter where to reconfigure the network resources, the processing circuitry is
further configured to perform a VM handoft to relocate the MEC application to
execute on virtual resources of a second NFVI of the MEC system based on the
VM allocation and handoff policy.

[#315] In Example 24, the subject matter of Examples 19-23 includes
subject matter where the first set of non-MEC communication links comprises: a
communication links between the UE and the RAN; a communication link
associated with an N3 reference point between the RAN and a MEC data plane
of the MEC system, the MEC data plane performing a user plane function of the
5G communication network; and a communication link associated with an N6
reference point between the MEC data plane and a local data network including
the virtual resources of the NFVL

{8316} In Example 25, the subject matter of Example 24 includes subject
maiter where the second set of MEC communication links comprises at least one
communication link associated with an Mp1 reference point of the MEC
application.

183171 in Example 26, the subject matter of Example 25 includes subject
matter where the at least one communication link associated with the Mpl
reference point 1s a communication link between the MEC application and an
MEC application programming interface (APT) within an MEC platform of the
MEC system.

{8318} In Example 27, the subject matter of Example 26 includes subject
matter where the latency information includes processing delay associated with
obtaining radio network information (RNI) or location information by the MEC
API, based on a request from the MEC application assoctated with the (oS flow.
13319 in Example 28, the subject matter of Examples 18-27 includes
subject matter where the processing circuitry is configured to: retrieve a first
portion of the latency information associated with the first set of communication

links from a service coordinating entity of the 5G communication network.
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326 In Example 29, the subject matter of Example 28 includes subject
matter where the service coordinating entity of the SG communication network
is an Operations Support System (OSK) of the SG commumication network.
B3] in Example 30, the subject matter of Examples 28-29 includes
subject matter where the processing circuttry is configured to: retrieve a second
portion of the latency information associated with the second set of
communication links from a service coordinating entity of the MEC system.
[a323] In Example 31, the subject matter of Example 30 includes subject
matter where the service coordinating entity of the MEC system is a Multi-
Access Edge Orchestrator (MEAQO) of the MEC system.

[#333] In Example 32, the subject matter of Examples 18-31 includes
subject matter where the slice-specific attributes of the NSI include one or more
of the following: an end-to-end (E2E) latency requirement associated with
communication of data within the NSI; a minimum available bandwidth
requirement for the plurality of communication links of the NSI; and a
communication throughput requirement of at least one of the plurality of

communication links of the NSL

[#334] In Example 33, the subject matter of Examples 18-32 includes
subject matter where the processing circuitry is configured to: select a utility
function from a plurality of available utility functions based on a slice service
level agreement {SLA) associated with the NSI; and generate the slice
configuration policy further based on minimizing the selected utility function,
13325 in Example 34, the subject matter of Example 33 includes subject
matter where the utility function is one of the following: a SG efficiency-centric
utility function for minimizing end-to-end (E2E} delay within the 5G
communication network; an MEC efficiency-centric utility function for
minimizing E2E delay within the MEC system; and an overall efficiency utility
function for minimizing breaches of the slice SLA.

18326] Example 35 1s at feast one non-transitory machine-readable
storage medium comprising instructions, wherein the instructions, when
executed by a processing circuitry of a computing device operable in a Multi-
Access Edge Computing (MEC)-enabled Fifth Generation (5G) communication

network, cause the processing circuitry to perform operations that: determine a
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network slice instance (NSI) associated with a quality of service (Qo8) flow of a
user equipment (UE), the NSI communicating data for a network function
virtualization (NFV} instance of a Multi-Access Edge Computing (MEC) system
within the 5G communication network; retrieve latency information for a
plurality of communication links used by the NSI, the plurality of
communication links including a first set of non-MEC communication links
associated with a radio access network (RAN) of the 5G communication
network and a second set of MEC communication links associated with the MEC
system; generate a slice configuration policy based on the retrieved latency
information and slice-specific attributes of the NSI and reconfigure network
resources of the 5G communication network used by the NSI based on the
generated slice configuration policy.

183371 in Example 36, the subject matter of Example 35 includes subject
matter where the NFV instance is provided by a MEC application associated
with the (oS tlow, the MEC application executing on virtual resources of a
network function virtualization infrastructure (NFVT} of the MEC system.

[4328] In Example 37, the subject matter of Example 36 includes subject
matter where the MEC system comprises an MEC host executing the NFV
instance, and wherein the coroputing device comprises a second MEC host
configured as a Network Function Virtualization Orchestrator (NFVO} of the
MEC syster, the NFVO including an NFV slice control tunction (NFV-SCO)
generating the slice configuration policy.

[8328] In Example 38, the subject matter of Example 37 includes subject
matter where the MEC host and the second MEC host are configured o operate
according to a standard from a European Telecommunications Standards
Institute (ETSI) MEC standards family.

{338 In Example 39, the subject matter of Examples 37-38 includes
subject matter where the slice configuration policy comprises a virtual machine
(VM) allocation and handoft policy and to reconfigure the network resources,
the instructions further causing the processing circuitry to: allocate additional
network resources of the 5G communication network to the MEC host based on

the VM allocation and handoff policy.
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18331} In Example 40, the subject matter of Example 39 includes subject
matter where to reconfigure the network resources, the instructions further
causing the processing circuitry to perform a VM handoff to relocate the MEC
application to execute on virtual resources of a second NFVI of the MEC system
based on the VM allocation and handoff policy.

[#332] In Example 41, the subject matter of Examples 36-40 includes
subject matter where the first set of non-MEC communication links comprises: a
communication links between the UE and the RAN; a communication link
associated with an N3 reference point between the RAN and a MEC data plane
of the MEC systern, the MEC data plane performing a user plane function of the
3G communication network; and a communication link associated with an N6
reference point between the MEC data plane and a local data network including
the virtual resources of the NFVL

{3333 In Example 42, the subject matter of Example 41 includes subject
maiter where the second set of MEC communication links comprises at least one
communication link associated with an Mp1 reference point of the MEC
application.

18334] In Example 43, the subject matter of Example 42 includes subject
matter where the at least one communication link associated with the Mpl
reference point ts a communication link between the MEC application and an
MEC application programming interface (AP} within an MEC platform of the
MEC system.

[3335] In Example 44, the subject matter of Example 43 includes subject
matter where the latency information includes processing delay associated with
obtaining radio network information (RNI) or location information by the MEC
AP, based on a request from the MEC application associated with the QoS flow.
183346] In Example 45, the subject matter of Examples 35-44 includes
subject matter where the instructions further cause the processing circuitry to
retrieve a first portion of the latency information associated with the first set of
communication links from a service coordinating entity of the 5G

communication network.
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matter where the service coordinating entity of the SG communication network
is an Operations Support System (OSS) of the SG communication network.
[B338] in Example 47, the subject matter of Examples 4546 includes
subject matter where the instructions further cause the processing circuitry 1o
retrieve a second portion of the latency information associated with the second
set of communication links from a service coordinating entity of the MEC
system.

[338] In Example 48, the subject matter of Example 47 includes subject
matter where the service coordinating entity of the MEC systern is a Multi-
Access Edge Orchestrator (MEAQ) of the MEC system.

[#348] In Example 49, the subject matter of Examples 35-48 includes
subject matter where the slice-specific attributes of the NSI include one or more
of the following: an end-to-end (E2F) latency requirement associated with
communication of data within the NSI; a minimum available bandwidth
requirement for the plurality of communication links of the NSI; and a
communication throughput requirement of at least one of the plurality of
communication links of the NSL

{3341} In Example 50, the subject matter of Examples 35-49 includes
subject matter where the processing circuitry is configured to: select a utility
function from a plurality of available utility functions based on a slice service
jevel agreement (SL.A) assoctated with the NSI; and generate the slice
configuration policy further based on minimizing the selected utility function.
16343 In Example 51, the subject matter of Example 50 includes subject
matter where the utility function is one of the following: a 5G efficiency-centric
utility function for minimizing end-to-end (E2E) delay within the SG
communication network; an MEC efficiency-centric utility function for
nuinimizing E2E delay within the MEC system; and an overall efficiency utility
function for minimizing breaches of the slice SLA.

183343] Example 52 is at least one machine-readable medium including
instructions that, when executed by processing circuitry, cause the processing

circuitry to perform operations to implement of any of Examples 1-51.
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18344 Example 53 is an apparatus comprising means to implement of

any of Examples 1-51.

13345 Example 54 is a system to implement of any of Examples 1-51.
[346] Example 55 is a method to implement of any of Examples 1-51.
18347} Although an aspect has been described concerning specific

exeruplary aspects, it will be evident that various modifications and changes may
be made to these aspects without departing from the broader scope of the present
disclosure. Accordingly, the specification and drawings are to be regarded in an
tlustrative rather than a restrictive sense. The accompanying drawings that form
a part hereof show, by way of illustration, and not of limitation, specific aspects
in which the subject matter may be practiced. The aspects tllustrated are
described in sufficient detail to enable those skilled in the art to practice the
teachings disclosed herein. Other aspects may be utilized and derived therefrom,
such that structural and logical substitutions and changes may be made without
departing from the scope of this disclosure. This Detailed Description, therefore,
is not to be taken in a limiting sense, and the scope of various aspects is defined
only by the appended claims, along with the full range of equivalents to which

such claims are entitled.

[348] Such aspects of the inventive subject matter may be referred to
herein, individually and/or collectively, merely for convenience and without
intending to voluuntarily limit the scope of this application to any single aspect or
inventive concept if more than one is disclosed. Thus, although specific aspects
have been illustrated and described herein, it should be appreciated that any
arrangement calculated to achieve the same purpose may be substituted for the
specific aspects shown. This disclosure is intended to cover any adaptations or
vartations of various aspects. Combinations of the above aspects and other
aspects not specifically described herein will be apparent to those of skill in the
art upon reviewing the above description.

3345] The Abstract of the Disclosure is provided to allow the reader to
quickly ascertain the nature of the technical disclosure. It is submitted with the
understanding that it will not be used to interpret or limit the scope or meaning

of the claims. Also, in the foregoing Detailed Description, it can be seen that
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vartous features are grouped in a single aspect to streamline the disclosure. This
method of disclosure is not to be interpreted as reflecting an intention that the
claimed aspects require more features than are expressly recited in each claim.

Rather, as the following claims reflect, the inventive subject matter lies in less

W

than all features of a single disclosed aspect. Thus the following claims are
hereby incorporated into the Detailed Description, with each claim standing on

its own as a separate aspect.

93



WO 2020/185794 PCT/US2020/021914

10

CLAIMS

What is claimed is:

L. A system configured to track network slicing operations within a Fifth

Generation (3G} communication network, the system comprising:
memory; and

processing circuitry coupled to the memory, the processing circuitry

configured to:

determine a network slice instance (NS} associated with a quality
of service (QoS) tlow of a user equipment (UE), the NSI communicating
data tor a network function virtualization (NFV) instance of a Multi-
Access Edge Computing (MEC) system within the SG communication

network;

retrieve latency information for a plurality of communication
links used by the N8I, the plurality of communication links including a
first set of non-MEC communication links associated with a radio access
network (RAN) of the 5G communication network and a second set of

MEC communication links associated with the MEC system;
generate a slice configuration policy based on the retrieved
latency information and slice-specific attributes of the NSI; and
reconfigure network resources of the SG communication network

used by the NSI based on the generated slice configuration policy.

2. The system of claim 1, wherein the NFV instance is provided by a MEC
application associated with the QoS flow, the MEC application executing on
virtual resources of a network function virtualization infrastructure (NFVI) of

the MEC system.
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3. The system of claim 2, wherein the MEC system comprises an MEC host

executing the NFV instance.

4. The systern of claim 3, wherein the slice configuration policy comprises
5  avirtual machine (VM) allocation and handoft policy and to reconfigure the

network resources, the processing circuitry 1s configured to:

allocate additional network resources of the 5G communication network

to the MEC host based on the VM allocation and handoff policy.

0 5 The system of claim 4, wherein to reconfigure the network resources, the

processing circuitry is further configured to:
perform a VM handoft to relocate the MEC application to execute on
virtual resources of a second NFVI of the MEC system based on the VM

allocation and handotf policy.
15

6. The system of claim 2, wherein the first set of non-MEC communication
links comprises:

a communication links between the UE and the RAN;

a communication link associated with an N3 reference point between the

20 RAN and a MEC data plane of the MEC system, the MEC data plane performing

a user plane function of the 5G comumunication network; and

a communication link associated with an N6 reference point between the
MEC data plane and a local data network including the virtual resources of the

NFVL

[\
W

ng

The system of claim 6, wherein the second set of MEC communication
links comprises at least one communication link associated with an Mpl

reference point of the MEC application.
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8. The system of claim 7, wherein the at least one communication link
associated with the Mp1 reference point is a communication link between the
MEC application and an MEC application programming interface {API) within

an MEC platform of the MEC system.

9. The system of claim 8, wherein the latency information includes
processing delay associated with obtaining radio network information (RNI) or
location information by the MEC API based on a request from the MEC

application associated with the QoS flow.

10, The system of claim 1, wherein the processing circuitry is configured to:

retrieve a first portion of the latency information associated with the first
set of communication links from a service coordinating entity of the 5G

communication network.

11, The systemn of claim 10, wherein the service coordinating entity of the
5G communication network is an Operations Support System (OS8) of the 3G

communication network.

12. The system of claim 10, wherein the processing circuitry is configured
to:

retrieve a second portion of the latency information associated with the
second set of commurnication links from a service coordinating entity of the

MEC system.

13. The system of claim 12, wherein the service coordinating entity of the

MEC systemn is a Multi-Access Edge Orchestrator (MEAQ) of the MEC system.

96
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30

A computing node in a Multi-Access Edge Computing (MEC)-enabled

Fitth Generation (5G) communication network, the node comprising:

a network interface card (NIC); and

processing circuitry coupled to the NIC, the processing circuitry

configured to perform operations to:

determine a network slice instance (NSI) associated with a quality
of service (Qo8} flow of a user equipment (UE), the NS communicating
data for a network function virtualization (NFV) instance of a Multi-
Access Edge Computing (MEC) system within the 5G communication
network;

retrieve via the NIC, latency information for a plurality of
communication links used by the NSI, the plurality of communication
links including a first set of non-MEC communication links associated
with a radio access network (RAN) of the 5G coramunication network
and a second set of MEC communication links associated with the MEC
systern;

generate a slice configuration policy based on the retrieved
latency information and slice-specific attributes of the N8I and

recontfigure network resources of the 3G communication network

used by the NSI based on the generated slice configuration policy.

The computing node of claim 14, wherein the NFV instance is provided

by a MEC application associated with the QoS flow, the MEC application
executing on virtual resources of a network function virtualization infrastructure

(NFVT) of the MEC system.

The computing node of claim 14, wherein the processing circuitry is

configured to:

select a utility function from a plurality of available utility functions

based on a slice service level agreement (SLA) associated with the N8I, and

97
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generate the slice configuration policy further based on minimizing the

selected utility function

17. The computing node of claim 16, wherein the utility function is one of
5 the following:
a 5G efficiency-centric utility function for minimizing end-to-end (E2E)}
delay within the SG communication network;
an MEC effictency-centric uttlity function for minimizing E2E delay

within the MEC system; and

10 an overall efficiency utility function for minimizing breaches of the slice
SLA.
18. At least one non-transitory machine-readable storage medium comprising

instructions, wherein the instructions, when executed by a processing circuitry of
1S a computing device operable in a Multi-Access Edge Computing (MEC)-enabled
Fitth Generation (5G) communication network, cause the processing circuitry to

perform operations that:

determine a network slice instance (INSI) associated with a quality of
service ((QoS) flow of a user equipment (UE), the NSI communicating data for a
20 network function virtualization (NFV) instance of a Multi-Access Edge

Computing (MEC) system within the SG communication network;

retrieve latency information for a plurality of communication links used
by the NSL the plurality of communication hoks ncluding a first set of non-
MEC communication links associated with a radio access network (RAN) of the
255G communication network and a second set of MEC communication links

assoctated with the MEC system;

generate a slice configuration policy based on the retrieved latency

information and slice-specific attributes of the NSI; and

reconfigure network resources of the 5G communication network used

30 by the N8I based on the generated slice configuration policy.

98
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10

9. The non-transitory machine-readable storage medium of claim 18,
wherein the NFV instance is provided by a MEC application associated with the
(JoS flow, the MEC application executing on virtual resources of a network

function virtualization infrastructure (NFVI) of the MEC system.

20, The non-transitory machine-readable storage medium of claim 18,

wherein the processing circuitry is configured to:

select a utility function from a plurality of available utility functions

based on a slice service level agreement (SL.A) assoctated with the NSI; and

generate the slice configuration policy further based on minimizing the

selected utility function,
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