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DYNAMIC RESOURCE TUNING CLOUD SERVICE

FIELD

[0001] The disclosure generally relates to the field managing computing resources

for a cloud computing service.

BACKGROUND

[0002] A cloud computing provider provides various customers with computing
services to give the customer the ability to run applications on the provider’'s shared
computing infrastructure. An advantage of the cloud computing environment is that
customers can access additional cloud computing resources when needed and
release resources when not needed. When resources are not sufficient to meet

customer needs, the cloud provider’s services may become unresponsive.

[0003] Service level agreements (SLAs) define a customer's service quality
expectations and the obligations of the cloud service provider. The SLA defines
multiple Quality of Service (QoS) parameters. Data on measurable capabilities, for
example, quality of service, availability and reliability, give the cloud service customer
the tools and opportunity to make informed choices and to gain an understanding of
the service being delivered. Cloud provider services may be measured by identifying
the cloud service properties that have to be measured and their standards of

measurement or metrics.

[0004] A metric provides knowledge about characteristics of a cloud property
through both its definition (e.g. expression, unit, rules) and the values resulting from
the observation of the property. For instance, a customer response time metric can be

used to estimate a specific response time property (i.e. response time from customer
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to customer) of a cloud service feature. It also provides the necessary information that

is needed for to reproduce and verify observations and measurement results.

SUMMARY
[0005] According to one aspect of the present disclosure, there is provided a
computer implemented method of controlling resources in a computing service, the
computing service having a service level agreement with at least one customer,
including: receiving customer-preference data that identifies for the at least one
customer a relationship between consumption of one or more first resources and one
or more second resources, the customer-preference data constrained by the service
level agreement between the customer and the computing service. The computer
implemented method of controlling resources also includes receiving a request to
execute a set of processes on a plurality of processing resources for the customer.
The computer implemented method of controlling resources also includes verifying the
service request does not violate that customers SLA terms. The computer
implemented method of controlling resources also includes managing the processing
resources allocated to the at least one customer, by determining a resource allocation
for the at least one customer; configuring processing recourses based on the resource
allocation to execute the set of processes though a message passing interface and a
processing management interface; monitoring the set of processes though a message
passing interface and a processing management interface based on a set of QOS
metrics; and based on the monitoring and the customer preference data, and on
determining that the QOS metric is not sufficient for the set of processes, automatically
modifying the resource allocation and processing resources for the customer. Other
embodiments of this aspect include corresponding computer systems, apparatus, and
computer programs recorded on one or more computer storage devices, each

configured to perform the actions of the methods.

[0006] Implementations may include one or more of the following methods. The
computer implemented method may include any of the foregoing steps and further

comprise, for the processing resources allocated to the at least one customer,



WO 2020/172692 PCT/US2020/030121

launching customer processes, controlling customer processes, and controlling
customer processing resources including processing units, processing threads and
processing memory. The computer implemented method may include any of the
foregoing steps and further comprise providing a resource application programming
interface implemented with a processing management interface application
programming interface to provide processing management interface services. The
computer implemented method may include any of the foregoing steps and further
comprise where the customer-preference data identifies, for the customer, the
relationship as a rule, the rule based on a metric defining conditions and rules for a
measurement of computing service performance. The computer implemented method
may include any of the foregoing steps and further comprise where the processing
management interface provides each message passing interface process with a
number of processing units, and process threads, and a processor group through a
group communicator application. method including the foregoing features where the
managing resources includes storing a database of customer preference data and
resource allocations, and where the managing resources includes adding information
to the database and querying information added by applications running on allocated
processes to provide the modifying the resource allocation. The computer
implemented method may include any of the foregoing steps and further comprise
where the modifying includes: initiating an automated negotiation with the computing
service using MPI and PMI, requesting a new service level agreement from the
computing service, and establishing a new service level agreement using the
automated negotiation. The computer implemented method may include any of the
foregoing steps and further comprise the QOS metric including one of computing
capability or response time. The computer implemented method may include any of
the foregoing steps and further comprise the database including storing at least one
of processing nodes, computing sockets or processing threads of the allocated
resources. Implementations of the described techniques may include hardware, a

method or process, or computer software on a computer-accessible medium.

[0007] Another general aspect includes a method of controlling resources for

customers in a cloud computing service, each customer having a service level
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agreement (SLA) with the cloud computing service, the method including receiving, by
the cloud computing service, customer-preference data that identifies, for an
application to be executed by the cloud computing service for a customer, a
relationship between consumption of a first resource and a second resource. The
method of controlling resources also includes receiving a service request to execute
a set of processes on processing resources for an application for the customer. The
method of controlling resources also includes managing the service level agreement
by verifying that the service request does not violate that customer's SLA terms. The
method of controlling resources also includes managing resources for the customer,
by determining a resource configuration of processing resources for the customer;
configuring a set of cloud service processing resources to implement the resource
configuration to execute the set of processes using a message passing interface and
a processing management interface; monitoring the set of processes based on a set
of quality of service (QOS) metrics; and based on the monitoring and the customer
preference data, and a determination that one of more of the set of QOS metrics is not
sufficient for the set of processes, automatically modifying the set of cloud service
processing resources for the customer. Other embodiments of this aspect include
corresponding computer systems, apparatus, and computer programs recorded on
one or more computer storage devices, each configured to perform the actions of the

methods.

[0008] Implementations may include a method may comprise a method having any
of the foregoing steps where managing the SLA includes replying to interleaved polling
of QOS metrics responsive to customer requests. The method may comprise a method
having any of the foregoing steps and may also include scheduling resource usage to
provide QOS for users in a shared environment and resources efficiency. The method
may comprise a method having any of the foregoing steps where the customer-
preference data identifies, for a customer entity, the relationship as a rule, the rule
based on a metric defining conditions and rules for a measurement of computing
service performance. The method may comprise a method having any of the foregoing
steps where the processing resources include at least computing resources including

processing units, processing threads and processing memory. The method may
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comprise a method having any of the foregoing steps where the method further
includes: receiving a request to begin an automated negotiation with the cloud
computing service, negotiating a new service level agreement using the automated
negotiation, generating the new service level agreement from the cloud computing
service, and establishing the new service level agreement using the automated
negotiation. The method may comprise a method having any of the foregoing steps
where the QOS metric includes one of computing capability or response time.
Implementations of the described techniques may include hardware, a method or

process, or computer software on a computer-accessible medium.

[0009] One general aspect includes a processing device operable in a computing
service, including: a non-transitory memory storage including instructions; and one or
more processors in communication with the memory storage, where the one or more
processors execute the instructions. The one or more processors execute the
instructions to receive customer-preference data that identifies for a customer a
relationship between consumption of one or more first resource types and one or more
second resource types, the customer-preference data constrained by a service level
agreement between the customer and the computing service. The one or more
processors execute the instructions to receive a request for execution of an application
from the customer by the computing service; and manage the service level agreement
and resources for the customer through a set of MPI and PMI processes. The one or
more processors execute the instructions to manage resources by determining that
the request does not violate that customer’s service level agreement terms, and that
the service level agreement service levels are maintained; determining resource
configurations for the at least one customer; configuring a set of computing service
resources to implement the resource configurations to execute the set of processes
though a message passing interface and a processing management interface;
monitoring the set of processes based on a set of quality of service (QOS) metrics;
and based on the monitoring and the customer preference data, and a determination
that one of more of the set of QOS metrics is not sufficient for the set of processes,

automatically modifying the set of computing resources for the customer.
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[0010] Implementations may include a device having any of the foregoing features
where the customer-preference data identifies a relationship for an application
executed by the computing service on behalf of the customer. The device may include
a device having any of the foregoing features where the customer-preference data
identifies, for the customer, the relationship as a rule, the rule based on a metric
defining conditions and rules for a measurement of computing service performance.
The device may include a device having any of the foregoing features where at least
one of the one or more first resource types includes processor allocation. The device
may include a device having any of the foregoing features where the resource is
thread, core or socket allocation. device may include a device having any of the
foregoing features where the one or more processors execute the instructions to:
initiate an automated negotiation with the computing service, request a new service
level agreement from the computing service, and establish a new service level
agreement using the automated negotiation. The device may include a device having
any of the foregoing features where the QOS metric includes one of computing
capability or response time. The device may include a device having any of the
foregoing features where the resource includes one of computing nodes, cores, or
threads. Implementations of the described techniques may include hardware, a

method or process, or computer software on a computer-accessible medium.

[0011] One general aspect includes a non-transitory computer-readable medium
storing computer instructions for one or more processors executed by a cloud
computing provider, that when executed by one or more processors, cause the one or
more processors to: receive, by the cloud computing provider, customer-preference
data that identifies, for an application to be executed by the cloud computing provider
for at least one customer, a relationship between consumption of a first resource type
and a second resource type; receive a service request to execute a set of processes
on cloud computing provider processing resources for the customer; and manage a
service level agreement and resources for the customer through a aet of processes
via message passing interface and a processing management interface, the
processes including.. The non - transitory computer - readable medium storing

computer instructions also includes managing the service level agreement and
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resources by: determining that the request does not violate that customer’s service
level agreement terms, and that the service level agreement service levels are
maintained; determining cloud computing service processing resource configurations
for the at least one customer; configuring a set of cloud computing resources to
implement the resource configurations to execute the set of processes though a
message passing interface and a processing management interface, the processors
identifying each processing node, processing core, processing thread with a unique
identified; monitoring the set of processes based on a set of QOS metrics; and based
on the monitoring and the customer preference data, and a determination that one of
more of the set of QOS metrics is not sufficient for the set of processes, automatically

modifying the set of computing resources for the customer.

[0012] Implementations may include the non-transitory computer-readable
medium having any of the foregoing features where the customer-preference data
identifies, for a customer entity, the relationship as a rule, the rule based on a metric
defining conditions and rules for a measurement of cloud computing provider
performance. The non-transitory computer-readable medium having any of the
foregoing features and further where the metric includes one of computing capability
or response time. The non-transitory computer-readable medium having any of the
foregoing features and further where at least one of the one or more first resource
types includes processor allocation. The non-transitory computer-readable medium
having any of the foregoing features and further where the resource includes one of
sockets, cores, or threads. The non-transitory computer-readable medium having any
of the foregoing features and further where the one or more processors to further
perform the steps of: receiving a request to begin an automated negotiation with the
cloud computing service, negotiating a new service level agreement using the
automated negotiation, generating the new service level agreement from the cloud
computing service, and establishing the new service level agreement using the

automated negotiation.

[0013] This Summary is provided to introduce a selection of concepts in a simplified

form that are further described below in the Detailed Description. This Summary is not
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intended to identify key features or essential features of the claimed subject matter,
nor is it intended to be used as an aid in determining the scope of the claimed subject
matter. The claimed subject matter is not limited to implementations that solve any or

all disadvantages noted in the Background.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] Aspects of the present disclosure are illustrated by way of example and are

not limited by the accompanying figures for which like references indicate the same or

similar elements.

[0016] FIG. 1 is a block diagram of a computing environment suitable for

implementing the present technology.

[0016] FIG 2A is a flowchart illustrating a method performed by a cloud service

customer in accordance with the technology.

[0017] FIG. 2B is a flowchart illustrating a method performed by a cloud service

provider in accordance with the technology.

[0018] FIG. 3 is a diagram illustrating the relationship between components of a

customer-preference, a resource and a metric.

[0019] FIG. 4 is a UML diagram of a cloud service metric and its relationship to a

customer-preference.

[0020] FIG. 5A is an illustration of a customer-preference table used in defining a

customer-preference.

[0021] FIG. 5B is an illustration of a metric table used in defining a customer-

preference.

[0022] FIG. 5C is an illustration of a rule table used in defining a customer-

preference.
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[0023] FIG. 6 is a flowchart illustrating a method performed by a cloud service

provider for a job to be performed for a cloud service customer.

[0024] FIG. 7 is an overview of the negotiation process between a computing

service provider and a cloud service customer’s computing device relative to each

party.

[0025] FIG. 8 is a flowchart illustrating a method performed by a cloud service

customer to negotiate a change in service.

[0026] FIG. 9is a block diagram of components utilized by cloud service customer

and a cloud service provider to implement the present technology.

[0027] FIG. 10 is a flowchart illustrating the use of a message passing interface to

implement the customer-preference.

[0028] FIG. 11A is a depiction of node management in a cloud service provider

using the SLURM cluster management and job scheduling architecture.

[0029] FIG. 11B is a depiction of cluster partitioning using the SLURM cluster

management and job scheduling architecture.

[0030] FIG. 11C is a depiction of CPU organization in a quad-core processor using

the SLURM cluster management and job scheduling architecture.

[0031] FIG. 12 is a table depicting CPU management using the SLURM cluster

management and job scheduling architecture for one cluster.

[0032] FIG. 13 is a table depicting partition management using the SLURM cluster

management and job scheduling architecture for one cluster.
[0033] FIG. 14 is a table depicting an exemplary CPU allocation.

[0034] FIG. 15 is a depiction of a computing environment which may be used to

implement the present technology.
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DETAILED DESCRIPTION

[0035] Technology is provided to allow customers of a cloud services provider to
control resource provisioning for the customer using negotiated customer-preference
data. QoS in cloud computing is defined in terms of allocating resources to the
application that guaranties a service level along dimensions such as performance,
availability and reliability. As a cloud services provider performs QoS for the customer,
for each request that a customer makes, resources of the provider are allocated or
deallocated. When the provided resources result in a measurable insufficiency in
performance, as determined by a customer metric, customer-preference data which
defines a relationship between resources can be used by the provider to reconfigure
resources for the customer. If the reconfigured resources are not sufficient to meet
performance objectives, a new SLA may be negotiated via a negotiation process

between the customer and the provider.

[0036] In the present technology, customer-preference data is used to define
preferences for an application. A resource manager of the cloud service provider may
then adjust resources allocated to the customer. The cloud resources managed by
the resource manager may include computing, storage and network components that
have limited availability. By using different algorithms and approaches, a resource
manager performs resource assessment, tracking, and allocation, prevents resource
leaks, and terminates access to resources that have been acquired but not released

after use, thereby reclaiming resources.

[0037] FIG. 1 is a block diagram of a present cloud service environment including
a cloud services provider 190 and cloud services customers resources 100a and 100b
that are hosted by 190. The cloud services provider 190 and the hosted computing
environments of customer resources 100a, 100b may communicate via a public or
private network connection 180. As illustrated in FIG. 1, a cloud services provider
190 may include SLA manager 110, physical resources 140 and a resource manager
120. Physical resources 140 are provided by the cloud services provider, and include

various networking, processors and storage equipment. Each of the processors may
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be a central processing unit (CPU). The physical resources 140 may comprise a
scalable and elastic pool of sharable physical processors or virtual processing
resources which may be managed by the resource manager 120. The physical
resources 140 may include customer virtual machines which virtualize services on the
physical resources 140 to provide customer resources 100a, 100b. Using the physical
resources, the cloud services provider 190 provides services 160 which may include,
by way of example, dedicated servers, operating systems, networks, software,

applications and data storage.

[0038] The physical resources 140 are controlled by resource manager 120. The
system components of the resource manager support the cloud services provider 190
in arrangement, coordination and management of physical resources 140 in order to
provide cloud services to consumers. The resource manager 120 includes a
provisioning controller 122, a configuration controller 124, a QoS manager 130, and
customer SLA data 128 The QoS manager 130 and customer-preference data 126

are constrained by customer SLA data 128.

[0039] Shown in FIG. 1 are two sets of customer resources 100a and100b. While
only two sets of customer resources 100a and 100b are illustrated, it will be understood
that any number of customers may connect to the cloud services provider 190. Each
set of customer resources 100a and 100b includes its own set of customer
requirements for customer resource utilization 102a, 102b and customer-data and

applications 104a, 104b.

[0040] Cloud service customers can request services and resources be added to
their set of resources 100a, 100b, and the cloud services provider 190 controls
resources 140 which are utilized by the cloud service customer. Different service
models may affect a customer’s request over the computing resources 140. In a
Software as a Service (SaaS) model, the cloud services provider 190 deploys,
configures, maintains and updates the operation of software applications on the
computing resources 140 infrastructure so that the services are provisioned at the
expected service levels to cloud consumers. The cloud service provider in a SaaS

model assumes most of the responsibilities in managing and controlling the
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applications and the infrastructure, while the consumers have limited administrative
control applications. In a Platform as a Service (PaaS) model, the cloud services
provider 190 manages the computing resources 140 infrastructure for the platform and
runs the software that provides the components of the platform, such as runtime
software execution stack, databases, and other middleware components. In an
Infrastructure as a Service, (laaS) model, the cloud services customers 100a, 100b
acquire the physical computing resources underlying the service, including the
servers, networks, storage and hosting infrastructure. The cloud services provider 190
runs software necessary to make computing resources available to cloud services
customers through a set of service interfaces, such as virtual machines and virtual
network interfaces. The cloud service customer can then use these computing

resources, such as a virtual computer, for their fundamental computing needs.

[0041] The presenttechnology provides a customer-preference data set that allows

the cloud services provider to enable each of the aforementioned models.

[0042] FIG 2A is a flowchart illustrating a method performed by a cloud service
customer in accordance with the technology. The method provides customer resource
usage data to a cloud service provider that allows the cloud service provider to better
adjust resources for the cloud service customer. At 210, the cloud service customer
defines customer resource usage data that identifies a relationship between

consumption of one or more first resource types and one or more second resource

types.

[0043] At 220, the cloud service customer will report resource usage of the
application to hosted by the cloud service provider. As described below, the QoS
metrics provide a standard of measure for resource performance. At 230, the cloud
service customer will monitor the application executing on the cloud service based on
data for the metrics. Data for the metrics may be gathered by the cloud services
provider. At 240, based on the monitoring, the cloud service customer can request one

or more resource types from cloud service provider for the application.
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[0044] Figure 2B is a flowchart illustrating a method performed by a cloud service
provider. At step 250, the cloud services provider receives customer-preference data
that identifies, for the customer application, a relationship between consumption of the
first resource type and a second resource type. Again, the resource types may include
multiple types of the first resource and multiple types of second resources. At step
260, the cloud service provider determines a consumption level of the first resource
type of the application to be executed for the cloud services customer. At step 270,
the cloud service provider allocates or deallocates one or more resources of the
second resource type based on the identified relationship defined by the cloud service
customer. At step 280, the cloud service provider monitors the application based on
the customer specified QOS metrics and can provide the monitoring data to the cloud

service customer.

[0045] FIGs. 2A and 2B reflect methods that may be performed electronically by
processing devices using code, stored in memory associated with the processing
device, which causes the processor to execute the methods. Using the customer
preference data and the constraints (and goals) defined in a service level agreement,
the cloud service processing devices can react quickly to computing needs of

customers by altering cloud computing resources allocated to a customer.

[0046] FIG. 3 is a diagram illustrating the relationship between components of
customer-preference data (customer-preference rules 325 and customer-preference
parameters 335), a resource 310 and a metric 300. A metric 300 may be defined as a
standard of measurement characterizing the conditions for performing a measurement
of QoS, and for understanding the results of the measurement. As applied, a metric is
applied within a given context that require a specific property to be measured, at a
given time, for a specific objective. A resource 310, as noted above, may be a
computing resource or a service resource provided by the cloud service provider. A
scenario 320 represents a particular use case of the cloud service provider for which
services may be measured. The scenario 320 can determine the metric to be used for
a particular instance of a cloud service. The metric 300 relies on abstract metric

definitions that are related to a selected cloud service property. The customer-
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preference observation 330 is a measurement based on a metric, at a point in time,
on a measurement target. The customer-preference observation 330 of the cloud
service through the metric will result in measurement results that can be applied to
change the customer-preference parameters. The customer-preference scenario 320
has a direct correlation to the customer-preference rules 325 in use for the application.
Customer-preference observations 330 comprise the feedback used by the customer
based on customer-preference parameters. For example, there may be a measurable
quantification of response time for applications. Customer-preference parameters 335
comprise the measurable factor making up the elements of a metric. As illustrated in
FIG. 3, metric 300, customer preference scenario 320 and observation 330 are hosted
by SLA manager 350 and resource 310, rules 325 and parameters 335 are hosted by

resource manager 360 on the cloud service provider side.

[0047] The customer-preference is managed by the customer by updating
associated customer-preference parameter(s) 335 and customer-preference rule(s)
325. Resources 310 are linked to the customer-preference metrics 300, and specific

values to the rule(s) and parameter(s) are defined and updated.

[0048] FIG. 4 is a UML diagram of a cloud service metric and its relationship to a
customer-preference. The metric is defined by classes which include an abstract
metric 460 which includes, for the abstract metric, a rule definition 440, and a
parameter definition 450. An instantiated metric includes a metric 420, a metric rule

420 and a metric parameter 430.

[0049] In general, an abstract metric is an abstract standard of measurement used
to assess a cloud service property to be observed. The standard of measurement
describes what the result of the measurement means, but not how the measurement
was performed. The abstract metric is not used by itself but is instantiated using a
metric. The abstract metric definition (abstract metric 460, a rule definition 440, and a
parameter definition 450) is a collection of elements that defines the expression of a
specific metric 300 for a given metric category. A cloud service property is property of
a cloud service to be observed. A property may be expressed qualitatively or

quantitatively.
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[0050] The abstract metric 460 includes basic information necessary to
understand the measurement of a property to be observed but does not include the
additional information (e.g. Context, target) to actually use the metric 300. This
includes: a name of the abstract metric. (such as time/duration); a reference ID, which
is a unique identifier for the abstract metric; a unit that will be associated with the
abstract metric (such as seconds); a scale including information on how the
measurement value can be interpreted and the type of operations which can be
performed on it; an expression comprising a function used to assemble the underlying
abstract metrics, rule definitions and the parameter definitions (e.g. Expression = sum
(response time)/n where “response time” is an underlying abstract metric element and
“n” is a parameter definition element); a definition specifying a formal description of
the abstract metric; and a note for additional information or comments related to the

abstract metric.

[0051] Rule definitions 440 are associated with the abstract metric, and each
abstract metric 460 may have zero or more rule definitions associated with it. Rule
definitions 440 may be part of the expression of an abstract. An abstract metric 460
may have zero or more parameter definitions 450 associated with it. Parameter

definitions 450 may be part of the expression of an abstract metric.

[0052] A rule definition element 440 may be used to further constrain some parts
of an abstract metric element and indicate possible method(s) for measurement. The
rule definition element 400 has attributes which include its name, referencelD, a
definition, and notes, with all attributes having the same meaning as those in the

abstract metric class.

[0053] The parameter definition 450 defines a parameter needed in the expression
of an abstract metric 460 and a parameter definition may be used by more than one
abstract metric. The parameter definition 450 has attributes which include a name,
referencelD, definition and note, with these attributes having the same meaning as
those in the abstract metric class. It also includes a parameter type attribute defining

the manner in which the parameter should be interpreted. (e.g. Integer, string)
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[0054] The metric class 410 defines an instantiated abstract metric as a standard
of measurement for a specific cloud service property. It is based on the abstract metric
element, adding the specific parameters, and rules which are required to use the

abstract metric. The metric class includes a name, reference id and note attributes.

[0055] A metric 410 is associated with zero or more metric rules 420. These metric
rules 420 are an implementation of an abstract metric through its rule definitions
association. A metric 410 is associated with zero or more metric parameters 430.
These metric parameters 430 an implementation of an abstract metric through its

parameter definitions association.

[0056] The metric rule 420 represents a concrete rule of the metric based on
information from the metric’s primary abstract metric element. The metric rule includes
a note attribute and a value attribute. The value attribute is the value of the rule defined
by the associated rule definition. (e.g. a value could be “scheduled maintenance” for

the associated rule definition observation_exclusion).

[0057] Each metric rule is dependent on a single rule definition 440. This rule
definition 400 is selected from the rule definitions of the primary abstract metric

element 460 for the metric 410.

[0058] The metric parameter 430 represents a concrete parameter of the metric
based on information from the primary abstract metric element 460 for the metric 410.
The value attribute is value of the parameter defined by the associated parameter
definition (e.g. a value could be 30 for the associated parameter definition
measurement_timeframe). The note attribute may contain additional information or

comments related to the metric parameter.

[0059] A metric parameter 430 is dependent on a single parameter definition 450.
This parameter definition 450 is selected from the parameter definitions of the primary

abstract metric element 460 for the metric 410.

[0060] Customer-preference data 490 comprises a set of one or more rules that

define, for one or more applications, a preference for adjusting resources based on



WO 2020/172692 PCT/US2020/030121

-17 -

the properties defined in the metric. The customer-preference data provides
customer-preferences in the allocation and deallocation of resources which are based
on measurable qualities of instantiated metrics. Hence, the customer-preference data
is dependent upon the instantiated metric to serve a basis for the cloud services
provider to allocate or deallocate resources within the context of the SLA, based on

the customer defined rules.

[0061] In one aspect, the customer-preference may be provided in a data structure.
FIGs. 5A — 5C illustrate one example of customer-preference data in a data structure.
It will be recognized that any number of suitable techniques or structures for organizing

customer-preference data may be utilized in accordance with the technology.

[0062] FIG. 5A is an illustration of a customer-preference table used in defining a
customer-preference. FIG. 5B is an illustration of a metric table used in defining a
customer-preference. FIG. 5C is an illustration of a rule table used in defining a

customer-preference.

[0063] The customer-preference table illustrated in FIG. 5A may include an
entitylD, a metric ID and an entity type for each record. As illustrated therein, the
customer-preference table may include unique identifiers for various entities within the
customer. Preferences may be defined for an application, organization or group within
the customer. It should be understood that while the table illustrated one metric for

each entity ID, multipole metrics may be defined for each application, organization or

group.

[0064] FIG. 5B illustrates a metric table associating the metric IDs from the
customer-preference table with rule IDs and resource types. Each rule may be
assigned a unique rule ID and associates one or more resources with a rule ID. The
resources may be any resource provided by a cloud service provider which is available
to a cloud service customer. This description will focus on an implementation using

processing capacity, but any resource may be defined in the customer-preference.
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[0065] FIG 5C illustrates a rule definition table. For each rule ID, a specific rule is
defined. For example, rule 11 increases a second resource if additional resources of
a first resource are allocated. Similarly, rule 12 decreases the second resource if the
first resource is deallocated. Rule 13 specifies a condition (QoS drops below a
threshold) as a precedent to increasing resource 1. It will be understood that the

foregoing are examples only.

[0066] FIG. 6 is a flowchart illustrating a method performed by a cloud service
provider 190 for an application to be executed for a cloud service customer 100a,
100b, 100c.

[0067] At 610, for any job request from a cloud service customer, at 620, the QOS
manager may check the customer-preference data for the cloud service customer to
determine the best resource fits for the customer based on the data and as constrained
by the SLA. At 630 a QOS manager orders a resource manager to create a resource
for the customer of the cloud service provider. At 640, the job (application) requested
by the customer executes. At 650, the cloud service provider monitors job
performance based on the defined metrics for the customer and may forward the
results to the cloud service customer. At 660, a determination is made as to whether
not a QOS metric as specified by the customer is not performing adequately. If so, the

method returns to step 610 for the next job.

[0068] If the performance of the cloud service provider is not adequate, the
customer-preference data is referenced again at 670 to determine whether or not
resources may be modified within the scope of the SLA. At 680, resources may be
modified by the cloud service provider. This can include increasing CPU frequency or
co-locating applications where the resource in question is a deficiency in processing
power. The method may continually test whether or not there is a metric violation after

adjusting resources at 680

[0069] As discussed above with respect to FIG. 2A, QoS metrics and customer-
preference data may be modified if performance by the cloud services provider is not

adequate.
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[0070] FIG. 7 is an overview of the components used in, and a negotiation process
between, a computing service provider and a cloud service customer’'s computing
device relative to each party. FIG. 8 is a flowchart illustrating a method performed by
a cloud service customer to negotiate a change in service using the components in
FIG. 7.

[0071] As illustrated in FIG. 7, the cloud computing service 190 may include a
negotiator process 715, a service and resource management process 725 and a
service management process 735. A service level agreement monitor process 710
may also be provided. A cloud computing customer has, as a portion of its
organization, a cloud entry point computing device 702, which may be running a cloud

negotiator process 704.

[0072] With reference to FIGs. 7 and 8, at 810, a determination is made as to
whether the monitored metrics indicate a resource performance which is not
acceptable. At 820, a determination is made as to whether not to request modification
the SLA to allow for increased allocation of a resource. If so, then at 830, the cloud
service customer initiates an SLA negotiation whereby the customer negotiator
process 704 initiates a communication with the negotiator process 715 of the cloud
service provider 190. At 840, a negotiation response is generated by the negotiator
process 715 of the cloud service provider is received by the cloud service customer.
At 850, service templates describing the services desired by the cloud services
customer are transmitted from the cloud service customer are transmitted from the
cloud service customer to the cloud service provider service and resource
management process 725 negotiator process 704. At 860, service provider templates
which define levels of services available from the cloud services provider are sent from

the provider 190 to the customer.

[0073] At 870, a negotiation loop comprising a service level request from the cloud
services negotiator process 704 and a reply or confirmation received from the service
and resource management process negotiate a level of service that is agreeable to
both entities until satisfactory agreement is reached. At 880, an agreement offer is

transmitted by the cloud service provider to the customer. At 890, the agreement is
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executed and at 895, scenario-based metrics and customer service preferences have

been established for host application.

[0074] FIG. 9 is a block diagram of the components utilized by cloud service
customer and cloud service provider to implement the invented technology. Elements
shown in FIG. 9 having like reference numbers to elements in FIG. 1 serve the same
purpose and are not discussed further with respect to FIG. 9.In order to implement the
present technology, the cloud service provider may include an SLA management
interface 902 to the SLA manager 350. The SLA manager ensures that service
requests from the customers do not violate that customer’s SLA terms, and that the
customer’s agreed upon service levels are maintained, by using a set of algorithms.
Such SLA algorithms include, for example: an interleaved polling algorithm to offer
quality of service (QoS) in the upstream direction; and scheduling algorithms to
provide quality of service (QoS) for users in a shared environment and at the same
time utilize the system resources efficiently. The SLA algorithms ensure the QoS by
the cloud service provider, and further include, for example: an Abandonment Rate
measure tracking the percentage of calls abandoned while waiting to be answered; an
Average Speed to Answer (ASA) monitor: an average time monitor, tracking the
average time it takes for a call to be answered by a service desk (usually in seconds);
and a Time Service Factor (TSF) measuring the percentage of calls answered within

a definite timeframe.

[0075] The SLA manager 350 communicates with the resource manager 360 to
monitor, control and ensure service levels as discussed above with respect to FIG.
2B. The resource manager has access to cloud hosts 950a, 950b and physical

resources 940via communication paths 980, as illustrated in FIG 9.

[0076] Resource manager 360 includes a configuration module 124, a provision
module 122, a customer-preference-data module 912, QoS manager 914 and
customer SLA module 130. The resource manager work with the modules 122, 124,
130, 912 and 914 to access resource rules, configure resources, monitor QoS,
manage preference and historical data; and determine resource configurations for

customers.
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[0077] The SLA management interface 902 gathers all data from cloud customers

through Physical resource abstraction module 145 and service module 160.

[0078] Physical resource 940 includes two customer cloud hosts 950a, 950b
(Although the details of only cloud host 950a are illustrated, it should be understood
that like elements to those discussed with respect to host 950a are contained therein.)
The hosts 950a, 950b may comprise a physical server including CPU, memory,
storage and OS. The host is controlled by SLA manager 350 and resource manager

360 in the cloud service provider side.

[0079] The host 950a includes a resource-control-module 951a. The host-
resource-control module 951a has a QoS monitor and control module 952a, and
customer-preference-collection module 953a. Customer-preference-collection module
953a works with the resource manager 360 to detect the resource usage on its host
950a. Note that the resource-control-module 951a is located outside of the set of cloud

service customer resources 100a (i.e. the cloud tenant, or the virtual machine).

[0080] A cloud host 950a also includes a set of cloud-service-customer resources
(a cloud tenant or virtual machine) 958a. 958a includes a customer-preference module
955a storing the preference data of the local customer, and a customer QoS monitor
956a to monitor the performance inside the resources 958a. The customer resource
manager 957a is inside the set of customer resources 958a and includes resource
monitoring tools such as SLURM (formerly an acronym for Simple Linux Utility for
Resource Management) or MONIT ( a free, open-source process supervision tool for
Unix and Linux ) and similar tools, and is responsible to collect the local data in
supporting the customer QoS monitor 956a. Customer resource manager 957a
interacts with applications 104a and records what resource pattern is corresponding
to what performance, provides such information to customer preference module 955a,

and this information is further delivered to resource manager 360.

[0081] Gate 954a is an interface that responsible for the data exchange and

communication between the host customer-preference-collector 953a and the
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customer QoS Monitor 956a. Gate 954a may be implemented by bridge, network

address translation (NAT) or host-only networking.

[0082] A resource management workflow comprises three primary components: (1)
SLA Manager 350; (2) control paths 980 (which can be implemented with a message
passing interface (MPI) and a process management interface (PMI)) and (3) the
resource managers. The resource manager 360 manages a distributed set of
processes that controls cloud customers (virtual machines) launching; process control;
the environment configuration such as CPU, threads, memories, propagating signals,
and the like. Control paths 980 can be implemented with MPI, PMI and a PMI-API. It
may be implemented based on the system-specific features, such as Hydra, SLURM,
SMPD, to provide PMI services; or, using a typical commodity cluster (e.g. TCP). PMI
has wire protocol where data is exchanged through the sockets interface. PMI is a
generic tool for any parallel programming model including MPI. PMI can provide each
MPI process with resource information about the number of CPUs, and process
threads, as well as the resource information of the processor group in an application
such as MPI_COMM_WORLD. The resource manager 957a maintains a database of
all such information, also allows the SLA manager 350 to interact with the resource
manager 957a by adding resource information to the database and querying resource
information added by other processes in the applications 104a. Multiple threads can
communicate with the host 950a and turn the resource and performance according to

a customer’s SLA specification.

[0083] A computing cloud can support high-performance computing (HPC) with
many advantages. For example, cloud computing provides a resilient and scalable
cloud infrastructure to run HPC applications with almost unlimited capacity. HPC
system owners deploy their tasks that stress the limits of local HPC infrastructure.
Cloud can offer an integrated services suite that includes everything needed to quickly
and easily build and manage HPC clusters in the cloud, enabling vertical industries to
use them to run the most compute-intensive workloads. These workloads include

traditional HPC applications as well as emerging applications.
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[0084] HPC over cloud can eliminate the long wait times and lost productivity
typically associated with local HPC clusters. Flexible configurations and almost
unlimited scalability allow to increase and decrease infrastructure as user workload

demands.

[0085] The mainstream of parallel computing is parallelism between computer
nodes, and MPI's a major technology for distributed computing on them. MPI was
developed for establishing a practical, portable, effective, and flexible standard for
messaging. MPI proposes a function interface description based on message passing.
MPI can be sued to implement the MapReduce function in Hadoop, and the MPI model

is widely used in parallel machines, especially distributed storage parallel machines.

[0086] For example, a master process can assign a job to a cloud computing
system by sending a message describing the job to a slave process. Another example
is a concurrent program that can sort the data in a current process, and then send the
sorted data to a neighbor process for a merge operation. Almost all parallel programs

can be described using a message passing model.

[0087] PMI allows different process managers to interact with the MPI library in a
standardized way. It is widely used in MPICH2 and other derivative MPI
implementations, such as MVAPICHZ2, Intel MPI. It is suitable for modern HPC
systems, including a hybrid programming model that combines MPI and threads with
scalability and efficient interaction that can implement a large number of cores on a

single node.

[0088] The implementation of PMI depends on the system itself. For example, for
a typical product process cluster, the PMI library can communicate via a
communication path (such as TCP) and the data can pass through a socket interface.

The advantage of TCP protocol is that any application is compatible.

[0089] SLA manager 350 stores SLA metrics and works with SLA Management
interface 902, together with resource manager 360, to communicate with the resource

control module 951a on each host 950a via communication paths 980. This
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communication typically requires a contact address, which may be an IP address, a
remotely accessible memory segment, or any other interconnect-specific identifier. A
resource manager 957a keeps the users and applications managed by itself. It also
queries the status and information from remote nodes via control paths through
management interface. Each resource manager maintains a separate database and
allowed to query for information across databases. It allows SLA managers to

exchange their database information and load them into their individual databases.

[0090] Because the SLA manager and resource manager have access to the MPI
and PMI interfaces, they can be utilized the QoS manager and customer preference
data to dynamically change sets of cloud service computing resources to customers.
This improves the speed at which the cloud service provider can respond to changes
in customer computing needs, allows the cloud service provider to more accurately
manage (release and allocate) its computing resources between customers, and
improve the execution of customer processes. This makes the cloud computing
service response time more accurate, and its computing resources (processors,

dynamic memory, storage, and networking, for example,) more efficient.

[0091] FIG. 10 is a flowchart illustrating the use of a message passing interface
(MPI) to implement the customer-preference by allocating resources in a cloud service
provider. At 1010, a resource manager in a cloud service provider determines a
resource allocation and at 1020 may access an MPI library. At 1030, tasks are
launched using MP1 and a resource launching mechanism, such as SLURM. SLURM
is an open source and scalable cluster management and job scheduling system for
large and small clusters. SLURM can allocate exclusive and/or non-exclusive access
to resources (compute nodes) to users for some duration of time so they can perform
work and provides a framework for starting, executing, and monitoring work on a set

of allocated nodes. At 1040, the cloud service provider waits for the next job request.

[0092] In one embodiment, SLURM is used the resource manager and the
technology will be described using this example. It should be understood that the
technology is not limited to the use of SLURM as a resource manager and other

resource managers may be used.
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[0093] FIG. 11A is a depiction an implementation of node management in a cloud
service provider using the SLURM cluster management and job scheduling
architecture, illustrating how entities are managed. A cloud service provider includes
a processing environment 1115 which may comprise physical and/or virtual resources
organized into a plurality of compute nodes 1120. SLURM consists of a daemon 1125
running on each compute node and a control daemon 1110 running on a management
node. The daemons provide fault-tolerant hierarchical communications. Daemon
1125 provides machine status, job status, remote execution and stream copy

functions, and executes on every compute node 1120.

[0094] A controller 1110 interfaces with each node 1120 in the processing
environment 1115 via daemon 1125. The controller 1110 includes a node manager,
partition manager and job scheduler. The controller 1110 orchestrates processing
environment activities, including queuing of jobs, monitoring node states, and

allocating resources to jobs.

[00956] FIG. 11B is a depiction of cluster partitioning using the SLURM cluster
management and job scheduling architecture. As illustrated in FIG. 11B, each cluster
1130 may include compute resource node partitions 1132, 1134, which group compute
nodes into logical sets. Partitions may be further grouped into jobs (Job A, Job B, Job
C), and job steps (Job Step 1, job Step 2, Job Step 3), which are sets of tasks within
a job. The partitions can be considered job queues, each of which has an assortment
of constraints such as job size limit, job time limit, users permitted to use it, and the
like. Priority-ordered jobs are allocated nodes (Node A through Node | in FIG. 11B)
within a partition until the resources (nodes, processors, memory, and the like) within

that partition are exhausted.

[0096] FIG. 11C is a depiction of CPU organization in a quad-core processor using
the SLURM cluster management and job scheduling architecture. SLURM allows
selecting configuration options to manage the use of CPU resources by jobs, steps
and tasks. There are four basic steps to manage CPU resources for a job/step:

selection of nodes; allocation of CPUs from the selected nodes; Distribution of Tasks
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to the selected Nodes; and, optionally, Distribution and Binding of Tasks to CPUs

within a Node.

[0097] In one embodiment, customer-preferences are defined in terms or
resources comprising compute or processing resources. In SLURM, whole nodes,
cores or threads may be allocated as resources. Exclusive (unshared) allocation of
CPUs as consumable resources limits the number of jobs/steps/tasks that can use a
node concurrently, but it does not limit the set of CPUs on the node that each task
distributed to the node can use. Unless some form of CPU/task binding is used (e.g.,
a task or spank plugin), all tasks distributed to a node can use all of the CPUs on the
node, including CPUs not allocated to their job/step. In one embodiment, consumable
resources can be configured with task affinity to unshared CPUs, shared CPUs, and/or
threads. Task affinity can also be useful when select/linear (whole node allocation) is
configured, to improve performance by restricting each task to a particular socket or

other subset of CPU resources on a node.

[0098] One example of node and partition configuration is shown in FIGs 12 — 14.
FIG. 12 is a table depicting a node cluster used in one embodiment of management
and job scheduling. FIG. 13 is a table depicting partition management using the
SLURM cluster management and job scheduling architecture for the cluster of FIGS.
12.

[0099] FIG 14 provides an exemplary configuration of a job using 6 CPUs. The
objective in this example is to run a job in a single node in the default partition, with
core binding to each task and cyclic distribution of tasks to nodes, and block
distribution of tasks for CPU binding. Using the default allocation method within nodes
(cyclic), one can allocate 3 CPUs on each socket of 1 node. Using the default
distribution method within nodes (cyclic), one can distribute and binds each task to an
allocated core in a round-robin fashion across the sockets. The table of FIG. 14 shows
a possible pattern of allocation, distribution and binding for this job. For example, task
id 2 is bound to CPU id 1, as shown in FIG. 14.
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[00100] By way of example only, a resource manager using SLURM can allocate
whole nodes or cores as consumable resources. This allocation can be: nodes, an
allocation with balanced allocation across nodes, an allocation with minimization of
resource fragmentation; an allocation with cyclic distribution of tasks to nodes; an
allocation with plane distribution of tasks to nodes; an allocation with overcommitment
of CPUs to tasks; an allocation with resource sharing between jobs; an allocation with
to a multithreaded node, allocating only one thread per core; an allocation with task
affinity and core binding; an allocation with task affinity and socket binding; and/or an

allocation with task affinity and customized allocation and distribution.

[00101] Hence, a cloud service provider may utilize the present technology to
manage CPU allocation and task affinity/binding as the resources available based on

the customer-preference.

[00102] For processor (CPU) allocation, customer-preferences (as illustrated in FIG.
5C may include rules such as: [f additional resources of nodes are allocated, also
allocate additional random access memory; if additional computing resources are
allocated, allocate additional unbound nodes; and/or if additional computing resources
are allocated, allocate only one thread per core. These customer-preference rules are

by way of example only.

[00103] FIG. 15 is a block diagram of a network device 1500 that can be used to
implement various embodiments. Specific network devices may utilize all of the
components shown, or only a subset of the components, and levels of integration may
vary from device to device. Furthermore, the network device 1500 may contain
multiple instances of a component, such as multiple processing units, processors,
memories, transmitters, receivers, etc. The network device 1500 may include a central
processing unit (CPU) 1510, a memory 1520, a mass storage device 1530, and an I/O
interface 1560 connected to a bus 1570. The bus 1570 may be one or more of any
type of several bus architectures including a memory bus or memory controller, a

peripheral bus or the like.
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[00104] The CPU 1510 may comprise any type of electronic data processor. The
memory 1520 may comprise any type of system memory such as static random-
access memory (SRAM), dynamic random-access memory (DRAM), synchronous
DRAM (SDRAM), read-only memory (ROM), a combination thereof, or the like. In an
embodiment, the memory 1520 may include ROM for use at boot-up, and DRAM for

program and data storage for use while executing programs.

[00105] In embodiments, the memory 1520 is non-transitory. In one embodiment
where the network device is a component of the cloud service provider, the memory
1520 includes the SLA manager 350, the resource manager, monitoring engine,

configuration engine and infrastructure and resource module.

[00106] In the FIG. 15 illustrated embodiment, the network device is a component
of the cloud service customer and includes a customer-preference generator 1520A,
a QoS monitor 1520B and a job request/allocation engine 1520c. A negotiation engine

1520d may also be included to perform the negotiation process discussed above.

[00107] The mass storage device 1530 may comprise any type of storage device
configured to store data, programs, and other information and to make the data,
programs, and other information accessible via the bus 570. The mass storage device
1530 may comprise, for example, one or more of a solid-state drive, hard disk drive, a
magnetic disk drive, an optical disk drive, or the like. The mass storage device 1530

may include customer-preference data 104 for the customer.

[00108] The mass storage device may also store the any of the components
described as being in or illustrated in memory 1520 to be read by the CPU and
executed in memory 1520. The mass storage device may comprise computer-
readable non-transitory media which includes all types of computer readable media,
including magnetic storage media, optical storage media, and solid-state storage
media and specifically excludes signals. It should be understood that the software can
be installed in and sold with the network device. Alternatively the software can be
obtained and loaded into network _ device, including obtaining the software via a disc

medium or from any manner of network or distribution system, including, for example,
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from a server owned by the software creator or from a server not owned but used by
the software creator. The software can be stored on a server for distribution over the

Internet, for example.

[00109] The network device 1500 also includes one or more network interfaces
1550, which may comprise wired links, such as an Ethernet cable or the like, and/or
wireless links to access nodes or one or more networks 1580. The network interface
1550 allows the network device 1500 to communicate with remote units via the
networks 1580. For example, the network interface 1550 may provide wireless
communication via one or more transmitters/transmit antennas and one or more
receivers/receive antennas. In an embodiment, the network device 1500 is coupled to
a local-area network or a wide-area network 1580 for data processing and
communications with remote devices, such as other processing units, the Internet,

remote storage facilities, or the like.

[00110] For purposes of this document, it should be noted that the dimensions of the

various features depicted in the figures may not necessarily be drawn to scale.

[00111] For purposes of this document, reference in the specification to “an
embodiment,” “one embodiment,” “some embodiments,” or “another embodiment”

may be used to describe different embodiments or the same embodiment.

[00112] For purposes of this document, a connection may be a direct connection or
an indirect connection (e.g., via one or more other parts). In some cases, when an
element is referred to as being connected or coupled to another element, the element
may be directly connected to the other element or indirectly connected to the other
element via intervening elements. When an element is referred to as being directly
connected to another element, then there are no intervening elements between the
element and the other element. Two devices are “in communication” if they are directly

or indirectly connected so that they can communicate electronic signals between them.

[00113] Although the present disclosure has been described with reference to

specific features and embodiments thereof, it is evident that various modifications and
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combinations can be made thereto without departing from scope of the disclosure. The
specification and drawings are, accordingly, to be regarded simply as an illustration of
the disclosure as defined by the appended claims, and are contemplated to cover any
and all modifications, variations, combinations or equivalents that fall within the scope

of the present disclosure.

[00114] The foregoing detailed description has been presented for purposes of
illustration and description. It is not intended to be exhaustive or to limit the subject
matter claimed herein to the precise form(s) disclosed. Many modifications and
variations are possible in light of the above teachings. The described embodiments
were chosen in order to best explain the principles of the disclosed technology and its
practical application to thereby enable others skilled in the art to best utilize the
technology in various embodiments and with various modifications as are suited to the
particular use contemplated. It is intended that the scope be defined by the claims

appended hereto.
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What is claimed is:

1. A computer implemented method of controlling resources in a computing

service, , comprising:
receiving customer-preference data that identifies for the at least one
customer a relationship between consumption of one or more first resources and one
or more second resources, the customer-preference data constrained by a service
level agreement (SLA) between the customer and the computing service as reflected
in the customer-preference data;
receiving a request to execute a set of processes on a plurality of processing
resources for the customer;
verifying the service request does not violate that customer's SLA terms, and
managing the processing resources allocated to the at least one customer, by
determining a resource allocation for the at least one customer;
configuring processing resources based on the resource allocation to
execute the set of processes though a message passing interface and a
processing management interface;
monitoring the set of processes though the message passing interface
and the processing management interface based on a set of QoS metrics;
and
based on the monitoring, determining that the QoS metric is not
sufficient for the set of processes;
automatically modifying the resource allocation and processing
resources for the customer based on the customer preference data and the

determination that the QoS metric is not sufficient.

2. The computer implemented method of claim 1 wherein the managing
resources comprises, for the processing resources allocated to the at least one

customer, launching customer processes, controlling customer processes, and
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controlling customer processing resources including processing units, processing

threads and processing memory.

3. The computer implemented method of any of claims 1 through 2 wherein the
managing resources comprises providing a resource application programming
interface implemented with a processing management interface application

programming interface to provide processing management interface services.

4. The computer implemented method of any of claims 1 through 3 wherein the
customer-preference data identifies, for the customer, the relationship as a rule, the
rule based on a metric defining conditions and rules for a measurement of computing

service performance.

. The computer implemented method of any of claims 1 through 4 wherein the
processing management interface provides each message passing interface process
with a number of processing units, and process threads, and a processor group

through a group communicator application.

6. The computer implemented method of any of claims 1 through 5 wherein the
managing resources comprises storing a database of customer preference data and
resource allocations, and wherein the managing resources comprises adding

information to the database and querying information added by applications running

on allocated processes to provide the modifying the resource allocation.

7. The computer implemented method of any of claims 1 through 6 wherein the
modifying comprises:

initiating an automated negotiation with the computing service using MPI and
PMI;

requesting a new service level agreement from the computing service; and

establishing a new service level agreement using the automated negotiation.
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8. The computer implemented method of any of claims 1 through 7 wherein the

QoS metric comprises one of computing capability or response time.

9. The computer implemented method of any of claims 1 through 8 wherein the
database includes storing at least one of processing nodes, computing sockets or

processing threads of the allocated resources.

10. A method of controlling resources for customers in a cloud computing service,
the method comprising:
receiving, by the cloud computing service, customer-preference data that
identifies, for an application to be executed by the cloud computing service for a
customer, a relationship between consumption of a first resource and a second
resource;
receiving a service request to execute a set of processes on processing
resources for an application for the customer;
managing a service level agreement by verifying that the service request does
not violate that customer’s SLA terms, and
allocating resources for the customer, by
determining a resource configuration of cloud service processing
resources for the customer;
configuring a set of cloud service processing resources to implement
the resource configuration to execute the set of processes using a message
passing interface and a processing management interface;
monitoring the set of processes based on a set of quality of service
(QoS) metrics; and
based on the monitoring and the customer preference data, and a
determination that one of more of the set of QoS metrics is not sufficient for
the set of processes, automatically modifying the set of cloud service

processing resources for the customer.
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11.  The method of claim 10 wherein managing the SLA includes:

replying to interleaved polling of QoS metrics responsive to customer requests;
and

scheduling resource usage to provide QoS for users in a shared environment

and resources efficiency.

12. The method of any of claims 10-11 wherein the customer-preference data
identifies, for a customer entity, the relationship as a rule, the rule based on a metric

defining conditions and rules for a measurement of computing service performance.

13. The method of any of claims 10 through 12 wherein the processing resources
comprise at least computing resources including processing units, processing

threads and processing memory.

14.  The method of any of claims 10 through 13 wherein the method further
includes:

receiving a request to begin an automated negotiation with the cloud
computing service;

negotiating a new service level agreement using the automated negotiation;

generating the new service level agreement from the cloud computing service;
and

establishing the new service level agreement using the automated

negotiation.

15.  The method of any of claims 10 through 14 wherein the QoS metric comprises

one of computing capability or response time.

16. A processing device operable in a computing service, comprising:
a non-transitory memory storage comprising instructions; and
one or more processors in communication with the memory storage, wherein

the one or more processors execute the instructions to:
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receive customer-preference data that identifies for a customer a relationship
between consumption of one or more first resource types and one or more second
resource types, the customer-preference data constrained by a service level
agreement between the customer and the computing service;
receive a request for execution of an application from the customer by the
computing service; and
manage the service level agreement and cloud service resources for the
customer through a set of MPI and PMI processes, the processes including:
determining that the request does not violate that customer’s service
level agreement terms, and that the service level agreement service levels are
maintained:;
determining cloud service resource configurations for the at least one
customer;
configuring a set of computing service resources to implement the
resource configurations to execute the set of processes though a message
passing interface and a processing management interface;
monitoring the set of processes based on a set of quality of service
(QoS) metrics; and
based on the monitoring and the customer preference data, and a
determination that one of more of the set of QoS metrics is not sufficient for
the set of processes, automatically modifying the set of computing resources

for the customer.

17.  The device of claim 16 wherein the customer-preference data identifies a
relationship for an application executed by the computing service on behalf of the

customer.

18.  The device of any of claims 16 through 17 wherein the customer-preference
data identifies, for the customer, the relationship as a rule, the rule based on a metric

defining conditions and rules for a measurement of computing service performance.
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19.  The device of any of claims 16 through 18 wherein at least one of the one or

more first resource types comprises processor allocation.

20.  The device of any of claims 16 through 19 wherein the resource is thread,

core or socket allocation.

21.  The device of any of claims 16 through 20 wherein the one or more
processors execute the instructions to:

initiate an automated negotiation with the computing service;

request a new service level agreement from the computing service; and

establish a new service level agreement using the automated negotiation.

22.  The device of any of claims 16 through 21 wherein the QoS metric comprises

one of computing capability or response time.

23.  The device of any of claims 16 through 22 wherein the resource comprises

one of computing nodes, cores or threads.

24. A non-transitory computer-readable medium storing computer instructions for
one or more processors executed by a cloud computing provider, that when
executed by one or more processors, cause the one or more processors to:

receive, by the cloud computing provider, customer-preference data that
identifies, for an application to be executed by the cloud computing provider for at
least one customer, a relationship between consumption of a first resource type and
a second resource type;

receive a service request to execute a set of processes on cloud computing
provider processing resources for the customer; and

manage a service level agreement and resources for the customer through a
set of processes via message passing interface and a processing management

interface, including:
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determining that the request does not violate that customer’s service
level agreement terms, and that the service level agreement service levels are
maintained:;

determining cloud computing service processing resource
configurations for the at least one customer;

configuring a set of cloud computing resources to implement the
resource configurations to execute the set of processes though a message
passing interface and a processing management interface, the processors
identifying each processing node, processing core, processing thread with a
unique identifier;

monitoring the set of processes based on a set of QoS metrics; and

based on the monitoring and the customer preference data, and a
determination that one of more of the set of QoS metrics is not sufficient for
the set of processes, automatically modifying the set of computing resources

for the customer.

25.  The non-transitory computer-readable medium of claim 24 wherein the
customer-preference data identifies, for a customer entity, the relationship as a rule,
the rule based on a metric defining conditions and rules for a measurement of cloud

computing provider performance.

26. The non-transitory computer-readable medium of any of claims 24 through 25
wherein at least one of the one or more first resource types comprises processor

allocation.

27.  The non-transitory computer-readable medium of any of claims 24 through 26

wherein the resource comprises one of sockets, cores or threads.

28.  The non-transitory computer-readable medium of any of claims 24 through 27

wherein the one or more processors to further perform the steps of:



WO 2020/172692 PCT/US2020/030121

-38 -

receiving a request to begin an automated negotiation with the cloud
computing service;

negotiating a new service level agreement using the automated negotiation;

generating the new service level agreement from the cloud computing service;
and

establishing the new service level agreement using the automated
negotiation.

29.  The non-transitory computer-readable medium of any of claims 24-28 through

18 wherein the metric comprises one of computing capability or response time.



PCT/US2020/030121
1113

WO 2020/172692

_

goo} Jewoisny BO0J Jawoisn) “

_

0l suoneolddy B0l suoneolddy _

_

_

_

qeor BC0 _

uoljgel|n 8oJnosey Jswosnd uonez||nn @94nosay Jewoisn) I

_

; ; _

_

G907 Bunojiuojy SO0 1soH 901 Bulioyuojy SOD 1s0H _

_

_

|||||||||||||||||||||||| P e e et e

081 ovl 081

097 uoneolddy “pomeN ‘ebeloig ‘Bugndwon) :seoinieg

!

TGT uonoel)sqy 00In0sey

4] 0l 4 [74}
V1S Jswojsny Jebeuep SoD uonelnbiyuon UOISIAOId

[
N
~

“ 0L} 1ebeEUB V1S l




WO 2020/172692 PCT/US2020/030121
2113

Define Customer Preference Data That Identifies A~ | _ 210
Relationship Between Consumption Of One Or More First
Resource Types And One Or More Second Resource Types

l

Report Resource Usage Of The Application Hosted By The | . 220
Cloud Service Based On The QoS Metrics.

l

Monitor Customer Applications Running On The Cloud | _ 230
Service Based On The Metrics

l

Request Resources For The Application L 240

FIG. 2A

Receive Customer Request That Identifies A Relationship 250
Between Consumption Of A First Resource Type And A  |~~ 5
Second Resource Type For A Cloud Services Customer

'

Determine A Consumption Level Of The First Resource  |— 260
Type Of The Application

I

Allocate Or Deallocate One Or More Resources Of The
Second Resource Type Based On The Identified — 270
Relationship.

'

Monitoring The Application Based On Customer Specified — 280
QoS Metrics

FIG. 2B



PCT/US2020/030121

WO 2020/172692

3/13

¢ Old

HL1Vd T041NOD

_
_

_

_

_

| oe —

s § v SE—

_ sigjeweled sa|ny

| 80UBI8J3ld Jawolsn) 90UBI8l8ld JaWaISN)

_

o [ e [ P
TN/ T T T T ol e i 7
_ UolleAIasqQ OLIBUSOS

“ gduvlajald Jawolsn) Qduvlajald J2Walsny

| oce — A | W

[

_

_ JUJBN

_

| ooc— %

I0GE YIDVYNVYIN V1S



WO 2020/172692 PCT/US2020/030121
4/13
Metric ~ 410
-name
Y -referencelD l®
-note
s 420 430
Metric Rule Metric Parameter
-value -value
-note -note
' / 490
I_ Customer
Preference
~ 0 450
Rule Definition Parameter Definition
-name
referencelD -hame
definition ~ 460 -referencelD
-note Abstract Metric -parameter Type
. -definition
-name -note
-referencelD
-unit
Ko——
-parameter Type
-scale
-expression
-definition
-note

q

FIG. 4



WO 2020/172692 PCT/US2020/030121
5/13

Customer Preference Table
Entity ID Metric ID Entity Type
1234 1 Application
2345 2 Organization
3456 3 Group

1 1 1

1 1 |

FIG. 5A

Metric Table
Metric 1D Rule ID Resource 1 Resource 2
1 11 101 102
2 12 101 103
3 13 104 Null

| | |

1 1 1

FIG. 5B
Rule Table
Rule ID Rule
11 If additional resources of RESOURCE 1 are allocated,
also increase allocation of RESOURCE 2
12 If resources of RESOURCE 1 are deallocated, also
decrease allocation of RESOURCE 2

13 If QoS drops below threshold, increase RESOURCE 1




WO 2020/172692 PCT/US2020/030121

6/13
L~ 610
For Any Job Request From A Customer  [¢———
l L~ 620
QoS Manager Checks Customer Preference
To Determine Best Resource Fits for Customer
l _— 630
QoS Manager Orders Resource Manager to Create
Resource
l - 640
YES
Job Execution
l _ 650

Monitor and send results to Customer

660

Adequate Metric
Performance ?

N+O — 670

Check Customer Preference

l _ 680

Modify Resources;
(Increase CPU frequency/Co-locate applications)

FIG. 6



PCT/US2020/030121

WO 2020/172692

713

L 9ld

068
Eﬂcoe?
A »
uonnoax3/1ayQ) Juswaalby |
088
ocT uonewyuc)/Aday
1abeueyy [
SO0 B 1sanbay
048
098
— T
G¢/ <
593 $59001d wm_o_c_m TEINER)
559001 Juowsabeue)y 058 — 018 ¥0Z
Jawabeuey 90IN0S9Y (W) asuodsay uonenobaN > $S900Id
90INI9S pue 80IAI8S $5990.d Jojenoba [ UONERIU| UONBIoBoN ‘_oﬁ_aloooz
0£8 ~ ¢0/
991na Bunndwo)
061 Japinoid 8o11usg pnofD Juiod Anuz prod
$59901d
JOJUOW YIS
oL~




WO 2020/172692 PCT/US2020/030121
8/13

__ 810

Metrics Indicate Resource Performance Not Acceptable

820

Modify SLA

830

Negotiation Initiation — Customer Agent Contacts Cloud Computing Service Negotiator
Process

__ 840

Negotiation Response Provided by Cloud Service and Received by Customer Processs

__ 850

Service Templates Transmitted to Cloud computing Service Manager by Host

— 860

Service Offer Templates Sent by Provider and Received by Customer

~ 870

Service Request and Confirmation Renegotiation Loop

__ 880

Agreement Offer

__ 890

Agreement Execution

~ 895

Scenario Based Metrics and Customer Preference Established For A Hosted
Application

FIG. 8



!

WO 2020/172692 PCT/US2020/030121
9/13
l SLA Manager 350 I
Provision Configuration Customer Pref. QoS Manager Customer SLA
122 124 Data N4 128

[

1

!

SLA Management Interface 902

A
h 4

Resource Abstraction 145

A

Services: Computing, Storage, Network, Applications 160

360
+,/ 980 +/ 980
QoS Monitor Customer
Preference
Control .
9523 Collection
_ 953a
Resource Control Module 9512
Gate 058a
9542 —
Customer QoS Customer Cloud Host 950b
Monitoring 956a > Preference 955a

I

!

Customer Resource Manager
(SLURM, MONIT, etc.)

957a

i

Applications 1044

Customer 1002

Cloud Host 9502

FIG. 9




WO 2020/172692 PCT/US2020/030121
10/13

1010
BN Resource Manager Deftermines Resource
Allocation
l ~ 1020
Resource Manager Accesses MPI library
l 1030

Tasks launched Using MPI and Resource Launching
Mechanism (Such as SLURM)

l 1040

On Next Job

FIG. 10



WO 2020/172692 PCT/US2020/030121
11/13
1125
Node | Partiion || Job | | 1110 —
Manger || Manager || Manager Machine Job
Status Status
Remote Stream
Execution Copy
115 |
1120]_| Compute Compute Compute Compute /_,1120
Node Node Node Node
1120.]_| Compute | | Compute | | Compute Compute | 1120
Node Node Node Node
120 Compute | [Compute ] [Compute Compute |,—1120
Node Node Node Node
1120_[ Compute | [ Compute | [ Compute Compute |, 1120
Node Node Node Node

FIG. 11A

| Job Step1 | | JobStep2 | | JobStep3 |
—| Node A | Node D |
_| Node B | Node E |
— Node C | Node C |
Core 001 Core 003
Thread 001 Thread 005
Thread 002 Thread 006
Threéltlj 00n Threélclj OON
Core 002 Core 001
Thread 003 Thread 007
Thread 004 Thread 008
Thread 0ON Thread 00N

FIG. 11C



WO 2020/172692 PCT/US2020/030121
1213

NodeName NO N1 N2 N3
Number of Sockets 2 2 2 2
Number of Cores per Socket

Total Number of Cores
Number of Threads Per Core 1 1 1 2

Number of CPUs 8 8 8 16

FIG. 12

PartitionName Regnotes | Hypernote
Nodes n0nln3 n3
Default YES

FIG. 13

Node Name n0

Socket ID 0 1

# Allocated CPUs 3 3
Allocated CPU IDs 012 456

Bindingof |CPUD| O | 1| 2| 3|4 |5]|6]7
Tasks to

CPUs Task 0|24 ]-1113[5]-
D




WO 2020/172692 PCT/US2020/030121

13/13
1500
Memory
1570 1520
k’\ Customer Preference
Generator 1520a
CPU
1510 Qos Monitor 1520b
Mass Storage Job Engine 1520c
1530
Customer — )
Preference 104 Negotiation Engine
1520d
Network
Interface(s)
1550
110
Interface
1560
Network
1580

FIG. 15



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - claims
	Page 39 - claims
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - drawings
	Page 52 - drawings

