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(54) Title: ANOMALY RECOVERY METHOD FOR VIRTUAL MACHINE IN DISTRIBUTED ENVIRONMENT
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A1/ FIG.A1

A1 RUN AN INDEPENDENT COMPUTING
COMPONENT IN EACH PHYSICAL MAGHINE
THAT VIRTUAL MACHINES RESIDE ON. AND
THE COMPUTING COMPONENT
PERIODICALLY REPORTS TO A STATE
DATABASE THE CURRENT RUNNING STATE
OF THE CORRESPONDING PHYSICAL
MACHINE
AHGH AVAILABILITY CONTROLLER
PERIODICALLY POLLS THE STATE
DATABASE TO CHECK THE RUNNING STATE
OF EACH PHYSICAL MAGHINE IN A PHYSICAL
MACHINE CLUSTER UNDER THE CONTROL
OF THE HIGH AVAILABILITY CONTROLLER
S IF THE RUNNING STATE OF EACH PHYSICAL
MACHINE IN THE PHYSICAL MACHINE
CLUSTER IS NORMAL, END THE CHECK
PROCESS: IF THE RUNNING STATE OF MORE.
THAN ONE PHYSICAL MACHINE IN THE
PHYSICAL MACHINE CLUSTER IS
ABNORMAL, END THE CHECK PROCESS AND
SEND AN ALARN BY MEANS OF A LOG; AND
IF THE RUNNING STATE OF ONLY ONE
PHYSICAL MACHINE IN THE PHYSICAL
MACHINE CLUSTER IS ABMORMAL, PERFORM
A SUBSEQUENT ANOMALY PROCESSING
OPERATION TO ENSURE THAT THE
VIRTUAL MACHINES ON THE PHYSICAL

&

=

MACHINE OF WHICH THE RUNNING STATE IS
ABNORMAL CONTINUE RUNNING NORMALLY

(57) Abstract: An anomaly recovery method for a virtual machine in a distributed environment. The method comprises: run an inde -
pendent computing component in each physical machine that virtual machines reside on, and the computing component periodically
reports to a state database the current running state ot the corresponding physical machine (A1); a high availability controller period -
ically polls the state database to check the running state of each physical machine in a physical machine cluster under the control of
the high availability controller (A2); and if the running state of only one physical machine in the physical machine cluster is abnor -
mal, perform a subsequent anomaly processing operation to ensure that the virtual machines on the physical machine of which the
running state is abnormal continue running normally (A3). The anomaly recovery method for a virtual machine in a distributed en-
vironment can accurately determine and efficiently handle a failure of a physical machine in a distributed environment.
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