wo 2014/065388 A1 |1 I} NP0 A OO AR A

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau

(43) International Publication Date

1 May 2014 (01.05.2014)

\

—~
é

=

(10) International Publication Number

WO 2014/065388 A1l

WIPOIPCT

(51) International Patent Classification:

GOG6F 13/12 (2006.01)
GOGF 13/00 (2006.01)

GOGF 13/14 (2006.01)

c/o CANON IMAGING SYSTEMS INC., 4F Plaka2., 1-2,
Sasaguchi, Chuo-ku, Niigata-shi, Niigata 9500911 (JP).

(74) Agent: BECCHAKU, Shigehisa; Matsuoka Tamuracho
(21) International Application Number: Bldg. 7th Floor, 22-10, Shinbashi 5-chome, Minato-ku,
PCT/IP2013/078888 Tokyo, 1050004 (JP).

(22) International Filing Date: (81) Designated States (unless otherwise indicated, for every

18 October 2013 (18.10.2013) kind of national protection available): AE, AG, AL, AM,

- . AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

(25) Filing Language: English BZ, CA. CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,

(26) Publication Language: English DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

HN, HR, HU, ID, IL, IN, IR, IS, KE, KG, KN, KP, KR,

(30) Priority Data: KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,

2012-232740 22 October 2012 (22.10.2012) JP MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

2013-208659 3 October 2013 (03.10.2013) JP OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

(71) Applicant: CANON IMAGING SYSTEMS INC. SC, SD, SE, 8G, SK, SL, SM, ST, SV, SY, TH, TJ, TM,

[JP/JP]; 4F Plaka2., 1-2, Sasaguchi, Chuo-ku, Niigata-shi, IN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
Niigata, 9500911 (JP). ZW.

(72) Inventors: NEGISHI, Satoshi; /o CANON IMAGING (84) Designated States (unless otherwise indicated, fO}" every

SYSTEMS INC., 4F Plaka2., 1-2, Sasaguchi, Chuo-ku,
Niigata-shi, Niigata 9500911 (JP). NAGANO, Mamoru;

kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

[Continued on next page]

(54) Title: DEVICE CONTROL APPARATUS, CONTROL METHOD THEREOF, AND DEVICE CONTROL SYSTEM

FIG. 1
INFORMATION ~ [~10
PROCESSING
APPARATUS "
STORING UNIT 101

APPLICATION

DEVICE DRIVER

VIRTUALIZATION
CONTROL UNIT

— K t

COMMUNICATION
CONTROL UNIT

: LAN
‘ 20 30
203 | DEVICE CONTROL APPARATUS | 201 |EXTERNAL DEVICE
VIRTUAL DEVICE 11 3014f INDIVIDUAL
204% CONTROL UNIT 8%'8',3 N {ﬁggmﬁ%ﬁN
VIRTUAL DEVICE ||{CONTROL || 302
IDENTIFICATION || |JUNIT COMMUNICATION
205 | ||_INFORMATION i3
O |-
PROCESSING uniT|| | SGNTROL| 1202
206
i INTERNAL BUS |
209

40
208

207__

i
|

DISPLAY V/F

INPUT
DEVICE

SPLAY

I

DI
DEVICE

INTERNAL DEVICE

210

(57) Abstract: A device control apparatus which can remotely con-
trol an information processing apparatus on a network using an in-
ternal device is provided. The device control apparatus 20 transmits
virtual device identification information 204 identified for recogniz-
ing the internal device 40 as a device under virtualization control to
the information processing apparatus 10, relays data communication
using USB data performed with the internal device 40 while the in-
formation processing apparatus 10 performs virtualization control
on the internal device 40 based on the virtual device identification
information 204, and converts the relayed USB data into a first data
format used for data communication with the internal device 40 and
into a second data format used for data communication with the in-
formation processing apparatus 10.
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DESCRIPTION
[Title of Invention]
DEVICE CONTROL APPARATUS, CONTROL METHOD THEREOF, AND

DEVICE CONTROL SYSTEM

[Technical Field]

[0001] The present invention relates to a device
control apparatus for processing various requests
transmitted from an information processing apparatus
connected via a network, a control method thereof, and a

device control system.

[Background Art]

[0002] In recent years, with the widespread use of
networks, a client PC which is an information processing
apparatus on a network, has utilized a device such as a
printer, a storage and a scanner as a shared device via
a device server, and there have been proposed some
methods for realizing this configuration.

[0003] For example, the applicant of the present
application has proposed a device control system in
which a device server monitors a change of an operation
state of a device locally connected to the device server
itself, and, when detecting a change of a state of the
device, notifies a client PC of information indicative
of a detection result of the change of the state, and

the client PC controls the device while recognizing as
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if the device were locally connected as necessary from
this information indicative of the detection result
(hereinafter, referred to as "virtualization control")

(see, for example, Patent Literature {PTL} 1).

5

[Citation List]

[Patent Literature]

[0004]

[PTL 1] International Publication No. WO 2011/055831
10

[Summary of Invention)
[Technical Problem]
[0005] However, in the device control system
disclosed in PTL 1 which has been proposed by the
15 applicant prior to the present application, there is,
for example, a case where it is desired to implement
printing or scanning by remotely controlling the client
PC on the network from an operation panel (such as a
keyboard and a numerical keypad) provided at a device
20 such as a printer and a multifunctional peripheral
device.
[0006] It is therefore an object of the present
invention to provide a device control apparatus which
can remotely control a client PC (information processing
25 apparatus) on a network using an input device. (such as
a keyboard and a numerical keypad) and a display device

(hereinafter, referred to as "internal device") provided
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at the device, a control method therefor and a device

control system.

[Solution to Problem]

[0007] To achieve the above object, according to the
present invention, it is provided a device control
apparatus connected to an information processing
apparatus via a network, comprising an identification
information storing means which stores virtual device
identification information identified for recognizing a
predetermined function of the device control apparatus
as an internal device connected to the device control
apparatus, an identification information transmitting
means which transmits the virtual device identification
information to the information processing apparatus, and
a virtualization control means which controls the
internal device recognized based on the virtual device
identification information by the information processing
apparatus according to a control request from the
information processing apparatus while converting data
communication between the internal device and the device
control apparatus into a first data format and
converting data communication between the information
processing apparatus and the device control apparatus
into a second data format.

[0008] According to the present invention, a device

control system including an informaticn processing
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apparatus and the above-described device control
apparatus is provided.

[0009] According to the present invention, 1t is
provided a control method of a device control apparatus
connected to an information processing apparatus via a
network, the device control apparatus comprising én
identification information storing means which stores
virtual device identification information idéntified for
recognizing a predetermined function of the device
control apparatus as an internal device connected to the
device control apparatus, the method comprising an
identification information transmitting step of
transmitting the virtual device identification
information to the information processing apparatus, and
a virtualization control step of controlling the
internal device recognized based on the virtual device
identification information by the information processing
apparatus according to a control request from the
information processing apparatus, while converting data
communication between the internal device and the device
control apparatus into a first data format and
converting data communication between the information
processing apparatus and the device control apparatus

into a second data format.

[Advantageous Effects of Invention]

[0010] According to the present invention, because
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the internal device which is a predetermined function of
the device control apparatus is under virtualization
control of the information processing apparatus via the
network while data communication between the internal
device and the device control apparatus is converted
into the first data format and data communication
between the information processing apparatus and the
device control apparatus 1s converted into the second
data format, it is possible to operate the information
processing apparatus on the network using the internal

device.

[Brief Description of Drawings]
[0011]

[Figure 1] Figure 1 is a block diagram
schematically showing a configuration of an example of a
device control system according to a first embodiment of
the present invention.

[Figure 2] Figure 2 is a table showing an example
of virtual device identification information shown in
Figure 1.

[Figure 3] Figure 3 is a sequence diagram useful
in explaining an operation when an information
processing apparatus performs virtualization control on

an internal device provided at a device control

apparatus in the device control system shown in Figure 1.

[Figure 4] Figure 4 is a drawing showing an
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example of an operation screen displayed at a display
device shown in Figure 1.

[Figure 5] Figure 5 1s a sequence diagram useful
in explaining an operation when the information
processing apparatus performs virtualization control on
an external device connected to the device control
apparatus in the device control system shown in Figure 1.

[Figure 6] Figure 6 is a flowchart useful in
explaining processing performed by the information
processing apparatus shown in Figure 1.

| [Figure 7] Figure 7 is a flowchart useful in
explalining processing according to the external device
performed by the device control apparatus shown in
Figure 1.

[Figure 8] Figure 8 is a flowchart useful in
explaining processing according to the internal device
performed by the device control apparatus shown in
Figure 1.

[Figure 9] Figure 9 is a block diagram
schematically showing a configuration of an example of a
device contrel system according to a second embodiment
of the present invention.

[Figure 10A] Figure 10A is a sequence diagram
useful in explaining processing when a storing unit and
a touch panel are under virtualization control of an
information processing apparatus in the device control

system shown in Figure 9.
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[Figure 10B] Figure 10B is a sequence diagram
useful in explaining processing when a storing unit and
a touch panel are under virtualization control of an
information processing apparatus in the device control
system shown in Figure 9.

[Figure 11] Figure 11 is a drawing showing an
example of an operation screen displayed on the touch
panel of a device control apparatus shown in Figure 9.

[Figure 12] Figure 12 is a drawing showing an
example of a state where a screen of application
activated at the information processing apparatus is
displayed on the touch panel shown in Figure 9.

[Figure 13] Figure 13 is a drawing showing an
example of an encryption information input screen
displayed on the touch panel shown in Figure 9.

[Figure 14] Figure 14 is a sequence diagram useful
in explaining processing when the storing unit and the
touch panel are under virtualization control of the
information processing apparatus to use a printer and a
scanner provided at an MFP in the device control system

shown in Figure 9.

[Description of Embodiments]

[0012] An example of a device control system
according to embodiments of the present invention will
be described below with reference to the drawings.

[0013} [First Embodiment]
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Figure 1 is a block diagram schematically showing
a configuration of an example of a device control system
according to a first embodiment of the present invention.
[0014] In the device control system shown in Figure
1, an information processing apparatus 10 is connected
to a device control apparatus 20 via a local area
network (LAN). The LAN is configured with a wired line
or a wireless line. An external device 30 is locally
connected to the device control apparatus 20 through,
for example, a communication interface (for example, USB
or HDMI).
[0015] The information processing apparatus 10 which
is an apparatus such as a personal computer (PC)
utilized by a user, includes a device driver 102
installed therein for controlling the external device 30
connected to the device control apparatus 20 and an
internal device 40 provided at the device control
apparatus 20. This device driver 102 is typically
software provided by a manufacturer, and the information
processing apparatus 10 is capable of controlling the
above-described internal device 40 and external device
30 using the device driver 102 supporting each device.
[0016] . It should be noted that the device control
apparatus 20 has a function which makes it possible to
use at the information processing apparatus 10, the
external device 30 connected to the device control

apparatus 20 and the internal device 40 provided at the
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device control apparatus 20 in a similar manner to a
case where these devices 30 and 40 are directly
connected (locally connected) to the information
processing apparatus 10.

(00171 As described above, the external device 30 is
externally connected to the device control apparatus 20
through a USB interface. Further, the internal device 40
is connected to each componént of hardware of the device
control apparatus 20 through an internal bus 206.

{00183 It should be noted that while only one
information processing apparatus 10, one device control
apparatus 20 and one external device 30 are shown in the
device control system shown in Figure 1, the number of
the information processing apparatuses 10, the device
control apparatuses 20 and the external devices 30 is

not limited to the example shown in the drawing. Further,
while the device control apparatus 20 is shown as, for
example, office equipment such as a printer and a
multifunctional peripheral device, the device control
apparatus 20 1s not limited to the office equipment and
may be various embedded devices, mobile phones or mobile
terminal equipment.

[0019] A communication interface of the external
device 30 is not limited to USB or HDMI. Further, while
the internal device 40 includes an input device 208 and
a display device 210 in the example shown in the drawing,

it i1s also possible to use a touch panel provided at the
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display device 210 as the input device 208.

[0020] Further, it is also possible to configure the
device control system only with the information
processing apparatus 10 and the device control apparatus
20 without connecting the external device 30 to the
device control apparatus 20.

[0021] Although not shown in Figure 1, the
information processing apparatus 10 includes a CPU, an
input unit, a display unit, a memory, a communication
unit, a storing unit and so on as hardware
configurations, and these hardware components are
interconnected through the internal bus.

[0022] The CPU administers the whole control of the
information processing apparatus 10. The input unit
includes, for example, a keyboard and a mouse. For
example, a liquid crystal monitor is used as the display
unit. The memory is, for example, a RAM and a ROM.
[0023] The communication unit, which is an interface
for connecting to the LAN, transmits/receives data with
the device control apparatus 20, thereby enabling the
information processing apparatus 10 to transmit/receive
data with the external device 30 locally connected to
the device control apparatus 20 and the internal device
40 provided at the device control apparatus 20.

[0024] A storing unit 11 stores an operating system
which is software (hereinafter, referred to as "0OS", not

shown), a communication control unit 104, a
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virtualization control unit 103, the device driver 102
and application 101, and also stores software relating
to other functions. It should be noted that these sets
of software are read out to the memory and operate
according to control from the CPU.

[0025] The application 101 is software for
controlling the external device 30 and the internal
device 40 by issuing a data input/output request to the
device driver 102.

[0026] The device driver 102 converts the data
input/output request from the 0S or the application 101
into data (hereinafter, referred to as "control
command") 1in a data format corresponding to the external
device 30 and the internal device 40 and transmits the
control command to the virtualization control unit 103.
Further, the device driver 102 notifies the application
101 of a response to the control command.

[0027] The virtualization control unit 103 converts
the control command (i.e., data input/output request)
transmitted from the device driver 102 into packet data
(hereinafter, referred to as "USB data") complying with
a USB data format. Further, the virtualization control
unit 103 converts USB data transmitted from the
communication control unit 104 into the same data format
as the control command and transmits the converted USB
data to the device driver 102.

[0028] Still further, the virtualization control



WO 2014/065388 PCT/JP2013/078888

10

15

20

25

12

unit 103 has a function (hereinafter, referred to as a
"virtualization control function") of simulating the
same behavior as behavior performed in a case where the
external device 30 and the internal device 40 are
directly connected (locally connected) to the
information processing apparatus 10 in response to a
data transmission/reception request to the external
device 30 and the internal device 40. This
virtualization control function enables the information
processing apparatus 10 to transmit/receive data while
making the information processing apparatus 10 recognize
that connection states of the external device 30 and the
internal device 40 are the same as a case where these
devices 30 and 40 are locally connected.

[0029] The communication control unit 104 controls
data transmission/reception between the device control
apparatus 20 and the information processing apparatus 10
while performing converting processing between USB data
transmitted from the virtualization control unit 103 and
a network packet for performing communication with the
device control apparatus 20 through the LAN. Further,
the communication control unit 104 controls start and
disconnection of a session between the device control
apparatus 20 and the information processing apparatus 10
according to the data transmission/reception request
transmitted from the application 101 or the device

driver 102 via the virtualization control unit 103.
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[0030] The device control apparatus 20, which is,
for example, peripheral eqguipment such as a printer and
a multifunctional peripheral device, includes a CPU, a
memory, a communication unit, a storing un%t, and so on
(not shown) as hardware configurations, and also
includes thé internal device 40. In the example shown in
the figure, the internal device 40 (input and output
device) includes the input device 208 and the display
device 210 used as user interfaces. The input device 208
and the display device 210 are respectively connected to
the internal bus 206 through an input interface (I/F)

207 and a display I/F 209.

(0031] The CPU administers the whole control of the
device control apparatus 20. The input device 208 1is,
for example, input equipment such as a keyboard, a
numerical keypad and a mouse or a software keyboard
which realizes these functions using software. For
example, a liquid crystal monitor is used as the display
device 210. The memory is, for example, a RAM and a ROM.
[0032] The communication unit, which is an interface
for connecting to the LAN, transmits/receives data with
the information processing apparatus 10.

[0033] ' The storing unit stores an 0SS (not shown)
which is software, a communication control unit 201 and
a virtualization control unit 202, and also stores
software relating to other functions. These sets of

software are read out to the memory and operate
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according to control from the CPU.

[0034] The communication control unit 201 controls
transmission/reception of input/output data, or the like
performed with the information processing apparatus 10.
The virtualization control unit 202 controls the
external device 30 and the internal device 40 according
to (in conjunction with) a control request from the
virtualization control unit 103 of the information
processing apparatus 10 so as to enable the information
processing apparatus 10 to perform control while making
the information processing apparatus 10 recognize as if
the external device 30 connected to the device control
apparatus 20 and the internal device 40 of the device
control apparatus 20 were locally connected to the
information processing apparatus 10.

[0035] A virtual device control unit 203 includes
virtual device identification information 204 and a data
format converting processing unit 205. Further, the

virtual device control unit 203 includes a switching

unit (see, for example, Figure 4 described later) such

as a user interface for switching the internal device 40
of the device control apparatus 20 to a virtual USB
device.

[0036] The virtual device identification information
204 is used for making the information processing
apparatus 10 recognize the internal device 40 in a

similar manner to the external device 30. Typically,
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because the input device 208 and the display device 210
which are the internal device 40, do not have
information corresponding to individual identification
information of the external device 30, the information
processing apparatus 10 cannot recognize the internal
device 40.

[0037] Accordingly, in this embodiment, the virtual
device identification information 204 corresponding to
the individual identification information is allocated
to each of the input device 208 and the display device
210 to make the information processing apparatus 10
recognize the input device 208 and the display device
210 as USB devices similar to the external device 30.
Here, information obtained by creating, in a pseudo
manner, configuration information which defines a data
structure of the USB device (hereinafter, referred to as
a "USB descriptor") is defined as the virtual device
identification information 204. The virtual device
identification information 204 is stored in advance in
the virtual device control unit 203, however, it may be
created by the virtual device control unit 203.

[0038] Figure 2 is a drawing showing an example of
the virtual device identification information 204 shown
in Figure 1, in which the virtual device identification
information 204 is comprised of USB descriptors

[0039] The input device 208 corresponds to a

keyboard and a mouse, and the display device 210
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corresponds to a display. In order that the keyboard,
the mouse and the display may be recognized as the USB
devices, pseudo USB descriptors (i.e., virtual device
identification information) are respectively allocated
to the keyboard, the mouse and the display.

[0040] Each of the pseudo USB descriptors shown in
Figure 2 is made up of a vendor ID, a product ID, a
serial number, a class, a sub-class, a protocol and an
interface.

[0041] The vendor ID is identification information
allocated for each enterprise and manufacturer, and the
product ID is a code allocated for each product or for
each model by the enterprise and the manufacturer having
the vendor ID so as not to overlap with each other. 1In
this embodiment, the vendor ID and the product ID
allocated to the device control apparatﬁs 20 are used.
[0042] Further, the class, the sub-class, the
protocol and the interface are information defined by
the USB standard according to types of devices such as a
keyboard, a mouse and a display. The pseudo USB
descriptors which associate the vendor IDs, the product
IDs, the classes, the sub-classes, the protocols and the
interfaces are created and held (stored) by the virtual
device control unit 203 as the virtual device
identification information 204.

[0043] Here, when a connection operation for

starting connection to the internal device 40 is
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performed with respect to the input device 208 through a
user operation, or the like, the virtual device control
unit 203 transmits the virtual device identification
information 204 to the virtualization control unit 202.
Meanwhile, when an end operation is performed, the
virtualization control unit 202 ends virtualization
control of the internal device 40.

[0044] A data format converting processing unit 205
performs converting processing between packet data (USB
data) complying with a USB data format transmitted from
the virtualization control unit 202 and data in a data
format which can be processed by the internal device 40
to enable data transmission/reception between the input
I/F 207 and the display I/F 209 connected to the
internal device 40, and the information processing
apparatus 10.

[0045] In this embodiment, the virtual device
control unit 203 transmits a USB descriptor of which an
HID class has been identified to the virtualization
control unit 202 as the virtual device identification
information 204 associated with the input device 208
such as a keybocard and a mouse. Further, the data format
converting processing unit 205 converts input data input
from the input device 208 into USB data of the HID class
and»transmits the converted USB data to the
virtualization control unit 202 via the input I/F 207.

[0046] Further, the virtual device control unit 203
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transmits a USB descriptor of which vendor specific
information (vendor class) has been identified to the
virtualization control unit 202 as the virtual device
identification information 204 associated with the
display device 210 such as a display. Still further, the
data format converting processing unit 205 converts USB
data transmitted from the virtualization control unit
202 into a data format for the display device 210 and
transmits the converted USB data to the display device
210 via the display I/F 209.

[0047] For example, when the information processing
apparatus 10 on the network is remotely operated from a
touch panel provided at the device control apparatus 20,
the virtual device identification information 204 as
described above is transmitted to the information
processing apparatus 10 on the network according to a
switching operation from the touch panel to switch
control of the togch panel which is the internal device
40 (i.e., keyboard input and display output) to
virtualization control from the information processing
apparatus 10 on the network. By this means, it is
possible to remotely operate the information processing
apparatus 10 on the network from the touch panel
provided at the device control apparatus 20.

[0048] As described above, the internal device 40 1is
an input/output apparatus such as the input device 208

and the display device 210, which are respectively
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connected to the internal bus 206 via the input I/F 207
and the display I/F 209. The input device 208 which
processes input from the keyboard, the mouse, the
numerical keypad, or the like, 1s used upon operation of
the device control apparatus 20.

[0049] For example, a liquid crystal display is used
as the display device 210. The display device 210 may be
provided with a touch panel, in which case the display
device 210 has a function as an input unit. The internal
bus 206 interconnects blocks of the device control
apparatus 20 to perform transmission/reception of
various data and to supply power.

[0050] The external device 30 which is, for example,
an input device such as a keyboard, a mouse and a
numerical keypad, a display device such as a CRT and a
ligquid crystal display, a storage apparatus such as a
USB memory, or the like, is connected to the device
control apparatus 20 through a communication I/F 302

such as a USB interface.

[0051] Figure 3 is a sequence diagram useful in
explaining an operation when the information processing
apparatus 10 performs virtualization control on the
internal device 40 provided at the device control
apparatus 20 in the device control system shown in

Figure 1.

[0052] First, virtualization control of the internal

device 40 is started through a user operation from the
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device control apparatus 20.

[0053] Specifically, a user performs a predetermined
operation to make the display device 210 display an
operation screen, operates (operates to connect) the
input device 208 to start connection with the internal
device 40 (step S101).

[0054] Figure 4 is a diagram showing an example of
an operation screen for instructing start and end of
virtualization control displayed at an operation panel
which is the display device 210.

[0055] In Figure 4, when the user executes a
predetermined operation using the operation panel 400 or
a numerical keypad 410, the operation screen is
displayed on the operation panel 400. The operation
screen 1is comprised of a connect button 401 for
instructing start of virtualization control of the
internal device 40, an end button 402 for instructing
end, and a screen display area 403 for displaying screen
data from the information processing apparatus 10.

{0056] When the user depresses the connect button
401, virtualization control of the internal device 40 by
the information processing apparatus 10 is started.
Meanwhile, when the user depresses the end button 402,
virtualization control of the internal device 40 by the
information processing apparatus 10 ends, and the
operation panel 400 of the device control apparatus 20

is switched to a normal display state. At the screen
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display area 403, the screen data transmitted from the
information processing apparatus 10 is displayed. It
should be noted that this screen data is obtained by
converting data into a data format which can be
displayed at the screen display area 403 at the data
format converting processing unit 205.

[0057] Returning to explanation of the sequence in
Figure 3, when the user depresses the connect button 401
for displaying the operation screen of the operation
panel 400, the virtual device control unit 203 transmits
the virtual device identification information 204 of the
input device 208 and the display device 210 to the
virtualization control unit 202 to notify connection
(transmit identification information: step S102).
Subsequently, the virtualization control unit 202
notifies the information processing apparatus 10 that
the input device 208 and the display device 210 are
connected (step S103).

[0058] The information processing apparatus 10
starts virtualization control of the input device 208
via the virtualization control unit 202 and the virtual
device control unit 203 and executes data
transmission/reception (data communication) with the
virtualization control unit 202 (step S104). The
virtualization control unit 202 starts data
transmission/reception with the virtual device control

unit 203 (step S105).
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[0059] Subsequently, the virtual device control unit
203 converts input data received through the input I/F
207 into USB data (a second data format) and transmits
the USB data to the virtualization control unit 202

(step S106). The input device 208 stands by for input to
the information processing apparatus 10 (step S107).
[0060] The information processing apparatus 10
starts virtualization control of the display device 210
via the virtualization control unit 202 and the virtual

device control unit 203, and starts data

vtransmission/reception with the virtualization control

unit 202 (step S108). The virtualization control unit
202 starts data transmission/reception with the virtual
device control unit 203 (step S109).

[0061] The data format converting processing unit
205 of the virtual device control unit 203 converts the
USB data transmitted from the virtualization control
unit 202 into a data format (a first data formatj of the
display device 210 and starts data
transmission/reception through the display I/F 209 (step
S5110). The display device 210 displays a screen
according to the screen data transmitted from the
information processing apparatus 10 (step S111). In this
way, the virtualization contrel unit 202 and the virtual
device control unit 203 relay data communication between

the internal device 40 and the information processing

apparatus 10.
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[0062] When the virtualization control is started,
image data (for example, an image displayed at a liquid
crystal monitor connected to the information processing
apparatus 10) transmitted from the information
processing appafatus 10 is displayed at the screen
display area 403 of the operation panel 400 of Figure 4.
Further, through the operation of the numerical keypad
410, or the like, it is possible to perform an input
operation on the information processing apparatus 10 in
a similar manner to the operation performed through the
keyboard and the numerical keypad of the information
processing apparatus 10.

[0063] The user depresses the end button 402
displayed at the operation panel 400 shown in Figure 4
to end the virtualization control of the internal device
40 by the information processing apparatus 10 (step
S112). By this means, the virtual device control unit
203 notifies the virtualization control unit 202 that
the control of the internal device 40 ends and ends data
transmission /reception with the input device 208 and
the display device 210 (step S113). Subsequently, the
virtualization control unit 202 notifies the information
processing apparatus 10 that control of the internal
device 40 ends (end notification) (step S114). By this
means, the virtualization control of the internal device
40 by the information processing apparatus 10 ends and

the operation panel 400 of the device control apparatus
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20 is switched to a normal display state.

[0064] Figure 5 is a sequence diagram useful in
explaining an operation when the information processing
apparatus 10 performs virtualization control on the
extérnal device 30 connected to the device control
apparatus 20 in the device control system shown in
Figure 1.

[0065] In the example shown in the figure,
virtualization control is started by connection of the
external device 30 to the device control apparatus 20
through the communication I/F 302 such as a USB
interface.

[0066] First, the user connects the external device
30 to the device control apparatus 20. By this means,
the individual identification information 301 of the
external device 30 is transmitted to the device control
apparatus 20 to notify that fhe external device 30 is
connected (step S201).

[0067] The virtualization control unit 202 notifies
the information processing apparatus 10 that the
external device 30 is connected (step S202). By this
notification, the information processing apparatus 10
starts virtualization control of the external device 30
via the virtualization control unit 202, and starts data
transmission/reception with the virtualization control
unit 202 (step S203).

[0068] The virtualization control unit 202 starts
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data transmission/reception with the external device 30
through the communication I/F 302 (i.e., in a third data
format) (step S204). Next, after data
transmission/reception between the information
processing apparatus 10 and the external device 30 via
the device control apparatus 20 is completed, the
external device 30 is disconnected from the device
control apparatus 20 through the user operation, or the
like (step S205). When detecting this disconnection, the
virtualization control unit 202 of the device control
apparatus 20 notifies the information processing
apparatus 10 that the external device 30 is disconnected
(step S206). By this notification, the virtualization
control of the external device 30 by the information
processing apparatus 10 ends.

[0069] Figure 6 is a flowchart showing
virtualization control processing performed by the
information processing apparatus 10 shown in Figure 1.
[0070] The information processing apparatus 10
determines whether or not there is a device connection
notification from the device control apparatus 20 in
processing of detecting a device connection notification
(step S302). When there is no device connection
notification (No in the step S302), the information
processing apparatus 10 stands by.

[0071] Meanwhile, when there is a device connection

notification (Yes in the step S302), the information
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processing apparatus 10 starts virtualization control
with the device control apparatus 20 (step S303).
Further, the information processing apparatus 10 starts
data transmission/reception with the device control
apparatus 20 (step S304).

[0072] Subsequently, the information processing
apparatus 10 determines whether or not the information
processing apparatus 10 receives a device disconnection
notification or a control end notification in processing
of detecting disconnection of the device or the end of
control (step S305). When the device is being connected
(step S305), the information processing apparatus 10
returns to the processing in the step S304 and continues
the data transmission/reception with the device control
apparatus 20.

[0073] Meanwhile, when the information processing
apparatus 10 receives a device disconnection
notification or a control end notification (step S305),
the information processing apparatus 10 ends the
virtualization control with the device control apparatus
20 (step S306). The information processing apparatus 10
then returns to the step S302 and restarts the
processing of detecting a device connection notification.
[0074] Figure 7 is a flowchart showing processing
relating to virtualization control of the external
device 30 performed by the device control apparatus 20

shown in Figure 1.
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[0075] The device control apparatus 20 detects
whether or not the external device 30 is connected in
processing of detecting an external device connection
notification (step S402). When connection of the
external device 30 is not detected (step S402), the
device control apparatus 20 stands by until the
connection is detected.

[0076] Meanwhile, when detecting connection of the
external device 30 (step S402), the device control
apparatus 20 notifies the information processing
apparatus 10 that the external device 30 is connected
(step S403). Further, when virtualization control of the
external device 30 by the information processing
apparatus 10 is started (step S404), the device control
apparatus 20 starts (relays) data transmission/reception
between the information processing apparatus 10 and the
external device 30 (step S405).

[0077] Subsequently, the device control apparatus 20
detects whether or not the external device 30 is
disconnected in processing of detecting disconnection of
the external device (step S406). When the external
device 30 is being connected (step S406), the device
control apparatus 20 returns to the processing in the
step S405 and continues the data transmission/reception
between the information processing apparatus 10 and the
external device 30.

[0078] Meanwhile, when detecting disconnection of
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the external device 30 (step S406), the device control
apparatus 20 ends the data transmission/reception
(relay) with the external device 30 which is under
virtualization control of the information processing
apparatus 10 (step S407), notifies the information
processing apparatus 10 that the external device 30 is
disconnected and ends the virtualization control of the
external device 30 (step S408). Further, the device
control apparatus 20 returns to the step S402 again and
restarts processing of detecting connection of an
external device.

[0079] Figure 8 is a flowchart useful in explaining
processing relating to virtualization control of the
internal device 40 performed at the device control
apparatus 20 shown in Figure 1, which will be described
with reference to Figure 4.

[0080] First, the device control apparatus 20
displays the operation screen shown in Figure 4 at the
operation panel 400 of the display device 210 through
the user operation and stands by for input by the user
(step S502). Further, the device control apparatus 20
determines whether or not the user connects the internal
device 40 through, for example, depressing of the
connect button 401, in processing of detecting
connection of an internal device (step S503).

[0081] When connection of the internal device 40 is

not detected (step S503), the device control apparatus
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20 returns to the processing in the step S502 and stands
by. Meanwhile, when detecting that the internal device
40 is connected through, for example, depressing of the
connect button 401 shown in Figure 4 (step $503), the
device control apparatus 20 notifies the information
processing apparatus 10 that the internal device 40 is
connected (step S504). Further, the device control
apparatus 20 starts virtualization control with the
information processing apparatus 10 (étep S505). When
the virtualization contrcol is started, data
communication between the information processing
apparatus 10 and the internal device 40 is implemented.
[0082] Subsequently, when receiving input/output
data associated with the information processing
apparatus 10, the data format converting processing unit
205 of the device control apparatus 20 converts the
input/output data into a data format of the internal
device 40 (step S5506), and starts data
transmission/reception with the internal device 40
through the input I/F 207 and the display I/F 209 (step
85075.

[0083] The device control apparatus 20 detects
whether or not control of the internal device 40 ends in
processing of detecting the end of control of the
internal device (step S508). When the end of control of
the internal device 40 i1s not detected, that is, when

the internal device 40 is being connected (step S508),
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the device control apparatus 20 returns to the
processing in the step S506 and continues processing of
converting the data format.

[0084] Meanwhile, when it is detected that the
control of the internal device 40 ends through, for
example, depressing of the end button 402 shown in
Figure 4 (step S508), the device control apparatus 20
ends data transmission/reception (relay) with the
internal device 40 which is under virtualization control
of the information processing apparatus 10 (step S509),
and notifies the information processing apparatus 10
that control of the internal device 40 ends (step S5510).
By this means, the virtualization control of the
internal device 40 by the information processing
apparatus 10 ends and the operation panel 400 of the
device control apparatus 20 is switched to a normal
display state.

[0085] As described above, in the first embodiment
of the present invention, because the information
processing apparatus 10 performs virtualization control
on the internal device 40 provided at the device control
apparatus 20, so that the virtualization control unit
103 can simulate the same behavior as behavior performed
in a case where the internal device 40 is directly
connected (locally connected) to the information
processing apparatus 10 using the device driver 102, the

user can utilize the information processing apparatus 10
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using the internal device 40 (for example, a keyboard, a
numerical keypad and a display) provided at the device
control apparatus 20.

[0086] Further, because the device driver 102
associated with the external device 30 and the internal
device 40 provided at the device control apparatus 20 is
installed at the information processing apparatus 10
side, it is not necessary to install at the device
control apparatus 20 a device driver associated with the
external device 30 and the internal device 40 provided
at the device control apparatus 20.

[0087] [Second Embodiment]

Next, an example of a device control system
according to a second embodiment of the present
invention will be described below.

[0088] Figure 9 is a block diagram schematically
showing a configuration of the example of the device
control system according to the second embodiment of the
present invention. It should be noted that the same
reference numerals are assigned to the same components
as those in the device control system shown in Figure 1,
and its explanation will be omitted.

[0089] In the device control system shown in Figure
9, the information processing apparatus 10 is connected
to a multifunctional peripheral device (MEP) 50 via the
LAN, and a storage apparatus 60 is connected to the MFP

50 by USB. The MFP 50 has a touch panel 501 as the
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internal device, which is connected to the internal bus
206 through the input I/F 207 and the display I/F 209.
[0090] In the example shown in the figure, the MFP
50 includes a printer 502, a scanner 503 and a FAX 504.
Further, the storage apparatus 60 has an encryption
information storing unit 602, an encryption data unit
603, a decryption module 604 and the communication I/F
302, and medium identification information 601 described
later is set to the storage apparatus 60.

[0091] In this embodiment, the MFP 50 has the touch
panel 501 having functions of the input device 208 and
the display device 210 explained with reference to

Figure 1. The function corresponding to the input device

208 is connected to the internal bus 206 through the

input I/F 207, and the function corresponding to the
display device 210 is connected to the internal bus 206
through the display I/F 209, and the functions operate
according to control from the CPU. In this embodiment,
virtualization control of the touch panel 501 using the
information processing apparatus 10 realizes remote
control of the information processing apparatus 10 by
the touch panel 501. Further, by performing
virtualization control on the storage apparatus 60
connected to the MFP 50 by the information processing
apparatus 10 to remotely operate the information
processing apparatus 10 from the touch panel 501 of the

MFP 50, encryption of the storage apparatus 60 is
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released. Image data read in cooperation with a scanner
function of the MFP 50 is encrypted and stored in the
storage apparatus 60. Further, encrypted data in the
storage apparatus 60 is printed in cooperation with a
printer function of the MFP 50.

[0092] The application 101 of the information
processing apparatus 10 includes software for using the
storage apparatus 60. It should be noted that the
information processing apparatus 10 automatically
activates the software when receiving, from the device
control apparatus 20, a notification regarding the
external device 30 being connected (hereinafter, the
software will be also merely referred to as "application
101" for convenience of explanation).

[0093] As described above, the storage apparatus 60,
which is, for example, a portable storage medium
(hereinafter, referred to as a "USB memory") having an
encryption fﬁnction of encrypting data and storing the
encrypted data, includes the medium identification
information 601, and has the encryption information
storing unit 602, the encryption data unit 603, the
decryption module 604 and the communication I/F 302.
[0094] For example, identification information such
as a vendor ID, a product ID and a serial number
allocated to the storage apparatus 60 is used as the
medium identification information 601. In the encryption

information storing unit 602, encryption information for
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decrypting data encrypted by the storage apparatus 60 is
stored. It should be noted that the encryption
information storing unit 602 receives an encryption
release request from the information processing
apparatus 10 and allows the encryption data unit 603 to
read/write data. The encryption data unit 603 encrypts
data based on fhe encryption information stored in the
encryption information storing unit 602 and stores the
encrypted data.

[0095)] The decryption module 604 which is software
operating by being loaded to a storing unit of the
information processing apparatus 10, displays an
encryption information input screen (described later) at
a display device (not shown) such as a liquid crystal
monitor connected to the information processing
apparatus 10. Further, the decryption module 604
verifies encryption information input to the encryption
information input screen with the encryption information
stored in the information processing apparatus 10. The
communication I/F 302 controls transmission/reception of
the encrypted data with the MFP 50.

[0096] Figures 10A and 10B are sequence diagrams
useful in explaining an operation when virtualization
control is performed on the storage apparatus 60 and the
touch panel 501 from the information processing
apparatus 10 in the device control system shown in

Figure 9.
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[0097] Here, it is assumed that an operation screen
is displayed on the touch panel 501 through a
predetermined user operation.

(0098] Figure 11 is a drawing showing an example of
the operation screen displayed on the touch panel 501
which is the display device 210. The explanation will be
omitted because the components other than a software
keyboard 510 are the same as those shown in Figure 4.

The operation screen of Figure 11 is displayed on the
touch panel 501 when the user executes the predetermined
operation, and is comprised of the connect button 401,
the end button 402, the screen display area 403 and the
software keyboard 510 for input operation. The software
keyboard 510 is displayed on the touch panel 501 in a
similar manner to the connect button 401 and the end
button 402 and enables input operation equivalent to
that performed by a physical keyboard and mouse.

[0099] The user instructs virtualization control of_
the touch panel 501 by depressing the connect button. 401
displayed on the touch panel 501 (step S601). That is,
the user requests connection by depressing the connect
button 401 in the operation screen.

[0100] In response to the above-described connection
request, the virtual device control unit 203 notifies
the virtualization control unit 202 of connection by
transmitting the virtual device identification

information 204 associated with the touch panel 501 to
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the virtualization control unit 202 (step S602). For
example, three USB descriptors for the keyboard, the
mouse and the display shown in Figure 2 are transmitted
as the virtual device identification information 204.
The virtualization control unit 202 then notifies the
information processing apparatus 10 that the touch panel
501 is connected (step S603).

[0101] The information processing apparatus 10
starts virtualization control of the touch panel 501
through the virtualization control unit 202 and starts
data transmission/reception with the virtualization
control unit 202 (step S604). By this means, the
virtualization control unit 202 starts data
transmission/reception with the virtual device control
unit 203 (step S605).

[0102] The data format converting processing unit
205 of the virtual device control unit 203 converts USB
data transmitted from the virtualization control unit
202 into a data format for the touch panel 501, and
starts data transmission/reception with the touch panel
501 through the input I/F 207 and the display I/F 209
(step $606). A screen according to the screen data
transmitted from the information processing apparatus 10
is displayed at the screen display area 403 of the touch
panel 501, and the touch panel 501 stands by for input
to the information processing apparatus 10 (step S607).

[0103] When the storage apparatus 60 is connected to
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the MFP 50 (step S608), the medium identification
information 601 stored in the storage apparatus 60 is
transmitted to the virtualization control unit 202 of
the device control apparatus 20 to thereby notify
connection of the storage apparatus 60. The
virtualization control unit 202 then notifies the
information processing apparatus 10 that the storage
apparatus 60 is connected (step S609).

[0104] The information processing apparatus 10
starts virtualization control of the storage apparatus
60 through the virtualization control unit 202 and
starts data transmission/reception with the
virtualization control unit 202 (step S610). The
virtualization control unit 202 starts data
transmission/reception with the storage apparatus 60
through the communication I/F 302 (step S611).

[0105] When the virtualization control of the
storage apparatus 60 is started by the device control
apparatus 20, the application 101 of the information
processing apparatus 10 is automatically activated and
displayed at a liquid crystal monitor (not shown)
connected to the information processing apparatus 10. As
in the first embodiment, the screen data displayed at
this liquid crystal monitor is transmitted to the device
control apparatus 20, and image data transmitted from
the information processing apparatus 10 is displayed on

the touch panel 501.
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[0106] Figure 12 is an example of a screen displayed
on the touch panel 501 of the device control apparatus
20. |

[0107] A screen of the application 101 activated at
the information processing apparatus 10 is comprised of
a file list screen 404 indicating a list of files within
the USB memory, a preview screen 407 indicating a
preview of the selected file, a print button 405 for
instructing printing of the selected file, and a scan
button 406 for storing the scanned image in the USB
memory, and is displayed at the screen display area 403
of the touch panel 501. Through operation of the‘
software keyboard 510 displayed on the touch panel 501,
it is possible to make the information processing
apparatus 10 instruct execution of key input, file
selection, printing and scanning.

[0108] Subsequently, the user remotely operates the
information processing apparatus 10 using the touch
panel 501 to load the decrypticon module 604 (software)
of the storage apparatus 60 to the storing unit 11 of
the information processing apparatus 10, thereby
displaying the encryption information input screen. By
this means, the encryption information input screen
displayed at the information processing apparatus 10 is
displayed at the screen display area 403 of the touch
panel 501 of the device control apparatus 20 (step S612).

[0109] Figure 13 is a diagram showing an example of
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the encryption information input screen displayed at the
screen display area 403 of the touch panel 501 shown in
Figure 11.

[0110] As shown in Figure 13, a text box 408 for
receiving input of an encryption information for
decryption and a complete button 409 for notifying
completion of input are displayed at the encryption
information input screen. The user inputs the encryption
information associated with the storage apparatus 60 to
the text box 408 using the software keyboard 510.
Further, when the input of the encryption information is
completed, the user depresses the completion button 409
to determine input of the encryption information.

[0111] When the user inputs the encryption
information associated with the storage apparatus 60
through the encryption information input screen (step
S613), the decryption module 604 loaded to the storing
unit 11 of the information processing apparatus 10
verifies whether the encryption information input in the
step S$613 matches the encryption information stored in
the encryption information storing unit 602 in advance
(step S614), and when the two pieces of encryption
information match each other, requests the storage
apparatus 60 to perform decryption (step $S615). By this
means, the storage apparatus 60 is decrypted from this
point (step S616).

[0112] Subsequently, the information processing
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apparatus 10 transmits an encrypted data read request to
the storage apparatus 60 (step S617). By this means, the
storage apparatus 60 transmits an encrypted data read
response to the information processing apparatus 10
(step S618). The information processing apparatus 10
then generates file list data for allowing selection of
the encrypted data read from the storage apparatus 60
and transmits the file list data to the MEFP 50.The MFEP
50 causes the data format converting processing unit 205
to subject the received file list data to converting
processing and the converted file list data is displayed
at the screen display area 403 of the touch panel 501
(step S619), and the touch panel 501 stands by for input
to the information processing apparatus 10 (step S620).
[0113] Here, an operation of remotely operating the
information processing apparatus 10 to read image data
using the scanner 503 provided at the MFP 50, store
(write) the image data in the storage apparatus 60, read
the image data from the storage apparatus 60 and print
the image data using the printer 502 will be described
with reference to a sequence diagram of Figure 14.

[0114] Figure 14 is a sequence diagram useful in
explaining an operation of using the printer 502 and the
scanner 503 provided at the MFP 50 by performing
virtualization control on the storage apparatus 60 and
the touch panel 501 from the information processing

apparatus 10 in the device control system shown in
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Figure 9.

[0115] Here, 1t 1is assumed that a screen of the
application 101 explained using Figure 12 is displayed
on the touch panel 501. When the user selects, that is,
depresses the scan button 406 through the software
keyboard 510 (step 5701), the information processing
apparatus 10 receives a scan request and starts
operation of reading image data (step S5702). The
information processing apparatus 10 then transmits an
image data read request to the scanner 503 (step S703).
In response to this request, the scanner 503 starts
processing of reading the image data (step S$5704).

[0116] Subsequently, the scanner 503 transmits an
image data read response to the information processing
apparatus 10 (step S705). 1In response to this reqguest,
the information processing apparatus 10 performs image
processing on the image data obtained in the step S705
{step S706). The information processing apparatus 10
encrypts the processed image data and tranémits a write
request to the storage apparatus 60 (step S707).

[0117] In response to the write request, the storage
apparatus 60 transmits a write response to the
information processing apparatus 10 (step $708).
Subsequently, the user selects the print button 405 at
the screen of the information processing apparatus 10
(step S5709). By this means, the information processing

apparatus 10 receives a print request and starts a
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printing operation associated with the image data (step
S710) .

[0118]) Subsequently, the information processing
apparatus 10 transmits an encrypted data read request to
the storage apparatus 60 (step S711). The storage
apparatus 60 transmits an encrypted data read response
to the information processing apparatus 10 (step S$712).
[0119] The information processing apparatus 10
performs image processing on the image data according to
the response in the step S712 (step S713). The
information processing apparatus 10 transmits an image
data print request to the printer 502 (step S714). 1In
response to this request, the printer 502 performs
printing according to the image data (i.e., print data
which is the processed image data) (step S715). The
printer 502 then transmits an image data print response
to the information processing apparatus 10 (step S716)
and the proceséing ends.

(01201 Returning to the sequence diagram of Figure
10B, when the storage apparatus 60 is disconnected from
the MFP 50 through a user operation, or the like (step
S621), the virtualization control unit 202 of the device
control apparatus 20 notifies the information processing
apparatus 10 that the storage apparatus 60 is
disconnected (step S622). Further, the user depresses
the end button 402 displayed on the touch panel 501 and

ends the virtualization control of the touch panel 501
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(step S623).

(0121] Subsequently, the virtual device control unit
203 notifies the virtualization control unit 202 that
the virtualization control of the touch panel 501 ends,
and ends data transmission/reception with the touch
panel 501 (step S624). The virtualization control unit
202 then notifies the information processing apparatus
10 that the virtualization control of the touch panel
501 ends (step S625).

[0122] In this way, in the second embodiment of the
present invention, by performing virtualization control
on the touch panel 501 provided at the MFP 50 and the
storage apparatus 60 (USB memory) connected to the MFP
50 using the information processing apparatus 10, it is
possible to utilize the functions (a printer, a scanner
and a FAX) of the MFP 50 and the touch panel and the
storage apparatus under virtualization control in
cooperation with each other.

[0123] Although the present invention has been
described based on the above-described embodiments, the
present invention is not limited to the above-described
embodiments and includes various embodiments without
departing from the scope of the invention.

[0124] For example, it is also possible to make the
device control apparatus implement a control method of
the functions in the above-described embodiments.

Further, it is also possible to make a computer provided
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at the device control apparatus implement a control
program having the functions in the above-described
embodiments. The control program is, for example,
recorded in a computer-readable recording medium.

[0125] Further, the present invention can be
implemented by executing the following processing:
supply software (program) which realizes the functions
in the above-described embodiments to a system or an
apparatus via a network or various recording media, and
read and implement the program by the system or a

computer (or a CPU, a MPU, or the like) of the apparatus.

[Reference Signs List]
[0126]
10 Information processing apparatus
20 Device control apparatus
30 External device
40 Internal device
101 Application
102 Device driver
104, 201 Communication control unit
103, 202 Virtualization control unit
203 Virtual device control unit
204 Virtual device identification information
205 Data format converting processing unit
206 Internal bus

207 Input I/F
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208 Input device
209 Display I/F

210 Display device
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CLAIMS
[Claim 1]

A device control apparatus connected to an
information processing apparatus via a network,
comprising:

an identification information storing means which
stores virtual device identification information
identified for recognizing a predetermined function of
the device control apparatus as an internal device
connected to the device control apparatus;

an identification information transmitting means
which transmits the virtual device identification
information to the information processing apparatus; and

a virtualization control means which controls the
internal device recognized based on the virtual device
identification information by the information processing
apparatus according to a control request from the
information processing apparatus while converting data
communication between the internal device and the device
control apparatus into a first data format and
converting data communication between the information

processing apparatus and the device control apparatus

into a second data format.

[Claim 2]
The device control apparatus according to Claim 1,

wherein when a predetermined connection operation is
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performed in the device control apparatus, the
identification information transmitting means transmits
the virtual device identification information to the
information processing apparatus according to the

predetermined connection operation.

[Claim 3]

The device control apparatus according to Claim 2,
wherein when a predetermined end operation is performed
in the device control apparatus, the virtualization

control means ends control of the internal device.

[Claim 4]

The device control apparatus according to any one
of Claims 1 to 3, wherein

when a device is connected to the device control
apparatus,

the identification information transmitting means
further transmits individual identification information
transmitted from the device to the information
processing apparatus, and

the virtualization control means further controls
the device recognized by the information processing
apparatus based on the individual identification
information according to a control request from the

information processing apparatus.
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[Claim 5]
A device control system comprising:
an information processing apparatus; and
the device control apparatus according to any one

of Claims 1 to 4.

[Claim 6]

A control method of a device control apparatus
connected to an information processing apparatus via a
network,

the device control apparatus comprising an
identification information storing means which stores
virtual device identification information identified for
recognizing a predetermined function of the device
control apparatus as an internal device connected to the
device control apparatus,

the method comprising:

an identification information transmitting step of
transmitting the virtual device identification-
information to the information processing apparatus; and

a virtualization control step of controlling the
internal device recognized based on the virtual device
identification information by the information processing
apparatus according to a control request from the
information processing apparatus, while converting data
communication between the internal device and the device

control apparatus into a first data format and



WO 2014/065388 PCT/JP2013/078888

10

15

20

25

49

converting data communication between the information
processing apparatus and the device control apparatus

into a second data format.

[Claim 7]

The control method according to Claim 6, wherein
when a predetermined connection operation is performed
in the device control apparatus, thevvirtual device
identification information is transmitted to the
information processing apparatus according to the
predetermined connection operation in the identification

information transmitting step.

(Claim 8]

The control method according to Claim 7, wherein
when a predetermined end operation is performed in the
device control apparatus, control of the internal device

is ended in the virtualization control step.

[Claim 9]

The control method according to any one of Claims
6 to 8, wherein when a device is connected to the device
control apparatus,

individual identification information transmitted
from the device is further transmitted to the
information processing apparatus in the identification

information transmitting step, and
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the device recognized by the information
processing apparatus is further controlled in the
virtualization control step based on the individual
identification information according to a control

request from the information processing apparatus.
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