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A loan process smart contract manages a collateralized loan
process for a loan against a collateralized item, the collat-
eralized loan process includes tokenizing and locking a
collateral token that tokenizes the collateral item, monitor-
ing terms of the loan, and detecting an unlocking event of the
loan for unlocking the collateral token. Locking the collat-
eral token is facilitated by use of a distributed ledger with a
plurality of accounts including a user account and a locked
collateral token escrow account.
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SMART CONTRACT-MANAGED
DECENTRALIZED LENDING PROCESSES
USING COLLATERAL TOKENS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a bypass continuation of PCT
International Application No. PCT/US2020/052728, filed
Sep. 25, 2020, which claims priority to U.S. Provisional
Application No. 62/906,211, filed on Sep. 26, 2019. The
entire disclosure of each of the above applications is incor-
porated herein by reference.

FIELD

[0002] The present disclosure relates to decentralized
lending systems and methods that leverage smart contracts
and distributed ledgers, such as blockchains, to provide a
trustless or substantially trustless collateralized lending eco-
system.

BACKGROUND

[0003] Conventional e-Commerce processes involve
unnecessary friction. These processes were typically
designed around use cases in which a purchaser places an
order knowing exactly what they want, how they are going
to pay for it, where it is going to go, who it is for, and that
they want it as soon as possible. Conventional e-commerce
does not allow for much flexibility in these buying decisions.
For example, a user wishing to purchase a gift for someone
typically makes a purchase via a website or mobile appli-
cation, enters the intended recipient’s known address (re-
gardless of whether the recipient typically receives packages
at the known address), and pays for the gift. The gift is then
immediately sent to the recipient, regardless of whether the
recipient is available to receive the package. Accordingly,
there is a need in the art for an e-commerce platform with
greater flexibility around all facets of a transaction includ-
ing, but not limited to, purchase selection, payment, transfer
of possession, and location and timing of delivery.

[0004] Meanwhile, virtual items have become increas-
ingly popular, such as in video games, where skins, weap-
ons, tools, and many other items are purchased and traded
among players. Virtual items, like other digital items, can be
possessed, used and transferred without the same constraints
on transportation, delivery and storage that are involved for
physical items. However, the value of a virtual item can be
ephemeral, as creators can potentially create an unlimited
number of copies, rendering initially rare items much less
valuable. A need exists for a platform with methods and
systems that provide both the flexibility and convenience of
virtual item transactions and the reliability and value of
physical item transactions.

[0005] In most loan scenarios, a borrower may wish to
obtain a loan from a lender. Typically, a lender may require
collateral to secure the loan before agreeing to the terms.
Traditionally, a borrower could go to a physical pawn shop,
where a pawn shop owner/agent is responsible for authen-
ticating the item, appraising the item, storing the item safely,
and loaning the funds and in exchange, the borrower pro-
vides the item as collateral. In this arrangement, both the
lender and the borrower are simultaneously put in disadvan-
taged positions. The lender must trust that the pawnshop
owner/agent gives a fair appraised value to a collateral item
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and will store the collateral item in good faith, while the
pawnshop agent must trust that the item is authentic and that
the pawnshop will be able to liquidate the collateral item
should the borrower default on the loan. These dilemmas
result in the borrower being given a much lower appraised
value on a collateral item and the pawn shop agent taking on
an increased amount of risk, the combination of which
results in lower loan amounts and higher interest rates/loan
costs. As such, pawn shops are viewed as last resort loan
sources and borrowers are often taken advantage of by
opportunistic loan sharks masquerading as pawn shops. As
such, there is a need for decentralized lending systems that
provide a trustless or substantially trustless lending ecosys-
tems.

SUMMARY

[0006] Provided herein are systems and methods for facili-
tating decentralized loan processes with a smart contract
architecture. In embodiments, the decentralized loan process
is executed in a series of stages, including an authentication
stage where a collateral item is authenticated, an appraisal
stage where the collateral item is appraised, and a safekeep-
ing stage where the item is physically secured in a safe-
keeping facility. In embodiments, the collateral item is
“tokenized,” such that the collateral item can remain in
safekeeping but the ownership rights can be transferred
using a digital collateral token that represents the physical
collateral item. In embodiments, a set of smart contracts
manage the loan process, including one or more of the loan
process stages.

[0007] According to some embodiments of the present
disclosure, a method is disclosed. The method includes
receiving, by one or more processing devices, a request to
initiate a loan process from a borrower device, the request
indicating a collateral item, wherein the collateral item is a
tangible item. The method also includes generating, by the
one or more processing devices, a virtual representation of
the collateral item, wherein the virtual representation
includes at least one of a description of the collateral item
and one or more media contents that respectively depict at
least a portion of the collateral item. The method further
includes generating, by the one or more processing devices,
a collateral token corresponding to the collateral item based
on the virtual representation of the collateral item, wherein
the collateral token is a digital token that is stored on a
distributed ledger that is distributed across a set of node
devices. The method further includes instantiating, by the
one or more processing devices, a loan process smart
contract instance that includes computer-readable instruc-
tions that are configured to manage a loan process in
accordance with a loan process workflow, wherein the loan
process smart contract instance is executed by the set of
node devices that store the distributed ledger. The loan
process smart contract instance is configured to instantiate a
loan smart contract that includes computer-readable instruc-
tions that are configured to receive a loan agreement noti-
fication indicating one or more loan term parameters of a
loan that was agreed to by a lender and the borrower and to
manage repayment of a loan based on the one or more loan
term parameters. The collateral token is locked in an escrow
account stored on the distributed ledger until the loan smart
contract instance determines that the loan has been fully
repaid or the loan is in a default state.
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[0008] In embodiments, the computer-readable instruc-
tions of the loan process smart contract instance are further
configured to instantiate an authentication smart contract
instance that includes computer readable instructions that
are configured to manage an authentication task that is
performed by an authenticator to authenticate the collateral
item and to issue an authentication notification upon con-
firming that the appraisal task has been completed. In some
of these embodiments, the loan process smart contract
instance instantiates the authentication smart contract
instance in accordance with the loan process workflow. In
some of these embodiments, the loan process workflow is
defined in a system-level governance document that is stored
on the distributed ledger, wherein the system-level gover-
nance defines a condition to initiate the authentication task.
In some embodiments, the loan process smart contract
instance instantiates the authentication smart contract
instance in response to receiving a request notification
indicating that the borrower has requested to initiate the loan
process. In some embodiments, the computer-readable
instructions of the loan process smart contract instance are
further configured to: receive an authentication report from
an authenticator device of the authenticator, wherein the
authentication report includes an authentication opinion of
the authenticator that indicates an authentication state,
including whether the authenticator has deemed the collat-
eral item authentic or not authentic. In some of these
embodiments, the authentication report further includes sup-
porting documentation provided by the authenticator in
support of the authentication opinion. In some of these
embodiments, the authentication report further includes one
or more verifications issued by one or more respective
secondary authenticators, wherein each verification indi-
cates that a respective secondary authenticator confirmed the
authentication opinion. In some of these embodiments, the
authentication report is generated from a form template that
is defined in accordance with an authentication stage-level
governance that defines a set of rules and regulations asso-
ciated with performance of the authentication task. In some
of these embodiments, the authentication stage-level gover-
nance defines an authentication task workflow, wherein the
authentication task workflow includes one or more condi-
tions that must be met to complete the authentication task
and trigger a next stage in the loan process workflow to
which the loan process adheres. In some of these embodi-
ments, the authentication stage-level governance is at least
partially defined by an authentication guild to which the
authenticator is a guild member. In some of these embodi-
ments, the authentication guild includes a plurality of dif-
ferent specialized authentication guilds, wherein each spe-
cialized authentication guild specializes in authenticating a
respective type of collateral item. In some of these embodi-
ments, the plurality of different specialized authentication
guilds includes at least a subset of the group comprising: a
watch authentication guild that specializes in authenticating
watches, a shoe authentication guild that specializes in
authenticating shoes, a handbag authentication guild that
specializes in authenticating handbags, an art authentication
guild that specializes in authenticating works of art, a sports
memorabilia authentication guild that specializes in authen-
ticating sports memorabilia, a toy authentication guild that
specializes in authenticating collectible toys, a jewelry
authentication guild that specializes in authenticating jew-
elry, a clothing authentication guild that specializes in
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authenticating designer clothing, an instrument authentica-
tion guild that specializes in expertise authenticating musical
instruments, a record authentication guild that specializes in
authenticating rare or collectible records, a wine authenti-
cation guild that specializes in expertise authenticating units
(e.g., barrels or bottles) of wine, a whiskey authentication
guild that specializes in authenticating units (e.g., barrels or
bottles) of whiskey, and an automobile authentication guild
that specializes in authenticating limited edition automo-
biles. In some of these embodiments, the authenticator
belongs to a specialized authentication guild of the different
specialized authentication guilds. In some of these embodi-
ments, the authenticator is assigned the authentication task
based on the specialized authentication guild to which the
authenticator belongs and an item type of the collateral item.
In some embodiments, the authentication stage-level gov-
ernance defines an authentication smart contract from which
the authentication smart contract instance was instantiated.
In some embodiments, the authentication smart contract
instance initiates an escrowing of an amount of currency
tokens and/or tokenized tokens from an account of the
authenticator to the escrow account in response to the
authentication report indicating that the authenticator
deemed the collateral item to be authentic. In some embodi-
ments, at least a portion of the escrowed amount is held in
escrow until the loan process is complete. In some embodi-
ments, the authentication smart contract instance outputs the
authentication notification to the loan process smart contract
in response to receiving the authentication report from the
authenticator device, wherein the authentication notification
causes the loan process smart contract instance to initiate an
appraisal stage of the loan process. In some embodiments,
the authentication smart contract instance is further config-
ured to: generate a data block containing the authentication
report and a cryptographic hash value that is generated based
at least in part on the authentication report; and write the
data block to the distributed ledger. In some embodiments,
a rating of the authenticator is updated based on an outcome
associated with the authentication task.

[0009] In embodiments, the computer-readable instruc-
tions of the loan process smart contract instance are further
configured to instantiate an appraisal smart contract instance
that includes computer-readable instructions that are con-
figured to manage an appraisal task that is performed by an
appraiser to determine an appraisal value of the collateral
item and to issue an appraisal notification upon confirming
that the appraisal task has been completed. In some of these
embodiments, the loan process smart contract instantiates
the appraisal smart contract instance in accordance with the
loan process workflow. In some of these embodiments, the
loan process workflow is defined in a system-level gover-
nance document that is stored on the distributed ledger,
wherein the system-level governance defines a condition to
initiate the appraisal task. In some embodiments, the loan
process smart contract instantiates the appraisal smart con-
tract instance in response to receiving an authentication
notification indicating that an authenticator has authenti-
cated the collateral item and deemed the collateral item as
authentic. In some embodiments, the computer-readable
instructions of the loan process smart contract instance are
further configured to receive an appraisal report from an
appraiser device of the appraiser, wherein the appraisal
report includes a valuation of the collateral item including at
least one of an appraised value of the collateral item and a
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liquidation value of the collateral item. In some of these
embodiments, the appraisal report further includes one or
more of a physical condition of the item, a new or used
condition of the collateral item, a working condition of the
collateral item, prices of previous sales of similar items, and
a bluebook valuation of similar items. In some embodi-
ments, the appraisal report further includes one or more
verifications issued by one or more respective secondary
appraisers, wherein each verification indicates that a respec-
tive secondary appraiser confirmed the appraisal value. In
some embodiments, the appraisal report is generated from a
form template that is defined in accordance with an appraisal
stage-level governance that defines a set of rules and regu-
lations associated with performance of the appraisal task. In
some embodiments, the appraisal stage-level governance
defines an appraisal task workflow, wherein the appraisal
task workflow includes one or more conditions that must be
met to complete the appraisal task and trigger a next stage
in the loan process workflow. In some of these embodiments,
the appraisal stage-level governance is at least partially
defined by an appraisal guild to which the appraiser is a
guild member. In some of these embodiments, the appraisal
guild includes a plurality of different specialized appraisal
guilds, wherein each specialized appraisal guild specializes
in appraising a respective type of collateral item. In some
embodiments, the plurality of different specialized appraisal
guilds includes at least a subset of the group comprising: a
watch appraisal guild that specializes in appraising watches,
a shoe appraisal guild that specializes in appraising shoes, a
handbag appraisal guild that specializes in appraising hand-
bags, an art appraisal guild that specializes in appraising
works of art, a sports memorabilia appraisal guild that
specializes in appraising sports memorabilia, a toy appraisal
guild that specializes in appraising collectible toys, a jewelry
appraisal guild that specializes in appraising jewelry, a
clothing appraisal guild that specializes in appraising
designer clothing, an instrument appraisal guild that spe-
cializes in expertise appraising musical instruments, a record
appraisal guild that specializes in appraising rare or collect-
ible records, a wine appraisal guild that specializes in
expertise appraising units (e.g., barrels or bottles)of wine, a
whiskey appraisal guild that specializes in appraising units
(e.g., barrels or bottles)of whiskey, and an automobile
appraisal guild that specializes in appraising limited edition
automobiles. In some of these embodiments, the appraiser
belongs to a specialized appraisal guild of the different
specialized appraisal guilds. In some embodiments, the
appraiser is assigned the appraisal task based on the spe-
cialized appraisal guild to which the appraiser belongs and
an item type of the collateral item. In some embodiments,
the appraisal stage-level governance defines an appraisal
smart contract from which the appraisal smart contract
instance was instantiated. In some embodiments, the
appraisal smart contract instance initiates an escrowing of a
monetary amount of currency tokens and/or tokenized
tokens from an account of the appraiser to the escrow
account in response to receiving the appraisal report,
wherein the monetary amount of currency tokens and/or
tokenized tokens is equal to or less than the appraisal value.
In some embodiments, at least a portion of the escrowed
amount is locked in the escrow account until the loan
process is complete. In some embodiments, the appraisal
smart contract instance outputs the appraisal notification to
the loan process smart contract in response to receiving the
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appraisal report from the appraiser device, wherein the
appraisal notification causes the loan process smart contract
instance to initiate a safekeeping stage of the loan process.
In some embodiments, the appraisal smart contract instance
is further configured to generate a data block containing the
appraisal report and a cryptographic hash value that is
generated based at least in part on the appraisal report; and
write the data block to the distributed ledger. In some
embodiments, a rating of the appraiser is updated based on
an outcome associated with the appraisal task.

[0010] In embodiments, the computer-readable instruc-
tions of the loan process smart contract instance are further
configured to instantiate a safekeeping smart contract
instance that includes computer-readable instructs that are
configured to manage a safekeeping task performed by a
safekeeper to securely store the collateral item during at
least a portion of the loan process and issue a safekeeping
notification upon confirming that the safekeeping task has
been completed. In some embodiments, the loan process
smart contract instantiates the safekeeping smart contract
instance in accordance with the loan process workflow. In
some of these embodiments, the loan process workflow is
defined in a system-level governance document that is stored
on the distributed ledger, wherein the system-level gover-
nance defines a condition to initiate the safekeeping task. In
some embodiments, the loan process smart contract instance
instantiates the safekeeping smart contract instance in
response to receiving an appraisal notification indicating that
an appraiser has appraised the collateral item. In some
embodiments, the computer-readable instructions of the loan
process smart contract instance are further configured to:
receive a safekeeping report from a safekeeper device of the
safekeeper, wherein the safekeeping report includes a veri-
fication that the item is stored in a facility associated with the
safekeeper and includes indication of any visible damage
observed by the safekeeper when the collateral item was
received. In some embodiments, the safekeeping report
further includes supporting documentation provided by the
safekeeping as proof of completion of the safekeeping task.
In some embodiments, the safekeeping report further
includes photo documentation of the visible damage
observed by the safekeeper when the collateral item was
received by the safekeeper. In some embodiments, wherein
the safekeeping report is generated from a safekeeping form
template that is defined in accordance with a safekeeping
stage-level governance that defines a set of rules and regu-
lations associated with performance of the safekeeping task.
In some embodiments, wherein the safekeeping stage-level
governance defines a safekeeping task workflow, wherein
the safekeeping task workflow includes one or more condi-
tions that must be met to complete the safekeeping task and
trigger a next stage in the loan process workflow. In some
embodiments, the safekeeping stage-level governance is at
least partially defined by a safekeepers guild to which the
safekeeper is a guild member. In some embodiments, the
safekeeping stage-level governance defines a safekeeping
smart contract from which the safekeeping smart contract
instance was instantiated. In some embodiments, the safe-
keeping smart contract instance initiates an escrowing of a
monetary amount of currency tokens and/or tokenized
tokens from an account of the safekeeping to the escrow
account in response to receiving the safekeeping report,
wherein the monetary amount of currency tokens and/or
tokenized tokens is equal to or less than an appraisal value
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determined by an appraiser of the collateral item. In some
embodiments, at least a portion of the escrowed amount is
locked in the escrow account until the loan process is
complete. In some embodiments, the safekeeping smart
contract instance outputs the safekeeping notification to the
loan process smart contract in response to receiving the
safekeeping report from the safekeeper device, wherein the
safekeeping notification causes the loan process smart con-
tract instance to initiate the generation of the collateral
token. In some embodiments, the safekeeping smart contract
instance is further configured to generate a data block
containing the safekeeping report and a cryptographic hash
value that is generated based at least in part on the safe-
keeping report and write the data block to the distributed
ledger. In some embodiments, a rating of the safekeeping is
updated based on an outcome associated with the safekeep-
ing task. In some embodiments, the safekeeper device
provides one or more images of the collateral item that are
used to generate the virtual representation of the collateral
item. In some embodiments, the safekeeping smart contract
instance is configured to execute a redemption workflow
after the collateral token is unlocked from the escrow
account. In some of these embodiments, the redemption
workflow results in a redeemer of the collateral token taking
possession of the collateral item from the safekeeper.

[0011] In embodiments, the method further includes the
loan smart contract instance is configured to initiate a
liquidation process in response to determining that the loan
is in a default state. In some embodiments, the collateral
token is transferred to a buyer that purchases the collateral
token during the liquidation event, such that the buyer
redeems the collateral token to take possession of the
collateral item from a safekeeper that holds the collateral
item for safekeeping.

[0012] In embodiments, the loan smart contract instance
configured to initiate a transfer of the collateral token from
the escrow account to an account of the borrower upon
determining that the loan has been fully repaid. In some of
these embodiments, the collateral token is transferred to the
account of the borrower from the escrow account by updat-
ing ownership data that defines a current owner of the
collateral token such that the ownership data includes an
address of the account of the borrower on the distributed
ledger.

[0013] In embodiments, the loan term parameters include
a loan length and a loan amount. In some embodiments, the
loan smart contract is configured to determine a loan repay-
ment schedule based on the loan length and the loan amount,
and wherein the loan is considered to be in a default stage
when a pre-defined amount of payments are not paid in
accordance with the payment schedule.

[0014] Inembodiments, the loan process workflow includ-
ing an authentication stage that defines an authentication
task that is performed by an authenticator, an appraisal stage
that defines an appraisal task that is performed by an
appraiser, and a safekeeping stage that defines a safekeeping
task that is performed by a safekeeper. In some embodi-
ments, the authentication stage, the appraisal stage, and the
safekeeping stage are executed before the collateral token is
generated. In some embodiments, the loan instance smart
contract instance facilitates assigning rewards to the authen-
ticator, the appraiser, and the safekeeper in response to the
loan process completing.
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[0015] Inembodiments, the change of the state of the loan
that triggers the unlocking of the collateral token is at least
one of: the loan entering a fully repaid state, the loan
entering a default state and the collateral item being suc-
cessfully liquidated, and a state of repayment upon which
collateral is no longer required as defined in the loan
agreement.

[0016] In embodiments, the collateral token wraps the
virtual representation of the collateral item.

[0017] In embodiments, the loan smart contract is config-
ured to determine a loan repayment schedule based on a loan
length and a loan amount of the loan as defined in the loan
term parameters, and wherein the loan is considered to be in
a default stage when a pre-defined amount of payments are
not paid in accordance with the payment schedule.

[0018] In embodiments, the loan process worktlow
includes an authentication stage that defines an authentica-
tion task that is performed by an authenticator, an appraisal
stage that defines an appraisal task that is performed by an
appraiser, and a safekeeping stage that defines a safekeeping
task that is performed by a safekeeper, wherein the authen-
tication stage, the appraisal stage, and the safekeeping stage
are executed before the collateral token is generated. In
some of these embodiments, the loan instance smart contract
instance facilitates assigning rewards to the authenticator,
the appraiser, and the safekeeper in response to the loan
process completing.

[0019] In embodiments, the collateral item is a tangible
item. In embodiments, the change of the state of the loan is
at least one of: the loan entering a fully repaid state, the loan
entering a default state and the collateral item being suc-
cessfully liquidated, and a state of repayment upon which
collateral is no longer required as defined in the loan

agreement.

[0020] In embodiments, the distributed ledger is a block-
chain.

[0021] A more complete understanding of the disclosure

will be appreciated from the description and accompanying
drawings and the claims, which follow.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] The accompanying drawings, which are included
to provide a better understanding of the disclosure, illustrate
embodiment(s) of the disclosure and together with the
description serve to explain the principle of the disclosure.
In the drawings:

[0023] FIG. 1 is a schematic illustrating an example envi-
ronment of a tokenization platform according to some
embodiments of the present disclosure.

[0024] FIG. 2 is a schematic illustrating an example mar-
ketplace system according to some embodiments of the
present disclosure.

[0025] FIG. 3 is a schematic illustrating an example ledger
management system according to some embodiments of the
present disclosure.

[0026] FIG. 4 is a schematic illustrating an example trans-
actions system according to some embodiments of the
present disclosure.

[0027] FIG. 5 is a schematic illustrating an example intel-
ligence and automation system according to some embodi-
ments of the present disclosure.

[0028] FIG. 6 is a schematic illustrating an example ana-
Iytics and reporting system according to some embodiments
of the present disclosure.
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[0029] FIG. 7 is a user interface displaying tokens within
a wallet, according to some embodiments of the present
disclosure.

[0030] FIG. 8 is a schematic illustrating an example set of
components of a tokenization platform according to some
embodiments of the present disclosure.

[0031] FIG. 9 is a flowchart showing a technique for
tokenizing items according to some embodiments of the
present disclosure.

[0032] FIG. 10 is a flowchart showing a technique for
transferring tokens using a digital marketplace according to
some embodiments of the present disclosure.

[0033] FIG. 11 is a flowchart showing a technique for
transferring tokens between wallets via a keyboard interac-
tion according to some embodiments of the present disclo-
sure.

[0034] FIG. 12 is a flowchart showing a technique for
redeeming tokens according to some embodiments of the
present disclosure.

[0035] FIG. 13 is a flowchart showing a technique for
collateralization and/or securitization according to some
embodiments of the present disclosure.

[0036] FIG. 14 is a flowchart showing a technique for item
authentication according to some embodiments of the pres-
ent disclosure.

[0037] FIG. 15 is a flowchart showing a technique for
rendering VR environments according to some embodi-
ments of the present disclosure.

[0038] FIG. 16 is a flowchart showing a technique for
facilitating transactions using a distributed ledger with a side
chain of blocks according to some embodiments of the
present disclosure.

[0039] FIG. 17 is a flowchart showing a technique for
facilitating user acquisition according to some embodiments
of the present disclosure.

[0040] FIG. 18 is a flowchart showing a technique for
managing mystery boxes according to some embodiments of
the present disclosure.

[0041] FIG. 19 is a flowchart showing a technique for
video-game integration according to some embodiments of
the present disclosure.

[0042] FIG. 20 is a schematic illustrating an example
ecosystem of a decentralized lending system according to
some embodiments of the present disclosure.

[0043] FIG. 21 is a schematic illustrating an example of
guilds, sub-guilds, and various types of governances that
govern various stages of a decentralized loan process
according to some embodiments of the present disclosure.
[0044] FIG. 22 is a flow chart illustrating an example set
of operations of a method for performing an authentication
workflow according to some embodiments of the present
disclosure.

[0045] FIG. 23 is a flow chart illustrating an example set
of operations of a method for performing an appraisal
workflow according to some embodiments of the present
disclosure.

[0046] FIG. 24 is a flow chart illustrating an example set
of operations of a method for performing a safekeeping
workflow according to some embodiments of the present
disclosure.

[0047] FIG. 25 is a flow chart illustrating an example set
of operations of a method for performing a loan workflow
according to some embodiments of the present disclosure.
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[0048] FIG. 26 is a flow chart illustrating an example set
of operations of a method for performing a pre-loan liqui-
dation workflow according to some embodiments of the
present disclosure.

[0049] FIG. 27 is a diagram illustrating a set of stages of
a loan process workflow according to some embodiments of
the present disclosure.

[0050] FIG. 28 is a diagram illustrating a set of stages of
a loan process workflow according to some embodiments of
the present disclosure.

[0051] FIG. 29 is a diagram illustrating a set of stages of
a loan process workflow according to some embodiments of
the present disclosure.

[0052] FIG. 30 is a diagram illustrating a set of stages of
a loan process workflow according to some embodiments of
the present disclosure.

DETAILED DESCRIPTION

[0053] The combination of blockchain technology and
smart contracts has been proposed for use in systems and
methods for implementing a variety of transactions in a way
that automates much of the transaction while preserving and
respecting the legal constraints on such automation. One of
the limitations on automation of such systems is the exis-
tence of jurisdiction specific rules and processes for (i)
creating legally binding contracts between parties, and (ii)
exchanging property in a way that transfers ownership
interests, security interests, or other similar interests in a
legally binding manner.

[0054] Some of the proposed systems depend on the future
implementation of blockchain technology for the legal sys-
tems of record for such transfers, including real property
records, Uniform Commercial Code filing systems, and
other similar systems. This transition is dependent on gov-
ernmental bodies creating and adopting blockchain-based
record-keeping systems. For example, real property records
in the United States are typically maintained at the county-
level by an elected official, and documents are subject to
specific rules regarding format and methods of submission
to the record. Each such official utilizes their own systems to
accept and record documents. Adoption of a blockchain-
based record-keeping system would thus require each juris-
diction to select and implement such a system. This process
can take years even once the technology for such systems is
developed and available for implementation. The willing-
ness of jurisdictions to adopt new technologies also may
vary widely, and so it is impossible to determine when all
jurisdictions will migrate to a blockchain-based system, if
ever.

[0055] Since the benefits of blockchain technologies
should not wait until governmental record keepers decide to
begin to implement systems based on the technology, hybrid
systems that provide the benefits of blockchain technology
but also interface with existing record-keeping and other
legal systems are necessary to bridge the gap. Systems like
those disclosed herein provide the benefits of blockchain to
users of the system, interface with existing legal systems and
methods, and will be easier to migrate to a full block-chain
based system if they become available.

[0056] The distributed ledger transaction systems and
methods described herein utilize distributed ledger technol-
ogy (e.g., blockchain technology) in combination with smart
contracts to allow users to negotiate, document, and/or
execute a variety of different transactions. According to



US 2022/0230240 Al

some embodiments, the different transactions include secu-
ritized decentralized loan transactions. These loan transac-
tions include loan transactions that are secured by traditional
types of collateral and/or by digital assets.

[0057] In general distributed ledger technology forms the
basis for cryptocurrencies that are rapidly expanding in
application and adoption. Such cryptocurrencies augment or
replace existing payment methodologies such as cash, but
also provide a decentralized system for processing transfers
of the cryptocurrency. The basis for the distributed ledger/
blockchain technology is a linked list of data blocks. Each
block contains a link to the prior block in the chain and
encrypted data. In some implementations of a distributed
ledger, the encrypted data may include transaction data
documenting the exchange of a digital currency, software
such as an executable digital contract, and data associated
with the use of a digital contract by specific parties, although
it may also include other types of data as described in further
detail below. The data in each block in the distributed ledger
includes a hash of the previous block in the chain as a means
of identifying and preventing attempts to modify prior
blocks in the distributed ledger.

[0058] In many implementations of distributed ledger
technology, the management and extension of the distributed
ledger is decentralized and distributed over computer sys-
tems operated by numerous unaffiliated entities who con-
tribute their computing power to the system. These distrib-
uted contributors provide the infrastructure of the distributed
ledger system by storing copies of the distributed ledger, and
performing the algorithms necessary to process transactions,
deploy them into new blocks on the distributed ledger, and
distribute those blocks to other parts of the system. In some
distributed ledger implementations the contributors are com-
pensated for this service by receiving a fee denominated in
a cryptocurrency in return for the processing of a new block
in the distributed ledger. An important aspect of distributed
ledger security is that it is difficult to modify blocks after
they have been added to a distributed ledger and accepted
into the main branch, although distributed ledgers do have
temporary competing branches.

[0059] The distributed ledger technology has been
enhanced by the concept of “smart contracts”. Smart con-
tracts are executable computer programs that are compiled
into the data in a block in a distributed ledger by the
developers of the smart contract. Once a smart contract has
been deployed into a distributed ledger, other users of the
distributed ledger may execute the smart contract with
confidence that it has not been modified by a malicious third
party. These executable computer programs are referred to
as “smart contracts” because they may be used to represent
and implement agreements between various parties regard-
ing the transfer of digital currency and other types of assets,
however, they do not have to represent contractual arrange-
ments. A software developer develops the smart contract by
writing program code using a scripting language such as
JavaScript, Solidity, or other scripting languages, or an
object coding language, such as Java, or a machine coding
language such as C or C++. When a “smart contract” is
deployed into a distributed ledger, the program code is
processed into a block by one of the contributors to the
system just as any other transaction on the distributed ledger,
and typically a fee is paid to the node contributor who
compiles the contract/program. The process of deploying the
smart contract may include compiling the program code into

Jul. 21, 2022

bytecode, object code, binary code, or some other executable
form. When the smart contract is successfully deployed into
the block chain it is assigned an address just as any other
distributed ledger transaction. This address is used to access
the smart contract and execute the functionality provided in
it. Typically, an Application Binary Interface (ABI) infor-
mation, similar to an application programming interface, is
provided to a user of the contract, or the software that
interfaces with the contract (such as a wallet application) so
that the user can interact with the various functions of the
smart contract. The ABI describes the various functions and
methods provided as part of the smart contract so that they
can be accessed by the user or the user’s software.

[0060] A contract/program that has been deployed into the
distributed ledger may then be used by anyone who has the
address of the contract on the distributed ledger. Executing
the contract, or a portion of'it, does not necessarily incur fees
unless updates to the distributed ledger are required as part
of that step in the contract. If the contract/program is
properly implemented many different users may utilize the
contract/program simultaneously to govern their own spe-
cific agreements or transactions.

[0061] In embodiments, a smart contract/program may
have multiple steps that are executed or completed by
different parties to the contract. For example, a contract/
program may be invoked by a first party to make an offer to
a second party or a group of potential contracting parties by
instantiating a copy of a certain contract. The second party
(or one of the group) may respond by “signing” that instance
of the contract. The process of “signing™ the contract may
comprise invoking a programmatic method defined as part
of the contract. Some contracts may provide for multiple
parties, such as buyer, seller, lender, borrower, escrow agent,
authenticator, appraiser, and/or the like, all of whom may
independently interact with a particular instance of a smart
contract to sign it, or to take other actions associated with a
specific type of smart contract.

[0062] Smart contracts are well suited to contracts that
involve digital assets or that may be completely executed via
programmatic interactions between the contracting parties,
the distributed ledger, digital assets, and resources on the
internet or otherwise connected digitally to the contract. For
example, smart contracts may be able to automatically
transfer control and ownership of digital assets or transfer
money between PayPal or bank accounts via ACH or other
electronic payment systems. Application programming
interfaces provided by the external systems provide methods
for a digital contract to execute actual transfers of assets or
funds between parties without non-programmatic processes.
[0063] Smart contracts are not so readily able to fully
implement agreements that involve tangible assets, such as
real estate, personal property, and other types of assets that
are subject to the control of governmental or private regis-
tration systems. These registration systems are often paper-
based or, if electronic, are not designed for programmatic
interaction by third parties. Examples of such systems
include real estate ownership records, personal property
records for assets that are titled, Uniform Commercial Code
records, patent and trademark registration databases, and
others. Many of these systems may be partially digital but
are lacking in a programmatic interface for a smart contract
to interact with the system in a completely automated
manner or are highly proprietary in nature. Other systems
may be fractured into many jurisdictions with their own
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separate filing systems, so that a single smart contract would
not be functional across all relevant systems. For example,
Uniform Commercial Code filings are typically handled by
differing systems across different state jurisdictions, and a
smart contract would need to implement varying interfaces
to be able to handle transactions outside of a single juris-
diction and depending on whether such interfaces were
available for a given jurisdiction.

[0064] One type of contract that has not been able to be
fully executed via the programmatic functions of a smart
contract/program is a secured lending transaction. While
many parts of such transactions may be completed via
interactions between parties and the smart contract, the
transfer of title and possession, and the creation of security
interests for the benefit of lenders, among other aspects of
the transaction, are not readily adapted to completion via the
smart contract. According to embodiments of the present
disclosure, a decentralized lending system that incorporates
a set of distributed ledgers and a set of smart contracts that
facilitates is created to support one or more types of smart
contracts. In various embodiments of the system, the set of
distributed ledgers may host a variety of types of smart
contracts, such as guild governance smart contracts, authen-
ticator smart contracts, appraisal smart contracts, loan smart
contracts, and/or other smart contracts are implemented to
support securitized decentralized loan processes. The pro-
grammatic smart contracts are compiled into distributed
ledger(s) and reside at certain addresses within a respective
block in the distributed ledger(s). Users may utilize these
smart contracts by invoking the address and methods or
functions associated with the smart contract. For example,
an example loan contract may have methods for a loan
request, loan approval, collateral assignment, payment
authorization, and/or other similar functions necessary to the
formation and execution of a loan, the provision of collateral
as security, and repayment of the loan according to its terms.

[0065] Continuing the loan contract example, when a user
utilizes a smart contract and invokes a method or function of
that contract, the user may submit parameters and other
information to the smart contract that are specified by a
particular method or function. The smart contract may them
programmatically execute a selected method or function in
accordance with those parameters. In the case of a loan
request function, a loan smart contract may take the param-
eters received from a user who desires to take out a loan and
incorporate that request information into a new block in the
blockchain so that potential lenders can view the request. In
some embodiments the loan request might not be incorpo-
rated into the distributed ledger but might be stored in a
database that is programmatically available to potential
lenders such as via a web service.

[0066] The present disclosure relates to a tokenization
platform that enables the creation of virtual representations
of items (also referred to as “VIRLs”), such as goods,
services, and/or experiences. As used herein the term “item”
may refer to a digital asset (e.g., gift card, digital music file,
digital video file, software, digital photograph, etc.), physi-
cal good, digital service (e.g., video streaming subscription),
physical service (e.g., chauffer service, maid service, dry
cleaning service), and/or purchased experience (e.g., hotel
package, concert ticket, airlines ticket, etc.), or any combi-
nation thereof. It is noted that an item may refer to goods that
already exist or that can be produced at a later time. For
example, an item may be an unmade pizza or article of
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clothing. A purchaser of such an item may purchase the item,
and the item may be produced at a time after the purchase.
The term virtual item may refer to a virtual representation of
a merchandised item. In creating a virtual representation to
an item, many of the purchase-time decisions required for
traditional ecommerce transactions can be postponed and
bifurcated from the transaction itself, thereby creating addi-
tional value for the purchaser. For example, a purchaser may
wish to order a pair of shoes but is not yet sure when the
shoes will be needed or where the delivery location should
be. The purchaser may purchase the virtual representation of
the shoes. The virtual representation may be redeemed at a
later time, such that the redeemer (e.g., the purchaser or a
recipient of a gift) may specify the delivery time and
delivery location when the redeemer so chooses. By creating
virtual items, new value is created for purchasers or any
recipients, as a series of choices that can be put on hold until
redemption time.

[0067] Furthermore, in conventional ecommerce plat-
forms, there are no recordation mechanisms of an item being
transferred between unknown parties that can be checked
and trusted. Additionally, there is also no way of storing
sensitive financial information without a centralized entity.
Thus in embodiments, the tokenization platform may be
configured to issue electronic tokens (or “tokens”) that are
configured to be stored on a cryptographically secure ledger
to provide a process by which virtual representations allow
the transfer of the item between unknown parties, while also
allowing anyone to check the status of the token at any time
and trust that it is correct. As used herein, unless otherwise
indicated by context, “cryptographically” indicates use of a
cryptographic algorithm, such as a hashing algorithm.

[0068] The ecommerce platform may be configured to
support additional or alternative ecosystems. In embodi-
ments, the tokenization platform is configured to support a
token-based lending system, whereby lenders may create
virtual items corresponding to collateral (e.g., jewelry, col-
lectible items, artwork, and the like). The ecommerce plat-
form may tokenize the virtual item and may store the token
on a distributed ledger. In this way, the loan may be sold and
only the token needs to be transferred between lenders. In
some embodiments, a smart contract may be used to manage
the loan, possession of the token, and other transactions
corresponding to the loan.

[0069] In some embodiments, the tokenization platform is
configured to authenticate real world items. In some of these
embodiments, the tokenization platform may enlist subject
matter experts to authenticate items using a virtual repre-
sentation of the items. A subject matter expert may provide
an authentication report that includes notes for the expert’s
underlying opinion. The authentication report may be used
to deny or allow an item to be used for collateral or sold on
the platform. Additionally, in some embodiments, the
authentication reports can be used to train machine learned
models, such that the platform may use machine vision,
machine learning, sensors (e.g., scales), and/or other suitable
techniques to authenticate items.

[0070] In embodiments, the tokenization platform is con-
figured to support a “mystery box” game. The mystery box
game is a game of change, where users can win tokens from
the mystery box, such that the tokens represent items and the
tokens can be redeemed, traded, sold, gifted, and the like. In
some of these embodiments, the tokenization platform sup-
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ports casino-style gaming, whereby the mystery box game
may be played at casinos and other brick and mortar
locations.

[0071] In embodiments, the tokenization platform is con-
figured to support in-video game streaming. In some of these
embodiments, the tokenization platform may provide indi-
cators of tokens to instances of video games, whereby the
video game makers can use the tokens in a number of
different ways. For example, tokens may appear in a video
game to allow a food delivery service to sell deliverable food
in game. In another example, a token may represent a digital
item that can be used in the game, but then later can be
redeemed to obtain a real-world item corresponding to the
digital item.

[0072] In embodiments, the tokenization platform may
provide a rewards-based user acquisition program, whereby
users can enlist for referral codes. When the user success-
fully refers a user to the tokenization platform, the user is
rewarded with a token. The token can represent monetary
compensation or an item (e.g., a gift card, a pair of shoes, a
music album, a DVD, or the like).

[0073] FIG. 1 illustrates an example ecosystem of a
tokenization platform 100 (or the “platform™) according to
some embodiments of the present disclosure. The environ-
ment includes the platform 100, node computing devices
160, external data sources 170, content platforms 180, and
user devices 190. The platform 100, the node computing
devices 160, the external data sources 170, the content
platforms 180, and the user devices 190 may communicate
via a communication network 10 (e.g., the Internet and/or a
cellular network).

[0074] In embodiments, the tokenization platform 100
manages one or more cryptographic ledgers (or “distributed
ledgers™) and provides flexible functionality of virtual rep-
resentations of items such as goods, services, and/or expe-
riences with the fulfillment and satisfaction of said items. In
embodiments, the platform 100 provides a marketplace for
the 3rd party sellers to transact for items using tokens,
whereby a token is a digital marker that defines an owner-
ship right in a particular item. Additionally, or alternatively,
the provider of the platform 100 may sell, lease, give away,
or otherwise transact items offered by the provider. As used
herein, the term “transaction” may refer to the sale/purchase,
the leasing, the gifting, collateralization, or any other action
that affects an ownership of a token. As will be discussed, in
some embodiments a token may be redeemed by an owner
of the token, such that the owner of the token may take
possession of the item upon redemption of the token.

[0075] In some embodiments, the seller of an item (or any
other suitable user) may access the platform 100 to define a
virtual representation of the item that the seller is offering for
transaction. The virtual representation of the item may
include information that identifies the item (e.g., a serial
number corresponding to the item, a model number of the
item, and the like), information relating to the item (e.g., a
classification of the item, textual descriptions, images,
audio, video, virtual reality data, augmented reality data, and
the like), and/or code that may be used to facilitate or verify
transactions involving the item (e.g., smart contracts). In
some embodiments, the platform may “tokenize” an item on
behalf of a seller of the item by generating a set of tokens
based on the virtual representation of the item and storing
the tokens and associated metadata in a cryptographically
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secure distributed ledger, thereby making the tokens (and the
virtual representation) verifiable, transferable, and trackable.
[0076] Inembodiments, the platform 100 may receive data
from one or more external data sources 170. An external data
source 170 may refer to any system or device that can
provide data to the platform. In embodiments, data sources
may include merchant, manufacturer, or service provider
systems and/or databases that provide the platform 100 with
data related to an available item. External data sources may
also include user devices 190, such that the user devices 190
may provide relevant data (e.g., contacts, cookies, and the
like). Examples of external data sources 170 may include
e-Commerce websites, organizational websites, software
applications, and contact lists (e.g., phone contacts, email
contacts, messenger client contacts, and the like). The plat-
form 100 may access an external data source 170 via a
network 10 (e.g., the Internet) in any suitable manner (e.g.,
crawlers, user permission/API, and the like).

[0077] In embodiments, the platform 100 interacts with
content publishing platforms 180. A content publishing
platform 190 may refer to any system that publishes content
on behalf of individuals and/or organizations. Content pub-
lishing platforms may include social networking platforms,
blogging platforms, news sites, and the like. In embodi-
ments, a consumer may output content corresponding to an
item via a content publishing platform 190. For example, the
consumer may post content related to a purchased item to a
social networking platform or may embed the content into a
blog post. The content may include links to the item (e.g., a
link to a webpage or application state corresponding to the
item).

[0078] In embodiments, the platform 100 interfaces with
various user devices 190. User devices 190 can refer to any
computing device with which a user (e.g., consumer, mer-
chant, manufacturer, provider and the like) can access the
platform. Examples of user devices include, but are not
limited to, smartphones, tablet computer devices, laptop
computing devices, personal computing devices, smart tele-
visions, gaming consoles, and the like. A user device may
access the platform 100 via a website, a web application, a
native application, or the like. In embodiments, the platform
100 may provide a first graphical user interface to user
devices 190 associated with a seller and a second graphical
user interface to a user device 190 associated with an end
user. The first graphical user interface may allow a user
associated with a seller to offer items for sale and to create
new virtual representations corresponding to the items for
sale. The second user interface may allow users to purchase
tokens corresponding to items for sale, to transfer tokens,
and/or redeem tokens. In some embodiments, the platform
100 may support a digital wallet that stores the tokens of a
user. The digital wallet may be a client application that is
provided and/or supported by the platform 100. In embodi-
ments, the digital wallet stores any tokens that are owned by
the user associated with the digital wallet and provides an
interface that allows the user to redeem, transfer, sell,
exchange, or otherwise participate in transactions involving
the token.

[0079] Inembodiments, the tokenization of items provides
a framework for securely transacting with respect to an item
represented by the token. For example, a token provides a
mechanism by which an item may be traded, rented, pur-
chased, sold, exchanged, gifted, swapped, or transferred in
transactions involving trusted or untrusted parties. In some
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embodiments, a token represents a single unit to be trans-
acted (e.g., sold, traded, leased, gifted, or the like). For
example, if a merchant is selling ten widgets, the platform
100 may generate ten tokens, where each token corresponds
to a different widget. In this scenario, all ten widgets may
correspond to the same virtual representation of the widget,
and the ten tokens may represent instances of the virtual
representation (also referred to as a “virtual asset”). In
embodiments, a token may be a digitally signed instance of
the virtual representation of an item, whereby the digital
signature may be used to verify the validity of the token.

[0080] In embodiments, each virtual representation of an
item may include or be associated with a smart contract that,
for example, provides a set of verifiable conditions that must
be satisfied in order to self-execute a transaction (e.g.,
transfer of ownership or expiration) relating to an item
represented by the virtual representation. In embodiments,
each token corresponding to a virtual representation may be
associated with the smart contract that corresponds to the
virtual representation. In embodiments, a smart contract
corresponding to a virtual representation may define the
conditions that must be verified to generate new tokens,
conditions that must be verified in order to transfer owner-
ship of tokens, conditions that must be verified to redeem a
token, and/or conditions that must be met to destroy a token.
A smart contract may also contain code that defines actions
to be taken when certain conditions are met. When impli-
cated, the smart contract may determine whether the con-
ditions defined therein are satisfied, and if so, to self-execute
the actions corresponding to the conditions. In embodi-
ments, each smart contract may be stored on and accessed on
the distributed ledger. In some embodiments, tokens that do
not have a smart contract associated therewith may be
referred to as placeholder tokens, such that a placeholder
token may not be involved in a transaction. In embodiments,
tokens can be gifted. In embodiments, recipients of a gifted
token may redeem the token, customize the virtual asset
represented by the token before redemption, exchange it for
another token, obtain the cash value equivalent, and the like.

[0081] Once the platform 100 generates a token, the
platform may update the distributed ledger to indicate the
existence of a new token. As used herein, a distributed ledger
may refer to an electronic ledger that records transactions. A
distributed ledger may be public or private. In embodiments
where the distributed ledger is private, the platform 100 may
maintain and store the entire distributed ledger on comput-
ing device nodes 160 associated with the platform. In
embodiments where the distributed ledger is public, one or
more 3rd party computing node devices 160 (or “computing
nodes”) that are not associated with the platform 100 may
collectively store the distributed leger. In some of these
embodiments, the platform 100 may also locally store the
distributed leger and/or a portion thereof. In embodiments,
the distributed ledger is a blockchain (e.g., an Ethereum
blockchain). Alternatively, the distributed ledger may com-
port to other suitable protocols (e.g., hashgraph, Byteball,
Nano-Block Lattice, and IOTA). By storing tokens on a
distributed ledger, the status of that token can be verified at
any time by querying the ledger and trust that it is correct.
By using the token approach to implementation, tokens
cannot be copied and redeemed without permission.

[0082] In some embodiments, the platform 100 is config-
ured to shard the distributed ledger, such that there are side
chains that fork from a main chain of a distributed ledger. In
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some of these embodiments, a side chain may store virtual
representations of items having a particular category or
class. In embodiments, a side chain corresponding to a
particular class of items may store tokens corresponding to
items belonging to the particular class and ownership
records that indicate the current and previous ownerships of
those tokens. Each time ownership of a token changes, the
side chain containing the implicated token may be amended
to indicate the new owner of the token. In embodiments, side
chains may store media contents that are associated with
virtual representations. For example, a side chain may store
videos, photographs, audio clips, and other suitable media
contents that are referenced by respective virtual represen-
tations.

[0083] In addition to item data (e.g., virtual representa-
tions), tokens, and transaction data relating to the tokens, the
distributed ledger may further store account information.
For example, in embodiments the distributed ledger may
store the public addresses of each valid account. In embodi-
ments, a valid account may belong to an entity that is
verified and authorized by the platform to participate in a
transaction. Thus, in embodiments, a party may only sell,
purchase, gift, receive, or otherwise transfer a token if the
party has a known account. Each account may be assigned
a public key and a private key that may be used to transact
on the platform 100. In embodiments, the address of an
account may be based on the public key of the account (e.g.,
the address may be a hash value of the public key). These
addresses may be stored in the distributed ledger, such that
addresses involved in a transaction may be verified as
corresponding to valid accounts using the distributed ledger.

[0084] In operation, a seller may instruct the platform 100
to generate virtual representations of one or more respective
items, such that each virtual representation represents a
respective item that is available for a transaction. It is noted
that while many of the examples of transactions in the
disclosure relate to purchases of goods, services, and/or
experiences, transactions may also include leases, rentals,
loans, gifts, trades, rewards, or giveaways. In embodiments,
the seller may provide item attributes relating to a set of one
or more items, such as a number of items available for
transaction, pricing information of an item, delivery restric-
tions for the item, expiries relating to the item (e.g., how
long is the transaction valid), an item description, a serial
number (e.g., of physical items), media relating to the item
(e.g., photographs, videos, and/or audio content), and the
like. In response to the seller providing the item information,
the platform 100 generates a set of tokens corresponding to
the number of items available for transaction. For example,
if the seller indicates that there are 100 Model X widgets
available for sale, the platform 100 may generate a virtual
representation of the Model X widget and may generate 100
non-fungible tokens corresponding to the virtual represen-
tation, whereby each token corresponds to a respective
instance of the virtual representation. The virtual represen-
tation may include a description of the widgets, a description
of the widgets, a price of the widget, shipping restrictions
relating to the widgets, photographs of the widgets, videos
of the widget, virtual reality data relating to the widget, and
the like. The platform 100 may then store the virtual
representation and the corresponding tokens on the distrib-
uted ledger. For each token, the distributed ledger may store
the token, ownership data relating to the token, media
content corresponding to the token (or the virtual represen-
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tation to which the token corresponds), and/or other suitable
data relating to the token on the distributed ledger. Initially,
the ownership of the token may be assigned to the seller. As
such, the distributed ledger may indicate the existence of the
token and that the seller owns the token. Once tokenized,
end users (e.g., buyers) may participate in transactions for
the item using the corresponding token. For example, the
user may purchase a token corresponding to the item from
the seller via a web interface or application that is provided
or supported by the provider of the platform 100. In response
to the transaction, the platform 100 may update the distrib-
uted ledger to indicate an assignment of the token to the user
(e.g., to a wallet associated with an account of the user). In
embodiments, a copy of the token may be stored in a digital
wallet corresponding to the new owner of the token (e.g., the
buyer).

[0085] A token may be transmitted amongst users in any
suitable manner. For example, a token may be transmitted
via email, instant message, text message, digital transfer,
social media platforms, and the like. In some of these
embodiments, the token may be transmitted directly from
the sender’s user device 190 (e.g., from the user’s digital
wallet) to a user device 190 (e.g., smartphone) or account
(e.g., email account or messaging application) associated
with the intended recipient. Upon initiating the transmission,
the digital wallet may transmit a transfer request to the
platform 100 and may transmit a copy of the token to the
recipient’s user device 190 or specified account. In some
embodiments, the transmitted token may be embedded in a
media content, such as an image, emoji, or video, such that
the recipient receives the media content and may opt to
accept the token. In this example, the token may be accom-
panied by a link and/or software instructions that cause the
user device 190 that receives the token to add the token to
the recipient’s account upon the recipient accepting the
token. Upon electing to accept the token, the user device 190
of the recipient may transmit a request to the platform to add
the token to an account of the recipient. The platform 100
may receive the request and may update the ownership
record of the token in the distributed ledger to indicate the
transfer of ownership.

[0086] In embodiments, an owner of a token may redeem
a token. In embodiments, a user may select a token to
redeem from a digital wallet of the user. In response to the
selection, the digital wallet may transmit a redeem request to
the platform 100. The redeem request may include the token
(or an identifier thereof) and a public address of the user (or
any other suitable identifier of the user). The platform 100
receives the redeem request and verifies the validity of the
token and/or the ownership of the token. Once verified, the
user is granted permission to redeem the token. In some
scenarios, the user may be redeeming a token corresponding
to a digital item (e.g., a gift card, an mp3, a movie, a digital
photograph). In these scenarios, the platform 100 may
determine a workflow for satisfying the digital item. For
example, the platform 100 may request an email address
from the user or may look up an email address of the user
from the distributed ledger. In this example, the platform
100 may email a link to download the digital item to the
user’s email account or may attach a copy of the digital item
in an email that is sent to the user’s email account. In another
scenario, the user may be redeeming a token corresponding
to a physical good (e.g., clothing, food, electronics, etc.) or
a physical service (e.g., maid service). In the case of a
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physical good, the platform 100 may determine a workflow
for satisfying the physical item. For example, the platform
100 may request shipping information from the user or may
look up the shipping information of the user from the
distributed ledger. The platform 100 may then initiate ship-
ment of the physical good. For example, the platform 100
may transmit a shipping request to a warehouse that handles
shipments of the good indicating the shipping information.
The foregoing are examples of how a token may be
redeemed. The platform 100 may execute additional or
alternative workflows to handle redemption of a token.

[0087] In embodiments, the token may be printed in
physical media, such that the token may be redeemed at a
brick and mortar location. For example, the token (e.g., an
alphanumerical string) may be encoded into a QR-code or
barcode. In these embodiments, the public key of the party
that was used to digitally sign the token (e.g., a public key
associated with the platform 100) may also be provided in
the physical media. In this way, the token may be verified by
scanning the QR-code or barcode using a client application
associated with the platform 100. The client application may
provide the token and the public key to the platform 100,
which may verify the validity of the token based on the
token and the public key. If the token and ownership are
verified, the platform 100 may transmit a confirmation of the
verification to the client application. A clerk may then allow
the user to complete the transaction (e.g., take possession of
the item).

[0088] In some embodiments, tokens may be perishable,
in that they lose all value at a predetermined time or upon the
occurrence of a predetermined event. In these embodiments,
the seller may provide an expiry in the virtual representation
that indicates a date and time that the virtual representation
is no longer valid, such that when the expiry is reached, the
token may be deemed invalid.

[0089] Tokens may be fungible tokens or non-fungible
tokens. Fungible tokens may refer to tokens that are inter-
changeable. For example, fungible tokens may all have the
same identifier. Non-fungible tokens are unique tokens.
Non-fungible tokens are transferrable but not interchange-
able.

[0090] Inembodiments, the platform 100 may execute one
or more of: a marketplace system 102, a ledger management
system 104, a transaction system 106, an API system 108, an
intelligence and automation system 110, an analytics and
reporting system 112, and/or virtual world presence system
114, all of which are discussed in greater detail throughout
this disclosure.

[0091] In embodiments, the platform 100 provides a mar-
ketplace system 102 that allows virtual representations of
items to be defined, generated, viewed, and/or redeemed. In
embodiments, the marketplace system 102 may include
graphical user interfaces that: allow sellers to define virtual
representations, allow consumers to view virtual represen-
tations of items and to transact for tokens corresponding to
the items, and allow token owners to redeem tokens, thereby
completing transactions for items indicated by the redeemed
tokens. The marketplace system 102 may further include
backend functionality for supporting these operations.

[0092] In embodiments, the platform 100 provides a led-
ger management system 104 that generates tokens and
manages one or more distributed ledgers, including manag-
ing the ownership rights of the generated tokens. In embodi-
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ments, the ledger management system 104 may also inter-
face with one or more smart contracts that implicate the
distributed ledgers.

[0093] In embodiments, the platform 100 includes an API
system 106 that manages one or more application program-
ming interfaces (APIs) of the platform, so as to expose the
APIs to one or more related applications (e.g., native and/or
web applications provided by the platform 100 provider),
third party systems that are supported by or otherwise
interact with the platform 100, and smart contracts that are
configured to interface with the platform 100. The API
system 106 may expose one or more APIs, such that the API
system 106 may receive API calls from requesting devices
or systems and/or may push data to subscribing devices or
systems. The API system 106 may implement any suitable
types of APIs, including REST, SOAP, and the like. In
embodiments, the API system 106 may include a smart
contract API that allows smart contracts to interface with the
platform, a utility API, a merchant API that allows mer-
chants to create tokens corresponding to virtual representa-
tions of items, and any other suitable APIs. In embodiments,
the platform 100 may implement a micro services architec-
ture such that services may be accessed by clients, such as
by APIs and/or software development kits (SDKs). The
services abstract away the complexities of blockchain cre-
ation, object handling, ownership transfers, data integration,
identity management, and the like, so that platform users can
easily build, deliver and/or consume platform capabilities. In
embodiments, SDK types include, but are not limited to: an
Android SDK, an iOS SDK, a Windows SDK, a JavaScript
SDK, a PHP SDK, a Python SDK, a Swift SDK, a Ruby
SDK, and the like.

[0094] Inembodiments, the platform 100 includes a trans-
action system 108 that supports any suitable transactions
relating to the platform, including the buying, selling, trad-
ing, renting, leasing, exchanging, swapping, transferring,
and/or redeeming of tokens that represent corresponding
items.

[0095] In embodiments, the platform 100 includes an
intelligence and automation system 110 that performs
machine learning and artificial intelligence tasks. For
example, the intelligence and automation system 110 may
train machine learned models, make classifications and
predictions based on the machine learned models, recom-
mend products to users, identify advertisements to target to
specific users, match service providers to service seekers,
and/or automate notifications to users.

[0096] Inembodiments, the analytics and reporting system
112 performs analytics-related tasks relating to various
aspects of the tokenization platform 100 and may report the
resultant analytics to interested parties (e.g., employees of
the platform provider 100 and/or sellers on the platform
100).

[0097] In embodiments, the platform includes or supports
a virtual world presence system 114 that provides presents
virtual representations of items in virtual world environ-
ments. For example, the virtual world presence system 114
may present a virtual reality store to a user, whereby virtual
representations of items are presented in the store and users
can “shop” for the virtual items in the virtual world envi-
ronment. In these embodiments, the virtual world presence
system 114 may render a virtual world environment, which
may be displayed at a client application. The virtual world
environment may be associated with a seller or a group of
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sellers, whereby items that are sold by the seller or sellers are
made available in the virtual world environment. In these
embodiments, the virtual world presence system 114 may
further render 3D representations of items that are available
from the seller or sellers based on the virtual representations
of the items. The 3D representations may then be presented
in the virtual world environments, such that users can
examine the 3D representations of the items (e.g., look at the
representations from different angles). In the event a user
wishes to purchase an item, the user may initiate a transac-
tion (e.g., selecting a “buy” button in the virtual represen-
tation). Upon the user initiating the transaction, the virtual
world presence system 114 may notify the transaction sys-
tem 106 of the user’s selection, and the transaction may
precede in the manner described above.

[0098] In embodiments, the platform 100 includes a user
management system 116. In embodiments, the user man-
agement system 116 may create new user accounts, assess
risk associated with users, provide conditions for users
based on respective risk associated with the users when
participating in a transaction, and the like.

[0099] In some embodiments, the user management sys-
tem 116 creates new accounts for users. In these embodi-
ments, a new user may access the platform 100 and may
request a new account. In embodiments, the platform 100
may allow a user to link their account to an account of an
external system (e.g., Google®, Facebook®, Twitter®, etc.).
Additionally, or alternatively, a user can provide an email
address and login. In embodiments, the user management
system 116 may request a user to provide additional authen-
ticating information, such as a home address or business
address, a passport number (and/or image of the passport),
driver’s license number (and/or an image thereot), state ID
card (and/or an image thereof). The user management sys-
tem 116 may further provide a mechanism for a user to link
any financial information to the platform, including entering
credit card numbers, banking information, cryptocurrency
wallets (e.g., Coinbase® account), and the like. Upon
receiving the requested information, the user management
system 116 creates a new account for the user, including
creating a new public address of the account corresponding
to the user. Once the account is created, the user may begin
participating in transactions on the platform 100.

[0100] In embodiments, the user management system 116
determines a risk score of a user each time the user attempts
to participate in a transaction using the platform 100. A risk
score of a user may indicate a degree of risk associated with
facilitating a particular transaction involving the user.
Examples of risks may include a risk that a seller will not
deliver an item purchased by another user, a risk that the
seller will deliver a fake or substandard item to another user,
a risk that a user will default on a loan, a risk that the user
will engage in fraud, and the like. Factors that may be
relevant to a user’s risk score may include, but are not
limited to, whether the user has provided secondary authen-
tication information (e.g., passport or driver’s license),
whether the user has provided banking information, how
many purchases or sales the user has made on the platform
100, the size of those transactions, how many issues the user
has had with previous transactions (e.g., how many non-
payments or non-deliveries, complaints, etc.), whether the
user has defaulted on a loan facilitated by the platform, and
the like.
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[0101] In some embodiments, the user management sys-
tem 116 may determine the risk score using a risk scoring
model trained to assess risks associated with the user given
a transaction. Upon a user attempting to engage in a trans-
action, the user management system 116 may determine the
features of the transaction (e.g., type of transaction, the size
of the transaction, etc.) and the features of the user (the
outcomes of the user’s previous transactions, the types of
those transactions, whether the user has provided secondary
authentication information, whether the user has provided
banking information, whether the user has had issues in the
past, etc.). For example, when a user requests to sell an item,
requests a collateralized loan, or the like, the user manage-
ment system 116 may determine a risk score. The user
management system 116 may provide the features to the
intelligence and automation system 110, which may input
the features into the risk scoring model. The risk scoring
model may output a risk score based on the features, where
the risk score indicates a probability that the transaction will
be successful given the transaction features and user fea-
tures. In embodiments, the risk scoring model may be
trained by the intelligence and automation system 110 (e.g.,
the machine learning system 502 of FIG. 5), as is discussed
below.

[0102] In embodiments, the user management system 116
may impose a set of conditions on a user requesting to
participate in a transaction based on the risk associated with
the user. Examples of conditions may include requiring a
user to place funds in escrow equal to the sale price of an
item to be sold on the platform (e.g., an amount to be
refunded if a seller does not provide an item or provides a
fake item), requiring a user to provide collateral in excess of
a loan amount if there is significant risk that the user defaults
on a loan, requiring a user to provide secondary authenti-
cation information if the user is requesting a loan and has not
provided such information, and the like, For example, if the
user is requesting to sell an item on the platform 100, but the
user does not have a history of selling items, the risk score
associated with the potential transaction may indicate that
there is a risk that the seller will not successfully deliver an
item or that the item may be fake or in an unsatisfactory
condition transaction. In this example, the platform 100 may
require that the user deposit (or have in his or her account)
an amount of funds that are equal to or greater than sale price
of the item or items that the user wishes to sell. In this way,
the platform 100 may issue a refund to a buyer if the user
(i.e., seller) does not successfully complete the transaction.
In embodiments, the user management system 116 may
implement a set of rules to determine the conditions, if any,
to place on a user with respect to a particular transaction if
the user wishes to engage in the transaction. In embodi-
ments, a rule may define one or more conditions that
correspond to particular types of transactions (e.g., selling,
trading, borrowing, etc.) and may define risk score thresh-
olds that trigger the one or more conditions.

[0103] The platform 100 may execute additional or alter-
native systems as well. For example, in embodiments, the
platform 100 may include a gamification system (not shown)
that gamifies aspects of the platform 100 and/or a rewards
system (not shown) that rewards users for participating in
certain activities. For example, the gamification system may
provide an environment where users are challenged to
compete for the most shared virtual items on social media
platforms. In this example, the rewards system may reward
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users with tokens to redeem items when the users are
deemed to have shared the most virtual items on the social
media platforms. In another example, the rewards system
may issue rewards (e.g., tokens to certain items) to a user
when the user purchases a certain value or amount of virtual
items.

[0104] In embodiments, the platform 100 can include a
logistics system (not shown) that enables the physical deliv-
ery of an item, such as a good or food. The logistics system
may be configured to manage the logistics from the source
location of the item (e.g., a warehouse or restaurant) to the
redeemer of the token (e.g., the house or current location of
the redeemer). In embodiments, the logistics system may
include a geolocation system (not shown) for determining
delivery location. For example, if an owner of a token
corresponding to a pizza with one topping from a pizza
delivery chain redeems the token, the geolocation system
may determine the recipient’s current location for delivery.
Geolocation information may be acquired by a smart phone,
web browser (e.g., IP address), or the like. In this example,
the logistics system may generate an electronic notification
based on the user’s geolocation (or a selected delivery
location) and the user’s order (e.g., the user’s selected
topping) and may transmit the electronic notification to a
location of the pizza delivery chain that is closest to the
intended delivery location.

[0105] FIG. 2 illustrates an example of a marketplace
system 102 according to some embodiments of the present
disclosure. In embodiments, marketplace system 102 may
include an item management system 202, a buyer market-
place system 204, and a redemption system 206.

[0106] The item management system 202 allows a seller
of an item to define a virtual representation of an item. In
embodiments, the item management system 202 presents a
GUI to a user device 190 of the seller that allows the seller
to define the attributes of the item. In the case that the item
has never been sold on the platform 100, the seller can select
an option to add a new item. In response to doing so, the
seller may provide an item classification that indicates the
type of item (e.g., “shoes,” “pizza,” “photograph,” “movie,”
“concert tickets,” “gift card,” and the like) and a name of the
item. The seller may then define one or more additional
attributes of the item. For example, in embodiments, the
seller may provide an item description, media contents
associated with the item (e.g., photographs, videos, audio
clips, and the like), relevant links (e.g., a link to a website
of the seller), a price of the item, restrictions relating to the
item (e.g., “US shipping only” or “seller store hours are
10-6”), redemption instructions (e.g., whether in store
redemption is allowed, permitted, or mandatory, whether
digital assets are downloaded or emailed, whether the items
are transferrable, and the like), a number of the item that are
available for transaction (e.g., how many units are avail-
able), and/or any other suitable attributes. In response to the
seller providing the item attributes, the item management
system 202 may generate a virtual representation of the item.
In embodiments, the virtual representation may be a data
record that includes the attributes of the item. In the scenario
where the virtual representation was previously defined, the
seller may select the previously defined item and may update
one or more attributes. For example, the seller may provide
additional media contents, may alter the price, and/or may
update the number of items that are available. Whether an
updated virtual representation or a newly defined virtual
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representation, the item management system 202 may output
the virtual representation to the ledger management system
104, where the ledger management system 104 may token-
ize instances of the virtual representation to obtain a set of
tokens.

[0107] In some embodiments, the item management sys-
tem 202 may allow the seller to provide seller attributes as
well. The seller may provide information such as a physical
location where physical items may be shipped from, a digital
location where digital items may be retrieved from, physical
locations of the seller’s brick and mortar stores, hours of
operation of the seller, and the like. These attributes may be
included in the virtual representation or may be stored in an
alternate date record.

[0108] In embodiments, the item management system 202
may include an asset type manager for creating and defining
new types of items to enable the platform 100 to support the
sale and trade of the new type of asset. In these embodi-
ments, the asset type manager may provide a GUI that
allows a user to define a new type of asset. In these
embodiments, an asset type attributes field allows users to
add information specific to new asset types as they are being
defined. Attribute information can be understood as infor-
mation material to purchasers in making a buying decision
and must be information specific to an asset type and
information capable of being displayed on the platform.
Asset type attribute fields include, but are not limited to, an
asset type name, an asset type image, an asset redemption
URL, an asset descriptor (e.g., physical or digital), and the
like.

[0109] In embodiments, the item management system 202
may include an item type definition manager for defining
new types of items so that they can be listed on the platform.
In embodiments, the item type definition manager may
provide a GUI that allows a user to define attributes of a new
item. To define a new item type, a user may be prompted to
select an appropriate asset type from the dropdown menu.
The GUI may then allow a user to define the item attributes
in item attribute fields. Item attribute fields may include, but
are not limited to, an item name, an item description, item
notes, an item image, item pricing data (e.g., suggested
price, suggested floor price), an instant sell flag, an item
URL that links to a webpage for purchasing the item, a
quantity of items, and the like. When a user provides the
requisite item attributes, the item management system 202
may create a new virtual representation defining the new
item.

[0110] In some embodiments, the item management sys-
tem 202 may require sellers without adequate history to
escrow an amount of funds equal to the value of the goods
being sold on the tokenization platform 100. The seller may
sell a token representing an item, and when the token is
redeemed by the token owner (e.g., the buyer or downstream
recipient), the funds are removed from escrow and returned
to an account of the seller. In these embodiments, the seller
does not need to escrow the physical item, which requires at
least one additional shipment to be made to a warehouse or
other storage facility.

[0111] In embodiments, the buyer marketplace system 204
allows a consumer to browse or search for items, view
virtual representations of items, and engage in transactions
for the items. In embodiments, the buyer marketplace sys-
tem 204 presents a GUI that includes a search bar that allows
users to enter a search query comprised of one or more
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search terms. In response to receiving the search query, the
buyer marketplace system 204 may query one or more
indexes that index virtual representations using one or more
of the search terms. The buyer marketplace system 204 may
process the search query and perform the subsequent search
using any suitable search techniques. In response to per-
forming the search, the buyer marketplace system 204 may
retrieve the virtual representations implicated by the search
and may present the virtual representations in a visual
manner. For example, the GUI may display a search engine
results page (SERP) that displays one or more search results,
where each search result corresponds to a different virtual
representation and links to a respective page where the user
can view the attributes of the item as defined in the virtual
representation of the item, including any media contents
associated with the item and the price of the item, and can
elect to purchase a token corresponding to the item.

[0112] Inembodiments, the buyer marketplace system 204
may allow users to browse virtual items offered on the
platform. For example, the buyer marketplace system 204
may present a GUI that allows a consumer to filter items by
category or by other attributes. The GUI may allow a user to
select a link corresponding to an item, which directs the user
to a page where the user can view the attributes of the item
as defined in the virtual representation of the item, including
any media contents associated with the item and the price of
the item, and can elect to purchase a token corresponding to
the item.

[0113] In embodiments, when the consumer elects to
purchase an item, the buyer marketplace system 204 may
notify the ledger management system 104 regarding the
purchase. The buyer marketplace system 204 may provide
the ledger management system 104 with the public address
of the user and an identifier of the virtual representation of
the selected item. The ledger management system 104 may
effectuate the transaction by assigning a token from the set
of tokens corresponding to the virtual representation to the
account associated with the public address of the user and
updating the distributed ledger to indicate the change of
ownership of the assigned token to the public address of the
user. For example, the buyer marketplace system 204 (or the
transaction system 106) may identify a token that is cur-
rently owned by the seller and may transfer ownership of the
token to an account of the buyer. Once this occurs, a copy
of the token may be deposited into an account of the user.
For example, the token may be deposited in a digital wallet
of the user.

[0114] Inembodiments, the buyer marketplace system 205
may depict items as individual thumbnail images. In some of
these embodiments, a simple box style user interface ele-
ment can be added to the Item detail pages to display the
attributes of an item, including an item description attribute,
item notes attributes, and a seller URL attribute. An item
description field on the GUI can support clickable URLs that
can redirect platform users to pages with more information
about the product or other relevant pages. The item descrip-
tion textbox can be displayed and support links to third-party
domains.

[0115] Inembodiments, the buyer marketplace system 204
may allow users to purchase made-to-order items. For
example, a user may order a customized pizza, piece of
furniture, flower arrangement, or the like. Users can digitally
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build items consisting of multiple items from multiple
merchants and have the item 3D printed at a 3D printing
station.

[0116] FIG. 3 illustrates an example of a ledger manage-
ment system 104 of the tokenization platform 100 that
manages one or more distributed ledgers 210 in accordance
with some implementations of the present disclosure. In
embodiments, the ledger management system 104 includes
a token generation system 302, a ledger update system 304,
and a verification system 306. The token generation system
302 may be configured to generate tokens that correspond to
items made available for transaction and that are based on
respective virtual representations of the items. The ledger
update system 304 receives requests to update the distrib-
uted ledger 310 and updates the distributed ledger accord-
ingly 310. The verification system 306 receives requests to
verify a token, an account, or the like and attempts to verify
the token or account based on the distributed ledger.

[0117] In embodiments, the distributed ledger 310 may be
a public ledger, such that N node computing devices 160
store N respective copies of the ledger 310, where each copy
includes at least a portion of the distributed ledger 310. In
other embodiments, the distributed ledger 310 is a private
ledger, where the ledger is distributed amongst nodes under
control of the platform 100. In embodiments, the distributed
ledger 310 is a blockchain (e.g., an Ethereum blockchain
comporting to the ETC protocol). Alternatively, the distrib-
uted ledger 310 may comport to other suitable protocols
(e.g., Hashgraph, Byteball, Nano-Block Lattice, or IOTA).
By storing tokens on a distributed ledger 310, the status of
that token can be verified at any time by querying the ledger
and trust that it is correct. By using the token approach to
implementation, tokens cannot be copied and redeemed
without permission.

[0118] The distributed ledger 310 may store any suitable
data relating to an item, a user, a seller, and the like. In
embodiments, the distributed ledger 310 may store item-
related data. [tem-related data may include, but is not limited
to, item identifiers, expiration dates of items, conditions or
restrictions placed on the items, item descriptions, media
content related to items (e.g., photographs, logos, videos,
and the like), documentation of the item, customization
options, available sizes, available colors, available materi-
als, functionality options, ingredients, prices, special offers
or discounts relating to the item, location information (e.g.,
where an item can be delivered/provided), hours available,
owner/custodian data, reviews, item type, and the like. In
embodiments, the distributed ledger 310 may store user data.
User data may include, but is not limited to, identifying
information (e.g., user 1D, email address, name, and the
like), public address, financial information (e.g., credit card
information), transaction history, location data (e.g., a region
of the user or country of the user), preferences, a wish list,
subscriptions of the user, items belonging to the user, user
connections or contacts, media content relating to the user
(e.g., photos or videos of the user), an avatar of the user, and
the like. In embodiments, the distributed ledger 310 may
store merchant-related data. Merchant-related data may
include, but is not limited to, identifying information (e.g.,
a name of the merchant, a merchant ID, and/or the like),
contact information of the merchant, experience data, loca-
tion data, hours available, reviews, media content (photo-
graphs, videos, and the like), and/or any other suitable
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merchant-related data. A distributed ledger 310 may store
additional and/or alternative data.

[0119] In embodiments, the distributed ledger 310
includes side chains 314. A side chain 314 may refer to a
shard of the distributed ledger 310 that extends from a
segment (e.g., a block) of a main chain 312 of the ledger 310.
In embodiments, the main chain 312 may store data that is
related to merchants and users with accounts (e.g., public
addresses). Additionally, or alternatively, the main chain 312
may store item classification data, such as descriptions of
item classifications. In embodiments, a side chain 314 may
pertain to a particular classification of item. In some of these
embodiments, side chains 314 may store virtual representa-
tions of items belonging to a respective genus or class of
items and data relating to those items. For example, a first
side chain 314-1 may store virtual representations of shoes
that are available on the platform 100 and any token-related
data relating to those virtual representations. In embodi-
ments, side chains 314 may store media contents that are
used in connection with items available for transaction on
the platform. For example, a second side chain 314-2 may
store photographs depicting shoes represented in the first
side chain 314-1, video clips depicting shoes represented in
the first side chain 314-1, audio clips relating to shoes
represented in the first side chain 314-1, virtual reality
content depicting shoes represented in the first side chain
314-1, augmented reality content depicting shoes repre-
sented in the first side chain 314-1, and the like. The
foregoing is one manner to shard a distributed ledger. The
distributed ledger 310 may be sharded in any other suitable
manner.

[0120] In embodiments, the token generation system 302
receives a virtual representation and generates one or more
tokens corresponding to the virtual representation. In
embodiments, the virtual representation includes attributes
of an item, including a number (if bounded) of available
items (i.e., the number of items available for transaction). In
embodiments, the number of available items indicates the
number of tokens that the token generation system 302
generates for a particular virtual representation. The attri-
butes may also include other restrictions relating to the item,
such as an expiry of a token (e.g., how long a token may be
valid). The token generation system 302 may also receive
initial ownership data. The initial ownership data defines the
initial owner of a token. As a default, the entity offering the
item represented by the virtual representation (e.g., the
merchant of the item) is the initial owner of the token. The
initial ownership may, however, be assigned to a different
entity.

[0121] In embodiments, the token is a wrapper that wraps
an instance of a virtual representation. In some of these
embodiments, the token generation system 302 may gener-
ate a token identifier that identifies the token. In scenarios
where the tokens are non-fungible tokens, the token gen-
eration system 302 may generate a unique identifier for each
respective token corresponding to the virtual representation.
The token generation system 302 may generate the token
identifier using any suitable technique. For example, the
token generation system 302 may implement random num-
ber genesis, case genesis, simple genesis, and/or token
bridge genesis to generate a value that identifies the token.
In embodiments, the token generation system 302 may
digitally sign the value using a private key/public key pair.
The token generation system 302 may utilize a private
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key/public key pair associated with the platform 100 or the
merchant to digitally sign the value that identifies the token.
The token generation system 302 may implement any suit-
able digital signature algorithm to digitally sign the value
that identifies the token, such as the Digital Signature
Algorithm (DSA), developed by the National Institute of
Standards and Technology. In embodiments, the resultant
digital signature may be used as the token identifier. For
each token, the token generation system 302 may generate
a token wrapper that includes the token identifier and the
virtual representation of the item. In embodiments, the token
generation system 302 may embed or otherwise encode the
public key used to digitally sign the token in the token.
Alternatively, the token generation system 302 may store the
public key apart from the token, such that the public key is
communicated to an account of the token owner each time
the token is transferred to a new owner. Upon generating a
non-fungible token, the token generation system 302 may
output the non-fungible token to the ledger update system
304. The wrapper may wrap a plurality of tokens, including
fungible tokens and non-fungible tokens.

[0122] Insome embodiments, the token generation system
302 may generate fungible tokens. In these embodiments,
the token generation system 302 may generate identical
tokens, where each token has the same token identifier. In
these embodiments, the token generation system 302 may
generate a single token identifier, in the manner described
above, and may generate N fungible tokens using that token
identifier, where N is the number of total tokens. Upon
generating the N fungible tokens, the token generation
system 302 may output the N fungible tokens to the ledger
update system 304.

[0123] In embodiments, the ledger update system 304 is
configured to update and maintain one or more distributed
ledgers 310. As used herein, updating and maintaining a
distributed ledger 310 may refer to the writing of data to the
distributed ledger 310. In embodiments, the ledger update
system 304 may generate a block in accordance with the
protocol to which the distributed ledger comports, where the
block contains the data to be written to the distributed ledger
310. In embodiments, the ledger update system 304 may
update the distributed ledger 310 by broadcasting the gen-
erated block to the computing nodes 160 that store the
distributed ledger 310. The manner by which a computing
node 160 determines whether to amend the received block to
its local copy of the distributed ledger 310 may be defined
by the protocol to which the distributed ledger comports.

[0124] In embodiments, the ledger update system 304
receives tokens and updates the distributed ledgers 310
based thereon. In some of these embodiments, the ledger
update system 304 receives a token and ownership data (e.g.,
a public address of the entity to which the token is to be
assigned) and updates the distributed ledger 310 based
thereon. For example, the ledger update system 304 may
generate a block having the token embedded therein. The
generated block or a subsequently generated block may
include the ownership data pertaining to the token. The
ledger update system 304 may then write generated block(s)
to the distributed ledger 310. For example, the ledger update
system 304 may amend the block(s) to a copy of the
distributed ledger 310 maintained at the platform 100 and/or
may broadcast the block(s) to the computing nodes 160 that
store copies of the distributed ledger 310, which in turn
amend the respective copies of the distributed ledger with
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the broadcast block(s). In embodiments where the distrib-
uted ledger 310 is sharded, the ledger update system 304
may designate a side chain 314 (e.g., an item classification)
to which the token corresponds. In these embodiments, the
generated blocks are amended to the designated side chain
314 to indicate the existence of the token and the current
ownership of the token.

[0125] In embodiments, the ledger update system 304
receives an ownership change request requesting to change
ownership of a token to another account. For example, the
ledger update system 304 may receive an ownership change
request in response to a purchase of a token, a gifting of a
token, a resale of the token, a trade of a token, and the like.
In some embodiments, the ownership change request may
define a token to be transferred and a public address of the
transferee of the token (e.g., a recipient of the token). In
some embodiments, the ownership change request may
further include a public address of the current owner of the
token (assuming the token has a current owner). The ledger
update system 304 may receive the ownership change
request and may generate a block to indicate the new owner
of the implicated token. The ledger update system 304 may
then write generated block(s) to the distributed ledger 310.
For example, the ledger update system 304 may amend the
block(s) to the distributed ledger 310 and/or may broadcast
the block(s) to the computing nodes 160 that store the
distributed ledger 310. In embodiments where the distrib-
uted ledger 310 is sharded, the ledger update system 304
may designate a side chain 314 (e.g., an item classification)
to which the token corresponds. In these embodiments, the
generated blocks are amended to the designated side chain
314 to indicate the new owner of the token.

[0126] In embodiments, the ledger update system 304
receives a new or altered virtual representation and updates
the distributed ledger 310 to reflect the new or altered virtual
representation. For example, the ledger update system 304
may receive a new visual representation when a seller
defines a new item that is available for transaction. The
ledger update system 304 may receive an altered virtual
representation in response to a seller altering one or more
attributes of a previously defined virtual representation. In
embodiments, the ledger update system 304 receives a new
or altered virtual representation and generates one or more
blocks based on the received virtual representation. The
ledger update system 304 may then write the generated
block(s) to the distributed ledger 310 based on the generated
block(s). For example, the ledger update system 304 may
amend the block(s) to the distributed ledger and/or may
broadcast the block(s) to the computing nodes 160 that store
the distributed ledger. In embodiments where the distributed
ledger 310 is sharded, media content pertaining to a virtual
representation may be stored in a separate side chain 314. In
some of these embodiments, the media contents may be
stored in separate blocks from the virtual representation,
where the block containing the virtual representation may
include references to the blocks containing the correspond-
ing media contents. The ledger update system 304 may
designate a side chain 314 (e.g., an item classification) to
which the virtual representation corresponds and a side
chain 314 to which the media content block(s) should be
corresponds. In these embodiments, the generated blocks are
amended to the respective designated side chains 314 to
indicate the new or amended virtual representation. The
ledger update system 304 may then write generated block(s)
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to the distributed ledger 310. For example, the ledger update
system 304 may amend the block(s) to the distributed ledger
310 and/or may broadcast the block(s) to the computing
nodes 160 that store the distributed ledger 310. In embodi-
ments where the distributed ledger 310 is sharded, the ledger
update system 304 may designate a side chain 314 (e.g., an
item classification) to which the burned token corresponds.
In these embodiments, the generated blocks are amended to
the designated side chain 314 to indicate the new and/or
amended virtual representation(s).

[0127] In embodiments, the ledger update system 304 is
further configured to “burn” tokens. Burning tokens may
refer to the mechanism by which a token is deemed no
longer redeemable. A token may be burned when the token
expires or when the token is redeemed. In embodiments, the
ledger update system 304 may update the ownership of the
token to indicate that the token is not currently owned (e.g.,
owner=NULL) and/or may update the token state to indicate
that the token is no longer valid. In some of these embodi-
ments, the ledger update system 304 may generate a block
indicating that the token is not currently owned or that the
state of the token is not valid. The ledger update system 304
may then write generated block(s) to the distributed ledger
310. For example, the ledger update system 304 may amend
the block(s) to the distributed ledger 310 and/or may broad-
cast the block(s) to the computing nodes 160 that store the
distributed ledger 310. In some embodiments, the distributed
ledger 310 is sharded. In these embodiments, the ledger
update system 304 may designate a side chain 314 (e.g., an
item classification) to which the token corresponds. In these
embodiments, the generated blocks are amended to the
designated side chain 314 to indicate the burned token.
[0128] The ledger update system 304 may update the
distributed ledger 310 to indicate other data as well. In
embodiments, the leger update system 304 may maintain
and update merchant data and/or user data on the distributed
ledger 310. For example, the ledger update system 304 may
maintain a public address list of valid accounts. The ledger
update system 304 may update the cryptographic ledger to
reflect new accounts that are added to the platform 310 with
the public addresses of those accounts. The ledger update
system 304 may store additional or alternative merchant and
user data on the distributed ledger as well.

[0129] In embodiments, the verification system 306 veri-
fies data stored on the distributed ledger 310. In embodi-
ments, the verification system 306 may verify the validity of
tokens and/or may verify the ownership of a token. The
verification system 306 may be configured to validate other
types of data stored on the distributed ledger 310 as well.
[0130] In embodiments, the verification system 306
receives a token verification request. The token verification
request may include a token to be verified or a token
identifier thereof. In these embodiments, the verification
system 306 may determine whether the token identifier of
the token to be verified is stored on the distributed ledger
310. If it is not stored on the distributed ledger 310, the
verification system 306 may deem the token to be invalid. In
some embodiments, the token verification request may fur-
ther include a public key to be used to verify the token. In
these embodiments, the verification module 306 may use the
received public key to determine whether the public key
corresponds to a token that is stored in the distributed ledger
310. In some of these embodiments, the verification system
306 use the received public key and the private key used to
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encode the digital signature to determine whether the
received public key is the public key used to sign the token.
For example, in embodiments, the verification system 306
may attempt to decrypt the digital signature using the private
key and the received public key. If the private key and the
received public key enable decryption of the digital signa-
ture to obtain the value used to generate the token, then the
verification system 306 may deem the token valid and may
notify the requesting system of the verification.

[0131] In embodiments, the verification system 306 may
be configured to verify the ownership of a token. In these
embodiments, the verification system 306 may receive a
public address to be verified and a token (or an identifier
thereof). In some embodiments, the verification system 306
may verify that the public address corresponds to an account
on the platform 100. For example, the verification system
306 may determine whether the public address is stored in
the public address list on the distributed ledger 310. If so, the
verification system 306 may determine whether the owner-
ship data relating to the token is currently owned by the
account indicated by the received public address. If so, the
verification system 306 may verify the ownership of the
token and may output the verification to the requesting
system.

[0132] FIG. 4 illustrates an example of a transaction
system 106 of the tokenization platform 100, according to
some embodiments of the present disclosure. In some
embodiments, the transaction system 106 include a token
transfer system 402 and a redemption system 404. The
transaction system 106 may include additional or alternative
systems without departing from the scope of the disclosure.
For example, the transaction system 106 may include a
digital wallet system 408, an express trading system 410, a
payment integration system 412, a subscription system 414,
and/or a token bridging system 416.

[0133] In embodiments, the token transfer system 402
facilitates the transfer of tokens from an account of an owner
of the token an account of a different user. In embodiments,
token transfer system 402 may include smart contracts that
define the conditions under which a token may be trans-
ferred. In some of these embodiments, smart contracts may
reside in tokens, such that the smart contract may execute at
a node computing device and/or from a digital wallet. In
some of these embodiments, a smart contract may interface
with the token transfer system 402 via a smart contract API
that is exposed by the API system 108.

[0134] In embodiments, the token transfer system 402
receives a transfer request that requests a transfer of a token
to an account. A transfer request may be received from an
account of the token holder or from the account of the
intended recipient of the token. In embodiments, the transfer
request may include a public address of the account to which
the token is to be transferred and may further include or
indicate the token to be transferred. For example, the trans-
fer request may include a copy of the token or a value (e.g.,
an alphanumeric string) that uniquely identifies the token. In
some embodiments, the transfer request includes a public
key of the entity that digitally signed the token. In some
embodiments, the transfer request may include a public
address of the token owner that is requesting to transfer the
token.

[0135] The token holder may initiate the transfer of a
token from the digital wallet of the token holder. In some
embodiments, transfers of tokens may be performed via the
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platform 100. In these embodiments, the token owner may
initiate a transfer of the token by instructing the digital
wallet to send a transfer request to the token transfer system
402 (e.g., via a GUI of the digital wallet). In these embodi-
ments, the token transfer system 402 may receive the
transfer request and may determine whether the token is a
valid token, and whether the public address of the owner
and/or the recipient are valid. If the token is valid and the
public addresses of the owner and/or the recipient are valid,
the token transfer system 402 may transmit a copy of the
token to a user device and/or account associated with the
intended recipient. Once accepted by the recipient, the token
transfer system 402 may instruct the ledger management
system 104 to update the distributed ledger to indicate the
change of ownership of the token, such that the distributed
ledger indicates that the recipient is the current owner of the
token.

[0136] Referring now to FIG. 7A, an illustration of a
wallet 700 display is shown. The display of the wallet 700
includes a plurality of tokens, such as tokenized tokens
702a-702n (generally 702), non-fungible tokens 704a-704n
(generally 704), and fungible tokens 706a-7067 (generally
706). As can be seen, in embodiments, the tokens are
grouped by token type. The tokenized tokens 702 may
include displayed indicia 703 communicating the type and,
in embodiments, the amount of particular contents 705
contained within the respective tokenized token 702. For
example, the user’s Bitcoin within the platform 100 may
split among a fungible token 7064 balance and one or more
tokenized tokens 702a. Moreover, the fungible Bitcoin 7064
may be a consolidated balance of the user’s fungible bitcoin
706a, or may be separate balances (e.g., balance equal to
amount of bitcoin transferred into the platform 100 in a
single transaction).

[0137] The non-fungible tokens 704 may include display
indicia to communicate pertinent information related to the
token. For example, a plurality of purchasable skins 704a,
7045 and work-for-hire 704 may be grouped together, and
each may display indicia such as an image of the good. The
fungible tokens 706a-7067 are tokens corresponding with
fungible goods. For example, the fungible tokens 706a-706#
may include currencies, cryptocurrencies, commodities, etc.
[0138] In embodiments, the digital wallet is configured to
transmit the token directly to a user device 190 or account
(e.g., an email account, an account on a 3rd party messaging
app), whereby the recipient of the token may accept the
token. In some of these embodiments, the digital wallet of
the recipient may transmit a transfer request to the token
transfer system 402 indicating a request to transfer the token
to the recipient, in addition to sending a copy of the token
to the intended recipient. In these embodiments, the token
transfer system 402 may determine whether the token is a
valid token and whether the public address of the owner
and/or the recipient are valid. If the token is valid and the
public addresses of the owner and/or the recipient are valid,
the token transfer system 402 may allow the recipient to
accept the token into a respective digital wallet of the
recipient. Once accepted by the recipient, the token transfer
system 402 may instruct the ledger management system 104
to update the distributed ledger to indicate the change of
ownership of the token, such that the distributed ledger 310
indicates that the recipient is the current owner of the token.
[0139] Alternatively, in some embodiments, the digital
wallet of the token owner does not transmit a transfer request
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to the token transfer system 402. In these embodiments, the
user device 190 of the recipient of a token may present a
mechanism by which the token owner may accept the token.
For example, the user device 190 may present a link to
accept the token. Upon the intended recipient accepting the
token, the user device 190 (e.g., via an instance of the digital
wallet of the recipient) may transmit the transfer request to
the token transfer system 402. In this scenario, the token
transfer system 402 may determine whether the token is a
valid token and whether the public address of the owner
and/or the recipient are valid. If the token is valid and the
public address of the owner and/or the recipient are valid,
the token transfer system 402 may instruct the ledger
management system 104 to update the distributed ledger to
indicate the change of ownership of the token, such that the
distributed ledger indicates that the recipient is the current
owner of the token.

[0140] As discussed, in response to a transfer request, the
token transfer system 402 may determine whether the token
is a valid token and whether the public address of the owner
and/or the recipient are valid. In embodiments, a token may
be validated using a public key associated with the token.
For example, the token transfer system 402 may provide the
token (or an indicator thereof) and a public key indicated in
the transfer request to the ledger management system 104.
The ledger management system 104 may determine whether
the token identifier is stored on the distributed ledger, and if
so, may verify that the public key provided with the transfer
request is the public key that was used to digitally sign the
token. In embodiments, the token transfer system 402 may
validate the identities of the recipient and/or the token owner
wishing to transfer the token using the public addresses
thereof. In some of these embodiments, the token transfer
system 402 may provide the public address of the recipient
and/or the public address of the token owner to the ledger
management system 104, which may in turn look up the
respective public address to verify that the public address is
stored on the distributed ledger. In response to determining
that the token is valid and the public addresses of the token
owner and/or the recipient are valid, the token transfer
system 402 may allow the transfer of the token and may
instruct the ledger management system 104 to update the
distributed ledger to indicate the change of ownership of the
token, such that the distributed ledger indicates that the
recipient is the current owner of the token.

[0141] Inembodiments, the redemption system 404 allows
an owner of a token to redeem the token. The redemption
system 404 may receive a request to redeem (or “redemption
request”) the token. The redemption request may include the
token or an identifier of the token (e.g., an alphanumeric
string) and may include a public address of the user attempt-
ing to redeem the token. In embodiments, the redemption
request may further include the public key used to digitally
sign the token. In response to receiving the redemption
request, the redemption system 404 may provide the token,
the public address of the user attempting to redeem the
token, and the public key used to digitally sign the token to
the ledger management system 104. The ledger management
system 104 may then either verify or deny the token/public
address combination. The ledger management system 104
may deny the combination if the token is not a valid token
and/or the user is not the listed owner of the token. The
ledger management system 104 may verify the token/public
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address combination if the token is deemed valid and the
requesting user is deemed to be the owner of the token.

[0142] In response to verifying the token/public address
combination, the redemption system 206 may execute a
workflow corresponding to the virtual representation to
which the redeemed token corresponds. For example, in
some scenarios, the user may be redeeming a token corre-
sponding to a digital item (e.g., a gift card, an mp3, a movie,
a digital photograph). In these scenarios, the redemption
system 404 may determine a workflow for satisfying the
digital item. For example, the redemption system 404 may
request an email address from the user or may look up an
email address of the user from the distributed ledger. In this
example, the redemption system 404 may email a link to
download the digital item to the user’s email account or may
attach a copy of the digital item in an email that is sent to the
user’s email account. In another scenario, the user may be
redeeming a token corresponding to a physical good (e.g.,
clothing, food, electronics, etc.) or a physical service (e.g.,
maid service). In the case of a physical good, the redemption
system 404 may determine a workflow for satisfying the
physical item. For example, the redemption system 404 may
present a GUI to the user that allows the user to enter
shipping information of the user. Alternatively, the redemp-
tion system 404 may look up the shipping information of the
user from, for example, the distributed ledger or a user
database. The redemption system 404 may then initiate
shipment of the physical good. For example, the redemption
system 404 (or a logistics system) may transmit a shipping
request to a warehouse that handles shipments of the good
indicating the shipping information. The foregoing are
examples of how a token may be redeemed.

[0143] The redemption system 404 may execute addi-
tional or alternative workflows to handle redemption of a
token. For example, in some scenarios the initial purchaser
of the token may not have specified certain parameters of an
item that are needed to satisfy the transaction. For example,
if the item is clothing, the initial purchaser may not have
specified the size and/or color of the item. In another
example, if the item is a food item, the initial purchaser may
not have specified side orders, toppings, drink choices, or the
like. If the item is an experience such as plane tickets or a
hotel reservation, the initial purchaser may not have speci-
fied dates of travel. In these scenarios, the redemption
system 404 may present a GUI that allows the redeemer of
the token to specify the needed parameters, so that the
transaction may be specified. In response to receiving the
parameters, the redemption system 404 may ascribe these
parameters to the instance of the virtual representation or to
any other suitable data structure corresponding to the satis-
faction of the transaction (e.g., a delivery order, a purchase
order, etc.), such that the transaction may be satisfied.

[0144] In embodiments, the transaction system 106
includes a digital wallet system 408 that supports digital
wallets. A digital wallet may be tokens that are owned by an
owner of the account associated with the digital wallet and
may provide a graphical user interface that allows the user
to view, redeem, trade, transfer, gift, deposit, withdraw, or
otherwise transact with their tokens. In embodiments, the
digital wallet system 408 provides an instant sell capability,
where users can agree to sell tokens corresponding to items.
For example, the instant sell capability may allow a user to
sell items at the rate of 90% of the floor price. In some
embodiments, other users may view some or all of the
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virtual representation instances owned by the account
owner, in accordance with the user’s privacy settings. Users
may opt to hide or make private individual virtual repre-
sentations or all virtual representations.

[0145] In some embodiments, the platform 100 and/or
digital wallet of a user may provide visual indicia that may
be associated with the token when being transferred to
another person. For example, the visual indicia that may be
associated with a token may include emojis, images, gifs,
videos, and the like. These visual indicia may be used by the
user when transmitting a token to another user. For example,
if the token corresponds to a bouquet of flowers and the
visual indicia is an emoji of a flower, the user may send the
token in a message using the flower emoji. In this example,
the user may access the token in the digital wallet (e.g., via
a native application on a user device 190) and may select an
option to send the token to a recipient. The user may identify
the recipient (e.g., selecting from a list of contacts) and may
be provided an opportunity to type a message. The client
application (e.g., the digital wallet) may present a keyboard
that includes the flower emoji, whereby the flower emoji
represents the token. In response to the user selection of the
flower emoji and subsequent “sending” of the token, the
digital wallet application may initiate transmission of the
message that includes the token/flower emoji. In this
example, the digital wallet may also transmit a transfer
request to the token transfer system 402 indicating that the
transferring user has requested to transfer the token. The
transfer request may include a copy of the token and a public
address of the transferring user. In embodiments, the transfer
request may further include a public address or other indi-
cator (e.g., an email address, a phone number, a user id, or
the like) of the intended recipient of the token.

[0146] In embodiments, the transaction system 106
includes an express trading system 410 in which users may
trade one or more assets without exchanging money. In these
embodiments, the express trading system 410 provides a
mechanism by which users can safely trade tokens, where
each token represents a different item. In an example opera-
tion, a first user may make a trade offer in a smart contract
to a second user to exchange one or more tokens for one or
more tokens in return. The second user may accept by
transferring the requested virtual asset. The smart contract
then marks the transaction as completed. In embodiments,
the express trade system 410 may provide a GUI that allows
a user to view an inventory of tokens, create offers, accept
offers, and/or cancel offers.

[0147] In embodiments, the transaction system 106
includes a payment integration system 412. The payment
integration system 412 allows a user to purchase a token
corresponding to an item. The payment integration system
412 may accept credit cards, different forms of currency,
and/or cryptocurrency.

[0148] In some embodiments, the transaction system 106
includes a subscription system 414. In these embodiments,
users can subscribe to a service to receive items that they
consume regularly via the subscription system 414.

[0149] In embodiments, the transaction system 106
includes a ledger bridging system 416. The ledger bridging
system 416 provides a framework to secure or lock down an
original virtual asset in a first decentralized ledger system
(or any holder of currency, including traditional banks) and
creating a tradeable duplicate in a second decentralized
ledger system. In this way, users may fund their accounts on
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the tokenization platform 100 with different currencies and
different transfer vehicles, and may then engage in transac-
tions (e.g., trade, gift, or redeem) using the different curren-
cies. In some embodiments, the decentralized ledger bridg-
ing system 416 provides an escrow function across
decentralized ledger systems (e.g., ledger systems that are
separate and apart from the distributed ledgers 310 of the
platform 100). In embodiments, the ledger bridging system
416 or a digital wallet may provide a token deposit GUI
and/or a token withdrawal GUI.

[0150] In embodiments, the ledger bridging system 416
allows a user to fund their account with one or more external
currencies. For example, a user may fund an account with
Bitcoin, Ethereum coins, other suitable cryptocurrencies,
and/or traditional currencies (e.g., U.S. Dollars, British
Pounds, Euros, Chinese Yuan, Japanese Yen, and/or the
like). In the case of cryptocurrencies, a user may facilitate a
transfer of cryptocurrency from an external account, for
example, using a non-affiliated digital wallet that stores the
user’s cryptocurrency. In the case of traditional currencies,
a user may transfer funds into his or her account using, for
example, a credit card, a direct money transfer, an ACH
transfer, or the like. In some embodiments, when the user
transfers funds (cryptocurrency or traditional currency) into
an account with the tokenization platform 110 (which may
be referred to as a “funding transaction™), the ledger bridg-
ing system 416 may generate a record corresponding to the
funding transaction and may provide the record to the ledger
management system 104, which may update the distributed
ledger to reflect the funding transaction. The record may
indicate the account to which the funds were transferred, the
account from which the funds were transferred, an amount
that was transferred, a date and time of the transfer, and/or
any other suitable data.

[0151] Once an account is funded, a user can then use the
transferred funds to participate in any transaction on the
tokenization platform 100. In some embodiments, at least a
subset of the transferred funds is tokenized in a manner that
comports with the protocol supported by the tokenization
platform 100 and/or the distributed ledger 312 correspond-
ing thereto. In embodiments, the ledger bridging system 416
may tokenize one or more crypto coins (e.g., a bitcoin), any
fraction of crypto coins, or any amount of currency in
response to a request corresponding to the user. The request
to tokenize funds may be an explicit request or an implicit
request. An explicit request may refer to when the user
specifically requests the tokenization of a certain amount of
currency. An implicit request may refer to when the user
engages in a transaction on the tokenization platform 100
that implicates the transferred funds in the user’s account,
such that at least a portion of those funds need to be
tokenized to facilitate the transaction (e.g., the user pur-
chases an item and elects to pay for the item using some of
the transferred funds in the user’s account. Regardless of
whether the request is implicit or explicit, the ledger bridg-
ing system 416 may tokenize the certain amount of currency.

[0152] In some of these embodiments, the ledger bridging
system 416 tokenizes a specified amount of currency by
minting a tokenized token that “wraps” the certain amount
of currency. A tokenized token may refer to a non-fungible
token that has attributes that define the type of currency and
an amount of currency represented by the coin (e.g., an
amount of bitcoin, Ethereum, dollars, pounds, or the like). In
some of these embodiments, a tokenized token may refer to

Jul. 21, 2022

a non-fungible token that has a set of attributes defining
characteristics of such token in addition to having a set of
fungible and/or non-fungible tokens representing digital
currency balance(s) enclosed within a tokenized token and/
or other digital item(s). In addition, tokenized token can
contain business rules governing redemption, transfer and
other tokenized token lifecycle mechanisms. In some
embodiments, the ledger bridging system 416 mints the new
token by requesting the generation of a new token by the
token generation system 302. The ledger bridging system
416 may provide the type of currency, the amount of
currency, and ownership data (e.g., the account to which the
new tokenized token will belong) to the token generation
system 302. In response, the token generation system 302
generates a tokenized token, for example, in the manner
described above. In this way, the token generation system
302 treats the currency as an “item.” In this way, a tokenized
token may be exchanged (e.g., for other tokenized tokens or
tokenized items), gifted, and/or redeemed. In some embodi-
ments, the types of transactions that a tokenized token may
participate in may be restricted. For example, tokenized
tokens representing unstable currencies may be restricted
from being exchanged but may be redeemed or gifted.

[0153] In embodiments, the ledger bridging system 416
further generates a visual indicium corresponding to the
tokenized token as part of the minting process. In some
embodiments, the visual indicia is a digital sticker (or
“sticker”). For example, in some embodiments, the sticker
may depict an amount and a symbol representing the cur-
rency (e.g., a sticker representing a tokenization of five
dollars may depict “$5”, or a sticker representing a tokeni-
zation of a tenth of a bitcoin may depict “B5”). In this way,
the sticker may be displayed in a wallet of an owner of the
tokenized token. As discussed, the visual indicia may be
used to convey to a user the tokenized tokens that the user
owns. Additionally, in some embodiments, the visual indicia
may be used to transfer tokenized tokens to other parties
(e.g., via text message, messaging applications, email, and
the like), as is described elsewhere in the disclosure.
[0154] In some embodiments, the ledger bridging system
416 may instantiate (or request the instantiation of) a smart
contract corresponding to the tokenized token as part of the
minting process. In these embodiments, the smart contract
may define one or more base functionalities that govern the
tokenized token lifecycle mechanisms such as ownership
transfer and/or redemption logic. The base functionalities
may include the ability to change ownership of the tokenized
token, the types of transactions in which the tokenized token
may be used (e.g., to make purchases, to gift, to exchange,
to redeem for cash, etc.), and the like. Upon a new tokenized
token being minted, the ledger bridging system 416 may
instantiate an instance of the smart contract corresponding to
the newly minted tokenized token. The instance of the smart
contract may execute each time the tokenized token is
involved in a transfer (e.g., exchanged, gifted, or redeemed).
For example, each time an owner of the tokenized token
requests to transfer the tokenized token, the instance of the
smart contract may be implicated by the request and the
instance of the smart contract can either disallow or facilitate
the transfer depending on the contents of the request and the
smart contract.

[0155] Once a tokenized token is minted, the funds rep-
resented by the tokenized token may be “escrowed” by the
ledger bridging system 416. In this way, the user is pre-
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vented from removing funds from his or her account until
the tokenized token is redeemed. In some embodiments, the
ledger bridging system 416 may transfer the funds corre-
sponding to the tokenized token from the account of the user
to a designated escrow account. Alternatively, the ledger
bridging system 416 may freeze the funds corresponding to
the tokenized token, such that the funds may not be trans-
ferred by the user until the tokenized token is redeemed.
Once a tokenized token is redeemed, the funds represented
by the tokenized token may be released from escrow,
deposited into the account of the redeeming user, and the
tokenized token may be destroyed (also referred to as being
“invalidated™).

[0156] In embodiments, the ledger bridging system 416
updates, or initiates the update of, the distributed ledger. The
distributed ledger may be updated upon a number of differ-
ent occurrences. As discussed, in embodiments, the distrib-
uted ledger may be updated when a user initially funds an
account. In embodiments, the ledger bridging system 416
updates (or initiate the update of) the distributed ledger upon
a new tokenized token being minted. In these embodiments,
the distributed ledger is updated to reflect the existence of
the new tokenized token and the ownership of the token. In
embodiments, the ledger bridging system 416 updates (or
initiate the update of) the distribute ledger with the instance
of the smart contract corresponding to the tokenized token.
In embodiments, the ledger bridging system 416 may update
(or initiate the update of) the distributed ledger each time a
tokenized token is transferred. In these embodiments, the
distributed ledger may be updated to reflect the new owner
of the tokenized token. In embodiments, the ledger bridging
system 416 may update (or initiate the update of) the
distributed ledger when a tokenized token when the token is
redeemed and subsequently destroyed. In these embodi-
ments, the distributed ledger may be updated to reflect that
the tokenized token is no longer valid, the account that
redeemed the token, and/or when the token was redeemed.
[0157] FIG. 5 illustrates the intelligence and automation
system 110 according to some embodiments of the present
disclosure. In embodiments, the platform includes an intel-
ligence and automation system 110. The intelligence and
automation system 110 may include a machine learning
system 502, an artificial intelligence system 504, a recom-
mendation engine 506, a service matching engine 508, an
advertising system 508, and/or a notification system 510.
[0158] In embodiments, the machine learning system 502
may train machine-learning models based on training data.
Examples of machine learned may include various types of
neural networks, regression-based models, hidden Markov
models, scoring models, and the like. The machine learning
system 502 may train models in a supervised, semi-super-
vised, or unsupervised manner. Training can be done using
training data, which may be collected or generated for
training purposes. The machine learned models may be
stored in a model datastore.

[0159] In an example, the machine learning system 502
may be configured to train a gift prediction model. A gift
prediction model (or prediction model) may be a model that
receives recipient attributes (e.g., a profile relating to an
intended recipient) and/or item attributes of one or more
items that may be provided as a gift and that outputs one or
more predictions regarding sending a gift token to that
particular consumer. Examples of predictions may be
whether to send a gift to that user, gifts the user would value,
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and the like. In embodiments, the machine learning system
502 trains a model based on training data. In embodiments,
the machine learning system 502 may receive vectors con-
taining user data (e.g., transaction history, preferences, wish
list virtual assets, and the like), virtual asset data (e.g., price,
color, fabric, and the like), and outcomes (e.g., redemption,
exchanges, and the like). Each vector may correspond to a
respective outcome and the attributes of the respective user
and respective item. The machine learning system 502 takes
in the vectors and generates predictive model based thereon.
[0160] In embodiments, the machine learning system 502
trains risk scoring models using training data sets that
indicate the features of users participating in a transaction,
features of the transaction (e.g., the type of transaction (e.g.,
purchase, loan, sale, etc.), the size of the transaction (e.g., a
dollar amount), and the like), and an outcome of the trans-
action indicating whether the transaction was successful or
unsuccessful (e.g., did the buyer pay for the item after
purchase, did the borrower pay the loan off or default on the
loan, was the purchased item delivered and in sufficient
condition, etc.). The training data sets may be based on
transactions facilitated by the platform and/or generated by
an expert.

[0161] In embodiments, the machine learning system 502
may store the predictive models in a model datastore. In
embodiments, the machine learning system 502 may be
further configured to update a model based on captured
outcomes, which is also referred to as “reinforcement learn-
ing.” In embodiments, the machine learning system may
receive a set of circumstances that led to a prediction (e.g.,
item attributes and user attributes) and an outcome related to
the treatment (e.g., redemption of item, exchange of item,
refund of an item), and may update the model according to
the feedback. As used herein, the machine learning tech-
niques that may be leveraged by the machine learning
system include, but are not limited to, decision trees, K-near-
est neighbor, linear regression, K-means clustering, deep
learning neural networks, random forest, logistic regression,
Naive Bayes, learning vector quantization, support vector
machines, linear discriminant analysis, boosting, principal
component analysis, and hybrid approaches.

[0162] In embodiments, the artificial intelligence (AI)
system 504 leverages the machine-learned models to make
predictions or classifications regarding purchasing, gifting,
or other e-commerce outcomes with respect to user data and
asset data. Examples of predictions include whether a user
will purchase an item, whether a user will exchange a gifted
item, redemption options such as delivery timing and deliv-
ery location, and the like. For example, the Al system 504
may leverage a gift prediction model to make predictions as
to whether a recipient of a particular item will like a gift,
return a gift, or exchange a gift.

[0163] In embodiments, the recommendation system 506
may be configured to provide recommendations to users
regarding items. The recommendation system 506 may
request a recommendation from the Al system 504 based on
attributes of a user. The Al system 504 may output a set of
recommendations and the recommendation system 506 may
provide the recommendations to the user or another party.
For example, the recommendation system 506 may provide
users with recommendations of items to purchase based on
a purchase history of the user.

[0164] In embodiments, an advertising system 508 is
configured to determine advertisements to display to a user,
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where the advertisements relate to items that are offered for
transaction on the platform. In embodiments, the advertising
system 508 may present users with discounts, promotions,
and the like.

[0165] Inembodiments, a services-matching system 510 is
configured to match consumers to service providers for
user-selected services. In these embodiments, a user may be
seeking service, and the service matching system 510 may
identify service providers that are best suited to provide the
service. For example, the services matching system 510 may
match service seekers and service providers based on pric-
ing, availability, location, and the like.

[0166] FIG. 6 illustrates the intelligence and automation
system 110 according to some embodiments of the present
disclosure. In embodiments, the analytics and reporting
system 112 is configured to capture and report analytics
relating to various aspects of the e-commerce platform 100.
In embodiments, the analytics and reporting system 112 may
include an analytics system 602, a reporting system 604,
and/or a regulated asset system 606. In embodiments, the
analytics and reporting system 112 may provide an analytics
interface that allows a user to access the analytics and
reporting system 112.

[0167] In embodiments, the analytics system 602 may
track and analyze data relating to, but not limited to,
consumer data, item data, merchant, manufacturer, or pro-
vider data; user behavior (e.g., purchase behavior, telemet-
ric, and the like), and transaction events (e.g., when items
are purchased, how items are purchased, how items are
transferred, and the like).

[0168] In embodiments, the reporting system 604 reports
analytics gained by the analytics system 602 to one or more
parties. Interested parties may access the reporting system
604 and/or may subscribe to receive analytics reports. The
reporting system 604 may be configured to generate reports
based on the gathered analytics and to provide the reports to
interested parties. In embodiments, a regulatory GUI may
then allow regulators to access the platform 100. For
example, a regulator may access the platform to track and
monitor a regulated item, such as 3D printed firearms.
[0169] Inembodiments, the analytics and reporting system
112 includes a regulated asset system 606. In embodiments,
the regulated asset system 606 is configured to manage
regulated items. For example, the regulated asset system 606
may manage access to weapons or firearms, pharmaceuti-
cals, alcohol, tobacco products, food products, event/venue
entry, airline tickets, and the like. In embodiments, the
regulated asset system 606 may track and monitor transac-
tions regarding regulated items and may notify certain
regulatory agencies based on the transactions and a corre-
sponding workflow. In a non-limiting example, a token
could be used to track a 3D printed firearm, where the item
that is purchased would be the model used to print the
firearm.

[0170] Referring back to FIG. 1, in embodiments, the
platform 100 includes a virtual world presence system 114
for representing tokenized physical world items within vir-
tual world environments. In some embodiments, the virtual
world environments may depict virtual world avatars. Vir-
tual world avatars may represent a user (e.g., a potential
buyer) and may interact with virtual items in a virtual world
environment. Users may “shop” by controlling a virtual
world avatar in a virtual world store. For example, a virtual
world avatar may try on a virtual representation of a token-
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ized physical world hat in a virtual world dressing room. In
some embodiments, the virtual world presence system may
include a virtual reality system that provides a framework
for displaying the virtual world environment. In embodi-
ments, the virtual world presence system may also include
a virtual asset display system that displays items related to
a user, including but not limited to: items that are owned by
the user, in the custody of the user, desired by the user, and
the like. These items can be displayed publicly to other users
or hidden from other users, individually or collectively. In
some embodiments, the virtual asset display system may
determine the set of tokens owned by a user to determine the
items that are owned or possessed by a user.

[0171] Inembodiments, the virtual world presence system
114 may include a content sharing system that allows
sharing of content related to virtual assets to content plat-
forms. The content sharing system enables users to share
content related to virtual assets owned by a user or in
custody of user or desired by user. Users may obtain
additional information about a virtual asset or request to
purchase, rent, borrow, trade, or the like. The shared content
may include data from the virtual world presence system.
For example, a user may share a video of the user’s
associated virtual world avatar eating a virtual pizza in a
virtual pizza parlor.

[0172] Referring now to FIG. 8, the tokenization platform
100 may support a number of different applications and/or
provide a number of different services. For example, the
platform 100 may support collateralized lending applica-
tions, authentication services, “mystery box™ applications,
casino-gaming services, and video game streaming services.

[0173] In embodiments, the platform 100 includes a col-
lateral management system 802. In embodiments, the col-
lateral management system 802 allows a borrower to pro-
vide collateral and request a loan. In some of these
embodiments, a user wishing to borrow money can take a
collateral item (e.g., a collectible item, jewelry, a firearm, a
precious metal, or the like) to a facility affiliated or otherwise
supported by the platform 100. At the facility, an employee
at the facility may inventory the collateral item using an
interface provided by the collateral management system
802. Inventorying the collateral item may include requesting
an item identifier for the collateral item, associating the item
identifier collateral item with an account of the user (i.e., the
owner of the collateral item), taking high resolution photo-
graphs of the collateral item, weighting the collateral item
using a scale, entering a description of the collateral item, an
appraisal of the collateral item, and the like. Once invento-
ried, the collateral management system 802 can create a
virtual item representing the collateral item, and then may
generate a non-fungible token corresponding to the virtual
item (which may be referred to as a “collateral token”). For
example, the collateral management system 802 may request
the generation of the virtual item and the collateral token
from the ledger management system 104. Upon the collat-
eral token being generated, the ledger management system
104 may update the distributed ledger to reflect the new
collateral token and the ownership of the collateral token by
the borrower. The collateral token may then appear in a
digital wallet of the borrower. In some embodiments, the
collateral token may be represented by a visual indicium in
the digital wallet. The collateral item corresponding to the
collateral token may be stored at the facility until the
collateral token is redeemed. Once redeemed, the redeeming
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user (the borrower or a transferee of the collateral token)
may pick up the collateral item from the facility or the
collateral item may be shipped to thereto.

[0174] Inembodiments, the collateral management system
802 may allow a borrower to seek a loan using the collateral
token. In embodiments, the collateral management system
802 may provide a marketplace (e.g., that is accessible via
a graphical user interface) where the borrower can request a
loan amount and offer the collateral token as collateral.
Lenders (who have accounts with the tokenization platform
100) may then make loan offers to the borrower via the
marketplace. In example embodiments, the loan offers may
specify a loan amount, an interest rate, and a loan length.
The loan offers may include additional conditions as well.
For example, a loan offer may indicate whether the loan can
be sold to another lender, and if so, a payoftf amount to be
paid to the original lender. The borrower may shop through
the loan offers and may ultimately decide on a loan offer to
accept.

[0175] Once the borrower accepts an offer, the collateral
management system 802 may instantiate an instance of a
loan smart contract that memorializes the term of the loan
and may escrow the collateral token (e.g., no one can redeem
the collateral token or transfer the collateral token without
complying with the smart contract). In escrowing a collateral
token, the collateral management system 802 (or the loan
smart contract) may deposit the collateral token into an
escrow account, such that no party in the transaction has
ownership rights to the collateral token while it is in the
escrow account. Such an action will lock the collateral token
until the loan is paid off or the underlying item is liquidated.
In embodiments, the loan smart contract may indicate the
lender, the borrower, the locked collateral token (and an
address thereof), the loan amount, a payment schedule,
whether the loan is transferrable, when the loan is consid-
ered to be in default, ownership rights of the collateral token
upon default, and the like. The ledger management system
104 may update the distributed ledger to reflect the loan
smart contract.

[0176] Once the instance of the smart contract is instan-
tiated, the borrower must commence repayment of the loan
according to the loan schedule. It is appreciated that the loan
schedule may require a single lump sum payment by a given
time or may require multiple payments that are to be made
at predetermined intervals. In embodiments, the borrower
may make payments to the lender via his or her digital
wallet. In these embodiments, the borrower may transfer
funds from a bank, credit card, a digital wallet holding other
currencies, or the like. The borrower may then transfer those
funds to the lender via the digital wallet. In some embodi-
ments, the ledger bridging system 416 facilitates the transfer
of funds from the account of the borrower to an account of
the lender.

[0177] Inembodiments, the collateral management system
802 may deploy a listening thread corresponding to an
instance of a smart contract governing a loan. A listening
thread may listen for payments by the borrower defined in
the instance of the smart contract. When a payment is made,
the listening thread may notify the ledger management
system 104, which updates the distributed ledger to reflect
the payment. During this update, the instance of the smart
contract governing the loan is provided a notification indi-
cating the payment event, which may cause the smart
contract to determine whether the loan is fully repaid. If the
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loan is fully repaid, the smart contract releases the collateral
token to the borrower, bringing the smart contract to a close.
If the loan amount is not repaid, the terms of the smart
contract (e.g., the loan amount and the next repayment) may
be updated based on the payment. If the listening thread does
not detect a receipt of a payment before the payment due
date, the listening thread may notify the ledger management
system 104 of the missed payment. In response to the
notification, the ledger management system 104 may update
the distributed ledger to reflect the non-payment, which may
cause the smart contract to determine whether the loan is in
default according to the terms of the contract. If the loan is
determined to be in default, then the smart contract transfers
ownership of the collateral token to the party specified by the
smart contract (e.g., the lender). Once this occurs, the lender
may redeem the collateral token, sell the collateral token,
gift the collateral token, or exchange the collateral token, as
the lender is now the owner of the collateral token.

[0178] Inembodiments, the collateral management system
802 may provide a marketplace for loans that may be bought
or transferred. The marketplace may present the amount due
on a loan, the value of the loan (e.g., the amount that is to
be collected when fully paid off), the payment history of the
loan (e.g., whether the borrower is making or missing
payments), the collateral item that secures the loan, the price
to purchase the loan, and the like. In some embodiments,
potential lenders may opt to purchase the loan from the
current lender. In these embodiments, the purchase of the
loan causes the collateral management system 802 to ter-
minate the current smart contract and to instantiate a new
smart contract to reflect the new owner or to adjust the smart
contract, such that payments will be directed to an account
of the new lender and to designate the new lender as the
destination of the collateral token should the borrower
default. Additionally, or alternatively, the borrower may
seek better terms on a loan using the marketplace. Assuming
a loan is transferrable, the borrower may list the loan on the
marketplace whereby potential lenders can view the bor-
rower’s payment history, the remaining balance on the loan,
the loan payoff amount, and the collateral item. Potential
lenders may then make loan offers to the borrower with each
loan offer having its terms. The borrower can accept a loan
offer. In response to the borrower accepting the loan offer,
the new lender must transfer the loan payoff amount to the
previous lender, which causes the collateral management
system 802 to terminate the current smart contract and to
instantiate a new instance of a smart contract in accordance
with the newly accepted terms of the loan offer.

[0179] In embodiments, the platform 100 includes an
authentication system 804. The authentication system 804
may provide authentication and/or appraisal support ser-
vices on behalf of the platform 100. In some embodiments,
the authentication system 804 may be used to authenticate
an item that is offered for sale or provided for collateral.
Additionally, or alternatively, the authentication system 804
may be used to obtain an appraisal of an item that is offered
for sale or provided for collateral.

[0180] In some embodiments, the authentication system
804 presents a portal that allows a user (e.g., a seller or an
employee of a facility that holds items) to upload a virtual
representation of an item. The user may provide an item
classification (e.g., a baseball card, vintage clothing, jewelry,
artwork, or the like), and one or more of: one or more high
resolution photographs of the virtual item; a 3D represen-
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tation of the item; dimensions of the item; a weight of the
item; and/or the like. The authentication system 804 may
allow domain-specific experts to sign up as authenticators/
appraisers, such that a domain-specific expert can authenti-
cate and/or appraise items classified in the area of their
expertise. For example, sports memorabilia experts may be
allowed to authenticate baseball cards and memorabilia, but
not jewelry or artwork. In some embodiments, authentica-
tors may be rated within their area of expertise and for
sub-domains within their area of expertise (e.g., within the
general category of sports memorabilia, an expert can be
rated with respect to their knowledge on baseball memora-
bilia, basketball memorabilia, football memorabilia, and the
like). When a new item is entered into the portal, the
domain-specific experts can bid on the appraisal/authenti-
cation job, whereby the bid indicates the terms (e.g., price)
under which the expert will perform the appraisal/authenti-
cation job. A user may then select the one or more of the
experts based on their respective bids and/or their ratings.
Alternatively, the authentication system 804 may select the
one or more of the experts based on their respective bids
and/or their ratings. Once an expert wins a bid, the expert
performs the authentication and/or appraisal based on the
information uploaded by the user (e.g., one or more high
resolution photographs of the virtual item, a 3D represen-
tation of the item, dimensions of the item, a weight of the
item, and/or the like). The expert may provide an appraisal
value and/or a determination indicating the authenticity of
the item. The authentication system 804 may include the
expert’s appraisal and/or authenticity determination in the
virtual representation of the virtual item and, in some
embodiments, the authentication system 804 may update the
distributed ledger with the expert’s appraisal and/or authen-
ticity determination. As can be appreciated, the appraisal
and/or the authenticity determination may result in an item
being kept on or removed from the platform or may impact
the ability to collateralize a loan using the item.

[0181] In some embodiments, the authentication system
804 requires an expert to provide appraisal/authentication
notes that indicate the reasons for the expert’s determination.
In providing an appraisal and/or providing a determination
of authenticity, the expert provides one or more reasons for
his or her findings. For example, in opining that a particular
shoe is a knockoff, an expert may indicate in the notes that
the stitching of the shoe is indicative of a knockoft The
authentication system 804 may include the expert’s
appraisal/authenticity notes in the virtual representation of
the virtual item and, in some embodiments, the authentica-
tion system 804 may update the distributed ledger with the
expert’s appraisal/authenticity notes.

[0182] In embodiments, the expert authentication deter-
minations, as well as authentication notes may be used by
the machine learning system 502 (FIG. 5) to train one or
more models that can determine whether an item is likely a
fake. In these embodiments, the models can be trained on
images, weights, dimensions, and/or other features of items
that were deemed to be fake. The authentication system 804
may leverage these models (via the artificial intelligence
system 804) to determine whether a new item is likely fake.
If the model classifies the item as being likely fake, the
authentication system 804 may include the determination in
the virtual representation of the virtual item and, in some
embodiments, the authentication system 804 may update the
distributed ledger with the determination that the item is
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likely fake. If the model is unable to classify the item as
likely being fake, the authentication system 804 may list the
item on the portal, such that experts may assess the item’s
authenticity. It is noted that in embodiments, a model can
classify an item as likely being fake, but only an expert may
authenticate the item, as counterfeiters may adapt and
improve the quality of the counterfeit items to trick the
models into issuing false authentications.

[0183] In some embodiments, the collateral management
system 802, the authentication system 804, and the ledger
management system 104 may be configured to support a
securitized decentralized loan process. Example implemen-
tations of the securitized decentralized loan process are
described throughout the disclosure, including with refer-
ence to FIGS. XXX.

[0184] In embodiments, the tokenization platform 100
includes a mystery box system 806 that supports a mystery
box game. In embodiments, a “mystery box” may refer to a
set of tokens that potentially can be won by a player, where
each token represents a different item that can be redeemed
using a token. In embodiments, each token may have a
different probability of being selected. In some embodi-
ments, each token may be assigned a range of numbers,
where the range of numbers for each token reflects the
probability of being won by a player. For example, if there
are three tokens, where the first token has a 10% chance of
being won, the second token has a 20% chance of being
won, and the third token has a 30% chance of being won, and
there is a 40% chance of no token being won, the first token
may be assigned 1-10, the second token may be assigned
11-30, and the third token may be assigned 31-60. In this
example, the range of values that may be selected would be
1-100. A player may pay for a chance to win an item in the
mystery box. In some embodiments, the odds of winning
each token, and the item represented by the token, are
depicted in relation to the mystery box. In this way, players
are informed on their chances of winning the various items.
[0185] In response to the receiving payment from the
player, the mystery box system 806 may generate a random
number that is bound by the overall range of values for the
box (e.g. 1-100). The mystery box system 806 may then
determine which token, if any, was won by the player based
on the random number. For example, a mystery box may be
jewelry-themed, whereby the mystery box includes a first
token representing a diamond ring, a second token repre-
senting a cubic zirconium ring, and eight tokens, each
representing a $25 gift card that can be spent at a specific
jewelry shop (e.g., the jewelry shop that provided the rings).
In this example, the first token may have a 0.1% chance of
being won, the second token may have a 4.9% chance of
being won, and the gift cards may each have a 10% chance
of being won, whereby there is a 15% chance that the player
will not win a prize. In this example, the range of numbers
may be 1-1000, where the first token corresponds to the
number 1, the second token corresponds to the range of 2-50,
and the third through eighth tokens have a collective range
from 51-850. In this example, the price to play may be set
by the jewelry shop, such that the gift cards may be
considered a mechanism to drive traffic to the jewelry shop.
It is noted that in the foregoing example, the range of tokens
are sequential, however the ranges do not need to be
sequential and can be slotted in any suitable manner.

[0186] In embodiments, the mystery box system 806, in
response to a player winning a prize from the mystery box,
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may transfer the token to an account of the winning player.
In these embodiments, the won token may appear in the
digital wallet of the player. Alternatively, the mystery box
system 806 may deliver the won token to the user via an
electronic message (e.g., a text message, a messaging app
message, an email, or the like). As will be discussed below,
in some embodiments, the mystery box system 806 provides
service to brick-and-mortar casinos, such that the mystery
box game is implemented in a physical device. In these
embodiments, the mystery box system 806 may print out a
ticket that has a token identifier of the won ticket (e.g., a QR
code).

[0187] In embodiments, the mystery box system 806 may
allow players to select a mystery box to play from a plurality
of available mystery boxes, where each mystery box may
have a respective theme. For example, a first mystery box
may be art themed such that the mystery box contains tokens
corresponding to art-related items (e.g., arts of work, art
related products, services relating to art (e.g., a commis-
sioned painting by an artist), and the like); a second box may
be entertainment themed, where the second box may contain
tokens corresponding to a movie and television-related items
(e.g., memorabilia items from popular movies and/or TV
shows, DVDs or download codes for movies and/or TV
shows, gift certificates to movie theaters, and the like); a
third box may be sports themed, where the third box may
contain tokens corresponding to sports-related items that
correspond to a particular team (e.g., game worn apparel,
tickets to games, replica apparel, team apparel, and the like);
a fourth box may be gaming themed, where the fourth box
may contain tokens corresponding to gaming-related items
(e.g., video game systems, video games, gift certificates,
upgrades for characters of a particular game, and the like);
a fifth box may be music-themed, where the box may
contain tokens relating to items that correspond to a par-
ticular band or artist (e.g., a signed show poster, memora-
bilia from the band or artist, tickets to a show, download
codes for an album or song, and the like); and so forth. In
this way, players may select to play for prizes that are
enticing to them.

[0188] Inembodiments, a mystery box may contain tokens
corresponding to replenishable items and/or non-replenish-
able items. Replenishable items are items that can be replen-
ished in the mystery box when a player wins a token
representing the item. For example, gift certificates, movie
tickets, sports game tickets, DVDs, electronics, video
games, replica jerseys, and most clothing items are replen-
ishable, while items such as watches, high-end jewelry,
game-worn sports apparel, signed memorabilia, limited edi-
tion shoes, original artwork, are examples of non-replenish-
able items. In some embodiments, the party offering the
mystery box may designate replacement items of similar
value for the non-replenishable items in a mystery box, such
that when a non-replenishable item is won from the mystery
box, it may be replaced by one of the designated replace-
ment items. In some of these embodiments, a mystery box
may be arranged according to a “recipe.” A recipe designates
two or more tiers of items in the mystery box, and for each
tier the odds for winning an item from the tier. In these
embodiments, the provider of the mystery box may provide
a list of items that belong to each tier. For example, the
highest tier (e.g., the tier with the lowest odds) may include
the high-value non-replenishable items, while the lower tiers
may include various levels of replenishable items. Each item
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in the recipe may be tokenized, such that the tokens are
reserved for use in the mystery box. Each time an item from
a tier is won by a player, the mystery box system 806 may
replace the token representing the item with another token
from the same tier as the won token. In this way, the price
to play the mystery box and the odds associated with each
item in the mystery box do not change when a non-
replenishable item is won from the mystery box.

[0189] In embodiments, each mystery box is governed by
a smart contract. The smart contract may define the different
items or tiers of items, and for each respective item or tier
of items, odds for winning the respective item. When a new
mystery box is created, the mystery box system 806 may
instantiate a new smart contract corresponding to the new
mystery box. The instance of the smart contract may define
the items or tiers of items of the new mystery box, the odds
for each item (or tier of items), the token identifiers of each
of items in the mystery box (or replacement items that can
be included in the mystery box), and a price to play the
mystery box. In embodiments where items are not replaced
in a mystery box, the smart contract may further define the
manner by which the odds of items or the price of the game
may be adjusted when certain items are exhausted. For
example, if the highest value item in the mystery box is won,
the price to play the game may be lowered and/or the odds
of winning the remaining items may be adjusted.

[0190] The mystery box system 806 may serve the mys-
tery box game in a variety of different manners. In embodi-
ments, the mystery box system 806 may serve the mystery
box game via the tokenization platform 100, whereby users
of the tokenization platform 100 may play the mystery box
game on a website or application provided by the tokeniza-
tion platform 100. Additionally, or alternatively, the mystery
box system 806 may serve the mystery box game to users via
a third-party website or application. In these embodiments,
the third-party website or application may access the mys-
tery box system 806 via the API system 108 of the tokeni-
zation platform 100.

[0191] Insome embodiments, the mystery box system 806
may support casino-style machines, whereby players can
play the mystery box game on a physical machine located at,
for example, a casino or any other suitable brick-and-mortar
location. In these embodiments, the items may be located at
the brick-and-mortar location where the physical device is
located, such that when a player wins an item from the
mystery box, the player may redeem the token at the
brick-and-mortar location. In these embodiments, the
tokenization platform 100 includes the mystery box system
806 that supports mystery box games that are played at the
brick-and-mortar locations. In these embodiments, the mys-
tery box system 806 may provide an API that allows
network-connected physical gaming devices to communi-
cate with the tokenization platform 100. The mystery box
system 806 may serve the mystery box game to the physical
gaming devices via the API system 108. In embodiments,
the mystery box system 806 may provide token identifiers of
won tickets, such that the physical gaming devices may print
a ticket that indicates the won token. In some embodiments,
the ticket may include a QR-code that indicates the won
token.

[0192] In embodiments, the player may redeem a ticket
indicating a won token at the brick-and-mortar location. In
these embodiments, the brick-and-mortar location may
include scanning devices that scan the tickets and commu-
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nicates the token identifier of the won token to the casino
gaming system. In response to receiving the token identifier
of the won token, the mystery box system 806 may redeem
the won token on behalf of the player and may communicate
a verification of the redemption of the won token to the
scanning device. An employee using the scanning device
may then provide the item won by the player to the player.
Alternatively, the player may add the won token to a user
account of the player. In these embodiments, the player may
scan the ticket (e.g., the QR-code). In response to the player
scanning the ticket, the mystery box system 806 may facili-
tate the transfer of the token to an account of the player,
whereby the ticket may appear in the player’s digital wallet.
Once this occurs, the player may redeem, sell, gift, collat-
eralize, or otherwise transact with the token.

[0193] In embodiments, the tokenization platform 100
includes a video game integration system 808. The video
game integration system 808 allows video game makers to
place tokens in video games, such that games playing a
video game may be able to find, buy, trade, or otherwise
interact with tokens in the video game. In embodiments, a
video game maker may access an API of the tokenization
platform 100 via the API system 108, such that instances of
a video game may request certain tokens or types of tokens
from the tokenization platform 100. In response to the
request, the video game integration system 808 may serve a
token to the instance of the video game. The tokens may be
fungible or non-fungible. In the latter case, a token may be
obtained, purchased, or otherwise transacted for by multiple
video games. In the case of a non-fungible token, the first
user to transact for the token is the owner of the token. In
response to a user transacting for a token, the video game
integration system 808 may update the distributed ledger to
reflect the new ownership of the token.

[0194] In some example embodiments, a video game
maker may allow third-parties to advertise items for sale in
a video game, whereby a user may purchase an item by
selecting an icon (or other visual indicia) displayed in the
video game that represents a token corresponding to the
item. For example, an advertiser representing a pizza deliv-
ery chain may wish to offer pizza delivery to gamers in a
specific location. In this example, instances of the video
game may request food-related tokens from the video game
integration system 808, whereby each request indicates a
location of the device executing the respective instance of
the video game. The video game integration system 808 may
identify tokens corresponding to food items that can be
delivered to a location where a respective instance of the
video game is being executed. For example, the video game
integration system 808 may identify tokens having associ-
ated metadata that indicates a delivery radius that includes a
location indicated in the request. In response to the request,
the video game integration system 808 serves the identified
token to the requesting instance of the video game. A visual
indicium representing the token may then be displayed by
the instance of the video game, whereby a user (i.e., video
game player) may opt to transact for the token. Upon a user
transacting for ownership of the token, the video game
integration system 808 updates the ownership data of the
token to reflect that it is owned by the user. In scenarios
where delivery information or other logistical information
are needed, the instance of the video game and/or the user
can provide those details at the time of transaction or the
user can provide the required information to complete the
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transaction. For example, if the user elects to buy a pizza
token from a pizza delivery chain, the instance of the video
game and/or the user may provide the address to where the
pizza will be delivered. The user, via the instance of the
video game, may also provide details such as toppings for
the pizza.

[0195] In some example embodiments, the video game
maker may allow an item represented by a token to be both
used in the digital environment of the video game and to be
redeemed in “real-life.” In these embodiments, the video
game maker may include specific fungible or non-fungible
tokens in the video game, whereby users can find, buy, trade
for, or otherwise transact for the tokens appearing in the
video game. Once a token appearing in a video game is
transacted for, the video game integration system 808 may
update the ownership data of the transacted for the token to
reflect that the user is the owner of the token. A visual
indicium of the token may appear in a video game instance
corresponding to the user and/or in a digital wallet of the
user. Once owned by the user, the user may use the token in
the video game and may subsequently redeem the token to
receive the physical item represented by the token. For
example, in a role-playing game a token may represent a pair
of earrings that give the player of the video game a special
power (e.g., invisibility). The user may use the earrings in
the game to enjoy the special power or may redeem the
earrings. In the latter scenario, the earrings may be shipped
to the user, such that the earrings may be physically worn by
the user but are no longer able to be used in the video game.
In some of these embodiments, the video game maker may
allow the user to transact the tokens. For example, the owner
of a token may trade or sell the token for a token corre-
sponding to another item. Each time the ownership is
changed, the video game integration system 808 may update
the distributed ledger to reflect the change in ownership.
Once a user no longer owns a token, the user cannot use or
redeem the item indicated by the token. In some embodi-
ments, the video game may allow the user to return the item
to a verified location (e.g., storage warehouse), whereby
once the item is authenticated the user may then use the
digital representation of the item in the video game once
again.

[0196] The video game integration system 808 may allow
video game makers to integrate tokens into their video
games in additional or alternative manners. For example,
video game makers may use tokens as “Easter eggs” or
prizes that may be won by players as they uncover the
tokens. In another example, a video game maker may
integrate one or more mystery boxes in a video game. In
another example, users may create digital items within the
construct of a video game, such that the digital items may be
tokenized and transacted for (e.g., traded, gifted, sold, etc.).

[0197] In embodiments, the tokenization platform 100
includes a user acquisition system 810. In embodiments, the
user acquisition system 810 provides mechanisms that facili-
tate the promotion of the tokenization platform, and particu-
larly, the enlisting of new users. In some embodiments, the
user acquisition system 810 provides each existing user with
a unique referral code that each respective user can share
with his or her friends, social media followers, contacts, or
the like. In addition, the user acquisition system 810 may
provide an incentive to each existing user, whereby the
incentive indicates a reward for each new user or number of
users (e.g., three users) that sign up for an account. The
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incentive may be any form of payment, including currency
(e.g., traditional currency or cryptocurrency), gift cards,
physical items, digital items, and the like. In some embodi-
ments, the reward is provided as a tokenized token, whereby
the tokenized token represents a set amount of currency. In
embodiments, the user acquisition system 810 may provide
different incentives to different users. In some embodiments,
the incentive may be determined based on the potential
reach of each respective user. For example, users that have
significant reach (e.g., social media influencers, celebrities,
etc.) may be given greater incentive than users with rela-
tively little reach. In some embodiments, the incentive may
be determined based on the interests of each respective user.
For example, a first user that is interested in golf may be
incentivized with golf-related items or gift certificates, while
a second user that is interested in art may be incentivized
with art-related items or gift certificates. In some embodi-
ments, the user acquisition system 810 codifies the incentive
for each user in a respective instance of a smart contract. In
some of these embodiments, the smart contract instance
governs the incentives/rewards of a user is associated with
the referral code of the user and/or the public address of the
user. When the referral code of the user is successfully used
to enlist a new account, the smart contract may facilitate the
transfer of a token representing the reward to an account of
the referring user.

[0198] Each time a new user enlists for an account using
a referral code, the user acquisition system 810 determines
whether the new user is legitimate (e.g., not a bot, not a
fraudulent account, etc.). Assuming the new user is granted
an account (e.g., there is not detected fraud), the user
acquisition system 810 determines the user account associ-
ated with the referral code. In some embodiments, the user
acquisition system 810 determines a smart contract associ-
ated with the user account and/or the referral code. The user
acquisition system 810 may provide a notification to the
smart contract associated with the user account and/or the
referral code of a new account. The smart contract may then
initiate the transfer of the token representing the reward to
an account of the user.

[0199] In embodiments, the user acquisition system 810
may perform these services for third-party customers. In
these embodiments, a third-party customer may provide
rewards (e.g., cash, cryptocurrency, gift cards, physical
items, etc.) to a trusted third-party holder (e.g., the tokeni-
zation platform or another trusted holder). The rewards may
then be tokenized and held in escrow. The third-party may
further define the parameters governing the rewards (e.g.,
how much incentive to award, who may be a promoter, etc.).
The user acquisition system 810 may generate a smart
contract on behalf of the third-party customer. When a user
requests a referral code, the user acquisition system 810 may
generate an instance of the smart contract on behalf of the
customer and may associate the instance of the smart
contract with the account of the user. When the user suc-
cessfully refers a buyer to the customer using a referral code,
the user acquisition system 810 (and/or the instance of the
smart contract) may transfer a token representing the reward
to an account of the referring user.

[0200] To further describe some embodiments in greater
detail, reference is next made to examples of techniques
which may be performed by or in connection with ecom-
merce systems, for example, platform 100. The techniques
include technique 900 of FIG. 9, 1000 of FIG. 10, 1100 of
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FIG. 11, 1200 of FIG. 12,1300 of FIG. 13, 1400 of FIG. 14,
1500 of FIG. 15, 1600 of FIG. 16, 1700 of FIG. 17, 1800 of
FIG. 18, and 1900 of FIG. 19. Technique 900, technique
1000, technique 1100, technique 1200, technique 1300,
technique 1400, technique 1500, technique 1600, technique
1700, technique 1800, and technique 1900 can be executed
using computing devices, such as the systems, hardware,
and software described herein. Technique 900, technique
1000, technique 1100, technique 1200, technique 1300,
technique 1400, technique 1500, technique 1600, technique
1700, technique 1800, and technique 1900 can be per-
formed, for example, by executing a machine-readable pro-
gram or other computer-executable instructions, such as
routines, instructions, programs, or other code. The steps, or
operations, of technique 900, technique 1000, technique
1100, technique 1200, technique 1300, technique 1400,
technique 1500, technique 1600, technique 1700, technique
1800, and technique 1900 or another technique, method,
process, or algorithm described in connection with the
embodiments disclosed herein, can be implemented directly
in hardware, firmware, software executed by hardware,
circuitry, or a combination thereof. For simplicity of expla-
nation, 900, technique 1000, technique 1100, technique
1200, technique 1300, technique 1400, technique 1500,
technique 1600, technique 1700, technique 1800, and/or
technique 1900 are each depicted and described herein as a
series of steps or operations. However, the steps or opera-
tions in accordance with this disclosure can occur in various
orders and/or concurrently. Additionally, other steps or
operations not presented and described herein may be used.
Furthermore, not all illustrated steps or operations may be
required to implement a technique in accordance with the
disclosed subject matter.

[0201] FIG. 9 depicts a flowchart showing a technique 900
for tokenizing items according to some embodiments of the
present disclosure. At 9002, item information is obtained.
The item information may include a unique identifier for a
unique unit of the item and a set of item attributes. In
embodiments, a processing system of a tokenization plat-
form obtains the information.

[0202] At 904, one or more digital tokens are generated. In
embodiments, the digital tokens are unique digital tokens.
Each unique digital token may include a set of digital
attributes that correspond to the set of item attributes. In
embodiments, N digital tokens are generated and linked to
an item or virtual representation thereof. In embodiments, a
token generation system generates the one or more digital
tokens.

[0203] At 906, the digital token is coupled to the item
information. In embodiments, a cryptographic link couples
the digital token to the item information such that the digital
token provides a representation of the item. For example, the
digital token and the item may be unique such that the
unique digital token and the unique identifier for the unique
unit of the item are cryptographically linked to provide a
unique digital representation of the unique unit of the item.
In embodiments, a linking system, such as a module of the
token generation system 302, couples the digital token to the
item information.

[0204] In embodiments, tokens may be tokenized (e.g.,
when generating a token representing an amount of funds).
For example, the item information may be funds within the
platform 100 or from third-party sources. The tokenized
token can be generated in response to validation of receipt
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of the funds, and the funds may be held from transaction by
the user. In some embodiments, the funds remain publicly
attributed to the user and the ledger is updated with a hold
or lien recorded against the funds to prevent user transaction
of'the tokenized funds without approval by the platform 100.
In some embodiments, the ledger is updated to reflect a
transfer of the funds from the user to the platform 100.
Beneficially, transferred funds may be tradeable by the
platform 100 (e.g., for depositing or investment with third
parties), and the tokenized tokens are redeemable for an
equivalent amount of the original funds even if the redeemed
funds are not the originally tokenized funds such that the
tokenized token may be used by transactions within the
platform 100 while the deposited funds may participate in
economic transactions between the platform 100 and third
parties.

[0205] FIG. 10 depicts a flowchart showing a technique
1000 for transferring tokens using a digital marketplace
according to some embodiments of the present disclosure.
At 1002, a ledger is maintained. The ledger stores a plurality
of public addresses, a plurality of virtual representations of
a plurality of respective items, and, for each virtual repre-
sentation, a set of tokens, and ownership data of each
respective token. The set of tokens respectively correspond
to a respective instance of the item represented by the virtual
representation. Further, each respective public address cor-
responds to a respective account of a respective user of the
tokenization platform.

[0206] At 1004, a digital marketplace is provided. In
embodiments, the digital marketplace provides a graphical
user interface that allows consumers to view visualizations
of virtual representations of items including the virtual
representation of the item and transact for an instance of the
item by purchasing a digital token of the N digital tokens.
Upon a user purchasing a token, the ledger may be updated
to reflect a change in ownership of the token from the seller
of the token to the user. Once a user owns a token, the user
may be allowed to transfer the token to another user, sell the
token, use the token as collateral, and/or redeem the token.

[0207] At 1006, a redemption is processed in response to
a user requesting redemption of the token. In embodiments,
the redemption may begin by associating a specific token
that corresponds to the virtual representation with an
account of the transacting user. The association may be
made in response to verifying the request to participate in the
transaction. A transfer request is received requesting transfer
of the specific token to a transferee. The transfer request
includes a digital-token identifier that identifies the specific
token and a public address of the different user. Further, the
specific token is validated. The validation can be based on
the digital-token identifier and the ledger. In the process, the
account of the transferee on the platform 100 may be verified
and/or validated based on the public address of the user and
the ledger. Additionally, the ledger is updated with a block
that includes ownership data and indicates that a specific
token corresponding to the virtual representation is owned
by the transacting user. In embodiments, the updating occurs
in response to both validating the specific token and veri-
fying the transferee. Yet further, a redemption request is
received to redeem the digital token from a user device of
the transferee, and a workflow is executed to satisty the
transaction for instance of the item corresponding to the
token. The workflow may be initiated in response to receiv-
ing the redemption request.
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[0208] FIG. 11 depicts a flowchart showing a technique
1100 for transferring tokens between wallets via a keyboard
interaction according to some embodiments of the present
disclosure. At 1102, one or more wallets are displayed. The
display of the one or more wallets may include, for example,
displaying a digital wallet graphical user interface via a user
device of a user associated with the digital wallet. Addition-
ally, an inventory of tokens that are owned by the user may
be displayed by the digital wallet graphical user interface. In
embodiments, each token corresponds to a respective item
and may be redeemable by a user to satisty a transaction for
an instance of the respective item.

[0209] At 1104, transfer instructions are received. The
transfer instruction may include indication of one or more
digital tokens from the inventory of tokens and a recipient of
the digital token. The transfer instructions can be received
by the digital wallet graphical user interface.

[0210] At 1106, the digital tokens are transferred in
response to keyboard interactions. In embodiments, a digital
keyboard is displayed by the digital wallet graphical user
interface. The digital keyboard includes a selectable media
content that is representative of the item corresponding to
the digital token within the transfer request. User input
producing a text-based message including a selection of the
selectable media content by the digital keyboard is received.
For example, the user may type a message surrounding the
transfer (e.g., “Please enjoy this gift from me) and may then
select the selectable media content representing the token
(e.g., an image of the item represented by the token) to create
a message having the token embedded therein. The select-
able media content includes the digital token/an identifier of
the digital token (e.g., a hash value that uniquely identifies
the digital token). The digital token (e.g., an identifier
thereof) is embedded within the text-based message by the
digital keyboard, and the digital wallet transmits the text-
based message to a message account of the recipient. Upon
receipt, the digital token is accepted into a respective digital
wallet of the recipient in response to the recipient selecting
the selectable media content.

[0211] FIG. 12 depicts a flowchart showing a technique
1200 for redeeming tokens according to some embodiments
of the present disclosure. At 1202, ledger data is maintained.
The ledger data can include a plurality of public addresses,
a plurality of virtual representations, a set of tokens for each
of the plurality of virtual representations, and ownership
data for each of the set of tokens. Each respective public
address corresponds to a respective account of a respective
user of the tokenization platform. The virtual representations
correspond to respective items, and the set of tokens respec-
tively correspond to a respective instance of the respective
item for each virtual representation.

[0212] At 1204, a redemption request is received. The
redemption request seeks to redeem a digital token from a
user device of a user, and the digital token corresponds to an
instance of the item to be redeemed. At 1206, ownership of
the digital token by the user is verified. The verification can
be made based on the plurality of public addresses, the sets
of digital tokens, and the redemption request. For example,
the redemption request may include a user id of a user
wishing to redeem a token indicated by a token identifier.
The platform 100 may validate the ownership of the token
by checking that the ledger data links the token identifier
indicated in the redemption request to the public address of
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the user indicated in the redemption request. If so, the
ownership of the digital token is verified.

[0213] At 1208, details for fulfilment and/or delivery are
managed by the platform 100. In some embodiments, the
platform 100 may prompt the user to provide delivery details
(e.g., via a graphical user interface). In response, the plat-
form 100 may receive the delivery details from the user via
the user device. The delivery details may then be output to
a delivery system, which initiates delivery of the redeemed
token. For example, the user may provide a physical address
and any other relevant delivery data (e.g., best time of day
for delivery or phone number). In this case, the delivery
system may use the provided address to initiate a delivery of
the item represented by the redeemed token. In another
example, the token may represent a digital item. In such
cases, the user may provide an email address or other
account data to which the digital item (or a link thereto) may
be delivered. In some embodiments, the platform 100 may
request fulfilment details in response to verifying that the
user is the owner of the token. The fulfilment details include
information needed to satisty the transaction for the item
that were not provided at a time when the token was
transacted for. For example, the fulfilment details may
include item constituent materials, sizing, color, combina-
tions thereof, and the like. The fulfilment details may be
received from the user device of the user and outputted to a
fulfilment system. The fulfillment system may initiate deliv-
ery of an item that satisfies the fulfillment details.

[0214] FIG. 13 illustrates a flowchart showing a technique
1300 for collateralization and/or securitization according to
some embodiments of the present disclosure. At 1302, an
item conversion request is received. In embodiments, the
item is a tangible item. In other embodiments, the item is
other forms of collateral. At 1304, item information is
received. The item information may include information that
is required or helpful in determining valuation of the item.
For example, the item information may include one or more
photographs of the item, a description of the item, an
appraisal value of the item, and/or a holding location of the
item.

[0215] At 1306, a virtual representation of the collateral
item is generated based on the item information. At 1308,
one or more tokens are generated based on the virtual
representation. At 1310, ownership of the digital token is
assigned. Initially, the ownership of the digital token is
assigned to the owner of the collateralized item represented
by the digital token. At 1312, an agreement that is backed by
the item is memorialized. In embodiments, the item is an
asset that is used as collateral to an agreement to provide a
service for the user by a provider. In embodiments, an
instance of a smart contract that governs the service is
generated. The smart contract indicates an amount to be
provided by the user to the provider and one or more
conditions that cause ownership of the digital token to be
transferred to the provider. The instance of the smart con-
tract may then be deployed by the processing system. In
embodiments, the item is a collateralizable item that is used
as loan security. The agreement to loan a defined amount of
funds to the user by a lender is received by the processing
system. An instance of a smart contract governing the loan
is generated by the processing system. The instance of the
smart contract indicates an amount to be paid back by the
user to the lender, as well as one or more conditions that
cause ownership of the token to be transferred to the lender
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(e.g., default conditions). The instance of the smart contract
is then deployed by the processing system. In some embodi-
ments, the token may be placed in escrow, such that the
lendee cannot redeem or transfer the token until the loan is
paid. In these embodiments, the smart contract may define
conditions that result in the token being transferred back to
the lendee (e.g., when payment is complete).

[0216] FIG. 14 illustrates a flowchart showing a technique
1400 for item authentication according to some embodi-
ments of the present disclosure. At 1402, a tokenization
request is received from a user device. At 1404, item
information is received. In some embodiments, the item
information may be provided by a user or via an automated
process. At 1406, a virtual representation of the item is
generated.

[0217] At 1408, the authenticity of the item is determined
through suitable authentication processes. In embodiments,
an authentication of the item may be requested via a portal
that is accessible by subject-matter authentication experts. In
these embodiments, the portal may further display the vir-
tual representation of the item. For example, the subject-
matter expert may be presented with an image of the item,
a description of the item (e.g., weight, dimensions, etc.), a
video of the item, and/or the like. An authentication report
may then be received by the processing system. The authen-
tication report may be provided by a subject-matter authen-
tication expert, which may include an opinion indicating
whether the subject-matter authentication expert deemed the
item authentic or not-authentic and one or more reasons for
the opinion. In some embodiments, the platform may gen-
erate a digital token in response to an opinion indicating that
the item is deemed authentic, and ownership of the digital
token assigned to an owner of the item. The digital token
may be based on a virtual representation of the item.
[0218] FIG. 15 depicts a flowchart showing a technique
1500 for rendering VR environments. Leger data is main-
tained at 1502 using suitable processes such as those dis-
cussed above. At 1504, an environment is rendered. In
embodiments, a virtual reality store environment is ren-
dered, which provides an interface that allows users to view
virtual reality visualizations of available items and to trans-
act for instances of the available items. The available items
are items which are available for transaction. Further, a
virtual reality visualization of an item represented by a
virtual representation may also be included within the virtual
reality store environment. At 1506, the item within the
virtual environment is transacted through suitable processes.
For example, a request to participate in a transaction for an
instance of the item is received by the platform 100 from a
user device of a transacting user. In embodiments, the
request to participate in the transaction is received in
response to the transacting user viewing the virtual reality
representation of the item in the virtual reality store envi-
ronment. Information associated with the request may be
verified, and the specific token corresponding to the virtual
representation is associated with an account of the transact-
ing user in response to verifying the request to participate in
the transaction.

[0219] FIG. 16 illustrates a flowchart showing a technique
1600 for facilitating transactions using a distributed ledger
with a side chain of blocks according to some embodiments
of the present disclosure.

[0220] At 1602, a ledger is maintained. The ledger
includes a main chain of blocks and a side chain of blocks.
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In embodiments, blocks of the main chain collectively store
information relating to a plurality of users, which include
both item providers and item consumers. The information
relating to the plurality of users includes a plurality of public
addresses, and each respective public address corresponds to
a respective account of a respective user of the tokenization
platform. Blocks of the side chain collectively store a
plurality of virtual representations of a plurality of respec-
tive items, a set of tokens for each virtual representation, and
ownership data of each respective token. Each virtual rep-
resentation includes virtual reality content to render a virtual
reality visualization of the respective item, and each set of
tokens respectively corresponds to a respective instance of
the item represented by the virtual representation.

[0221] At 1604, a transaction request is received through
a suitable process, such as those described above. At 1606,
transaction of the item occurs. In embodiments, ownership
data of a specific token corresponding to the virtual repre-
sentation in the first side chain of blocks is updated to
indicate that the transacting user owns the specific token. In
embodiments, the transaction of the item includes validating
the specific token based on the digital-token identifier and
the first chain of blocks, verifying that the different user has
a valid account on the tokenization platform based on the
public address of the user and the main chain of blocks, and,
in response to validating the specific token and verifying the
different user, updating the second chain of blocks with a
new block. The new block includes ownership data that
indicates that the specific token corresponding to the virtual
representation is owned by the different user.

[0222] FIG. 17 depicts a flowchart showing a technique
1700 for facilitating user acquisition according to some
embodiments of the present disclosure. At 1702, a referral
code is generated, which corresponds to a user of the
tokenization platform. The referral code may be generated
by a processing system of the tokenization platform. At
1704, an instance of a smart contract is generated that
corresponds to the user of the tokenization platform. The
instance of the smart contract may be generated by the
tokenization platform. The instance of the smart contract
indicates an incentive to be provided to the user when the
user successtully refers the tokenization platform. At 1706,
the instance of the smart contract is deployed by the pro-
cessing system. At 1708, a request to create a new account
is received from a new user by the processing system. The
request includes the referral code of the user. At 1710, the
new account is created for the new user by the processing
system. At 1712, the processing system provides a notifica-
tion of the new account to the instance of the smart contract
corresponding to the user. The smart contract then facilitates
the transfer of a token representing the incentive in response
to the notification.

[0223] FIG. 18 depicts a flowchart showing a technique
1800 for managing mystery boxes according to some
embodiments of the present disclosure. At 1802, a request to
create a mystery box is received by the processing system.
At 1804, a set of tokens to be included in the mystery box
is received by the processing system. Each token in the set
of tokens represents a respective item and has a probability
assigned thereto. The probability indicates a probability of
winning the respective item.

[0224] At 1806, the mystery box is generated by the
processing system based on the set of tokens and the
probabilities assigned thereto. Each token in the set of
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tokens is assigned a range of values within an interval of
values such that the range of values with respect to the
interval of values is proportionate to the probability assigned
to the token.

[0225] At 1808, an instance of a smart contract is gener-
ated by the processing system. The smart contract is asso-
ciated with the mystery box and governs the transfer of
tokens from the set of tokens in support of the mystery box.
At 1810, the instance of the smart contract is deployed by the
processing system.

[0226] FIG. 19 depicts a flowchart showing a technique
1900 for video-game integration according to some embodi-
ments of the present disclosure. At 1902, an inventory of
available tokens is maintained. The available tokens are
available for integration in a video game. Each token in the
inventory of tokens represents a respective item. At 1904, a
token request for a digital token is received by the process-
ing system. The digital token is from an instance of the video
game via an API. At 1906, the processing system selects the
digital token from the inventory of available tokens based on
the token request. At 1908, an indicator of the token is
provided to the instance of the video game by the processing
system. At 1910, the processing system receives a transac-
tion request from the instance of the video game. The
transaction request is configured to request a transfer of the
token provided to the instance of the video game to an
account of a user of the instance of the video game. At 1912,
the ledger is updated to reflect that the user is the owner of
the token.

[0227] FIG. 20 illustrates an example ecosystem 2000 for
facilitating securitized decentralized loan processes (also
referred to as a “decentralized loan process™, “securitized
loan process”, or “loan process”). A securitized decentral-
ized loan process may refer to a process that is distributed
amongst a series of participants (e.g., vis-a-vis computing
systems 100, 2014 and devices 2002, 2004, 2006, 2008,
2010) and a set of smart contracts hosted on the set of
distributed ledgers 2016, such that a borrower can collater-
alize one or more physical items in a trustless or substan-
tially trustless manner and a lender is empowered to loan
money to the borrower in a trustless or substantially trustless
manner (e.g., without having to personally authenticate,
appraise, safekeep, and/or liquidate the collateral item). In
particular, the disclosed ecosystem and the systems and
methods that support it provide mechanisms that allow a
borrower to digitally collateralize a physical item into a
digital collateral token 2042, such that the digital collateral
token 2042 can be used to secure a loan from a lender using
smart contracts. In embodiments, the stages of a decentral-
ized loan process may include one or more of: a request
stage where a borrower requests to being a loan process; an
authentication stage where a collateral item is authenticated
by one or more authenticators; an appraisal stage where the
collateral item is appraised by one or more appraisers; a
safekeeping stage where the collateral item is deposited with
a safekeeper until an instance of the loan process ends; a
virtualization stage where a VIRL corresponding to the
collateral item is generated; a tokenization stage where the
VIRL is tokenized into a collateral token 2042; a loan
request stage where a borrower may request a loan and/or
negotiate the terms of the loan with one or more potential
lenders that ends with the borrower and lender agreeing to
the terms of the deal and the locking of the collateral token
into an escrow account until the loan process is completed;



US 2022/0230240 Al

a loan repayment stage where the loan is repaid by the
borrower or defaulted on; and a post-loan stage where the
collateral token 2042 is transferred back to the borrower if
the loan is successfully repaid or liquidated to a buyer if the
borrower has defaulted, the collateral token is redeemed for
the collateral item from the safekeeper, and/or any post-loan
analytics are performed.

[0228] In some example embodiments, a tokenization
platform 100 supports securitized decentralized loan pro-
cesses. In these example embodiments, a marketplace sys-
tem 102, a ledger management system 104, a collateral
management system 802, an authentication system 804, and
an analytics and reporting system 112 may be configured to
interface with a set of user devices (e.g., borrower devices
2002, authenticator devices 2004, appraiser devices 2006,
safekeeper devices 2008, and/or lender devices 2010) in
facilitating the decentralized loan processes vis-a-vis a set of
distributed ledgers 2016 hosted by a set of node devices
2014. In embodiments, the securitized decentralized loan
ecosystem 2000 includes a number of different participants
that participate in different stages of a securitization decen-
tralized loan process. In some embodiments, the participants
in the loan may include borrowers that seek to obtain a loan
using physical collateral items, authenticators that authen-
ticate the physical collateral items, appraisers that appraise
the physical collateral items, safekeepers that safely store the
physical collateral items, lenders that lend currency to the
borrowers, as well as other suitable participants that support
a distributed ledger ecosystem (e.g., “miners” and/or dis-
tributed ledger node devices 2014). As will be discussed,
some types of participants may be organized into guilds,
which are groups of entities (e.g., individuals and/or busi-
nesses) that have subject-matter expertise that pertains to a
particular stage, such as authentication, appraisal, and safe-
keeping. It is appreciated that the participants in the secu-
ritized decentralized ecosystem 2000 may interact with one
another and with the distributed ledger(s) 2106 via various
computing devices, such as laptop computers, desktop com-
puters, tablets, video game consoles, server computers,
and/or the like. For purposes of explanation, a borrower
participates in the ecosystem 2000 via a borrower device
2002, an authenticator participates in the ecosystem 2000
via an authenticator device 2004, an appraiser participates in
the ecosystem 2000 via an appraiser device 2006, a safe-
keeper participates in the ecosystem 2000 via a safekeeper
device 2008, a lender participates in the ecosystem 2000 via
a lender device 2010, and the like.

[0229] In embodiments, a securitized decentralized loan
process may be at least partially implemented using a set of
distributed ledgers 2016 hosted by a network of node
devices 2014, where the node devices 2014 execute smart
contracts instances that are created in connection with a
securitized loan process, including one or more smart con-
tracts that manage the authentication, appraisal, and/or secu-
ritization of one or more collateral items. In some embodi-
ments, one or more stages in the decentralized loan process
are managed by a respective set of smart contracts. In
general, a smart contract may include computer executable
code that, when executed, executes conditional logic that
triggers one or more actions. Smart contracts may receive
data from one or more data sources, whereby the conditional
logic analyzes the data to determine if certain conditions are
met, and if so, triggers one or more respective actions.
Examples of smart contracts are discussed throughout the
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disclosure, including examples of conditional logic and
triggering actions. In embodiments, the smart contracts may
be defined in accordance with one or more protocols, such
as the Ethereum protocol, the WAX protocol, and the like.
Smart contracts may be embodied as computer-executable
code and may be written in any suitable programming
languages, such as Solidity, Golang, Java™, JavaScript™,
C++, or the like. Various examples of smart contracts that
may be used in connection with various embodiments of the
securitized decentralized are discussed throughout the dis-
closure. In example embodiments of FIG. 20, a distributed
ledger 2016 may store and the node devices 2014 may
execute instances of: loan process smart contracts 2022,
stage-level governance smart contracts 2024, guild gover-
nance smart contracts 2026, authentication smart contracts
2028, appraisal smart contracts 2030, safekeeping smart
contracts 2032, loan smart contracts 2034, and/or other
suitable smart contracts. The different types of smart con-
tracts are discussed throughout the disclosure.

[0230] In embodiments, the distributed ledgers 2016 may
store tokens that are used in connection with a decentralized
loan process, including, but not limited to, collateral tokens
2042 that are generated in connection with the decentralized
loan process and held as collateral to secure a loan, guild
tokens 2044 that are owned and/or used by guild members
(which can be used by guild members to vote, as discussed
below) that perform a certain task in connection with a
decentralized loan process, currency/tokenized tokens 2046
that are utilized in connection with the decentralized loan
process (e.g., for lending, for repayment, for rewarding, for
staking, or the like), and other suitable tokens. In embodi-
ments, a collateral token 2042 may be a digital token that
wraps one or more virtual representations of a physical item
(VIRLs) of one or more respective collateral items that are
used to securitize a loan in a decentralized loan process. In
embodiments, the VIRL corresponds to a physical item and
may include descriptions of the item, photographs of the
item, videos of the item, and the like. Virtual representations
(VIRLs) of physical items are discussed throughout the
disclosure. In embodiments, a collateral token 2042 may
include a smart contract wrapper, such that when an owner
of the collateral token (as determined from an ownership
record of the collateral token after a loan has been repaid
and/or after a liquidation event) redeems the token (as
discussed above), the smart contract associated with the
collateral token 2042 may provide a notification to the
safekeeper of a collateral item represented by the collateral
token 2042 to provide the collateral item. Once the safe-
keeper confirms that the holder of the collateral token 2042
has taken possession of the collateral item, the smart con-
tract of the collateral token 2042 may burn the redeemed
collateral token 2042, as described above. Currency tokens
may refer to digital tokens that are used as currency.
Examples of currency tokens may include Bitcoin tokens,
Ethereum tokens, Ripple tokens, Wax tokens, and the like.
In some embodiments, a tokenized token refers to a digital
token that “wraps™ an amount of currency (e.g., a currency
token and/or fiat currency). When a tokenized token is
created, an amount of currency is held escrow and the
tokenized token represents an ownership right to the
escrowed amount of currency, such that when the tokenized
token is redeemed by a verified owner of the tokenized
token, the owner may take possession of the escrowed
amount of currency. As currency tokens and tokenized
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tokens are both representative of currency, use of the term
“currency/tokenized” tokens may refer to either currency
tokens, tokenized tokens, or a combination of both currency
tokens and tokenized tokens.

[0231] In embodiments, the distributed ledgers 2016 may
store additional data, such as event records 2052, ownership
data 2054, and/or supporting data 2056. Event records 2052
may include records that memorialize any events that occur
in connection with a decentralized loan process. Event
records 2052 may include records of events such as, but not
limited to: a request by a borrower to being a loan process,
an authentication task being assigned, an authentication task
being completed, an appraisal task being assigned, an
appraisal task being completed, a safekeeping task being
assigned, a safekeeping task being completed, a loan being
requested by a borrower, a loan being accepted by a lender,
a locking of a collateral token of a borrower that is locked
in escrow in response to a loan agreement being entered into
by the borrower, a payment being made by the borrower to
the lender, a payment being missed by the borrower, the
transfer of a loan contract to a secondary lender from a
current lender, a loan being determined to be in default by
a borrower, a liquidation event occurring, a loan being fully
repaid by the borrower; rewards being awarded to partici-
pants in a decentralized process, an item being deemed fake
after a liquidation event, an item failing to reach an
appraised value during a liquidation event, and the like. In
embodiments, an event record may be generated by any
suitable computing device within the ecosystem 2000, such
as the tokenization platform 100, borrower devices 2002,
authenticator devices 2004, appraiser devices 2006, safe-
keeper devices 2008, lender devices 2010, node devices
2014 (e.g., by smart contracts executed by the node devices
2014), or other suitable devices. In embodiments, an event
record 2052 may be hashed using a hashing function to
obtain a hash value. The event record 2052 may be written
into a data block and stored in a distributed ledger, where the
data block may include the hash value. In this way, the data
within the event record 2052 cannot be changed without
changing the hash value of the event record 2052, thereby
making the event record 2052 immutable. Once a block
containing an event record 2052 is stored on a distributed
ledger, the event record 2052 may be referenced using an
address of the block with respect to the distributed ledger
2016.

[0232] In embodiments, supporting data 2056 may be
documentation and data that is provided in support of a task
performed or other events that occur in connection with
decentralized loan processes and/or the participants of the
decentralized loan processes. As will be discussed, support-
ing data 2056 may include authentication reports and sup-
porting photographs, videos, scans or the like; appraisal
reports and supporting photographs, videos, scans or the
like; safekeeping reports and supporting photographs, vid-
eos, scans or the like; loan negotiation records that indicate
negotiation events during negotiation of a loan contract;
disbursement records that correspond to disbursement
events by a lender to the borrower; repayment records that
indicate payment events by the lender; default records that
indicate default events; and/or other suitable data.

[0233] Inembodiments, ownership data 2054 may include
data that associates a token (e.g., collateral tokens 2042,
currency/tokenized tokens 2046, and/or guild tokens 2044)
to an account. In embodiments, ownership data 2054 may be
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stored in data blocks, where a data block may include a link
between a token address and an account address. For
example, if Bob owns 10 currency tokens (e.g., bit coins),
the ownership data 2054 of each token may be stored on a
distributed ledger and may link the respective tokens to an
account associated with Bob. If Bob uses one of those tokens
2046 to purchase an item from Alice, the ownership data
2054 of the token can be updated to link the token 2046 used
to purchase the item to an account of Alice. When ownership
changes to a new account, a new block may be amended to
the distributed ledger 2016 that links the token with the new
account. In embodiments, tokens (e.g., collateral tokens
2042 and/or currency/tokenized tokens 2046) may be locked
during the course of a loan process. As used herein, “lock-
ing” a token may refer to storing the token in an escrow
account (e.g., on a distributed ledger that stores escrowed
tokens), whereby a locked token cannot be transferred from
the escrow account unless a smart contract associated with
the token determines that the token has been unlocked. In
embodiments, a collateral token may be “locked,” for
example, upon a borrower and lender agreeing to loan terms.
In some embodiments, a certain amount of currency/token-
ized tokens 2046 belonging to participants (e.g., authenti-
cators, appraisers, and/or safekeepers) may be locked when
the participants perform certain tasks in relation to securing
a loan (e.g., authentication tasks, appraisal tasks, and safe-
keeping tasks) to provide an incentive to the participants to
participate in the loan process in good faith (e.g., err on the
side of not authenticating a collateral item, not overvalue
collateral items to increase rewards for appraising, and to
store collateral items property). When a token is “locked,”
ownership data 2054 that links the token to an escrow
account that is managed by a trusted third party (e.g., the
tokenization platform 100) may be added to the distributed
ledger. Once locked in the escrow account, the token cannot
be redeemed or transferred unless it is unlocked. Once an
event that triggers a change in ownership of a token (e.g.,
repayment of at least a portion of the loan) occurs, the
ownership data 2054 of the token may be updated in the
distributed ledger 2016 storing the ownership data 2054 to
reflect that the token is owned by the rightful owner (e.g., the
borrower, a participant, a buyer of the token, or the like),
thereby unlocking the token. In some embodiments, when a
collateral token 2054 is locked, the owner of the physical
item may be precluded from using the virtual representation
of the item in a virtual environment. For example, if the
owner of a physical item that is tied to a video game via a
VIRL (e.g., the owner of a shoes also owns a VIRL of the
shoes that when used in the video game give the owner
special features in the video game, such as running faster or
jumping higher) collateralizes the physical item using the
techniques described herein and locks the resultant collateral
token 2042 in an escrow account, the locking of the collat-
eral token will result in the user being precluded from using
the VIRL of the physical item in the video game. In
embodiments, an external virtual environment, such as a
marketplace, a video game, a social media platform or the
like may be configured to query a distributed ledger to obtain
the ownership data 2054 of a VIRL. If the VIRL is wrapped
in a collateral token 2042 that is held in escrow, the virtual
environment may determine that the corresponding collat-
eral token is held in escrow and may preclude a user from
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using the VIRL in the virtual environment until the owner-
ship data 2054 of the VIRL indicates that the user owns the
VIRL.

[0234] It is noted that in addition distributed ledgers 2016,
event records 2052, ownership data 2054, and supporting
data 2056 and other suitable data that supports the decen-
tralized loan processes may be stored in non-distributed
datastores, filesystems, databases, and the like. For example,
in embodiments, the tokenization platform 100 may main-
tain data stores that store event records 2052, ownership data
2054, and supporting data 2056 and other suitable data that
supports the decentralized loan processes.

[0235] In embodiments, certain groups of participants
(e.g., authenticators, appraisers, safekeepers, and the like) in
the decentralized loan process may form or be organized into
guilds based on a common expertise in an area in accordance
with a set of governances that are defined to facilitate a
securitized decentralized loan process. In general, guild
formation, membership, and operations thereof, as well as
the transactions (and other events) performed during a loan
process and mechanisms for facilitating a loan process
adhere to a set of governances. Governances may refer to
respective sets of rules and/or regulations to which one or
more aspects of the loan process and the participants adhere.
In embodiments, governance may be defined in a set of files
and/or documents (e.g., governance documents) that are
stored on a distributed ledger and/or a centralized computing
system (e.g., the tokenization platform). In some embodi-
ments, governance may be enforced by the use of smart
contracts and/or software applications that are executed by
a centralized computing system (e.g., the tokenization plat-
form 100). In embodiments, the set of governances may
include a system-level governance that applies to the entire
loan process (e.g., all transactions and participants that
participate in the loan process), stage-level governances that
apply to participants that participate in a particular stage (or
set of stages) of the loan process and the transactions that are
performed during the particular stage (or set of stages),
guild-level governances that apply to respective guilds that
participate in a respective stage and/or the transactions in
which the guild members participate, and/or sub-guild gov-
ernances that apply to respective sub-guilds formed from
respective guilds and the transactions in which the sub-guild
members participate. In embodiments, the set of gover-
nances are hierarchical, whereby the system-level gover-
nance takes precedent over stage-level governances that
correspond to respective stages of the loan process, a stage-
level governance of a respective stage takes precedent over
guild-level governances of respective guilds that participate
in the respective stage, and a guild-level governance of a
respective guild takes precedent over sub-guild governances
of sub-guilds formed from within the respective guild. Put
another way, a sub-guild governance of a sub-guild can
expand on or further refine, but not contradict, the rules and
regulations put forth in the guild-level governance of the
guild from which the sub-guild was formed; a guild-level
governance can expand on or further refine, but not contra-
dict, the rules and regulations put forth in the stage-level
governance of the stage in which the guild participates, and
a stage-level governance can expand on or further refine, but
not contradict, the rules and regulations put forth in the
system-level governance. It is appreciated that none of the
different types of governances are required and certain
stages and guilds may adhere to a higher-level of governance
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(e.g., the system-level governance or a stage-level gover-
nance) without departing from the scope of the disclosure.

[0236] As discussed, the term “guild” may refer to a set of
entities (e.g., individuals or companies) that perform a
defined type of specialized task (e.g., authentication,
appraisal, and/or safekeeping of specific types of collateral
items) that may be domain specific (e.g., authentication of
watches, appraisal of sneakers, safekeeping of valuable
and/or perishable items), whereby members of the guild
adhere to a set of governances. For purposes of explanation,
guild members are described as individuals, but it is appre-
ciated that organizations may be comprised of individuals
that have the same areas of expertise and therefore may be
included in guilds. In some embodiments, a guild must
adhere to the system-level governance, a stage-level gover-
nance corresponding to the stage in which the guild partici-
pates, and/or a guild-level governance of the guild to which
the guild member belongs. The stage-level governance may
define the rules and regulations that pertain to all partici-
pants that can participate in a stage (e.g., authentication
stage, appraisal stage, safekeeping stage, lending stage, and
the like). For example, an authentication stage-level gover-
nance may apply to any authenticators that perform authen-
tication tasks in connection in a decentralized loan process,
an appraisal stage governance may apply to any appraisers
that perform appraisal tasks in connection with a decentral-
ized loan process, a safekeeping stage governance may
apply to any safekeepers that perform safekeeping tasks in
connection with a decentralized loan process, a lending
stage governance may apply to any lenders that lend money
with a decentralized loan process, and the like. Guild-level
governances may define rules and regulations to members of
a particular guild that participate in a particular stage. For
example, a watch authentication guild governance may only
pertain to members of a watch authentication guild, a
handbag authentication guild governance may only pertain
to members of a handbag authentication guild, a jewelry
authentication guild governance may only pertain to mem-
bers of a jewelry authentication guild, a watch appraisal
guild governance may only pertain to members of a watch
appraisal guild, a handbag appraisal guild governance may
only pertain to members of a handbag appraisal guild, a
sneaker appraisal guild governance may only pertain to
members of a sneakers appraisal guild, and the like. In
embodiments, a stage-level guild governance may define
one or more of: the manner by which guilds can be created,
the manner by which guild members are added to a guild; the
manner by a guild member is removed from the guild, the
manner by which guild members vote on amending the
governance, workflows, smart contracts, and/or documents
that are implicated by certain tasks that are performed by a
respective guild (e.g., appraisals, authentications, safekeep-
ing, and the like); voting mechanics; and the like. As
discussed, the sets of governances may be hierarchical in
nature, such that lower-level governances are required to
adhere and/or not contradict higher level governances. For
instance, the authentication stage-level governance may
define a set of rules and regulations that applies to all
authenticators and a guild-level governance may define a set
of rules, recommendations, and/or regulation that applies to
a respective guild (e.g., a watch authentication guild or a
jewelry authentication guild) within the broader group of
authenticators (e.g., all authenticators). In this example, the
guild-level governance may be required to adhere and not
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contradict to the stage-level governance, but may refine rules
and/or regulations in the stage-level governance as well as
add new rules and/or regulations that were not defined in the
stage-level governance. For instance, an example authenti-
cation stage-level governance may require that authentica-
tors temporarily stake at least certain amount of funds (e.g.,
half of a loan amount) for each authentication task per-
formed by a guild member. In this example, a guild-level
governance of an authentication guild (e.g., watch authen-
tication guild) must require its guild members at least stake
the amount of funds defined in the authentication stage-level
governance in connection with authentication tasks per-
formed by guild members, but the guild-level governance
may require a greater amount (e.g., the entire loan amount)
than the amount defined in the authentication stage-level
governance. In another example, an appraisal stage-level
governance may require that appraisers provide documen-
tary support for an appraisal and a guild-level appraisers
governance that pertains to a specific guild of appraisers
may further refine what documentary support is to be
provided in support of an appraisal performed by a guild
member. Additional examples of governance rules, recom-
mendations, and/or regulations are provided throughout the
disclosure.

[0237] In some embodiments, membership to a guild is at
least in part decided by existing guild members in accor-
dance with the stage-level and/or guild-level governance of
the guild. For example, in example embodiments, the stage-
level governance and/or a guild-level governance of a guild
may provide that a guild member may nominate an indi-
vidual not in the guild to be added to the guild and the
members of the guild may vote to admit or deny the entity
to the guild and may further include the mechanics on how
to nominate, vote on, and admit a new member to the guild.
Thus, in order to add a new member to the guild, the existing
guild members must conduct the nomination and voting
process in accordance with the controlling governances. In
some embodiments, voting may be managed using a guild
governance smart contract 2026. A guild governance smart
contract 2026 may refer to a smart contract that is configured
to manage administrative tasks of a guild, such as voting on
amending a guild-level governance and/or stage-level gov-
ernance (if the guild governance smart contract 2026 per-
tains to the broadest guild), voting on adding new members
to a guild, voting on removing members from a guild,
issuing guild tokens 2044 to guild members, and/or the like.
In some of these embodiments, a guild governance smart
contract 2026 that is used to vote in new members into a
guild may include conditional logic that receives a nomina-
tion of a potential guild member and determines whether
certain conditions are met (e.g., does the nominator have a
high enough rating to nominate, has the nominator been a
guild member long enough to nominate, does the nominator
have a minimum number of guild tokens 2044 or other
analogous status indicators to nominate a new guild mem-
ber, was the proper protocol used, and/or the like). In
response to verifying that the nomination is valid, the guild
governance smart contract 2026 may execute an action that
solicits votes from the current guild members and to tally the
votes. Once a member is voted on, the guild governance
smart contract 2026 may be configured to determine whether
the nominee has received enough votes to be admitted to the
guild. If so, the nominee is added to the guild. If not, the
nominee is denied admittance to the guild. In doing so, the

Jul. 21, 2022

guild governance smart contract 2026 may create one or
more event records 2052 identifying the results of the vote
and/or whether a new member was added to the guild. In
embodiments, the event records 2052 may be written to a
distributed ledger 2016. The guild governance contract 2026
may perform additional actions, such as granting the new
member guild tokens 2044, creating a profile for the new
guild member, adding the new guild member to a roster from
which guild members are selected to perform tasks, and/or
the like. Guild members may be added to a guild in other
manners without departing from the scope of the disclosure.

[0238] In embodiments, an authentication guild may
include a set of individuals or organizations that have
domain specific expertise authenticating a particular type (or
types) of item(s). For example, a watch authentication guild
may be comprised of individuals that have expertise authen-
ticating watches, a shoe authentication guild may be com-
prised of individuals that have expertise authenticating
shoes, a handbag authentication guild may be comprised of
individuals that have expertise authenticating handbags, an
art authentication guild may be comprised of individuals that
have expertise authenticating works of art, a sports memo-
rabilia guild may be comprised of individuals that have
expertise authenticating sports memorabilia, a toy authenti-
cation guild may be comprised of individuals that have
expertise authenticating collectible toys, a jewelry authen-
tication guild may be comprised of individuals that have
expertise authenticating jewelry, a clothing authentication
guild may be comprised of individuals that have expertise
authenticating designer clothing, an instrument authentica-
tion guild may be comprised of individuals that have exper-
tise authenticating musical instruments, a record authenti-
cation guild may be comprised of individuals that have
expertise authenticating rare or collectible records, a wine
authentication guild may be comprised of individuals that
have expertise authenticating bottles of wine, a whiskey
authentication guild may be comprised of individuals that
have expertise authenticating bottles of whiskey, an auto-
mobile authentication guild may be comprised of individuals
that have expertise authenticating limited edition automo-
biles, and any other suitable authentication guild.

[0239] In embodiments, an appraisal guild may include a
set of individuals or organizations that have domain specific
expertise appraising a particular type (or types) of item(s).
For example, a watch appraisal guild may be comprised of
individuals that have expertise appraising watches, a shoes
appraisal guild may be comprised of individuals that have
expertise appraising shoes, a handbag appraisal guild may
be comprised of individuals that have expertise appraising
handbags, an art appraisal guild may be comprised of
individuals that have expertise appraising works of art, a
sports memorabilia appraisal guild may be comprised of
individuals that have expertise appraising sports memora-
bilia, a toy appraisal guild may be comprised of individuals
that have expertise appraising collectible toys, a jewelry
appraisal guild may be comprised of individuals that have
expertise appraising jewelry, a clothing appraisal guild may
be comprised of individuals that have expertise appraising
designer clothing, an instrument appraisal guild may be
comprised of individuals that have expertise appraising
musical instruments and equipment, a record appraisal guild
may be comprised of individuals that have expertise apprais-
ing rare or collectible records, a wine appraisal guild may be
comprised of individuals that have expertise appraising
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bottles of wine, a whiskey appraisal guild may be comprised
of individuals that have expertise appraising bottles of
whiskey, an automobile appraisal guild may be comprised of
individuals that have expertise appraising limited edition
automobiles, and any other suitable appraisal guild.

[0240] Within some guilds there may be different classes
of items that are much more popular than others and/or may
require additional expertise. For example, within the watch
authentication guild, there may be a large number of authen-
tication requests to authenticate Rolex® watches some
guilds, both because of the number of such watches on the
market and the number of counterfeit watches that are meant
to pose as Rolex® watches. Thus, in some embodiments,
some stage-level governances and/or guild-level gover-
nances may provide a mechanism by which one or more
sub-guilds can be formed, where a sub-guild of a guild is
comprised of individuals of the guild that have expertise in
authenticating a particular subdomain of the guild’s area of
expertise. For example, within the watch guild, there may be
respective sub-guilds that specialize in authenticating dif-
ferent brands of watches, such as Rolex® watches, Omega®
watches, Hamilton® watches, and the like. In another
example, the shoe authentication guild, there may be respec-
tive sub-guilds that specialize in authenticating different
types of shoes, such as sneakers, high-tops, skateboarding
shoes, heels, dress shoes or the like, and/or sub-guilds that
specialize in authenticating different brands of shoes, such as
Nike® shoes, Jordan® shoes, Adidas® shoes, Gucci®
shoes, Louboutin® shoes, or the like. In another example,
within the art authentication guild, there may be respective
sub-guilds that specialize in authenticating works of art in
different mediums, such as paintings, oil paintings, sculp-
tures, lithographs, concert posters, swords, vases, pottery,
and the like; different styles of art, such as impressionist
paintings, abstract paintings, post-modern art, pop art, graf-
fiti, Japanese swords, Chinese vases, Faberge eggs, or the
like; and/or art by different artists. As can be appreciated,
different guilds may be broken down into sub-guilds in
different manners. Furthermore, because a sub-guild exists
for a subdomain of the guild, does not mean that all items
must fall within a sub-guild. For example, if the watch
authentication guild includes a Rolex sub-guild but no other
sub-guilds, a Rolex® watch may be authenticated by one or
more authenticators in the Rolex® sub-guild, but an
Omega® watch may be authenticated by one or more
authenticators within the broader watch authentication guild,
including members of the Rolex sub-guild.

[0241] In embodiments, the ability to form a sub-guild
from within a respective guild may be defined in the
respective guild’s guild-level governance and/or stage level
governance. In some of these embodiments, formation of
new sub-guilds from a respective guild may be managed and
enforced using a guild governance smart contract 2026
corresponding to the respective guild. In some embodi-
ments, a guild governance smart contract 2026 may define
the mechanics by which a sub-guild can be requested (e.g.,
automatically or by a set of guild members) and created. For
example, a guild governance smart contract 2026 that is used
by a particular authentication guild (e.g., watch authentica-
tion guild) may include conditional logic that defines a
minimum number and/or minimum percentage of guild
members (e.g., watch authenticators) that are required to
request/approve the creation a new sub-guild (e.g., a Rolex
sub-guild). In this example, the guild-level governance of
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the particular authentication guild may require that at least
ten guild members and/or that at least 50% of the guild
members voting power (where voting power may be deter-
mined using a voting token scheme where members with
more guild tokens 2044 have more voting power or a
“one-member-one-vote” scheme where every member has
one equally weighted vote) agree to the creation of a
sub-guild. Additionally or alternatively, the guild gover-
nance smart contract 2026 may include conditional logic
that requires a minimum number or minimum percentage of
verified successful authentication events (or other tasks if
another stage) performed by the guild members involving a
particular subclass of items to authorize the creation of a
new sub-guild. For example, the guild governance smart
contract 2026 of a shoe authentication guild may require
proof of at least one thousand successful authentication
events and at least 5% of the total authentication events to
involve a particular class of shoes, and the shoe authenti-
cation guild has collectively performed 10,000 successful
authentication events involving a pair of shoes, and over
1000 of those authentication events have involved Nike®
sneakers, the shoe guild may vote to create a Nike® sub-
guild (or a “sneaker” sub-guild). In this example, the shoe
authentication guild’s guild governance smart contract may
require analytics to prove the over 1000 successful authen-
tication events (which may include successful identification
of knock-oft sneakers and/or successful authentication of
authentic Nike® sneakers). In embodiments, the analytics to
prove that the guild has reached the requisite number of
successful authentications may be obtained based on an
analysis of a distributed ledger that stores authentication
records. Furthermore, the shoe authentication guild-level
governance may then require the guild members to vote on
the creation of the new Nike® sub-guild, where the voting
scheme is defined in the shoe guild-level governance and/or
the authentication stage-level governance. Assuming all of
the conditions to create a new sub-guild within the shoe
guild are met, a guild governance smart contract may trigger
a “create new sub-guild” action. In embodiments, the create
new sub-guild action may include the creation of a new
governance that corresponds to the sub-guild that defines the
rules for the particular sub-guild, including rules for mem-
bership into the sub-guild, compensation and commissions
for the sub-guild, mechanics for verifying items that are
classified in the sub-guild, how the sub-guilds secures the
authentication event, authentication forms used by the sub-
group, and the like. It is noted that in embodiments, the
sub-guild governance of the sub-guild may initially inherit
one or more aspects of the broader guild governance (some
of' which are changeable by the sub-guild and some of which
may not be changed by the sub-guild). In embodiments, the
“create new sub-guild” action may include issuing a notifi-
cation of the new sub-guild to the tokenization platform 100,
such that the platform 100 may update the assignment of
authentication tasks involving items that are classified under
the expertise of the new sub-guild to the new sub-guild.

[0242] FIG. 21 illustrates an example of guilds within a
decentralized loan ecosystem 2000 and the different types of
governances that may govern the guild members and/or
different aspects of the loan system. In the illustrated
example, the stage-level guilds may include an authentica-
tion guild 2102 comprised of authenticators that perform
authentication tasks, an appraisal guild 2104 comprised of
appraisers that perform appraisal tasks, and a safekeeper
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guild 2106 comprised of safekeepers that perform safekeep-
ing tasks. It is appreciated that additional or alternative types
of participants may form guilds in different examples. For
example, lenders may form a lenders guild (not shown). As
discussed, within the authentication guilds, there may be
guilds that include members having certain authentication
specialties or that are located in certain regions. In the
illustrated example, within the authentication guild, there
may be a watch authentication guild 2112-1, a shoe authen-
tication guild 2112-2, and/or any other suitable authentica-
tion guilds (e.g., Nth authentication guild 2112-N). Within
some of the authentication guilds, authentication sub-guilds
may be formed. For example, within the watch guild 2112-1,
a Rolex sub-guild may be formed, where the members of the
Rolex sub-guild 2122 may be watch guild members that
have a special expertise in authenticating Rolex® watches.
In this way, members of the Rolex sub-guild 2112-1 will be
assigned authentication tasks pertaining to Rolex® watches
(and potentially of other types of watches), while watch
guild 2112-1 members that are not in the sub-guild 2122
cannot authenticate Rolex® watches but can authenticate
any other type of watch (assuming no other watch sub-guilds
exist). Similarly, within the shoe authentication guild 2112-
2, a sneaker authentication sub-guild 2124-1 and a Gucci
authentication sub-guild 2124-1 have formed by members of
the shoe authentication guild 2112-2. In this example, mem-
bers of the sneaker authentication sub-guild 2124-1 can
authenticate any type of sneakers, but shoe authenticators
that are not in the sneaker authentication sub-guild 2124-1
cannot authenticate sneakers. Similarly, members of the
Guceci authentication sub-guild 2124-2 can authenticate
Gucci® shoes, but shoe authenticators that are not in the
Gucci authentication sub-guild 2124-2 cannot authenticate
Gucci® shoes.

[0243] Within the appraisal guild 2104, there may be
guilds that are directed to members having certain appraisal
specialties or that are located in certain regions. In the
illustrated example, within the appraisal guild 2104 there
may be a watch appraisal guild 2114-1, a shoe appraisal
guild 2114-2, and/or any other suitable appraisal guilds (e.g.,
Nth appraisal guild 2114-3). In the illustrated example, a
Rolex appraisal sub-guild 2126 has been formed from the
watch appraisal guild 2114-1 and a Nike appraisal guild
2128 has been formed from the shoe appraisal guild 2114-2.
As can be appreciated, the sub-guilds that are formed from
within the various guilds do not need to be congruent with
sub-guilds that are formed from guilds that participate in
different stages. For example, while Rolex authenticators
and Rolex appraisers formed respective sub-guilds 2122,
2126, there is no counterpart Nike authentication sub-guild
and no counterpart sneaker appraisal sub-guild or Gucci
appraisal sub-guild formed. The manner by which sub-
guilds are formed may be defined in the stage-level gover-
nance and/or the guild governance of the guild from which
a sub-guild is to be formed.

[0244] In this example, there are no guilds formed out of
the safekeeper guild 2106. While this is the case in the
current example, in some scenarios there may be guilds that
include safekeepers having certain safekeeping specialties
or that are located in certain regions. In the illustrated
example, there are no guilds within the safekeeper guild, but
safekeepers may organize according to region (e.g., states,
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cities, or the like), the ability to store certain types of items
(e.g., vehicles, perishables, and/or the like), or other suitable
common features.

[0245] In embodiments, the overall ecosystem 2100 (in-
cluding the overall loan process workflow) may be governed
by a system-level governance 2130. In this example, one or
more stages may be governed by a stage-level governance
that pertains to the participants in the stage and/or the
workflows performed in connection with the stage. For
example, an authentication stage-level governance 2132
pertains to all authenticators 2102 and the authentication
stage, the appraisal stage-level governance 2134 pertains to
all appraisers 2104 and the appraisal stage, the safekeeping
stage-level governance 2136 pertains to all safekeepers 2106
and the safekeeping stage, the lending stage-level gover-
nance 2138 pertains to lenders (not shown) and the loan
negotiation and repayment stages, and the like. As dis-
cussed, the stage-level governances 2132, 2134, 2136, 2138
can refine the system-level governance 2130 and may add
rules and regulations that do not contradict the system-level
governance 2130. Similarly, a watch guild-level governance
pertains 2142 to the watch authentication guild 2112-1, but
does not pertain to the other authentication guilds 2112-2 .
. . 2112-N. The watch guild-level governance 2142 may
include rules that further refine the system-level governance
2130 and/or add rules and regulations to the authentication
stage-level governance 2132. In the example, a Rolex sub-
guild governance 2144 may be created by the members of
the Rolex authentication sub-guild 2122. The Rolex sub-
guild governance 2144 defines additional rules and regula-
tions that apply to members of the Rolex sub-guild 2122
when performing authentication of Rolex® watches, but that
do not apply to other members of the watch authentication
guild 2112-1. It is noted that the sub-guilds do not need a
sub-guild governance and may use the guild-level gover-
nance of the guild from which the sub-guild was formed.
More detailed discussion of guilds and governances are
described below.

[0246] Referring back to FIG. 20, governances may define
rules and regulations pertaining to different aspects of a
securitized decentralized loan process. In embodiments, a
system-level governance defines rules and regulations per-
taining to the entire loan process. Examples of system-level
governance include loan process workflow definitions (e.g.,
which stages must be performed and in what order); allowed
types of collateral items; rules for guild formation and
membership (e.g., can guilds be formed, can guilds change
rules, how can guilds change rules, and/or the like); rules for
managing a loan process workflow between stages (e.g., can
an authenticator that authenticated a collateral item appraise
the same collateral item and/or safekeep the collateral item,
when the loan process can progress to the next stage, and the
like); rules that require guild members to stake currency
(e.g., cryptocurrency and/or fiat currency wrapped in a
tokenized token) in relation to authentication tasks, appraisal
tasks, and/or safekeeping tasks involving a collateral item;
rules for performing tasks (e.g., the type of supporting
documentation required to show consensus); rules for
changing the governance (e.g., who can vote to change
governance, how votes to change governances are con-
ducted, and the like); rules for rewarding participants (e.g.,
any requirements and/or restrictions relating to amounts or
percentages of payments that can be made in performing a
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specific task, regulatory requirements for different jurisdic-
tions); and/or other suitable rules and regulations.

[0247] In embodiments, a system-level governance may
include references to one or more respective loan process
smart contracts 2022 that are stored on the distributed ledger
2016. A loan process smart contract 2022 may enforce one
or more aspects of the system-level governance for instances
of the decentralized loan process, including, for example,
initiating each stage of the loan process when a previous
stage is completed in accordance with a loan process work-
flow defined in the system-level governance. In embodi-
ments, a loan process smart contract 2022 includes condi-
tional logic that, once instantiated, listens (e.g., using an
event listener thread) for a notification from a stage-level
smart contract that indicates that the stage was successfully
completed. In response to a stage being completed, the loan
process smart contract 2022 may then initiate a next stage in
the loan workflow process. For instance, an example loan
process workflow may be defined as including a request
stage where the borrower requests to collateralize one or
more items, followed by an authentication stage where one
or more authenticators authenticate the one or more items,
followed by an appraisal stage where the authenticated items
are appraised, followed by a safekeeping stage where the
appraised items are stored in escrow with a trusted safe-
keeper, a tokenization stage where the ledger management
system 104 (or another suitable component) generates
VIRLs of the one or more escrowed items, generates a
collateral token by tokenizing the VIRLs of the escrowed
items, and locks the collateral token (e.g., in an escrow
account on a distributed ledger 2016), a lending stage where
a loan is negotiated and accepted by the borrower and a
lender, a repayment stage where the loan is repaid by the
borrower, and a post-loan stage where the collateral token is
unlocked and returned to the borrower or liquidated if the
borrower defaults on the loan. In facilitating this example
loan process workflow, the loan process smart contract 2022
may be configured with conditional logic that determines
whether a current stage has been successfully completed and
if so to initiate a next stage in the loan process workflow. In
embodiments, initiating a next stage of the loan process
workflow may include instantiating an instance of a stage-
level smart contract (e.g., an authentication smart contract
2028, an appraisal smart contract 2030, a safekeeping smart
contract 2032, or a loan smart contract 2034), whereby the
instantiated instance of the stage-level smart contract per-
forms a stage-specific workflow and issues a notification that
is received by the loan process workflow when the stage-
specific workflow is completed successfully or unsuccess-
fully. In embodiments, a loan process smart contract 2022
may perform one or more tasks that are described as being
performed by other types of smart contracts. For example,
loan process smart contracts 2022 may be configured to
facilitate loan negotiations and loan signing, monitoring
repayment of the loan, determining default events, triggering
liquidation events, awarding participants with rewards, and/
or the like.

[0248] The system-level process governance may include
additional rules and requirements, examples of which are
provided throughout the disclosure. For example, the sys-
tem-level process governance may include rules that pre-
clude a single entity serving as an authenticator and
appraiser, that require authenticators, appraisers, and/or
safekeepers to stake at least a percentage of the loan value
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(e.g., to prevent manipulation of the system), and/or other
rules that pertain to a decentralizing the loan process,
reducing the likelihood of fraud, promoting trust, maximiz-
ing value for the participants, minting tokens, and/or the
like. In embodiments, at least a portion of the system-level
process governance is implemented by a loan process smart
contract 2022. In embodiments, the loan process governance
smart contract may include conditional logic that determines
whether each respective stage was successfully completed,
and if so, triggers the next action in the loan process.

[0249] In embodiments, a stage-level governance defines
rules and regulations pertaining to a respective stage in the
loan process, such that each stage of a loan process may be
executed in accordance with one or more respective stage-
level governances. It is appreciated that in some embodi-
ments, a stage-level governance may apply to two stages.
For example, the authentication stage may comport to a
stage-level authentication governance that defines rules for
any authentication tasks performed in connection with a
decentralized loan process, the appraisal stage may comport
a stage-level appraisal governance that defines rules for any
appraisal tasks performed in connection with the decentral-
ized loan process, the safekeeping stage may comport a
stage-level safekeeping governance that defines rules for any
safekeeping tasks performed in connection with the decen-
tralized loan process, a VIRL stage-level governance that
defines rules for generating a VIRL of a collateral item, a
tokenization stage-level governance that defines rules for
generation a token of a VIRL of a collateral item (in some
embodiments, the VIRL stage and the tokenization stage
may be treated as a single stage), a loan governance that
defines rules for requesting and negotiating a loan, and/or
any other suitable stage-level governances.

[0250] In embodiments, a stage-level governance may
further refine rules set forth in the system-level governance
and/or may include additional rules that pertain to the stage.
For example, a stage-level governance may further refine
rules and/or regulations from the system level governance,
such as further refinements of adding and/or removing guild
members; further refinements on how guild members stake
currency in relation to a guild-specific task (e.g., authenti-
cation task, appraisal task, or safekeeping task); further
refinements on what types of evidence are needed to support
an authentication task; or the like. For example, the system-
level governance may state that new members must be voted
into any guild and may be removed by at least a 60%
majority but may not define any other specifics. In this
example, the authentication stage-level governance rules
may define a first voting scheme for voting in and removing
members from authentication guilds, while the appraisal
stage-level governance may define a second scheme for
voting in and removing members from the appraisal guilds.
For example, the authenticators may have a one-member-
one-vote voting scheme where a new member may be added
to the guild with a simple majority vote and removed with
a 60% majority vote, where the appraisers may have a
token-based vote, where each guild member has a certain
amount of guild tokens 2044, whereby each guild member’s
voting power is proportionate to the amount of guild tokens
2044 the guild member owns. In the second scheme, more
senior or active members have more voting power than less
senior or less active guild members. In embodiments, the
stage-level governance may further define the types of
documentation and supporting data required by the guilds in
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that stage. In this example, the authentication stage-level
governance may further refine this rule to require that an
authenticator fill out an authentication report and provide
photographic evidence to support the report. Similarly, the
appraisal stage-level governance may further refine this rule
to require that an appraiser file an appraisal report that
indicates an appraised value and provide documentary evi-
dence of past sales of similar items to support the appraised
value. In this example, the safekeepers stage-level gover-
nance may further refine this rule to require that the safe-
keeper provide photograph evidence of the item in safe
storage and fill out a safekeeping report that indicates any
damage that was visible when the item was deposited by the
owner (e.g., the borrower) and a verification by the owner of
the item of said visible damage. Furthermore, the appraisal
stage-level governance may further define that an appraisal
report include a liquidation value of a collateral item in
addition to the appraised value of the collateral item, where
the liquidation value indicates a low-end price that the
collateral item would be expected to be sold for (e.g., in a
short-notice liquidation event or at a set price sale to achieve
a quick liquidation sale).

[0251] As mentioned, a stage-level governance may also
define new rules and regulations, to the extent those new
rules and regulations do not contradict or otherwise vitiate
the system-level governance. For example, assuming no
such rules are defined in the system-level governance, a
stage-level governance may define rules on how a stage-
specific task is performed. For example, with respect to the
authentication stage, the authentication stage-level gover-
nance may require a primary authenticator to make a deter-
mination on the authenticity of a collateral item and at least
one other authenticator (acting as a “secondary authentica-
tor) to validate the primary authenticator’s determination on
the authenticity of the item. In this example, the stage-level
governance may further define that the primary authenticator
gets a certain percentage (e.g., 60% or 70%) of the authen-
tication fees/rewards and the remaining amount is split
amongst the one or more secondary authenticators. Further-
more, in this example, the authentication stage-level gover-
nance may refine the system-level requirement for authen-
ticators to stake currency tokens by defining an allocation of
risk to the primary authenticator and the other secondary
authenticators (e.g., primary authenticator stakes 60% or
70% of the loan amount (assuming a loan is agreed to) and
the secondary authenticators evenly split the remaining
portion of the loan amount. In another example, the
appraisal stage-level governance may define the mechanics
and workflows of an appraisal. For example, the governance
may define the manner by which appraisal tasks are assigned
to appraisers and that any appraisal must be validated by one
or more additional appraisers. In this example, the appraisal
stage-level governance may further refine the manner by
which primary and secondary appraisers are rewarded and/
or the amount of currency the primary and secondary
appraisers must stake to secure their appraisals. In another
example, the safekeepers stage-level governance may define
additional rules for safekeeping of certain types of collateral
items. For example, if items require temperature-controlled
storage, the safekeeping stage-level governance may define
a rule that requires that a safekeeper provide proof of such
temperature-controlled storage. In another example, if the
collateral item is a vehicle, the safekeeping stage-level
governance may define a rule that requires that a safekeeper
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provide evidence of the mileage of the vehicle on the day it
was first received and on the day it is repossessed by the
rightful owner (e.g., the borrower or buyer via liquidation).
The stage-level governances may include additional or alter-
native refinements of system levels rules and regulations
and/or additional or alternative definitions of rules and/or
requirements that were not indicated in the system level
governance.

[0252] In embodiments, some stage-level governances
may include form templates that are used in connection with
the stage or references thereto (e.g., an address where the
form templates may be obtained). In some example embodi-
ments, the authentication stage-level governance may
include a reference to an authentication form template that
may be used by authenticators when performing an authen-
tication task. The form template may include a set of fields
that are to be filled out by an authenticator that is tasked with
authenticating a collateral item, such that the authenticator
completes the form and submits the form to the authentica-
tion system 804, the authenticator smart contract 2028,
and/or a loan process smart contract 2022. In filling out the
form, the authenticator can provide an opinion as to the
authenticity of an item and may provide an analysis that
supports the opinion. The form may include instructions to
provide supporting evidence, such as photographs, serial
numbers, videos, or the like. In some example embodiments,
the appraisal stage-level governance may include a reference
to an appraisal form template that may be used by appraisers
when performing an appraiser task. Assuming that authen-
tication is performed before appraisal, the appraiser can trust
that the item is authentic but may require inspection of either
the item itself or photographs and/or video of the item to
provide a proper assessment. The appraiser form may
include a set of fields that are to be filled out by an appraiser
that is tasked with appraising the collateral item, such that
the appraiser completes the form and submits the completed
form to the authentication system 804 and/or to an appraisal
smart contract). In filling out the form, the appraiser can
provide an appraised value and may provide an analysis that
supports the appraised value. The form may include instruc-
tions to provide supporting evidence, such as evidence of
past sales of similar items, bluebook values, auction data, or
the like. In some example embodiments, the safekeeping
stage-level governance may include a reference to a safe-
keeping form template that may be used by safekeepers
when performing a safekeeping task. In some embodiments,
the form may require the appraiser to provide a liquidation
value of the collateral item in addition to the appraised
value. The liquidation value may be a low-end valuation of
the collateral item, such as if the collateral item needs to be
quickly liquidated. The liquidation value in combination to
the appraised value may provide a potential lender an
opportunity to assess the risk associated with lending the
money given the collateral item’s appraised value and
liquidation value. The form may include a set of fields that
are to be filled out by a safekeeper that is tasked with
safekeeping the collateral item, such that the authenticator
completes the form and submits it (e.g., to the collateral
management system 802 and/or to a safekeeping smart
contract). In filling out the form, the safekeeper can provide
a condition of the collateral item when it was received and
verify that the collateral item is being stored at a physical
location that has adequate precautions to secure the collat-
eral item. The form may include instructions to provide



US 2022/0230240 Al

supporting evidence, such as photographs of the collateral
item (including any visible damage). It is appreciated that
the form templates are provided for example and additional
or alternative form templates may be used during the various
stages of a decentralized loan process. Furthermore, some
guilds may further refine a form template for a particular
type of collateral item. In these scenarios, the guild-refined
form templates may be used in connection with a respective
task in lieu of the form templates defined in the stage-level
governance. It is noted that other stage-level governances
may include other form templates. Furthermore, it is appre-
ciated that some guild-level governances and/or sub-guild-
level governances may include or reference form templates
that are to be used by members of the guild or sub-guild in
lieu of form templates defined in the stage-level governance
or if the stage-level governance does not include or refer-
ence a broader form template.

[0253] Insome embodiments, the stage-level governances
may include references to one or more smart contracts that
are used in connection with stage-level tasks and/or man-
aging guilds that participate in the stage. These smart
contracts may include stage-level governance smart con-
tracts 2024 corresponding to the managing the participants
of respective stages that enforce the stage-level governance
of the respective stage as well as any relevant rules and
regulations defined in the system level governance. In
embodiments, stage-level governance smart contracts 2024
may be configured to enforce the mechanics of a particular
stage. For example, the stage-level governance of a particu-
lar stage may require that changes to the governance be
voted on by all participants in the stage and may use a
stage-level governance smart contract 2024 to enforce the
voting process. In this example, the authenticators (across all
guilds) may wish to change the authentication stage gover-
nance to require an authentication fee that is paid by a
borrower to an authenticator (in addition to the reward paid
to the authenticator when a loan process is successfully
completed) so that an authenticator may still get paid when
an item is determined to be fake or if the borrower decides
not to enter into a loan agreement (which would prevent the
authenticator from being paid out a reward for participating
in a loan transaction). The stage-level governance 2024 may
require that the authenticators have a supermajority (e.g., %
majority) vote to amend the stage-level governance and
must further receive approval from a decision maker affili-
ated with a central authority to make such amendments. In
this example, a stage-level governance smart contract 2024
may include a listening thread that receives votes from
authenticators and determines whether a super majority
voted to amend the authentication stage-level governance. If
s0, the smart contract may perform an action to amend the
authentication stage-level governance and may generate a
block indicating the results of the vote that is written to a
corresponding distributed ledger 2014. While this example
was described with respect to the authentication stage and
for voting, stage-level governance smart contracts 2024 may
be configured to enforce other aspects of the various stage-
level governances.

[0254] Furthermore, in example embodiments, stage-level
governances may include references to respective smart
contracts that are used to manage stage-level events and
transactions. For example, the authentication stage-level
governance may include a reference to an authentication
smart contract 2028 that is used to facilitate authentication
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tasks performed in connection with a loan process; the
appraisal stage-level governance may include a reference to
an appraisal smart contract 2030 that is used to facilitate
appraisal tasks performed in connection with a loan process;
the safekeeping stage-level governance may include a ref-
erence to an safekeeping smart contract 2032 that is used to
facilitate appraisal tasks performed in connection with a loan
process safekeeping tasks performed in connection a loan
process; a lending stage level governance may include a
reference to loan smart contract 2034 that is used to manage
the loan agreement and loan repayment stage; and the like.
In some embodiments, the loan workflow may include a
pre-loan liquidation stage (discussed below) that is governed
by a pre-loan liquidation stage-level governance. In these
embodiments, the pre-loan liquidation stage-level gover-
nance may include a reference to a pre-loan liquidation
smart contract, which is discussed in greater detail below.

[0255] In example embodiments, the authentication stage-
level governance may include a reference (e.g., an address)
of an authentication smart contract 2028 that may be used
for authentication tasks. The reference may define an
address that can be used to retrieve an authentication smart
contract 2028 (e.g., from a distributed ledger 2016). In these
embodiments, a loan process smart contract 2022, an
authenticator device 2004, and/or the tokenization platform
100 may instantiate an instance of the authentication smart
contract 2028 in response to an authenticator being assigned
a new authentication task and/or the authenticator accepting
the new authentication task via an authenticator device
2004. Once instantiated, the instance of the authentication
smart contract 2028 may be written to a distributed ledger
2016, where the authentication smart contract instance
executes to manage the authentication task. In embodiments,
an authentication smart contract 2028 may be configured to
receive input from an authenticator device 2004, a borrower
device 2002, and/or the collateral management system 804
and may include conditional logic that determines whether
all the required steps were performed in connection with an
authentication task based on the received input.

[0256] FIG. 22 illustrates a set of operations of an example
method 2200 that may be executed to perform an authenti-
cation workflow. The method 2200 may be executed by a
smart contract, such as an authentication smart contract
2028 or a loan process smart contract 2022. For purposes of
explanation, the method 2200 is described as being per-
formed by the authentication smart contact.

[0257] At 2202, an instance of an authentication smart
contract 2028 may receive confirmation of recipient of
collateral item from an authenticator device. In some sce-
narios, the collateral item is physically sent to a primary
authenticator to perform a task. In such a scenario, the
primary authenticator may confirm receipt of the collateral
item using the authenticator device 2004. In these embodi-
ments, the authenticator can provide images of the collateral
item and may note any damage that is visible to the item.
Alternatively, the primary authenticator may be sent a VIRL
of the collateral item. In these embodiments, the VIRL may
include ultra-high-resolution images of the collateral item
and/or other media that may aid the authenticator in per-
forming the authentication task.

[0258] At 2204, the authentication smart contract instance
may receive an authentication report and supporting docu-
mentation from the primary authenticator. In these embodi-
ments, a primary authenticator may be required to generate
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an authentication report in accordance with the authentica-
tion stage-level governance and/or the guild level gover-
nance of the authentication guild to which the authenticator
belongs. In some embodiments, the primary authenticator
may use a form template that is included in the stage
authentication stage-level governance and/or the guild level
governance to generate the report. In the report may indicate
the primary authenticator’s conclusion (e.g., whether the
item is authentic or fake) and reasons for the conclusion. The
supporting documentation may include photographs, serial
numbers, test results, or like to support the authenticator’s
conclusion. Once the authenticator provides the authentica-
tion report, the report and supporting documentation may be
provided to one or more secondary authenticators (if
required by the stage-level governance).

[0259] At 2206, the authentication smart contract instance
receives verification from one or more secondary authenti-
cators. In some embodiments, the authentication smart con-
tract 2028 may include conditional logic that requests the
opinions of secondary authenticators in response to receiv-
ing the primary authenticator’s report. In some embodi-
ments, the smart contract instance (or the primary authen-
ticator) may provide the primary authenticator’s report and
supporting evidence to the secondary authenticators (after
they are assigned to the task) and may listen for responses
from the secondary authenticators. Once received, the
authentication smart contract 2028 may determine whether
a requisite number of secondary authenticators provided a
supporting opinion and, if so, the authentication smart
contract instance executes logic to determine whether the
secondary authenticators verified the primary authentica-
tor’s opinion as to the authenticity of the collateral item.
[0260] At 2208, a data block based on the authentication
report, the supporting documentation, and the secondary
authenticator’s opinions is generated and the data block may
be written to a distributed ledger 2016. In some embodi-
ments, the authentication smart contract may generate the
data block and write the data block to the distributed ledger.
Alternatively, the authentication smart contract may transmit
the authentication report, the supporting documentation, and
the secondary authenticator’s opinions to the ledger man-
agement system 202 (or another suitable system), which in
turn may generate the data block and write the data block to
the distributed ledger.

[0261] At 2210, the authentication smart contract instance
may provide notification to a loan process smart contract
2022 indicating the results of the authentication task. In
particular, the authentication smart contract may provide a
notification to the loan process smart contract 2022 indicat-
ing whether the item was deemed authentic by the primary
authenticator and the secondary authenticator(s). If so, the
authentication smart contract instance may continue to pro-
ceed through the authentication workflow until the authen-
ticator(s) that participated in the authentication process are
rewarded (e.g., from the repayment funds and/or the pro-
ceeds of a liquidation event). If not, the authentication smart
contract instance may end the authentication task.

[0262] At 2212, the authentication smart contract instance
may lock an amount of currency from the authenticators to
secure the authentication in case the item is deemed inau-
thentic. In some embodiments, the authentication smart
contract instance may enforce a requirement set forth in the
authentication stage-level governance and/or guild-level
governance of the authenticator to lock a certain amount of
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currency (e.g., currency/tokenized tokens) when the authen-
ticator(s) deem the item authentic so as to provide a greater
amount of security to a lender. In this way, authenticators
will have less incentive to authenticate items that might be
fake. In embodiments, the amount that is locked may be
equal to or a percentage of the loan amount, the total
repayment amount, the appraised value, or another suitable
value, where the amount to be locked is defined in accor-
dance with the appraisal-stage governance. In some embodi-
ments, the locked currency tokens are returned to the authen-
ticators during the course of repayment, such that the
amount of locked currency from the authenticators that does
not exceed the remaining balance of the loan as the locked
currency provides a contingency should an authenticated
item later be discovered to be fake.

[0263] At 2214, the authentication smart contract instance
may transfer a reward amount to the authenticators that
participated in the authentication task upon repayment of the
loan. Once the loan process is complete (e.g., after repay-
ment of the loan and collateral item is returned to borrower;
after a liquidation event with a prescribed amount of time
after the sale for the buyer of the collateral time to inspect
the collateral item; and/or if the buyer decides to not engage
in a loan and wishes to retake possession of the collateral
item) may issue a reward to the primary authenticator and
any secondary authenticators that participated in the authen-
tication task. For example, the authenticators may be
rewarded with a percentage of the loan or repayment
amount, a predefined fee, and/or the like. Once the loan
process is complete, the instance of the authentication smart
contract may be deconstructed.

[0264] The example of FIG. 22 is provided as an example
authentication workflow. Other authentication workflows
may be executed in connection with authentication tasks.
Furthermore, within respective authentication guilds, the
members of the respective authentication guilds can refine
the authentication workflows and/or authentication smart
contracts to improve the authentication of certain tasks,
provided such refinements are in accordance with the
authentication stage-level governance.

[0265] Referring back to FIG. 20, an appraisal stage-level
governance may include a reference (e.g., an address) of an
appraisal smart contract 2030 that may be used for appraisal
tasks. The reference may define an address that can be used
to retrieve an appraisal smart contract 2030 (e.g., from a
distributed ledger 2016). In these embodiments, a loan
process smart contract 2022, an appraiser device 2006,
and/or the tokenization platform 100 may instantiate an
instance of the appraisal smart contract 2030 in response to
an appraiser being assigned a new appraisal task and/or the
appraiser accepting the new appraisal task via an appraiser
device 2006. Once instantiated, the instance of the appraiser
smart contract 2030 may be written to a distributed ledger
2016, where the appraisal smart contract instance executes
to manage the appraisal task. In embodiments, an appraisal
smart contract 2030 may be configured to receive input from
an appraiser device 2006, a borrower device 2002, and/or
the tokenization platform 100 and may include conditional
logic that determines whether all the required steps were
performed in connection with an appraisal task based on the
received input.

[0266] FIG. 23 illustrates an example set of operations of
a method 2300 that may be executed to perform an appraisal
workflow. The method 2300 may be executed by a smart
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contract, such as an appraisal smart contract 2030 or a loan
process smart contract 2022. For purposes of explanation,
the method 2300 is described as being performed by the
appraisal smart contact.

[0267] At 2302, an instance of an appraisal smart contract
2030 may receive confirmation of recipient of collateral item
from an appraiser device 2006. In some scenarios, the
collateral item is physically sent to a primary appraiser to
perform a task. In such a scenario, the primary appraiser may
confirm receipt of the collateral item using the appraiser
device 2006. In these embodiments, the appraiser can pro-
vide images of the collateral item and may note any damage
that is visible to the item. Alternatively, the primary
appraiser may be sent a VIRL of the collateral item. In these
embodiments, the VIRL, may include ultra-high-resolution
images of the collateral item and/or other media that may aid
the authenticator in performing the appraisal task. In some
embodiments, the appraiser may receive additional infor-
mation, such as a confirmation that a set of authenticators
authenticated the collateral item.

[0268] At 2304, the appraisal smart contract instance may
receive an appraisal report and supporting documentation
from an appraiser device 2006 of the primary appraiser. In
these embodiments, a primary appraiser may be required to
generate an appraisal report in accordance with the appraisal
stage-level governance and/or the guild level governance of
the appraisal guild to which the appraiser belongs. In some
embodiments, the primary appraiser may use a form tem-
plate that is included in the appraisal stage-level governance
and/or the guild level governance of the appraiser’s
appraisal guild to generate the report. In the report may
indicate an appraised value determined by the appraiser and
documentation that support the appraised value. The sup-
porting documentation may include links to bluebook values
of similar items, screenshots of sales of similar items,
historical data relating to sales of similar items, and/or other
suitable information to support the appraiser’s appraised
value. Once the appraiser provides the appraisal report, the
report and supporting documentation may be provided to
one or more secondary appraiser(s) (if required by the
appraisal stage-level governance). In some embodiments the
appraisal stage-level governance or a guild-level governance
of the appraiser may require the appraiser to submit a
liquidation value in the appraisal report in addition to the
appraised value.

[0269] At 2306, the appraisal smart contract instance
receives verification from one or more secondary appraisers.
In some embodiments, the appraisal smart contract 2030
may include conditional logic that requests the opinions of
a secondary appraiser in response to receiving the primary
appraiser’s report. In some embodiments, the appraisal
smart contract 2030 (or the primary appraiser) may provide
the primary appraiser appraiser’s report and supporting
evidence to the secondary appraisers (after they are assigned
to the task) and may listen for responses from the secondary
appraisers. Once received, the appraisal smart contract 2030
may determine whether a requisite number of secondary
appraisers confirmed the primary appraiser’s valuation.
[0270] At2308, a data block based on the appraisal report,
the supporting documentation, and the secondary appraiser’s
opinions is generated and the data block may be written to
a distributed ledger 2016. In some embodiments, the
appraisal smart contract may generate the data block and
write the data block to the distributed ledger 206. Alterna-
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tively, the appraisal smart contract may transmit the
appraisal report, the supporting documentation, and the
secondary appraisers’ opinions to the ledger management
system 202 (or another suitable system), which in turn may
generate the data block and write the data block to the
distributed ledger 2016. In some embodiments, the data
block may further include the liquidation value of the
collateral item as determined by the appraiser.

[0271] At 2310, the appraisal smart contract may provide
notification to a loan process smart contract 2022 indicating
the results of the appraisal task. In particular, the appraisal
smart contract may provide a notification to the loan process
smart contract 2022 indicating the appraised value. Assum-
ing the borrower agrees to a loan agreement, the appraisal
smart contract may continue to proceed through the
appraisal workflow until the appraiser(s) that participated in
the appraisal process are rewarded (e.g., from the repayment
funds and/or the proceeds of a liquidation event). If the
borrower does not form a loan contract and decides to end
the loan process, the appraisal smart contract may end the
appraisal task.

[0272] At 2312, the appraisal smart contract may lock an
amount of currency from the appraisers to secure the
appraisal in case the item is not liquidated at or more than
the appraised value provided by the appraiser. In some
embodiments, the appraisal smart contract 2030 may
enforce a requirement set forth in the appraisal stage-level
governance and/or guild-level governance of the appraiser’s
guild to lock a certain amount of currency (e.g., currency/
tokenized tokens) when the appraiser(s) provide an
appraised value so as to provide a greater amount of security
to a lender. In this way, the appraiser will have less incentive
to appraise items at higher prices to improve the chances that
a loan agreement will be entered into. In embodiments, the
amount that is locked may be equal to or a percentage of the
loan amount, the total repayment amount, the appraised
value, or another suitable value, where the amount to be
locked is defined in accordance with the appraisal-stage
governance. In some embodiments, the locked currency
tokens are returned to the appraisers during the course of
repayment, such that the amount of locked currency from the
appraisers does not exceed the remaining balance of the loan
as the locked currency provides a contingency should an
appraised item be sold at a liquidation event at a value that
is less than the appraised value.

[0273] At 2314, the appraisal smart contract may transfer
a reward amount to the appraisers that participated in the
appraisal task upon repayment of the loan. Once the loan
process is complete (e.g., after repayment of the loan and
collateral item is returned to borrower or after a liquidation
event) may issue a reward to the primary appraiser and any
secondary appraisers that participated in the appraisal task.
For example, the appraisers may be rewarded with a per-
centage of the loan or repayment amount, a predefined fee,
and/or the like. Once the loan process is complete, the
instance of the appraisal smart contract may be decon-
structed.

[0274] The example of FIG. 23 is provided as an example
appraisal workflow. Other appraisal workflows may be
executed in connection with appraisal tasks. Furthermore,
within respective appraisal guilds, the members of the
respective appraisal guilds can refine the appraisal work-
flows and/or appraisal smart contracts to improve the
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appraisal of certain tasks, provided such refinements are in
accordance with the appraisal stage-level governance.
[0275] Referring back to FIG. 20, a safekeeping stage-
level governance may include a reference (e.g., an address)
of a safekeeping smart contract 2032 that may be used for
appraisal tasks. The reference may define an address that can
be used to retrieve a safekeeping smart contract 2032 (e.g.,
from a distributed ledger 2016). In these embodiments, a
loan process smart contract 2022, an appraiser device 2006,
and/or the tokenization platform 100 may instantiate an
instance of the safekeeping smart contract 2030 in response
to a safekeeper being assigned a new appraisal task and/or
the safekeeper accepting the new safekeeping task via a
safekeeping device 2008. Once instantiated, the instance of
the appraiser smart contract 2030 may be written to a
distributed ledger 2016, where the safekeeping smart con-
tract instance executes to manage the safekeeping task. In
embodiments, a safekeeping smart contract 2032 may be
configured to receive input from a safekeeper device 2008,
a borrower device 2002, and/or the tokenization platform
100 and may include conditional logic that determines
whether all the required steps were performed in connection
with a safekeeping task based on the received input.
[0276] FIG. 24 illustrates an example set of operations of
a method 2400 that may be executed to perform a safekeep-
ing workflow. The method 2400 may be executed by a smart
contract, such as a safekeeping smart contract 2032 or a loan
process smart contract 2022. For purposes of explanation,
the method 2400 is described as being performed by an
instance of a safekeeping smart contact.

[0277] At 2402, an instance of a safekeeping smart con-
tract 2032 may receive confirmation of recipient of collateral
item from a safekeeper device 2008. In some scenarios, the
collateral item is sent to a safekeeper for safekeeping during
the pendency of a loan. Alternatively, the item may be
deposited with the safekeeper by another party, such as the
borrower. In either scenario, the safekeeper may confirm
receipt of the collateral item using the appraiser device 2006.
In these embodiments, the safekeeper can document the
collateral item upon receipt, such as by taking images of the
collateral item and noting any damage that is visible to the
item.

[0278] At 2404, the safekeeping smart contract instance
may receive a safekeeping report and supporting documen-
tation from a safekeeper device 2008 of the safekeeper. In
these embodiments, a safekeeper may be required to gen-
erate a safekeeping report in accordance with the safekeep-
ing stage-level governance and/or the guild level governance
of a safekeeper guild to which the safekeeper belongs (to the
extent such guild exists). In some embodiments, the safe-
keeper may use a form template that is included in the
safekeeper stage-level governance and/or the guild level
governance of the safekeeper guild to generate the report. In
the report, the safekeeper may indicate that the item was
received, a condition in which it was received, any damage
that is visible to the collateral item, where the item is being
stored, whether the item is in secured storage, and/or other
relevant information. In embodiments, the safekeeper may
provide supporting documentation, such as images of the
collateral item, including any documentation of noticeable
damage, images of the item in storage, and the like. Once the
safekeeper provides the safekeeping report, the safekeeper
report and supporting documentation may be written to a
distributed ledger 2016.
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[0279] At 2406, a data block based on the safekeeping
report and the supporting documentation, and the secondary
appraiser’s opinions is generated and the data block may be
written to a distributed ledger 2016. In some embodiments,
the safekeeping smart contract may generate the data block
and write the data block to the distributed ledger 206.
Alternatively, the safekeeping smart contract may transmit
the safekeeping report, the supporting documentation, and
the secondary appraisers’ opinions to the ledger manage-
ment system 202 (or another suitable system), which in turn
may generate the data block and write the data block to the
distributed ledger 2016.

[0280] At 2408, the safekeeping smart contract instance
may lock an amount of currency from the safekeeper to
mitigate the risk associated with property loss or damage
during safekeeping. In some embodiments, the safekeeping
smart contract 2030 may enforce a requirement set forth in
the safekeeping stage-level governance and/or a guild-level
governance to lock a certain amount of currency (e.g.,
currency/tokenized tokens) when an item is safekept so as to
provide a greater amount of security to a lender. In embodi-
ments, the amount that is locked may be equal to or a
percentage of the loan amount, the total repayment amount,
the appraised value, or another suitable value, where the
amount to be locked is defined in accordance with the
safekeeping-stage governance. In some embodiments, the
locked currency tokens are returned to the safekeeper during
the course of repayment, such that the amount of locked
currency from the safekeeper does not exceed the remaining
balance of the loan as the locked currency provides a
contingency should a stored collateral item be damaged or
lost. At 2410, the safekeeping smart contract instance may
provide notification to a loan process smart contract 2022
indicating that the collateral item has been secured and that
event records 2052 relating to the safekeeping task have
been written to the distributed ledger 2016.

[0281] At 2412, the safekeeping smart contract instance
may facilitate the transfer of possession of the collateral item
to the owner of the collateral token 2042 corresponding to
the collateral item upon a redemption event. In embodi-
ments, the redemption of a collateral token 2042 may be
performed in accordance with a collateral redemption work-
flow, which may be executed off-chain (e.g., by a computing
system of a trusted-third party, such as the tokenization
platform 100) and/or on-chain (e.g., by instances of one or
more smart contracts). In embodiments, the collateral
redemption worktflow may include, but is not limited to, the
following operations: receiving a request to redeem a col-
lateral item indicated by a collateral token 2042 from a user
device; verifying the user that is attempting to redeem the
collateral token 2042 is the rightful owner of the collateral
token 2042 based on ownership data 2052 stored on a
distributed ledger 2016; identifying a safekeeper of the
collateral item indicated by the collateral token 2042 from
the distributed ledger 2016 and/or the loan process smart
contract 2022; transmitting a redemption notification to a
safekeeper device 2008 of the identified safekeeper that the
rightful owner has redeemed the collateral token 2042;
receiving a confirmation notification from the safekeeper
device 2008 of the identified safekeeper indicating that the
rightful owner of the collateral token has taken ownership of
the collateral item; and burning the collateral token 2042 in
response to receiving the notification from the safekeeper (as
described above). In embodiments, the redemption work-
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flow may include additional or alternative steps, such as
receiving feedback from the redeeming owner of the collat-
eral item indicating that the collateral item has been returned
in satisfactory condition and/or updating a distributed ledger
2016 to indicate the occurrence and content of such feed-
back events (which may be used to update analytics and/or
a rating of the safekeeper).

[0282] At 2414, the safekeeping smart contract may trans-
fer a reward amount to the safekeeper upon repayment of the
loan and/or redemption of the collateral item. For example,
the safekeeper may be rewarded with a percentage of the
loan or the repayment amount, a predefined fee, and/or the
like. Once the loan process is complete, the instance of the
safekeeping smart contract may be deconstructed.

[0283] The example of FIG. 24 is provided as an example
safekeeping workflow. Other safekeeping workflows may be
executed in connection with safekeeping tasks. Furthermore,
within a safekeeper guild, the members of the respective
guild can refine the safekeeping workflows and/or safe-
keeper smart contracts to improve the safekeeping of certain
items, provided such refinements are in accordance with the
safekeeping stage-level governance.

[0284] Referring back to FIG. 20, a lending stage-level
governance may include a reference (e.g., an address) of a
loan smart contract 2034 that may be used to monitor
repayment of a loan. The reference may define an address
that can be used to retrieve a loan smart contract 2034 (e.g.,
from a distributed ledger 2016). In these embodiments, a
loan process smart contract 2022, a borrower device 2002,
a lender device 2010 and/or the tokenization platform 100
may instantiate an instance of the loan smart contract 2034
in response to a loan agreement being reached. In embodi-
ments, the negotiation of a loan is performed by the bor-
rower and lender off-chain (e.g., via the tokenization plat-
form 100). In these embodiments, the loan smart contract
instance may be instantiated in response to the parties’
agreement to the terms of a loan agreement. Once instanti-
ated, the loan smart contract instance may be written to a
distributed ledger 2016, where the loan smart contract
instance executes to manage the loan repayment stage. In
embodiments, a loan smart contract 2034 may be configured
to receive input from a borrower device 2002, a lender
device 2010, and/or the tokenization platform 100.

[0285] FIG. 25 illustrates an example set of operations of
a method 2500 that may be executed to perform a loan
repayment workflow. The method 2500 may be executed by
a smart contract, such as a loan smart contract 2034 or a loan
process smart contract 2022. For purposes of explanation,
the method 2500 is described as being performed by an
instance of a loan smart contact. In the depicted example, the
loan smart contract 2034 may instantiated upon the borrower
and lender agreeing to a loan agreement off-chain. In some
embodiments, however, the loan contract 2032 may be
configured to facilitate the negotiation of the loan as well.
[0286] At 2502, an instance of a loan smart contract 2034
may receive the loan agreement terms and may establish a
repayment schedule in accordance with the loan agreement
terms. In some scenarios, the loan smart contract 2034 may
receive the loan agreement terms from a computing system
(e.g., the tokenization platform) that facilitated the negotia-
tion of the loan agreement. The loan agreement terms may
include a loan amount, a loan term, a loan repayment
amount, an interest rate, late fee penalties, default condition
definitions, and the like. In embodiments, the loan smart
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contract instance may determine the repayment schedule
based on the repayment amount and the loan term. The loan
smart contract instance may determine the repayment sched-
ule such that the payments are equally distributed over the
loan term. The loan smart contract instance may determine
the repayment schedule in any other suitable manner.
[0287] At 2504, the loan smart contract instance locks the
collateral token in an escrow account and facilitates the
transfer of funds from an account of the lender to the
borrower. In embodiments, once the loan agreement is in
place, the loan smart contract instance may lock the collat-
eral token in an escrow account for the duration of the loan
repayment period. Once the collateral token is locked,
thereby preventing the borrower from redeeming the collat-
eral token, the loan smart contract instance may facilitate the
transfer of funds equal to the loan amount from an account
of the lender to an account of the buyer. In some embodi-
ments, the loan smart contract instance may transfer the
funds by updating the ownership data 2054 of a set of
currency/tokenized tokens 2044 owned by the lender to
reflect an account of the borrower.

[0288] At 2506, the loan smart contract instance listens for
payment event notifications. In embodiments, the loan smart
contract 2034 may be configured with an event listener that
listens for payment event notifications. In some embodi-
ments, the payment event notifications may be received
from a borrower device 2002, a lender device 2004, or a
trusted third-party computing system that is facilitating
repayment of the loan (e.g., the tokenization platform 100).
In embodiments, a payment event notification may indicate
an amount paid and a date and/or time at which the payment
was received.

[0289] At 2508, the loan smart contract instance may
determine whether a scheduled payment was received. If the
payment was not received, the loan smart contract instance
may determine whether the loan is in a default condition
pursuant to the loan agreement. A loan may be in a default
condition if a borrower misses one or more payments, such
that the loan agreement may define how many payments
may be missed before the loan enters a default condition. If
the loan is not in a default condition, the loan smart contract
instance may apply any penalties and/or fees to the principal
balance and may continue to listen for a payment event
notification.

[0290] If the loan is in a default condition, the loan smart
contract instance may initiate a liquidation of the collateral
item, as shown at 2512. In some embodiments, the loan
smart contract instance may provide a liquidation request to
a marketplace (e.g., marketplace system 102) that indicates
the collateral token 2042 and/or the VIRL wrapped therein.
The liquidation request may include additional data, such as
an appraised amount, appraisal records, authentication
records, safekeeping records, and/or a remaining balance on
the loan repayment amount. In response, the marketplace
may conduct a liquidation sale. In embodiments, the liqui-
dation sale may be a fixed price sale (e.g., set at the
appraised value) or an auction (e.g., starting at the remaining
balance of the loan repayment amount). Once the item is
liquidated and the buyer has paid for the collateral item, the
loan smart contract instance may receive a liquidation
notification that indicates that the item was liquidated. In
response, the loan smart contract instance may initiate the
transfer of the collateral token 2042 that was used to secure
the defaulted-upon loan from the escrow account in which it
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was held to an account of the buyer of the collateral item.
Once the ownership data 2054 of the collateral token is
updated to indicate that the collateral token 2042 is owned
by the buyer, the buyer may then redeem the collateral token
2042 (e.g., as described throughout the disclosure). In
embodiments, the remaining balance of the loan is paid to
the lender from proceeds of the sale as well as the rewards
to the participants of the loan process (e.g., authenticators,
appraisers, and/or safekeepers). At 2514, the loan smart
contract instance may generate a data block indicating a
default event and may write the data block to the distributed
ledger, thereby creating a record of the default event.
[0291] Ifat 2508 the payment was received, the loan smart
contract instance may determine whether the loan is paid in
full, as shown at 2516. If the loan is not paid in full, the loan
smart contract instance may determine the remaining bal-
ance on the loan repayment amount. In some embodiments,
the loan smart contract instance may unlock currency/
tokenized tokens 2044 of guild members that staked the
tokens in connection with performance of their respective
authentication, appraisal, and safekeeping tasks. In embodi-
ments, the loan smart contract instance may unlock an
amount of tokens that is proportionate to the payment
received, as shown at 2518. In these embodiments, the
remaining locked tokens of any guild member does not
exceed the remaining balance on the loan repayment
amount.

[0292] If at 2516, the loan smart contract instance deter-
mines that the loan is paid in full, the loan smart contract
instance may generate a data block indicating a repayment
event and may write the data block to the distributed ledger,
as shown at 1520. In this way, the loan smart contract
instance creates a record of the repayment event indicating
that the loan has been paid in full. Once the loan is repaid
in full, the loan smart contract instance may issue a repay-
ment notification to the loan process smart contract instance
governing the loan and/or to the tokenization platform 100,
such that the notification initiates the awarding of rewards to
the participants of the loan process (e.g., authenticators,
appraisers, and/or safekeepers).

[0293] At 2522, the loan smart contract instance may
unlock the collateral token 2042 from the escrow account
and may reinstate ownership to the borrower. In embodi-
ments, the loan smart contract instance may update the
ownership data 2054 of the collateral token 2042 to reflect
that the borrower is once again the owner of the collateral
token. Once the loan process is complete, the instance of the
safekeeping smart contract may be deconstructed.

[0294] The example of FIG. 25 is provided as an example
loan repayment workflow. Other loan repayment workflows
may be executed in connection with lending and loan
repayment without departing from the scope of the disclo-
sure.

[0295] Referring back to FIG. 20, in some embodiments,
different variations of a decentralized loan process may
include a pre-loan liquidation event. A pre-loan liquidation
event may be a conditional liquidation sale that is conducted
before the loan is negotiated. It is noted that the sale may be
a set-price sale where the price is set ahead of the sale or an
auction sale where the collateral item is auctioned. In some
embodiments, an example loan process workflow may
include a request stage, followed by an authentication stage,
a safe keeping stage, and a tokenization stage (in any
suitable order), followed by a pre-loan liquidation stage,
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which is then followed by the lending stages and repayment
stage. In these example embodiments, once the collateral
items is authenticated, escrowed and tokenized, an auction
or a set-price sale is conducted for the collateral item (e.g.,
via the marketplace system 102), whereby the buyer of the
collateral item obtains an ownership option that is triggered
upon the borrower’s default (or if the borrower decides to
forego the loan and relinquish ownership rights to the item).
In this way, the borrower and lender know the true value of
the collateral item before a loan is negotiated, which deter-
mines how much can be borrowed by the borrower and
removes the need for an appraiser. Furthermore, in some
embodiments, the contingent buyer may be required to
escrow an amount of currency/tokenized tokens 2046 equal
to the amount of the purchased item (or a portion thereof)
and/or prove that he or she has enough funds to cover the
sale (e.g., by providing an address of the buyer’s account or
providing banking information). In exchange, the contingent
buyer may be rewarded with a portion of the repayment
amount should the borrower successfully repay the loan,
where the reward amount may be a flat fee, a percentage of
the sale price, or an interest-based reward.

[0296] In example embodiments, the rules and regulations
surrounding a pre-loan liquidation stage are defined in a
pre-loan liquidation stage-level governance. In these
embodiments, the pre-loan liquidation stage-level gover-
nance may refine and/or define rules such as: an amount of
currency the contingent buyer must deposit to secure the
contingent sale; an amount of monetary reward the contin-
gent buyer is provided if the loan is successfully repaid; the
allowed mechanics of a pre-loan liquidation event (e.g.,
auctions, set-price sales, or the like); and other suitable rules
and regulations.

[0297] In some embodiments, the pre-loan liquidation
stage-level governance may include a reference (e.g., an
address) of a pre-loan liquidation smart contract (not shown)
that may be used in facilitating pre-loan liquidation events.
The reference may define an address that can be used to
retrieve a pre-loan liquidation smart contract (e.g., from a
distributed ledger 2016). In these embodiments, a loan
process smart contract 2022 and/or the tokenization platform
100 may instantiate an instance of the pre-loan liquidation
smart contract in response to the loan process progressing to
the pre-loan liquidation stage. In embodiments, a pre-loan
liquidation smart contract may be configured to receive
input from a borrower device 2002, a contingent buyer
device, a loan process smart contract 2022, loan process
smart contract 2028, and/or the tokenization platform 100
(e.g., the marketplace system 102). Once instantiated, the
instance of the pre-loan liquidation smart contract may be
written to a distributed ledger 2016, where the pre-loan
liquidation smart contract instance executes a pre-loan lig-
uidation workflow that may include a pre-loan liquidation
sale stage, a transaction verification stage, and a contingency
resolution stage. In example embodiments, the pre-loan
liquidation smart contract may initiate the sale of a collateral
item during the pre-loan liquidation sale stage, initiating a
pre-loan liquidation event based on a collateral token cor-
responding to the collateral item. Assuming that the collat-
eral item is sold (pursuant to a contingency), the pre-loan
liquidation smart contract may execute the transaction veri-
fication stage, where the borrower is provided an opportu-
nity to a) reject the sale price and end the loan process; b)
agree to the sell the collateral item to the contingent buyer
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at the sale price and end the loan process; or ¢) proceed with
the loan process at the given sale price. During the contin-
gency resolution stage, the pre-loan liquidation smart con-
tract instance may receive notifications relating to the state
of a subsequent loan, such that if the loan is repaid in full,
the pre-loan liquidation smart contract may initiate the
transfer the collateral token 2042 from the escrow account to
the borrower and reward the contingency buyer with the
defined reward amount. Conversely, if the seller defaults, the
pre-loan liquidation smart contract may transfer the collat-
eral token 2042 from the escrow account to the buyer and
may transfer the agreed upon purchase price to the lender
and the participants (e.g., authenticator and safekeeper),
such that any remaining balance is returned to the borrower.
[0298] FIG. 26 illustrates an example set of operations of
a method 2600 for performing a pre-loan liquidation work-
flow according to some embodiments of the present disclo-
sure. The method 2600 may be executed by a smart contract,
such as a pre-loan liquidation smart contract or a loan
process smart contract 2022. For purposes of explanation,
the method 2600 is described as being performed by an
instance of a pre-loan liquidation smart contract.

[0299] At 2602, the pre-loan liquidation smart contract
instance receives a collateral token 2052 (or an indicator
thereof, such as a block address of the collateral token). At
2604, the pre-loan liquidation smart contract instance deter-
mines the VIRL corresponding to the collateral token 2052.
In some embodiments, the pre-loan liquidation smart con-
tract instance may determine a VIRL identifier of the VIRL
from the collateral token 2042 and/or from the distributed
ledger 2016. In the latter scenario, the pre-loan liquidation
smart contract instance may read the data block that contains
the collateral token 2042 from the distributed ledger 2016
that stores the token 2042 and may obtain the VIRL iden-
tifier therefrom.

[0300] At 2606, the pre-loan liquidation smart contract
instance may provide a request for a contingent sale of the
collateral item to a marketplace (e.g., marketplace system
102). In embodiments, the request may include the VIRL (or
an indicator thereof, such as a VIRL ID or the like) and/or
other documentation describing and/or showing the collat-
eral item. In embodiments, the contingent sale request may
include other suitable information, such as a contingent sale
type (e.g., auction or set price sale), a location of the
collateral item, a sought price for the collateral item (if a set
price sale), a minimum price for the collateral item (if an
auction), a length of the contingency (e.g., the amount of
time that the borrower needs to secure and repay the loan),
a reward offer (e.g., a predefine reward amount or a per-
centage of the purchase price, desired loan amount, or
repayment amount), and/or the like. In response the mar-
ketplace can facilitate the contingent sale, which may result
in the collateral item being sold (e.g., a contingent buyer
buys the collateral item at a set price or wins an auction) with
a set of contingencies or no sale.

[0301] At 2608, the pre-loan liquidation smart contract
may receive the results of the contingent sale from the
marketplace. Once the contingent sale is completed, the
marketplace can send a sale notification to the liquidation
smart contract instance indicating the results of the pre-loan
liquidation event. In embodiments, the results of the pre-
loan liquidation event indicate whether the item was sold,
and if sold, a price at which the item was sold (minus any
fees taken by the marketplace for hosting the sale).
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[0302] At 2610, the pre-loan liquidation smart contract
may provide a contingent sale notification to a borrower
device 2002 of the borrower (assuming a pre-loan sale of the
collateral item occurred). In response to receiving the con-
tingent sale notification, the borrower has an option to agree
to the contingent sale to advance the loan process, refuse the
contingent sale (e.g., if the sale was an auction and the
agreed upon liquidation price was too low to secure a loan),
or to complete the contingent sale (e.g., if the sale was an
auction and the price was high enough to convince the buyer
to sell the collateral item rather than seek a loan using the
collateral item). If the borrower refuses the sale, the retains
possession of the collateral token 2042, as shown at 2612. If
the borrower agrees to complete the contingent sale, the
pre-loan liquidation smart contract may initiate the transfer
the collateral token 2042 to the contingent buyer and the
transfer of the proceeds of the sale to the buyer (e.g., a
purchase amount in currency/tokenized tokens or fiat cur-
rency minus any fees taken by the marketplace), as shown
at 2614. In the event that the borrower agrees to the
contingent sale, the pre-loan liquidation smart contract may
lock the collateral item in an escrow account, as shown at
2616.

[0303] At 2618, the pre-loan liquidation smart contract
instance may escrow a defined amount of currency from the
contingent buyer based on the contingent sale amount.
During the transaction verification stage, the pre-loan liqui-
dation smart contract may be configured to ensure that the
contingent buyer can pay the sale price, should the loan go
into default. In some embodiments, the pre-loan liquidation
smart contract may require the contingent buyer to escrow
currency/tokenized tokens 2046 equal to the full sale amount
or a portion of the full sale amount (e.g., 50%), which may
be achieved by locking the defined amount of currency/
tokenized tokens 2046 from an account of the contingent
buyer in an escrow account. Alternatively, the contingent
buyer may provide evidentiary documents (e.g., bank state-
ments, tax statements, or the like) to prove a liquidity
threshold is met, thereby providing confidence that the
contingent buyer can afford to complete the sale, should the
borrower default. In these embodiments, the pre-loan liqui-
dation smart contract instance may write the evidentiary
documents to a distributed ledger 2016.

[0304] At 2620, the pre-loan liquidation smart contract
instance may resolve the contingency sale. Once the bor-
rower agrees to the terms and the buyer confirms that they
can pay the sale price, the pre-loan liquidation smart contract
instance may execute a contingency resolution stage. During
the contingency resolution stage, the pre-loan liquidation
smart contract instance may monitor the loan process to
verify that the borrower was able to secure the loan. If the
borrower is unable to secure a loan and decides to end the
loan process, the pre-loan liquidation smart contract may
initiate a refund of any escrowed funds (and potentially a
reward fee) to the conditional buyer and may initiate the
transfer of the collateral token 2042 from the escrow account
to the account of the borrower. Assuming the borrower does
enter into a loan agreement, the pre-loan liquidation smart
contract may monitor the repayment of the loan. In some
embodiments, the pre-loan liquidation smart contract may
receive a default notification if the borrower is deemed to
have defaulted on repaying the loan pursuant to the terms of
the loan agreement (e.g., from the loan process smart
contract 2022 or a loan smart contract 2034 governing the
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loan). In response, the pre-loan liquidation smart contract
may provide a notification to the contingent buyer to pay any
remaining balance on the collateral item (assuming the
entire amount was not put in escrow by the buyer). Upon
verifying that the contingent buyer has paid the full balance
of'the price or if the buyer had escrowed the entire sale price
at the time of the contingent sale, the pre-loan liquidation
smart contract may issue a notification that the sale amount
has been secured (e.g., to the loan process smart contract
instance 2022 and/or the loan smart contract 2034) and may
initiate the transfer of the collateral token 2052 to the
contingent buyer. It is noted that the repayment of the funds
to the lender and/or issuing of rewards to the safekeeper and
authenticator(s) from the proceeds of the contingent sale
may be handled via a different workflow. In some embodi-
ments, the pre-loan liquidation smart contract may receive a
notification of a repayment event when the borrower suc-
cessfully repays the entire repayment amount of the loan
(the loan amount and any interest and fees). Upon receiving
the repayment notification, the pre-loan liquidation smart
contract instance may initiate the transfer of any staked
funds back to the contingent buyer and may initiate a
transfer of a reward (e.g., currency/tokenized tokens 2046)
to an account of the contingent buyer as a reward for the
buyer staking the funds to help secure the loan vis-a-vis by
participating in the contingency sale. In embodiments, the
reward amount may be paid by the lender and/or may have
been held in escrow from the payments made by the bor-
rower to the lender during the repayment stage of the loan.
The pre-loan liquidation workflow may include additional or
alternative stages without departing from the scope of the
disclosure.

[0305] The example of FIG. 26 is provided as an example
pre-loan liquidation workflow. Other pre-loan liquidation
workflows may be executed in connection with pre-loan
liquidation events.

[0306] Referring back to FIG. 20, according to some
embodiments of the present disclosure, the smart contracts
associated with respective stages of a decentralized loan
process may include various types of guild-level smart
contracts (or sub-guild-level smart contracts) that are con-
figured to ensure that guild members that perform a specific
task adhere to the stage-level governance as well as guild-
level governance set by a specific guild. For example, the
smart contracts associated with the decentralized loan pro-
cess may include guild-level authentication smart contracts
that are configured to, inter alia, ensure that an instance of
the authentication process conforms to an authentication
workflow as defined by a particular authentication guild-
level governance (e.g., watch authentication guild-level gov-
ernance).

[0307] In embodiments, one or more components of the
tokenization platform 100 supports the securitized, decen-
tralized loan processes. In some embodiments, the tokeni-
zation platform 100 may receive requests from borrowers
(or other parties) to initiate an instance of a loan process. In
example embodiments, the collateral management system
804 may present a GUI to a user (e.g., a borrower), whereby
the user can request initiation of a new loan process via the
GUI. For example, the user may provide a location or
general area, a type of the collateral item (e.g., a watch, a
pair of sneakers, a car, a whiskey collection, jewelry, or the
like), and an approximate loan amount that the borrower
wishes to secure. In some embodiments, the collateral
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management system 804 may receive the request and may
instruct the ledger management system 104 (or another
suitable system) to instantiate a new loan process smart
contract 2022. In embodiments, the loan process smart
contract 2022 manages a loan process workflow by pro-
gressing the loan process through various stages of a decen-
tralized loan process. Alternatively, the collateral manage-
ment system 2022 may manage the loan process workflow
as the loan process progresses through the stages of the
decentralized loan process. As discussed, a loan process
workflow may define a set of stages that are performed in
connection with an instance of a decentralized loan process,
where the stages are performed in a predefined order.
Different variations of decentralized loan processes may
implement different loan process workflows. An example of
a series of stages of a loan process workflow may be: a
request stage where a user requests a new loan process,
followed by an authentication stage where the borrower
provides the collateral item to be authenticated by one or
more authenticators, followed by an appraisal stage (if the
item is deemed authentic) where the item is appraised by one
or more appraisers, followed by a safekeeping stage where
the collateral item is stored in escrow by a safekeeper,
followed by a tokenization stage where a VIRL representing
the collateral item is generated and the VIRL is tokenized,
followed by a lending stage where the borrower negotiates
the loan with one or more lenders, a repayment stage where
the lender pays back the loan or defaults on the loan, and a
post-loan stage where the collateral item may be liquidated
if the seller defaulted on at least a portion of the repayment
amount, where rewards are issued to various participants of
the loan process, and/or analytics are updated based on the
results of the loan process. The foregoing loan process
workflow is an example loan process workflow and other
loan process workflows are disclosed and within the scope
of the disclosure. It is noted that different loan process
workflows may achieve different efficiencies and may be
better suited for different types of collateral and/or sizes of
loans. The example loan process workflow discussed above
is meant to minimize the number of stages that are per-
formed if an item is deemed fake by an authenticator. Other
workflows may achieve different efficiencies, such as less-
ening the number of times a collateral item needs to be
transferred between participants, mitigating the need to
transfer the collateral item between parties, maximizing the
amount of a loan, and/or other desirable efficiencies.

[0308] In some embodiments, the collateral management
system 804 may select a particular loan process workflow
from a set of loan process workflows upon receiving a
request from a user. In some of these embodiments, the
collateral management system 804 may select a particular
loan process workflow from a set of different loan process
workflows based on the location of the borrower, the type of
collateral, and/or the amount that the borrower wishes to
secure in a loan. For example, if the collateral item is large
and/or difficult or expensive to transport (e.g., a vehicle, a
large wine or whiskey collection, a rare painting, or a crystal
chandelier) between different participants, the collateral
management system 804 may select a loan process workflow
that begins with a safekeeping stage (after the request stage)
followed by a tokenization stage, such that the safekeeper
may take photographs, videos, and/or other supporting data
that are used to generate a VIRL that may be provided to an
authenticator and appraiser, rather than shipping the collat-
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eral item between locations. In another example, if the item
is the type of item that is often counterfeited (e.g., a watch,
handbag, or sneakers), the collateral management system
804 may select a loan process where authentication occurs
before appraisal and/or safekeeping, such that the authenti-
cator(s) may determine whether the item is fake before
moving forward with any other stages. It is noted that some
variations of loan process worktflows may include additional
or alternative stages. For instance, in some embodiments, a
loan process workflow may include a pre-loan liquidation
stage where a pre-loan liquidation event is conducted, as is
discussed in the disclosure.

[0309] Inembodiments, the collateral management system
802 and the authentication system 804 may operate in
conjunction with the ledger management system 104 to
instantiate or initiate the instantiation of a series of smart
contract instances that are used to manage decentralized loan
process in general (e.g., loan process smart contracts 2022)
and/or the respective stages of the decentralized loan pro-
cess, such as item authentication (e.g., authentication smart
contracts 2028), item appraisal (e.g., appraisal smart con-
tracts 2030), contingency liquidation events (e.g., liquida-
tion smart contracts), item safekeeping (e.g., safekeeping
smart contracts 2032), and/or loan generation/repayment
(e.g., loan smart contracts 2034). In some embodiments, the
collateral management system 802 may instantiate a loan
process smart contract 2022, and the loan process smart
contract 2022 may in turn instantiate smart contracts that
manage one or more stages of the loan process as the loan
process smart contract 2022 determines certain defined
conditions have been met and the loan process progresses
through the loan process workflow.

[0310] In some embodiments, the authentication system
804 may be configured to assign tasks to different partici-
pants as the loan process advances to different stages. In
embodiments, the authentication system 804 may be con-
figured to assign tasks to participants during a loan process.
In particular, the authentication system 804 may be config-
ured to assign authentication tasks to authenticators,
appraisal tasks to appraisers, and/or safekeeping tasks to
safekeepers. In embodiments, the authentication system 804
may select authenticators, appraisers, and safekeepers based
on the contents of the request. For instance, in embodiments
where authenticators and appraisers are organized into
guilds that specialize in authenticating or appraising specific
types of items, the authentication system 804 may determine
a respective authentication guild or appraisal guild based on
the type of item being authenticated and appraised. For
instance, if a watch is being authenticated and appraised, the
authentication system 804 may identify the watch authenti-
cation guild and the watch appraisal guild as the relevant
guilds. From the identified guilds, the authentication system
804 may select a respective guild member from the identi-
fied guilds to perform the authentication task and the
appraisal task. To the extent that safekeepers have special-
ized and/or regional guilds, as opposed to a single guild
comprised of all eligible safekeepers, the authentication
system 804 may select a certain safekeeper guild based on
type of guild (e.g., automobile safekeepers, safekeepers of
perishable items, or the like) and/or based on a proximity of
a particular guild to the collateral (e.g., Nevada-based safe-
keeper guild is selected when the collateral item is located
in or near Nevada). Once a guild is identified to perform a
task (assuming a guild needs to be identified before a task is
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assigned to a guild member), the authentication system 804
may assign one or more members of the guild to perform the
task.

[0311] In embodiments, the authentication system 804 can
implement a number of different approaches for identifying
a guild member to perform a task. In example embodiments,
the authentication system 804 may use a first-in-first-out
queue where guild members are assigned to respective tasks
in an order determined by the queue. In example embodi-
ments, the authentication system 804 may use a round-robin
selection scheme to select a participant. In embodiments, the
authentication system 804 randomly assigns the authentica-
tion and appraisal tasks to a guild member. In example
embodiments, the authentication system 804 may use a
weighted selection process where guild members are
assigned to respective tasks based on a set of selection
criteria, such as respective bandwidths of the participants
that can perform the task (e.g., guild members), a brand or
subspecies of the collateral item, the ratings of the respective
participants, the respective proximities of the respective
participants to the collateral item, respective amounts of
time since a most recent task was assigned to each respective
participant, the number of successful tasks performed by
each respective participant, the number of unsuccessful
tasks performed by each respective participant, a percentage
of successful or unsuccesstul tasks performed by each
respective participant, and/or the like. In embodiments, the
authentication system 804 may employ a bidding system
where guild members can bid on a task and the guild
member is selected based on the bid (and/or other selection
criteria). In embodiments, the bids may indicate be a price
for which the guild member will perform the task. In these
embodiments, the authentication system 804 may select the
guild member based on the bid amount and/or selection
criteria (e.g., using a selection model that takes in bid
amount as well as any other suitable selection criteria as
factors) or the borrower may select the authenticator (e.g.,
the borrower may be presented with the bid amounts as
respective fees the borrower would have to pay to a respec-
tive bidder and may also be shown their location and ratings
and the borrower selects the bid that makes the most sense
to him or her). Alternatively the bids may indicate the price
the guild member is willing to pay to obtain the respective
task. In these embodiments, the authentication system 804
may be configured to select the guild member based on the
highest bid. In the scenarios where primary and secondary
participants perform a task (e.g., primary and secondary
authenticators and primary/secondary appraisers), available
participants can provide a bid to be the primary participant
and/or a bid to be the secondary participant, such that the
primary participants and the one or more secondary partici-
pants are selected based on the respective bids and a winner
of'the right to perform the primary task cannot be the winner
of the right to perform the secondary task. The authentica-
tion system 804 may employ any other suitable techniques
to select a guild member to perform authentication or
appraisal tasks. Once the authentication system 804 has a
task to an individual, the authentication system 804 may
provide a notification to the selected individual and/or the
instance of the loan process smart contract 2022 governing
the loan process at issue.

[0312] For purposes of explanation, the authentication
system 804 is described as assigning tasks to participants,
but other suitable components of the tokenization platform
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100 may assign tasks to participants. Alternatively, task
assignments can be handled “on-chain”, such that one or
more smart contracts may be configured to assign tasks to
participants. For example, an instance of a loan process
smart contract 2022 may be configured to assign tasks to
participants during the execution of an instance of a loan
process. Additionally or alternatively, instances of stage-
level smart contracts may be configured to assign tasks to
participants upon being instantiated during the course of the
loan process. In the latter implementations, the stage-level
smart contracts may use a combination of selection criteria
and/or selection schemes to assign tasks. For instance, a
stage-level smart contract (e.g., an authentication smart
contract 2028, an appraisal smart contract 2030, and/or a
safekeeping smart contract 2032) or a guild-level smart
contract (if a guild has a guild-level smart contract) can be
configured to assign a respective tasks to one or more
participants randomly, in accordance with a queue, via a
bidding process, in a round-robin manner, and/or according
to a set of selection criteria. Examples of selection criteria
may include the respective bandwidths of the participants
that can perform the task (e.g., guild members), the ratings
of the respective participants, the respective proximities of
the respective participants to the collateral item, respective
amounts of time since a most recent task was assigned to
each respective participant, the number of successful tasks
performed by each respective participant, the number of
unsuccessful tasks performed by each respective participant,
a percentage of successful or unsuccessful tasks performed
by each respective participant, and/or the like.

[0313] Insome embodiments, the marketplace system 202
(e.g., item management system 202 (FIG. 2)) is configured
to generate virtual representations (VIRLs) of collateral
items and the ledger management system 104 (e.g., the token
generation system 302) may be configured to tokenize one
or more VIRLs into a collateral token. It is appreciated that
if a borrower wishes to collateralize more than one item to
secure a single loan, the item management system 202 may
generate a set of VIRLs that respectively correspond to the
different collateral items, while the ledger management
system 102 may individually tokenize the VIRLs into
respective collateral tokens 2042 or may tokenize the set of
VIRLs in a single collateral token 2042 that wraps the set of
VIRLs. Example methods and systems for generating
VIRLs and tokens are discussed in greater detail with
respect to FIGS. 1-4 and elsewhere throughout the disclo-
sure. Initially, the ledger management system 104 may
assign the ownership of the collateral token 2042 to the
borrower by writing ownership data 2054 to the collateral
token 2042 to a distributed ledger 2019 and/or depositing the
collateral token 2042 into an account of the borrower. Even
after the borrower has provided the corresponding collateral
item to a safekeeper, the borrower may maintain ownership
rights to the collateral token 2042. Upon the borrower and
one or more lenders agreeing to a loan and executing the
loan, the collateral token 2042 may be “locked” by trans-
ferring the collateral token 2042 to an escrow account and
updating the ownership data 2054 of the collateral token
2042 to indicate that the collateral token 2042 is currently
held in escrow. Once a loan has been repaid (e.g., by the
borrower or from the proceeds of a post-default liquidation
event), a collateral token is unlocked by transferring the
collateral token 2042 to an account either the borrower (if
the loan was fully repaid) or the buyer of the collateral token
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2042 (if the collateral item was liquidated). In unlocking a
collateral token, the ledger management system 104 or a
smart contract (e.g., an instance of a smart loan process
smart contract 2022 or loan smart contract 3034) may
facilitate the transfer of the collateral token 2042 to the
rightful owner post-repayment by updating the ownership
data 2054 corresponding to the collateral token 2042 in a
distributed ledger 2054 with a data block that indicates an
account of the owner of the collateral token 2042.

[0314] In some embodiments, the collateral management
system 802 (or any other suitable component of the tokeni-
zation platform) facilitates the negotiation of a loan agree-
ment between a borrower and lender. The collateral man-
agement system 802 may be configured to facilitate the
negotiation of loan agreements in any suitable manner. In
some embodiments, the collateral management system 802
may provide a GUI to a borrower that allows the borrower
to request a loan. Assuming that the collateral item has been
authenticated and appraised (or bought on a contingency),
the collateral management system 802 may allow the user to
request a loan amount that does not exceed the appraised
value and to request an amount of time to pay back the loan.
In some of these embodiments, the collateral management
system 802 may generate a loan request that is presented to
potential lenders via a GUI, whereby the loan request
indicates the sought amount, the length of the loan, and
information relating to the collateral item provided by the
borrower. The information relating to the collateral item may
include the VIRL of the collateral item (which may include
images, descriptions, videos, and other suitable informa-
tion), authentication reports, appraisal reports, safekeeping
reports, verification that the authentication, appraisal, and
safekeepers have secured their respective tasks (as described
above), and/or the like. In embodiments, the collateral
management system 802 may suggest a loan repayment
amount and/or an interest rate (e.g., based on current market
conditions) for the loan. Alternatively, a potential lender
may provide an interest rate or a total repayment amount that
the borrower would have to pay back via the GUI. Addi-
tionally, the potential lender may counter one or more of the
loan terms, such as the loan amount and/or the repayment
period. The loan offer may then be communicated to a
borrower via a GUI, where the borrower may view the loan
offer via a borrower device 2002. In response, the borrower
may accept the loan offer, reject the loan offer, or provide a
counteroffer. The parties may iterate in the manner until an
agreement is reached or one or both parties reject the loan
offer. Upon a loan being reached, the parties may execute the
loan agreement and the collateral management system 802
may provide a notification to the loan process smart contract
indicating that a loan agreement has been agreed to by the
borrower and a lender may provide the details of the loan
agreement to the smart contract (e.g., in a .JSON file). In
response, the loan process smart contract 2022 (or the
collateral management system 802) may instantiate a loan
smart contract instance that executes a loan repayment
workflow, in the manner described above. It is appreciated
that in some embodiments, the loan negotiation may be
handled on-chain, such that a smart contract instance (e.g.,
the instance of the loan process smart contract 2022 or an
instance of a loan smart contract) facilitates the negotiation
of the loan agreement in the manner described above. Once
a loan is negotiated, the collateral token 2042 may be locked
in an escrow account and repayment of the loan may be
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handled by the loan smart contract instance. If the loan is
repaid in full, the collateral token 2042 may be unlocked and
returned to the borrower, whereby the ownership data 2052
of the token 2042 is updated to reflect that the borrower is
the owner of the collateral token 2052 and the borrower may
redeem the token 2052 to retake possession of the collateral
item. If the borrower does not successfully repay the loan in
accordance with the terms of the loan agreement, the loan
contract instance may deem the loan in default.

[0315] In some embodiments, the default of the loan may
trigger a liquidation stage, where the collateral token 2042
is liquidated to cover the remaining balance of the loan. In
embodiments, a liquidation stage may be automatically
triggered when a borrower defaults on a loan in accordance
with a loan agreement. In embodiments, a smart contract
instance (e.g., an instance of a loan process smart contract
2022 or an instance of a loan smart contract 2036) may
receive payment event notifications indicating payments
made by the borrower towards repayment of the loan. Each
time a payment is due, the smart contract instance may
determine whether a payment was received. If a schedule
payment is missed, the smart contract instance may deter-
mine if the borrower is in a default condition. A default
condition may not necessarily be the missing of a single
payment but may be defined in the loan agreement as
missing a number of consecutive payments or being behind
on a certain amount of payments relative to the loan repay-
ment amount. If the borrower is in a default condition, the
smart contract instance may trigger a liquidation event. In
some embodiments, the smart contract may issue a liquida-
tion request to a marketplace (e.g., marketplace system 102)
that indicates the collateral token 2042 and/or the VIRL
wrapped therein. The liquidation request may include addi-
tional data, such as an appraised amount, appraisal records,
authentication records, safekeeping records, and/or a
remaining balance on the loan repayment amount. In
response, the marketplace may conduct a liquidation sale. In
embodiments, the liquidation sale may be a fixed price sale
(e.g., set at the appraised value) or an auction (e.g., starting
at the remaining balance of the loan repayment amount).
Once the item is liquidated, the smart contract instance may
receive a liquidation notification that indicates that the item
was liquidated. In response, the smart contract instance may
initiate the transfer of the collateral token 2042 that was used
to secure the defaulted upon loan from the escrow account
in which it was held to an account of the buyer of the
collateral item. Once the ownership data 2054 of the col-
lateral token is updated to indicate that the collateral token
2042 is owned by the buyer, the buyer may then redeem the
collateral token 2042 (e.g., as described throughout the
disclosure).

[0316] Upon taking ownership of a collateral token 2042,
an owner of the collateral token 2042 can redeem the token
(e.g., using a GUI that provides a mechanism to initiate
redemption of a token). Redemption of a collateral token
may be handled off-chain by a trusted third party, such as by
the redemption system 404 of the tokenization platform 100
and/or on-chain by an instance of a smart contract corre-
sponding to the completed loan transaction, such as the
instance of the loan process smart contract 2022 that man-
aged the loan transaction and/or the instance of the safe-
keeping smart contract 2032 that was created when the
collateral item was deposited with the safekeeper of the
collateral item to ensure that a collateral item is returned to
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the rightful owner in a trustless manner, such that the
safekeeper can be confident that they are returning the
collateral item to the rightful owner.

[0317] In embodiments, the redemption of a collateral
token 2042 may be performed in accordance with a collat-
eral redemption workflow, which may be executed off-chain
(e.g., by a computing system of a trusted-third party) or
on-chain (e.g., by instances of one or more smart contracts).
In embodiments, the collateral redemption workflow may
include, but is not limited to, the following operations:
receiving a request to redeem a collateral item indicated by
a collateral token 2042 from a user device; verifying the user
that is attempting to redeem the collateral token 2042 is the
rightful owner of the collateral token 2042 based on own-
ership data 2052 stored on a distributed ledger 2016; iden-
tifying a safekeeper of the collateral item indicated by the
collateral token 2042 from the distributed ledger 2016
and/or the loan process smart contract 2022; transmitting a
redemption notification to a safekeeper device 2008 of the
identified safekeeper that the rightful owner has redeemed
the collateral token 2042; receiving a confirmation notifica-
tion from the safekeeper device 2008 of the identified
safekeeper indicating that the rightful owner of the collateral
token has taken ownership of the collateral item; and burn-
ing the collateral token 2042 in response to receiving the
notification from the safekeeper (as described above). In
embodiments, the redemption workflow may include addi-
tional or alternative steps, such as receiving feedback from
the redeeming owner of the collateral item indicating that
the collateral item has been returned in satisfactory condi-
tion and/or updating a distributed ledger 2016 to indicate the
occurrence and content of such feedback events (which may
be used to update analytics and/or a rating of the safe-
keeper).

[0318] In embodiments, the tokenization platform 100 is
configured to performs analytics on various stages of per-
formed loan processes. In some of these embodiments, the
analytics and reporting system 112 may be configured to
obtain event records 2052 and/or supporting data 2056 from
the set of distributed ledgers 2016 to determine outcomes
related to the loan process, including negative outcomes
such as false positive authentications (e.g., when an item is
deemed authentic but later proven to be fake), false negative
authentications (e.g., when an item is deemed fake but later
proven to be authentic), overvalued appraisals, undervalued
appraisals, damaged or lost collateral items during safekeep-
ing, loan defaults, or the like. For example, the analytics and
reporting system 112 may be configured to determine
authentication-related statistics, such as the percentage of
false positive authentications were issued by each guild
and/or guild members. In this example, the analytics and
reporting system 112 may read any event records 2052
associated with liquidated items that were deemed authentic
by a guild or guild member and later reported to be fake by
the purchaser (which may be referred to as “false positives)
against the total number of authentications that were per-
formed by a guild or guild member. In another example, the
analytics and reporting system 112 may identify instances
where authentication tasks resulted in undervalued or over-
valued appraised values. In this example, analytics and
reporting system 112 may determine a number of event
records 2052 associated with liquidated items that were sold
below (overvalued by a certain percentage from the liqui-
dation value) or above (undervalued by a certain percentage
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from the liquidation value) the appraised value provided by
the appraiser in relation to the number of all appraisals
and/or successful appraisals (e.g., within a certain percent-
age of the liquidation value). These types of statistical
insights may then be used to identify common features of
tasks that result in negative outcomes (e.g., false positive
cases, false negative cases, undervaluation cases, overvalu-
ation cases, and/or lost or damaged collateral cases) that are
not shared with successful cases and in some instances may
adjust the stage-level governance to mitigate those features.
[0319] In another example, the analytics and reporting
system 112 may determine turnover time by task performers
(e.g., authenticators and/or appraisers). In this example, the
analytics and reporting system 112 may obtain various event
records 2052 associated with certain portions of loan pro-
cesses, such as event records 2052 that indicate when tasks
were assigned to particular participants with a loan process
and event records 2052 that indicate when those participants
finished the task. The analytics and reporting system 112
may then determine a time to complete each instance of the
task and may determine various analytical insights such as
average turnover time for individual guild members, average
turnaround times for a particular task for an entire guild or
sub-guild, average turnaround times across all stage partici-
pants, average turnaround times for particular types of
collateral items or subspecies of collateral items, and the
like. These insights may be used to set time constraints on
tasks in future governances, such that the participants reward
may be lessened if the time constraints are not met.

[0320] Inembodiments, the analytics and reporting system
112 may be configured to provide ratings to different par-
ticipants in the loan process ecosystem 2000, such as bor-
rowers, authenticators, appraisers, safekeepers, and/or lend-
ers. In embodiments, the analytics and reporting system 112
may determine negative and positive outcomes associated
with the various different participants, such as successful
repayments v. default events by borrowers, false negatives/
false positives v. successful authentications by authentica-
tors, under-valuations and/or overvaluations by appraisers v.
successful appraisals by appraisers, instances of damaged or
lost collateral items v. successful safekeeping tasks by
safekeepers, and the like. The analytics and reporting system
112 may collect additional or alternative data relating to
participants, such as feedback of other participants. The
analytics and reporting system 112 may then apply a scoring
function to the outcome and other feedback data related to
participants to assign scores to the participants. These scores
may be relevant when assigning tasks, awarding guild
tokens, rewarding participants, and/or the like.

[0321] Inembodiments, the analytics and reporting system
112 may obtain data from the distributed ledgers. In some of
these embodiments, a node device 2014 may be configured
as a “history node” that monitors all data blocks being
written to the distributed ledgers 2016. The history node
device may process and index each block as it is being
written to the ledger 2016 and may provide this information
to the analytics and reporting system 112. The analytics and
reporting system 112 may then perform its analytics on the
data collected by the history node. The analytics and report-
ing system 112 may collect data from the distributed ledger
2016 in other suitable manners without departing from the
scope of the disclosure.

[0322] FIG. 27 illustrates an example of loan process
workflow 2700 according to some embodiments of the
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present disclosure. In the example of FIG. 27, the loan
process workflow may be performed for collateral items that
are easily counterfeited, such as watches, jewelry, handbags,
sneakers, or the like. In the example of FIG. 27, the loan
process workflow 2700 may include: a request stage 2702
where the borrower requests to begin a loan process; fol-
lowed by an authentication stage 2704 where one or more
authenticators authenticate the one or more items; followed
by an appraisal stage 2706 where the authenticated items are
appraised; followed by a safekeeping stage 2708 where the
appraised items are stored in escrow with a trusted safe-
keeper; followed by a tokenization stage 2710 where the
ledger management system 104 (or another suitable com-
ponent) generates VIRLs of the one or more escrowed items
and generates a collateral token by tokenizing the VIRLs of
the escrowed items; followed by a lending stage 2712 where
a loan is negotiated and accepted by the borrower and a
lender; followed by a repayment stage 2714 where the loan
is repaid by the borrower; and followed by a post-loan stage
2716 where the collateral token is unlocked and returned to
the borrower or liquidated if the borrower defaults on the
loan and any rewards are issued to the participants of the
loan process.

[0323] During the request stage 2702, a borrower may
request to begin a new loan process that includes collater-
alizing an item owned by the borrower. In embodiments, the
borrower may request the loan via a borrower device 2002
that interfaces with the tokenization platform 100. In these
embodiments, the tokenization platform 100 (or another
suitable system) may provide a GUI where the borrower
may provide information such as a collateral item to be
collateralized, a location of the collateral item, a loan
amount sought, and/or a proposed loan term. In response to
the borrower request, the tokenization platform 100 may
instantiate a loan process smart contract instance. In embodi-
ments, the loan process smart contract instance may deter-
mine a type of the collateral item (e.g., from the request
provided by the borrower) and may request an authenticator
(and potentially secondary authenticators) to authenticate
the collateral item, thereby progressing the loan process to
the authentication stage 2704.

[0324] During the authentication stage 2704, the loan
process smart contract instance may instantiate an instance
of an authentication smart contract 2028. In embodiments,
the tokenization platform 100 may assign an authentication
task to a primary authenticator (and potentially secondary
authenticators) from an authentication guild that specializes
in authenticating items such as the collateral item, as
described above. In embodiments, the primary authenticator
may confirm receipt of the item to be authenticated via an
authenticator device 2004. In embodiments, the authentica-
tor may generate an authentication report indicating a deter-
mination to the authenticity of the collateral item, as well as
any supporting documentation. In embodiments, the authen-
tication report and supporting evidence may be provided to
one or more secondary authenticators, who in turn may
validate the authentication report and may provide addi-
tional supporting documentation. In embodiments, the
authentication report and any supporting documentation
may be written to a distributed ledger 2016. In some
embodiments, the authenticators that participated in the
authentication task may be required to stake an amount of
currency/tokenized tokens as a safeguard in case the item is
liquidated and later deemed fake. In example embodiments,
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the loan process smart contract 2022 may include a listening
thread that listens for an authentication notification issued by
the instantiated authentication smart contract 2028 indicat-
ing whether the item was authentic or deemed fake by the
authenticator(s), where the notification from the authentica-
tion smart contract 2028 may include the opinion of the
authenticators (e.g., fake or authentic), a hash value of the
authentication report and any other supporting evidence,
and/or a block address to the authentication report and the
supporting evidence. If the loan process smart contract
instance determines that the item was deemed authentic, the
loan process smart contract instance may advance the loan
process to an appraisal stage 2706.

[0325] During the appraisal stage 2706, the loan process
smart contract instance may request one or more appraisers
to appraise the authenticated item and may instantiate an
instance of an appraisal smart contract 2030. In embodi-
ments, the tokenization platform 100 may identify one or
more appraisers to perform the task based on the type of
collateral item, as discussed above. In embodiments, a
primary appraiser may receive the collateral item (e.g., via
mail or other shipping) and/or may receive a VIRL of the
collateral item. Knowing that the item was deemed authentic
by the authenticators, the appraiser may determine an
appraised value of the collateral item and may generate an
appraisal report that indicates the appraised value and any
supporting documentation to support the appraised value. In
some embodiments, one or more secondary appraisers may
validate the appraisal report and may provide supporting
documentation for their respective validations. In embodi-
ments, the appraisal report and any supporting documenta-
tion may be written to a distributed ledger 2016. In some
embodiments, the appraisers that participated in the
appraisal task may be required to stake an amount of
currency/tokenized tokens equal or proportionate to the
appraised value of the collateral item as a safeguard in case
the item is liquidated at a price that is significantly less than
the remaining balance on the repayment amount and/or the
appraised value. In embodiments, the appraisal smart con-
tract 2030 may send a notification to the loan process smart
contract 2022 indicating that an appraisal workflow was
successfully completed, where the notification may include
an appraised value, a hash value of the appraisal report and
any other supporting evidence, and/or a block address to the
appraisal report and the supporting evidence. Upon deter-
mining that the appraisal stage is complete, the loan process
smart contract 2022 may advance the loan process to the
safekeeping stage 2708.

[0326] During the safekeeping stage 2708, the loan pro-
cess smart contract instance may request a safekeeper to
safekeep the appraised item and may instantiate an instance
of a safekeeping smart contract 2032, which executes a
safekeeping workflow. In embodiments, the tokenization
platform 100 may assign a safekeeper to the safekeeping
task, for example, based on the type of collateral item and/or
the safekeeper’ s proximity to the collateral item. Once the
safekeeper has confirmed receipt of the item, the safekeeper
may generate a safekeeping report that indicates that the
item is stored and notes any damage to the collateral item at
the time it was received and inspected, as well as any
supporting documentation that supports the safekeeping
report. In embodiments, the safekeeping report and any
supporting documentation may be written to a distributed
ledger 2016. In some embodiments, the safekeeper may be
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required to stake an amount of currency/tokenized tokens
equal or proportionate to the appraised value of the collateral
item as a safeguard in case the item is lost or damaged during
safekeeping (or may provide proof of insurance). In embodi-
ments, the safekeeping smart contract instance may then
provide a notification to the loan process smart contract
instance indicating that the item has been safely stored in
escrow, where the notification may include a hash value of
the safekeeping report and any other supporting evidence
and/or a block address to the safekeeping report and the
supporting evidence. In response to the notification, the loan
process smart contract may advance the loan process to a
tokenization stage 2710.

[0327] During the tokenization stage 2710, the tokeniza-
tion platform 100 (or another suitable component) may
generate tokenize the collateral item. In embodiments, the
tokenization platform 100 may generate a VIRL of the
collateral item based on data that describes and/or depicts
the collateral item, such as descriptions, images, videos, 2D
scans, and/or 3D scans of the collateral item. In embodi-
ments, the borrower, the safekeeper, and/or the authenticator
may provide the data used to generate the VIRL. In embodi-
ments, the tokenization platform 100 generates a collateral
token of the item based on the VIRL of the collateral item.
Once an item is tokenized, the tokenization platform 100
may write the token to the distributed ledger 2016 and may
initially assign the ownership rights to the collateral token to
the borrower (until a loan agreement is reached). Once the
collateral item has been tokenized, the tokenization platform
100 may provide a notification to the loan process smart
contract 2022 indicating the tokenization event and/or an
address of the collateral token. Upon receiving notification
of tokenization event, the loan process smart contract 2022
may advance the loan process to a lending stage 2712.

[0328] During the lending stage 2712, the borrower may
request a loan and/or may negotiate a loan with one or more
lenders. Upon receiving confirmation that the lender and
borrower have agreed to loan terms, the loan process smart
contract 2022 may instantiate a loan smart contract 2034 in
accordance with the agreed upon terms of the loan. In some
embodiments, the tokenization platform 100 may provide a
GUI to a borrower that allows the borrower to request a loan
from one or more potential lenders and/or negotiate a loan
agreement with the one or more lenders. It is appreciated
that in some embodiments, the loan negotiation may be
handled on-chain rather than via a centralized service, such
as the tokenization platform 100. In embodiments, the
borrower may request a loan amount that does not exceed
the appraised value and a proposed loan term that indicates
an amount of time to pay back the loan. In some of these
embodiments, the tokenization platform 100 may generate a
loan request that is presented to potential lenders via a GUI,
whereby the loan request indicates the sought amount, the
length of the loan, and information relating to the collateral
item provided by the borrower (e.g., a VIRL of the collateral
item, authentication reports, appraisal reports, safekeeping
reports, verification that the authentication, appraisal, and
safekeepers have secured their respective tasks (as described
above), and/or the like). In embodiments, the tokenization
system 100 may suggest a loan repayment amount and/or an
interest rate (e.g., based on current market conditions) for
the loan. Alternatively, a potential lender may provide an
interest rate or a total repayment amount that the borrower
would have to pay back via the GUI. Additionally, the
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potential lender may counter one or more of the requested
loan terms, such as the loan amount and/or the repayment
period. The loan offer may then be communicated to a
borrower via a GUI, where the borrower may view the loan
offer via a borrower device 2002. In response, the borrower
may accept the loan offer, reject the loan offer, or provide a
counteroffer. The parties may iterate in the manner until an
agreement is reached or one or both parties reject the loan
offer. Upon a loan being reached, the parties may execute the
loan agreement and the tokenization platform 100 may
provide a notification to the loan process smart contract
instance indicating that a loan agreement has been agreed to
by the borrower and a lender. In embodiments, the notifi-
cation may include the details of the loan agreement includ-
ing the terms of the loan agreement. In response, the loan
process smart contract instance may instantiate a loan smart
contract instance that executes a loan repayment workflow.
Once a loan agreement is executed, the loan smart contract
may lock the collateral token in an escrow account and may
facilitate the transfer of the funds from an account of the
lender to an account of the borrower. In embodiments, the
loan agreement, records of any offers/counteroffers, and
records relating to the escrowing of the collateral token and
the transfer funds to the borrower may be written to a
distributed ledger 2016. Once the loan process smart con-
tract instance receives notification that the collateral token
has been locked and the funds have been transferred, the
loan process smart contract instance may advance the loan
process to the repayment stage 2714.

[0329] During the repayment stage 2714, the loan smart
contract instance may monitor the borrowers payment his-
tory to ensure that payments are made by the borrower to the
lender (or an account that distributes payments to the lender)
in accordance with a loan schedule and that the loan is not
in a default condition. During the loan repayment stage, the
borrower may remit payments. Each time a payment is
made, the loan process smart contract instance may receive
a payment notification indicating that a payment has been
made and an amount of the payment. The loan smart contract
instance may then determine whether the loan has been
repaid in full. If the loan has not been paid in full, the loan
smart contract instance may adjust the loan repayment
amount and may perform additional operations, such as
returning some of the staked funds from the authenticators,
appraisers, and/or safekeepers to reflect the new loan repay-
ment amount. If the loan smart contract instance determines
that the loan repayment amount has been paid in full, the
loan smart contract instance may send a repayment notifi-
cation to the loan process smart contract instance indicating
that the loan has been paid in full and may advance the loan
process to the post-loan stage 2716. In embodiments, the
repayment notification may include hash values of payment
event records indicating that payments were made and the
amount of the payments and/or addresses of the payment
records on the distributed ledger 2016. Conversely, if the
loan smart contract instance determines that the borrower
defaulted, the loan smart contract instance may trigger a
liquidation event and/or send a default notification to the
loan process smart contract indicating that the loan is in
default in accordance with the terms of the loan. In embodi-
ments the default notification may include hash values of a
default event record indicating which payments were missed
and the remaining balance on the loan and/or addresses of
the default event record on the distributed ledger 2016. In
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response to receiving a default notification, the loan smart
contract instance may initiate a liquation event and may
advance the loan process to the post-loan stage 2716.
[0330] During the post-loan stage 2716, the collateral
token is either returned to the owner if the loan has been
fully paid or a liquidation event is conducted. In response to
receiving a repayment notification that the loan has been
repaid in full, the loan smart contract instance may initiate
the transfer of the collateral token from the escrow account
to an account of the borrower, who may then redeem the
collateral token to obtain possession of the collateral item.
Once the loan has been successfully repaid, the loan process
smart contract instance may initiate the awarding of rewards
to accounts of the authenticator, appraiser, and safekeeper
(e.g., from the funds that were paid back to the lender) in
accordance with the terms set forth in the authentication
smart contract, the appraisal smart contract, and the safe-
keeping contract.

[0331] In initiating a liquidation event, the loan smart
contract instance may send an address of the collateral token
to an appropriate marketplace (e.g., marketplace system
102), which may liquidate the collateral item (e.g., in an
auction). During the liquidation event, a buyer may purchase
the collateral token, which results in the ownership data
2054 of the collateral token being assigned to the buyer, who
may then redeem the collateral token to obtain possession of
the collateral item. Once liquidated, the loan process smart
contract instance may distribute the remainder of the out-
standing balance to the lender (or a secondary lender if the
loan was sold to a secondary lender) from the proceeds of
the liquidation event. After the liquidation event, the loan
process smart contract instance may initiate the awarding of
rewards to accounts of the authenticators, appraisers, and
safekeeper from the proceeds of the liquidation event in
accordance with the terms set forth in the authentication
smart contract, the appraisal smart contract, and the safe-
keeping contract. To the extent any balance remains, the
remainder may be credited to the account of the borrower.
[0332] Once the loan process is complete, the loan process
smart contract instance may notity the tokenization platform
100 that the loan process has been completed, and the
tokenization platform 100 may run an analytics processes
based on the completed loan process. In some embodiments,
the results of the loan process may be used to update the
ratings of one or more of the authenticators, the appraisers,
the safekeeper, the lender, and/or the borrower.

[0333] Itis appreciated that the foregoing is an example of
a decentralized loan process workflow 2700 and that alter-
native workflows may be executed. Furthermore, the decen-
tralized loan process workflow 2700 may include additional
or alternative steps that were not explicitly discussed.
[0334] FIG. 28 illustrates an example of loan process
workflow 2800 according to some embodiments of the
present disclosure. In the example of FIG. 28, the loan
process workflow 2800 may be performed for collateral
items that are not easily shipped and/or are very large, such
as vehicles, works of art, delicate objects (e.g., vases or
chandeliers), wine or whiskey collections, and the like. In
the workflow 2800 of FIG. 28, the collateral item is depos-
ited with a safekeeper, who in turn can generate the VIRL
that is tokenized into a collateral token. The VIRL of the
collateral item may then be provided to the authenticators
and appraisers without having to transport the physical
collateral item between parties. In the example of FIG. 28,
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the loan process workflow 2800 may include a request stage
2802 where the borrower requests to begin a loan process;
followed by a safekeeping stage 2804 where possession of
the collateral item is taken by the safekeeper; followed by a
tokenization stage 2806 where the safekeeper may provide
the requisite documentation to generate a VIRL of the
collateral item is tokenized into a collateral token; followed
by an authentication stage 2808 where one or more authen-
ticators authenticate the one or more items; followed by an
appraisal stage 2810 where the authenticated items are
appraised; followed by a lending stage 2812 where a loan is
negotiated and accepted by the borrower and a lender;
followed by a repayment stage 2814 where the loan is repaid
by the borrower; and followed by a post-loan stage 2816
where the collateral token is unlocked and returned to the
borrower or liquidated if the borrower defaults on the loan
and any rewards are issued to the participants of the loan
process.

[0335] During the request stage 2802, a borrower may
request to begin a new loan process that includes collater-
alizing an item owned by the borrower. In embodiments, the
borrower may request the loan via a borrower device 2002
that interfaces with the tokenization platform 100. In these
embodiments, the tokenization platform 100 (or another
suitable system) may provide a GUI where the borrower
may provide information such as a collateral item to be
collateralized, a location of the collateral item, a loan
amount sought, and/or a proposed loan term. In response to
the borrower request, the tokenization platform 100 may
instantiate a loan process smart contract instance. In embodi-
ments, the loan process smart contract instance may deter-
mine a type of the collateral item (e.g., from the request
provided by the borrower) and may request a safekeeper to
safekeep the collateral item in escrow during the loan
process, thereby progressing the loan process to the safe-
keeping stage 2804.

[0336] During the safekeeping stage 2804, the loan pro-
cess smart contract instance may request a safekeeper to
safekeep the collateral item and may instantiate an instance
of a safekeeping smart contract 2032, which executes a
safekeeping workflow. In embodiments, the tokenization
platform 100 may assign a safekeeper to the safekeeping
task, for example, based on the type of collateral item and/or
the safekeeper’ s proximity to the collateral item. Once the
safekeeper has confirmed receipt of the item, the safekeeper
may generate a safekeeping report that indicates that the
item is stored and notes any damage to the collateral item at
the time it was received and inspected, as well as any
supporting documentation that supports the safekeeping
report. In embodiments, the safekeeping report and any
supporting documentation may be written to a distributed
ledger 2016. In some embodiments, the safekeeper may be
required to stake an amount of currency/tokenized tokens
equal or proportionate to an approximate value of the
collateral item as a safeguard in case the item is lost or
damaged during safekeeping (or may provide proof of
insurance). In embodiments, the safekeeping smart contract
instance may then provide a notification to the loan process
smart contract instance indicating that the item has been
safely stored in escrow, where the notification may include
a hash value of the safekeeping report and any other sup-
porting evidence and/or a block address to the safekeeping
report and the supporting evidence. In response to the
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notification, the loan process smart contract may advance
the loan process to a tokenization stage 2806.

[0337] During the tokenization stage 2806, the tokeniza-
tion platform 100 (or another suitable component) may
generate tokenize the collateral item. In embodiments, the
tokenization platform 100 may generate a VIRL of the
collateral item based on data that describes and/or depicts
the collateral item, such as descriptions, images, videos, 2D
scans, and/or 3D scans of the collateral item. In embodi-
ments, the borrower or the safekeeper may provide the data
used to generate the VIRL. In embodiments, the tokeniza-
tion platform 100 generates a collateral token of the item
based on the VIRL of the collateral item. Once an item is
tokenized, the tokenization platform 100 may write the
token to the distributed ledger 2016 and may initially assign
the ownership rights to the collateral token to the borrower
(until a loan agreement is reached). Once the collateral item
has been tokenized, the tokenization platform 100 may
provide a notification to the loan process smart contract
2022 indicating the tokenization event and/or an address of
the collateral token. Upon receiving notification of tokeni-
zation event, the loan process smart contract 2022 may
advance the loan process to an authentication stage 2808.

[0338] During the authentication stage 2808, the loan
process smart contract instance may instantiate an instance
of an authentication smart contract 2028. In embodiments,
the tokenization platform 100 may assign an authentication
task to a primary authenticator (and potentially secondary
authenticators) from an authentication guild that specializes
in authenticating items such as the collateral item, as
described above. In embodiments, the primary authenticator
may be sent the VIRL of the item to be authenticated and the
authenticator may generate an authentication report indicat-
ing a determination to the authenticity of the collateral item,
as well as any supporting documentation. In embodiments,
the authentication report and supporting evidence may be
provided to one or more secondary authenticators, who in
turn may validate the authentication report and may provide
additional supporting documentation. In embodiments, the
authentication report and any supporting documentation
may be written to a distributed ledger 2016. In some
embodiments, the authenticators that participated in the
authentication task may be required to stake an amount of
currency/tokenized tokens as a safeguard in case the item is
liquidated and later deemed fake. In example embodiments,
the loan process smart contract 2022 may include a listening
thread that listen for an authentication notification issued by
the instantiated authentication smart contract 2028 indicat-
ing whether the item was authentic or deemed fake by the
authenticator(s), where the authentication notification from
the authentication smart contract 2028 may include the
opinion of the authenticators (e.g., fake or authentic), a hash
value of the authentication report and any other supporting
evidence, and/or a block address to the authentication report
and the supporting documentation. If the loan process smart
contract instance determines that the item was deemed
authentic, the loan process smart contract instance may
advance the loan process to an appraisal stage 2810.

[0339] During the appraisal stage 2810, the loan process
smart contract instance may request one or more appraisers
to appraise the authenticated item and may instantiate an
instance of an appraisal smart contract 2030. In embodi-
ments, the tokenization platform 100 may identify one or
more appraisers to perform the task based on the type of
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collateral item, as discussed above. In embodiments, a
primary appraiser may be sent the VIRL of the collateral
item. Knowing that the item was deemed authentic, the
appraiser may determine an appraised value of the collateral
item and may generate an appraisal report that indicates the
appraised value and any supporting documentation to sup-
port the appraised value. In some embodiments, one or more
secondary appraisers may validate the appraisal report and
may provide supporting documentation for their respective
validations. In embodiments, the appraisal report and any
supporting documentation may be written to a distributed
ledger 2016. In some embodiments, the appraisers that
participated in the appraisal task may be required to stake an
amount of currency/tokenized tokens equal or proportionate
to the appraised value of the collateral item as a safeguard
in case the item is liquidated at a price that is significantly
less than the remaining balance on the repayment amount
and/or the appraised value. In embodiments, the appraisal
smart contract 2030 may send a notification to the loan
process smart contract 2022 indicating that an appraisal
workflow was successfully completed, where the notifica-
tion may include an appraised value, a hash value of the
appraisal report and any other supporting evidence, and/or a
block address to the appraisal report and the supporting
evidence. Upon determining that the appraisal stage is
complete, the loan process smart contract 2022 may advance
the loan process to the lending stage 2812.

[0340] During the lending stage 2812, the borrower may
request a loan and/or may negotiate a loan with one or more
lenders. Upon receiving confirmation that the lender and
borrower have agreed to loan terms, the loan process smart
contract 2022 may instantiate a loan smart contract 2034 in
accordance with the agreed upon terms of the loan. In some
embodiments, the tokenization platform 100 may provide a
GUI to a borrower that allows the borrower to request a loan
from one or more potential lenders and/or negotiate a loan
agreement with the one or more lenders. It is appreciated
that in some embodiments, the loan negotiation may be
handled on-chain rather than via a centralized service, such
as the tokenization platform 100. In embodiments, the
borrower may request a loan amount that does not exceed
the appraised value and a proposed loan term that indicates
an amount of time to pay back the loan. In some of these
embodiments, the tokenization platform 100 may generate a
loan request that is presented to potential lenders via a GUIL,
whereby the loan request indicates the sought amount, the
length of the loan, and information relating to the collateral
item provided by the borrower (e.g., a VIRL of the collateral
item, authentication reports, appraisal reports, safekeeping
reports, verification that the authentication, appraisal, and
safekeepers have secured their respective tasks (as described
above), and/or the like. In embodiments, the tokenization
system 100 may suggest a loan repayment amount and/or an
interest rate (e.g., based on current market conditions) for
the loan. Alternatively, a potential lender may provide an
interest rate or a total repayment amount that the borrower
would have to pay back via the GUI. Additionally, the
potential lender may counter one or more of the requested
loan terms, such as the loan amount and/or the repayment
period. The loan offer may then be communicated to a
borrower via a GUI, where the borrower may view the loan
offer via a borrower device 2002. In response, the borrower
may accept the loan offer, reject the loan offer, or provide a
counteroffer. The parties may iterate in the manner until an

Jul. 21, 2022

agreement is reached or one or both parties reject the loan
offer. Upon a loan being reached, the parties may execute the
loan agreement and the tokenization platform 100 may
provide a notification to the loan process smart contract
instance indicating that a loan agreement has been agreed to
by the borrower and a lender. In embodiments, the notifi-
cation may include the details of the loan agreement includ-
ing the terms of the loan agreement. In response, the loan
process smart contract instance may instantiate a loan smart
contract instance that executes a loan repayment workflow.
Once a loan agreement is executed, the loan smart contract
may lock the collateral token in an escrow account and may
facilitate the transfer of the funds from an account of the
lender to an account of the borrower. In embodiments, the
loan agreement, records of any offers/counteroffers, and
records relating to the escrowing of the collateral token and
the transfer funds to the borrower may be written to a
distributed ledger 2016. Once the loan process smart con-
tract instance receives notification that the collateral token
has been locked and the funds have been transferred, the
loan process smart contract instance may advance the loan
process to the repayment stage 2814.

[0341] During the repayment stage 2814, the loan smart
contract instance may monitor the borrowers payment his-
tory to ensure that payments are made by the borrower to the
lender (or an account that distributes payments to the lender)
in accordance with a loan schedule and that the loan is not
in a default condition. During the loan repayment stage, the
borrower may remit payments. Each time a payment is
made, the loan process smart contract instance may receive
a payment notification indicating that a payment has been
made and an amount of the payment. The loan smart contract
instance may then determine whether the loan has been
repaid in full. If the loan has not been paid in full, the loan
smart contract instance may adjust the loan repayment
amount and may perform additional operations, such as
returning some of the staked funds from the authenticators,
appraisers, and/or safekeepers to reflect the new loan repay-
ment amount. If the loan smart contract instance determines
that the loan repayment amount has been paid in full, the
loan smart contract instance may send a repayment notifi-
cation to the loan process smart contract instance indicating
that the loan has been paid in full and may advance the loan
process to the post-loan stage 2816. In embodiments, the
repayment notification may include hash values of payment
event records indicating that payments were made and the
amount of the payments and/or addresses of the payment
records on the distributed ledger 2016. Conversely, if the
loan smart contract instance determines that the borrower
defaulted, the loan smart contract may instance may trigger
a liquidation event and/or send a default notification to the
loan process smart contract indicating that the loan is in
default in accordance with the terms of the loan. In embodi-
ments the default notification may include hash values of a
default event record indicating which payments were missed
and the remaining balance on the loan and/or addresses of
the default event record on the distributed ledger 2016. In
response to receiving a default notification, the loan smart
contract instance may initiate a liquation event and may
advance the loan process to the post-loan stage 2816.

[0342] During the post-loan stage 2816, the collateral
token is either returned to the owner if the loan has been
fully paid or a liquidation event is conducted. In response to
receiving a repayment notification that the loan has been
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repaid in full, the loan smart contract instance may initiate
the transfer of the collateral token from the escrow account
to an account of the borrower, who may then redeem the
collateral token to obtain possession of the collateral item.
Once the loan has been successtfully repaid, the loan process
smart contract instance may initiate the awarding of rewards
to accounts of the authenticator, appraiser, and safekeeper
(e.g., from the funds that were paid back to the lender) in
accordance with the terms set forth in the authentication
smart contract, the appraisal smart contract, and the safe-
keeping contract.

[0343] In initiating a liquidation event, the loan smart
contract instance may send an address of the collateral token
to an appropriate marketplace (e.g., marketplace system
102), which may liquidate the collateral item (e.g., in an
auction). During the liquidation event, a buyer may purchase
the collateral token, which results in the ownership data
2054 of the collateral token being assigned to the buyer, who
may then redeem the collateral token to obtain possession of
the collateral item. Once liquidated, the loan process smart
contract instance may distribute the remainder of the out-
standing balance to the lender (or a secondary lender if the
loan was sold to a secondary lender) from the proceeds of
the liquidation event. After the liquidation event, the loan
process smart contract instance may initiate the awarding of
rewards to accounts of the authenticators, appraisers, and
safekeeper from the proceeds of the liquidation event in
accordance with the terms set forth in the authentication
smart contract, the appraisal smart contract, and the safe-
keeping contract. To the extent any balance remains, the
remainder may be credited to the account of the borrower.
[0344] Once the loan process is complete, the loan process
smart contract instance may notify the tokenization platform
100 that the loan process has been completed, and the
tokenization platform 100 may run an analytics processes
based on the completed loan process. In some embodiments,
the results of the loan process may be used to update the
ratings of one or more of the authenticators, the appraisers,
the safekeeper, the lender, and/or the borrower.

[0345] Itis appreciated that the foregoing is an example of
a decentralized loan process workflow 2800 and that alter-
native workflows may be executed. Furthermore, the decen-
tralized loan process workflow 2800 may include additional
or alternative steps that were not explicitly discussed.
[0346] FIG. 29 illustrates an example of loan process
workflow 2900 according to some embodiments of the
present disclosure. In the example of FIG. 29, the loan
process workflow 2900 may be performed when a borrower
is likely overvaluing the collateral item. For example, the
borrower may wish to secure a loan amount that is equal to
$10,000 and wants to secure the loan with a pair of designer
sneakers. In this situation, the loan process workflow 2900
of FIG. 29 may be executed, with the appraisal stage being
performed before the authentication stage and safekeeping
stage. In this way, if the appraised value is much less than
the desired loan amount, the borrower may elect to forego
the loan process without having to pay an authentication fee
and/or a safekeeping fee. In the example of FIG. 29, the loan
process workflow 2900 may include: a request stage 2902
where the borrower requests to begin a loan process; fol-
lowed by an appraisal stage 2904 where one or more
appraisers appraise the one or more items; followed by an
authentication stage 2906 where the appraised items are
authenticated; followed by a safekeeping stage 2908 where
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the authenticated items are stored in escrow with a trusted
safekeeper; followed by a tokenization stage 2910 where the
ledger management system 104 (or another suitable com-
ponent) generates VIRLs of the one or more escrowed items,
generates a collateral token by tokenizing the VIRLs of the
escrowed items; followed by a lending stage 2912 where a
loan is negotiated and accepted by the borrower and a
lender; followed by a repayment stage 2914 where the loan
is repaid by the borrower; and followed by a post-loan stage
2916 where the collateral token is unlocked and returned to
the borrower or liquidated if the borrower defaults on the
loan and any rewards are issued to the participants of the
loan process.

[0347] During the request stage 2902, a borrower may
request to begin a new loan process that includes collater-
alizing an item owned by the borrower. In embodiments, the
borrower may request the loan via a borrower device 2002
that interfaces with the tokenization platform 100. In these
embodiments, the tokenization platform 100 (or another
suitable system) may provide a GUI where the borrower
may provide information such as a collateral item to be
collateralized, a location of the collateral item, a loan
amount sought, and/or a proposed loan term. In response to
the borrower request, the tokenization platform 100 may
instantiate a loan process smart contract instance. In embodi-
ments, the loan process smart contract instance may deter-
mine a type of the collateral item (e.g., from the request
provided by the borrower) and may request an appraiser
(and potentially secondary appraisers) to appraise the col-
lateral item, thereby progressing the loan process to the
appraisal stage 2904.

[0348] During the appraisal stage 2904, the loan process
smart contract instance may instantiate an instance of an
appraisal smart contract 2030 and may request one or more
appraisers to appraise the authenticated. In embodiments,
the tokenization platform 100 may identify one or more
appraisers to perform the task based on the type of collateral
item, the location of the item, and/or the like, as was
discussed above. In embodiments, a primary appraiser may
receive the collateral item (e.g., via mail or other shipping)
and may determine an appraised value of the collateral item.
In this workflow 2900, the appraiser does not have the
benefit of knowing that the item was deemed authentic by
the authenticators. Nevertheless, the appraiser may assume
that the item will be deemed authentic by the authenticators.
In embodiments, the primary appraiser may generate an
appraisal report that indicates the determined appraised
value and any supporting documentation to support the
appraised value. In some embodiments, one or more sec-
ondary appraisers may validate the appraisal report and may
provide supporting documentation for their respective vali-
dations. In embodiments, the appraisal report and any sup-
porting documentation may be written to a distributed ledger
2016. In some embodiments, the appraisers that participated
in the appraisal task may be required to stake an amount of
currency/tokenized tokens equal or proportionate to the
appraised value of the collateral item as a safeguard in case
the item is liquidated at a price that is significantly less than
the remaining balance on the repayment amount and/or the
appraised value. In embodiments, the appraisal smart con-
tract 2030 may send a notification to the loan process smart
contract 2022 indicating that an appraisal workflow was
successfully completed, where the notification may include
an appraised value, a hash value of the appraisal report and
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any other supporting evidence, and/or a block address to the
appraisal report and the supporting evidence. In some sce-
narios, the appraised value will be much less than the
requested loan amount, in which case, the borrower may opt
to end the loan process. Assuming the borrower decides to
continue the loan process given the appraised value, the loan
process smart contract 2022 may advance the loan process
to the appraisal stage 2906.

[0349] During the authentication stage 2906, the loan
process smart contract instance may instantiate an instance
of an authentication smart contract 2028. In embodiments,
the tokenization platform 100 may assign an authentication
task to a primary authenticator (and potentially secondary
authenticators) from an authentication guild that specializes
in authenticating items such as the collateral item, as
described above. In embodiments, either the collateral item
is physically sent to the primary authenticator (e.g., from the
appraiser) or a VIRL of the collateral item is digitally sent
to authenticator. In embodiments, the primary authenticator
may confirm receipt of the collateral item to be authenticated
(or a VIRL thereof) via an authenticator device 2004. In
embodiments, the authenticator may generate an authenti-
cation report indicating a determination to the authenticity of
the collateral item, as well as any supporting documentation.
In embodiments, the authentication report and supporting
evidence may be provided to one or more secondary authen-
ticators, who in turn may validate the authentication report
and may provide additional supporting documentation. In
embodiments, the authentication report and any supporting
documentation may be written to a distributed ledger 2016.
In some embodiments, the authenticators that participated in
the authentication task may be required to stake an amount
of currency/tokenized tokens as a safeguard in case the item
is liquidated and later deemed fake. In example embodi-
ments, the loan process smart contract 2022 may include a
listening thread that listen for an authentication notification
issued by the instantiated authentication smart contract 2028
indicating whether the item was authentic or deemed fake by
the authenticator(s), where the notification from the authen-
tication smart contract 2028 may include the opinion of the
authenticators (e.g., fake or authentic), a hash value of the
authentication report and any other supporting evidence,
and/or a block address to the authentication report and the
supporting evidence. If the loan process smart contract
instance determines that the item was deemed authentic, the
loan process smart contract instance may advance the loan
process to a safekeeping stage 2908.

[0350] During the safekeeping stage 2908, the loan pro-
cess smart contract instance may request a safekeeper to
safekeep the collateral item and may instantiate an instance
of a safekeeping smart contract 2032, which executes a
safekeeping workflow. In embodiments, the tokenization
platform 100 may assign a safekeeper to the safekeeping
task, for example, based on the type of collateral item and/or
the safekeeper’ s proximity to the collateral item. Once the
safekeeper has confirmed receipt of the item, the safekeeper
may generate a safekeeping report that indicates that the
item is stored and notes any damage to the collateral item at
the time it was received and inspected, as well as any
supporting documentation that supports the safekeeping
report. In embodiments, the safekeeping report and any
supporting documentation may be written to a distributed
ledger 2016. In some embodiments, the safekeeper may be
required to stake an amount of currency/tokenized tokens
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equal or proportionate to the appraised value of the collateral
item as a safeguard in case the item is lost or damaged during
safekeeping (or may provide proof of insurance). In embodi-
ments, the safekeeping smart contract instance may then
provide a notification to the loan process smart contract
instance indicating that the item has been safely stored in
escrow, where the notification may include a hash value of
the safekeeping report and any other supporting evidence
and/or a block address to the safekeeping report and the
supporting evidence. In response to the notification, the loan
process smart contract may advance the loan process to a
tokenization stage 2910.

[0351] During the tokenization stage 2910, the tokeniza-
tion platform 100 (or another suitable component) may
generate tokenize the collateral item. In embodiments, the
tokenization platform 100 may generate a VIRL of the
collateral item based on data that describes and/or depicts
the collateral item, such as descriptions, images, videos, 2D
scans, and/or 3D scans of the collateral item. In embodi-
ments, the borrower, the safekeeper, and/or the authenticator
may provide the data used to generate the VIRL. In embodi-
ments, the tokenization platform 100 generates a collateral
token of the item based on the VIRL of the collateral item.
Once an item is tokenized, the tokenization platform 100
may write the token to the distributed ledger 2016 and may
initially assign the ownership rights to the collateral token to
the borrower (until a loan agreement is reached). Once the
collateral item has been tokenized, the tokenization platform
100 may provide a notification to the loan process smart
contract 2022 indicating the tokenization event and/or an
address of the collateral token. Upon receiving notification
of tokenization event, the loan process smart contract 2022
may advance the loan process to a lending stage 2912.

[0352] During the lending stage 2912, the borrower may
request a loan and/or may negotiate a loan with one or more
lenders. Upon receiving confirmation that the lender and
borrower have agreed to loan terms, the loan process smart
contract 2022 may instantiate a loan smart contract 2034 in
accordance with the agreed upon terms of the loan. In some
embodiments, the tokenization platform 100 may provide a
GUI to a borrower that allows the borrower to request a loan
from one or more potential lenders and/or negotiate a loan
agreement with the one or more lenders. It is appreciated
that in some embodiments, the loan negotiation may be
handled on-chain rather than via a centralized service, such
as the tokenization platform 100. In embodiments, the
borrower may request a loan amount that does not exceed
the appraised value and a proposed loan term that indicates
an amount of time to pay back the loan. In some of these
embodiments, the tokenization platform 100 may generate a
loan request that is presented to potential lenders via a GUI,
whereby the loan request indicates the sought amount, the
length of the loan, and information relating to the collateral
item provided by the borrower (e.g., a VIRL of the collateral
item, authentication reports, appraisal reports, safekeeping
reports, verification that the authentication, appraisal, and
safekeepers have secured their respective tasks (as described
above), and/or the like). In embodiments, the tokenization
system 100 may suggest a loan repayment amount and/or an
interest rate (e.g., based on current market conditions) for
the loan. Alternatively, a potential lender may provide an
interest rate or a total repayment amount that the borrower
would have to pay back via the GUI. Additionally, the
potential lender may counter one or more of the requested
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loan terms, such as the loan amount and/or the repayment
period. The loan offer may then be communicated to a
borrower via a GUI, where the borrower may view the loan
offer via a borrower device 2002. In response, the borrower
may accept the loan offer, reject the loan offer, or provide a
counteroffer. The parties may iterate in the manner until an
agreement is reached or one or both parties reject the loan
offer. Upon a loan being reached, the parties may execute the
loan agreement and the tokenization platform 100 may
provide a notification to the loan process smart contract
instance indicating that a loan agreement has been agreed to
by the borrower and a lender. In embodiments, the notifi-
cation may include the details of the loan agreement includ-
ing the terms of the loan agreement. In response, the loan
process smart contract instance may instantiate a loan smart
contract instance that executes a loan repayment workflow.
Once a loan agreement is executed, the loan smart contract
may lock the collateral token in an escrow account and may
facilitate the transfer of the funds from an account of the
lender to an account of the borrower. In embodiments, the
loan agreement, records of any offers/counteroffers, and
records relating to the escrowing of the collateral token and
the transfer funds to the borrower may be written to a
distributed ledger 2016. Once the loan process smart con-
tract instance receives notification that the collateral token
has been locked and the funds have been transferred, the
loan process smart contract instance may advance the loan
process to the repayment stage 2914.

[0353] During the repayment stage 2914, the loan smart
contract instance may monitor the borrowers payment his-
tory to ensure that payments are made by the borrower to the
lender (or an account that distributes payments to the lender)
in accordance with a loan schedule and that the loan is not
in a default condition. During the loan repayment stage, the
borrower may remit payments. Each time a payment is
made, the loan process smart contract instance may receive
a payment notification indicating that a payment has been
made and an amount of the payment. The loan smart contract
instance may then determine whether the loan has been
repaid in full. If the loan has not been paid in full, the loan
smart contract instance may adjust the loan repayment
amount and may perform additional operations, such as
returning some of the staked funds from the authenticators,
appraisers, and/or safekeepers to reflect the new loan repay-
ment amount. If the loan smart contract instance determines
that the loan repayment amount has been paid in full, the
loan smart contract instance may send a repayment notifi-
cation to the loan process smart contract instance indicating
that the loan has been paid in full and may advance the loan
process to the post-loan stage 2916. In embodiments, the
repayment notification may include hash values of payment
event records indicating that payments were made and the
amount of the payments and/or addresses of the payment
records on the distributed ledger 2016. Conversely, if the
loan smart contract instance determines that the borrower
defaulted, the loan smart contract may instance may trigger
a liquidation event and/or send a default notification to the
loan process smart contract indicating that the loan is in
default in accordance with the terms of the loan. In embodi-
ments the default notification may include hash values of a
default event record indicating which payments were missed
and the remaining balance on the loan and/or addresses of
the default event record on the distributed ledger 2016. In
response to receiving a default notification, the loan smart
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contract instance may initiate a liquidation event and may
advance the loan process to the post-loan stage 2916.
[0354] During the post-loan stage 2916, the collateral
token is either returned to the owner if the loan has been
fully paid or a liquidation event is conducted. In response to
receiving a repayment notification that the loan has been
repaid in full, the loan smart contract instance may initiate
the transfer of the collateral token from the escrow account
to an account of the borrower, who may then redeem the
collateral token to obtain possession of the collateral item.
Once the loan has been successfully repaid, the loan process
smart contract instance may initiate the awarding of rewards
to accounts of the authenticator, appraiser, and safekeeper
(e.g., from the funds that were paid back to the lender) in
accordance with the terms set forth in the authentication
smart contract, the appraisal smart contract, and the safe-
keeping contract.

[0355] In initiating a liquidation event, the loan smart
contract instance may send an address of the collateral token
to an appropriate marketplace (e.g., marketplace system
102), which may liquidate the collateral item (e.g., in an
auction). During the liquidation event, a buyer may purchase
the collateral token, which results in the ownership data
2054 of the collateral token being assigned to the buyer, who
may then redeem the collateral token to obtain possession of
the collateral item. Once liquidated, the loan process smart
contract instance may distribute the remainder of the out-
standing balance to the lender (or a secondary lender if the
loan was sold to a secondary lender) from the proceeds of
the liquidation event. After the liquidation event, the loan
process smart contract instance may initiate the awarding of
rewards to accounts of the authenticators, appraisers, and
safekeeper from the proceeds of the liquidation event in
accordance with the terms set forth in the authentication
smart contract, the appraisal smart contract, and the safe-
keeping contract. To the extent any balance remains, the
remainder may be credited to the account of the borrower.
[0356] Once the loan process is complete, the loan process
smart contract instance may notity the tokenization platform
100 that the loan process has been completed, and the
tokenization platform 100 may run an analytics processes
based on the completed loan process. In some embodiments,
the results of the loan process may be used to update the
ratings of one or more of the authenticators, the appraisers,
the safekeeper, the lender, and/or the borrower.

[0357] Itis appreciated that the foregoing is an example of
a decentralized loan process workflow 2900 and that alter-
native workflows may be executed. Furthermore, the decen-
tralized loan process workflow 2900 may include additional
or alternative steps that were not explicitly discussed.
[0358] FIG. 30 illustrates an example of loan process
workflow 3000 according to some embodiments of the
present disclosure. In the example loan process workflow
3000 a pre-loan liquidation event is conducted before the
loan terms are agreed to. During an example pre-loan
liquidation stage, a marketplace (e.g., a marketplace hosted
by or in communication with the marketplace system 102 of
the tokenization platform 100) may sell a collateral item to
a contingent buyer at a set price or auction off the collateral
item to the contingent buyer prior to the negotiation and/or
execution of a loan involving the collateral item with a set
of contingencies. In embodiments, the set of contingencies
may include a possession contingency and a reward contin-
gency. In embodiments, a possession contingency condi-
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tions the contingent buyer’s possession rights to the collat-
eral item upon a confirmed default event with respect to a
loan agreement entered into by the borrower that is secured
by the collateral item. Put another way, the contingent buyer
would only be able to take possession of the collateral item
(e.g., by redeeming a corresponding collateral item) if the
borrower was able to secure a loan using the collateral item
as collateral and the borrower later defaulted on that loan. In
embodiments, a reward contingency may condition the
awarding of a reward (e.g., an amount of currency/tokenized
tokens or fiat currency) to the contingent buyer (e.g., by
depositing the reward into an electronic account thereof) if
the borrower successfully repays the loan. In this way, the
contingent buyer is incentivized to purchase collateral items
on a contingency, as he or she will be rewarded if the loan
is successfully repaid. Put another way, the contingent buyer
may be provided a monetary reward in exchange for agree-
ing to set a liquidation price of a collateral item before a loan
is entered into by the current owner of the collateral item
(i.e., the borrower). It is noted that in some embodiments, a
borrower may agree to sell the collateral item to the con-
tingent buyer and forego the opportunity to seek out a loan
after the pre-loan liquidation stage. The pre-loan liquidation
stage may be performed in place of an appraisal stage or may
be requested after the appraisal stage (e.g., by a borrower
and/or lender if one or more both of the parties do not agree
to the appraised value of the collateral item).

[0359] In the example of FIG. 30, the loan process work-
flow 3000 may include: a request stage 3002 where the
borrower requests to begin a loan process; followed by an
authentication stage 3004 where one or more authenticators
authenticate a collateral item; followed by a safekeeping
stage 3006 where the authenticated item is stored in escrow
with a trusted safekeeper; followed by a tokenization stage
3010 where a VIRL corresponding to the collateral item is
generated and tokenized into a collateral token; followed by
a pre-loan liquidation stage 3006 where the authenticated
items are conditionally sold via a marketplace to set a
liquidation value of the collateral item before the loan terms
are negotiated; followed by a lending stage 3012 where a
loan is negotiated and accepted by the borrower and a
lender; followed by a repayment stage 3014 where the loan
is repaid by the borrower; and followed by a post-loan stage
3016 where the collateral token is unlocked and returned to
the borrower or liquidated if the borrower defaults on the
loan and any rewards are issued to the participants of the
loan process.

[0360] During the request stage 3002, a borrower may
request to begin a new loan process that includes collater-
alizing an item owned by the borrower. In embodiments, the
borrower may request the loan via a borrower device 2002
that interfaces with the tokenization platform 100. In these
embodiments, the tokenization platform 100 (or another
suitable system) may provide a GUI where the borrower
may provide information such as a collateral item to be
collateralized, a location of the collateral item, a loan
amount sought, and/or a proposed loan term. In response to
the borrower request, the tokenization platform 100 may
instantiate a loan process smart contract instance. In embodi-
ments, the loan process smart contract instance may deter-
mine a type of the collateral item (e.g., from the request
provided by the borrower) and may request an authenticator
(and potentially secondary authenticators) to authenticate
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the collateral item, thereby progressing the loan process to
the authentication stage 3004.

[0361] During the authentication stage 3004, the loan
process smart contract instance may instantiate an instance
of an authentication smart contract 2028. In embodiments,
the tokenization platform 100 may assign an authentication
task to a primary authenticator (and potentially secondary
authenticators) from an authentication guild that specializes
in authenticating items such as the collateral item, as
described above. In embodiments, the primary authenticator
may confirm receipt of the item to be authenticated via an
authenticator device 2004. In embodiments, the authentica-
tor may generate an authentication report indicating a deter-
mination to the authenticity of the collateral item, as well as
any supporting documentation. In embodiments, the authen-
tication report and supporting evidence may be provided to
one or more secondary authenticators, who in turn may
validate the authentication report and may provide addi-
tional supporting documentation. In embodiments, the
authentication report and any supporting documentation
may be written to a distributed ledger 2016. In some
embodiments, the authenticators that participated in the
authentication task may be required to stake an amount of
currency/tokenized tokens as a safeguard in case the item is
liquidated and later deemed fake. In example embodiments,
the loan process smart contract 2022 may include a listening
thread that listens for an authentication notification issued by
the instantiated authentication smart contract 2028 indicat-
ing whether the item was authentic or deemed fake by the
authenticator(s), where the notification from the authentica-
tion smart contract 2028 may include the opinion of the
authenticators (e.g., fake or authentic), a hash value of the
authentication report and any other supporting evidence,
and/or a block address to the authentication report and the
supporting evidence. If the loan process smart contract
instance determines that the item was deemed authentic, the
loan process smart contract instance may advance the loan
process to a safekeeping stage 3006.

[0362] During the safekeeping stage 3006, the loan pro-
cess smart contract instance may request a safekeeper to
safekeep the collateral item and may instantiate an instance
of a safekeeping smart contract 2032, which executes a
safekeeping workflow. In embodiments, the tokenization
platform 100 may assign a safekeeper to the safekeeping
task, for example, based on the type of collateral item and/or
the safekeeper’ s proximity to the collateral item. Once the
safekeeper has confirmed receipt of the item, the safekeeper
may generate a safekeeping report that indicates that the
item is stored and notes any damage to the collateral item at
the time it was received and inspected, as well as any
supporting documentation that supports the safekeeping
report. In embodiments, the safekeeping report and any
supporting documentation may be written to a distributed
ledger 2016. In some embodiments, the safekeeper may be
required to stake an amount of currency/tokenized tokens
equal or proportionate to an approximate value of the
collateral item as a safeguard in case the item is lost or
damaged during safekeeping (or may provide proof of
insurance). In embodiments, the safekeeping smart contract
instance may then provide a notification to the loan process
smart contract instance indicating that the item has been
safely stored in escrow, where the notification may include
a hash value of the safekeeping report and any other sup-
porting evidence and/or a block address to the safekeeping
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report and the supporting evidence. In response to the
notification, the loan process smart contract may advance
the loan process to a tokenization stage 3008.

[0363] During the tokenization stage 3008, the tokeniza-
tion platform 100 (or another suitable component) may
generate tokenize the collateral item. In embodiments, the
tokenization platform 100 may generate a VIRL of the
collateral item based on data that describes and/or depicts
the collateral item, such as descriptions, images, videos, 2D
scans, and/or 3D scans of the collateral item. In embodi-
ments, the borrower, the safekeeper, and/or the authenticator
may provide the data used to generate the VIRL. In embodi-
ments, the tokenization platform 100 generates a collateral
token of the item based on the VIRL of the collateral item.
Once an item is tokenized, the tokenization platform 100
may write the token to the distributed ledger 2016 and may
initially assign the ownership rights to the collateral token to
the borrower (until a loan agreement is reached). Once the
collateral item has been tokenized, the tokenization platform
100 may provide a notification to the loan process smart
contract 2022 indicating the tokenization event and/or an
address of the collateral token. Upon receiving notification
of tokenization event, the loan process smart contract 2022
may advance the loan process to a pre-loan liquidation stage
3010.

[0364] During the pre-loan liquidation stage 3010, the
loan process smart contract instance may instantiate an
instance of a pre-loan liquidation smart contract. In embodi-
ments, the pre-loan liquidation smart contract instance may
provide a pre-loan liquidation request to a marketplace (e.g.,
marketplace system 102). In embodiments, the request may
include the VIRL (or an indicator thereof, such as a VIRL ID
or the like) and/or other documentation describing and/or
showing the collateral item. In embodiments, the contingent
sale request may include other suitable information, such as
a contingent sale type (e.g., auction or set price sale), a
location of the collateral item, a sought price for the collat-
eral item (if a set price sale), a minimum price for the
collateral item (if an auction), a length of the contingency
(e.g., the amount of time that the borrower needs to secure
and repay the loan), a reward offer (e.g., a predefine reward
amount or a percentage of the purchase price, desired loan
amount, or repayment amount), and/or the like. In response
the marketplace can facilitate a contingent sale, which may
result in the collateral item being sold (e.g., a contingent
buyer buys the collateral item at a set price or wins an
auction) with a set of contingencies or no sale. In embodi-
ments, the pre-loan liquidation smart contract may receive
the results of the contingent sale from the marketplace. Once
the contingent sale is completed, the marketplace can send
a sale notification to the liquidation smart contract instance
indicating the results of the pre-loan liquidation event. In
embodiments, the results of the pre-loan liquidation event
indicate whether the item was sold, and if sold, a price at
which the item was sold (minus any fees taken by the
marketplace for hosting the sale). At this juncture, the
pre-loan liquidation smart contract may provide a contingent
sale notification to a borrower device 2002 of the borrower
(assuming a pre-loan sale of the collateral item occurred)
and the borrower may a) agree to the contingent sale to
advance the loan process, b) refuse the contingent sale and
end the loan process (e.g., if the sale was an auction and the
agreed upon liquidation price was too low to secure a loan),
or ¢) decide to complete the contingent sale and end the loan
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process. If the borrower agrees to complete the contingent
sale, the pre-loan liquidation smart contract may initiate the
transfer of the collateral token 2042 to the contingent buyer
and the transfer of the proceeds of the sale to the buyer (e.g.,
a purchase amount in currency/tokenized tokens or fiat
currency) minus any fees taken by the marketplace. In the
event that the borrower agrees to the contingent sale, the
pre-loan liquidation smart contract instance may lock the
collateral item in an escrow account. Additionally, the
pre-loan liquidation smart contract instance may escrow the
proceeds of the sale from the contingent buyer (or a portion
thereof) in an escrow account to ensure that the contingent
buyer can pay the sale price should the loan go into default.
The pre-loan liquidation smart contract instance may write
a pre-loan liquidation event record to the distributed ledger
and may issue a notification to the loan process smart
contract instance that indicates that the conditional sale was
completed and a pre-loan liquidation price of the collateral
item. In response, the loan process smart contract instance
may advance the loan process to a lending stage 3012.

[0365] During the lending stage 3012, the borrower may
request a loan and/or may negotiate a loan with one or more
lenders. Upon receiving confirmation that the lender and
borrower have agreed to loan terms, the loan process smart
contract 2022 may instantiate a loan smart contract 2034 in
accordance with the agreed upon terms of the loan. In some
embodiments, the tokenization platform 100 may provide a
GUI to a borrower that allows the borrower to request a loan
from one or more potential lenders and/or negotiate a loan
agreement with the one or more lenders. It is appreciated
that in some embodiments, the loan negotiation may be
handled on-chain rather than via a centralized service, such
as the tokenization platform 100. In embodiments, the
borrower may request a loan amount that does not exceed
the pre-loan liquidation sale value and a proposed loan term
that indicates an amount of time to pay back the loan. In
some of these embodiments, the tokenization platform 100
may generate a loan request that is presented to potential
lenders via a GUI, whereby the loan request indicates the
sought amount, the length of the loan, and information
relating to the collateral item provided by the borrower (e.g.,
a VIRL of the collateral item, authentication reports, pre-sale
liquidation reports, safekeeping reports, verification that the
authentication, appraisal, and safekeepers have secured their
respective tasks (as described above), and/or the like). In
embodiments, the tokenization system 100 may suggest a
loan repayment amount and/or an interest rate (e.g., based on
current market conditions) for the loan. Alternatively, a
potential lender may provide an interest rate or a total
repayment amount that the borrower would have to pay back
via the GUI. Additionally, the potential lender may counter
one or more of the requested loan terms, such as the loan
amount and/or the repayment period. The loan offer may
then be communicated to a borrower via a GUI, where the
borrower may view the loan offer via a borrower device
2002. In response, the borrower may accept the loan offer,
reject the loan offer, or provide a counteroffer. The parties
may iterate in the manner until an agreement is reached or
one or both parties reject the loan offer. Upon a loan being
reached, the parties may execute the loan agreement and the
tokenization platform 100 may provide a notification to the
loan process smart contract instance indicating that a loan
agreement has been agreed to by the borrower and a lender.
In embodiments, the notification may include the details of
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the loan agreement including the terms of the loan agree-
ment. In response, the loan process smart contract instance
may instantiate a loan smart contract instance that executes
a loan repayment workflow. Once a loan agreement is
executed, the loan smart contract may lock the collateral
token in an escrow account and may facilitate the transfer of
the funds from an account of the lender to an account of the
borrower. In embodiments, the loan agreement, records of
any offers/counteroffers, and records relating to the escrow-
ing of the collateral token and the transfer funds to the
borrower may be written to a distributed ledger 2016. Once
the loan process smart contract instance receives notification
that the collateral token has been locked and the funds have
been transferred, the loan process smart contract instance
may advance the loan process to the repayment stage 3014.

[0366] During the repayment stage 3014, the loan smart
contract instance may monitor the borrowers payment his-
tory to ensure that payments are made by the borrower to the
lender (or an account that distributes payments to the lender)
in accordance with a loan schedule and that the loan is not
in a default condition. During the loan repayment stage, the
borrower may remit payments. Each time a payment is
made, the loan process smart contract instance may receive
a payment notification indicating that a payment has been
made and an amount of the payment. The loan smart contract
instance may then determine whether the loan has been
repaid in full. If the loan has not been paid in full, the loan
smart contract instance may adjust the loan repayment
amount and may perform additional operations, such as
returning some of the staked funds from the authenticators
and/or safekeeper to reflect the new loan repayment amount.
If the loan smart contract instance determines that the loan
repayment amount has been paid in full, the loan smart
contract instance may send a repayment notification to the
loan process smart contract instance indicating that the loan
has been paid in full and may advance the loan process to the
post-loan stage 2716. In embodiments, the repayment noti-
fication may include hash values of payment event records
indicating that payments were made and the amount of the
payments and/or addresses of the payment records on the
distributed ledger 2016. Conversely, if the loan smart con-
tract instance determines that the borrower defaulted, the
loan smart contract may transmit a default notification to the
loan process smart contract indicating that the loan is in
default in accordance with the terms of the loan. In embodi-
ments the default notification may include hash values of a
default event record indicating which payments were missed
and the remaining balance on the loan and/or addresses of
the default event record on the distributed ledger 2016. In
response to receiving a default notification, the loan smart
contract instance may provide a default notification to the
loan process smart contract instance and/or the pre-loan
liquidation event smart contract to initiate the transfer of the
collateral token 2042 to the contingent buyer. Upon a default
condition being determined, the loan process may advance
to the post-loan stage 3016.

[0367] During the post-loan stage 3016, the collateral
token 2042 is either returned to the owner if the loan has
been fully paid or the collateral token 2042 is transferred to
the contingent buyer pursuant to the possession contingency.
In response to receiving a repayment notification that the
loan has been repaid in full, the loan smart contract instance
may initiate the transfer of the collateral token from the
escrow account to an account of the borrower, who may then
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redeem the collateral token to obtain possession of the
collateral item. Once the loan has been successfully repaid,
the loan process smart contract instance may initiate the
awarding of rewards to accounts of the authenticator, con-
tingent buyer pursuant to the reward contingency, and safe-
keeper (e.g., from the funds that were paid back to the
lender) in accordance with the terms set forth in the authen-
tication smart contract, the pre-loan liquidation smart con-
tract, and the safekeeping contract.

[0368] In the case of a default condition, the loan contract
instance may provide a default notification to the loan
process smart contract and the pre-loan liquidation smart
contract. In response to receiving the default condition, the
pre-loan liquidation smart contract may unlock the funds
that were escrowed from the contingent buyer during the
pre-loan liquidation event. The loan process smart contract
instance may distribute the outstanding balance on the loan
repayment amount to the lender (or a secondary lender if the
loan was sold to a secondary lender) from the proceeds of
the pre-loan liquidation event (e.g., the unlocked funds from
the contingent buyer as well as any remaining balance owed
by the contingent buyer). Upon confirming that the contin-
gent buyer has no outstanding balance form the pre-liqui-
dation sale, the pre-loan liquidation smart contract instance
may unlock the collateral token 2042 from escrow and may
transfer the collateral token 2042 to an account of the
contingent buyer, who may then redeem the collateral token
to take possession of the collateral item. Additionally, the
loan process smart contract instance may initiate the award-
ing of rewards to accounts of the authenticators and safe-
keeper from the proceeds of the pre-loan liquidation event in
accordance with the terms set forth in the authentication
smart contract and the safekeeping contract. To the extent
any balance remains, the remainder may be credited to the
account of the borrower.

[0369] Once the loan process is complete, the loan process
smart contract instance may notity the tokenization platform
100 that the loan process has been completed, and the
tokenization platform 100 may run an analytics processes
based on the completed loan process. In some embodiments,
the results of the loan process may be used to update the
ratings of one or more of the authenticators, the safekeeper,
the contingent buyer, the lender, and/or the borrower.
[0370] Itis appreciated that the foregoing is an example of
a decentralized loan process workflow 3000 and that alter-
native workflows may be executed. Furthermore, the decen-
tralized loan process workflow 3000 may include additional
or alternative steps that were not explicitly discussed. It is
noted that order of some of the stages of the loan process
workflow 3000 may varied to achieve certain efficiencies.
For example, if the collateral item is difficult to ship and/or
is perishable, the safekeeping stage and tokenization stage
may be performed prior to the authentication stage.

[0371] While only a few embodiments of the present
disclosure have been shown and described, it will be obvious
to those skilled in the art that many changes and modifica-
tions may be made thereunto without departing from the
spirit and scope of the present disclosure as described in the
following claims. All patent applications and patents, both
foreign and domestic, and all other publications referenced
herein are incorporated herein in their entireties to the full
extent permitted by law.

[0372] The methods and systems described herein may be
deployed in part or in whole through a machine that executes
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computer software, program codes, and/or instructions on a
processor. The present disclosure may be implemented as a
method on the machine, as a system or apparatus as part of
or in relation to the machine, or as a computer program
product embodied in a computer readable medium executing
on one or more of the machines. In embodiments, the
processor may be part of a server, cloud server, client,
network infrastructure, mobile computing platform, station-
ary computing platform, or other computing platforms. A
processor may be any kind of computational or processing
device capable of executing program instructions, codes,
binary instructions and the like, including a central process-
ing unit (CPU), a general processing unit (GPU), a logic
board, a chip (e.g., a graphics chip, a video processing chip,
a data compression chip, or the like), a chipset, a controller,
a system-on-chip (e.g., an RF system on chip, an Al system
on chip, a video processing system on chip, or others), an
integrated circuit, an application specific integrated circuit
(ASIC), a field programmable gate array (FPGA), an
approximate computing processor, a quantum computing
processor, a parallel computing processor, a neural network
processor, or other type of processor. The processor may be
or may include a signal processor, digital processor, data
processor, embedded processor, microprocessor or any vari-
ant such as a co-processor (math co-processor, graphic
co-processor, communication co-processor, video co-pro-
cessor, Al co-processor, and the like) and the like that may
directly or indirectly facilitate execution of program code or
program instructions stored thereon. In addition, the proces-
sor may enable execution of multiple programs, threads, and
codes. The threads may be executed simultaneously to
enhance the performance of the processor and to facilitate
simultaneous operations of the application. By way of
implementation, methods, program codes, program instruc-
tions and the like described herein may be implemented in
one or more threads. The thread may spawn other threads
that may have assigned priorities associated with them; the
processor may execute these threads based on priority or any
other order based on instructions provided in the program
code. The processor, or any machine utilizing one, may
include non-transitory memory that stores methods, codes,
instructions and programs as described herein and else-
where. The processor may access a non-transitory storage
medium through an interface that may store methods, codes,
and instructions as described herein and elsewhere. The
storage medium associated with the processor for storing
methods, programs, codes, program instructions or other
type of instructions capable of being executed by the com-
puting or processing device may include but may not be
limited to one or more of a CD-ROM, DVD, memory, hard
disk, flash drive, RAM, ROM, cache, network-attached
storage, server-based storage, and the like.

[0373] A processor may include one or more cores that
may enhance speed and performance of a multiprocessor. In
embodiments, the process may be a dual core processor,
quad core processors, other chip-level multiprocessor and
the like that combine two or more independent cores (some-
times called a die).

[0374] The methods and systems described herein may be
deployed in part or in whole through a machine that executes
computer software on a server, client, firewall, gateway, hub,
router, switch, infrastructure-as-a-service, platform-as-a-ser-
vice, or other such computer and/or networking hardware or
system. The software may be associated with a server that
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may include a file server, print server, domain server,
internet server, intranet server, cloud server, infrastructure-
as-a-service server, platform-as-a-service server, web server,
and other variants such as secondary server, host server,
distributed server, failover server, backup server, server
farm, and the like. The server may include one or more of
memories, processors, computer readable media, storage
media, ports (physical and virtual), communication devices,
and interfaces capable of accessing other servers, clients,
machines, and devices through a wired or a wireless
medium, and the like. The methods, programs, or codes as
described herein and elsewhere may be executed by the
server. In addition, other devices required for execution of
methods as described in this application may be considered
as a part of the infrastructure associated with the server.
[0375] The server may provide an interface to other
devices including, without limitation, clients, other servers,
printers, database servers, print servers, file servers, com-
munication servers, distributed servers, social networks, and
the like. Additionally, this coupling and/or connection may
facilitate remote execution of programs across the network.
The networking of some or all of these devices may facilitate
parallel processing of a program or method at one or more
locations without deviating from the scope of the disclosure.
In addition, any of the devices attached to the server through
an interface may include at least one storage medium
capable of storing methods, programs, code and/or instruc-
tions. A central repository may provide program instructions
to be executed on different devices. In this implementation,
the remote repository may act as a storage medium for
program code, instructions, and programs.

[0376] The software program may be associated with a
client that may include a file client, print client, domain
client, internet client, intranet client and other variants such
as secondary client, host client, distributed client and the
like. The client may include one or more of memories,
processors, computer readable media, storage media, ports
(physical and virtual), communication devices, and inter-
faces capable of accessing other clients, servers, machines,
and devices through a wired or a wireless medium, and the
like. The methods, programs, or codes as described herein
and elsewhere may be executed by the client. In addition,
other devices required for the execution of methods as
described in this application may be considered as a part of
the infrastructure associated with the client.

[0377] The client may provide an interface to other
devices including, without limitation, servers, other clients,
printers, database servers, print servers, file servers, com-
munication servers, distributed servers and the like. Addi-
tionally, this coupling and/or connection may facilitate
remote execution of programs across the network. The
networking of some or all of these devices may facilitate
parallel processing of a program or method at one or more
locations without deviating from the scope of the disclosure.
In addition, any of the devices attached to the client through
an interface may include at least one storage medium
capable of storing methods, programs, applications, code
and/or instructions. A central repository may provide pro-
gram instructions to be executed on different devices. In this
implementation, the remote repository may act as a storage
medium for program code, instructions, and programs.
[0378] The methods and systems described herein may be
deployed in part or in whole through network infrastruc-
tures. The network infrastructure may include elements such
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as computing devices, servers, routers, hubs, firewalls, cli-
ents, personal computers, communication devices, routing
devices and other active and passive devices, modules
and/or components as known in the art. The computing
and/or non-computing device(s) associated with the network
infrastructure may include, apart from other components, a
storage medium such as flash memory, buffer, stack, RAM,
ROM and the like. The processes, methods, program codes,
instructions described herein and elsewhere may be
executed by one or more of the network infrastructural
elements. The methods and systems described herein may be
adapted for use with any kind of private, community, or
hybrid cloud computing network or cloud computing envi-
ronment, including those which involve features of software
as a service (SaaS), platform as a service (PaaS), and/or
infrastructure as a service (laaS).

[0379] The methods, program codes, and instructions
described herein and elsewhere may be implemented on a
cellular network with multiple cells. The cellular network
may either be frequency division multiple access (FDMA)
network or code division multiple access (CDMA) network.
The cellular network may include mobile devices, cell sites,
base stations, repeaters, antennas, towers, and the like. The
cell network may be a GSM, GPRS, 3G, 4G, 5G, LTE,
EVDO, mesh, or other network types.

[0380] The methods, program codes, and instructions
described herein and elsewhere may be implemented on or
through mobile devices. The mobile devices may include
navigation devices, cell phones, mobile phones, mobile
personal digital assistants, laptops, palmtops, netbooks, pag-
ers, electronic book readers, music players and the like.
These devices may include, apart from other components, a
storage medium such as flash memory, buffer, RAM, ROM
and one or more computing devices. The computing devices
associated with mobile devices may be enabled to execute
program codes, methods, and instructions stored thereon.
Alternatively, the mobile devices may be configured to
execute instructions in collaboration with other devices. The
mobile devices may communicate with base stations inter-
faced with servers and configured to execute program codes.
The mobile devices may communicate on a peer-to-peer
network, mesh network, or other communications network.
The program code may be stored on the storage medium
associated with the server and executed by a computing
device embedded within the server. The base station may
include a computing device and a storage medium. The
storage device may store program codes and instructions
executed by the computing devices associated with the base
station.

[0381] The computer software, program codes, and/or
instructions may be stored and/or accessed on machine
readable media that may include: computer components,
devices, and recording media that retain digital data used for
computing for some interval of time; semiconductor storage
known as random access memory (RAM); mass storage
typically for more permanent storage, such as optical discs,
forms of magnetic storage like hard disks, tapes, drums,
cards and other types; processor registers, cache memory,
volatile memory, non-volatile memory; optical storage such
as CD, DVD; removable media such as flash memory (e.g.,
USB sticks or keys), floppy disks, magnetic tape, paper tape,
punch cards, standalone RAM disks, Zip drives, removable
mass storage, off-line, and the like; other computer memory
such as dynamic memory, static memory, read/write storage,
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mutable storage, read only, random access, sequential
access, location addressable, file addressable, content
addressable, network attached storage, storage area network,
bar codes, magnetic ink, network-attached storage, network
storage, NVME-accessible storage, PCIE connected storage,
distributed storage, and the like.

[0382] The methods and systems described herein may
transform physical and/or intangible items from one state to
another. The methods and systems described herein may also
transform data representing physical and/or intangible items
from one state to another.

[0383] The elements described and depicted herein,
including in flow charts and block diagrams throughout the
figures, imply logical boundaries between the elements.
However, according to software or hardware engineering
practices, the depicted elements and the functions thereof
may be implemented on machines through computer execut-
able code using a processor capable of executing program
instructions stored thereon as a monolithic software struc-
ture, as standalone software modules, or as modules that
employ external routines, code, services, and so forth, or any
combination of these, and all such implementations may be
within the scope of the present disclosure. Examples of such
machines may include, but may not be limited to, personal
digital assistants, laptops, personal computers, mobile
phones, other handheld computing devices, medical equip-
ment, wired or wireless communication devices, transduc-
ers, chips, calculators, satellites, tablet PCs, electronic
books, gadgets, electronic devices, devices, artificial intel-
ligence, computing devices, networking equipment, servers,
routers and the like. Furthermore, the elements depicted in
the flow chart and block diagrams or any other logical
component may be implemented on a machine capable of
executing program instructions. Thus, while the foregoing
drawings and descriptions set forth functional aspects of the
disclosed systems, no particular arrangement of software for
implementing these functional aspects should be inferred
from these descriptions unless explicitly stated or otherwise
clear from the context. Similarly, it will be appreciated that
the various steps identified and described above may be
varied, and that the order of steps may be adapted to
particular applications of the techniques disclosed herein.
All such variations and modifications are intended to fall
within the scope of this disclosure. As such, the depiction
and/or description of an order for various steps should not be
understood to require a particular order of execution for
those steps, unless required by a particular application, or
explicitly stated or otherwise clear from the context.

[0384] The methods and/or processes described above,
and steps associated therewith, may be realized in hardware,
software or any combination of hardware and software
suitable for a particular application. The hardware may
include a general-purpose computer and/or dedicated com-
puting device or specific computing device or particular
aspect or component of a specific computing device. The
processes may be realized in one or more microprocessors,
microcontrollers, embedded microcontrollers, program-
mable digital signal processors or other programmable
devices, along with internal and/or external memory. The
processes may also, or instead, be embodied in an applica-
tion specific integrated circuit, a programmable gate array,
programmable array logic, or any other device or combina-
tion of devices that may be configured to process electronic
signals. It will further be appreciated that one or more of the
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processes may be realized as a computer executable code
capable of being executed on a machine-readable medium.
[0385] The computer executable code may be created
using a structured programming language such as C, an
object oriented programming language such as C++, or any
other high-level or low-level programming language (in-
cluding assembly languages, hardware description lan-
guages, and database programming languages and technolo-
gies) that may be stored, compiled or interpreted to run on
one of the above devices, as well as heterogeneous combi-
nations of processors, processor architectures, or combina-
tions of different hardware and software, or any other
machine capable of executing program instructions. Com-
puter software may employ virtualization, virtual machines,
containers, dock facilities, portainers, and other capabilities.
[0386] Thus, in one aspect, methods described above and
combinations thereof may be embodied in computer execut-
able code that, when executing on one or more computing
devices, performs the steps thereof. In another aspect, the
methods may be embodied in systems that perform the steps
thereof and may be distributed across devices in a number of
ways, or all of the functionality may be integrated into a
dedicated, standalone device or other hardware. In another
aspect, the means for performing the steps associated with
the processes described above may include any of the
hardware and/or software described above. All such permu-
tations and combinations are intended to fall within the
scope of the present disclosure.

[0387] While the disclosure has been disclosed in connec-
tion with the preferred embodiments shown and described in
detail, various modifications and improvements thereon will
become readily apparent to those skilled in the art. Accord-
ingly, the spirit and scope of the present disclosure is not to
be limited by the foregoing examples, but is to be under-
stood in the broadest sense allowable by law.

[0388] The use of the terms “a” and “an” and “the” and
similar referents in the context of describing the disclosure
(especially in the context of the following claims) is to be
construed to cover both the singular and the plural, unless
otherwise indicated herein or clearly contradicted by con-
text. The terms “comprising,” “with,” “including,” and
“containing” are to be construed as open-ended terms (i.e.,
meaning “including, but not limited to,”) unless otherwise
noted. Recitations of ranges of values herein are merely
intended to serve as a shorthand method of referring indi-
vidually to each separate value falling within the range,
unless otherwise indicated herein, and each separate value is
incorporated into the specification as if it were individually
recited herein. All methods described herein can be per-
formed in any suitable order unless otherwise indicated
herein or otherwise clearly contradicted by context. The use
of any and all examples, or exemplary language (e.g., “such
as”) provided herein, is intended merely to better illuminate
the disclosure and does not pose a limitation on the scope of
the disclosure unless otherwise claimed. The term “set” may
include a set with a single member. No language in the
specification should be construed as indicating any non-
claimed element as essential to the practice of the disclosure.
[0389] While the foregoing written description enables
one skilled to make and use what is considered presently to
be the best mode thereof, those skilled in the art will
understand and appreciate the existence of variations, com-
binations, and equivalents of the specific embodiment,
method, and examples herein. The disclosure should there-
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fore not be limited by the above described embodiment,
method, and examples, but by all embodiments and methods
within the scope and spirit of the disclosure.

[0390] All documents referenced herein are hereby incor-
porated by reference as if fully set forth herein.

What is claimed is:
1. A method comprising:
receiving, by one or more processing devices, a request to
initiate a loan process from a user device, the request
indicating a collateral item of a borrower;
executing, by the one or more processing devices, a loan
process smart contract instance that includes computer-
readable instructions that are configured to manage a
loan process in accordance with a loan process work-
flow, wherein the loan process smart contract instance
is configured to:
execute the loan process workflow, wherein the loan
process workflow includes:
initiating tokenization of the collateral item, wherein
tokenization of the collateral item includes:
generating a virtual representation of the collateral
item, wherein the virtual representation includes at
least one of a description of the collateral item and
one or more media contents that respectively
depict at least a portion of the collateral item;
generating, by the one or more processing devices, a
collateral token corresponding to the collateral
item that is cryptographically linked to the virtual
representation of the item, wherein the collateral
token is a digital token that is stored on a distrib-
uted ledger and is redeemable for the collateral
item; and
assigning the collateral token to a first user account
of the borrower on the distributed ledger; and
receiving, by the one or more processing devices, a
loan agreement notification indicating one or more
loan term parameters of a loan agreement that was
agreed to by a lender and the borrower, wherein
the loan term parameters include a loan repayment
amount and a set of unlocking events, wherein the
set of unlocking events include a loan repayment
event that defines a first set of electronically
verifiable conditions that must be met to deter-
mine that the loan has been fully repaid and a loan
default event that defines a second set of electroni-
cally verifiable conditions that must be met to
determine that the borrower has defaulted on the
loan;
locking, by the one or more processing devices, the
collateral token by assigning the collateral token from
the first user account to an escrow account on the
distributed ledger, the collateral token remaining
assigned to the escrow account until an unlocking event
of the set of unlocking events is detected, whereby the
collateral token is prevented from being redeemed or
assigned to another account while the collateral token
remains locked in the escrow account;
monitoring, by the one or more processing devices, a
repayment status of the loan in accordance with the
loan term parameters to detect an occurrence of any of
the set of unlocking events;
in response to detecting an occurrence of the loan repay-
ment event, unlocking, by the one or more processing
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devices, the collateral token and assigning the token to
the first user account of the borrower; and

in response to detecting an occurrence of the loan default

event, unlocking, by the one or more processing
devices, the collateral token and initiating a loan
default workflow.

2. The method of claim 1, wherein the collateral token
includes a collateral token smart contract wrapper that
comprises executable instructions that define conditional
logic relating to redemption of the collateral token and
transfers of the collateral token.

3. The method of claim 2, wherein the executable instruc-
tions of the collateral token smart contract wrapper are
configured to:

receive a redemption request from a user device of a

redeeming user to redeem the collateral token;

determine whether the collateral token is assigned to a

user account of the redeeming user on the distributed
ledger;

in response to confirming that the collateral token is

assigned to the user account of the redeeming user,
issue a redemption notification to a safekeeper of the
collateral item; and

in response to receiving a verification from a device of the

safekeeper that the collateral item has been successfully
redeemed by the redeeming user, burn the collateral
token.

4. The method of claim 1, wherein the loan smart contract
instance is further configured to monitor the repayment
status of the loan during a repayment period defined in
accordance with the loan parameters to detect an occurrence
of a loan repayment event or a loan default event.

5. The method of claim 4, wherein the loan smart contract
instance is further configured to unlock the collateral token
in response to detecting the loan repayment event and to
initiate assigning of the collateral token to the user account
of the borrower, such that the collateral token is redeemable
by the borrower to take possession of the collateral item.

6. The method of claim 4, wherein the loan smart contract
instance is further configured to unlock the collateral token
and initiate the loan default workflow in response to detect-
ing the loan default event.

7. The method of claim 4, wherein to monitor the repay-
ment status includes: receiving electronic payment event
notifications indicating loan payment events and to deter-
mine the repayment status of the loan based on the payment
event notifications.

8. The method of claim 7, wherein the loan parameters
include a loan amount, a loan term, a loan repayment
amount, an interest rate, late fee penalties, and one or more
default condition definitions.

9. The method of claim 7, wherein the loan smart contract
instance is configured to generate a repayment schedule
based on one or more of the loan parameters.

10. The method of claim 9, wherein the loan smart
contract instance executes an event listening thread that
listens for the payment event notifications indicating loan
payment events corresponding to the loan.

11. The method of claim 10, wherein the payment event
notifications indicate a respective amount paid and a respec-
tive timestamp.

12. The method of claim 11, wherein the loan smart
contract instance is configured to determine whether a loan
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default condition exists based on the repayment schedule
and any received event payment notifications.

13. The method of claim 4, wherein the loan smart
contract instance is configured to lock the collateral token
and to facilitate a transfer of a loan amount from a lender
account of the lender on a distributed ledger to the user
account of the borrower on the distributed ledger in response
to the loan process smart contract instance receiving the loan
agreement notification.

14. The method of claim 1, wherein the loan process
workflow includes initiating a smart contract-managed
authentication task where the collateral item is authenticated
by one or more authenticators.

15. The method of claim 14, wherein initiating the smart
contract-managed authentication task includes:

instantiating an authentication task smart contract corre-
sponding to the loan process workflow, wherein the
authentication task smart contract is configured to
receive an authentication report from an authenticator
assigned to the authentication task, wherein the loan
process workflow is selectively advanced to a next loan
process workflow stage based on the authentication
report.

16. The method of claim 1, wherein the loan process
workflow includes initiating a smart contract-managed
appraisal task where the collateral item is appraised by one
or more appraisers.

17. The method of claim 16, wherein initiating the smart
contract-managed appraisal task includes:

instantiating an appraisal task smart contract correspond-
ing to the loan process workflow, wherein the appraisal
task smart contract is configured to receive an appraisal
report from an appraiser assigned to the appraisal task
that indicates an appraised value of the collateral item,
wherein the loan process workflow is selectively
advanced to a next loan process workflow stage based
on the appraisal report.

18. The method of claim 1, wherein the loan process
workflow includes initiating a smart contract-managed safe-
keeping task that electronically verifies that the collateral
item is properly kept by a safekeeper, such that the safe-
keeper releases the collateral item to a redeemer of the token
once the collateral item is unlocked.

19. The method of claim 16, wherein initiating the smart
contract-managed appraisal task includes:

instantiating a safekeeping smart contract corresponding
to the loan process workflow, wherein the safekeeping
smart contract is configured to receive a safekeeping
report from a safekeeper assigned to the safekeeping
task that indicates that the collateral item is securely
stored in a safekeeping facility, wherein the loan pro-
cess workflow is selectively advanced to a next loan
process workflow stage based on the safekeeping
report.

20. The method of claim 1, wherein the loan process smart
contract instance locks the collateral token in the escrow
account on the distributed ledger.

21. The method of claim 20, wherein in response to being
locked, the collateral token is unredeemable by the borrower
until the loan process smart contract verifies that the loan has
been successfully repaid.
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22. The method of claim 1, wherein the loan process smart
contract instance is executed at by a set of node devices that
store the distributed ledger.

#* #* #* #* #*
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