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SENDING MESSAGES BETWEEN THREADS

Background

[001] Threads are portions of code which can, at least for a time, be run independently of
one another, and which can be run concurrently or in parallel with one another.
Concurrency refers to the case where threads are interleaved with one another through the
same execution unit of a processor, thus providing an effectively simultaneous form of
execution. Parallelism refers to the case where threads are executed truly simultaneously
through different parallel execution units of the same processor. In a given program or set
of programs, two or more threads of the program may be run concurrently and/or in
parallel at any one time, depending on the resources of the system.

[002] Threads can take the form of hardware threads or software threads. In the case of
hardware threads, the processor itself comprises hardware support for each thread, at least
in the form a set of context registers for each of the threads that can be run concurrently or
in parallel at any one time. Each set of context registers stores a program state of a
respective thread, such as the program counter and operands. In the case of software
threads, the concurrency or parallelism is achieved not (or not only) though hardware
support for each thread, but rather the thread states are maintained at a higher level in
software. Either way, in many cases the threads may be scheduled for execution by the
operating system running on the computer system. The threads in question may comprise
threads of the operating system itself or threads of one or more applications run on the
operating system.

[003] One task which a thread may perform is memory allocation and deallocation.
Typically the operating system comprises a memory page table which maps a physical
memory space of one or more physical memory devices to a virtual address space. From
amongst this virtual address space, a software process can allocate one or more blocks of
memory to be made available to the software for performing a particular task or tasks.
Metadata is associated with the virtual address space in order to record which blocks are
currently allocated. The data structure comprising the virtual memory space and the
metadata is sometimes referred to as the “arena”. When blocks of the virtual memory
space are no longer needed, the software should make sure it de-allocates the blocks to be
made available for other tasks.

[004] In a multi-threaded program or set of programs, each thread may comprise its own

instance of a memory allocator for allocating and deallocating blocks of memory. This
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results in contention, i.e. competition for the same resource (the metadata). This
contention needs to be resolved since only one thread should be allowed to manipulate the
metadata at any one time. To achieve this, conventional techniques use a system of
“locks”, whereby when a thread is accessing the arena to change the metadata, it acquires
a lock on the metadata to prevent any other threads manipulating the metadata at the same
time.

Summary

[005] However, the lock results in a lot of latency while threads wait around for another
thread’s lock to be lifted so they can access the arena metadata themselves in order to
allocate or deallocate memory resources. The locking and unlocking mechanism also adds
latency in its own right. It would be desirable to provide a lock-free mechanism for
resolving resource contention between threads.

[006] To address this, embodiments assign a separate arena per thread and then use the
following batch messaging method to enable one thread to request another thread to de-
allocate memory from its arena.

[007] More generally, it has been recognized that the disclosed batch messaging method
can be used in any type of messaging between threads, e.g. for communicating between
threads running on different wireless devices over a network, where each device can only
turn on its wireless transmitter at intervals.

[008] According to one aspect disclosed herein, there is provided a computer-
implemented method of communicating messages between threads, each thread having a
thread identifier number Tid, the method comprising:

for each of the threads, defining a data structure comprising a plural number M of
buckets having a sequential numbering m; and

for each transmitting one of said threads, using its M buckets:

- each time the transmitting thread has a message to send or forward to any
receiving one of said threads Tid r, assigning the message to the bucket numbered m =
Tid r mod M to await transmission, where Tid r is the thread identifier number of the
receiving thread,;

- identifying the bucket numbered m = Tid_t mod M as a home bucket, where
Tid tis the thread identifier number of the transmitting thread;

- after accumulating multiple messages in the buckets, performing a batch
transmission comprising a plurality of successive phases p starting at p = 0, each phase

comprising:
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1) from each bucket other than the home bucket, transmitting some or all of
the messages in the bucket as a batch to one of the receiving threads in the bucket,
and

i1) except in the last phase, incrementing the phase p by 1, and
redistributing the messages remaining in the home bucket according tom = (Tid_r
/ M”p) mod M;
wherein each receiving thread places any messages it receives not destined for

itself into one of its own M buckets according to m = Tid_r mod M for forwarding.

[009] In embodiments the method may comprise operations in accordance with any of
the embodiments disclosed herein.

[010] According to another aspect disclosed herein there is provided software (e.g. an
operating system) embodied on a computer-readable medium and configured so as when
run on one or more processors to perform operations in accordance with any of the
methods disclosed herein.

[011] According to another aspect disclosed herein, there is provided a computer system
comprising one or more processors and memory comprising one or more memory units
arranged to store code arranged to run on the one or more processors, the code being
configured so as when run to perform operations in accordance with any of the methods
disclosed herein.

[012] This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended
to identify key features or essential features of the claimed subject matter, nor is it
intended to be used to limit the scope of the claimed subject matter. Nor is the claimed
subject matter limited to implementations that solve any or all of the disadvantages noted
herein.

Brief Description of the Drawings

[013] To assist understanding of embodiments disclosed herein and to illustrate how
such embodiments may be put into effect, reference is made, by way of example only, to
the accompanying drawings in which:

Figure 1 is a schematic block diagram of a computer system,

Figure 2 schematically illustrates a mapping of physical to virtual memory spaces,
Figure 3 schematically illustrates a method of memory allocation scheme,

Figure 4 schematically illustrates a method of communicating between threads, and

Figure 5 schematically illustrates further example details of method of communicating
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between threads.

Detailed Description of Embodiments

[014] Figure 1 shows a computer system 100 in accordance with embodiments disclosed
herein. The computer system 100 comprises: processing apparatus 102, memory 104, and
one or more I/O devices 106. The memory 104 stores an operating system 108 and one or
more applications 110. The operating system 108 is arranged to run on the processing
apparatus 102, and the one or more applications 110 are arranged to run on the operating
system 102 on the processing apparatus 102. The operating system 108 is configured to
schedule the application(s) 110 for execution and to mediate access to the memory 104
and /O resources 106 by the application(s) 110.

[015] The memory 104 is also operable to store data to be accessed or operated on by the
operating system 108 and/or application(s) 110, or to store data resulting from operations
performed by the operating system 108 and/or applications 110. The memory 104 on
which the operating system 108, application(s) 110 and data are stored may comprise one
or more memory devices employing one or more memory media, e.g. electronic memory
such as flash memory or a solid state drive (SSD); or a magnetic memory such as a hard-
disk dive (HDD). Each of the operating system 108, applications 110 and data may be
stored on a single memory device or distributed across multiple memory devices. The
program code of the operating system 108 and applications 110 and data may be stored in
different regions of the same one or more memory devices as the data, or on a different
one or more memory devices than the data. Similarly, the operating system 108 may be
stored in different regions of the same one or more memory devices as the applications
110, or a different one or more memory devices; and in the case of multiple applications
110 these may be stored in different regions of the same or more memory device, or some
or all of them may be stored in different one or more memory devices than each other. The
memory device(s) may be internal to the same housing as the processing apparatus or be
external to it, or may comprise a combination of internal and external devices.

[016] The processing apparatus 102 is arranged to run multiple concurrent or parallel
threads 112. These may be threads of the operating system 108 itself and/or threads of one
or more of the applications 110. The processing apparatus 102 on which the operating
system 108 and application(s) 110 are run, including the threads 112, may comprises one
or more processors comprising one or more cores. In the case of multiple processors these
may be implemented on the same computer terminal or distributed across multiple

computer units at multiple computer units at different locations, e.g. different chassis in
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the same data centre, different terminals on the same local area network, or different
geographic locations networked together via a wide-area network such as the Internet.
[017] For instance, the threads 112 may comprise: different threads on a same processor
core, threads on different processor cores, threads on different cores on the same die or IC
package, threads on different IC packages in the same board, threads on different boards
connected together in a same data centre, threads on different devices connected together
over a local-area and/or wide-area network (e.g. the Internet or a mobile cellular network
such as a 3GPP network), or any combination of these. Note therefore that in some
embodiments the operating system 108 may take the form of a distributed operating
system. Also, in embodiments the memory 104 may comprise multiple memory devices
distributed across multiple locations. Where desired, distributed computing techniques in
themselves are known in the art.

[018] Figure 2 illustrates a memory mapping an allocation scheme that may be employed
by the operating system 108 to manage access to the memory 104 or at least parts thereof.
The memory 104 comprises a physical address space 202 across one or more memory
devices, i.e. the actual hardware addresses by which the physical regions of memory in
those one or more memory devices are addressed. The physical memory space 202 in
question may comprise a memory space of one or more volatile memory devices (RAM)
and/or one or more non-volatile memory devices (e.g. flash, SSD or HDD).

[019] The operating system 108 comprises a memory page table 206 which maps the
physical addresses of the physical address space 202 onto corresponding virtual addresses
of a virtual address space 204. The operating system 108 also maintains a portion of
metadata 208 associated with the virtual memory space 204. This metadata 208 is used for
“book keeping”, to record which blocks of the virtual memory space 204 are allocated for
which software tasks. Together the virtual memory space 204 and the associated metadata
208 are referred to as an “arena” 210. A component known as a memory allocator 212 is
responsible for recording in the metadata 208 that a specified block or blocks or the virtual
memory space 204 is/are to be reserved, so they can be used for a certain task. An example
is shown in Figure 3 whereby a first entry 312 in the metadata 208 records that a first
block of memory 302 in the virtual memory space 204 is currently allocated, and a second
entry 314 in the metadata 208 records that a second block of memory in the virtual
memory space is also currently allocated (it will be appreciated that this is just of
illustration an in practice there may be many more reserved blocks and corresponding

entries in the metadata). The memory allocator 212 can also de-allocate the block(s) again
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at the end of the task using that space, by removing the association recorded in the
metadata 208, in order to thereby release that memory space for use in performing other,
future tasks. Note that the metadata 208 does not need to record what tasks the blocks are
allocated for, just the fact that they are currently allocated, so that they cannot be used by
another task until released.

[020] The page table 206 and arena 210 take the form of data structures which may be
implemented in any one or more memory devices of the memory 104. The memory
allocator 212 may be a component of the operating system 108 or the application(s) 110.
[021] In a multi-threaded environment, each of multiple threads 112 may comprise its
own respective instance of a memory allocator 212. This can result in contention, i.e.
competition for the same resource by different entities — in this case competition for access
to the metadata 208 by the allocators 212 of the different threads 112. For the system 100
to function properly, it should not be allowed that different threads 112 try to manipulate
the metadata 208 of the same arena 210 at the same time.

[022] The conventional solution is to implement a lock on the arena 210 (or more
specifically a lock on access to the metadata 208). That is, when the allocator 212 of one
thread 112 wishes to access the metadata 208 to manipulate it (to allocate or deallocate
one or more blocks) then the thread in question acquires a lock on the metadata 208. This
prevents any other threads 112 accessing the metadata 208 until the thread that acquired
the lock releases the lock again.

[023] An issue with this however is that it results in a lot of latency (i.e. delay): threads
have to wait a lot for access to the metadata 208. Put another way, the lock creates a
“bottleneck™ in the allocation and deallocation of memory.

[024] An alternative solution would be to provide each thread 112 with its own separate
respective arena, each comprising a different respective virtual memory space and
associated metadata. However, this in itself will bring issues: either one has to reserve a
wastefully large amount of memory space for each thread 112 (not desirable), or else it is
necessary to provide a mechanism whereby one thread 112 can request another thread 112
to deallocate memory back to that other thread’s own arena. In the latter case, the
messaging between threads 112 to enable such requests will in itself incur a performance
cost in terms of time.

[025] Embodiments of the present disclosure provide an efficient message scheme for
sending requests for memory deallocation between threads.

[026] Figure 4 illustrates the assignment of a separate arena 210 0, 210 1, ... to each of
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a plurality of threads 112, the threads being assigned thread identifiers Tid =0, 1, ...
respectively. Each arena 210 0,210 1, ... comprises a respective portion 204 0, 204 1,
... of the virtual memory space 204 (mapped from the physical address space 202 by the
page table 206). Each arena 210 0, 210 1, ... also comprises a respective portion of
metadata 208 0, 208 1, ... for recording which blocks of the memory space 204 0,
204 1, ... of the respective arena are currently allocated (in a similar manner as described
above, but for the individual arena).

[027] Each thread 112 (Tid =0, 1, ... ) comprises a respective instance of a memory
allocator 212, configured to allocate and deallocate blocks of the respective memory space
204 0,204 1, ... of the respective arena 210 0, 210 0, ... of the respective thread, by
accessing and manipulating the respective of metadata 208 0, 208 1, ... of that arena and
thread. The memory allocator, like the rest of the thread, takes the form of software code
stored on a part of the memory 104 and arranged to run on the processing apparatus 102.
[028] Each thread’s arena 210 0,210 1, ... comprises a respective memory space
204 0,204 1, ... over which that particular thread has responsibility for allocating and
deallocating memory for certain tasks or purposes. Once allocated, the allocated block(s)
can be used by any of the threads; but only the respective thread 112 (Tid =0, 1, ... ) can
allocated and deallocate memory from its own respective memory space 204 0,204 1, ...
of its own respective arena 210 0,210 1, ... This prevents contention in the access to the
metadata 208, since for each portion of 208 0, 208 1, ... associated with each arena
210 0,210 1, ..., then only the memory allocator of one thread can access that metadata.
[029] This means that if one thread 112 (e.g. Tid = 0) wants to cause memory to be
deallocated back to the arena of another thread 112 (e.g. arena 210 _1 of Tid = 1), then it
needs to send a message asking the other thread to do this.

[030] To implement this, each thread 112 (Tid =0, 1, ...) is associated with a respective
queue 402 0, 402 1, ... The queues 402 take the form of data structures in part of the
memory 104. In embodiments the queues 402 are part of the operating system 108. During
the running of each thread 112, the thread may generate a respective one or more
messages 404 0,404 1, ... to send to one or more of the other threads. For the present
purposes, the thread identifier of a transmitting (sending) thread will be labelled Tid t and
the thread identifiers of the corresponding receiving thread(s) will be labelled Tid _r. It will
be appreciated of course that any given thread 112 may be both a transmitting and
receiving thread, but for the sake if illustrations and discussion, the process may be

described from the perspective of one thread Tid t transmitting to one or more receiving



10

15

20

25

30

WO 2020/005595 PCT/US2019/037404

threads Tid r.

[031] When the transmitting thread (e.g. Tid t = 0) has a message 404 to send to another,
receiving thread (e.g. Tid _r = 1), requesting the receiving thread to deallocate memory
back to its respective arena (e.g. 210 1), then the transmitting thread Tid_t sends the
message to the queue 402 of the receiving thread Tid r (e.g. 402 1). The queue 402 is a
queue of memory deallocation request messages from one or more other threads 112,
queued up for the receiving thread Tid r to process (these could also include requests from
other transmitting threads, or multiple requests from the same transmitting thread, or
both). Thus there is provided a mechanism whereby each thread 112 is responsible for
allocating and deallocating blocks of its own respective memory space 204 0,204 1, ...
in its own separate respective arena 210 0, 210 1, ...; but at the same time, threads 112
can message between one another to enable one thread to request another to deallocate
some of that other thread’s memory space.

[032] However, the sending of a message between threads 112 incurs performance cost
due to the time it takes to send the message. Figure 5 illustrates an example of a scheme in
accordance with embodiments disclosed herein for messaging between threads with
increased performance. The scheme exploits the fact that it is more efficient to send
messages in batches: the performance cost incurred by sending one message is the same as
sending a batch of multiple messages. The cost of sending a single message is the same as
a batch, as a single atomic instruction can be used for sending a batch by forming them
into a linked list.

[033] Toimplement the messaging scheme, a respective set of M “buckets” 502 is
associated with each thread. Figure 5 illustrates the M buckets 502 for a given one of the
threads 112, in this example Tid = 1, over a plurality of successive temporal phases (to be
discussed in more detail later). In the example illustrated M = 4, but more generally M
could be any plural number. In embodiments M is preferably at least 4, and may in
practice be much higher (e.g. 64). Each set of buckets 502 takes the form of a data
structure stored in part of the memory 104. In embodiments the buckets 502 are part of the
operating system 108. The messaging scheme operates as follows. The scheme may be
described a peer routing scheme with the threads being the peers. In embodiments the
messaging may be conducted via the operating system 108. Examples may be described
from the perspective as a particular one of the threads 112, e.g. Tid = 1, as the transmitting
thread, but it will be appreciated that each of the threads 112 is configured to both transmit

and receive messages according to the same scheme.
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[034] As mentioned, each thread 112 is assigned a respective thread identifier Tid which
is a number identifying that thread. Further, for each of the threads 112, there is defined a
respective instance of a data structure 502 comprising a plural number M of “buckets”, the
buckets being sequentially numbered m =0, 1, 2, ... M-1 (in the embodiments illustrated
m starts at zero but as will become apparent, equivalently any sequence of M consecutive
values could beused,eg m=1,2,3, .. M;orm=3,4,5, ... 3+M; etc.).

[035] For each transmitting one of said threads 112, the thread uses its M buckets 502 to
perform the following process. For a given transmitting thread, the process operates over a
plurality of successive phases p in time, where p =0, 1, 2, ... For the sake of illustration
this will be exemplified in terms of transmitting thread Tid = 1. Each transmitting thread
begins in an initial phase p = 0, which operates as follows.

[036] Each time the transmitting thread Tid t has a message to send to any receiving one
of said threads Tid_r, the message is assigned to the bucket numbered m = Tid r mod M
to await transmission, where Tid _t is the thread identifier of the transmitting thread, Tid r
is the thread identifier number of the receiving thread, and “mod” is the modulus (i.e. the
remainder after dividing Tid_r by M). This applies equally to any messages the
transmitting thread has received from any other threads that are not destined for the
transmitting thread, and which the transmitting thread has to forward (to be discussed in
more detail shortly). As will also be discussed in more detail shortly, the more generalized
formula for distributing outgoing messages amongst the buckets 502 is m = (Tid_r/ M"p)
mod M (where " signifies “raised to the power of”), but in the initial phase p = 0 so in this
case the formula equals Tid_r mod M.

[037] The bucket numbered m = Tid t mod M is also identified as a “home” bucket. The
meaning of this will become more apparent shortly.

[038] The initial assignment of outgoing messages to buckets is illustrated by way of
example in Figure 5. Here Tid = 1 is exemplified as the transmitting thread Tid t. Say the
thread Tid t =1 has outgoing messages to send to various other threads such as Tid r=0,
2,3,4,5,6,7,8,9,10, 11, 12, 13, etc. Messages destined for Tid r=0, 4, 8, etc., are
placed in bucket m = 0 since the remainder after dividing each of these thread IDs by the
number of buckets M is 0. Messages destined for Tid r=15, 9, 13, etc., are placed in
bucket m = 1 since the remainder after dividing each of these thread IDs by the number of
buckets M is 1. Messages destined for Tid r =2, 6, 10, etc., are placed in bucket m =2
since the remainder after dividing each of these thread IDs by the number of buckets M is

2. Messages destined for Tid r=3, 7, 11, etc., are placed in bucket m = 3 since the
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remainder after dividing each of these thread IDs by the number of buckets M is 3. The
buckets 502 act to buffer the outgoing messages, so as to await transmission as a batch.
[039] The “home” bucket is that for which m = Tid t mod M, i.e. the bucket number
equal to the remainder after dividing the transmitting thread’s own ID by the number of
buckets M. However, no messages for the transmitting thread go in this bucket. In the case
where the messages correspond to request for memory deallocation to be performed by
other threads on their own respective arena 210 0, ..., then any deallocations to performed
on the transmitting thread’s own arena 210 1 are handled by the transmitting thread
straight away and do not go into any of the buckets 502.

[040] After accumulating multiple messages in the various buckets 502, then a batch
transmission is performed to transmit the multiple waiting messages from the transmitting
thread Tid t as a batch. This batch transmission comprises a plurality of successive phases
p starting from the initial phase p = 0. Each phase comprises two steps, labelled herein 1)
and i1).

[041] The first step 1) comprises: from each bucket 502 other than the home bucket,
transmitting some or all the messages in the bucket (preferably all) as a batch to one of the
receiving threads Tid rin the bucket. So in the example illustrated, all the messages
waiting in bucket m=0 are transmitted to one (and only one) of the receiving threads Tid r
=0, 4 or 8, etc. This could be to any of the receiving threads. By way of implementation,
in embodiments then for each bucket 502 of each transmitting thread tid t, the messages to
be transmitted from that bucket are assigned to the bucket in an order in which they
become available for transmission (e.g. as-and-when they are generated by the
transmitting thread Tid t or received for forwarding); and said one of the receiving threads
in operation 1) is the receiving thread Tid_r to which the first message in the bucket is
destined according to said order. That is, the outgoing messages are placed into their
respective bucket in the order in which they become available for transmission of
forwarding, and the receiving thread Tid_r to which the first outgoing message in the
bucket is destined, is the thread which receives all the messages from that bucket (even
those still destined for another onward thread). So in the example shown, if the first
message in bucket m = 0 is a messaged for receiving thread Tid r =4, then all the
outgoing messages in bucket m = O are sent to receiving thread Tid r=4. Any such
messages not ultimately destined for Tid r =4 will get forwarded by thread 4 according to
the same scheme the next time it performs its own batch transmission.

[042] To continue the example, all the messages waiting in bucket m=1 are transmitted

10
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to one (and only one) of the receiving threads Tid r= 15, 9 or 13, etc. All the messages
waiting in bucket m=2 are transmitted to one (and only one) of the receiving threads Tid r
=2, 6 or 10, etc. All the messages waiting in bucket m=3 are transmitted to one (and only
one) of the receiving threads Tid r= 3, 7 or 11, etc. In embodiments, all the outgoing
messages in all the buckets 502 except the home bucket are transmitted together as a
batch. As discussed, this advantageously reduces the time cost in messaging between
threads. In variants it is not excluded that the outgoing messages in each given bucket are
transmitted together as a batch on a per bucket basis, but not as a whole across all the
buckets. This will still provide some time saving.

[043] The second step ii) then comprises (except in the last phase): incrementing the
phase p by 1, and redistributing the messages remaining in the home bucket according to
m = (Tid_r/M"p) mod M. That is, to find the new bucket for each remaining outgoing
each message: determine the value of M raised to the power p, and divide Tid _r by that
value; then determine the remainder after dividing the result of that by M. Thus the
remaining messages are spread out amongst the buckets 502.

[044] Stepsi) and ii) repeat over multiple phases p =1, 2, ... until all the messages for
the transmitting thread Tid _t in question have been sent. For a larger number of buckets
than shown (e.g. 64), then of the order of hundreds of messages can be sent over only a
relatively small number of phases p (e.g. for M=64 and p=1 can address 64 recipients, for
M=64 and p=2 can address 4096 recipients, and generally can address M"p recipients).
[045] The above process is performed separately for each thread (the batch transmission
is for a batch of messages from a given transmitting thread). Since each thread 112 is
performing the process individually, then when a group of messages is send from the
transmitting thread Tid_t to one of the receiving threads Tid_r, any that are not ultimately
destined for that one of the receiving threads will be forwarded onwards according to the
same transmitting process as described above. L.e. Each receiving thread places any
messages it receives not destined for itself into one of its own M buckets according to m =
Tid r mod M for forwarding. For example, consider the case where the first message in
bucket m = 0 of Tid t=11is destined for Tid r =4, and so when the batch transmission
from thread Tid t =1 occurs in phase p = 0, all the messages in that bucket destined for all
of threads Tid r=0, 4, 8, ... are transmitted from thread Tid t =1 to thread Tid r=4.
Because the receiving thread Tid = 4 is also a transmitting thread from the perspective of
its own transmitting process, it will distribute all the messages not destined for itself

amongst its own set of buckets for forwarding. Then when thread Tid = 4 next triggers its
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own batch transmission at some later time, it will forward these messages onwards in
exactly the same way as described for the first thread Tid = 1, and so forth. Note that the
batch transmissions of the different threads do not need to be synchronized since they
messages will simply be forwarded the next time a batch transmission is triggered at each
thread in the chain.

[046] Referring still to the example of Figure 5, a similar chain of events occurs for the
messages destined for threads 1, 17, ... from bucket m = 0 in phase p = 1; and the
messages destined for threads 2, 6, 10, ... from bucket m =2 in phase p = 0; etc.

[047] Thus the phase p may also be thought of as a radius or number of hops from the
originating thread of the message.

[048] The batch transmission will occur after a number of messages have built up in the
buckets, but the actual trigger for triggering the batch transmission could be configured to
be any of a number of different options (and again, the triggers for the transmission from
the different threads 112 need not be synchronized, though that possibility is not excluded
either). In some embodiments, the batch transmission may be triggered by a total number
of messages in the buckets of the transmitting thread Tid t exceeding a threshold number
(e.g. 1000 messages across all the outgoing buckets of that thread.). Alternatively, the
batch transmission is triggered by a predetermined time period expiring. E.g. the batch
transmission could be triggered periodically (i.e. at regular intervals). As another example,
the batch transmission from a given thread could be triggered randomly.

[049] Saving up messages to transmit as a batch is advantageous since the time cost of
sending one message is the same as that incurred by sending a batch of messages. Sending
messages too often therefore incurs a greater overall time penalty in terms of transmission.
On the other hand waiting too long to send the messages may also incur a time penalty in
the program itself (e.g. waiting too long to free up memory or allocate may prevent the
program from getting on with new tasks). There is also another type of penalty in terms of
storing up large amounts of unused memory not yet deallocated. The preferred balance
between the number of messages to save up per batch and the frequency of transmission
may be application dependent, and hence the exact trigger for batch transmission may be a
matter of design choice.

[050] In embodiments each of the messages comprises a request from the transmitting
thread Tid_t to the receiving thread Tid r for the receiving thread to deallocate one or
more of the blocks currently allocated in the receiving thread’s respective arena

210_Tid r. For instance in one example use case, the threads 112 may comprise threads of
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a distributed garbage collection system (an automatic memory management function for
identifying and deallocating allocated memory blocks that are no longer in use). The
garbage collector could be part of the operating system 108 or a separate program 110 run
on the operation system 108.

[051] In embodiments, when a thread is to deallocate a block or blocks of its own
memory, this deallocation is performed directly by the thread itself as-and-when required,
rather than being queued amongst the requests for deallocations from other threads in the
respective receiving queue 402. This may be preferred as it is cheaper for the thread’s own
deallocations. However it is not excluded that in other embodiments the thread’s own
deallocation tasks could be queued up along with the allocations requested by other
threads in the same queueing mechanism 402.

[052] In embodiments, the described messaging scheme is only used for requests for
memory deallocation, not requests for memory allocations; the reason being that it can be
tolerable to if deallocation is delayed somewhat, but if allocation is not performed straight
away then the program cannot progress. However, in other embodiments it is not
absolutely that the same messaging scheme is used for allocation.

[053] Further, the scope of the disclosed techniques however is not limited to memory
management, and could be used for any kind of messaging between threads. In general the
threads 112 could be threads of any software and the messages 404 could be for any
purpose. For instance, in another example use cases each of the threads 112 may
correspond to a different respective IP address of a different respective one of a plurality
of wireless devices, such as sensor devices, connecting together over a network each via a
wireless connection to that network. The network may for example comprise a wide-area
network such as the Internet or a mobile cellular network (e.g. 3GPP network). The
devices in question may for example be “Internet of Things” (IoT) devices, such as IoT
sensors. Such wireless devices may be configured to power up their wireless transceivers
(e.g. radios) for only a certain amount of time at certain regular or irregular intervals. The
disclosed messaging scheme can also be useful in such scenarios for storing up messages
to send as batches. For instance, there may be costs that are similar for sending one or
many messages, €.g. leaving a low power state is expensive.

[054] It will be appreciated that the above embodiments have been described by way of
example only. Other applications or variants of the disclosed techniques may become
apparent to a person skilled in the art once given the disclosure herein. The scope of the

present disclosure is not limited by the above-described embodiments but only by the
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accompanying claims.

14



WO 2020/005595 PCT/US2019/037404

Claims
1. A computer-implemented method of communicating messages between threads,
each thread having a thread identifier number Tid, the method comprising:

for each of the threads, defining a data structure comprising a plural number M of
buckets having a sequential numbering m; and

for each transmitting one of said threads, using its M buckets:

- each time the transmitting thread has a message to send or forward to any
receiving one of said threads Tid r, assigning the message to the bucket numbered m =
Tid r mod M to await transmission, where Tid r is the thread identifier number of the
receiving thread,;

- identifying the bucket numbered m = Tid_t mod M as a home bucket, where
Tid tis the thread identifier number of the transmitting thread;

- after accumulating multiple messages in the buckets, performing a batch
transmission comprising a plurality of successive phases p starting at p = 0, each phase
comprising:

1) from each bucket other than the home bucket, transmitting some or all of
the messages in the bucket as a batch to one of the receiving threads of the bucket,
and

i1) except in the last phase, incrementing the phase p by 1, and
redistributing the messages remaining in the home bucket according tom = (Tid_r
/ M”p) mod M;
wherein each receiving thread places any messages it receives not destined for

itself into one of its own M buckets according to m = Tid_r mod M for forwarding.

2. The method of claim 1, wherein each thread is assigned a respective arena, the
arena being a data structure comprising a) a memory space from which the thread can
allocate memory space for a performing a program task, and b) metadata recording which
memory space is currently allocated.

3. The method of claim 2, wherein said memory space is a virtual memory space
mapped from a physical memory space of one or more physical memory devices.

4. The method of claim 2 or 3, wherein each of the messages is a message requesting
the receiving thread to deallocate a specified part of its allocated memory space.

5. The method of any preceding claim, wherein the batch transmission is triggered by
a total number of messages in the buckets of the transmitting thread exceeding a threshold

number.
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6. The method of any preceding claim, wherein the batch transmission is triggered by
a predetermined time period expiring.

7. The method of any preceding claim, wherein for each bucket of each transmitting
thread, the messages to be transmitted from that bucket are assigned to the bucket in an
order in which they become available for transmission; and wherein said one of the
receiving threads in operation 1) is the receiving thread to which the first message in the
bucket is destined according to said order.

8. The method of any preceding claim, wherein M is at least 4.

9. The method of any preceding claim, wherein the threads are scheduled by an
operating system.

10. The method of any preceding claim, wherein the threads are threads of a
distributed garbage collection system.

11.  The method of any preceding claim, wherein the threads comprise different threads
on a same Processor core.

12.  The method of any preceding claim, wherein the threads comprise threads on
different processor cores.

13.  The method of any of claims 1 to 8, wherein the threads comprise threads on
different devices connected together over wide-area network, wherein at least some of the
devices take the form of wireless devices communicating with one another via said
network, and each thread corresponds to the IP address of a different one of the wireless
devices.

14. Software embodied on a computer-readable medium and configured so as when
run on one or more processors to perform the operations of any of claims 1 to 13.

15. A computer system comprising one or more processors an memaory comprising one
or more memory units arranged to store code arranged to run on the one or more
processors, the code being configured so as when run to perform the operations of any of

claims 1 to 13.
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