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(57) ABSTRACT 

A Security framework for a host computer System which 
allows a host to control access to a compliant Security token 
by ensuring enforcement of established Security policies 
administered by a middleware application. Processing 
between the host computer System and the Security token is 
performed using one or more modular Security application 
agents. The modular Security application agents are coun 
terpart applications to Security applications installed in the 
Security token and may be retrieved and installed upon to 
ensure compatibility between counterpart token and host 
Security applications. The Security policies are a composite 
of host Security policies and token Security policies which 
are logically combined by the middleware application at the 
beginning of a Session. 
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UNIFORM MODULAR FRAMEWORK FOR A 
HOST COMPUTER SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application is related to co-pending 
U.S. patent application Ser. No. 10/321,624 entitled, “Uni 
form Framework for Security Tokens,” filed on Dec. 18, 
2002, by Eric Le Saint & al. Applicant hereby incorporates 
by reference the above-mentioned co-pending application. 

FEDERALLY SPONSORED RESEARCH AND 
DEVELOPMENT 

0002) Not Applicable. 

REFERENCE TO A MICROFICHEAPPENDIX 

0003) Not Applicable. 

FIELD OF INVENTION 

0004. The present invention relates generally to a data 
processing System, method and computer program product 
and more Specifically to a uniform Security application 
framework for a host computer System in communication 
with a Security token. 

BACKGROUND 

0005. In the relevant art, host applications for supporting 
authentication and Secure messaging functions involving the 
use of Security tokens lack a uniform programming frame 
work which has largely resulted in development of propri 
etary applications. The proprietary nature of these applica 
tions limits the ability to provide a uniform approach in the 
development and implementation of Security applications. 
Vendors prefer to provide end-to-end Solutions which gen 
erally work well with there own applications but are difficult 
to configure and maintain when combined with Software 
and/or firmware provided by others. 
0006 Efforts to address interoperability of host security 
applications have focused primarily on resolving specific 
compatibility issues rather than providing a uniform pro 
gramming framework in which to develop Security applica 
tions. Little effort has been made to provide a Standardized 
framework for a host computer System which allows appli 
cations developed by different providers to be installed 
without encountering interoperability issues. To date, the 
majority of attention has been focused on developing cus 
tomized Security token applications rather than on the host 
applications intended to interface with the Security token 
applications. 
0007 For example, one vendor may excel at providing 
user authentication mechanisms using dynamic passwords 
while another may excel at providing certain types of 
biometric authentication mechanisms. Such as fingerprint 
reading, while another may excel at providing biometric iris 
Scanning mechanisms. 
0008 However, in the relevant art it is generally difficult 
to mix vendor products due to compatibility issues and the 
non-modular nature of Security applications deployed. 
While efforts have been made to standardize certain portions 
of the host Security applications, the majority of host Secu 
rity applications available today intend to provide the entire 
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Solution rather than allowing a potential customer to pick 
and choose the most cost effective application(s) to meet a 
particular Security requirement. The vendor's host Security 
applications are specifically written to interface with the 
vendor's Security token applications. Compatibility with 
other vendor products being of Secondary importance. 
0009. Therefore, what is needed is a uniform host appli 
cations framework for deployment on a host computer 
System which allows interoperability of host Security appli 
cations, allows modularization of host Security applications 
and interfaces with Security tokens having a compatible 
internal framework. 

SUMMARY 

0010 This invention addresses the limitations described 
above and provides a uniform applications framework for 
host computers which Supports modular host Security appli 
cation installations and allows independent operations of 
applications installed in the Security token. In particular, 
proprietary biometric applications Such as match on card 
technologies are decoupled from other host middleware 
applications and from the applications installed in the Secu 
rity token. 
0011. The term “security token” as defined herein refers 
to hardware based Security devices Such as Security tokens, 
integrated circuit tokens, Subscriber identification modules 
(SIM), wireless identification modules (WIM), USB token 
dongles, identification tokens, Secure application modules 
(SAM), hardware security modules (HSM), secure multi 
media token (SMMC), Trusted Computer Platform Alliance 
chip (TCPA), and like devices. Temporary virtual security 
tokens are included as well. 

0012. The term “credential” as defined herein refers to 
critical Security parameters (CSP) Such as authentication 
data, passwords, PINs, biometric templates, Secret and pri 
Vate cryptographic keys and challenge/response messages or 
combinations thereof. 

0013 The term “parameter” as defined herein refers to a 
Status flag, text, a number, arguments or an argument name 
assigned to a value that is passed from one routine to another 
or used as a means of customizing program operation which 
is broader than its normal context. 

0014. The invention comprises a system which provides 
a uniform Security applications framework for a host com 
puter System which cooperates with one or more compliant 
Security tokens. The compliant Security token(s) is in pro 
cessing communications with the host computer System and 
includes a compatible uniform Security framework which 
interfaces with the host Security framework, a set of token 
Security policies and one or more token Security applica 
tions. 

0015 The host computer system includes a token access 
control application, token Selection policies and Several 
Security application agents which are counterparts to the 
token Security application(s). A set of host Security policies 
asSociated with each of the Security application agents is 
retrievably coupled to the token access control application. 
0016. The token access control application allows the 
retrieval of at least a portion of the token Security policies 
from which a composite Set of Security policies is generated 
by logically combining the host Security policies, token 
Selection policies and the token Security policies. 
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0.017. If the token access control application determines 
that a required Security application agent and/or token 
Security application is not present, the required applications 
may be downloaded and operatively installed from either a 
local or a remote Storage location as individual modules 
without disruption of existing dependencies. 

0.018. In one embodiment of the invention, ensuring 
enforcement of the composite Set of Security policies is 
performed by the token access control application. In this 
embodiment of the invention, the token acceSS control 
application further includes the ability to receive a creden 
tial, cause at least one of the Security application agents to 
execute in response to an access request and the ability to 
Send a credential to the appropriate Security application 
agent. 

0019. In a second embodiment of the inventions ensuring 
enforcement of the composite Security policies is performed 
by the applicable Security application agents which receive 
the composite Security policy from the token access control 
application. In this embodiment of the invention, a hierarchy 
exists between Security application agents which causes the 
required Security application agents to execute Sequentially 
in accordance with the applicable portion of the composite 
Set of Security policies. In this embodiment of the invention, 
credentials are Sent directly to the appropriate Security 
application agent. 

0020. In yet another embodiment of the invention, the 
responsibility for ensuring enforcement of the composite set 
of Security policies is performed by a calling application. In 
this embodiment of the invention, the token access control 
application generates the composite Security policies and 
forwards them to a calling application. The calling applica 
tion then Sequentially causes the required Security applica 
tion agents to execute Sequentially in accordance with the 
applicable portion of the composite Set of Security policies. 
In this embodiment of the invention, credentials are for 
warded to the appropriate Security application agent by the 
calling application. 

0021. In all embodiments of the invention, the security 
application agents include the ability to perform a Security 
function with one or more counterpart token Security appli 
cations in accordance with the composite Set of Security 
policies and return objects in which a Security function is 
performed by a token application. The Security application 
agents may exist as Separate applications, dynamically 
linked libraries associated with the token acceSS control 
application or any combination thereof. 

0022. In another embodiment of the invention, the com 
posite Set of Security policies includes token access control 
rules, host access control rules, token Selection rules and 
composite access control rules but lacks a registry. In this 
embodiment of the invention, an operating System installed 
on the host administers the Security application agents. 

0023. In yet another embodiment of the invention, a local 
registry is included which is administered by the token 
access control application. The local registry is comprised of 
enablement flags and operational States related to authenti 
cation, Secure messaging and application enablement. Each 
available application requires a corresponding entry in the 
registry including registered token Security applications and 
registered Security agent applications. 
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0024. The token security applications includes a token 
Security domain control application, a token Services appli 
cation, a token administrative Services application to and a 
token Security Services application. The token Security Ser 
vices application includes the ability to perform authentica 
tion and Secure messaging. The token Services application 
includes the ability to perform cryptography, return objects 
in which a Security function was performed to a Security 
agent application. The object includes a credential, a digital 
certificate, data to undergo a cryptographic function or data 
to be Stored in Said Security token. 
0025 Processing by the uniform security framework 
involves the following Steps: 

0026 a. receiving a token Security function request 
from a requesting application, 

0027 b. retrieving token selection policies, 
0028) 
0029 d. retrieving a set of host security policies, 
0030) e. combining the token security policies, the 
host Security policies and the token Selection policies 
into a composite Security policy, 

c. retrieving a set of token Security policies, 

0031 f. ensuring enforcement of said composite 
Security policy on the Security function request, 

0032 g. receiving a credential if required by the 
composite Security policy, 

003.3 h. Sending the credential to an appropriate 
Security application agent if required by the com 
posite Security policy, 

0034) i. Sending the credential to an appropriate 
token Security application if required by the com 
posite Security policy, and 

0035 j. performing a security function in accor 
dance with the composite Security policy. 

0036). In an alternate embodiment of the invention which 
includes a registry, Step d. includes the Steps of; 

0037 i.) verifying a plurality of enablement states in 
a registry, 

0038 ii.) verifying at least one authentication state 
in the registry, 

0039) iii.) verifying a secure messaging state in the 
registry, 

0040 iv) verifying that at least one counterpart pair 
of a token Security application and host Security 
application agent are operatively installed, and 
retrieving and operatively installing a missing com 
ponent of the counterpart pair from either a local or 
a remote Storage location. 

0041. The invention also provides for retrieval of com 
patibility information related to one or more counterpart 
Security application agents from a functionally connected 
Security token by at least one Security application installed 
on a host computer System wherein the retrievable capability 
information relates to compatibility between the one or more 
counterpart Security application agents and the one or more 
token Security applications. The at least one Security appli 
cation includes functionality for; 
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0042 retrieving the compatibility information 
related to the one or more counterpart Security appli 
cation agents; 

0043 verifying that at least one compatible coun 
terpart Security application agent is operatively 
installed and if not, retrieving and operatively install 
ing at least one compatible counterpart Security 
application agent. 

0044) The at least one security application includes either 
a Security application installed in a middleware Services 
layer or is a token access control application retrieved from 
either a local or remote Storage location. 
0.045 Installation of the retrieved at least one compatible 
counterpart Security application agent is accomplished by 
entering one or more parameters associated with the at least 
one compatible counterpart Security application agent in a 
registry. 
0046) The at least one compatible counterpart security 
application agent is a nodular Software application which 
can be added, removed or replaced without disruption of any 
existing dependencies by changing the one or more param 
eters in entered in the registry. 
0047 The retrieval of compatibility information related 
to one or more counterpart Security application agents from 
a functionally connected Security token by at least one 
Security application installed on a host computer System is 
accomplished by performing the steps of: 

0048 a. retrieving compatibility information related 
to one or more counterpart Security application 
agents from a Security token, 

0049 b. verifying that at least one compatible coun 
terpart Security application agent is operatively 
installed on a host computer System, and if not, 

c. retrieving at least one compatible counter 0050 t g at least patibl t 
part Security application agent, 

0051 d. performing a signature verification process 
and allowing installation if Successful, or aborting 
the installation if unsuccessful, 

0052 e. operatively installing said at least one com 
patible counterpart Security application agent on Said 
host computer System, and 

0053 f. entering one or parameters associated with 
Said at least one compatible counterpart Security 
application agent into a registry. 

0.054 The programs and data may be placed onto trans 
portable medium such as a CD ROM, floppy disk, data tape, 
portable hard disk, flash memory device or DVD for install 
ing on a host computer System. 

BRIEF DESCRIPTION OF DRAWINGS 

0.055 The features and advantages of the invention will 
become apparent from the following detailed description 
when considered in conjunction with the accompanying 
drawings. Where possible, the same reference numerals and 
characters are used to denote like features, elements, com 
ponents or portions of the invention. It is intended that 
changes and modifications can be made to the described 
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embodiment without departing from the true Scope and Spirit 
of the Subject invention as defined in the claims. 
0056 FIG. 1-is a generalized block diagram of a host 
computer System and a electromagnetically connected Secu 
rity token. 
0057 FIG. 1A is a detailed block diagram invention 
illustrating the relationship and arrange of various applica 
tions employed in the invention. 
0058 FIG. 1B is a detailed block diagram illustrating a 
plurality of available Security tokens for implementing the 
invention. 

0059 FIG. 1C is a detailed block diagram illustrating 
retrieval and installation of a Security application agent or a 
token Security application. 
0060 FIG.2-is a detailed block diagram illustrating the 
functional relationship between a token access control appli 
cation (TACA) and associated Security and token policies. 
0061 FIG. 2A is a detailed block diagram illustrating 
an embodiment of the invention which uses a registry having 
an associated with the Security policies. 
0062 FIG. 2B is a detailed block diagram illustrating 
token Selection policies and rules. 
0063 FIG. 2C is a detailed block diagram illustrating 
host acceSS control policies and rules. 
0064 FIG. 2D is a detailed block diagram illustrating 
token access control policies and rules. 
0065 FIG. 2E is a detailed block diagram illustrating a 
composite Set of acceSS control rules derived from the 
logical combination of host and token acceSS control rules. 
0066 FIG. 3 is a detailed block diagram illustrating a 

first embodiment of the invention. 

0067 FIG. 3A is a detailed block diagram illustrating 
a Second embodiment of the invention. 

0068 FIG. 3B is a detailed block diagram illustrating a 
third embodiment of the invention, 
0069 FIG. 4 is a flow diagram illustrating the major 
Steps necessary to implement the first embodiment of the 
invention. 

0070 FIG. 4A is a flow diagram illustrating the major 
Steps necessary to implement the Second embodiment of the 
invention. 

0071 FIG. 4B is a flow diagram illustrating the major 
Steps necessary to implement the third embodiment of the 
invention. 

0072 FIG. 4C is a flow diagram illustrating the major 
Steps necessary to retrieve compatibility information from 
the Security token to the host computer System. 

DETAILED DESCRIPTION 

0073. This present invention provides a uniform host 
application framework which Separates authentication and 
Secure messaging functions into modular Security applica 
tions, allows interoperability of host Security applications 
and interfaces with Security tokens having a compatible 
internal framework. The invention further allows selection 
of individual Security tokens to perform Selected Security 
tasks administered by token Selection policies. 
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0.074 The invention has the added features of providing 
a more uniform Security application programming interface 
which improves overall interoperability of Security applica 
tions, Simplifies Security application development and pro 
vides application level management and enforcement of 
Security policies. The applications are envisioned to be 
programmed using high level programming languages Such 
as Java TM, Visual BasicTM, C++ or C. 
0075 Referring to FIG. 1, a typical host computer sys 
tem 105 is shown which includes a processor 5, a main 
memory 10, a display 20 electromagnetically coupled to a 
display interface 15, a Secondary memory Subsystem 25 
electromagnetically coupled to a hard disk drive 30, a 
removable Storage drive 35 electromagnetically coupled to a 
removable Storage unit 40 and an auxiliary removable 
Storage interface 45 electromagnetically coupled to an aux 
iliary removable storage unit 50. 
0.076 A communications interface 55 subsystem is 
coupled to a network interface 60 and a network 65, a 
security token interface 70 and a security token 75, a user 
input interface 80 including a mouse and a keyboard 85, a 
biometric Scanner interface 90 and a biometric Scanner 95. 

0077. The processor 5, main memory 10, display inter 
face 15, Secondary memory Subsystem 25 and communica 
tions interface System 55 are electromagnetically coupled to 
a communications infrastructure 100. The host computer 
System 105 includes an operating System, a token acceSS 
control application (TACA) and associated middleware 
Security agent application agents, one or more applications 
requiring Security Services from a Security token 75, cryp 
tography Software capable of performing Symmetric and 
asymmetric cryptographic functions, Secure messaging Soft 
ware and device interface Software. Data necessary to Sup 
port the Security functions should be assumed to be present 
as well. 

0078. The security token 75 includes a wireless and/or 
electrical connection means compatible with the Security 
token interface 70, a processor, volatile and non-volatile 
memory electromagnetically coupled to the processor, a 
runtime operating environment, cryptography extensions 
incorporated into the operating System and capable of per 
forming Symmetric and asymmetric cryptographic functions 
compatible with the host cryptography Software, a Security 
domain access control application (SDCA) and associated 
Security applications, one or more credential protected appli 
cations functionally coupled to the Security executive appli 
cation and a public key infrastructure (PKI) key pair func 
tionally coupled to the Security executive application. Data 
necessary to Support the Security functions should be 
assumed to be present as well. The non-volatile memory has 
operatively Stored therein one or more reference credentials 
which are verified by the Security applications to allow 
access to the one or more credential protected applications. 
007.9 FIG. 1A depicts the invention and associated host 
applications and resources. A plurality of Security applica 
tions for example, a biometric based application 114, a 
Signing based application 118 and an authentication based 
application which uses a personal identification number 
(PIN) 122. The security applications are coupled to an 
applications programming interface (API) layer 128. The 
API layer includes a set of routines used by the application 
program to direct the performance of procedures by the 
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hosts operating system. The API layer 128 is shown in 
dotted lines to indicate that no Substantial changes are made 
to the functionality of this layer. The API layer 128 rides 
above a cryptographic Services layer 134. 

0080. The cryptographic services layer 134 allows access 
to host cryptographic resources and acts as a gateway to a 
middleware services layer 138. The middleware services 
layer 138 routes requests for token services sent by the host 
applications 114, 118, 122 to a token access control appli 
cation (TACA) 142. The middleware services layer 138 is 
intended to provide a consistent and modular application 
interface between the security applications 114,118, 122 and 
the token access control application (TACA) 142 and in an 
alternate embodiment of the invention, maintains Security 
application agent module consistency with their counterpart 
security applications 186,188, 192,194,198 installed inside 
the security token 75. 

0081. The TACA 142 is associated with a set of token 
security policies 146 that controls which security token will 
perform a specific type of Security transaction when a 
plurality of Security tokens are available to perform the 
transaction. 

0082 The TACA142 is also associated with a set of host 
security policies 152 which controls a security function of 
one or more security application agents 156, 162, 166, 168, 
172 and in one embodiment of the invention, maintains 
Security application agent module consistency with their 
counterpart security applications 186, 198, 192, 194, 198 
installed inside the security token 75. 
0083) The security application agents 156, 162, 166, 168, 
172 may exist as Separate applications, dynamically linked 
libraries associated with the token access control application 
or any combination thereof. Both the Security application 
agents 156, 162, 166, 168, 172 and token security applica 
tions 186,188, 192; 194,198 are modular in nature and may 
be retrieved locally if available on a local hard drive or 
downloaded from a centralized repository and dynamically 
installed without disruption of existing dependencies, which 
is a central concept of the uniform modular framework. The 
uniform modular framework being comprised of the API 
layer 128, cryptographic Services layer 134, middleware 
Services layer 138, token acceSS control application 142, 
token messaging layer 176, token runtime operating envi 
ronment 178 and security domain control application 182. 

0084. In one embodiment of the invention, the TACA 
ensures enforcement of the Security policies. In another 
embodiment of the invention, the appropriate Security appli 
cation agents 156, 162, 166 receives the security policies 
from the TACA and self enforces the security policies. In a 
third embodiment of the invention, the TACA sends the 
Security policies to the requesting application which ensures 
enforcement of the Security policies. 
0085. The security application agents 156, 162, 166, 168, 
172 are designed to perform a Security function in conjunc 
tion with their counterpart security applications 182, 186, 
188, 192, 194, 198 installed in the security token 75. The 
Security application agents functionally decouples Security 
applications installed on the host from those applications 
installed in the Security token, allowing greater interoper 
ability between host applications and Security token appli 
cations and is part of the nodular plug-in architecture. 
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0.086 This allows the security application agents and 
their counterpart token Security applications to act in concert 
with a middleware Security application but functionally 
independent from the middleware Security application. 
0087. A typical arrangement of security application 
agents includes a PIN agent 156, a biometric agent 162, a 
Secure messaging agent 166 and a public key cryptography 
agent 168. Additional agents may be installed to perform 
other functions as is shown by the other agent 172. In 
another embodiment of the invention, administrative control 
of the security application agents 156, 162, 166, 168, 172 
remains with the operating System installed on the host. A 
token messaging layer 176 provides communications pro 
tocol conversion into ISO 7816 compliant application pro 
tocol data unit (APDU) format. Addressing of the counter 
part token Security applications may be accomplished 
explicitly using traditional APDU messaging or implicitly 
by remote method invocation (RMI) both of which are 
supported by the JCRE version 2.2. The “Java Card TM 2.2 
Runtime Environment (JCRE) Specification,” is included as 
a reference to this specification. 

0088 A security token 75 includes a security domain 
control application (SDCA) 182 coupled to a runtime oper 
ating environment 178 and a Set of token Security policies 
184. The token security policies control a security function 
associated with a PIN application 186, a biometric applica 
tion 188, a secure messaging application 192, a PKI cryp 
tography application 194 and an additional application 198. 
The token security applications 186,188, 192,194,198 each 
includes information 185, 187, 191, 193, 197 which is used 
by the middleware services layer 138 to determine if the 
proper counterpart Security application agent(s) 156, 162, 
166, 168, 172 is installed. 

0089. This information is transferred along with the token 
Security policies and is used by the middleware Services 
layer 138 for Security application agent version control and 
Security application agent module loading. The operation of 
the token Security applications and SDCA is described in 
co-pending U.S. application Ser. No. 10/321,624 to Eric Le 
Saint & al., entitled “Uniform Framework for Security 
Tokens' and filed on Dec. 18, 2002 

0090 Referring to FIG. 1B, an embodiment of the inven 
tion is shown where Several Security tokens are available to 
perform one or more Security transactions. The Security 
tokens include a traditional Smart card 75A, a Trusted 
Computer Platform Alliance (TPCA) chip 75B, a local 
virtual security 75C, a remote virtual security 75D, a remote 
TPCA chip 75E or a hardware security module (HSM) 75F. 
The token access control application (TACA) 142 selects the 
appropriate Security token in which to process a Security 
transaction based on criteria included in the Token Policies 
146. One or more of the security tokens may be employed 
to complete a Security transactions. 

0.091 For instance authentication may be performed 
using a local virtual security token 75C installed in the host 
105 and a remote virtual security token 75D installed in a 
remote server 195 connected by a network 65 may be used 
to establish Secure messaging. 
0092 Referring to FIG. 1C, if upon generating a com 
posite security policy, the TACA142 or middleware services 
layer 138 determines that a required Security application 
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agent either not present or incompatible with a token Secu 
rity application, the application agent 127a maybe Securely 
retrieved from a local Storage location 125a or the applica 
tion 127b may be downloaded a remote storage location 
125b and installed in the applicable location(s). Upon instal 
lation, the new application is registered in either a registry 
table maintained by the host operating System or a separate 
registry table maintained by the TACA142 described below. 
An optional code authentication may be performed by 
comparing digital Signatures before installation and regis 
tration is performed. 

0093. In FIG. 2, a relationship between the TACA 142, 
host security policies 152 and token security policies 146 is 
provided. In one embodiment of the invention, the compos 
ite security policies 152C include a set of logic based host 
acceSS control rules 210, a set of logic based token access 
control rules 215 and a composite Set of access control rules 
217 derived from the logical combination of the host access 
control rules 210 and the token access control rules 215. The 
composite Security policies 152C may be Stored locally on 
the host or Stored remotely on a Security Server and retrieved 
by the host TACA 142. In an alternate embodiment of the 
invention, a local registry 205 (shown in dashed lines) is 
included. 

0094) The local registry is administered by the TACA 142 
and provides additional administrative controls over the 
Security application agents. The token policies 146 are 
likewise based on logic based rules and may be stored 
locally on the host or Stored remotely on a Security Server 
and retrieved by the host TACA 142 as well. In the embodi 
ment of the invention including a registry, entries are 
included to designate which Security token(s) are to perform 
Specific Security transactions. 
0.095 Referring to FIG. 2A, the embodiment including a 
local registry administered by the TACA is depicted. The 
local registry is comprised of a set of unique identifiers (Host 
App ID) 225 for the available Security application agents 
and a set of security type (Type) indicators 230 for the 
Security application agents. 

0096. The security type divides the security application 
agents into two broad categories including Security Services 
(SS) Such as authentication and Secure messaging and token 
Services (TS) Such as signing and Secure storage of infor 
mation. The local registry may either be Stored on the host 
computer system 105 or retrieved from a remote source, for 
example a Server. 

0097. A set of enablement status flags (Enabled) 235 is 
provided which allows for administrative control over the 
Security application agents. Activation and inactivation of 
the Security application agents is accomplished by changing 
the Status flag Value. In this example, 1 indicates an active 
State while a 0 would indicate an inactive State, 

0.098 Another set of unique identifiers (Host ID) 237 is 
included for the host access control rules. These entries 
provide a relational link to a table or equivalent data 
Structure which includes the Specific acceSS control rule 
identified in the registry. A set of Security application agent 
versions 240 are retained inside the registry and checked by 
either the TACA 142 or middleware services layer 138 
shown in FIG. 1A, to ensure that the proper version of the 
Security application agent is operatively installed. If the 
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required version is not present, it may be retrieved and 
installed as described above in FIG. 1C. Upon installation, 
the required entries are included in the registry. The registry 
table is part of the modular framework which allows 
changes to available Security application agents without 
disruption of existing dependencies. 

0099. A list 241 of available tokens is provided and 
updated by the TACA. A counterpart Set of unique token 
application identifiers (Token App ID) 245 is provided for 
available Security applications installed in one or more 
available Security tokens. The Security token entries 
included in the registry are obtained either by directing a 
request to a specific Security token or returned automatically 
by the token messaging layer 176 shown in FIG. 1A. 
0100. A set of unique identifiers (Token ID) 250 is 
likewise provided for the token access control rules. These 
entries are retrieved from the Security policies included in a 
Security token by the Security domain control application 
(SDCA) 182 shown in FIG. 1A. A set of enablement status 
flags (Enabled) 255 is provided which accomplishes the 
Same administrative functions for the token Security appli 
cations as described above for the Security application 
agents. 

0101) Another set of unique identifiers (Token Rule) 257 
is provided for the token Selection rules. These entries may 
be administratively defined or determined using information 
received from the token interface layer 138 shown in FIG. 
1A. 

0102) A set of unique identifiers codes (Cred ID) 260 is 
provided for the credentials required by one or more active 
security tokens. In this example, Prefers to PIN, while B 
refers to biometric type credentials. These codes are referred 
to by the access control rules to Specify which credential is 
required for a Specific transaction. To Simplify administra 
tion, an additional set of credential type indicators (Type) 
265 is provided for each credential type. 

0103) A set of authentication states (State) 270 associated 
with each of the credentials is provided. The authentication 
States are checked by the TACA during enforcement of a 
required Security policy. In this example, a value of 0 
indicates that no Successful authentication has occurred 
within the current Session for the particular credential. 
0104. A value of 1 indicates that a successful authenti 
cation has occurred within the current Session for the par 
ticular credential. A set of enablement status flags (Enabled) 
275 is provided for each credential which accomplishes the 
Same administrative functions as described above. 

0105. A set of unique cryptographic key codes (Key ID) 
280 for each cryptographic key included in the active 
Security tokens is provided. These codes are referred to by 
the access control rules to specify which key is to be used in 
a specific transaction. To Simplify administration, an addi 
tional set of key type indicators (Key) 285 is provided. In 
this example, PKI refers to a public key infrastructure key 
while XAUT refers to a symmetric type key. 

0106 A set of secure messaging session flags (State) 290 
asSociated with each of the cryptographic keys is provided. 
The Session States are checked by the TACA during enforce 
ment of a required Security policy. In this example, a value 
of 0 indicates that no active Session has been established 
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during the current Session. A value of 1 indicates that an 
active Session is established during the current Session using 
a particular cryptographic key. A set of enablement Status 
flags (Enabled) 295 is provided for each cryptographic key 
which accomplishes the same administrative functions as 
described above. 

0107 The secure messaging session state 290 and secure 
messaging application enablement flag 295 are automati 
cally transferred from the SDCA to the TACA upon insertion 
of the Security token into a hardware interface with the host, 
upon a first attempted access of the Security token or 
provided automatically from the token interface layer 138 
shown in FIG. 1A Once the necessary information is 
retrieved, the token access control application (TACA) veri 
ties the State and enablement Status locally rather than 
retrieving the Security parameters from the associated Secu 
rity token. 
0108. This limits the amount of data sent to and from the 
Security token(s) thus improving performance. Overall, Sys 
tem Security remains unaffected as a change in a Security 
State in the local registry does not necessarily reflect the 
controlling Security State of the Security token. 
0109 FIG. 21 depicts the token policies 146 retrieved by 
the TACA. The token selection rules are comprised of a 
unique identifier (ID) 257 for each rule and the actual rules 
(Rule) 259 themselves. All access control rules as well as the 
token Selection rules utilize Standard Boolean, logic opera 
tors and logic statements including AND, OR, NOT, ELSE, 
LF, XOR. In addition, standard arithmetic statements includ 
ing <, >, <>, =, +, - may be used as well. Rule TK2282 
translates Simply to use token 1 if available, otherwise use 
token2. AS an example, this arrangement allows the first use 
of a virtual token which is considerably faster than a 
hardware based token. 

0110 FIG. 2C depicts the host access control rules 210 
included in the host Security policies. The host access 
control rules are comprised of a unique identifier 237 for 
each rule and the actual host acceSS control rules 242. Rule 
HAC00284 translates to receiving a personal identification 
number (PIN) being 6 characters in length. The abbrevia 
tions LIF, RIF refer to biometric inputs of left index finger 
and right index finger. The host Security policies can be 
generated from an aggregation of policies gathered from 
multiple Sources Such as a user, Security application, group 
usage policy, Security domain, the particular WorkStation, 
etc. The host Security policies may be Stored on the Security 
token, in the local registry, or remotely on a Server or remote 
data base or any combination thereof. 
0111 FIG. 2D depicts the token access control rules 215 
included in the token Security policies received from one or 
more active Security tokens. The token acceSS control rules 
are comprised of a unique identifier 250 for each rule and the 
actual token acceSS control rules 252. 

0112 Rule AC02301 translates to use authentication 
application AMO which requires a biometric input BIO1 or 
use authentication application AM1 which requires a cre 
dential PIN2 and a Secure messaging Session using Secure 
messaging application with cryptographic key PKI1. 

0113 FIG. 2E depicts the composite access control rules 
217 generated by the TACA. The composite access control 
rules are comprised of a unique identifier 222 for each rule 
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and the actual composite access control rules 224. The 
composite acceSS control rules 224 are generated by logi 
cally combining the token acceSS control rules and host 
access control rules. 

0114 Combined rule CAC02313 was generated by the 
TACA from the logical combination of host access control 
rule HAC00284 with token access control rule ACO2301 and 
translates to use authentication application AMO with bio 
metric input BIO1 and receive a right index finger (RIF) 
input and establish a Secure messaging Session using Secure 
messaging application SM2 using cryptographic key PKI1. 
AS an alternative, use authentication application AM1 and 
receive a PIN having a length of eight characters and 
establish a Secure messaging Session using Secure messaging 
application SM1 using cryptographic key PKI1. 
0115 The composite access control may then be com 
bined with the token selection rule TK2282 which requires 
a first use of token 1 if available, otherwise use token2. In all 
cases where token Selection rules, token acceSS control rules 
and host acceSS control rules address a specific Security 
requirement, the most restrictive rule is adopted for the 
composite access control rule. 
0116 FIG. 3, depicts an example implementation of one 
embodiment of the invention where a requesting application 
118 requests an object 305 to be signed by a PKI cryptog 
raphy application 194 included in an associated Security 
token 75. The requesting application 118 sends a request 310 
to the token access control application (TACA) 142 which 
causes the TACA to request 315 the token security policies 
184 from the token's security domain control application 
(SDCA) 182 and retrieves the token policies 146 for proper 
token Selection. 

0117 The token security policies are returned 320 to the 
TACA 142 and logically combined with the host security 
policies 152 resulting in a Set of composite Security policies 
152C. In an alternate embodiment of the invention, infor 
mation related to the required counterpart Security applica 
tion agents is returned as well for Verification and if neces 
sary installation. The TACA 142 applies the composite 
Security policies for Signing the object 305. Depending on 
the embodiment of the invention (register embodiment), the 
Security parameters associated with the Security token may 
be passed as well to the TACA. The operation of one 
embodiment of the invention is shown by way of example. 
0118 Referring back to FIG. 2E, a composite security 
policy CAC02313 requires a user to authenticate using token 
authentication application AM1186 by entry of a personal 
identification number (PIN) 330 having a pin length of 8 
characters and establishment of a Secure messaging Session 
using token application SM1192 before allowing access to 
the token signing application (PKI) 194. 
0119) The applicable portion of the composite security 
policy implemented is CAC02 (AM1PIN2) AND PIN LN= 
8) AND SM1PKI1 and token selection rule TK2282 
requires a first use of TOKEN1 if available, otherwise use 
TOKEN2. 

0120 Referring back to FIG. 2A, the requirements of the 
composite security policy CAC02313, token selection rule 
TK2282 and the required local security states must be 
verified by the TACA 142 before a security function is 
allowed using a designated Security token. The TACA 142 
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Verifies that the required enablement Status flags are Set to 
true (1) 302, 323, 317 for the required host application 
agents, (Enabled) 235, verifies that the required enablement 
status flags are set to true (1) 304,319, 321 for the token 
security applications (Enabled) 255, verifies that the 
required enablement status flags are set to true (1) 306 for 
the credentials (Enabled) 275 and verifies that the required 
enablement status flags are set to true (1) 308 for the 
cryptographic keys (Enabled) 295. 
0121) If any of the required enablement flags are not set 
to the proper value an error is returned and processing ends. 
The TACA 142 also checks the flag 311 for the current 
authentication state (State) 270 and session state flag 314 for 
secure messaging (Session State) 290. If either or both of 
these States meet the required composite Security policy, the 
portion or all of the policy meeting the requirements may be 
bypassed to improve operational performance. 

0122) In addition, TACA also determines which security 
tokens to perform the authentication and Secure messaging 
functions using token selection rule TK2282. Based on the 
determination 327, TOKEN 1 is not available, therefore 
TOKEN 2 will be used to perform the security transactions. 
0123. In the local registry, all of the required enablement 
states are shown with the proper values 302,304,306, 308, 
317, 319, 321, 323. However, the authentication state 311 
and Secure messaging State 314 are required to fulfill the 
composite security access control rule CAC02313 shown in 
FIG. 2C, before processing with the security token is 
permitted. In the non-local registry embodiment of the 
invention, the authentication 311 and Secure messaging 
states 314 are received from the token's security domain 
control application (SDCA) 182 and stored in either volatile 
memory or in a temporary file. 

0.124. In either embodiment of the invention, the TACA 
142 causes the PIN application 122 to execute 325 which 
causes a graphic user interface (GUI) to be displayed which 
requires a users credential input, in this case a PIN 330. The 
user enters his or her PIN 330 which is returned 335 to the 
PIN agent 156 via the TACA 142. 
0125) The PIN agent 156 routes 340 the PIN 330 to its 
counterpart token PIN application 186 for processing. Upon 
successful authentication by the token PIN application 186, 
the PIN agent 156 is notified of the successful authentication 
340 and a state is updated 345 in the registry maintained by 
the SDCA 182. 

0.126 In the local registry embodiment of the invention 
an analogous proceSS occurs where upon receipt of the 
successful authentication notification, the PIN agent 156 
updates the authentication state 270 of the registry 205 
maintained by the TACA 142. In the non-local registry 
embodiment of the invention, processing continues without 
this step. 

0127. In either embodiment of the invention, an unsuc 
cessful authentication by the token PIN application 186 
would return an access denied response to the PIN agent 156 
which terminates the Signing transaction. 
0128. Upon successful completion of the authentication, 
the TACA 142 signals 350 the secure messaging agent SM 
166 to establish a Secure messaging Session using the token 
Secure messaging application SM1192. The Secure messag 
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ing agent 166 causes the Secure messaging application 
SM1192 to establish a Secure messaging Session in accor 
dance with the combined security policy CAC02313. 
0129. Analogously, upon Successfully establishing a 
Secure messaging Session by the token Secure messaging 
application SM1192, the Secure messaging agent 166 is 
notified of the successful session 355 and a state is updated 
360 in a registry maintained by the SDCA 182. In the 
registry embodiment of the invention, upon receipt of the 
Successful Secure messaging establishment notification, the 
Secure messaging agent 166 updates the Secure messaging 
session state 290 of the registry 205 maintained by the 
TACA 142. In the non-local registry version of the inven 
tion, processing continues without performing this step. 
0130. In either embodiment of the invention, an unsuc 
cessful Secure messaging Session establishment by the token 
Secure messaging application 192 would return an acceSS 
denied response to the Secure messaging agent 166 which 
terminates the Signing transaction. 
0131 Upon establishment of the secure messaging ses 
Sion, the TACA 142 Signals 365 the requesting application 
118 to transfer the object 305 to be signed. The TACA 142 
forwards 370 the object 305 to the PKI agent 168 for signing 
by the token PKI application 194. The object 305 is sent 375 
to the token PKI application 194 where it is signed and 
returned 385 to the PKI agent 168. 
0132) The signed object 305A is sent 390 by the PKI 
agent 168 to the TACA 142 where it is returned 395 to the 
requesting application 118. 
0133) Referring to FIG. 3A, another embodiment of the 
invention is illustrated and continues with the previous 
example. In this embodiment of the invention, the TACA 
142 receives a request 310 from a requesting application 
118. As before, the requesting application 118 sends a 
request 310 to the token access control application (TACA) 
40 which causes the TACA to request 315 the token security 
policies 184 from the token's security domain control appli 
cation (SDCA) 182. The token security policies are returned 
320 to the TACA142 and logically combined with the host 
Security policies 152 resulting in the Set of composite 
security policies 152C. In an alternate embodiment of the 
invention, information related to the required counterpart 
Security application agents is returned as well for Verifica 
tion and if necessary installation. The authentication, enable 
ment, Secure messaging States and token Selection are veri 
fied as before. 

0134. However, in this embodiment of the invention, the 
TACA142 extracts the applicable portions of the composite 
security policies for signing the object 305 and forwards 
335, 350 the applicable security policies onto the PIN agent 
156 and Secure messaging agent 166 which enforce their 
portion of the forwarded composite Security policies. In this 
embodiment of the invention, the PIN agent 156 causes 327 
the PIN application 122 to execute. 
0135) The entered PIN 330 is then sent directly 327 to the 
PIN agent 156 where processing of the PIN 330 by the token 
PIN application 186 and the updating of registry informa 
tion, if applicable to the embodiment of the invention, is 
performed as previously described. 
0.136 The successful completion of the authentication 
transaction causes the TACA 142 to forward the applicable 
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Security policies associated with Secure messaging to the 
Secure messaging agent 166. The Secure messaging agent 
166 causes the secure messaging application SM1192 to 
establish a Secure messaging Session in accordance with the 
applicable portion of the composite Security policy. Estab 
lishment of a Secure messaging Session and updating of 
registry entries is performed, if applicable to the embodi 
ment of the invention, as previously described. 
0.137. Once the required security policies have been 
achieved, the TACA 142 signals 370 the PKI agent 168 to 
process the object 305 to be signed. The PKI agent 168 
signals the requesting application 118 to send 367 the object 
305. The object 305 is sent by the requesting application 118 
to the PKI agent 168 where it is transferred 375 to the token 
PKI application 194, signed and returned 385 to the PKI 
agent 168. In this embodiment of the inventions the PKI 
agent 168 returns 392 the signed object 305A directly to the 
requesting application. 

0138 Referring to FIG. 3B, a third embodiment of the 
invention is illustrated and again continues with the previous 
example. In this embodiment of the invention, the TACA 
142 receives a request 310 from a requesting application 
118. 

0.139. As before, the requesting application 118 sends a 
request 310 to the token access control application (TACA) 
142 which causes the TACA to request 315 the token 
security policies 184 from the token's security domain 
control application (SDCA) 182 and retrieves the token 
policies 146 for proper token Selection. 
0140. The token security policies are returned 320 to the 
TACA 142 and logically combined with the host security 
policies 152 resulting in the Set of composite Security 
policies 152C. In an alternate embodiment of the invention, 
information related to the required counterpart Security 
application agents is returned as well for Verification and if 
necessary installation. The authentication, enablement, 
Secure messaging parameters and token Selection are again 
verified as before, if applicable to the embodiment of the 
invention. 

0.141. In this embodiment of the invention, the TACA 142 
forwards 326 the applicable portion of the security policy to 
the requesting application 118. The requesting application 
118 becomes responsible for implementing the composite 
Set of Security policies. The requesting application signals 
the PIN agent 327 and causes 328 the PIN application 122 
to execute. The PIN 330 is sent directly 329 to the PIN agent 
156 where processing of the PIN 330 by the token PIN 
application 186 and the updating of registry information, if 
applicable to the embodiment of the invention, is performed 
as previously described. The PIN agent 156 signals 327 the 
requesting application 18 of the Successful completion of the 
authentication transaction. 

0142. The requesting application 118 then signals 347 the 
Secure messaging agent 166 to establish a Secure messaging 
Session. The Secure messaging agent 166 causes the Secure 
messaging application SM1192 to establish a Secure mes 
Saging Session in accordance with the applicable portion of 
the composite Security policy. Establishment of a Secure 
messaging Session and updating of registry entries, if appli 
cable to the embodiment of the invention, is performed as 
previously described. 
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0143. The secure messaging agent 166 signals 347 the 
requesting application that a Secure messaging Session is 
established. The requesting application 118 then signals 367 
the PKI agent 168 to receive the object 305 to be signed. The 
object 305 is sent by the requesting application 118 to the 
PKI agent 168 where it is transferred 375 to the token PKI 
application, signed and returned 385 to the PKI agent 168. 
In this embodiment of the invention, the PKI agent 168 
again returns 394 the signed object 305A directly to the 
requesting application. 

0144. Referring to FIG. 4, the steps required for imple 
menting the invention are depicted. The Sequence is initiated 
400 by receiving a request to perform a security function 
using a Security token from an application by a token acceSS 
control application (TACA) 405. The TACA retrieves the 
token policy and Selects the proper Security token(s) to 
implement the transaction 410. The TACA then retrieves a 
token security policy 415 from the selected security 
token(s), reads the host Security policy 420 and generates a 
composite Set of Security policies 425 from the logical 
combination of the token and host Security policies. 

0145 The TACA ensure enforcement of the security 
policies 430 in one embodiment of the invention by access 
ing a registry comprising Security parameters for Verifying a 
Set of enablement States in a registry 431, Verifying an 
authentication State in a registry 432, Verifying a Secure 
messaging State in the registry 433 and Verifying that the 
required Security agent and/or counterpart Security applica 
tion are compatible 435. The discussion of compatibility 
Verification between token Security applications and host 
security application agents is provided under FIG. 4C 
below. The compatibility verification process is initiated at 
step A 471 and if compatibility is established between the 
token Security applications and host Security application 
agents at Step B 493 processing continues by enforcement of 
the combined security policies 430. If compatibility is not 
established between the token Security applications and host 
Security application agents at Step C 487, processing ends 
480. 

0146 In another embodiment of the invention, the Secu 
rity policy is enforced without Verifying Security parameters 
(non-local registry embodiment) and continues by receiving 
a specific credential, if required 450) causing the execution 
of one or more appropriate Security agents 455, Sending the 
received credential to the appropriate Security agent, if 
required 460, Sending the received credential to the proper 
token application 465, establishing a Secure messaging 
session, if required 470, performing a security function 475 
and ending processing 480 after performing the Security 
function. 

0147 Referring to FIG. 4A, the steps required for imple 
menting another embodiment of the invention are depicted. 
The Sequence is initiated 406 by receiving a request to 
perform a Security function using a Security token from an 
application by a token access control application (TACA) 
412. The TACA retrieves a token selection policy 418 and 
Selects the Security tokens to perform the Security transac 
tions. The TACA then retrieves a token security policy 418 
from the Selected Security token(s), reads an associated host 
Security policy 424 and generates a composite Security 
policy 432 from the logical combination of the token and 
host Security policies. 
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0.148. In one embodiment of the invention, the TACA 
accesses a registry comprising Security parameters for Veri 
fying a set of enablement States in the registry 434, Verifying 
an authentication State in the registry 436, Verifying a Secure 
messaging State in the registry 438 and verifying that the 
required Security agent and/or counterpart Security applica 
tion are compatible 442. The compatibility verification pro 
cess is initiated at step A 471 and if compatibility is 
established between the token Security applications and host 
Security application agents at Step B 493 processing contin 
ues by enforcement of the combined security policies 432. 
If compatibility is not established between the token security 
applications and host Security application agents at Step C 
487, processing ends 496. Otherwise 448, processing con 
tinues by enforcement of the combined Security policies 
432. 

0149. In another embodiment of the invention, the Secu 
rity policy is enforced without verifying Security parameters 
(non-local registry embodiment) and continues by executing 
the appropriate Security application agents 462, Sending the 
combined Set of Security policies to the appropriate Security 
application agents 468, ensuring enforcement of the com 
posite Set of Security policies by the appropriate Security 
agents 474, receiving a specific credential, if required 480, 
Sending the received credential to the proper token applica 
tion, if required 484, establishing a Secure messaging Ses 
Sion, if required 488, performing a security function 492 and 
ending processing 496 after performing the Security func 
tion. 

0150 Referring to FIG. 4B, the steps required for imple 
menting the yet another embodiment of the invention are 
depicted. The sequence is initiated 403 by receiving a 
request to perform a Security function using a Security token 
from an application by a token access control application 
(TACA) 407. The TACA retrieves token policies and selects 
the proper security token(s) to perform the transaction 409. 
The TACA then retrieves a token security policy 409 from 
the Selected Security token(s), retrieves the host Security 
policy 413 and generates a composite Security policy 419 
from the logical combination of the token and host Security 
policies. 

0151. In one embodiment of the invention, the TACA 
accesses a registry comprising Security parameters for Veri 
fying a set of enablement States in the registry 421, Verifying 
an authentication State in the registry 423, Verifying a Secure 
messaging State in the registry 427 and verifying that the 
required Security agent and/or counterpart Security applica 
tion are compatible 431 The compatibility verification pro 
cess is initiated at step A 471 and if compatibility is 
established between the token Security applications and host 
Security application agents at Step B 493 processing contin 
ues by enforcement of the combined security policies 430. 

0152) If compatibility is not established between the 
token Security applications and host Security application 
agents at step C 487, processing ends 480. Otherwise 439, 
processing continues by enforcement of the combined Secu 
rity policies 419. 
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0153. In another embodiment of the invention (non-local 
registry embodiment), the Security policy is enforced with 
out verifying Security parameters and continues by execut 
ing the appropriate Security agents 443, Sending the com 
bined Security policy to the requesting application 447, 
ensuring enforcement of the Security policy by the appro 
priate Security agents 449, receiving a specific credential, if 
required 451, Sending the received credential to the proper 
token application, if required 453, establishing a Secure 
messaging Session, if required 457, performing a Security 
function 459 and ending processing 461 after performing the 
Security function. 

0154 Referring to FIG. 4C, the steps required to retrieve 
compatibility information from the compliant Security token 
to the host computer System is depicted. The compatibility 
information ensures that the proper version of Security 
application agent is installed on the host computer System in 
order to properly operate with their counterpart token Secu 
rity applications. The proceSS is initiated at Step A 471 by 
retrieving the compatibility information from the Security 
token 473. The information may be retrieved from a registry 
maintained by the Security domain control application 
installed inside the security token or provided directly by 
each of the token Security applications. 

O155 The retrieved compatibility information is then 
used to Verify that the installed host Security application 
agents are compatible with the installed token Security 
applications 475. If the Security application agents are 
compatible with token security applications 477, this portion 
of the processing ends and returns at step B 493. 

0156 If one or more of the security application agents are 
not compatible with one or more of the token Security 
applications 477, one or more compatible Security applica 
tion agents are retrieved 479. The security application 
agent(s) may be retrieved from either a local or remote 
Storage location. A digital Signature verification is then 
performed 481. 

0157) If the digital signature(s) are not verified 483, the 
installation process is aborted 485 and processing terminated 
at step C 487. If the digital signature(s) are verified 483, the 
retrieved application(s) are installed on the host computer 
system 489. The newly installed security application 
agent(s) are then registered with either the host operating 
System or token acceSS control application by entry of 
parameters in a registry 491. Once the appropriate registry 
has been updated with the parameters, processing is com 
pleted at step B 493. 

0158. The foregoing described embodiments of the 
invention are provided as illustrations and descriptions. 
They are not intended to limit the invention to precise form 
described. In particular, it is contemplated that functional 
implementation of the invention described herein may be 
implemented equivalently in hardware, Software, firmware, 
and/or other available functional components or building 
blockS. No specific limitation is intended to a particular 
Security token operating environment. Other variations and 
embodiments are possible in light of above teachings, and it 
is not intended that this Detailed Description limit the scope 
of invention, but rather by the claims following herein. 
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What is claimed: 
1. A System which provides a modular uniform Security 

applications framework for a host computer System and a 
compliant Security token in processing communications 
with the host computer System comprising: 

Said compliant Security token including a set of retriev 
able token Security policies and one or more token 
Security applications, 

Said host computer System including a retrievable Set of 
host Security policies and a token access control appli 
cation, wherein Said token acceSS control application 
includes means for; 
retrieving at least a portion of Said host Security policies 

from Said host computer System, 
retrieving at least a portion of Said token Security 

policies from Said compliant Security token, 
generating a composite Set of Security policies from 

Said host Security policies and Said token Security 
policies, and 

ensuring enforcement of Said composite Set of Security 
policies on a request to perform a Security function 
using Said compliant Security token. 

2. The System according to claim 1 further including at 
least one Security application agent functionally associated 
with Said token acceSS control application, wherein Said at 
least one Security application agent includes means for 
performing Said Security function with Said one or more 
token Security applications in accordance with Said compos 
ite Security policies. 

3. The System according to claim 2 wherein Said token 
acceSS control application further including means for; 

receiving an object from an application, 
causing Said at least one of Security application agent to 

eXecute, 

Sending Said object to Said at least one Security application 
agent, and 

returning Said object to Said application after Said at least 
one Security application agent and Said one or more 
token Security applications have completed performing 
Said Security function. 

4. The System according to claim 3 wherein Said at least 
one Security application agent further includes means for 
returning Said object to Said token access control application 
after performing Said Security function with Said one or more 
token Security applications. 

5. The system according to claim 3 wherein said object 
includes a digital certificate, data to undergo a cryptographic 
function or data to be Stored in Said compliant Security 
token. 

6. The System according to claim 1 wherein Said Security 
function includes authentication using a credential. 

7. The System according to claim 6 wherein Said creden 
tial includes a personal identification number, a password or 
a biometric Sample. 

8. The System according to claim 6 wherein Said Security 
function further includes establishing a Secure messaging 
Session. 

9. A system which provides a modular uniform security 
applications framework for a host computer System and a 
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compliant Security token in processing communications 
with the host computer System comprising: 

Said compliant Security token including a set of retriev 
able token Security policies and one or more token 
Security applications, 

Said host computer System including a token acceSS 
control application, a retrievable Set of host Security 
policies and at least one Security application agent 
functionally associated with Said token access control 
application; 

Said token acceSS control application including means 
for; 
retrieving at least a portion of Said host Security 

policies from Said host computer System, 
retrieving at least a portion of Said token Security 

policies from Said compliant Security token, 
generating a composite Set of Security policies from 

Said host Security policies and Said token Security 
policies, and 

transferring at least a portion of Said composite Set of 
Security policies to Said at least one of Security 
application agent. 

10. The system according to claim 9 wherein said at least 
one Security application agent further includes means for; 

ensuring enforcement of Said at least a portion of said 
composite Set of Security policies on a request to 
perform a Security function using Said compliant Secu 
rity token, 

performing one or more Security functions independently 
with Said one or more token Security applications in 
accordance with Said composite Set of Security policies. 

11. The System according to claim 10 wherein Said at least 
one Security application agent and Said one or more token 
Security applications perform Said one or more Security 
functions independently but in concert with a middleware 
Security application. 

12. The System according to claim 11 wherein Said one or 
more Security functions includes biometric authentication. 

13. A system which provides a modular uniform security 
applications framework for a host computer System and a 
compliant Security token in processing communications 
with the host computer System comprising: 

Said compliant Security token including a set of retriev 
able token Security policies and one or more token 
Security applications, 

Said host computer System including a requesting appli 
cation, a token access control application, a retrievable 
Set of host Security policies and at least one Security 
application agent functionally associated with Said 
token access control application; 
Said token acceSS control application including means 

for; 
retrieving at least a portion of Said host Security 

policies from Said host computer System, 
retrieving at least a portion of Said token Security 

policies from Said compliant Security token, 
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generating a composite Set of Security policies from 
Said host Security policies and Said token Security 
policies, and 

returning at least a portion of Said composite Set of 
Security policies to Said requesting application; 

Said requesting application including means for; 

generating a request to perform a Security function 
using Said compliant Security token, 

ensuring enforcement of Said at least a portion of Said 
composite Set of Security policies, and 

causing Said at least one Security application agent to 
execute in response to Said request; and 

Said at least one Security application agent including 
means for performing a Security function with Said one 
or more token Security applications in accordance with 
Said at least a portion of Said composite Set of Security 
requirements. 

14. The system according to claim 13 wherein said 
Security function includes authentication using a credential. 

15. The system according to claim 14 wherein said 
Security function further includes establishing a Secure mes 
Saging Session. 

16. The System according to claim 13 wherein Said at least 
one Security application agent further includes means for 
returning an object to Said requesting application after 
performing Said Security function with Said one or more 
token Security applications. 

17. A system which provides a modular uniform security 
applications framework for a host computer System and a 
compliant Security token in processing communications 
with the host computer System comprising: 

Said compliant Security token including a set of retriev 
able token Security policies and one or more token 
Security applications, 

Said host computer System including a token access 
control application, a retrievable Set of host Security 
policies and at least one Security application agent 
functionally associated with Said token access control 
application; 

Said token acceSS control application including means 
for; 

retrieving at least a portion of Said host Security 
policies from Said host computer System, 

retrieving at least a portion of Said token Security 
policies from Said compliant Security token, 

generating a composite Set of Security policies from 
Said host Security policies and Said token Security 
policies, 

ensuring enforcement of Said composite Set of Secu 
rity policies on a request to perform a Security 
function using Said compliant Security token, and 

Said at least one Security application agent, including 
means for performing Said Security function with Said 
one or more token Security applications in accordance 
with Said composite Set of Security policies. 
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18. The system according to claim 1, 9, 13 or 17 wherein 
Said one or more token Security applications includes an 
authentication application. 

19. The system according to claim 18 wherein said one or 
more token Security applications further includes a Secure 
messaging application. 

20. The system according to claim 18 wherein said token 
access control application further includes a registry. 

21. The System according to claim 20 wherein Said 
registry is comprised of a plurality of Security parameters 
asSociated with at least one registered token Security appli 
cation, at least one registered Security agent application, at 
least one enablement flag and at least one operational State. 

22. The System according to claim 19 wherein Said host 
computer System further includes means for Storing Said 
composite Security policies. 

23. The system according to claim 19 wherein said host 
Security policies includes at least one host acceSS control 
rule. 

24. The System according to claim 23 wherein Said token 
Security policies include at least one token acceSS control 
rule. 

25. The system according to claim 24 wherein said 
composite Set of Security policies is generated from a most 
restrictive logical combination of Said at least one host 
access control rule and Said at least one token acceSS control 
rule by Said token acceSS control application. 

26. The system according to claim 25 wherein said host 
Security policies further includes token selection rules. 

27. A method for using a modular uniform Security 
applications framework for a host computer System and a 
compliant Security token comprising the Steps of: 

a. receiving a token Security function request from a 
requesting application, 

b. retrieving a set of token Security policies, 
c. retrieving a Set of host Security policies, 

d. combining Said token Security policies and Said host 
Security policies into a composite Security policy, 

e. ensuring enforcement of Said composite Security policy 
on Said Security function request, 

f. receiving a credential if required by Said composite 
Security policy, 

g. Sending Said credential to an appropriate Security 
application agent if required by Said composite Security 
policy, 

h. Sending Said credential to an appropriate token Security 
application if required by Said composite Security 
policy, and 

i. performing a Security function in accordance with Said 
composite Security policy. 

28. A method for using a modular uniform Security 
applications framework for a host computer System and a 
compliant Security token comprising the Steps of: 

a. receiving a token Security function request from a 
requesting application, 

b. retrieving a set of token Security policies, 
c. retrieving a Set of host Security policies, 
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d. combining Said token Security policies and Said host 
Security policies into a composite Security policy, 

e. Sending at least a portion of Said composite Security 
policy to a appropriate Security application agent, 

f. ensuring enforcement of at least a portion of Said 
composite Security policy on Said Security function 
request, 

g. receiving a credential if required by Said composite 
Security policy, 

h. Sending Said credential to an appropriate token Security 
application if required by Said composite Security 
policy, and 

h. performing a Security function in accordance with Said 
composite Security policy. 

29. A method for providing a modular uniform security 
applications framework for a host computer System and a 
compliant Security token comprising the Steps of: 

a. receiving a token Security function request from a 
requesting application, 

b. retrieving a set of token Security policies, 
c. retrieving a set of host Security policies, 
d. combining Said token Security policies and Said host 

Security policies into a composite Security policy, 
e. Sending at least a portion of Said composite Security 

policy to Said requesting application, 

f. ensuring enforcement of at least a portion of Said 
composite Security policy by Said requesting applica 
tion, 

g. receiving a credential if required by Said composite 
Security policy, 

h. Sending Said credential to an appropriate Security 
application agent if required by Said composite Security 
policy, 

i. Sending Said credential to an appropriate token Security 
application if required by Said composite Security 
policy, and 

j. performing a Security function in accordance with Said 
composite Security policy. 

30. The method according to claim 27, 28 or 29 wherein 
step 27.d, 28.d or 29.d further including the steps of: 

a. Verifying a plurality of enablement States in a registry, 

b. Verifying at least one authentication State in Said 
registry, and 

c. Verifying a Secure messaging State in Said registry. 
31. The method according to claim 30 further including 

the Steps of Verifying that all required applications are 
operatively installed to ensure enforcement Said composite 
Set of Security policies and if not, retrieving and operatively 
installing the missing of Said required applications. 

32. A computer program product embodied in a tangible 
form readable by a processor having executable instructions 
Stored thereon for causing a computer to provide a modular 
uniform Security applications framework for a host com 
puter System and a compliant Security token, Said executable 
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instructions comprising computer readable program code 
means for causing Said computer to; 

a. receive a token Security function request from a 
requesting application, 

... retrieve a set of token Security policies, 
c. retrieve a set of host Security policies, 

combine Said token Security policies and Said host 
Security policies into a composite Security policy, 

e. enforce Said composite Security policy on Said Security 
function request, receive a credential if required by Said 
composite Security policy, 

. Send Said credential to an appropriate Security appli 
cation agent if required by Said composite Security 
policy, 

i. Send Said credential to an appropriate token Security 
application if required by Said composite Security 
policy, and 

j. perform a Security function in accordance with Said 
composite Security policy. 

33. A computer program product embodied in a tangible 
form readable by a processor having executable instructions 
Stored thereon for causing a computer to provide a modular 
uniform Security applications framework for a host com 
puter System and a compliant Security token, Said executable 
instructions comprising computer readable program code 
means for causing Said computer to; 

a. receive a Security function request from a requesting 
application, 

... retrieve a set of token Security policies, 
c. retrieve a set of host Security policies, 

combine Said token Security policies and Said host 
Security policies into a composite Security policy, 

e. Send at least a portion of Said composite Security policy 
to an appropriate Security application agent, 

f. enforce at least a portion of Said composite Security 
policy on Said Security function request, 
receive a credential if required by Said composite 
Security policy, 

. Send Said credential to an appropriate token Security 
application if required by Said composite Security 
policy, and 

i. perform a Security function in accordance with Said 
composite Security policy. 

34. A computer program product embodied in a tangible 
form readable by a processor having executable instructions 
Stored thereon for causing a computer to provide a modular 
uniform Security applications framework for a host com 
puter System and a compliant Security token, Said executable 
instructions comprising computer readable program code 
means for causing Said computer to; 

a. receive a Security function request from a requesting 
application, 

b. retrieve a Set of token Security policies, 
c. retrieve a set of host Security policies, 
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d. combine Said token Security policies and Said host 
Security policies into a composite Security policy, 

e. Send at least a portion of Said composite Security policy 
to requesting application, 

f. enforce at least a portion of Said composite Security 
policy by Said requesting application, 

g. receive a credential if required by Said composite 
Security policy, 

h. Send Said credential to an appropriate Security appli 
cation agent if required by Said composite Security 
policy, 

i. Send Said credential to an appropriate token Security 
application if required by Said composite Security 
policy, and 

j. perform a Security function in accordance with Said 
composite Security policy. 

35. The computer program product according to claim 32, 
33 or 34 wherein step 32.d, 33.d or 34.d further including the 
executable instructions for: 

a. Verification of a plurality of enablement States in a 
registry, 

b. Verification of at least one authentication State in Said 
registry, and 

c. Verification of a Secure messaging State in Said registry. 
36. The computer program product according to claim 35 

further including the executable instructions for Verification 
that all required applications are operatively installed to 
enforce Said composite Set of Security policies and if not, to 
cause the retrieval and operative installation of the missing 
of Said required applications. 

37. A system which provides for retrieval of compatibility 
information associated with one or more counterpart Secu 
rity application agents from a functionally connected Secu 
rity token by at least one Security application installed on a 
host computer System comprising: 

Said functionally connected Security token including Said 
retrievable compatibility information and one or more 
token Security applications installed in Said function 
ally connected Security token, wherein Said retrievable 
capability information relates to compatibility between 
Said one or more counterpart Security application 
agents and Said one or more token Security applica 
tions, 

Said host computer System including Said one or more 
counterpart Security application agents and Said at least 
one Security application, wherein Said at least one 
Security application includes means for; 

retrieving Said compatibility information related to Said 
one or more counterpart Security application agents, 

Verifying that at least one compatible counterpart Secu 
rity application agent is operatively installed and if 
not, retrieving and operatively installing at least one 
compatible counterpart Security application agent. 

38. The system according to claim 37 wherein said at least 
one Security application is installed in a middleware Services 
layer. 
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39. The system according to claim 37 wherein said at least 
one Security application includes a token acceSS control 
application. 

40. The system according to claim 37 wherein said 
retrieved at least one compatible counterpart Security appli 
cation agent is retrieved from a local Storage location. 

41. The system according to claim 37 wherein said 
retrieved at least one compatible counterpart Security appli 
cation agent is retrieved from a remote Storage location. 

42. The System according to claim 37 wherein installing 
Said retrieved at least one compatible counterpart Security 
application agent is accomplished by entering one or more 
parameters associated with Said at least one compatible 
counterpart Security application agent in a registry. 

43. The System according to claim 42 wherein Said at least 
one compatible counterpart Security application agent is a 
module which can be added, removed or replaced without 
disruption of any existing dependencies by changing Said 
one or more parameters in Said registry. 

44. The system according to claim 37 wherein said at least 
one Security application further includes means for causing 
a digital Signature verification to performed on Said retrieved 
at least one compatible counterpart Security application 
agent before Said at least one compatible counterpart Secu 
rity application agent is operatively installed and if Said 
digital signature verification is unsuccessful aborting Said 
installation. 

45. A method which provides for retrieval of compatibil 
ity information related to one or more counterpart Security 
application agents from a functionally connected Security 
token by at least one Security application installed on a host 
computer System comprising the Steps of: 

a. retrieving Said compatibility information related to Said 
one or more counterpart Security application agents 
from Said functionally connected Security token, 

b. Verifying that at least one compatible counterpart 
Security application agent is operatively installed on a 
host computer System, and if not, 

c. retrieving Said at least one compatible counterpart 
Security application agent and 

d. operatively installing Said at least one compatible 
counterpart Security application agent on Said host 
computer System. 

46. The method according to claim 45 wherein said at 
least one compatible counterpart Security application agent 
is retrieved from a local Storage location. 

47. The method according to claim 45 wherein said at 
least one compatible counterpart Security application agent 
is retrieved from a remote Storage location. 

48. The method according to claim 45 wherein step 45.c 
includes the Steps of; 

a. performing a signature verification of Said retrieved at 
least one compatible counterpart Security application 
agent, and 
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b. aborting an installation of Said retrieved at least one 
compatible counterpart Security application agent if 
Said Signature verification is unsuccessful. 

49. The method according to claim 45 wherein step 45.d 
includes the Step of entering one or parameters associated 
with Said at least one compatible counterpart Security appli 
cation agent into a registry. 

50. A computer program product embodied in a tangible 
form readable by a processor having executable instructions 
Stored thereon for causing a computer to provide for 
retrieval of compatibility information related to one or more 
counterpart Security application agents from a functionally 
connected Security token by at least one Security application 
installed on a host computer System, Said executable instruc 
tions comprising computer readable program code means for 
causing Said computer to; 

a. retrieve Said compatibility information related to Said 
one or more counterpart Security application agents 
from Said functionally connected Security token, 

b. Verify that at least one compatible counterpart Security 
application agent is operatively installed on a host 
computer System, and if not, 

c. retrieve Said at least one compatible counterpart Secu 
rity application agent and 

d. operatively install said at least one compatible coun 
terpart Security application agent on Said host computer 
System. 

51. The computer program product according to claim 50 
further including the executable instructions for retrieval of 
Said at least one compatible counterpart Security application 
agent from a local Storage location. 

52. The computer program product according to claim 50 
further including the executable instructions for retrieval of 
Said at least one compatible counterpart Security application 
agent from a remote Storage location. 

53. The computer program product according to claim 50 
further including the executable instructions for; 

a. performance of a signature verification of Said retrieved 
at least one compatible counterpart Security application 
agent, and 

b. aborting an installation of Said retrieved at least one 
compatible counterpart Security application agent if 
Said Signature verification is unsuccessful. 

54. The computer program product according to claim 50 
further including the executable instructions for entry of one 
or parameters associated with Said at least one compatible 
counterpart Security application agent into a registry. 


