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EVENT COMMUNICATION APPARATUS 
AND METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This application is a continuation of U.S. application Ser. 
No. 14/070,566 filed on Nov. 3, 2013. 

TECHNICAL FIELD 

The present disclosure relates generally to alarm and 
event notification methods and systems, and more particu 
larly to an apparatus and method to selectively transmit 
alarm signals to a remote monitoring center or third party 
intermediary. 

BACKGROUND 

In modern home-based security systems, sensors are 
typically installed throughout a home for detecting “emer 
gency' events such as fire, Smoke, break-in, excessive levels 
of carbon monoxide, etc. When such an event is detected, 
sensors send an alert message to a local security panel, 
where the event is evaluated to determine whether to notify 
authorities. If so, an alarm signal is sent to a remote 
monitoring center or third party. In the past, such alarm 
signals were transmitted primarily over telephone wires, aka 
the “plain old telephone system” or POTS. However, mod 
ern-day security systems are now capable of transmitting 
wirelessly, over circuit-switched cellular networks. How 
ever, signals transmitted on Such wireless networks are not 
typically transmitted directly to remote monitoring centers, 
as today’s remote monitoring centers generally lack the 
resources needed to receive the wireless signals and convert 
them into a format compatible with their legacy systems. 
Thus, cellular alarm signals sent from modern-day security 
panels are typically transmitted to intermediate, third-party 
enterprises, that convert the cellular signals into a format 
compatible with remote monitoring centers, and then send 
the converted signals to the remote monitoring centers via a 
dedicated communication channel or a public network, Such 
as the Internet. 
Some modern security panels are capable of transmitting 

on both the POTS network and cellular-switched networks. 
However, only one mode of transmission is typically 
enabled at any given time. Thus, every alarm signal sent by 
the security panel is transmitted the same way every time, no 
matter whether the event is of an urgent nature (such as 
detection of Smoke or fire), or a non-urgent nature (such as 
a “battery low condition of one of the system sensors). In 
the case of a life-threatening event, delays or outages of one 
particular communication network could mean that urgent 
help is delayed or never provided. 

It would be desirable to consider whether an alarm signal 
is of an urgent nature or not and, if so, ensure that the proper 
authorities are notified in the most expedient and reliable 
method possible. 

SUMMARY 

Other features and aspects of the invention will become 
apparent from the following detailed description, taken in 
conjunction with the accompanying drawings, which illus 
trate, by way of example, the features in accordance with 
embodiments of the invention. The summary is not intended 
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2 
to limit the scope of the invention, which is defined solely 
by the claims attached hereto. 

In one embodiment, an event communication module is 
described, comprising a connection interface for receiving 
alarm event information from a security panel, the alarm 
event information comprising a connection interface for 
receiving alarm event information from a security panel, the 
alarm event information comprising an event code indicative 
of a condition occurring at a premises where the security 
panel is located, a memory for storing processor-executable 
instructions and criteria for determining a communication 
method used to transmit information, a processor for execut 
ing the processor-executable instructions that cause the 
alarm event communication module to decode the event 
code from the alarm event information, select a first trans 
mission method from two or more transmission methods 
based on the event code and the criteria, and encode the 
event code into a format Suitable for transmission in con 
formance with the first transmission method selected by the 
processor, and a first communication module, configured to 
transmit the encoded event code using the first transmission 
method. 

In another embodiment, a method is described, executed 
by a processor within an alarm event communication mod 
ule, for transmitting event codes from a security panel to a 
remote location, the method comprising receiving an 
encoded event code from a security panel over an interface 
connection, selecting a first transmission method from two 
or more communication methods based on the received 
event code, encoding the event code based on the first 
communication method, and transmitting the encoded event 
code to remote location by a communication module con 
figured to communicate using the first communication 
method. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention, in accordance with one or more 
various embodiments, is described in detail with reference to 
the following figures. The drawings are provided for pur 
poses of illustration only and merely depict typical or 
example embodiments of the invention. These drawings are 
provided to facilitate the reader's understanding of the 
invention and shall not be considered limiting of the breadth, 
scope, or applicability of the invention. It should be noted 
that for clarity and ease of illustration these drawings are not 
necessarily made to Scale. 

FIG. 1 illustrates one embodiment of a home or business 
security system, and related communication networks, in 
accordance with the teachings herein; 

FIG. 2 illustrates a functional block diagram of one 
embodiment of the alarm event communication module 
(AECM) shown in FIG. 1; 

FIG. 3 is a flow diagram illustrating one embodiment of 
a method for transmitting messages from a security panel to 
a remote location in accordance with the teachings herein; 

FIG. 4 is a flow diagram of another embodiment of a 
method for transmitting alarm event information from a 
security panel to a remote location; and 

FIG. 5 is a flow diagram of yet another embodiment of a 
method for transmitting alarm event information from a 
security panel to a remote location; and 

FIGS. 6A-6F is a table of Ademco contactID event codes. 
The figures are not intended to be exhaustive or to limit 

the invention to the precise form disclosed. It should be 
understood that the invention can be practiced with modi 
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fication and alteration, and that the invention be limited only 
by the claims and the equivalents thereof. 

DETAILED DESCRIPTION 

Unless defined otherwise, all technical and scientific 
terms used herein have the same meaning as is commonly 
understood by one of ordinary skill in the art. All patents, 
applications, published applications and other publications 
referred to herein are incorporated by reference in their 
entirety. If a definition set forth in this section is contrary to 
or otherwise inconsistent with a definition set forth in 
applications, published applications and other publications 
that are herein incorporated by reference, the definition set 
forth in this document prevails over the definition that is 
incorporated herein by reference. 
The concepts described herein relate to an event commu 

nication apparatus and method for use in conjunction with a 
home or business security system, or other system that 
determine a condition occurring at a premises and reports 
the condition to a remote location. For example, the con 
cepts described herein could equally apply to a personal 
emergency response system, (PERS), otherwise known as a 
medical personal emergency response system (MPERS). 
Such systems monitor individuals for falls, medical prob 
lems, or other personal emergencies, generally comprising a 
wearable monitoring device and a base station that receives 
alerts from the monitoring devices. In response to an alert, 
the base station contacts a remote monitoring center, allow 
ing an individual to speak with a dispatcher located at the 
remote monitoring center, and for the dispatcher to send 
emergency personnel to the premises if needed. The con 
cepts described herein could also be applied to “hybrid 
systems as well. Such as a security system configured to not 
only report security-based events to a remote location, but to 
also send medical event information to a remote location in 
association with a medical monitoring device worn by an 
individual. 
The alarm event communication module of the present 

invention allows for a plurality of ways to send alarm event 
information from a home or business security system, and/or 
other monitoring systems, to a remote location, Such as a 
remote monitoring center or intermediary third party. In one 
embodiment, a transmission method is determined, at least 
in part, by an urgency or priority assigned to an event code 
generated by the security system. 

FIG. 1 illustrates one embodiment of a typical home or 
business security system in accordance with the teachings 
herein, shown as base station 100 and sensors 102, 104, and 
106. For example, sensor 102 might comprise a smoke 
detector, sensor 104 a carbon monoxide detector, and sensor 
106 a door/window contact sensor. Although FIG. 1, and the 
remainder of this disclosure, describes the inventive con 
cepts herein in terms of a home security system, it should be 
understood that they can also be applied to other types of 
monitoring systems, such as a PERS or MPERS system 
described above. 
The base station 100 and sensors are typically installed 

inside a home or business to detect and report one or more 
conditions of the premises or a monitored item, herein 
referred to as "alarm events', such as a detection of smoke, 
fire, carbon monoxide, break-ins, health emergencies, etc. 
Such events can be considered to be “urgent conditions', 
“urgent events’ or “emergency events’ because the nature of 
Such events implies a high probability of an imminent loss 
of life or property. Such an urgent or emergency event may 
also be defined by whether a response from authorities is 
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4 
desired. Such authorities comprise police, fire, paramedic, 
ambulance, etc. Alarm events can also comprise “non 
urgent' events, such a sensor battery becoming low, a loss 
of “supervisory” from a sensor, low water pressure, etc. In 
either case, when an alarm event is sensed by one or more 
of the sensors, a message is sent to the base station 100 
indicative of the event. Each of the detectors is typically able 
to communicate with the base station 100 via wired and/or 
wireless means that are well-known in the art. 

After receiving an alarm event from one or more of the 
sensors, base station 100 may send an alarm signal to a 
remote monitoring center 108 or third party intermediary 
110 indicative of the event sensed by one or more of the 
sensors. Such alarm signals may be encoded using well 
known alarm reporting protocols, such as Ademco contact 
ID, SIA, 4-2. Radionics, and Tunstall. In prior art systems, 
the base station 100 might be directly connected to the POTS 
network and call the remote monitoring center using a 
telephone number pre-programmed into the base station 
100. In this example, the alarm signal typically comprises 
DTMF tones encoded with the afore-mentioned alarm 
reporting protocols. 

In newer security systems, security panels may comprise 
wireless communication capabilities for communicating 
with the third party intermediary 110 via cellular or Wi-Fi 
techniques. For example, base station 100 may store a 
telephone number associated with the third party interme 
diary 110 and place a circuit-switched cellular call to the 
third party intermediary when an alarm event is detected. 
The third party intermediary 110 receives the call from the 
base station 100 and converts the call into a format in 
conformance with a communication protocol suitable for the 
remote monitoring center 108. 

In the present system of FIG. 1, base station 100 no longer 
communicates directly with remote monitoring center 108 or 
the third party intermediary 110. Rather, alarm signals, 
widely referred to in the security industry as event codes, are 
provided from base station 100 to alarm event communica 
tion module (AECM) 112 for transmission to the remote 
monitoring center 108 or the third party intermediary 110. 
AECM 112 is typically a stand-alone device that is capable 
of transmission using two or more communication methods. 
In one embodiment, when AECM 112 receives an event 
code from the base station 100, it determines whether the 
event code represents an event of an urgent nature, and 
determines, based on a pre-assigned urgency or priority of 
the event code, how and where to transmit the event code. 
AECM 112, in addition, may comprise the necessary cir 
cuitry, Software, and/or firmware to conduct a voice and/or 
data communication with remote monitoring center 108 or 
third party intermediary 110 via a wide area network, such 
as Internet 114, cellular data network 116, POTS network 
118, and/or cellular voice network 120. AECM 112 may 
transmit information using a one or more of a variety of 
protocols, including instant messaging TCP/IP, CDMA, 
GSM, (i.e., SMS), SMTP, SIA, 4-2, Radionics, and Tunstall, 
DTMF tones, etc. For example, AECM 112 may receive an 
event code from the base station 100 pre-designated by 
AECM 112 as being of an urgent nature. The AECM 112 
determines that the received event code is of an urgent 
nature and, as a result, selects a fastest and/or most reliable 
communication method of communication from two or more 
communication methods available to the AECM 112. Alter 
natively, if the AECM 112 determines that a received event 
code from the base station 100 is not of an urgent nature, the 
AECM 112 may select a method of communication based on 
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the most cost-effective way to communicate. Selection of the 
communication method by the AECM 112 is described later 
herein. 
When the remote monitoring center 108 receives the 

transmission from AECM 112, either directly or via third 
party intermediary 110, it is decoded in accordance with the 
particular alarm reporting protocol used by base station 100 
to obtain the event code, and the event code is displayed in 
a language readable by a human observer at the remote 
monitoring center 108. In response, the human observer may 
take one or more actions, such as place a phone call, text, or 
other communication to a home or business owner, or to the 
place where the base station 100 is located, in order to 
determine if an actual emergency event is indeed occurring. 
The human observer may, in addition or alternatively, con 
tact certain authorities to respond to the event code. Such as 
a fire station if the event code is indicative of a fire or police 
if the event code is indicative of a break-in, or both. In 
another embodiment, a two-way voice communication may 
be opened with the human observer as well, allowing the 
human observer to speak with a person located at base 
station 100. This may be accomplished using a microphone/ 
speaker combination via the base station 100, by a micro 
phone/speaker combination via the AECM 112, or both. 

Base station 100 comprises any device capable of moni 
toring a condition of an individual, premises, area, or other 
condition occurring at the premises where base station 100 
is installed, and/or where one or more remote sensing 
devices is installed, and reporting Such conditions to a 
remote location. In one embodiment, base station 100 com 
prises one of any number of security panels available on the 
market, such as the Honeywell Ademco L5100 Lynx Touch 
Wireless Alarm Control Panel sold by Honeywell Interna 
tional, Incorporated of Morristown, N.J. Such security pan 
els are typically able to communicate with a variety of 
sensors, either by wired or wireless means. Such wireless 
communications typically comprise one or more common 
wireless protocols, such as the popular Zigbee and Z-Wave 
protocols, as well as other proprietary protocols used by 
companies Such as Honeywell, 2 Gig Technologies (now 
part of Linear LLC of Carlsbad, Calif.), General Electric 
Company (now part of United Technologies Company of 
Hartford, Conn.), etc. In another embodiment, base station 
100 comprises a “communicator, part of a Lifeline medical 
alert system sold by Koninklijke Philips N.V of Amsterdam, 
Netherlands. 
When an alarm event is reported by one of the sensors in 

communication with the base station 100, the base station 
100 may generate a message for receipt by the remote 
monitoring center 108, referred to herein as "alarm event 
information'. The alarm event information typically com 
prises an “event code” which is typically a numeric code that 
is pre-assigned to a particular event. For example, detection 
of fire by one of the sensors could be pre-assigned an event 
code of 110, while detection of a low battery condition of 
one of the sensors could be pre-assigned an event code of 
384. Typically, each security panel manufacturer pre-assigns 
different event codes to different sensed conditions and 
stores the event codes, and a description of the event 
assigned to each event code, in memory for transmission to 
the remote monitoring center 108, or for local display to a 
user of the base station 100. For example, a list of event 
codes adopted by Ademco Alarm Systems (now part of 
Honeywell International, Incorporated) is shown in Appen 
dix A. The alarm event information typically comprises 
other information as well, such as the date and time that the 
alarm event was sensed, customer identification or a Sub 
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6 
scriber ID, sensor ID that reported the alarm event, a “Zone' 
that the alarm event occurred, etc. The alarm event infor 
mation is provided to the AECM 112, typically through an 
RJ-11 jack. 
The sensors may each comprise any number of sensors 

available in the marketplace, such as a Honeywell Universal 
Magnetic Contact p?in 7940, an APX-101PIR sensor manu 
factured by Aleph America Corporation of Reno, Nev., the 
58083 wireless heat and smoke detector manufactured by 
Honeywell International, Inc., a Dbell wireless doorbell 
manufactured by 2 Gig, an HD 100 security camera manu 
factured by 2 Gig, a 5802MN2 wireless panic button manu 
factured by Ademco, a 5853 glass breakage detector manu 
factured by Honeywell International, Incorporated, a 
580000 carbon monoxide detector manufactured by Honey 
well International, Incorporated. Although only 3 sensors are 
shown in FIG. 1, in practice, typically a large number of 
sensors, in various combinations, are installed to provide 
security and safety monitoring. For example, each door and 
window in a residence may be equipped with a magnetic 
sensor, several PIR detectors may be installed, a plurality of 
outdoor security cameras may be utilized, etc. 

In one embodiment, the AECM 112 is programmable via 
one of the communication modules or a dedicated commu 
nication module such as a UART or USB interface, or via a 
user interface located on AECM 112. Information stored 
within AECM 112, such as contact information, urgency or 
priority information, event code information, communica 
tion method information, etc., may be modified or deleted, 
and/or new information added. For example, the AECM 112 
may be programmed at any time to take advantage of 
changing communication costs, reliabilities, or speeds. 
AECM 112 may communicate over a number of commu 

nication networks using one or more communication pro 
tocols. For example, AECM 112 may be configured to 
communicate over Internet 114, cellular data network 116, 
POTS network 118, and/or cellular voice network 120. The 
Internet 114 is a well-known, public network that routes data 
packets from source to destination using protocols such as 
TCP/IP, FTP, SMTP, etc. The POTS network 118 (plain old 
phone system) is the well-known voice-grade telephone 
service that is based on analog signal transmission common 
before the advent of advanced forms of telephony such as 
Integrated Services Digital Network (ISDN), cellular tele 
phone systems, and voice over Internet Protocol (VoIP). It 
remains the basic form of residential and Small business 
service connection to the telephone network in many parts of 
the world. The term reflects the technology that has been 
available since the introduction of the public telephone 
system in the late 19th century, in a form mostly unchanged 
despite the introduction of Touch-Tone dialing, electronic 
telephone exchanges and fiber-optic communication into the 
public switched telephone network (PSTN). The cellular 
data network 116 includes the well-known LTE and 
WIMAX wireless data networks, which are packet-switch 
networks that route data packets using the afore-mentioned 
Internet-based protocols, as well as over-the-air protocols. 
The cellular voice network 120 is a wireless, circuit 
switched network, such as a second generation CDMA or 
GSM network, for supporting wireless voice calls and 
limited circuit-switched data transmissions. Such networks 
are well known in the art. 

FIG. 2 illustrates a functional block diagram of one 
embodiment of the AECM 112. Shown are processor 200, 
memory 202, connection interface 204, communication 
module 206, communication module 208, user interface 
210, speaker 212, microphone 214, audio circuitry 216, and 
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DTMF encoder/decoder 218. It should be understood that in 
other embodiments, not all of functional blocks shown in 
FIG. 2 are necessary for operation of the AECM 112, that the 
functionalities of some modules may be incorporated into 
other modules/circuitry, and that some functional blocks 
(such as a power Supply) have been omitted for purposes of 
simplicity. 

Processor 200 provides general operation of the AECM 
112 by executing processor-executable instructions stored in 
one or more processor-executable media, such as memory 
202. As used herein, the term “processor comprises any of 
multipurpose, programmable microprocessors or microcon 
trollers that incorporate a central processing unit (CPU), or 
processor core, on an integrated circuit or ASIC that accepts 
digital or analog data as an input, processes it according to 
the processor-executable instructions stored in memory 202, 
and provides results as an output. Processors may further 
comprise one or more electronic memories (i.e., ROM, 
RAM, EEPROM, flash, etc.) and programmable input/out 
put peripherals (i.e., analog-to-digital converters, UARTS, 
timers, etc.). For example, a typical microcontroller that may 
be used to perform the functionality of AECM 112 com 
prises an APX-101 AVR microcontroller from Atmel Cor 
poration of San Jose, Calif. Other major suppliers of micro 
controllers and microprocessors include Intel Corporation of 
Santa Clara, Calif. and MicroChip Technology, Inc. of 
Chandler, Ariz. Typically, a relatively low-cost micropro 
cessor/microcontroller is used, as the AECM 112 is gener 
ally a consumer product. 
Memory 202 is used to store the processor-executable 

instructions for general operation of AECM 112, as well as 
to store certain information used by processor 200 to deter 
mine a communication method or technique for transmission 
and/or reception of information to/from the remote moni 
toring center 108 and/or the third party intermediary 110. 
For example, memory 202 may store one or more lists of 
event codes, each list corresponding to a particular security 
product manufacturer, such as Ademco, 2 Gig, Honeywell, 
etc. In one embodiment, memory 202 stores a corresponding 
indication of one or more preferred communication tech 
niques to transmit the event code if received from the base 
station 100 via the connection interface 204. For example, a 
preferred method of communications for urgent events 
might comprise sending a data message over the Internet and 
then via cellular data network 116 if the communication over 
the Internet fails. Alternatively, a communication method 
code could be stored in association with each event code. 
For example, a communication method code of “1” could be 
assigned to event codes labeled as urgent, while non-urgent 
event codes could be assigned a communication method 
code of “2, where communication method 1 comprises a 
reliable, fast method of communication while communica 
tion method 2 comprises a cost-effective method of com 
munications. Other information could be stored in associa 
tion with event codes, such as a preferred order of a list of 
communication methods over which to transmit informa 
tion. For example, for urgent event codes, processor 200 
may be instructed to attempt communication with remote 
monitoring center 108 first via the Internet, then with third 
party intermediary 110 via cellular data network 116, then 
with third party intermediary 110 via cellular voice network 
120 and, finally, with remote monitoring center 108 via 
POTS network 114. For non-urgent event codes, processor 
200 may be instructed to communicate with remote moni 
toring center 108 first via the Internet, then with remote 
monitoring center 108 via POTS network 114. Contact 
information relating to remote monitoring center 108 and the 
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8 
third party intermediary 110 may be stored by memory 202, 
Such as one or more IP addresses, email addresses, or 
telephone numbers. 

Other information can be associated with event codes as 
well. Such as the names and contact information of family 
members or friends to be contacted in the case of receiving 
certain event codes from base station 100. For example, for 
any event code designated as urgent as stored in memory 
202, a phone number or email address could be stored in 
association with Such urgent event codes so that the proces 
Sor 200 transmits a message to friends or family using the 
contact information when Such event codes are received. In 
the case of multiple contacts, an indication of priority could 
also be stored, i.e., the processor 200 would attempt to send 
a message to the first person in a list of contacts, followed 
by the second person in the list, and so on. In another 
embodiment, an alphabetical or numerical code is assigned 
to each contact, indicating an order in which each contact 
should be contacted by the processor 200. In another 
embodiment, multiple ways to contact each person could be 
stored. For example, in case of an urgent event, a home 
owner could store his telephone number and his email 
address, and store an indication of a first preferred method 
of communication. In this example, the homeowner could 
indicate that a preferred method of communication is via 
telephone. When an urgent event code is received by pro 
cessor 200, it could contact the homeowner via the telephone 
number stored in memory 202, and provide, for example, a 
pre-recorded message indicative of the type of alarm event 
associated with the received event code. Such pre-recorded 
messages may also be stored by memory 202. 
Memory 202 comprises one or more information storage 

devices that can be accessed by processor 200 and may 
include one or both of volatile and nonvolatile media, and/or 
removable and/or non-removable media, but excludes 
propagated signals. By way of example, and not limitation, 
Such as Volatile and/or nonvolatile, removable and/or non 
removable media implemented in any method or technology 
for storage of information Such as processor-executable 
instructions, data structures, program modules or other data. 
Memory 202 includes, is not limited to RAM, ROM, 
EEPROM, flash memory, magnetic disk storage or other 
magnetic storage devices, optical, or other type of memory 
technology typically used in limited-space, consumer elec 
tronic applications. In typical applications, memory 202 
comprises more than one memory type, for example, both 
RAM memory as well as Flash memory. 
User interface 210 is coupled to processor 200 and is 

used, in one embodiment, to allow consumers, service 
personnel, or manufacturing personnel to interact with the 
AECM 112, for example, assigning an urgency or priority 
level to one or more event codes (i.e., whether a particular 
event code is a “high priority, “low” priority, a “high”. 
“medium', or “low” priority, a priority in accordance with a 
numbering scheme, i.e., a '1' being a highest urgency and 
a “5” being a lowest urgency, and numbers “2, 3, and “4” 
indicating urgency levels therebetween). 

For any event code, the user interface 210 may also be 
used to enter contact information related to one or more 
remote monitoring centers or third parties, names and con 
tact information relating to friends or family members, etc. 
As an example, user interface 210 may be used by a 
homeowner or installation technician to enter contact infor 
mation of one or more remote monitoring centers or third 
party intermediaries and assign this information to a par 
ticular type of communication technique. For example, the 
name and telephone number of remote monitoring center 
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108 and third party intermediary 110 could be entered and 
stored by memory 202, along with an IP address associated 
with each entity. Also, an indication could be entered that 
associates the contact information with a particular type of 
communication technique. Thus, the telephone number 
associated with remote monitoring center 108 and the third 
party intermediary 110 could each be stored with an indi 
cation that the telephone number information is to be used 
for POTS communications and cellular voice communica 
tions, while IP addresses associated with each entity could 
be stored with an indication that they are to be used for 
Internet and cellular data communications. 

In addition, for each communication technique available 
to the AECM 112, the homeowner or technician could assign 
a priority, indicating an order for the processor 200 to 
attempt communications when urgent event codes are 
received from base station 100. The homeowner or techni 
cian may also assign a different priority hierarchy to the 
available communication techniques for when non-urgent 
event codes are received. For example, for an AECM 112 
that provides for Internet, POTS, cellular data, and cellular 
Voice communications, for event codes that have been 
designated as urgent, the homeowner or technician may 
indicate that processor 200 should send communications via 
the Internet 114 first, followed by cellular data network 116, 
then using POTS 118, and then by the cellular voice network 
120. For non-urgent event codes, the priority hierarchy 
could indicate that processor 200 should try the Internet 114 
first, followed by POTS 118. If both Internet and POTS fail, 
then communications may be attempted one or more times 
at one or more future times or, at Some point, disregarded 
altogether. 
The priority or urgency may be assigned on an individual 

basis to the event codes stored in memory 202. For example, 
the user interface 210 may be used to access a list of event 
codes relating to the particular brand of base station 100 
used in conjunction with AECM 112. For each event code, 
an urgency or priority code could be assigned (or none), 
indicating an urgency of an event associated with each event 
code. In this example, a "High' priority status is assigned to 
event codes indicating an imminent threat to life or property, 
while a “Low priority is assigned to event codes that do not 
indicate an imminent threat to life or property. Event codes 
that are not assigned a priority may default to “Low 
priority. 

User interface 210 may comprise one or more touch 
screens, pushbuttons, Switches, sensors, and/or keypads that 
generate electronic signals for use by processor 200 upon 
initiation by a user. User interface 210 may, alternatively or 
in addition, comprise one or more display devices, such as 
one or more liquid crystal displays (LCDS), one or more 
light emitting diode displays (LEDDS), one or more light 
emitting diodes (LEDs), light arrays, or any other type of 
visual display. Of course, the aforementioned items could be 
used alone or in combination with each other and other 
devices may be alternatively, or additionally, used. 

Speaker 212, microphone 214, and audio circuitry 216 
may be used in an embodiment where AECM 112 is con 
figured to provide two-way Voice communications with the 
remote monitoring center 108 and/or third party intermedi 
ary 110, or to some other party. The audio circuitry 216 is 
configured to amplify audio information received by one of 
the communication modules for broadcast to a user via the 
speaker 212. Speaker 212 is configured to enable a user of 
AECM 112 to hear audible information from speaker 212 at 
any convenient distance away from AECM 112, and may 
comprise any one of inexpensive piezoelectric or cone-type 
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10 
speakers available. The microphone 212 may comprise 
virtually any inexpensive piezoelectric or condenser-type 
microphone. The microphone is configured to receive audio 
signals, typically in the form of human speech, and convert 
the audio signals into electric signals for use by audio 
circuitry 216. Audio circuitry 216 is further configured to 
filter, amplify, and digitize the audio signals for use by 
processor 200 and/or the communication modules. Audio 
circuitry 216 may comprise a number of discrete electronic 
components, such as resistors, transistors, and capacitors, an 
integrated circuit specially designed for Such audio applica 
tions, or a combination of both. Such circuitry is well known 
to those skilled in the art. 

Connection interface 204 is electronically coupled to 
processor 200 and comprises a connector and/or electronic 
circuitry necessary for the AECM 112 to communicate with 
the base station 100 via wired and/or wireless communica 
tion channels. Typically, connection interface 204 comprises 
hardware, Software and/or firmware necessary to transmit 
and receive information sent via one or more commonly 
used network protocols, such as TCP/IP, RS-232, DTMF 
tones, etc. In one embodiment, connection interface 204 
comprises, simply, an RJ-11 jack used for POTS commu 
nications. Alternatively, or in addition, connection interface 
204 could comprise a wireless transceiver configured to 
communicate using one or more well-known wireless com 
munication standards, such as 802.11, BlueTooth, Zigbee, 
Z-Wave, DECT, GPRS, GSM, wireless radio, etc. Generally, 
connection interface 204 is configured to receive alarm 
event information from the base station 100 in the form of 
event codes. However, it may also be configured to allow 
two-way communications with the base station 100, such as 
in the case where an event code may indicate a desire to open 
a two-way voice communications between the base station 
100 and the central monitoring station 108 or the third party 
intermediary 110. 

Communication modules 206 and 208 each comprise 
circuitry, software, and/or firmware to allow AECM 112 to 
communicate with either remote monitoring center 108, 
third party intermediary 110, or both, using different meth 
ods of communication. In one embodiment, a “communica 
tion method' or “communication technique' is defined by 
which network is used by processor 200 to send and/or 
receive information. In another embodiment, a "communi 
cation method' or “communication technique' is defined by 
the protocol that is used to send and receive information. For 
example, a first communication method or technique might 
comprise transmission and/or reception of information using 
the TCP/IP protocol while a second communication method 
or technique could comprise transmission and/or reception 
of voice information using a voice-over-IP (VOIP) protocol. 
In this example, both protocols may be transmitted or 
received over Internet 114. Communication methods may 
include wired Ethernet, wireless Ethernet, SMS, POTS, 
VOIP, cellular data, and cellular voice. It should be under 
stood that although the AECM 112 shown in FIG. 2 shows 
only two communication modules, it should be understood 
that in other embodiments, a greater, or fewer, number of 
communication modules could be present. For example, 
AECM 112 may comprise a single communication module 
and be configured to transmit using data using the TCP/IP 
protocol and VOIP. 

Either of the communication modules 206 or 208 can 
comprise one of a cellular communication module capable 
of communicating over cellular voice network 120, a cel 
lular data module capable of communicating over cellular 
data network 116, a communication module capable of 
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communicating over the POTS network (including an RJ-11 
output jack), or a module capable of communicating over 
Internet 114 (which may include an RJ-45 Ethernet jack). 
Each module comprises hardware, Software, and/or firm 
ware known by those skilled in the art, typically comprising 
a customized ASIC, Supporting circuitry, and firmware, and 
each is widely available commercially. Typically, such capa 
bilities can be combined into one communication module. 
For example, an MDM9625 chip is offered by Qualcomm 
Incorporated of San Diego, Calif., that offers cellular voice 
via TD-SCDMA, and GSM/Edge protocols, and cellular 
data in the form of LTE, HSPA+, or 1xDO, as well as 
TCP/IP for communication via the Internet 114 via inte 
grated Wi-Fi (802.11) capabilities. Thus, AECM 112 may be 
able to communicate using two or more communication 
techniques with a single communication module. 

The DTMF encoder/decoder 218 comprises circuitry and/ 
or software/firmware to generate DTMF tones, typically 
used to transmit information to remote monitoring center 
108 or third party intermediary 110 over the POTS network 
118 or cellular voice network 120, and to decode tones 
received from remote monitoring center 108 or third party 
intermediary 110. For example, the DTMF encoder/decoder 
218 may provide an indication that an “off-hook condition 
has been recognized or that a communication has been 
terminated by the remote monitoring center 108. DTMF 
encoder/decoder 218 may comprise a separate, integrated 
circuit or its functionality may be incorporated into proces 
sor 200 executing instructions stored in memory 202, as is 
well known in the art. In another embodiment, the DTMF 
encoder/decoder functionality resides in one of the commu 
nication modules, for example, provided by a POTS com 
munication module. 

In addition, or as an alternative, to the DTMF encoder/ 
decoder 218, the AECM 112 may comprise a Ringing SLIC 
module (subscriber line interface circuit). The SLIC module 
typically interfaces the twisted pair cable of a POTS local 
loop to the public switched telephone network (PSTN). The 
SLIC module typically performs multiple tasks, such as 
analog-to-digital and digital-to-analog conversion of Voice, 
off-hook detection, ring Supervision, line integrity tests, and 
other BORSCHT functions. In some telephone exchange 
designs, the SLIC module generates ringing current and can 
decode DTMF signals. A subscriber loop carrier or sub 
scriber line carrier (SLC) provides telephone exchange-like 
telephone interface functionality. An SLC remote terminal is 
typically located in an area with a high density of telephone 
Subscribers, such as a residential neighborhood, that is 
remote from the telephone company’s central office. Two or 
four T1 circuits (depending on the configuration) connect 
the SLC remote terminal to the central office terminal 
(COT), in the case of a universal subscriber loop carrier 
(USLC). An integrated subscriber loop carrier (ISLC) has its 
T-spans terminating directly in time division Switching 
equipment in the telephone exchange. 
The SLIC module may further be configured to provide 

CID Handshake and Kissoff tone detection and generation. 
ACID handshake involves a particular tone sequence that is 
produced by a receiver at the remote monitoring center 108 
or the third party intermediary 110. The purpose of the CID 
handshake is to signal the communication module within 
AECM 112 that the communication channel is ready. The 
handshake tone sequence is emitted by the receiver after 
going off-hook and delaying an interval of at least 0.5 
seconds but typically no greater than 2.0 seconds. This time 
allows the POTS network connection to settle before the 
communication process begins. In addition, the SLIC mod 
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12 
ule may have the ability to detect the "Kissoff Tone' from 
the receiver. The kissoff tone is used to tell the communi 
cation module within the AECM 112 that a message has 
been received successfully. The frequency of the tone is 
typically 1400 Hz, and is typically transmitted for a mini 
mum of 750 msec. 

Further, the SLIC module may have the ability to generate 
a DMTF '9' tone to automatically disconnect the AECM 
112 from the remote monitoring center 108 or third party 
intermediary 110 when the wireless signal has been discon 
nected. 

FIG. 3 is a flow diagram illustrating one embodiment of 
a method for transmitting alarm event information from a 
security panel to a remote location. The method is imple 
mented by a processor, such as processor 200 shown in FIG. 
2, located within AECM 112, executing processor-execut 
able instructions stored in memory 202 as shown in FIG. 2. 
It should be understood that in some embodiments, not all of 
the steps shown in FIG. 3 are performed and that the order 
in which the steps are carried out may be different in other 
embodiments. It should be further understood that some 
minor method steps have been omitted for purposes of 
clarity. 
At block 300, in one embodiment, a number of event 

codes are stored in memory 202 and, in one embodiment, a 
short description of an event associated with each event 
code. This is typically done during manufacture of AECM 
112. Several sets of event codes may be stored, each set 
representative of codes used by particular security panel 
manufacturers. The event codes and/or corresponding infor 
mation may be entered via the user interface 210, or by 
connecting the AECM 112 to a computer via, for example, 
an Ethernet or serial data connection, and programming 
memory 202 using techniques well known in the art. Pro 
cessor-executable instructions used for general operation of 
AECM 112 may also be stored within memory 202 at this 
point. 
At block 302, the AECM 112 is connected to a base 

station 100 via connection interface 204. 
At block 304, a user of AECM 112 may request a list of 

security panel manufactures that the AECM 112 supports via 
user interface 210. The request is sent to the processor 200, 
where it retrieves a list of manufacturers from memory 202 
and provides the list to the user interface 210. The user may 
select a panel manufacturer from a list of panel manufac 
turers displayed by the user interface 210. The selection is 
provided to the processor 200 and an indication of the 
selection is then stored in memory 202. Thereafter, the 
AECM 112 decodes alarm event information received from 
the base station 100 in accordance with the selected manu 
facturer to produce event codes. 
At block 306, in one embodiment, the user enters urgency 

or priority information into AECM 112 using the user 
interface. In another embodiment, the urgency or priority 
information is entered during the manufacturing stage. The 
urgency or priority information indicates whether an event 
code or series of event codes is/are “urgent' or otherwise 
determined by the user to warrant a prioritized status. The 
priority information may comprise a “level or numerical 
rating, Such as on a scale from 1 to 3, 1 to 5, 1 to 10, 
alphabetic, alphanumeric, or any other designation of pri 
ority. In another embodiment, event code(s) is/are simply 
designated as either “urgent' or “non-urgent'. The priority 
information is typically entered via the user interface 210 
and stored by the processor 200 in memory 210 in associa 
tion with event codes associated with the selected security 
panel manufacturer. For example, a user could designate any 
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Ademco contactID event codes from 100 to 136 as “urgent” 
(as shown in FIGS. 6A-6F, these event codes indicate 
“urgent' events, such as medical, fire, Smoke, and break 
ins), and any other event code as “non-urgent'. In another 
embodiment, 3 or more levels of priority could be assigned 
to event codes. 

At block 308, the user may enter contact information, 
Such as a telephone number, email address, or IP address 
associated with the remote monitoring center 108 and/or the 
third party intermediary 110. The user may also enter other 
contact information, Such as one or more telephone num 
bers, email addresses, or instant messaging IDs of people 
that the user would like to receive notifications when certain 
events codes are received by the AECM 112. The user may 
further prioritize this information, for example, to have 
AECM 112 contact a number of people in a predetermined 
order and, for one or more contacts, designate a method of 
communication to contact each person. For each person 
having more than 1 contact information (i.e., any contact 
having both a phone number and instant message ID), the 
user may specify a preferred method to send information or 
a hierarchy of methods to try first. 

At block 310, the user may enter information into AECM 
112 using user interface 210, designating a preferred list of 
communication methods available to AECM 112 for at least 
Some of the urgency levels or priority levels assigned to the 
event codes. In another embodiment, this information may 
be entered during the manufacturing process. In this 
embodiment, a list of preferred communication methods 
may be entered, some of which may not be available in every 
location to the AECM 112. For example, the AECM 112 may 
be capable of cellular voice, cellular data, POTS, and 
wireless Ethernet. A preferred, prioritized list may be stored, 
indicating the afore-mentioned methods, in order, for AECM 
112 to attempt if an urgent event code is received. However, 
when AECM 112 is installed, it may not have access to 
cellular data. 

In either case, the communication methods are provided 
to processor 200 and stored in memory 202. For example, if 
AECM is capable of communicating via the POTS network 
118, via the cellular voice network 120, and the cellular data 
network 116, then the user could designate a preferred order 
in which to communicate based on an urgency level or 
priority level assigned to the event codes. For example, for 
event codes which have been designated as “urgent, the 
user could specify that such event codes should be trans 
mitted first using the cellular data network 116, then by the 
POTS network 118, and then by the cellular voice network 
120. For example, upon receipt of an event code having been 
designated “urgent, AECM 112 attempts to transmit the 
event code over the cellular data network 116. If AECM 112 
does not receive an acknowledgment that the event code has 
been successfully received, then AECM 112 attempts to 
transmit the event code using the POTS network 118. Failing 
that, the AECM 112 attempts to transmit the event code 
using the cellular voice network 120. It should be under 
stood that for each communication method attempted, 
AECM 112 could, in some embodiments, attempt to retrans 
mit a predetermined number of times using the same com 
munication method before attempting transmission using the 
next communication method in the communication hierar 
chy designated by the user. 

At block 312, during normal use, AECM 112 may receive 
alarm event information from the base station 100, typically 
in the form of DTMF tones. The alarm event information 
comprises at least one event code indicative of an event that 
has been sensed by one of the sensors 102, 104, and/or 106. 
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At block 314, processor 200 decodes the alarm event 

information to retrieve the event code, using either DTMF 
encoder/decoder 218 or executable instructions stored in 
memory 202. Decoding is performed in accordance with the 
type of security panel being used, for example, using decod 
ing techniques based on SIA, 4-2, Radionics, Tunstall, or 
others. 
At block 316, in one embodiment, the processor 200 

determines a priority or “urgency' level of the event code by 
accessing memory 202 and determining a priority/urgency 
level associated with the event code, as designated previ 
ously at block 306. In another embodiment, processor 200 
determines the urgency/priority of the received event code 
by comparing the event code to predetermined criteria stored 
in memory 202. For example, the predetermined criteria 
could comprise the number 199, and any event code less 
than 199 is determined to be an urgent event code, while any 
event code greater or equal to 199 is determined to be a 
non-urgent event code. Other thresholds or ranges are pos 
sible. For example, event codes falling within a certain range 
of values may be determined to be urgent, even or odd 
numbered event codes determined to be either urgent or 
non-urgent, etc. In other embodiment, the criteria could 
simply comprise a list of communication methods available 
to AECM 112 in a listing of preferential order. In this 
embodiment, the event code retrieved at block 314 is used 
by processor 200 to look up a matching event code in 
memory 202 and determining an associated list of commu 
nication methods assigned to that particular event code. 
At block 318, the processer 200 determines a first com 

munication method to transmit the event code. For example, 
the processor 200 may be configured to transmit all event 
codes designated as “urgent' or “high priority” over the 
Internet 114 in the form of one or more TCP/IP packets. In 
another embodiment, processor 200 selects a communica 
tion method based on a communication method indication 
stored in association with the particular event code received. 
Processor 200 may select a low-cost communication 
method, such as data over Internet 114, if the event code is 
designated as non-urgent or low priority. In one embodi 
ment, processor 200 determines the first communication 
method by evaluating a list of preferred communication 
techniques stored in memory 202, then attempting to com 
municate using the most-preferred communication method. 
If a particular communication method is not available to 
AECM 112, for instance if no cellular data is available in the 
location where AECM is installed, then processor 200 will 
not attempt communications using that particular commu 
nication method and move to the next-preferred communi 
cation method. 
At block 320, the processor 200 determines contact infor 

mation associated with the communication method, in this 
case an IP address associated with remote monitoring center 
108, by accessing memory 202. 
At block 322, processor 200 re-encodes the decoded event 

code in a format compatible with the security panel. Such as 
Ademco contactID, SIA, 4-2, Radionics, Tunstall, or others. 
In one embodiment, processor 200 re-encodes the decoded 
event code based on formats associated with the security 
panel selected by the user back in block 304. 
At block 324, the processor 200 encodes the re-encoded 

event code into an encoded message in accordance with a 
format compatible with the first communication method, in 
this example, into one or more TCP/IP packets destined for 
the IP address associated with the remote monitoring center 
108. In other embodiments, encoding may be performed in 
accordance with any number of wireless communication 
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protocols, such as those associated with any variety of 
CDMA, GSM, Wi-Fi, Bluetooth, etc. 
At block 326, the processor 200 provides the encoded 

message to communication module 206, for transmission to 
the remote monitoring center 108, in this case via the 
Internet 114. As is well known in the art, the communication 
module 206, in this embodiment, sends the TCP/IP packets 
to the Internet 114 via a modem and/or Local Access 
Network (LAN) typically located in the same structure as 
the AECM 112. 

At block 328, in one embodiment, processor 200 deter 
mines if a homeowner or some other person should be 
notified of a potential event occurring at the premises where 
base station 100 is located. Such information may be stored 
in memory 202, storing contact information for one or more 
persons to be contacted in case of receipt of certain event 
codes. For example, a homeowner may wish to be notified 
via cell phone and text message whenever an urgent event 
code has been received by AECM 112. In addition, the 
homeowner desires his wife to also receive an alert when an 
urgent event code has been received. Further, for non-urgent 
event codes, the homeowner may provide information for 
processor 200 to alert the homeowner only, and using a 
least-cost communication method. Processor 200 may 
retrieve the contact information from memory whenever an 
urgent event code has been received, and then send an alert 
message to the persons identified in memory 202, via the 
contact information associated with the persons identified in 
memory 202. In one embodiment, processor 200 sends an 
alert message in conformance with a selected communica 
tion method, also associated with the persons stored in 
memory 202. For example, a homeowner may program 
AECM 112 to alert the homeowner first by a cellular phone 
call over cellular voice network 120 and, in addition, via text 
message over cellular data network 116. Processor 200 may 
transmit one of several prerecorded Voice message stored in 
memory 202 to persons wishing to be contact via a voice 
call, each prerecorded message indicative of a particular 
event code. 
At block 330, the processor 200 determines if the encoded 

message transmitted at block 324 has been Successfully 
received by the intended recipient. An acknowledgment of 
Successful transmission may take the form of an ACK in a 
TCP/IP header for data or VOIP messages transmitted over 
the Internet 114 or cellular data network 116, or a Kissoff 
tone received in a POTS or cellular voice call. Other forms 
of acknowledgment are well-known in the art. If no 
acknowledgement signal is received by the processor 200 
within a predetermined time period, processing may loop 
back to block 324, where the encoded message is transmitted 
again using the first communication method. This process 
may be repeated for a predetermined number of times, 
before processor 200 attempts to send the encoded message 
using the next-best communication method, as determined 
by the event code urgency/priority information stored in 
memory 202 and/or predetermined communication method 
hierarchy defined for all urgent events. In this case, process 
ing returns to block 318, where blocks 318-324 are repeated 
using a second communication method defined in the hier 
archy. These steps may be repeated if the second commu 
nication method fails, wherein processor 200 will attempt to 
transmit the encoded message using a third communication 
method, as prescribed by information stored in memory 202. 

At block 332, the processor 200 may receive a “Kissoff 
tone from the remote monitoring center 108 or the third 
party intermediary 110, indicating that the communication 
session has ended. 
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At block 334, the processor may provide a status message 

to base station 100, via connection interface 204, indicative 
of whether the event code was successfully transmitted to 
either remote monitoring center 108 or third party interme 
diary 110. Such an indication may result from receiving the 
Kissoff tone or other acknowledgment from remote moni 
toring center 108 or third party intermediary 110 and may 
comprise an encoded message in accordance with the alarm 
protocol used by base station 100. In response, security 
panel may provide an indication of Successful transmission 
by illuminating a light located on base station 100 or 
Sounding an audible alert via a speaker located within base 
Station 100. 

FIG. 4 is a flow diagram of another embodiment of a 
method for transmitting alarm event information from a 
security panel to a remote location. In this embodiment, 
AECM 112 comprises audio circuitry 216, microphone 214, 
and speaker 212 that permits a two-way voice communica 
tion with the remote location 108 or the third party inter 
mediary 110. The method may be performed in conjunction 
with the method of FIG. 3, after an event code has been 
transmitted to remote monitoring center 108 and/or third 
party intermediary 110. 
At block 400, after receiving an event code from base 

station 100, as described with respect to the method of FIG. 
3, above, processor 200 determines if a second event code is 
present, the second event code associated with a desire to 
open a voice communication with remote monitoring center 
108 or third party intermediary 110. Such a determination 
may be made by looking up the event code in memory 202, 
where associated information may be stored, indicating that 
a voice call is desired. For example, event code 606 is 
designated as a “Listen to follow' instruction used in the 
Ademco contact ID reporting methodology. When remote 
monitoring center 108 or third party intermediary 110 
receives this code, it knows it is a request by base station 100 
to open a communication channel that enables remote moni 
toring center 108 or third party intermediary 110 to at least 
listen to events occurring at the location of base station 100. 
In another embodiment, two-way voice communications are 
enabled. 

In another embodiment, the event code associated with a 
desire for voice communications is received after an initial 
event code has been received by AECM 112 and transmitted. 
The initial event code acts as a qualifying event whereby no 
Voice communications are possible without first detecting 
the initial event code. 
At block 402, in response to receiving the second event 

code at block 400, processor 200 may provide an acknowl 
edgment to base station 100, indicating that the event 
code(s) was/were Successfully received. The acknowledge 
ment may indicate that a voice channel is in the process of 
being opened by AECM 112. 
At block 404, after determining that a voice communica 

tion is desired, processor 200 encodes a request and sends 
the encoded request using a communication method used to 
facilitate voice calls, i.e., either an analog voice call over 
POTS network 118, a VOIP call over Internet 114, a VOIP 
call over cellular data network 116, or a cellular voice call 
over cellular voice network 120. In another embodiment, 
processor 200 encodes and transmits the event code using a 
communication method not necessarily associated with a 
Voice call. The communication method chosen to establish a 
Voice call need not be the same communication method 
selected to transmit the first event code. For example, a first 
event code could be encoded and transmitted as a data 
message over Internet 114, while the second event code 
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indicative of a desire to open a voice communication, may 
be transmitted over a cellular voice network. In any case, 
processor 200 may select a particular communication 
method based on criteria Stored in memory 202. Such as an 
indication instructing processor 200 to transmit the event 
code(s) indicative of an event occurring at or within the 
premises where base station 100 is located, and a desire to 
open a voice communication channel, using a pre-selected 
communication method. For example, when an event code 
equal to 606 is received, processor may determine, by 
looking up event code 606 in a table stored in memory 202, 
that a voice communication channel should be established 
using, first, a POTS connection and if that fails, or is 
unavailable, a cellular voice channel. 

At block 406, AECM 112 establishes a voice communi 
cation with remote monitoring center 108/third party inter 
mediary 110 in accordance with the criteria stored in 
memory 202. In one embodiment, this indication comprises 
CID handshake tones. Such establishment of a voice com 
munication is well-known in the art. 
At block 408, in one embodiment, processor 200 may 

provide an indication to base station 100 via connection 
interface 204 that a voice communication is open to base 
station 100, typically in the form of CID handshake tones. 
The base station 100 may do nothing with the indication if 
base station 100 is not configured to allow voice commu 
nications. 
At block 410, processor 200 enables audio circuitry 216, 

including microphone 214 and/or speaker 212, to allow for 
one-way or two-way audio communications between remote 
monitoring center 108/third party intermediary 110. Proces 
sor 200 may also provide an indication that such a voice 
channel is active, typically by lighting an illumination 
device, such as an LED, on the housing of AECM 112. 

At block 412, AECM 112 allows either one-way or 
two-way communications to occur between remote moni 
toring center 108/third party intermediary 110 and base 
station 100. Processor 200 encodes/modulates audio signals 
received from audio circuitry 216 and transmits them to 
remote monitoring center 108/third party intermediary 110 
in accordance with the security panel communication pro 
tocol and communication method protocol chosen by pro 
cessor 200. In an embodiment where two-way audio is 
provided, processor 200 decodes/demodulates signals 
received from remote monitoring station 108/third party 
intermediary 110 containing Voice information from a dis 
patcher located at remote monitoring station 108/third party 
intermediary 110 and provides such voice information to 
speaker 212 via audio circuitry 216. 
At block 414, the user of AECM 112 may indicate a desire 

to terminate the Voice communication by operating user 
interface 210 which, in turn, provides an electrical signal to 
processor 200 recognized as a desire to terminate the voice 
communication. 
At block 416, processor 200 terminates the voice com 

munication by transmitting a “kissoff tone to remote moni 
toring station 108/third party intermediary 110. In another 
embodiment, processor 200 simply disables the communi 
cation module used to transmit and receive information 
during the audio communication. 

FIG. 5 is a flow diagram of yet another embodiment of a 
method for transmitting alarm event information from a 
security panel to a remote location. In this embodiment, a 
one-way or two-way audio channel is opened between base 
station 100 and remote location 108/third party intermediary 
110, using AECM 112 as a conduit. 
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At block 500, after receiving at least one event code from 

base station 100, as described with respect to the method of 
FIG. 3, above, processor 200 determines if subsequent event 
code has been received, the Subsequent event code associ 
ated with a desire to open a voice communication with 
remote monitoring center 108 or third party intermediary 
110. Such a determination may be made by looking up the 
event code in memory 202, where associated information 
may be stored, indicating that a voice call is desired as 
described above with respect to block 400. 

In another embodiment, the Subsequent event code asso 
ciated with a desire for voice communications is received 
after at least one previous event code has been received by 
AECM 112 and transmitted to a remote location. In one 
embodiment, one of the previous event codes acts as a 
qualifying event whereby no voice communications are 
possible without first detecting a previous event code. 
At block 502, in response to receiving the event code(s) 

at block 500, processor 200 may provide an acknowledg 
ment to base station 100, indicating that the event code(s) 
was/were successfully received. The acknowledgement may 
indicate that a voice channel is in the process of being 
opened by AECM 112. The acknowledgment may also serve 
to place base station 100 in a “stand-by' state to wait for a 
voice communication channel to be opened by AECM 112. 
At block 504, after determining that a voice communica 

tion is desired, processor 200 encodes/modulates a request 
and sends the encoded/modulated request using a commu 
nication method used to facilitate Voice calls, i.e., either an 
analog voice call over POTS network 118, a VOIP call over 
Internet 114, a VOIP call over cellular data network 116, or 
a cellular voice call over cellular voice network 120. In 
another embodiment, processor 200 encodes and transmits 
the event code using a communication method not neces 
sarily associated with a voice call. For example, the event 
code could be encoded and transmitted as a data message 
over Internet 114. The communication method chosen to 
establish a voice call need not be the same communication 
method selected to transmit the first event code. For 
example, a first event code could be encoded and transmitted 
as a data message over Internet 114, while the second event 
code indicative of a desire to open a Voice communication, 
may be transmitted over a cellular voice network. In any 
case, processor 200 may select a particular communication 
method based on criteria Stored in memory 202. Such as an 
indication instructing processor 200 to transmit the event 
code(s) indicative of an event occurring at or within the 
premises where base station 100 is located, and a desire to 
open a voice communication channel, using a pre-selected 
communication method. For example, when an event code 
equal to 606 is received, processor may determine, by 
looking up event code 606 in a table stored in memory 202, 
that a voice communication channel should be established 
using, first, a cellular communication channel and if that 
fails, or is unavailable, a POTS communication channel. 
At block 506, AECM 112 attempts to establish a voice 

communication with remote monitoring center 108 or third 
party intermediary 110 in accordance with the criteria stored 
in memory 202 via a communication module configured to 
Support the method of communications selected by proces 
sor 200. In one embodiment, this indication comprises CID 
handshake tones. Such establishment of a Voice communi 
cation is well-known in the art. Establishment of a voice 
communication may comprise establishing a voice connec 
tion with remote monitoring center 108 or third party 
intermediary 110 and, in one embodiment, having a dis 
patcher actually accept the call and begin at least listening to 
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events occurring proximate to base station 100. For 
example, AECM 112 may establish a voice connection with 
remote monitoring center 108 by remote monitoring center 
“answering the call and placing the call “on hold” while a 
dispatcher can be alerted to the presence of the call. The 
Voice communication may be completed when a dispatcher 
actually begins participating in the call by either listening 
and/or speaking. 

At block 508, in one embodiment, processor 200 sends a 
“hold” code to remote monitoring center 108 or third party 
intermediary 110 indicating to remote monitoring center 108 
or third party intermediary 110 that a voice communication 
is still desired after a predetermined time period has elapsed 
from receiving the event code requesting voice communi 
cations, if a dispatcher has not yet accepted the call. Such a 
“hold” code may be unique to each model of base station 
100. In one embodiment, when a user selects a particular 
type of security panel, for example in setup block 304, 
described earlier, processor 200 determines what the “hold' 
code is based on information pre-stored in memory 202 for 
each model of security panel supported by AECM 112. The 
“hold” code may be sent at predetermined time intervals 
independent of the type of security panel selected (for 
example, to cover all or a majority of security panels, the 
“hold” code could be transmitted every 30 seconds), or the 
“hold” code could be sent at predetermined time intervals 
particular to a security panel model, also pre-stored in 
memory 202 for each security panel supported by AECM 
112. 
At block 510, processor 200 may establish audio com 

munications with base station 100, in one embodiment by 
exchanging one or more CID handshake tones with base 
station 100 via connection interface 204. In another embodi 
ment, audio communications with base station 100 are 
already present by virtue of the wired or wireless connection 
to base station 100 via connection interface 204. Thus, at this 
point, AECM 112 has established a first audio communica 
tion channel with remote monitoring center 108/intermedi 
ary 110, as well as a second audio communication channel 
with base station 100 via connection interface 204. There 
after, AECM 112 acts as a conduit between remote moni 
toring center 108/third party intermediary 110 and base 
Station 100. 
At block 512, after AECM 112 has established a voice 

communication channel with remote monitoring center 108/ 
third party intermediary 110 and base station 100, a dis 
patcher located at remote monitoring center 108/third party 
intermediary 110 may listen to events occurring in the 
vicinity of base station 100. In a two-way communication, 
base station 100 may permit audio information from a user 
to be transmitted to remote monitoring center 108/third party 
intermediary 110 via a speaker and/or microphone incorpo 
rated into base station 100, or a device in wireless commu 
nication with base station 100, such as a wireless, wearable 
panic button. 

At block 514, processor 200 encodes/modulates audio 
information received by base station 100 and provided to 
AECM 112 via connection interface 204 for transmission to 
remote monitoring station 108/third party intermediary 110 
using the communication method selected at block 504. 
Processor 200 may also demodulate/decode signals received 
from remote monitoring station 108/third party intermediary 
110 containing voice information from a dispatcher located 
at remote monitoring station 108/third party intermediary 
110 and provide such demodulated/decoded voice informa 
tion to base station 100 via connection interface 204. For 
example, AECM 112 may receive voice signals from a user 
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via base station 100 and connection interface 204, and then 
encode/modulate the Voice signals for transmission to 
remote monitoring station 108/third party intermediary 110 
via a communication module configured for the type of 
communication method selected by processor 200 at block 
504. In addition, AECM 112 may receive cellular voice 
signals from a dispatcher located at remote monitoring 
center 110 and demodulate the cellular voice signals to 
generate voice information in the audio spectrum, then 
provide the audio information to base station 100 via con 
nection interface 204 for presentation to the user. 
At block 516, the user of base station 100 may indicate a 

desire to terminate the Voice communication by providing an 
indication to the base station 100 which, in turn, generates 
an indication for AECM 112 to terminate the voice com 
munication. In one embodiment, the security panel generates 
a “kissoff tone. 
At block 518, the indication to terminate voice commu 

nications is received by processor 200 via connection inter 
face 204. 
At block 520, processor 200 terminates the voice com 

munication with remote monitoring station 108/third party 
intermediary 110 by transmitting a termination indication, 
such as a “kissoff tone to remote monitoring station 1087 
third party intermediary 110. In another embodiment, pro 
cessor 200 simply disables the communication module used 
to transmit and receive information during the audio com 
munication. 

While various embodiments of the present invention have 
been described above, it should be understood that they have 
been presented by way of example only, and not of limita 
tion. Likewise, the various diagrams may depict an example 
architectural or other configuration for the invention, which 
is done to aid in understanding the features and functionality 
that can be included in the invention. The invention is not 
restricted to the illustrated example architectures or configu 
rations, but the desired features can be implemented using a 
variety of alternative architectures and configurations. 
Indeed, it will be apparent to one of skill in the art how 
alternative functional, logical or physical partitioning and 
configurations can be implemented to implement the desired 
features of the present invention. Also, a multitude of 
different constituent module names other than those depicted 
herein can be applied to the various partitions. Additionally, 
with regard to flow diagrams, operational descriptions and 
method claims, the order in which the steps are presented 
herein shall not mandate that various embodiments be 
implemented to perform the recited functionality in the same 
order unless the context dictates otherwise. 

Although the present invention is described above in 
terms of various exemplary embodiments and implementa 
tions, it should be understood that the various features, 
aspects and functionality described in one or more of the 
individual embodiments are not limited in their applicability 
to the particular embodiment with which they are described, 
but instead can be applied, alone or in various combinations, 
to one or more of the other embodiments of the invention, 
whether or not such embodiments are described and whether 
or not such features are presented as being a part of a 
described embodiment. Thus the breadth and scope of the 
present invention should not be limited by any of the 
above-described exemplary embodiments. 
Terms and phrases used in this document, and variations 

thereof, unless otherwise expressly stated, should be con 
Strued as open ended as opposed to limiting. As examples of 
the foregoing: the term “including should be read as 
meaning “including, without limitation” or the like; the term 



US 9,520,053 B2 
21 

“example' is used to provide exemplary instances of the 
item in discussion, not an exhaustive or limiting list thereof. 
the terms “a” or “an should be read as meaning “at least 
one.” “one or more' or the like; and adjectives such as 
“conventional,” “traditional,” “normal,” “standard, 
“known and terms of similar meaning should not be 
construed as limiting the item described to a given time 
period or to an item available as of a given time, but instead 
should be read to encompass conventional, traditional, nor 
mal, or standard technologies that may be available or 
known now or at any time in the future. Likewise, where this 
document refers to technologies that would be apparent or 
known to one of ordinary skill in the art, Such technologies 
encompass those apparent or known to the skilled artisan 
now or at any time in the future. 
A group of items linked with the conjunction “and” 

should not be read as requiring that each and every one of 
those items be present in the grouping, but rather should be 
read as “and/or unless expressly stated otherwise. Simi 
larly, a group of items linked with the conjunction 'or' 
should not be read as requiring mutual exclusivity among 
that group, but rather should also be read as “and/or unless 
expressly stated otherwise. Furthermore, although items, 
elements or components of the invention may be described 
or claimed in the singular, the plural is contemplated to be 
within the scope thereof unless limitation to the singular is 
explicitly stated. 
The presence of broadening words and phrases such as 

“one or more,” “at least,” “but not limited to’ or other like 
phrases in some instances shall not be read to mean that the 
narrower case is intended or required in instances where 
such broadening phrases may be absent. The use of the term 
“module' does not imply that the components or function 
ality described or claimed as part of the module are all 
configured in a common package. Indeed, any or all of the 
various components of a module, whether control logic or 
other components, can be combined in a single package or 
separately maintained and can further be distributed across 
multiple locations. 

It is appreciated that certain features of the invention, 
which are, for clarity, described in the context of separate 
embodiments, may also be provided in combination in a 
single embodiment. Conversely, various features of the 
invention, which are, for brevity, described in the context of 
a single embodiment, may also be provided separately or in 
any Suitable Subcombination or as Suitable in any other 
described embodiment of the invention. Certain features 
described in the context of various embodiments are not to 
be considered essential features of those embodiments, 
unless the embodiment is inoperative without those ele 
mentS. 

Additionally, the various embodiments set forth herein are 
described in terms of exemplary block diagrams, flow charts 
and other illustrations. As will become apparent to one of 
ordinary skill in the art after reading this document, the 
illustrated embodiments and their various alternatives can be 
implemented without confinement to the illustrated 
examples. For example, block diagrams and their accompa 
nying description should not be construed as mandating a 
particular architecture or configuration. 

What is claimed is: 
1. An event communication module, comprising: 
a connection interface for receiving event information 

from a base station, the event information indicative of 
a condition occurring at a premises where the base 
station is located; 
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22 
a memory for storing processor-executable instructions 

and criteria for determining a communication method 
used to transmit information; 

a processor for executing the processor-executable 
instructions that cause the event communication mod 
ule to: 
evaluate the event information; 
Select a first transmission method from two or more 

transmission methods based on the event informa 
tion and the criteria; and 

encode the event information into a format suitable for 
transmission in conformance with the first transmis 
sion method selected by the processor, and 

a first communication module, configured to transmit the 
encoded event information using the first transmission 
method. 

2. The event communication module of claim 1, wherein 
the processor-executable instructions further comprise 
instructions that causes the alarm event communication 
module to: 
decode the event information after it is received from the 

base station; and 
prior to encoding the event information into a format 

suitable for transmission, re-encode the decoded event 
information in a format compatible with the base 
station. 

3. The event communication module of claim 2, wherein 
the processor-executable instructions for decoding the event 
information further comprise instructions that cause the 
event communication module to decode the event informa 
tion in accordance with an alarm reporting protocol. 

4. The event communication module of claim 1, wherein 
the criteria comprises the two or more communication 
methods available to the event communication module in a 
preferential order. 

5. The event communication module of claim 4, further 
comprising: 

a second communication module; 
wherein the processor-executable instructions further 

comprise instructions that causes the event communi 
cation module to: 
determine that the first transmission method has failed; 
and 

transmit the encoded event information using the sec 
ond communication module. 

6. The event communication module of claim 1, wherein 
the criteria comprises a stored urgency level associated with 
one or more events identified by the event information and 
the processor-executable instructions for selecting a first 
transmission method comprises instructions that cause the 
event communication module to: 

determine that a first event has occurred based on the 
event information; 

determine an urgency level associated with the first event; 
and 

determine a transmission method from the memory asso 
ciated with the urgency level; 

wherein transmitting the encoded event information using 
the first transmission method comprises transmitting 
the encoded event information using the transmission 
method associated with the urgency level. 

7. The event communication module of claim 6, wherein 
the urgency level represents an emergency condition and the 
first transmission method comprises the most reliable trans 
mission method available to the event communication mod 
ule. 
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8. The event communication module of claim 6, wherein 
the urgency level represents a non-urgent condition and the 
first transmission method comprises the least costly trans 
mission method available to the event communication mod 
ule. 

9. The event communication module of claim 6, wherein 
the processor-executable instructions further comprise 
instructions that causes the event communication module to: 

determine that the first transmission method has failed; 
determine a second transmission method associated with 

the urgency level; and 
transmit the encoded event information using the second 

transmission method associated with the urgency level. 
10. The event communication module of claim 1, wherein 

the memory further stores contact information of a person to 
be notified when an urgent event is received from the base 
station, and the processor-executable instructions further 
comprise instructions that causes the event communication 
module to: 

determine that the urgent event has occurred based on the 
event information and the criteria: 

transmit an alert to the person indicative of the urgent 
event using the contact information stored in the 
memory. 

11. The event communication module of claim 1, wherein 
the processor is further configured to provide an acknowl 
edgement to the base station via the connection interface 
indicative of whether the event information was successfully 
received by a recipient of the transmitted encoded event 
information. 

12. The event communication module of claim 1, further 
comprising: 

a speaker; 
a microphone; and 
audio circuitry coupled to the processor; 

wherein the processor-executable instructions further 
comprise instructions that causes the event commu 
nication module to provide at least a one-way voice 
communication between the location of the base 
station and a remote location. 

13. The event communication module of claim 12, 
wherein the audio circuitry is activated when a pre-deter 
mined event has occurred, based on the event information 
and the criteria. 

14. The event communication module of claim 1, further 
comprising: 

a second communication module, configured to transmit 
the encoded event information using a second trans 
mission method. 

15. The event communication module of claim 1, wherein 
the first communication module is configured to transmit the 
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event information using either the first communication 
method or a second communication method. 

16. The event communication module of claim 1, wherein 
the processor-executable instructions further comprise 
instructions that causes the event communication module to: 

receive subsequent event information, via the connection 
interface, indicative of a desire to establish an audio 
communication; 

establish an audio communication with a remote location 
using the first communication module: 

establish an audio communication with the base station; 
and 

encode audio information received via the connection 
interface for transmission to the remote location using 
the first communication module. 

17. The event communication module of claim 16, 
wherein the first event information is transmitted using the 
first communication method and the subsequent event infor 
mation is transmitted using a second communication 
method. 

18. A method for relaying event information from a base 
station to a remote location by an event communication 
module, executed by the event communication module, 
comprising: 

receiving an encoded event information from a base 
station over an interface connection: 

Selecting a first transmission method from two or more 
communication methods based on the received event 
information by a processor; 

encoding the event information based on the first com 
munication method by the processor; and 

transmitting the encoded event information to remote 
location by a communication module configured to 
communicate using the first communication method. 

19. The method of claim 18, further comprising: 
determining, by the processor, an urgency level associated 

with the received event information; and 
determining, by the processor, a preferred communication 

method stored in a memory based on the urgency level; 
wherein selecting a first transmission method comprises 

the processor selecting the preferred transmission 
method associated with the urgency level. 

20. The method of claim 18, wherein determining an 
urgency level associated with the received event information 
comprises: 

determining whether an event associated with the 
received event information is present in a list of events 
stored in the memory; and 

retrieving a stored urgency level associated with the 
stored event. 


