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(57) ABSTRACT 

The present invention relates to a method and device for 
detecting a communication-interfering jammer in the proX 
imity of a communication equipment normally receiving an 
intelligible Signal. As a first operation, an absence of recep 
tion of the intelligible signal by the communication equip 
ment is detected. A discrimination of the detection of a 
communication-interfering jammer in the proximity of the 
communication equipment from at least one other cause for 
the absence of reception of the intelligible Signal by the 
communication equipment is then conducted. A communi 
cation-interfering jammer is finally detected in the proximity 
of the communication equipment when the discrimination 
indicates that there exists no other cause for the absence of 
reception of the intelligible Signal by the communication 
equipment. 
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DETECTOR OF COMMERCIALJAMMER 

FIELD OF THE INVENTION 

0001. The present invention relates to a device for detect 
ing a communication-interfering jammer, in particular but 
not exclusively a commercial jammer. 

BACKGROUND OF THE INVENTION 

0002. In order to interfere with communications, a com 
mercial jammer typically transmits a pseudo-random noise 
over a whole downlink frequency bandwidth of a commu 
nications System or network. Normally, the pseudo-random 
noise has a Substantially constant amplitude over the whole 
downlink frequency bandwidth. When this substantially 
constant amplitude of the pseudo-random noise is Suffi 
ciently high, any communication mobile or terminal in close 
proximity to the jammer will be prevented to receive any 
intelligible Signal from the communication System or net 
work. 

SUMMARY OF THE INVENTION 

0003. According to the present invention, there is pro 
Vided a method for detecting a communication-interfering 
jammer in the proximity of a communication equipment 
normally receiving an intelligible signal, comprising: detect 
ing an absence of reception of the intelligible Signal by the 
communication equipment; discriminating the detection of a 
communication-interfering jammer in the proximity of the 
communication equipment from at least one other cause for 
the absence of reception of the intelligible signal by the 
communication equipment; and detecting a communication 
interfering jammer in the proximity of the communication 
equipment when the discrimination indicates that there 
exists no other cause for the absence of reception of the 
intelligible signal by the communication equipment. 
0004. The present invention also relates to a device for 
detecting a communication-interfering jammer in the proX 
imity of a communication equipment normally receiving an 
intelligible Signal, comprising: means for detecting an 
absence of reception of the intelligible Signal by the com 
munication equipment; means for discriminating the detec 
tion of a communication-interfering jammer in the proximity 
of the communication equipment from at least one other 
cause for the absence of reception of the intelligible signal 
by the communication equipment; and means for detecting 
a communication-interfering jammer in the proximity of the 
communication equipment when the discriminating means 
indicates that there exists no other cause for the absence of 
reception of the intelligible Signal by the communication 
equipment. 

0005 Further according to the present invention, there is 
provided a device for detecting a communication-interfering 
jammer in the proximity of a communication equipment 
normally receiving an intelligible Signal, comprising: 

0006 a detector of an absence of reception of the 
intelligible Signal by the communication equipment; 

0007 a discriminator of the detection of a commu 
nication-interfering jammer in the proximity of the 
communication equipment from at least one other 
cause for the absence of reception of the intelligible 
Signal by the communication equipment, and 
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0008 a detector of a communication-interfering 
jammer in the proximity of the communication 
equipment when the discrimination means indicates 
that there exists no other cause for the absence of 
reception of the intelligible Signal by the communi 
cation equipment. 

0009. The foregoing and other objects, advantages and 
features of the present invention will become more apparent 
upon reading of the following nonrestrictive description of 
an illustrative embodiment thereof, given by way of 
example only with reference to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010) 
0011 FIG. 1 is a schematic block diagram of the non 
restrictive, illustrative embodiment of the device according 
to the present invention, for detecting a communication 
interfering jammer in the proximity of a communication 
equipment, and 

0012 FIG. 2 is a schematic flow chart showing the 
operation of the nonrestrictive, illustrative embodiment of 
the method according to the present invention, for detecting 
a communication-interfering jammer in the proximity of a 
communication equipment. 

In the appended drawings: 

DETAILED DESCRIPTION OF THE 
ILLUSTRATIVE EMBODIMENT 

0013 The non-restrictive, illustrative embodiment of the 
jammer-detecting device in accordance with the present 
invention constitutes a Standalone functionality designed for 
detecting the presence of a commercial jammer in a fre 
quency bandwidth of interest. 
0014. Although the non-restrictive, illustrative embodi 
ment of the method and device of the present invention will 
be described in relation to a cellular communication System 
or network, it should be kept in mind that the present 
invention applies as well to other types of communication 
Systems or networks. 
0015. When a mobile or terminal receives no intelligible 
Signal from a cellular communication System or network, an 
algorithm is required to discriminate jammer detection from 
two other cases (hereinafter the first and Second cases). Of 
course, the non-restrictive, illustrative embodiment of the 
jammer-detecting method and device incorporates Such an 
algorithm. 

0016. The first case is an out-of-coverage case. This 
out-of coverage case happens when a mobile or terminal is 
out-of-coverage, for example when the mobile or terminal is 
outside cellular coverage in fringe areas or inside a building 
with high penetration loSS. 

0017. The second case is met when the mobile or termi 
nal is located in an area with Strong cellular interference on 
the common control channel(s). More specifically, this situ 
ation is met in locations where Strong common control 
channel(s) is (are) received, these strong common control 
channel(s) originating from multiple cellular base stations 
operating at the same frequency (for FDMA (Frequency 
Division Multiple Access) systems) or with the same code 
(for CDMA (Code Division Multiple Access) systems). 
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0.018. The structure and operation of the non-restrictive, 
illustrative embodiment of the jammer-detecting method 
and device according to the present invention will now be 
described with reference to FIGS. 1 and 2 of the appended 
drawings. It should be mentioned here that the references 
101-107 (including 104a) refer to FIG. 1 while the refer 
ences 201-207 (including 204a) refer to FIG. 2. 
0.019 Discrimination of the Out-of-Coverage Case 
0020 Operation 201 
0021. The non-restrictive, illustrative embodiment of the 
jammer-detecting device comprises a mobile or terminal 
reception detector 101 for detecting that the mobile or 
terminal no longer receives an intelligible signal from the 
cellular communication System or network. 
0022. When a mobile or terminal no longer receives an 
intelligible signal from the cellular System or network, the 
out-of-coverage discrimination is first executed. Detection 
that the mobile or terminal no longer receives an intelligible 
Signal can be carried out through conventional methods well 
known to those of ordinary skill in the art. An example is the 
detection of a Signal-to-noise ratio lower than a given 
threshold. 

0023 Operation 202 
0024. The out-of-coverage discrimination first comprises 
a comparison of the average power level on at least one 
common control channel with a predicted noise floor. This 
comparison is conducted by the Signal and noise comparator 
102. 

0.025. As well known to those of ordinary skill in the art, 
the predicted noise floor is a function of the mobile or 
terminal noise figure and the frequency bandwidth of con 
CC. 

0026 Operation 203 
0027) If the difference between the average power level 
of the common control channel and the predicted noise floor 
as determined by the Signal and noise comparator 102 is 
lower (for example by 10% lower) than the signal-to-noise 
ratio required for proper operation of the mobile or terminal 
plus a certain margin to take into consideration normal 
co-channel interference, the cellular System or network is 
then considered as out-of-coverage. This condition is 
detected by the out-of-coverage detector 103. 
0028. The signal-to-noise ratio required for proper opera 
tion of the mobile or terminal plus the above-mentioned 
margin will be referred to as the “threshold” in the following 
description. 

0029. If the difference between the average power level 
of the common control channel and the predicted noise floor 
as determined by the Signal and noise comparator 102 is 
higher (for example by 10% higher) than the threshold, the 
cellular System or network is either jammed or in interfer 
ence on the common control channel. The procedure then 
goes to operation 205 in order to perform the discrimination 
of the common channel interference case. 

0030 Operation 204 
0031) The first time (104a and 204a) the average power 
level on the common control channel is compared to the 
predicted noise floor, the difference between this average 
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power level of the common control channel and the pre 
dicted noise floor is approximately equal to the threshold 
(for example equal to the threshold +10%), the jammer 
detecting device waits for a short period of time generated 
by the timer 204, for example a few seconds. 
0032. After this waiting period, as the difference between 
the average power level of the common control channel and 
the predicted noise floor is approximately equal to the 
threshold, the reception may correctly resume. If not, dis 
crimination of the out-of-coverage case is performed a 
second time with the following result: 

0033. If the difference between the average power 
level of the common control channel and the pre 
dicted noise floor is lower (for example by 10% 
lower) than the threshold, the out-of-coverage detec 
tor 103 detects an out-of-coverage condition of the 
cellular system or network (Operation 203); 

0034). If the difference between the average power 
level of the common control channel and the pre 
dicted noise floor is higher (for example by 10% 
higher) than the threshold, the cellular System or 
network is either jammed or in interference on the 
common control channel, and the procedure then 
goes to Operation 205; and 

0035) If the difference between the average power 
level of the common control channel and the pre 
dicted noise floor is approximately equal (for 
example equal to the threshold t10%) to the thresh 
old as a result of the second (104a and 204a) 
out-of-coverage discrimination (104a and 204a), the 
cellular System or network is either jammed or in 
interference on the common control channels, and 
the procedure then goes to Operation 205. 

0036 Discrimination of the Common Channel Interfer 
ence Case 

0037. At this stage, the jammer-detecting method and 
device considers the cellular System or network as being 
jammed or in cellular interference on the common control 
channel. 

0.038) Operation 205 
0039 Discrimination of the common channel interfer 
ence case is conducted by first comparing to each other the 
respective RF (Radio Frequency) power levels of a random 
set of channels within the relevant frequency bandwidth. 
The nonrestrictive, illustrative embodiment of the jammer 
detecting device comprises a random channels power level 
scanner 105 for performing this comparison. 
0040. In FDMA systems or networks, this comparison is 
made by Scanning different frequencies corresponding to a 
set of channels. In CDMA systems or networks, the com 
parison is made by Scanning different codes corresponding 
to different common channels. 

0041) Operation 206 
0042. If the average RF power levels of the various 
channels are different, an interference detector 106 of the 
non-restrictive, illustrative embodiment of the jammer-de 
tecting device detects that the mobile or terminal is victim of 
cellular interference on the common control channel(s). 
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0.043 Detection of the Presence of a Jammer, in Particu 
lar but not Exclusively a Commercial Jammer 
0044) Operation 207 
0.045. It the average RF power levels of the various 
channels are Similar, the non-restrictive, illustrative embodi 
ment of the jammer-detecting device comprises a jammer 
detector 107 indicating that the mobile or terminal is being 
jammed, that is under the influence of a jammer. 
0.046 Those of ordinary skill in the art will appreciate 
that, prior to detecting the presence of a jammer, the 
non-restrictive illustrative embodiment of the jammer-de 
tecting device according to the present invention first deter 
mines whether the absence of reception of an intelligible 
Signal by the cellular mobile or terminal is caused by either 
out-of-coverage or interference. 
0047 Although the present invention has been described 
in the foregoing Specification by means of a non-restrictive 
illustrative embodiment thereof, this illustrative embodi 
ment can be modified as will, within the scope of the 
appended claims without departing from the Spirit and 
nature of the Subject invention. 

What is claimed is: 
1. A device for detecting a communication-interfering 

jammer in the proximity of a communication equipment 
normally receiving an intelligible Signal, comprising: 

means for detecting an absence of reception of the intel 
ligible signal by the communication equipment; 

means for discriminating the detection of a communica 
tion-interfering jammer in the proximity of the com 
munication equipment from at least one other cause for 
the absence of reception of the intelligible signal by the 
communication equipment; and 

means for detecting a communication-interfering jammer 
in the proximity of the communication equipment 
when the discriminating means indicates that there 
exists no other cause for the absence of reception of the 
intelligible signal by the communication equipment. 

2. A method for detecting a communication-interfering 
jammer in the proximity of a communication equipment 
normally receiving an intelligible Signal, comprising: 

detecting an absence of reception of the intelligible Signal 
by the communication equipment; 

discriminating the detection of a communication-interfer 
ing jammer in the proximity of the communication 
equipment from at least one other cause for the absence 
of reception of the intelligible Signal by the communi 
cation equipment; and 

detecting a communication-interfering jammer in the 
proximity of the communication equipment when the 
discrimination indicates that there exists no other cause 
for the absence of reception of the intelligible signal by 
the communication equipment. 

3. A method for detecting a communication-interfering 
jammer as defined in claim 2, wherein discriminating the 
detection of a communication-interfering jammer com 
prises: 
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discriminating the detection of a communication-interfer 
ing jammer in the proximity of the communication 
equipment from an out-of-coverage Situation. 

4. A method for detecting a communication-interfering 
jammer as defined in claim 2, wherein discriminating the 
detection of a communication-interfering jammer com 
prises: 

discriminating the detection of a communication-interfer 
ing jammer in the proximity of the communication 
equipment from a situation of interference. 

5. A method for detecting a communication-interfering 
jammer as defined in claim 2, wherein the communication 
equipment comprises at least one common control channel 
and wherein discriminating the detection of a communica 
tion-interfering jammer comprises: 

discriminating the detection of a communication-interfer 
ing jammer in the proximity of the communication 
equipment from a Situation of interference on Said at 
least one common control channel. 

6. A method for detecting a communication-interfering 
jammer as defined in claim 3, wherein the communication 
equipment comprises at least one common control channel, 
and wherein discriminating the detection of a communica 
tion-interfering jammer in the proximity of the communi 
cation equipment from an out-of-coverage situation com 
prises: 

comparing an average power level on the common control 
channel of the communication equipment With a pre 
dicted noise floor. 

7. A method for detecting a communication-interfering 
jammer as defined in claim 6, wherein discriminating the 
detection of a communication-interfering jammer in the 
proximity of the communication equipment from an out-of 
coverage situation comprises: 

detecting an out-of-coverage situation when the compari 
Son between the average power level and the predicted 
noise floor indicates that a difference between Said 
average power level and Said predicted noise floor is 
lower than a given threshold. 

8. A method for detecting a communication-interfering 
jammer as defined in claim 6, wherein, when the comparison 
between the average power level and the predicted noise 
floor indicates that a difference between Said average power 
level and Said predicted noise floor is higher than a given 
threshold, discriminating the detection of a communication 
interfering jammer in the proximity of the communication 
equipment from an out-of-coverage Situation comprises: 

detecting either a communication-interfering jammer in 
the proximity of the communication equipment or a 
Situation of interference on the common control chan 
nel. 

9. A method for detecting a communication-interfering 
jammer as defined in claim 6, wherein, when the comparison 
of the average power level with the predicted noise floor 
indicates that the difference between said average power 
level and Said predicted noise floor is approximately equal to 
a given threshold, discriminating the detection of a commu 
nication-interfering jammer in the proximity of the commu 
nication equipment from an out-of-coverage Situation com 
pr1SeS: 
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waiting for a short period of time; 
after Said short period of time has elapsed, detecting 

whether there is still an absence of reception of the 
intelligible Signal by the communication equipment; 
and 

in the absence of reception of the intelligible Signal by the 
communication equipment, repeating Said comparison 
of the average power level on the common control 
channel of the communication equipment with the 
predicted noise floor. 

10. A method for detecting a communication-interfering 
jammer as defined in claim 3, wherein the communication 
equipment comprises a set of channels, and wherein dis 
criminating the detection of a communication-interfering 
jammer in the proximity of the communication equipment 
from a Situation of interference comprises: 

comparing to each other power levels of at least a portion 
of the channels of Said Set. 

11. A method for detecting a communication-interfering 
jammer as defined in claim 10, wherein discriminating the 
detection of a communication-interfering jammer in the 
proximity of the communication equipment from a situation 
of interference further comprises: 

detecting a situation of interference when the comparison 
of the power levels indicate that the power levels of 
Said at least a portion of the channels are different from 
each other. 

12. A method for detecting a communication-interfering 
jammer as defined in claim 10, wherein detecting a com 
munication-interfering jammer in the proximity of the com 
munication equipment comprises: 

detecting a communication-interfering jammer in the 
proximity of the communication equipment when the 
comparison of the power levels indicate that the power 
levels of Said at least a portion of the channels are 
Similar to each other. 

13. A device for detecting a communication-interfering 
jammer in the proximity of a communication equipment 
normally receiving an intelligible Signal, comprising: 

a detector of an absence of reception of the intelligible 
Signal by the communication equipment; 

a discriminator of the detection of a communication 
interfering jammer in the proximity of the communi 
cation equipment from at least one other cause for the 
absence of reception of the intelligible signal by the 
communication equipment; and 

a detector of a communication-interfering jammer in the 
proximity of the communication equipment when the 
discrimination means indicates that there exists no 
other cause for the absence of reception of the intelli 
gible Signal by the communication equipment. 

14. A device for detecting a communication-interfering 
jammer as defined in claim 13, wherein the discriminator 
comprises: 

a detector of an out-of-coverage Situation, the out-of 
coverage situation constituting Said at least one other 
cause for the absence of reception of the intelligible 
Signal by the communication equipment. 
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15. A device for detecting a communication-interfering 
jammer as defined in claim 13, wherein the discriminator 
comprises: 

a detector of a situation of interference, Said situation of 
interference constituting Said at least one other cause 
for the absence of reception of the intelligible signal by 
the communication equipment. 

16. A device for detecting a communication-interfering 
jammer as defined in claim 13, wherein the communication 
equipment comprises at least one common control channel 
and wherein the discriminator comprises: 

a detector of a situation of interference on the common 
control channel, Said Situation of interference on the 
common control channel constituting Said at least one 
other cause for the absence of reception of the intelli 
gible Signal by the communication equipment. 

17. A device for detecting a communication-interfering 
jammer as defined in claim 14, wherein the communication 
equipment comprises at least one common control channel, 
and wherein the discriminator further comprises: 

a comparator of an average power level on the common 
control channel of the communication equipment with 
a predicted noise floor. 

18. A device for detecting a communication-interfering 
jammer as defined in claim 17, wherein the detector an 
out-of-coverage Situation comprises: 
means for detecting an out-of coverage Situation when the 

comparison between the average power level and the 
predicted noise floor indicates that a difference between 
Said average power level and Said predicted noise floor 
is lower than a given threshold. 

19. A device for detecting a communication-interfering 
jammer as defined in claim 17, wherein the discriminator 
comprises means for detecting, when the comparison 
between the average power level and the predicted noise 
floor indicates that a difference between Said average power 
level and Said predicted noise floor is higher than a given 
threshold, either a communication-interfering jammer in the 
proximity of the communication equipment or a situation of 
interference on the common control channel. 

20. A device for detecting a communication-interfering 
jammer as defined in claim 17, wherein the discriminator 
comprises, when the comparison between the average power 
level and the predicted noise floor indicates that the differ 
ence between Said average power level and Said predicted 
noise floor is approximately equal to a given threshold: 

a timer for generating a short period of time; 
the detector of an absence of reception comprises means 

for detecting, after Said Short period of time has 
elapsed, whether there is Still an absence of reception of 
the intelligible Signal by the communication equip 
ment; and 

the comparator comprises means for repeating, in the 
absence of reception of the intelligible Signal by the 
communication equipment, the comparison of the aver 
age power level on the common control channel of the 
communication equipment with the predicted noise 
floor. 

21. A device for detecting a communication-interfering 
jammer as defined in claim 15, wherein the communication 
equipment comprises a set of channels, and wherein the 
discriminator comprises: 
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a comparator of power levels of at least a portion of the 
channels of Said Set to each other. 

22. A device for detecting a communication-interfering 
jammer as defined in claim 21, wherein the discriminator 
comprises: 

a detector of a situation of interference when the com 
parison of the power levels indicate that the power 
levels of Said at least a portion of the channels are 
different from each other. 

23. A device for detecting a communication-interfering 
jammer as defined in claim 21, wherein the detector of a 
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communication-interfering jammer in the proximity of the 
communication equipment comprises: 

means for detecting a communication-interfering jammer 
in the proximity of the communication equipment 
when the comparison of the power levels indicate that 
the power levels of Said at least a portion of the 
channels are similar to each other. 


