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SYSTEM AND METHOD FOR MANAGING
WORKFLOWS ASSOCIATED WITH A
DOCUMENT EXCHANGED BETWEEN A
FIRST SERVICE PROVIDER AND A SECOND
SERVICE PROVIDER

TECHNICAL FIELD

[0001] The present invention generally relates to the field of
software services and more specifically to a software service
used for exchange of documents and content.

BACKGROUND OF THE INVENTION

[0002] In the field of telecommunications, interconnection
refers to connections between carrier service providers for the
physical linking of their networks. An interconnection
between two carriers interconnects calls originating in one
carrier’s network and terminating in the other carrier’s net-
work and vice versa. Termination rates are rates that telecom-
munications carriers charge each other on a wholesale basis
for terminating calls on their respective networks. An inter-
connection agreement between two carriers sets forth bilat-
eral conditions for various terms, such as termination rates,
capacity, carrier commitment, etc.

[0003] The explosion of voice and data traffic, as well as
next generation networks, have created information overload,
extra complexity and data exchange inefficiencies between
the telecommunication carriers. The increasing complexity
and volume of price lists, invoices, declarations, data formats
and other business documents used in the interconnect busi-
ness has created a paperwork nightmare for service providers.
Electronic Termination Rate Agreements (known as “eTRA™)
have been developed by standards bodies to drive toward
open standards. To further standardize practices for electronic
exchange of voice and data business information among
wholesale carriers, the Global Business Exchange for Tele-
com (GBET) has been formed as a global consortium of
carriers, such as Verizon, TeliaSonera, Deutsche Telecom,
etc. These carriers work cooperatively to define standards
with the aim of reducing administrative cost and the ambigu-
ity for various transactions. Also formed is the Global Settle-
ments Carrier (GSC) Group, which works to simplify
accounting and invoicing, and enable business process devel-
opment for the benefit of carriers globally, including carrier’s
billing and settlements.

[0004] Business-to-business platforms that enable tele-
communication service providers to access and share busi-
ness documents among trading partners are known. One such
platform is disclosed in the U.S. Pat. No. 8,359,400, which
discloses a system and method for user-definable document
exchange based on user-definable validation rules. Also,
known are systems and methods for managing a carrier’s
interconnect traffic across a telecommunications network. On
such system is called iXLink® developed by Telarix as dis-
closed in the U.S. Pat. No. 7,050,55. iXLink® creates a
“Link” for relationships between pairs of carriers so that they
can seamlessly communicate with an existing interconnect
management system based on corresponding Link configu-
rations. Business rules specific to each partner and/or service
are applied to validate transactions, meet internal business
objectives and capture errors so that time-stamped and vali-
dated documents can be exchanged electronically.

[0005] An e-contract is a contract modeled, specified,
executed, controlled and monitored by a software system.
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Typically, a workflow management system is used for e-con-
tract management. E-contracts are complex interrelated
workflows that have to be specified to satisfy contract require-
ments. Frameworks to conceptualize e-contracts and model
the complexity of interrelationships are known. One such
framework is based on an entity-relationship (ER) model
used in the design of database to reflect more precisely the
properties and constraints found in more complex databases,
such as in engineering design and manufacturing (CAD/
CAM), telecommunications, complex software systems and
geographic information systems (GIS).

[0006] Conventional manual processes for executing bilat-
eral contracts amongst service providers result in delays due
to incorrect data, back-and-forth communication, unsynchro-
nized document exchange and conferences calls. Lack of
adequate documentation has created an internal dilemma for
management to account for network costs and business case
justifications. As a result, the length of time and cost for
getting signed and verified quotations and contracts has
increased dramatically. Furthermore, conventional workflow
models do not have the capabilities to handle the complexities
of interrelationships in executing e-contracts amongst a large
number of service providers having bilateral relationships.
Therefore, there is exists a need for a system and method that
facilitates exchange of documents between such service pro-
viders efficiently.

SUMMARY

[0007] Briefly according to the present invention, a system
and method for managing workflows exchanges a document
between a first server associated with a first service provider
and a second server associated with a second service provider
over a network. A first workflow engine associated with the
first service provider is configured to apply the document to a
first workflow based on a first set of rules. The first workflow
engine produces a first set of states associated with the docu-
ment for the first workflow. A second workflow engine asso-
ciated with the second service provider is configured to apply
the document to a second workflow based a second set of
rules. The second workflow engine produces a second set of
states associated with the document for the second work flow.
The first and second workflow engines run the first workflow
at first service provider asynchronous to the second workflow
at the second service provider. One or more shared database
stores the first set of states and the second set of states of the
document, where the first and second set of states have at least
one common state.

[0008] According to some more detailed features of the
present invention, the document in one embodiment is an
editable draft document. The document in another embodi-
ment is a proposal document in a read-only format, where the
at least one common state is indicative of at least one of
withdrawal of the proposal document, rejection of the pro-
posal document or acceptance of the proposal document.
[0009] According to other more detailed features of the
present invention, a computer workstation is configured to
convert the draft document in editable form into the proposal
document in read-only form. A router transports the docu-
ment over the network. One or more databases store a plural-
ity of pairwise relationship records for a plurality of paired
service providers. A pairwise relationship record associates a
pairwise relationship identifier with identities of the first and
second service providers such that the router transmits the
document either to the first or second servers based on a
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determined identity of the first server or the second server as
derived from the pairwise relationship identifier which does
not reveal the identity of the first and second service provid-
ers.

[0010] According to still other features ofthe invention, the
first server encrypts the document and transmits the
encrypted document to the router with an unencrypted header
appended to the encrypted document. The header contains the
pairwise relationship identifier and a version identification
associated with the document. The router determines the
identity of the second service provider based on the pairwise
relationship identifier contained in the header and transports
the encrypted document to the second server with a transport
header that is based on the identity of the second service
provider.

[0011] According to yet other features of the invention, the
first server generates a pairwise relationship request to pair
the first service provider with the second service provider and
the router generates the pairwise relationship identifier by
authenticating an acceptance message received from the sec-
ond server.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG.1 shows ablock diagram of a Business Support
System (BSS) system implementing the present invention on
a Software-as-a-Service (SaaS) platform.

[0013] FIG. 2 shows the BSS system implemented as a BSS
exchange service subscribed by a plurality of service provid-
ers.

[0014] FIG. 3 shows a functional block diagram ofthe BSS
system of FIG. 1.

[0015] FIG. 4 shows a functional block diagram ofthe BSS
exchange service.

[0016] FIG. 5 shows a functional block diagram for a “plat-
form” subscriber solution.

[0017] FIG. 6 shows a flow chart implementing asynchro-
nous workflows for exchange of documents between a pair of
service providers.

DETAILED DESCRIPTION OF THE INVENTION

[0018] The system and method described herein relates to
various aspects of processing documents containing bilateral
terms that are exchanged between service providers. Each
service provider is paired with another service provider for
the exchange of documents. As herein defined, documents
can be any type of electronic file that is formatted to convey
terms and condition information associated with bilateral
relationships between service provider counterparties. The
documents can be formatted in any known file type, such as
Microsoft Word or Excel or a portable format such as Adobe
PDF, etc. Examples of service providers that are paired as
counterparties with each other according to the present inven-
tion include telecommunication carriers. Other types of
paired service providers can be utility service providers that
enter into bilateral agreements under power swaps arrange-
ments. Many such barter deals also operate in the shipping
industry where bilateral arrangements are put together to
ensure mutual utilization of resources. In the international
telecommunications arena one such pairing relationship
could for example exist be between Verizon wireless as a first
service provider in the US and Deutsche Telecom as a second
service provider in Germany.
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[0019] In one example embodiment, a Business Support
System (BSS) embodies the various aspects of the present
invention implemented on an electronic exchange and col-
laboration Software-as-a-Service (SaaS) platform referred to
as the BSS exchange service. The BSS exchange service is
centrally hosted and uses a software licensing and delivery
model on subscription basis. The BSS exchange service pro-
vides an enterprise contract-modeling environment with a set
oftools and features to aid creation of bilateral contract docu-
ments. One or more service providers can subscribe to the
service under various subscription levels ranging from pre-
mium to basic and receive service based a corresponding
subscription level.

[0020] For example, telecommunication carriers can use
the service to collaborate on a full cycle of interconnection
agreements from initial creation to final execution for linking
one carrier’s network with equipment or facilities belonging
to another carrier’s network. Under this arrangement, the first
service provider proposes terms and conditions for the use of
its network by the second provider and the second service
provider proposes terms and the conditions for the use of its
network by the first service provider via documents that are
exchanged between the first and second service providers.
Under this example, the first and second service providers can
become paired telecommunication carriers with an intercon-
nection agreement that is governed by a set of bilateral con-
ditions, clauses and terms.

[0021] The service offered under the present invention
ensures that a full cycle of document exchanges are managed
and tracked. The end result of the offered service is a set of
conditions which has been agreed to by both parties through
separate document workflow management processes that
takes place in the first and second service providers asynchro-
nously. Subscribers’ exchange documents, e.g., contracts,
based on a set of industry agreed formats, such as Microsoft
Excel. In one example formats are defined or otherwise struc-
tured according to a defined standard, such as those set forth
by GBET (Global Business Exchange for Telecoms) and/or
GSC (Global Settlements Carrier) Group referenced above.

[0022] FIG. 1 shows a block diagram of a SaaS platform
offering the BSS exchange service embodying various fea-
tures of the present invention. The SaaS platform comprises
an Application/Web Server Cluster of one or more servers,
which communicates with a Database Server Cluster of one
or more databases. The SaaS platform provides the BSS
exchange service to the first and second service providers
over the Internet via a firewall Cluster of one or more fire-
walls. One such the BSS exchange service is offered by
Ascom under the name B2BSimpleX™ at the following
domain: http://www.b2b-simplex.com.

[0023] One or more than one service providers can sub-
scribe to the BSS service. Any service provider that sub-
scribes to the BSS exchange service can create its own web-
site portal, as a sub-domain of an administrator service. For
example, a subscriber can access the web site at https://cus-
tomername.b2b-simplex.com. Under this embodiment, if
only one of the paired service providers is subscribed to the
BSS service, the other service provider who is not a sub-
scriber can still exchange contract documents and collaborate
online securely via a login to the subscriber service provider’s
website portal. Alternatively, documents can be sent, via
e-mail, to counterparties who are not subscribed to the BSS
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service. Under a basic subscription level, subscribers can
upload and download the documents to and from the SaaS
platform.

[0024] FIG. 2 shows the BSS system implemented as a
cloud service subscribed by three service providers. Under
this arrangement, each service provider is paired with another
service provider as counterparty within the SaaS for exchange
of documents containing bilateral conditions. That is, Service
Provider 1 can be paired with Service Provider 2 and Service
Provider 2 can be paired with Service Provider 3, while Ser-
vice Provider 1 is also paired with Service Provider 3. Under
apremium subscription level, anyone of the service providers
can deploy the BSS exchange service in-house as an enter-
prise solution for management of contracts, yet seamlessly
communicates with the SaaS platform for exchange and col-
laboration with other BSS exchange service subscribers.

[0025] The BSS exchange service enables subscribers to
create scenarios to explore viability of a business deal, com-
pare various scenarios and select one to be a candidate for
exchange with a paired service provider who will be counter-
party to an exchanged contract document. A service provider
can enter potential cost elements and analyze the profitability
criteria before proceeding further with the negotiation by
submitting a proposal document. The BSS exchange service
provides interfaces to the service providers to monitor a con-
tract during its life time for profitability and take decisions as
needed. The BSS exchange service can also provide subscrib-
ers with interfaces for handling exchange rates, comparison
of customer’s own dial codes and termination costs, a full
document repository for handling agreements, a calculation
engine to prepare final contract calculations, and voucher
interface for ledger systems.

[0026] FIG. 3 shows a functional block diagram ofthe BSS
system of FIG. 1. As shown, the BSS system comprises a
SaasS platform associated with the BSS exchange service that
interfaces with Servers 1 and 2 of Service Providers 1 and 2.
Each one of the Servers 1 and 2 executes a pre-installed
virtualization software package, such as VMware Player.
Each server runs virtual machines under an operating system
such as Linux that execute processes for implementing the
various components of the present invention. A process
executer/dispatcher in each Servers 1 or 2 communicates
messages with a web server and servlet container (Web Con-
tainer), such as Apache Tomcat. Communications are con-
ducted via a Message Oriented Middleware (MOM), such as
HornetQ, which supports sending and receiving messages
between distributed components of the BSS exchange ser-
vice. Each Web Container at each server contains a Service
Component (SC) that operates under the control of a corre-
sponding BSS exchange service application. Communica-
tions between the SCs in Servers 1 and 2 are achieved via a
router that is implemented as a “Routing Component (RC)”.
An SC, e.g., SC 1, in one subscriber service provider com-
municates with another SC, e.g., SC 2, in other subscriber
service providers via the RC and vice versa. As such, the RC
is responsible for terminating communications from one SC
to another SC. Each SC sits at the “edge” of each service
provider’s system and encrypts outgoing documents and
appends transport information in the form of headers to each
encrypted document. Upon receipt of an incoming document,
the SC decrypts the document and converts it to the correct
deciphering version and deploys the contract for the appro-
priate contract relationship that exists between the service
provider and counterparty.
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[0027] As shown in FIG. 3, the SaaS platform of the BSS
exchange service comprises a BSS database server, e.g., SQL
severs, a BSS databases and the router RC. The RC commu-
nicates with the BSS database server to access the BSS data-
base. The BSS database server executes the necessary pro-
cesses for implementing the BSS exchange service
components. The BSS database stores relationship informa-
tion of subscribers in terms of services provider names that
have interconnection relationships. The BSS database further
stores user related information, e.g., username, email address,
last login data and time, last IP address, last computer name,
as well as log of all user activities and system messages. Also
stored is information about Portal Users created on the SaaS
platform.

[0028] Electronic versions of contract documents
exchanged between the service providers are only stored in
the BSS database before the exchange is complete, including
contract related information such as Tariff models, legal
terms, dial digits and destinations, Internal costs for destina-
tions, etc. The BSS exchange service does not store the docu-
ment information in the BSS database after the exchange has
been completed successfully and has no access to the data
being exchanged.

[0029] Communications within the BSS exchange service
can have three types. The first type is a message that indicates
an event state for asynchronous workflows as further
described below and/or a status for communicated messages
withthe RC and SCs. The second type of communication is an
exchanged document, which is transmitted “as is” through the
BSS exchange service without any modification by the SCs or
RC. The third type of communication is document version
information that ensures correct versions of documents are
being processed by the counterpart sender and recipient SCs.
When there are document version differences between a
sender and recipient SC, the version information is used to
synchronize the exchanged documents based on their ver-
sions. This will ensure that the counterparts are working on
the correct versions of the exchanged documents.

[0030] One aspect of the present invention relates to a sys-
tem and method for exchanging documents between the pair
of first and second service providers. The router, the RC,
transports documents between a first server associated with
the first service provider and a second server associated with
the second service provider. One or more databases store a
plurality of pairwise relationship records for a plurality of
paired service providers. A pairwise relationship record asso-
ciates a pairwise relationship identifier with identities of the
first and second service providers. Upon receipt of a docu-
ment associated with the pairwise relationship, the router
accesses the pairwise relationship record and transmits the
document either to the first or second servers based on a
determined identity of the first or second server as derived
from the pairwise relationship identifier.

[0031] FIG. 4 shows a functional block diagram of the BSS
exchange service. As shown, the BSS Data Server has an
execution engine for implementing the BSS exchange ser-
vice. A first and a second execution engines form separate
service components for the 1% and second service providers
on the SaaS platform, where information and configurations
of each service provider are applied. These service compo-
nents are private domains of each service provider on the
SaaS platform.

[0032] A shared database includes a process definition
component that defines various processes to be executed in
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the SaaS platform. A cache component speeds execution of
processes via well-known memory management techniques.
A workflow component is a software application for business
process management that creates separate workflow engines
for each service provider. A workflow engine facilitates the
flow of information, tasks, and events. Each workflow engine
allocates tasks to different executors and communicates data
among participants. The workflow component can execute
any arbitrary sequence of steps, monitor the state of activities
in a workflow and determine which new activity to transition
to according to defined processes. The actions may be any-
thing from saving a document to sending e-mail to users or
escalating overdue items to management. Further included in
the workflow components are business rules engines. Each
business rule engine is a software system that executes one or
more business rules in a runtime environment. A business rule
system enables policies and other operational decisions to be
defined, tested, executed and maintained separately. Rule
engines typically support rules, facts, priority, mutual exclu-
sion, preconditions, and other functions.

[0033] One known workflow engine that can be used with
the present invention is Activiti Java Workflow Engine
(JWE). JWE provides generic APIs for defining and admin-
istrating business processes, using a number of components
or tools. A Workflow Editor (WE) tool is used for creating,
managing and reviewing process definitions. A Desktop Tool
enables the simulation of processes. A Workflow Administra-
tion and Monitoring (WAM) is used for deploying and testing
workflows in a workflow engine i.e. handle an engine’s pro-
cess definition repository by loading/unloading/updating/in-
stantiating/monitoring process definitions and performing
mappings among participant definitions and real users and
among application definitions and tool agents. Various Runt-
ime Tools provide allows users to adapt a workflow at runt-
ime.

[0034] As stated above, the BSS exchange service has vari-
ous levels of subscription for service providers. FIG. 5 shows
an arrangement for a “platform™ subscriber solution. Plat-
form Solution is the enterprise in-house deployment of the
BSS exchange service. It is a fully functioning enterprise
solution for management of contracts, yet seamlessly com-
municates with the BSS exchange platform for exchange and
collaboration with other BSS exchange service subscribers.
Platform solution comes with additional interfacing capabili-
ties facilitating integration to the enterprise. It has interfaces
for handling exchange rates, comparison of customer’s own
dial codes and termination costs, a full document repository
for handling agreements, a calculation engine to prepare final
contract calculations, and a basic voucher interface and Gen-
eral Ledger systems.

[0035] The BSS exchange service is aware of the capabili-
ties and subscribed service levels of each service provider and
automatically determines the best means of communication.
For example, if both service providers are subscribed to the
BSS exchange service then both receive collaboration mes-
sages form the SaaS platform, and the documents are deliv-
ered “as is” awaiting the acceptance of the other party. I[f one
party is a SaaS user and the other party is not, then the system
automatically prepares a contract document covering both
sides of the contract, places an event state information in the
contact document, and sends it via email to the recipient. The
BSS exchange service provides visual information to sub-
scribers about the capability of each of their counterparts, for
example, by means of a simple traffic light. Green color
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denotes a fully functioning SaaS or Platform user, whereas an
Amber color denotes a basic user with somewhat limited
collaboration capabilities, but a full exchange capability.
[0036] Establishing a relationship between two service pro-
viders requires exchanging relationship request messages.
One aspect of the present invention relates to creating a pair-
wise relationship between the first and second service pro-
viders by authenticating an acceptance message and generat-
ing a pairwise relationship identifier at a router, such as the
RC shown in FIG. 3. The pairwise relationship is created
based on a pairwise relationship request generated by a first
server, i.e., Sever 1, which is associated with the first service
provider to pair with the second service provider. The router
generates a pairwise relationship identifier by authenticating
an acceptance message received from a second server, i.e.,
Server 2, which is associated with the second service pro-
vider. The authentication may involve the use of a Public Key
Infrastructure (PKI) or any other type of trusted encryption/
decryption process. The pairwise relationship identifier is
generated in a manner that does not reveal the identities of the
first and second service providers. One or more databases,
e.g., the BSS databases, accessible by the router RC store a
plurality of pairwise relationship records for pairs of service
providers, where a pairwise relationship record associates or
otherwise links the pairwise relationship identifier with iden-
tities of the first and second service providers. Under this
arrangement, the RC has access to a list of detailed pair wise
relationship between each subscriber and their counterpart.
[0037] More specifically, when a service subscriber sets up
a relationship with a new counterpart, then a message is sent
to the RC, where the RC itself is the recipient. The RC
authenticates the message by deciphering the message, which
contains information about a new relationship that is going to
exist between the first and second service provider. Similar is
the case for the severance of a relationship, whereby the RC
will block a particular counterpart relationship. When a sub-
scriber sets up a portal, a new counterpart is registered. The
RC receives a registration request, and determines that the
recipient (counterpart) also resides on the same environment.
This mechanism ensures that every time there is a communi-
cation between a subscriber and its portal user counterpart,
mode of communication remains consistent.

[0038] Each SC is responsible for preparation of informa-
tion for transmission. Subscribers communicate with coun-
terparts by sending commercial models, or event information
such as accepting a proposal, or rejecting or withdrawing an
offer or proposal. The data to be exchanged does not have to
be complete. Indeed BSS exchange service allows subscrib-
ers to create incomplete commercial models, with inconsis-
tencies and still able to share that with their counterparts in a
“draft” mode. This method is equivalent to the current prac-
tice in the industry where ideas are shared first and as they
become concrete they form an offer to be considered seri-
ously. So, in essence the BSS exchange service can transmits
information “as is” without validation.

[0039] Each service provider is responsible fort its own
proposed or offered terms and conditions in its part of the
contract document. Each service provider can share its own
version of the contract document part with a counterparty
service provider. The version that is exchanged can be in
many different states. For example, if account managers just
want to explore some ideas with the counterparts, they can
create a “Draft” contract and share it. A counterpart can also
do the same or create a pseudo formal “Proposal”. A docu-
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ment in “Proposal” form can be reviewed, rejected, with-
drawn, or turned into an “Offer”. Once in offer state, each
party can peruse their own internal approval processes. The
BBS exchange service provides workflows to manage the
business processes. The BSS exchange service has the ability
to integrate electronic signature, such as DocuSign or auto-
matic insertion of electronic signatures, as part of the final
signature stage.

[0040] Another aspect of the present invention relates to
transporting documents between the pair of first and second
communication service providers. A first server, Server 1,
associated with the first service provider encrypts a document
to be transported to a second server, Server 2, associated with
the second service provider. The first server transmits the
encrypted file to a router, the RC, with a header appended to
the encrypted document. The header contains a pairwise rela-
tionship identifier that associates the identity of the first ser-
vice provider with the identity of the second service provider.
Also included in the header is the document version informa-
tion for the encrypted document. The router determines the
identity of the second service provider based on the pairwise
relationship identifier contained in the header and transports
the encrypted file preferably over a secure transport protocol,
such as HTTPS, to the second server with a transport header
that is based on the identity of the second service, e.g., IP
address of the second serer. The encrypted document is
received over the secure transport at the addressed SC, where
it is decrypted/deciphered. The version information maintain
version synchronicity at the counterparty service providers.
Once a document is ready to be sent to counterparty, addi-
tional information is added as header for the transport pur-
poses. These information include version identifier and a
routing identifier, to be deciphered at the RC for identifying
the source SC and destination SC.

[0041] When the RC receives a request for termination of a
message or document for a source SC, it checks the header
information and then directs the content to a destination SC.
The destination SC is responsible for deciphering the docu-
ment, and performing necessary validation to ensure that
when there are specific version changes all necessary data
transformation between versions can occur without the
source SC needing to query the destination SC to verity the
version and before encryption and transmission to the desti-
nation SC.

[0042] For example, when party A, i.e., the first service
provider, sends a “Proposal” document to Party B, i.e., the
second service provider, the workflow state is recorded in
each subscribers local workflow stack as “Shared Proposal”.
A receiving SC only unpacks and deciphers the “Shared
Proposal” document. Once unpacked, together with the docu-
ment workflow state information that identifies where the
workflow fits a copy of the document is created and the
content is inserted into. This copy will remain as a “Copy”
and forms part of the audit trail of the negotiation. As nego-
tiations progress, each party are able to create their own
version of the Shared or Local documents, incorporate their
contractual components with their counterpart, and evaluate
the commercial conditions. At any and all stage of the nego-
tiations either party independent of the other can reject a
document, or withdraw their submission. During negotiation
amongst the parties, the workflow state information is also
transported along with the content every time a document is
shared. The SC plays no part in the workflow. An identifica-
tion code identifies where a content is in the sequence. If party
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A shares a contract document X with party B, at point of
sharing the document has a sequence ID and internal contract
version number for contract X. When a new content arrives
from Client B, the service identifies that it belongs to contract
X, and that this has arrived and a new version is assigned to it,
and the Inter-company workflow state is entered for this ver-
sion of the contract X in the workflow stack of Contract X.

[0043] Still another aspect of the present invention relates
to asynchronous workflow management for processing docu-
ments at a pair of service providers. Under this aspect, a draft
document in editable/writeable form is converted into a pro-
posal document, which may be in an un-editable/read-only
form. A first workflow engine is configured for a first work-
flow associated with the first service provider with a first rule
engine. A second workflow engine is configured for a second
workflow associated with the second service provider with a
second rule engine. The first workflow engine applies the
proposed document to the first workflow and the second
workflow engine applies the proposed document to the sec-
ond workflow, which runs asynchronous to the first workflow.
The first workflow engine produces a first set of internal states
associated with the proposed document for the first work flow
and second workflow engine produces a second set of internal
states associated with the proposed for the second work flow.
A database stores the first set of states and the second set of
states of the proposed document, where the first and second
set of states have at least one common state, e.g., withdrawn,
rejected, e-offer or e-signed.

[0044] Each workflow engine verifies current status by
checking whether a command is valid in executing a task and
determines user authority by checking if a current user is
permitted to execute the task. After passing the previous two
steps, workflow engine begins to evaluate condition script in
which two processes are carried out, if the condition is true,
workflow engine execute the task, and if execution success-
fully complete, it returns the success, if not, it reports the error
to trigger and roll back the change.

[0045] The BSS exchange service provides workflows for
verification and approval of contract documents in the par-
ticipating party’s organization. Although there is a degree of
commonality across service providers business overall, each
Service provider sets up its own workflow internally. An
administrator of each service provider configures corre-
sponding workflow engine, where each service provider can
customize the workflows to mimic its own organizational
business processes. A typical workflow is the situation when
an account manager decides on a certain volume of traffic to
be sent to the counterpart, as part of internal finalization of the
contract, this volume typically has to be approved by the
engineering/capacity-management teams. So, a workflow
request is generated towards the responsible group. This
group will see a task in their “to-do” list (and receive an email )
to approve or reject the request.

[0046] The internal workflows, i.e., Intra-company work-
flows, are stored as part of each subscriber service provider’s
private domain within the SaaS platform, and any inter-com-
pany workflow step is also stored in a workflow information
data storage area. Typically workflows of each service pro-
vider do not have do not have a direct correlation and they
only intersect at various points. For example, at “Draft” stage
of'a contract an account manager has a free hand in exchang-
ing information with counterpart (as there is no binding com-
mitment is in place). However, once after one or more
exchanges with counterpart in “Draft”, one Account Manager



US 2015/0269503 Al

decides to take it further. To take it further the account man-
ager requires approval from Capacity planning manager, Dial
code manager, and maybe the commercial manager for veri-
fication of the profitability. So the account manager can trig-
ger an internal workflow requesting approval. Once all 3
approvals are obtained the account manager can then change
the status of the “Draft” contract document to “Proposal” or
“Offer” document and share that with a paired counterparty
service provider. The counterparty service provider will start
it own approval process after receiving the “Proposal” or
“Offer” document.

[0047] FIG. 6 shows a flow chart implementing asynchro-
nous workflows for exchange of documents between a pair of
service providers. During collaboration, each service pro-
vider receives an event message when the counterpart makes
a change or changes the state of a contract document. These
changes are transparent, and the two parties in the negotiation
are connected seamlessly, as if they are part of the same team,
encapsulated in the negotiation process. The BSS exchange
service also manages changes to contract documents during
their lifetime. Such changes require a formal approval pro-
cess both internally as well as between the contracting parties.
Changes can be anything ranging from changes in the com-
mitments, termination rates, exchange rates, volumes, desti-
nation and dial codes, or other contractual components
enforced in the contract between two parties (for example
changes to the pre-payment amount, or even changes to dis-
pute conditions). All such changes lead to a formal negotia-
tion process and as such a new contract version is created and
goes through approval processes.

[0048] As a contract for a contracting period is setup, and
the user starts creating a tariff structure and all associated
parameters (dial codes, destination, volumes, cost, . . . ), the
tariff structure is set to “Draft” and a unique version number
is associated with it. Version number or VersionID is issued
from a number pool and is not related to a particular contract.
Users also have the possibility of creating several alternative
tariff structures under a contract. This arrangement allows for
simulating alternative pricing, costing and contracting condi-
tions to identify a most profitable/viable alternative. All these
different versions would be in Draft mode and each have a
unique version identifier.

[0049] Once Party A decides to share one of these Draft
tariff models with Party B, then the Party B would receive the
document/content in their system and a locally unique ver-
sion number is given in the Party B system. For example,
Party A version may have an identifier e.g. 1126, but when it
reaches Party B, it is given a different identifier using the
Party B version number pool e.g. 5782. Versions occur at
every stage of collaboration between the two parties. Party A
may share several drafts or Proposals with Party B, and accept
or reject at various points.

[0050] At any stage of collaboration there is only one “cur-
rent” version under consideration to ensure that no out of
synchronization discussions and collaborations occur, and
bothparties can refer to one common and current version even
though each party may have its own versions of the contract
document or may have shared with other party one or more
versions. All these versions of the contract are all available for
inspection. For example, let’s assume Party A sends to Party
B a document in the status of “Proposal”. Party B has the
option of working on this shared proposal or create something
completely different. If Party B work on something com-
pletely different and decides to share that with Party A, then
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the previous shared Proposal from party A is rescinded.
Equally, if Party A decides after sharing a Proposal, to effec-
tively abandon it, and create a new one, it can do so and the
latest shared document becomes the “current” version. Such
management of regency of communication taking prevalence
ensures that both parties always share a common ground.
Additionally, any other intra-company approval workflows
and tasks which may have been initiated or completed with
respect to a “Previous” version of a shared proposal become
in effect null and void and the system would trigger new
approval request in view of the latest proposal. In one
embodiment, intra-company workflows for seeking approv-
als are initiated at “eOffer” stage and not before, as it could
potentially lead to multiple approval tasks, for contracts that
may not become a firm and binding one.

[0051] To ensure that when Party A and Party B communi-
cate together, there is a common reference between the two
parties, a global pairwise relationship identifier is generated
for the two parties to act as a common reference for the two.
This unique identifier is made up of several constituents. For
example, for a contract between Verizon and Deutsche Tele-
kom for Q1 2015, the unique common identifier would look
like Ver_DT_Q1_2015_eTRA_12345. This facilitates the
two parties to have a common reference identifier, when for
example, discussing the document over the phone.

[0052] The BSS exchange service allows service providers
to exchange collaboration messages in content neutral man-
ner. Many contracts between two parties require specific set
of conditions over and above the normal terms of business.
These set of conditions attributed to a contract vary in the
context of relationship of one carrier to another. To overcome
the variations, the BSS exchange service provides a tool,
which allows the subscribers to define their own set of con-
ditions or attributes and attach it to one or more set of contract
documents. A generic attribute template designer stored in the
database allows users to create/store and share custom
attributes. These information are transmitted and exchanged
transparently. Each party in the contract can create their own
set of conditions or attributes independent of the counterpart.
The tool combines these conditions or attributes at Proposal,
Offer, or Contract stages to provide acommon set of attributes
that governs the overall contract between the two parties. For
subscribers that communicate documents outside of the SaaS
platform, a tool translates automatically the subscriber
defined set of conditions (which contains editable fields,
selection from drop down lists etc.), to an exacting set of
conditions in and drop down lists for example in Excel.
[0053] From the foregoing it would be appreciated that the
system and method of the present invention provides a
streamlined approach to exchange of terms and conditions
that details the contractual obligations of the parties in a
contract. As such, the end result of the services offered in the
exchange result in a set of commercial conditions which has
be agreed by both parties to be considered as an “Agreed”
contract.

1. A system for managing workflows associated with a
document exchanged between a first server associated with a
first service provider and a second server associated with a
second service provider over a network, comprising:

a first workflow engine associated with the first service
provider configured to apply the document to a first
workflow based on a first set of rules; wherein the first
workflow engine produces a first set of states associated
with the document for the first workflow;
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a second workflow engine associated with the second ser-
vice provider configured to apply the document to a
second workflow based a second set of rules, the second
workflow engine producing a second set of states asso-
ciated with the document for the second work flow,
wherein the first and second workflow engines run the
first workflow at first service provider asynchronous to
the second workflow at the second service provider; and

one or more shared database stores the first set of states and
the second set of states of the document, where the first
and second set of states have at least one common state.

2. The system of claim 1, wherein the document is an
editable draft document.

3. The system of claim 1, wherein the document is a pro-
posal document in a read-only format.

4. The system of claim 3, wherein the at least one common
state is indicative of at least one of withdrawal of the proposal
document, rejection of the proposal document or acceptance
of the proposal document.

5. The system of claim 1 further including a computer
workstation configured to convert a draft document in edit-
able form into a proposal document in read-only form.

6. The system of claim 1 further including a router that
transports the document over the network, wherein the one or
more databases store a plurality of pairwise relationship
records for a plurality of paired service providers, a pairwise
relationship record associating a pairwise relationship iden-
tifier with identities of the first and second service providers,
wherein the router transmits the document either to the first or
second servers based on a determined identity of the first
server or the second server as derived from the pairwise
relationship identifier.

7. The system of claim 6, wherein the pairwise relationship
identifier does not reveal the identity of the first and second
service providers.

8. The system of claim 6, wherein the first server encrypts
the document and transmits the encrypted document to the
router with an unencrypted header appended to the encrypted
document, wherein the header contains the pairwise relation-
ship identifier, wherein the router determines the identity of
the second service provider based on the pairwise relation-
ship identifier contained in the header and transports the
encrypted document to the second server with a transport
header that is based on the identity of the second service
provider.

9. The system of claim 8, wherein the unencrypted header
further contains a version identification associated with the
document.

10. The system of claim 1, wherein the first server gener-
ates a pairwise relationship request to pair the first service
provider with the second service provider, wherein the router
generates the pairwise relationship identifier by authenticat-
ing an acceptance message received from the second server.

11. A method for managing workflows associated with a
document exchanged between a first server associated with a
first service provider and a second server associated with a
second service provider over a network, comprising:

configuring a first workflow engine associated with the first
service provider to apply the document to a first work-
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flow based on a first set of rules; wherein the first work-
flow engine produces a first set of states associated with
the document for the first workflow;

configuring a second workflow engine associated with the

second service provider configured to apply the docu-
ment to a second workflow based a second set of rules,
the second workflow engine producing a second set of
states associated with the document for the second work
flow, wherein the first and second workflow engines run
the first workflow at first service provider asynchronous
to the second workflow at the second service provider;
and

storing in one or more shared database the first set of states

and the second set of states of the document, where the
first and second set of states have at least one common
state.

12. The method of claim 11, wherein the document is an
editable draft document.

13. The method of claim 11, wherein the document is a
proposal document in a read-only format.

14. The method of claim 11, wherein the at least one
common state is indicative of at least one of withdrawal of the
proposal document, rejection of the proposal document or
acceptance of the proposal document.

15. The method of claim 11, further converting a draft
document in editable form into a proposal document in read-
only form.

16. The method of claim 11, further transporting the docu-
ment over the network via a router, wherein the one or more
databases store a plurality of pairwise relationship records for
aplurality of paired service providers, a pairwise relationship
record associating a pairwise relationship identifier with
identities of the first and second service providers, wherein
the router transmits the document either to the first or second
servers based on a determined identity of the first server or the
second server as derived from the pairwise relationship iden-
tifier.

17. The method of claim 16, wherein the pairwise relation-
ship identifier does not reveal the identity of the first and
second service providers.

18. The method of claim 16, wherein the first server
encrypts the document and transmits the encrypted document
to the router with an unencrypted header appended to the
encrypted document, wherein the header contains the pair-
wise relationship identifier, wherein the router determines the
identity of the second service provider based on the pairwise
relationship identifier contained in the header and transports
the encrypted document to the second server with a transport
header that is based on the identity of the second service
provider.

19. The method of claim 18, wherein the unencrypted
header further contains a version identification associated
with the document.

20. The method of claim 11, wherein the first server gen-
erates a pairwise relationship request to pair the first service
provider with the second service provider, wherein the router
generates the pairwise relationship identifier by authenticat-
ing an acceptance message received from the second server.
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