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BACKGROUND OF THE INVENTION

[0006] Seventy five years ago networks were primarily based on mechanical circuit
switches, and the very few computers that existed were mostly isolated — that is not
connected to communications systems. Most functions in society were controlled manually
or mechanically. Telecommunications companies (hereinafter referred to as “telcos™) were
the only entities that operated large complex networks. Information security was primarily a
matter of physical security. Today, there are more computers on the planet than people. The
difference between telecommunications equipment and computers is disappearing. Most
large businesses, governments, etc. operate networks at least as large and complex as telcos’.

Information security has become critical.

[0007] Over time, technology has developed to address the new security problems
associated with telecommunications equipment and computers. For example, physical
external barriers providing physical security have been replaced with new external software
barriers to provide information security. Examples of these external barriers inciude: access
control systems, virus checkers, firewalls, etc. Out of recognition that this new kind of
security involved both computing and communications, this new kind of security has been

called cyber security (cyber from cybernetics — the science of communications and control).
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[0008] Because of the rapid development of information technology, many
generations of cyber security technology have been developed and deployed. The result is
that most organizations have a profusion of security tools, each focused on a specific problem
and tied together (with each other and the underlying system) and being protected by security
staff. At the same time, the attackers became more and more sophisticated. Criminal
organizations have been joined by state sponsored organizations operating in a fashion
similar to that of the privateers of old. The attackers are using sophisticated attack tools and
pervasive automation to improve their effectiveness. So, the frequency of attacks and their
number keeps growing dramatically while the cycle times (i.e., the time it takes attackers to
sense that a new type of attack is being defended against and therefore change the attack)
keeps shrinking.

[0009] In this threat environment, the outer skin defenses of a system stop ~95% of
the attacks, but because of the number of attacks, the ~5% that get through cause severe
damage. As a result, people have begun to search for techniques of identifying attacks that

have penetrated the outer defenses.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

A is a diagrar

[0011] Figure 1
L 1 o

of an autonomous network immune system shown in more detail in the following figures.
[0012] Figure 1B is a block diagram illustrating a cyber security system.

[0013] Figure 2 is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0014] Figure 3 is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0015] Figure 4A is a block diagram illustrating an embodiment of a data structure for

a node image.

[0016] Figure 4B is a block diagram illustrating an embodiment of a node, an
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orchestrator and a conductor configured to store a node image.

[0017] Figure 5 is a block diagram illustrating an embodiment of a conductor.
[0018] Figure 6 is a block diagram illustrating an embodiment of an orchestrator.
[0019] Figure 7 illustrates a process to communicate with orchestrators and

conductors according to some embodiments.

[0020] Figure 8 is a flow diagram illustrating an embodiment of a process to

orchestrate network elements to achieve security objectives.

[0021] Figure 9 is a block diagram illustrating an embodiment of an autonomous

network security immune system.

[0022] Figure 10 is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0023] Figure 11 is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0024] Figure 12 is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0025] Figure 13 is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0026] Figure 14A is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0027] Figure 14B is a block diagram illustrating an autonomous network immune

system according to some embodiments.

[0028] Figure 15 is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0029] Figure 16 is a block diagram illustrating an embodiment of an autonomous

network immune system.
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[0030] Figure 17A is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0031] Figure 17B is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0032] Figure 17C is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0033] Figure 18A is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0034] Figure 18B is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0035] Figure 19A is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0036] Figure 19B is a block diagram illustrating an embodiment of an autonomous

network immune system.

[0037] Figure 19C is a block diagram illustrating an embodiment of an autonomous

network immune system.
DETAILED DESCRIPTION

[0038] The invention can be implemented in numerous ways, including as a process;
an apparatus; a system; a composition of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such as a processor configured to
execute instructions stored on and/or provided by a memory coupled to the processor. In this
specification, these implementations, or any other form that the invention may take, may be
referred to as techniques. In general, the order of the steps of disclosed processes may be
altered within the scope of the invention. Unless stated otherwise, a component such as a
processor or a memory described as being configured to perform a task may be implemented
as a general component that is temporarily configured to perform the task at a given time or a
specific component that is manufactured to perform the task. As used herein, the term

‘processor’ refers to one or more devices, circuits, and/or processing cores configured to
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process data, such as computer program instructions, reconfigurable, and/or hardwired logic,

etc.

[0039] A detailed description of one or more embodiments of the invention is
provided below along with accompanying figures that illustrate the principles of the
invention. The invention is described in connection with such embodiments, but the
invention is not limited to any embodiment. The scope of the invention is limited only by the
claims and the invention encompasses numerous alternatives, modifications and equivalents.
Numerous specific details are set forth in the following description in order to provide a
thorough understanding of the invention. These details are provided for the purpose of
example and the invention may be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical material that is known in the
technical fields related to the invention has not been described in detail so that the invention

is not unnecessarily obscured.

[0040] One approach to identify cyberattacks that have penetrated the outer defenses
of a system is based on behavioral analysis. This approach is based on the hypothesis that a
successful cyberattack will result in an observable change in behavior. There are a lot of
point solutions that have been ficlded based on some form of behavioral analysis. An
example of a point solution is a dedicated system focused on a specific type of problem
and/or attack. However, these point solutions have trouble observing all of the aspects of
system behavior and have added to the profusion of tools that still rely on manual effort by
security staff. It would be useful to have a solution that enables all the existing tools to work
together in a timely fashion and to protect cyber systems from the ~5% of attacks that

penetrate the outer security skin.

[0041] Because of the way information technology has evolved, it has become hard to
distinguish between “computer systems” and “communications networks”. In some
embodiments, a system may refer to a computing device that is comprised of a group of
processing and storage components (primarily semiconductor integrated circuits) that are tied
together by a nctwork. In other cmbodiment:
is comprised of a group of processing and storage semiconductor devices tied together by a
network. In other embodiments, a system may refer to a plurality of computers and storage

devices that are tied together by a network. The terms “system” and “networks” may be used

interchangeably and may refer to a computing device, a network, an integrated circuit, a
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computer network, a communications network, computer systems, Clouds, etc.

[0042] Computers / networks are so pervasive that they affect every aspect of society
and therefore every form of social organization. There is no single word that covers all forms
of social organization. A social organization may include an enterprise, a for profit company,
a not for profit company, government, government organization, religious organization,

family, etc.

[0043] A system and/or system component may have been breached, a subject of
unauthorized access, comprised, hacked, etc. These words or phrases indicate that the system

and/or system component has been, or is under attack.
Overview

[0044] As our underlying networks have grown with layer upon layer of different
technologies and different proprietary vendor solutions, the same thing has happened to our
systems to secure the underlying networks. A profusion of cyber security solutions focused
on particular aspects, particular types of threats, particular types of systems, etc. often called
“point solutions” have emerged. There are approximately 10,000 point solution security
products today and organizations typically have multiple versions of the different types
installed. Thus, while it has become more important to secure those networks, it has become
more difficult / expensive to do so. Expense is a key consideration. Social organizations
don’t want to pay more in insurance to protect an asset than the total value of the asset itself.
Similarly, there are practical limits to what is reasonable to spend on security systems. In
today’s large networks, the cost of the arrays of point solutions typically implemented is
significant, but one of the key limiting factors is the cost and availability of the talent
required to make them work. Most of the security tools do a good job on the specific
problem for which they are designed, i.e., the point solution. However, such security tools
require manual intervention to tie them together, supply them with input, or implement their

results. These manual functions are described by some as orchestration and response.

[0045] To successfully compiete these manual interventions requires staff that are
trained and experienced with: each of the user interfaces, and underlying technologies of the
point security solutions; and each of the types, and vendor implementations of components in
the underlying network. At first, these manual security functions were added to the tasks of

the network operations group, generally organized into an Operations Center. However, over
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time it was found that security required specialized expertise and special security operations
groups were formed, generally organized in a Security Operations Center (SOC). The SOC
had to be manned 24/7 with staff that have all of the required expertise listed above. This
proved to be very expensive, and difficult / impossible to achieve. One solution was to
replace required expertise with “playbooks,” that is, recipes that could be followed by SOC
staff in particular situations. One of the most important manual efforts for which playbooks
are used is remediation (implementing attack counter measures to address damage and
prevent further attacks). Remediation may require intervention into the underlying network

being secured.

[0046] Playbooks and associated manual effort led to at least four sets of serious
problems. First, they often led to human errors commonly called “fat finger errors” because
many of them involve keyboarding errors. Since the staff member executing the playbook
didn’t have the full expertise, and couldn’t recognize and/or repair the resulting problem,
these fat finger errors led to whole networks ceasing to function at all for extended periods of
time. Thus, using playbooks to protect the network, could result in destroying the network.
The second problem is that playbooks only worked for what was anticipated. They couldn’t
fully address the quickly changing attack environment. Third, when they did work, they at
best worked slowly allowing time for serious damage to occur. Speed is very important when
attackers are using sophisticated automated attacks. Finally, when components got software

updates, new ones were added, etc., the playbooks became obsolete. Using an obsolete

developed, leaves systems open to significant damage.

[0047] As modern networks and associated information systems continue to evolve
and become more and more critical to society, new threats and vulnerabilities are creating
new challenges. The challenges are significant because of factors such as: the advent of
nation state cyber-attacks, move to software centric networks, increasing network scale,
complexity, and volatility, increasing number of events to track, increasing frequency of
attacks, increasing sophistication of attackers, decreasing attack cycle times, and/or

increasing potential for damage from attacks.

[0048] Networks, network components, computers, PC’s, Smart Phones, servers,
Clouds, etc. have become targets. Previously, an organization’s complex software was

confined to a single central site data center. Because, by its very nature, modern information
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systems are spread out over large geographic areas, and software based systems are pervading
the entire network, vulnerabilities may be distributed throughout the network; not just at
central sites and at network edges. At the same time, networks are evolving from hardware-
based components to more software-based components (SDN — Software Defined

Networking; SDR — Software Defined Radio; etc.).

[0049] There has been some progress in the areas of detection of malicious activity
that has penetrated outer defenses such as firewalls and virus checkers. This has, so far, been
from two types of systems: behavioral analysis systems and threat intelligence systems. In
the future there may be other forms developed. If so, those forms will be dealt with in a
similar fashion to that shown below for these two. Behavioral analysis today is primarily
based on collecting information from components in the network such as computers, routers,
switches, etc., bringing it back to a central site, and using behavioral algorithms at the central
site to detect malicious activity. Threat Intelligence systems collect information from outside
the network on potential attacks. In both cases the response, i.e., the remediation, is mainly
manual. Remediation may include the preparation for anticipated attacks (e.g., the
“hardening”). Manually tying all the point solutions together and manually performing
remediation is prone to several problems such as: long delays in fixing problems, Fat Finger
errors causing more damage, difficulty finding sufficient qualified staff able to remediate the
growing number and complexity of types of systems deployed, and the cost of maintaining

such staffs. Tying all the point solutions together is often called orchestration and

[0050] Automating these functions can be seen as equivalent to creating an
autonomous network immune system. The autonomous network immune system, disclosed
herein, is a practical way of achieving the goals of a cyber immune system while solving all
the problems described above with which others have struggled. The autonomous network
immune system may be configured to implement an overlay of end-to-end orchestration
components throughout the network/system that can interact and negotiate with each other to
automate anticipation, prevention, detection and remediation of Cyber intrusions and
infections. In some embodiments, this overlay is incorporated into (that is run on the same
resources as) the underlying systems, but just as the human body has several communications
channels and distributed control components (conscious, autonomic, lymphatic, ganglions,

etc.) there may be value in keeping all, or parts, of the network immune system separate.



WO 2018/236688 PCT/US2018/037833

[0051] In the science of cybemetics there is a fundamental principle that, to be
effective, a solution space must have at least one more degree of freedom than the problem
space it seeks to solve. Furthermore, the greater the increase in solution degrees of freedom
over the problem space, the better. The system described herein maintains more degrees of
freedom than the security problem. Especially in regards to scale, complexity, and volatility,
as well as many other aspects. Other attempts have tried to reduce the number of degrees of
freedom of the problem in order to solve it. In doing so, they have fundamentally limited

their effectiveness.

[0052] Some of the ways that previous approaches have tried to limit degrees of

freedom have included:

[0053] 1. Only using specific links between specific systems (often resulting in a
“gpaghetti architecture” that is difficult to maintain, slow/difficult to respond to software

upgrades, does not scale, etc.)

[0054] 2. Only implementing central site systems (confounding the data volume

problem and limiting effectiveness outside of the central site)

[0055] 3. Limiting the sources of behavioral information to reduce the volume of data

to be dealt with (limiting the effectiveness of behavioral analysis)

[0056] 4. Only working with a reduced set of point solutions (often called the best of
breed approach)
[0057] 5. Only working with point solutions provided by the same vendor providing

the orchestration and automation system (again reducing what can be used which is
particularly damaging in an environment of rapidly changing threats and associated point

solution responses)

[0058] 6. Not preserving an organizations sunk investments in point solutions (thus

increasing costs)

[0059] 7. Replicating the playbooks while not providing an automated mechanism to

respond to the unforesecable

[0060] 8. Not providing a single end-to-end view that is customized to the particular

10
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job functions of staff (increasing the stress on security staffs, while increasing staffing costs

and limiting effectiveness)

[0061] 9. Slow costly processes to add new point solutions as new threats appear

(dramatically reducing effectiveness)

[0062] 10. Forced retirement of productive resources
[0063] 11. Not adequately securing the automated orchestration and response system
[0064] 12. Not providing a distributed comprehensive umbrella model that can be

updated while the system is running

[0065] The system disclosed herein provides the ability to:
[0066] 1. Preserve the sunk investment in existing point solutions
[0067] 2. Strengthen the outer skin while quickly identifying and remediating the 5%

of attacks that penetrate the outer security skin

[0068] 3. Provide an easy on-ramp for the new point solutions that will be required

and implementing security for new types of components added to the underlying network.

[0069] 4. Reduce the stress on security staff, improve their productivity, and make

their function practically achievable

[0070] 5. Secure not only the central site and end points, but also everything in

between and do so with low latency

[0071] 6. Provide a cost effective solution that provides the degree of cyber security

organizations are seeking.

[0072] Figure 1A is a high level summary of the autonomous network immune
system described in detail below. System 10 is an overlay on an underlying network that
seeks to harden the underlying network against attack, find attacks that have successfully
penetrated defenses, and quickly stop the damage while preventing further similar attacks.

[0073] In the example shown, system 10 includes a conductor 1 that is responsible for

the creation and on-going configuration of a plurality of orchestrators 2. Orchestrators 2 are

11
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standard components that each are personalized to work with the specific underlying system
component with which they are associated (e.g., components 3,4, 5, 6, 7, 8, 9). Orchestrators
2 are personalized by the addition of a Bridge that translates from the data model of the
underlying component they are associated with to an Umbrella data model (part of
Framework - 9a), and by Objectives, Algorithms, and Constraints appropriate for the
underlying component with which they are associated. Orchestrators 2 working together
using a negotiation process (part of Framework — 9a) perform the functions. Orchestrators 2
may receive inputs from and deliver outputs and/or instructions to a range of types of systems

including:

[0074] Threat intelligence Systems 3 that deliver information for outside system 10

about potential vulnerabilities and attacks on others

[0075] Existing deployed security tools 4 (e.g., Behavior Analysis Systems, STEMs,

Firewalls, etc.)

[0076] Components of the underlying network 5 (e.g., switches/routers, computer,

basestations, etc.)

[0077] Clouds 6 — both public and private and the applications (apps) that run on and

move between them

[0078] Mobile components 7 of the underlying system including vehicles — including

autonomous vehicles, cell phones, mobile base stations, etc.

[0079] Semiconductor chips and their internal components/networks 8
[0080] Security Operations Center (SOC) staff 9
[0081] What follows are examples of implementations that illustrate how the

invention is used to create an evolving network immune system. These examples are meant
to be illustrative and are not an exhaustive list of all the different ways of implementing the

invention.

[0082] Figure 1B is a block diagram illustrating a cyber security system. System 100
is configured to rely on manual remediation and manual updating of algorithms based on

inputs from threat intelligence systems and other manual interactions with other parts of the

12
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security systems generally performed by staff in a Security Operations Center. An SOC
typically contains staff 108a, workstations 108b (digital displays plus audio, phones, etc.),
sometimes other information processing and storage equipment, etc. In various
embodiments, the SOC is owned and operated by an organization that owns and operates part
or all of the system that is to be protected (including organization system 118, network
element 102, devices 116, etc.; an organization that specializes in providing security services;
a Telco that provides some or all of Internet 106, network element 102, devices 116, etc.; an

individual, etc.)

[0083] In the example shown, system 100 includes an underlying network element
102 (e.g., an edge router with interior and exterior firewalls, a computing component/system,
a communications component/system, etc.), a behavior information collector 104 (sometimes
also referred to as a security probe), a network 106 (e.g., the Intemet, wide area networks,
personal area networks, local area networks, etc.), a Security Operations Center (SOC)
composed of SOC staff 108a (one or more operators, users, security experts, management,
etc.) and SOC Workstations 108b (a workstation is composed of some form of
keyboard/display and voice communications systems), a plurality of computing devices 116
served by network element 102, an organization system 118, and an analytic engine 120 in a
central site computing center 110. The analytic engine 120 may be comprised of one or more
processors configured to analyze data collected from behavior info collector 104. The
organization system 118 includes the underlying computing and communications resources

ascnciated with an oroanizatio
ass0Ciatea wiln an organizZatiol

o frr uhich cvhar cacnirmty carvicag ara
n for which cyber security services are
plurality of computing devices 116 may include fixed devices (e.g., desktop, mainframe,
server, television, smart television, etc.) and/or mobile devices (cell phone, smart phone,

tablet, smart watches, autonomous vehicles, etc.).

[0084] In the example shown, collector 104 is generally configured to capture either
log information, or IP address information (but not both) from network element 102 and to
deliver that information to analytic engine 120 via network 106. Analytic engine 120 may be
configured to compile the collected information and determine a normal behavior profile
associated with collector 104. For example, a router (e.g., network element 102) in
Washington DC communicates with network nodes in Boston, New York, other parts of the
country, such as Washington DC and Atlanta. When analytic engine 120 determines that

network element 102 is communicating or has communicated with a new node, such as a

13
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node in Russia, analytic engine 120 is configured to issue a notification, such as an abnormal
behavior alert to a human operator in the SOC 108a. The operator uses the operator’s
technical knowledge and documentation including playbooks (work flow process scripts for
specific types of alerts and specific types of equipment) to determine a course of action. The
operator alone or with other people accessed by phone, messaging, email, etc. decides on the
course of action (the selection of course of action may also be in a playbook). The operator
alone or with other people accessed by phone, messaging, email, etc. starts the remediation
process (making changes to components in the underlying network) manually (the

remediation process may also be in a playbook).

[0085] In this example, the operator may also receive threat intelligence information
from one or more threat intelligence services 130, but only in a human readable form (e.g., a
printout, email). The operator reads that information, analyzes the information and enters the
results of the analysis manually into analysis engine 120. Based on that information, analysis
engine 120, or SOC staff 108a may trigger one or more other alerts resulting in remediation
actions that are manually executed. Today, in one US corporation, a single person may
receive threat intelligence information from 276 different threat intelligence services, each
with its own method of delivery, format, data model, etc. That single person has to read all
that information, analyze it, and decide what and how to enter it into that company’s system.
That person typically also has other security related duties that must be performed on a daily
basis. This makes the use of threat intelligence information less than optimal. The point of
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network before it is attacked. However, if one cannot quickly sift through all the information,
find what is relevant, and implement remediation before the attack reaches the network, the

advantage/benefit is lost.

[0086] There are a number of problems with these manual processes. By its very
nature, manual responses are slow relative to computer speeds. Especially with attack cycle
times (the time a single form of attack is in use. Attackers change the form of the attack once
they think that targets are aware of its current form and are defending against it) in the single
digits hours and dropping fast (expected to soon be in minutes), manual responses are often
too late. A slow response to malicious activity in an organization’s
communication/computing system can allow data loss, corruption, etc. that can be very

expensive in both direct costs and brand damage. But with the advent of connected medical
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devices, automobiles, etc. leading to self-driving cars, self-driving everything - in other
words pervasive automation — slow response can even lead to otherwise preventable deaths.
In order to accomplish even these relatively slow responses, the SOC needs to be staffed 24/7
with people who have the necessary expertise on: all of the information assets plus relative
value of each, all of the different technologies deployed, and all the different remediation
techniques for all the technologies in the network. In practice, this turns out to be very
expensive, and so difficult to achieve, that it is considered impossible by some. To try to
overcome the difficulty and cost, many try to employ playbooks. Unfortunately, playbook
use often leads to keyboard errors (sometimes called fat finger problems). Because operators
are working with technology that they are not familiar with, they may not be aware of their
keyboarding errors until the network/system has crashed. The result is that many
organizations are afraid to respond to known vulnerabilities and/or attacks out of fear that in
responding they will cause severe damage to their systems. So, in summary, these manual
responses are expensive, fraught with danger, and often allow serious and expensive damage

to be done by malicious attackers.

[0087] An autonomous network immune system that can combine inputs from a wide
variety of different incompatible systems to develop a course of action and execute one or
more remediation steps in response to a suspected network attack is disclosed herein. The
autonomous network immune system can respond in a manner that is similar to the human

immune system when the human “skin” defenses are breached. The autonomous network

the scale, complexity and volatility of today’s large networks and their attackers. Further,
disclosed is a system that orchestrates existing security systems that work well in isolation,
but are not efficient and may rely on manual interfaces to cooperate with other related

security systems.

[0088] Analytic engines served by collectors/security probes can quickly identify a
breached component. The response may be to partially or fully remove that component from
the network, repair, reconfigure, patch, reinstall software from a known good source, etc. An
end-to-end orchestration system can connect to the collectors (e.g., security probes), and/or
accept alerts from, and automate the response to infection detections. In this way, such a
system becomes the immune system of the network. Furthermore, it can connect to one or

more threat intelligence systems and other security related systems to automate the process of
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updating algorithms based on collected information that reports on attacks on others,
identifies new vulnerabilities, anticipates coming attacks, etc. It can also automate the
delivery of information (recent/ongoing attacks and associated information) to threat
intelligence systems. For example, the information that is detected by the autonomous
network immune system may be provided to one or more threat intelligence systems. Finally,
it can connect the plurality of the separate security systems together, providing an end-to-end
real time view of the security situation, automating many of the current manual tasks,
reducing response times, improving SOC staff productivity, etc. resulting in superior security

system performance.

[0089] Figure 2 is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, the autonomous network immune system
200 includes an underlying network element 102 (e.g., an edge router with interior and
exterior firewalls, a computing component/system, a communications component/system, etc.
This is merely one example. Any computing, communications, sensor, actuator, etc.
component may be placed in the position of network element 102), collector 104, a network
106 (e.g., the Internet, wide area networks, personal area networks, local area networks, etc.),
SOC staff 108a, and SOC Workstation(s) 108b consisting of computer input and output
devices, and audio (telephone or other audio communications systems) able to communicate
with other people and systems, a plurality of computing devices 116 served by network
element 102, organization system 118, an analytic engine 120 in a central site computing

, a conducto;
Engine — LSE) 210, 211, 214. In some embodiments, an orchestrator and/or a conductor can
function in a software module, Virtual Machine (VM), a Container, similar virtualization
system, as an operating system application, as a background task, as embedded software, as
firmware, as hard wired logic, etc., in a central site computer system, in the same variety of
implementations shown above and below on any intermediate component in the network, on
the component with which it is associated, plugged into the component with which it is
associated using a form factor such as a Blade, thumb drive etc., hardwired logic, in a
computer “backpack” attached to the component with which it is associated, in a separate
computer system anyplace in the network, etc. All or part of Network 106 can be a separate
(air gap) network, the common internet, a Virtual Private Network (VPN, MPLS, etc.), an
implementation of the Dark Net (that is using internet addresses that are not published, do not

appear in a publicly available DNS server(s), and do not respond unless arriving packets have
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appropriate credentials), protected in some other way including but not limited to advanced
encryption techniques, a combination of the above, etc. Conductor 212, orchestrators 210,
211, 214, and the network with which they communicate may be seen as a high priority target
by attackers. To protect them from attackers, conductor 212 and orchestrators 210, 211, 214
may be configured on a separate network (e.g., a separate (air gap) network, the common
internet, a Virtual Private Network (VPN, MPLS, etc.), an implementation of the Dark Net
(that is using internet addresses that are not published, do not appear in a publicly available
DNS server(s), and do not respond unless arriving packets have appropriate credentials),
protected in some other way including but not limited to advanced encryption techniques, or
a combination of the above.). Figure 2 and subsequent embodiments depict this potentially
separate network with a dotted line. In other embodiments, conductor 212 and orchestrators
210, 211, 214, may be configured on the network associated with system 200. In some
embodiments, a combination of orchestrators and conductors can be used to monitor

orchestrators 210,211, 214 and conductor 212.

[0090] A conductor can reside anywhere in network 106 and can be moved around in
the network without changing the conductor’s software. In some embodiments, conductor
212 is located in a central site computing center 110. An orchestrator may reside anywhere
in network 106 and can be moved around in the network without changing its software. The
closer an orchestrator is to the component with which it is associated, the better the

performance of the orchestrator due to lower latency, access to more and fresher data, etc.

However, there may be one or more policies based on security, reliability, and/or
performance reasons that keep the orchestrator close to a component, but on a separate
hardware/communications system, or someplace else in the network. Over time, the
orchestrator may move from location to location based on one or more policies. Over time,
the conductor may move based on one or more policies, although it is likely that conductors
will move less frequently than orchestrators. In some embodiments, a plurality of
orchestrators are located in a network similar to the way ganglions are located within a
body’s nervous system, that is the orchestrators are distributed throughout the network at
locations near network devices, points where information and control converge, etc., which

allows the system to quickly respond to abnormal network behavior.

[0091] Conductor 212 may be initially loaded into the autonomous network immune
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system 200. Conductor 212 is configured to generate one or more orchestrators. Conductor
212 is configured to push out the one or more generated orchestrators to one or more selected
locations in the autonomous network immune system 200. In some embodiments, the one or
more locations are selected by an administrator or operator associated with the autonomous
network immune system. The one or more orchestrators may be generated in a form that
matches the device with which it will be associated. For example, a device may be capable
of hosting a virtual machine. Conductor 212 may generate a virtual machine that includes the
orchestrator and deploy the virtual machine to the device. In other embodiments, the
orchestrator is transferred to a memory stick and the memory stick is inserted into a
computer. Conductor 212 is configured to store the IP addresses of the connected devices of
the autonomous network immune system. Conductor 212 is configured to determine which

of the connected devices should be subject to orchestration.

[0092] Orchestrators 210, 211, 214 and Conductor 212 may be configured to
implement an IF-MAP (Interface for Metadata Access Points) datastore or IF-MAP like
datastore. IF-MAP and IF-MAP like systems provide the ability of IF-MAP clients, such as
the orchestrators located throughout a network, to store and update metadata records, as well
as to subscribe to be updated in the event of changes in image data associated with a network
device (such as a computing, sensing, actuator, storage and/or communications system
whether hardware, software, or a combination of the two) to which an orchestrator is
associated. Image data may include configuration, activity, log, addresses and address related
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of the device including configuration, content contained in it and/or passed through it,
functions performed, etc. An orchestrator may be configured to subscribe to one or more
parameters from a network device it is associated with or through an orchestrator associated
with another network device. In some embodiments, an orchestrator is configured to
subscribe to changes to one or more parameters from a network device or an orchestrator
associated with the network device. In some embodiments, an orchestrator is configured to
subscribe in the event of a change to a first parameter, to one or more other parameters from a
network device or an orchestrator associated with the network device. In this way, only the

data that is needed is delivered where it is needed, when it is needed.

[0093] Conductor 212 is configured to create and configure orchestrators 210, 211,
214. Configuration includes providing and updating algorithms, objectives and constraints to
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the orchestrators. Constraints include the definition of parameters of the component the
orchestrator is associated with such that that component’s local data model can be translated
into the data schema (e.g., Umbrella Model) used internally by the orchestrator/conductor
network, and the protocol to connect to that component. The Umbrella Model is a superset of
all the data models of all the devices/systems within the span of control of the
conductor/orchestrator (108, 120, 104, 102, 116 in the realization shown in Figure 2). In
order to achieve this, each local data model has to be translated to/from the Umbrella Model.
Each orchestrator does this corresponding translation. Because software upgrades to existing
devices can result in changes in local data models and adding new devices can result in the
addition of new data models, it is necessary that the Umbrella Model and the local translators
in the orchestrators be able to change while the overall conductor/orchestrator system is
running. The translation function in each orchestrator is isolated within a module called a
Bridge. A Bridge in one orchestrator can be updated without changing any other Bridge.
This makes the resulting system easy to maintain even as scale grows dramatically. The
ability to evolve the Umbrella Model makes it easy to deal with high rates of volatility even
in conjunction with large and growing scale. The combination of the Bridges, the Umbrella
Model and the autonomous functionality makes it easy to deal with high levels of complexity
even in conjunction with large and growing scale and volatility. This kind of data model

flexibility and flexibility in its associated data stores is referred to as organic flexibility.

[0094] Orchestrators 210, 211, 214 are configured to receive information from the
comnanantg with which thav ara acanciatad and 16 dalivar infarmation and caommandg ta tha
components with which they are associated and to deliver information and commands to the

components with which they are associated. In the example shown, orchestrator 210 is
associated with the SOC staff 108a. Orchestrator 210 is configured to control access and the
privileges of SOC staff 108a to the orchestrator/conductor network allowing them to interact
through the other orchestrators with the underlying network components. Orchestrator 210
may also perform data visualization for the operators including structured means to accept
input from operators that minimizes the opportunities for operator input error (fat finger
errors). This operator input may be part of a structured use case implemented by the
conductor/orchestrator system, or it may be unstructured queries. Orchestrator 210 is
configured to connect SOC staff 108a via a device of SOC staff 108a (not shown) to the
orchestrator/conductor network, to provide data visualization, and to provide data
autonomously or via manual actions. Orchestrator 211 is associated with the analytic engine

120 and is configured to communicate with orchestrators 210, 214. Orchestrator 214 is
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associated with the underlying network element 102 (e.g., edge router) and is configured to
communicate with orchestrators 210, 211. Orchestrator 210 can request conductor 212 to
create additional orchestrators, request that orchestrators be moved to different locations in
the network, request that orchestrators be updated (translation process, algorithms, objectives,
constraints, underlying software versions, etc.). For internal security reasons, all human input
regarding the conductor/orchestrator network originates at the orchestrator 210 or similar
component. There may be a human interface to the conductor, but this is primarily only used
to create and update the conductor and is strongly protected by at least dual authority

credentials, heavy levels of encryption, physical security, etc.

[0095] In the example shown, analytic engine 120 is configured to determine that one
of the computing devices 116 has been compromised based on information provided by
collector 104. Analytic engine 120 can deliver a notification and/or alert to orchestrator 211.
Orchestrator 211 is configured to receive the alert through an interface to the analytic engine.
In some embodiments, the alert is also delivered to SOC staff 108a. The alert can be
delivered to SOC staff through a special terminal device, paper such as a job ticket or report,
the SOC workstation 108b, etc. In some embodiments, it is delivered through some other
mechanism than the SOC workstation 108b. Based on algorithms (which can be work flow
process scripting, or more complex autonomous interactions between orchestrators),
constraints, and objectives (which can include information about the value of the component
in question, its owner, value of timely response, etc.) orchestrator 211 can determine whether
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action, or if remediation should
proceed immediately. In the event human interaction is determined to be needed, information
determined by the algorithms, objectives, and constraints is provided to orchestrator 210, i.e.,
the orchestrator associated with SOC staff 108a. In some embodiments, the information is
presented in a screen that minimizes the opportunity for the operator to make a “Fat Finger”
error. For example, it is presented in a screen that is configured to provide relevant
information and only allows for yes or no clicks/responses, confirmation interaction, etc. In
some embodiments, orchestrator 211 provides a message to orchestrator 214 to begin
remediation. In other embodiments, orchestrator 210 provides a message to orchestrator 214
to begin remediation. In other embodiments, orchestrator 211 and orchestrator 210, in
conjunction, provide a message to orchestrator 214 to begin remediation. In response to
receiving the message, orchestrator 214, based on algorithms, objectives and constraints, is

configured to communicate with the device with which it is associated, in this example, the
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underlying network element 102 (e.g., an edge router) and via the underlying network
element 102, to communicate with the computing devices 116 to commence remediation.
Examples of remediation actions include, but are not limited to, partially or fully limiting
communication with the other parts of the underlying network with which at least one of the
one or more computing devices 116 can communicate, rebooting at least one of the one or
more computing devices 116, restoring at least one of the one or more computing devices 116
(e.g., to a last known good state), repairing at least one of the one or more computing devices
116, patching a software element associated with at least one of the one or more computing
devices 116, reloading installed software on at least one of the one or more computing
devices 116 from a trusted source, reconfiguring at least one of the one or more computing
devices 116, reconfiguring network element 102, other remediation actions that could be
manually performed, other remediation actions that could be performed through automation,

etc.

[0096] The orchestrator network (e.g., orchestrators 210, 211, 214) is particularly
effective in catching malignancies before they can spread because, in addition to being
associated with central site systems, it can be distributed to the interior and edges of the
network where attacks are most likely to start, and can react quickly. In large, complex,
volatile networks, manual remediation and/or solely central site based responses can’t be fast
enough to prevent significant damage. System 200 is configured to automate and quickly

respond where the attack is originating. This would be acting in a way similar to how our

[0097] Figure 3 is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, each of the network elements represented
by nodes 301, 303, and 305, has an associated orchestrator with which it is associated,
represented in Figure 3 by orchestrators 302, 304, and 306, respectively. The orchestrators
may communicate through a wireless connection or a wired/optical fiber connection. In some
embodiments, an orchestrator comprises software running on a processor comprising the
equipment node with which the orchestrator is associated. Orchestrators 302, 304, and 306
communicate via communication path 307 to express and/or fulfill requirements. In some
embodiments, each of the orchestrators is configured to perform one or more of the steps of
the process of Figure 8, such as by discovering adjacent or otherwise available nodes,

establishing a connection or otherwise establishing communication with them, describing
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and/or discovering capabilities, negotiating a contract to fulfill a requirement, configuring the
node with which it is associated to fulfill a contract, and actually performing operations to

fulfill the requirement as agreed in the contract.

[0098] Conductor 308 may install, configure, and monitor the behavior of the
orchestrators and intervene if and when necessary to create global optimization. Conductor
308 accesses node image data and global information about the environment (via
orchestrator(s) not shown) which can include technical detail not available to the node,
environmental information (such as sun spot forecasts, impending hurricane, changes in the
global threat environment, etc.) and impending human activity which will affect demand for
services (such as: changing staff duties/functions/travel, a parade, sporting event, political
demonstrations, terrorist activity, cyber warfare, etc.) stored in a data store 310 to determine
for a resource or other requirement a node to fulfill the requirement. In various
embodiments, each of the nodes 1 through n is represented in data store 310 by node image
data that indicates one or more of an objective of the node (e.g., establish and maintain secure
connectivity with another node as required, etc.), rules/constraints that apply to the node (e.g.,
seek operator permission before instituting a remediation action, etc.), algorithms associated
with the node (e.g., ones the node is configured to implement and/or algorithms conductor
308 should use to meet needs of the node and/or determine whether the node should be used
to meet a particular need (e.g., limit connectivity to stop intrusion, etc.)), capabilities of the
node (e.g., does it have a Firewall, can the Firewall be configured remotely, etc.), how the

anfionrad and/ar canahl £ hain fionrad fa o
Ofiiguica and/of Capaos .

software and install commands to downstream devices, etc.), and an environment in which
the node is operating (e.g., is the node a network element such as an edge router associated
with an Automatic Teller Machine and thus needs to act as fast as possible and not wait for
operator involvement when there is an indication of an intrusion, etc.). In various
embodiments, data store 310 is implemented as an IF-MAP or similar data store, in which
each node is represented in an umbrella model by a metadata record that expresses attributes
of the node in a meta-language. The IF-MAP data store enables a data schema to be derived
from metadata records received to be stored. TF-MAP like systems provide the ability of TF-
MAP like participating nodes, such as nodes 1 to n, to store and update metadata records, and
for nodes and/or conductor 308 to subscribe to be updated in the event of changes in node
image data, for example, as a node is reconfigured, has a capability degraded and/or

upgraded, detects a change in its environment (e.g., discovering new wireless connectivity
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options available through a beacon or other signal of a nearby base station, femtocell, access
point, etc.), connection of an Automatic Teller Machine to a store network that previously did
not have one, addition of a new fixed communication link to add capacity, etc. While IF-
MATP is used in some embodiments, in other embodiments any data store that does not
require an upfront, agreed defined data model, but rather can grow organically, may be used.
Data Store 310 is shown as a single unitary store attached to the conductor 308. In some
embodiments, the data store is a single unitary store. In other embodiments, the data store
can be distributed over the conductor and all of the orchestrators 302, 304, 306. To the extent
that the local data models of nodes 301, 303, 305 are different from each other, one of the
algorithms each orchestrator 302, 304, 306 contains functions as a bridge that translates the to

and from node specific data models to a superset umbrella model.

[0099] In various embodiments, conductor 308 is configured to fulfill requirements
by searching node image data in data store 310 to identify one or more nodes capable of
fulfilling requirements. Competing requirements are fulfilled optimally by applying one or
more algorithms identified in node image data as being associated with and/or supported by
one or more nodes identified based on node image data as having a capability that could be
used to fulfill the requirement. Conductor 308 in various embodiments is configured to
resolve differences between algorithms associated with dissimilar nodes and/or to implement
a global optimization algorithm configured to achieve a globally optimal solution, e.g., by

finding an optimal combination of locally optimized solutions.

[00100] Figure 4A is a block diagram illustrating an embodiment of a data structure for
anode image. The node image may be stored by an orchestrator with which the node is
associated, and/or a conductor. When stored in a conductor an orchestrator may subscribe to
it. In the example shown, node image 400 includes metadata, expressed in a meta-language
using the umbrella model, that stores various attributes of the node (such as it controls
communication to and from the CEQ’s personal computer, etc.), including in the example
shown one or more objectives 404 of the node (e.g., establish and maintain secure
connectivity as required, etc.), one or more rules 406 (sometimes also called constraints)
applicable to the node (such as, if a security problem is found on the CEO’s computer no
automated action is to be taken, etc.), one or more algorithms 408 associated with the node
(such as, the CEQ’s Personal Assistant is to be triggered to take recommended emergency

procedures when the CEQ’s computer is showing signs of a potential intrusion, etc.), one or
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more capabilities 410 of the node (such as the ability to selectively control connectivity of
downstream devices based on machine to machine instructions), one or more current and/or
possible configurations 412 of the node (such as close ports 150 to 165, etc.), and an
environment 414 in which the node is operating (such as, this is a factory floor automation
environment with fixed and mobile robots each with orchestrators with parameter X
subscribed too, etc.). In various embodiments, the respective nodes and/or the conductor
create the node image 400, for example, by storing metadata in a node image record in an IF-

MAP similar or other data store, as described above.

[00101] Figure 4B is a block diagram illustrating an embodiment of a node, an
orchestrator, and a conductor configured to store a node image. In the example shown, node i
420 is associated with an orchestrator 422 that stores in a local data store 424 node image
data such as that shown in Figure 4A. Conductor 440 stores node images 442 for a plurality
of nodes, each image in some embodiments corresponding to node image 400 of Figure 4A.
Node images 442 may store the data structures and high level objectives, algorithms, and
constraints of orchestrator/node images, or may also store some or all of the data stored in the
data structure. The data stored may be snapshots from specific times, as current as possible
(there is propagation, processing, etc. delays between orchestrators and conductor) specific

data, as current as possible summarized data, or a combination of the above.

[00102] Figure 5 is a block diagram illustrating an embodiment of a conductor. In
some embodiments, conductor 500 can be implemented by a conductor, such as conductors
212, 308. In some embodiments, a system may include more than one conductor. This may
be done because of the size of the network, regionalization of zones, political divisions,
regulatory requirements, or other reasons. In such a case, a hierarchy of conductors (e.g.,
super conductors controlling meta conductors, meta conductors controlling conductors, etc.)
may exist. In the example shown, conductor 500 includes an interface 502 to the
constellation of orchestrators, other conductors, if there are any, and in some embodiments,
direct to some or all of the nodes in the underlying network. An administrative
communication interface 512 is configured to provide communication with the conductor for
purposes of managing, maintaining, configuring, etc., the conductor. It is possible to access
through this interface the constellation of orchestrators associated with nodes (e.g.,
communications/computing/sensing, actuating network elements). However, it may be more

secure to restrict access to that constellation only through an orchestrator specially configured
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to do so. A set of one or more bridges 504 are configured to translate between node specific
communications and a meta-language in an umbrella model used by the system in which
conductor 500 resides to understand and store the attributes of the respective nodes, receive
and process requests from nodes to fulfill requirements, and configure and/or otherwise
control and direct nodes to fulfill requirements. Bridges 504 translate communications
received from nodes in a node-specific format to a representation in the meta-language
umbrella model, and translate commands, queries, etc. expressed in the meta-language
umbrella model to a node-specific language, as applicable. In some embodiments, bridges
504 are stored in the conductor and downloaded to orchestrators where they perform their
function. In such an embodiment, the orchestrator image stored in the conductor may include
information about which bridge that orchestrator is using. In other embodiments, conductor
500 is configured to communicate directly with the underlying nodes using bridges 504. A
configuration engine 506, for example one or more software processes executing on a
processor, receives and responds to orchestrator creation, updating, management, etc.
requirements, including by identifying and assigning one or more nodes to fulfill a
requirement. In cases where a conductor needs to act itself (for example in a situation
requiring global action) the conductor may directly communicate with an underlying
network’s node(s) by employing a bridge directly. An IF-MAP like server 508 enables
conductors, and orchestrators to store and update image data and/or enables nodes and/or the
conductor 500 to subscribe to receive updates to image data (for orchestrators, conductors,

underlying network node, etc.).

[00103] One of the problems in today’s security environment is the fear of
implementing remediation, that is, taking actions to make changes to nodes in the underlying
network to stop/prevent damage and/or remove unauthorized access/software. What is feared
is that such an action (or a mistake in manual entry commonly called a “fat finger” problem)
may have unintended consequences that impact the ability of the underlying network to
operate correctly or in the worst case, operate at all. As a result, it is not uncommon for
security staff to leave a system that they know is compromised without implementing some
or all possible remediation steps. A realization of the simulation engine 510 addresses
unintended consequences. The automation of action through the orchestrators addresses the

fat finger problem.

[00104] A simulation engine 510 may be used to simulate one or more potential
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solutions to fulfill one or more requirements, for example, to validate that a proposed
remediation of a node (or group / class of nodes) to effect a remediation of a security breach
would work and would not result in unintended consequences or some other requirements
being generated, such as a particular software patch to an operating system will be
compatible with a range of applications being run on a number of systems without any
undesirable effects in a large network of computers, etc. In various embodiments, the
simulation engine is used to perform simulations to answer what if questions such as what
will happen to the Network (security, integrity, vulnerability, etc.) if this particular new type
of wireless end user device is adopted by a given percentage of users, a new type of software
is introduced into the Network, or a particular large scale event were to impact the overall
Network environment, etc. The simulator function in the conductor combines the image data
the conductor contains and/or has access to in the constellation of orchestrators with the new
capability, configuration, rules, algorithms and environment data projected for the new
device, event condition, etc. and simulates how the network would appear from a functional
and/or other viewpoint. In some situations, the simulation may be extended to include one or
more nodes/devices/systems and their associated orchestrator(s)/conductor(s) in an isolated
test network often referred to as a “sandbox”. Here again, the purpose is to determine that the
desired action will not produce any unintended undesirable consequences. Even after
simulation with a sandbox, there may still be concerns about unintended consequences. For
example, in a network of 10,000 computers, the following algorithm may be employed. A
change may be implemented on only 10 computers in the live network and observed. If no
undesirable outcomes are observed, then on 100. If no undesirable/unexpected outcomes

observed, then on 1,000, etc.

[00105] The conductor using the simulation function can perform verification in
various embodiments. To verify that a device or software will function as desired in the
network, the conductor combines metadata in the umbrella model (captured by the conductor
and/or orchestrators, provided by the vendor, and/or internally and/or third party developed)
of the device or software with image data on the network and simulates the result. If the
outcome falls within desired parameters, then the device can be declared partially or fully
verified. The extent of verification can be limited by the completeness and accuracy of the
metadata. Verification functions are performed by network operator internal facilities to test
new devices or software before being introduced into the network and by certification labs on

behalf of regulators and network operators to certify that devices or software meet standards.
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[00106] The simulation function 510 may also export “snapshots” to external systems
for additional processing. Snapshots are data sets containing some or all of the information
that the conductor(s) and/or the constellation of orchestrators have available at a given
moment in time about their status, configuration, etc. and the status, configuration, etc. of the
underlying network being secured. External systems can use these snapshots for a variety of
functions including but not limited to: pattern searching / recognition, longitudinal time based
behavioral analysis, combination with other large data sets for pattern searching / recognition,

satisfying regulatory / insurance / other auditing requirements, etc.

[00107] An administrative user interface 512 and administrative console 514 provide
the ability to create, monitor and/or control operation of the conductor 500. Manual
involvement on a day-to-day basis is primarily provided through an orchestrator supporting
operator consoles. This is done for internal system security reasons. However, manual
operations can be accomplished through the conductor interface, for example, to execute a
system suggested resource allocation and/or configuration, override an automatic resource
allocation and/or configuration, and/or otherwise manually provision resources to fulfill
requirements and deliver results of simulation and verification testing. In some
embodiments, in an initial implementation phase recommendations are delivered to the
administrative console and an administrative user can accept or reject the recommendation.

Subsequently, in stages greater degrees of automated responsive action are introduced.

[00108] A conductor is a component. It is personalized for a particular implementation
by the addition of Objectives, Algorithms and Constraints. These describe the technical
environment including but not limited to: parameters, Umbrella Model, underlying data
models, Bridges, degree of centralization/distribution, portions of underlying network within

the span of control, degree of automated response, etc.

[00109] Objectives, Algorithms and Constraints also describe the policy environment
desired by the system owner (or if different from the owner, the person/organization

responsible for cyber security) (e.g., SOC)

[00110] Where (location, type of hardware, etc.) the conductor is installed is
determined by the SOC. A standard software package is installed on an Operating System,
VM (Virtual Machine), Container, operating system, embedded system, hard wired logic, or

other platform. This is done in such a way as to maximize security and minimize errors.
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Examples of such procedures include but are not limited to requiring multiple individuals (if
there is a separate vendor involved, participation by both vendor and SOC staff) being
physically present and authenticated. Once the base conductor is installed, it opens up (with
appropriate security controls as stringent as those described above) its administrative
interface. The personalization material is loaded through the interface, either from a

keyboard, electronically, or both.

[00111] The conductor personalization information includes algorithm(s) appropriate
to the particular network for Discovery. Using these within the defined Objectives and
Constraints, the conductor begins to discover network components to associate orchestrators
with. Once such a component is discovered, Algorithms Objectives and Constraints come
into play in determining the location (geographic, hardware type, Operating System, VM,

Container, etc.) where the orchestrator is to be installed.

[00112] The orchestrator is a component. The conductor installs a copy of the
component in the location. The component contains a subscription to its personalization
image in the conductor. Prior to installing the orchestrator component, the conductor has
populated the orchestrator’s personalization image in the conductor with the orchestrator’s
objectives, algorithms, and constraints. As the orchestrator is installed and its subscription

becomes active, it receives this personalization information and begins operation.

[00113] Over time, as the environment changes, or the SOC changes policies (for
exampie about the granuiarity of orchestrators, where in the network to place orchestrators,
etc.), the conductor may make appropriate changes to the orchestrator’s personalization
image. The orchestrator subscribing to its personalization image in the conductor “sees”

these changes and acts accordingly.
[00114] A similar process is used to create a hierarchy of conductors.

Problem Avoidance and Recovery

[00115] If a conductor ceases to function, the associated orchestrators can continue to
function. The ability to create new orchestrators, or to update and change policies is limited,
but for relatively short periods of time, this does not have a markedly adverse affect. In some
embodiments, a standby conductor exists. In some embodiments, this standby conductor is

geographically removed and as far as practical on different hardware and platform types. The
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standby conductor may be configured to mirror the active conductor and only take control
when it senses that the active conductor has stopped functioning. This sensing can be done in

a number of ways including the use of tokens discussed elsewhere in this disclosure.

[00116] In most cases orchestrators do not need to be backed up. However, for very
critical underlying components, they may be backed up using the same mirroring and token
process. In other cases, if a conductor determines that it has lost contact with an orchestrator,
it is configured to first seek to determine if it is a communication network failure (where the
orchestrator is still functioning, but has lost connection with the conductor) or a failure of the
orchestrator itself (hardware, platform, orchestrator itself, etc.). The conductor is configured
to maintain in its personalization image, for each orchestrator, a map of all the information
subscribed to by that orchestrator on other orchestrators. Using that map, the conductor is
configured to check (using the subscription and the inquiry processes) to determine if other
orchestrators are communicating with the orchestrator of interest. If so, the conductor is
configured to mark the orchestrator of interest as running, but with a network connection
fault. The orchestrator that is associated with the SOC, subscribes to that information. Upon
seeing that a network connection fault has occurred, the SOC orchestrator generates an alert

to SOC staff to start the process of fixing the troubled communication link.

[00117] If the conductor determines that the network connection appears to be working
correctly, but the orchestrator of interest has stopped working properly (using the Token
process, and/or other algorithms, etc.), the conductor is configured to perform the following

(not necessarily in this order):

[00118] 1) Delete all the personalization information for that orchestrator

[00119] 2) Create a new replacement orchestrator with the appropriate personalization
information

[00120] 3) Give the new orchestrator a new identity and address

[00121] 4) Use the subscription map, publishes new identity and address information

to the other orchestrators subscribing to information on that orchestrator

[00122] 5) If the problematic orchestrator tries to resume operation, it will first

subscribe to its personalization information, thus becoming disabled. Once disabled, the
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conductor will use the “discontinuation” part of the process to delete the no longer needed

(now replaced) orchestrator.

[00123] 6) The above process is logged. That log will typically be subscribed to by
the SOC orchestrator and tracked by SOC staff.

[00124] 7) If there are frequent occurrences of the above, especially in the same place,

same equipment, etc., the SOC staff investigate and remediate that cause.

[00125] Figure 6 is a block diagram illustrating an embodiment of an orchestrator. In
some embodiments, orchestrator 600 can be implemented by an orchestrator, such as
orchestrators 210, 211, 214, 302, 304, 306, 422, 904, 1015, 1114, 1203, 1204, 1407, 1502a,
1502b, 1502n, 1609, 1715, 1814, 18164, 1816b, 1816n, 1914, 1916a, 1916b, 1916n, 1921,
1922, 1923, 1924, 1925, 1926, 1927. An orchestrator may be referred to as an “orchestration

module.”

[00126] In the example shown, orchestrator 600 includes a device interface 602 used to
interface (also called a Bridge) with the device (node) (e.g., underlying system element such
as 301) the orchestrator is configured to orchestrate. A local configuration engine 604, in
some embodiments, interacts with other orchestrators associated with other nodes and/or a
central conductor to obtain help from one or more other nodes to accomplish an objective of
the node the orchestrator is configured to orchestrate. A micro IF-MAP like data store 606 is
used to store local node image data for the node with which the orchestrator is associated and
in some embodiments, some or all of the image data of one or more nodes in the physical or
virtual vicinity (physically and/or logically) of the node on which the orchestrator is

associated (part of the node’s environment).

[00127] A filter layer 608 determines, in some embodiments, a scope of information,
for example, which status information to communicate externally and how frequently (e.g.,
the scope of information), to manage how much capacity is consumed by the overhead of
security/configuration control messages flowing on the network, to deliver only the
information that is needed where it is needed when it is needed, other system efficiency
concerns, etc. An external communication interface 610 provides connectivity to other nodes

via out of band path 307.

[00128] In some embodiments, a Control Point token is used to indicate which node
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has the power to control, whether a resource or other requirement will be fulfilled or
attempted to be fulfilled initially by communicating directly with other nodes, for example,
via their respective orchestrators, or instead will be sent to a central conductor to obtain
fulfillment. In this way, the central conductor, if any, only has to intervene to obtain
fulfillment of requirements that a node has been unable to fulfill through local, direct
interaction with other nodes. In some embodiments, a filter in each orchestrator decides what
and how much meta-information to share with other nodes and/or with the conductor.
Similarly, a filter in the conductor decides how much information to share with a meta
conductor and so forth for a super conductor. A Control Point decides what should be done
and sometimes who is to do it. The Control Point is a “token”. It can be passed in whole or
in part. So, for example, in a network with no orchestrators and only one conductor, the
conductor has the complete token. When some nodes are given orchestrators, those nodes
will be given part of the token. In a network where all nodes have orchestrators, the nodes
will be given the total local control portion of the Token, but the conductor will retain the
Global portion of the token. In a net of only orchestrators, the nodes will have the complete
Control Point Token. In some implementations, tokens may be used to determine that
orchestrators and conductor(s) and the network segments connecting them are still

functioning properly and to implement fault tolerant and/or recovery procedures.
End Point Solutions

[00129] There is a class of point solutions that has emerged. The tool in this class is
commonly called an “end point solution”. Because of their wide spread deployment and
level of vulnerability, they are primarily targeted on Windows PC’s or appliances based on
Windows (for example, cash registers, ATMs, etc.). Although not as common, there are
similar tools for other O/S’s (Operating systems). These end point solutions typically intrude
into the kernel of the systems they are installed on and they only work on the system they are
installed on. In doing so they dramatically reduce performance and pave the way for another

attack vector directly on the kernel.

with cnd points, applications running i
end points, and semiconductors making up end points (chips). In doing so, they can run in a
central site, someplace in the intervening network, in hardwired logic, on a backpack
computer attached to the end point (for example in a thumb drive form factor), in a VM on

the end point computer, as an app in the end point computer, in software on chips inside the

31



WO 2018/236688 PCT/US2018/037833

end point, in hardware in chips inside the end point, as a software module, etc. They do not
intrude into the kernel. If running in the central site, network, hardwired logic, backpack
computer, or something similar, they do not impact performance at all and do not pave the
way for a kernel attack. If they run on the end point themselves, they do not have a
significant impact on performance, nor pave the way for a kernel attack. Instead they work
with log files, IP addresses, and content going into and out of the underlying end point
system, and/or subsystem(s). If the system has a typical kernel based end point solution, and
the system operator desires to continue to use it, the associated orchestrator can use the
information output by the end point solution along with the other information it collects. If
the system operator desires to remove the end point solution to improve performance or
provide better protection for the kernel, the orchestrator can work with the information
available from the underlying system through the other means described above. This
provides protection while offering the underlying system operator choices between what

otherwise can be thought of as bad alternatives.

[00131] Figure 7 illustrates a process to communicate with orchestrators and
conductors according to some embodiments. Process 700, sometimes called a protocol
instead of process, may be used by orchestrators in various embodiments to interact with the
other orchestrators and by conductors to interact with orchestrators and other conductors in
the network. In some embodiments, the protocol is implemented as, and/or can be
understood to comprise a state machine. This protocol differs from the ISO OSI
Internationa! Standards Organization Open System Interconnect) Mod:
information in each layer is available to all other layers. In the example shown, the eight
layer (or state) model of the Process 700 used in various embodiments to coordinate Network
elements comprises stages of Discovery 702, Connection 704, Description 706, Negotiation

708, Configuration 710, Initiation 712, Maintenance 714, and Discontinuation 716.

[00132] In the Process 700, in various embodiments, an orchestrator associated with a
node uses the protocol as follows. The process may be assisted by actions taken by the
conductor at one or more of the steps. It seeks to satisfy its objectives by discovering another
node’s orchestrator which may help it do so. It performs the Discovery process 702 by a
combination of sensing relevant communication parameters, and/or sending out messages
identifying itself and its objectives. When it Discovers another node which may appear

capable of helping, it establishes a Connection 704 with an orchestrator of the discovered
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node. The Connection 704 is for the purpose of Description 706, Negotiation 708,
Configuration 710, Initiation 712, Maintenance 714, and Discontinuation 716. Once a
Connection 704 is established, the two orchestrators exchange Descriptions 706. In various
embodiments, the Description 706 includes one or more of the following expressed in a
common metalanguage using the umbrella model: one or more objectives of the node; one or
more capabilities of the node; one or more rules the node is required to follow; and one or
more protocols and/or algorithms the node has available for use. Based on the Description
706 received from the other orchestrator, each orchestrator determines if the node with which
an orchestrator is associated can help it achieve its objectives. If so, the two orchestrators
proceed to Negotiation 708. The first orchestrator bids a set of parameters that will help it
achieve its objective. If the second orchestrator determines that a modified version of the
parameters will better help it to achieve its objectives, it sends a counter bid. This proceeds
to the point where both nodes accept the same bid. This acceptance constitutes a bind or
contract. Once a bind has occurred, each node Configures 710 itself in accordance with the
bind. Once Configuration 710 is complete, Initiation 712 can commence. Because Initiation
712 may involve very time critical events, the Initiation 712 procedure to be used can be part
of the bind and prepared for in the Configuration 710 stage. Once Initiation 710 has taken
place, in Maintenance 714 both orchestrators continue to monitor the environment. If there
are changes that make the current Initiation sub optimal, while continuing to operate in the
Initiation in place, the two orchestrators start a new negotiation which may result in a new
Configuration and a new Initiation or a Discontinuation 716 of Operation. The process 700
can also be used for communication between conductors, recovery from a network failure,

recovery from a conductor failure, etc.

[00133] Process 700 is implemented in various embodiments by an orchestrator or
conductor that receives its objectives, rules, algorithms, environmental information, etc. from
an IF-MAP like or other data store that has the capability to create and support an organically
growing/evolving/changing schema (umbrella model), and provides a mechanism to

propagate changes to the schema or data, but only as necessary.

[00134] Figure 8 is a flow diagram illustrating an embodiment of a process to
orchestrate network elements to achieve security objectives. In the example shown, when an
unmet or not fully achieved objective exists (802), processing to discover one or more nodes

to help achieve the objective is performed (804). For example, in some embodiments a
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central coordinator, such as conductor 308 of Figure 3, searches node images in a data store
such as data store 310 or the discovery process 702 is used to find orchestrators whose
metadata indicates their suitability and/or availability to fulfill the requirement. For example,
a node that is capable of restricting communications with a node that has been compromised,
a node that has the capability to download known good software to a compromised node, etc.
In the case where a base station has been compromised by the insertion of unauthorized
malicious software, the orchestrator for that base station’s edge router may isolate that base
station from the backhaul network, while the orchestrator associated with that base station’s
network core MME (Mobility Management Entity) may remove the base station from the list
of base stations to which UE’s (User Equipment such as handsets) can be assigned. Once this
process is complete, the orchestrator associated with the affected base station may delete all
the software on the base station and reload it from a known good source. Then, the three
orchestrators (orchestrators associated with the edge router, base station and MME) cooperate
in reprovisioning the base station to return it to normal operation in the network. Similar
scenarios can take place with factory robots, enterprise Clouds, retail Point of Sale Terminals,

office computers, etc.

[00135] In the example shown, a connection is established (806) to one or more
discovered nodes, for example, to obtain information needed to evaluate the node as a
candidate to achieve the objective. In some embodiments, if a central conductor is
implementing the process of Figure 8, a connection may not be made at 806 to the discovered
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for example by the node itself or, in an embodiment in which a central conductor implements
the process of Figure 8, by reading relevant metadata from a node image stored in a data store
such as data store 810, or in some cases, a combination of conductor and orchestrator
information. A contract to help achieve the objective is negotiated (810), for example, via
communications between the node having the requirement and a discovered node determined
to be capable of helping to achieve the objective, or in an embodiment that includes a central
conductor by applying at the conductor an algorithm that results in selection and assignment
of anode to help achieve the objective. The node having the objective and the node selected
to help achieve the objective are configured to operate together to achieve the objective (812)
and the contract is performed (814). The nodes cooperate to maintain the operation (816),
e.g., until the contract has been performed as agreed between the nodes and/or as determined

by the conductor, after which the operation is discontinued per the contract (818).
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[00136] Figure 9 is a block diagram illustrating an embodiment of an autonomous
network security immune system. In some embodiments part or all of system 900 is
operated by a Cellco. In the example shown, system 900 includes a collector 104, a network
106 (e.g., the Internet, wide area networks, personal area networks, local area networks, etc.),
SOC staff 108a and SOC workstation 108b, an analytic engine 120 in a central site
computing center 110, a conductor 212, orchestrators 210, 211, 214, a base station 902 (e.g.,
small cell cellular, macro base station, mobile base station, WiFi access point, etc.), an
underlying network element 906 (e.g., evolved Packed Core), and orchestrator 904 with

which the network element 906 is associated.

[00137] Telco’s and Cellco’s networks are highly geographically distributed and
subject to attacks throughout. For the reader’s ease of understanding all of the scenarios and
attack points will be illustrated by a description of one. However, the description applies to
all. In some embodiments, base station 902 is in a location (e.g., coffee shop, public wi-fi
location) that does not provide physical security, such as physical security provided by a

Telco owned and operated physical location creating an added security exposure.

[00138] In the example shown, analytic engine 120 is configured to determine that
base station 902 has been compromised based on information provided by collector 104.
Analytic engine 120 may deliver a notification and/or alert to orchestrator 211. Orchestrator
211 is configured to receive the alert through an interface to the analytic engine. In some
embodiments, the alert is also delivered to SOC staff 108a. Based on algorithms (which can
be work flow process scripting, or more complex interactions between orchestrators using
processes 700 and 800), constraints, and objectives (which can include information about the
value of the component in question, its owner, etc.) orchestrator 211 (by itself or in
cooperation with other another orchestrator(s)) can determine whether human interaction
should be included in the course of action or if remediation should proceed immediately. In
the event human interaction is determined to be needed, information determined by the
algorithms, objectives, and constraints is provided to orchestrator 210, i.e., the orchestrator
associated with the SOC staff 108a. In some embodiments, the information is presented in a
screen that minimizes the opportunity for the operator to make a “Fat Finger” error. For
example, it is presented in a screen that is configured to provide relevant information and
only allows for yes or no clicks/responses. The information may also be tailored to the

specific person or role being performed. In some embodiments, orchestrator 211 provides a
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message to orchestrator 214 to begin remediation. In other embodiments, orchestrator 210
provides a message to orchestrator 214 and/or 904 to begin remediation. In other
embodiments, orchestrator 211 and orchestrator 210, in conjunction, provide a message to

orchestrator 214 and/or 904 to begin remediation.

[00139] In response to having received the message, orchestrator 214 is configured to
shut down base station 902. But in so doing, it can confuse elements in ePC 906 (such as the
Mobility Management Entity) and change the balance of shared resources in its base station
neighborhood and/or allow UE’s (user equipment such as handsets) to continue to be
connected to base station 902 and exposed to security problems, etc. In the event base station
902 is to be shut down, orchestrator 904 is notified so that it can instruct the components in
the ePC 906 to reconfigure the neighboring base stations and update the appropriate sub-
components that base station 902 is no longer functioning. Remediation under the direction
of orchestrator 214 of base station 902 continues seeking to repair and re-secure it. Once it
has been repaired and re-secured, base station 902 is brought back into operation and
orchestrator 214 is configured to update and instruct the appropriate subsystems in ¢ePC 906
to bring the base station back into service while configuring the neighboring base stations

appropriately.

[00140] Orchestrator 214 is further configured, based on algorithms, objectives and
constraints, to communicate with the device with which it is associated, in this example, base
station 902 to commence remediation. Examples of remediation actions include, but are not
limited to, partially or fully limiting the other parts of the underlying network with which
base station 902 can communicate, rebooting base station 902, restoring base station 902
(e.g., to a last known good state), repairing base station 902, patching a software element
associated with base station 902, reloading installed software on base station 902 from a
trusted source, returning base station 902 to vendor delivered state and reprovisioning it,
combinations of these, etc. Similar realizations can be implemented for automated factories
with industrial robots, retail locations with Point of Sale Terminals, on-line enterprises and
government organizations with Clouds (proprietary, public, and/or hybrid), offices with

office equipment, etc.

[00141] Figure 10 is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, system 1000 includes an underlying

network element 102 (e.g., an edge router with interior and exterior firewalls, a computing
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component/system, a communications component/system, etc.), a network 106 (e.g., the
Internet, wide arca networks, personal area networks, local area networks, etc.), SOC staff
108a, SOC workstation 108b, a plurality of computing devices 116 served by network
element 102, an organization system 118, an analytic engine 120 in a central site computing
center 110, a conductor 212, orchestrators 210, 211, 214, a local collector 1004 and it’s
associated orchestrator 1015 that includes a local behavioral analytic engine. In some
embodiments, system 1000 may include a plurality of orchestrators similar to orchestrator
1015 that are deployed throughout the system. System 1000 is configured in such a manner
to overcome the problems created by the massive amounts of data being created in today’s
networks. Collectors today are producing volumes of data delivered to central site analytic
engines in the mid to high 10’s of Billions of Events Per Day (EPD) with 100’s and then
1,000’s on the horizon. Each event can involve 100’s to 1,000’s of Kilobytes. Delivering all
this data to a central site consumes a tremendous amount of capacity of all types. It also
makes it very difficult for the central site computer center to find the necessary behavior
patterns in a timely fashion because of the time required to accept, structure store and then
search such large amounts of data. By moving part, or all, of the analytic process out to the
network interior and/or edge, these problems are reduced. Some analyses can be done at the
edge, in the interior of the network, or distributed throughout the network, while some
information can be summarized making it easier for the central site analytic engine 120 to
handle it. In this topology there are now multiple locations that can generate an alert. The
addition of the orchestrator 1015 and other similar ones provide the local analytic engine
process, issue alerts locally, and based on algorithms (including workflow process scripting
and dynamic processes involving negotiation, etc.), objectives, and constraints determine
what information to summarize and send upstream to the central site analytic engine that can

also initiate alerts.

[00142] In the example shown, collector 104 is configured to deliver information to
both central site analytic engine 120 and orchestrator 1015. Either one can determine that one
of the computing devices 116 has been compromised based on information provided by
underlying network element 102. Either one can initiate a notification and/or alert. Based on
algorithms (which can be work flow process scripting, or more complex interactions between
orchestrators), constraints, and objectives (which can include information about the value of
the component in question, its owner, etc.) orchestrators 210, 211, 214, and 1015 individually

or collectively can determine whether human interaction should be included in the course of
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action or if remediation should proceed immediately. In the event human interaction is
determined to be needed, information determined by algorithms, objectives, and constraints is
provided to orchestrator 210, i.e., the orchestrator associated with the operator’s console 108.
In some embodiments, the information is presented in a screen that minimizes the opportunity
for the operator to make a “Fat Finger” error. For example, it is presented in a screen that is
configured to provide relevant information and only allows for yes or no clicks/responses. In
some embodiments, orchestrator 1015 (and/or orchestrator 211 see below) provides a

message to orchestrator 214 directly (independent of orchestrator 210) to begin remediation.

[00143] In the example shown, central site analytic engine 120 is also configured to
determine that one of the computing devices 116 has been compromised based on
information provided by underlying network element 102 (e.g., an edge router) via the
collector 1004. Analytic engine 120 can deliver a notification and/or alert to orchestrator
211. Orchestrator 211 is configured to receive the alert through an interface to the analytic
engine. In some embodiments, the alert is also delivered to SOC staff 108a. Based on
algorithms (which can be work flow process scripting, or more complex interactions between
orchestrators), constraints, and objectives (which can include information about the value of
the component in question, its owner, etc.) orchestrator 211 can determine whether human
interaction should be included in the course of action or if remediation should proceed
immediately. In the event human interaction is determined to be needed, information
determined by the algorithms, objectives, and constraints is provided to orchestrator 210, i.e.,
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information is presented in a screen that minimizes the opportunity for the operator to make a
“Fat Finger” error. For example, it is presented in a screen that is configured to provide
relevant information and only allows for yes or no clicks/responses. In some embodiments,
orchestrator 211 provides a message to orchestrator 214 to begin remediation. In other
embodiments, orchestrator 210 provides a message to orchestrator 214 to begin remediation.
In other embodiments, orchestrator 211 and orchestrator 210, in conjunction, provide a
message to orchestrator 214 to begin remediation. In response to receiving the message,
orchestrator 214, based on algorithms (both workflow process, and dynamic), objectives and
constraints, is configured to communicate with the device with which it is associated, in this
example, the underlying network element 102 (e.g., an edge router) and via the underlying
network element 102, to communicate with one or more of the computing devices 116 to

commence remediation. Examples of remediation actions include, but are not limited to,
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partially or fully limiting the other parts of the underlying network with which computing
device 116 can communicate, rebooting one or more of the computing devices 116, restoring
one or more of the computing devices 116 (e.g., to a last known good state), repairing one or
more of the computing devices 116, patching a software element associated with one or more
of the computing devices 116, reloading installed software on one or more of the computing

devices 116 from a trusted source, etc.

[00144] Orchestrator 1015 may use the cooperative distributed facility of the
negotiation process combined with IF-MAP like data stores to implement the detection
process and/or machine learning technology making it distributed analysis and/or distributed

machine learning.

[00145] Figure 11 is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, system 1100 includes an underlying
network element 102 (e.g., an edge router with interior and exterior firewalls, a computing
component/system, a communications component/system, etc.), a network 106 (e.g., the
Internet, wide area networks, personal area networks, local area networks, etc.), SOC staff
108a, SOC workstation 108b, a plurality of computing devices 116 connected via network
element 102, other underlying computing and communications resources 118, an analytic
engine 120 in a central site computing center 110, a conductor 212, orchestrators 210, 211,

1114.

[00146] In the exampie shown, orchestrator 1114 inciudes a coliector that is configured
to capture behavioral information from network element 102. Orchestrator 1114 includes a
local behavior analytic engine that may be configured to determine that one of the computing
devices 116 has been compromised based on information provided by underlying network
element 102 (e.g., an edge router) and analysis functions including but not limited to,
behavioral analysis. Orchestrator 1114 can detect a problem using algorithms, objectives and
constraints; use machine learning technology to identify patterns; other mechanisms and/or

processes, etc. As with the algorithms discussed in conjunction with FIG. 10, Orchestrator
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orchestrators 211, 210, and in some realizations conductor 212) combined with IF-MAP like
data stores to implement the detection process and/or the machine learning technology
making it distributed analysis and/or distributed machine learning. The distributed process

can, in some cases, involve analytic engine 120 that has received behavioral information form
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orchestrator 1114 via orchestrator 211.

[00147] In the example shown, orchestrator 1114 is configured based on information
delivered to it from by underlying network element 102 (e.g., an edge router) to determine
that one of the computing devices 116 has been compromised and to generate an alert. In
some embodiments, the alert is also delivered to SOC staff 108a. Based on algorithms
(which can be work flow process scripting, or more complex interactions between
orchestrators), constraints, and objectives (which can include information about the value of
the component in question, its owner, etc.) orchestrator 1114 can determine whether human
interaction should be included in the course of action or if remediation should proceed
immediately. In the event human interaction is determined to be needed, information
determined by the algorithms, objectives, and constraints is provided to orchestrator 210, i.e.,
the orchestrator associated with SOC staff 108a. In some embodiments, the information is
presented in a screen that minimizes the opportunity for the operator to make a “Fat Finger”
error. For example, it is presented in a screen that is configured to provide relevant
information and only allows for yes or no clicks/responses. In some embodiments,
orchestrator 211 provides a message to orchestrator 1114 to begin remediation. In other
embodiments, orchestrator 210 provides a message to orchestrator 1114 to begin remediation.
In other embodiments, orchestrator 211 and orchestrator 210, in conjunction, provide a
message to orchestrator 1114 to begin remediation. In other embodiments orchestrator 1114
initiates remediation without input from orchestrators 210 and 211. In response to receiving
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to communicate with the device with which it is associated, in this example, the underlying
network element 102 (e.g., an edge router) and via the underlying network element 102, to
communicate with the computing device 116 to commence remediation. Examples of
remediation actions include, but are not limited to, partially or fully limiting the other parts of
the underlying network with which computing device 116 can communicate, rebooting one or
more of the computing devices 116, restoring one or more of the computing devices 116
(e.g., to a last known good state), repairing one or more of the computing devices 116,
patching a software element associated with one or more of the computing devices 116,
reloading installed software on one or more of the computing devices 116 from a trusted
source, etc. In some embodiments, the central site analytic engine 120 is included as part of

conductor 212.

40



WO 2018/236688 PCT/US2018/037833

[00148] There are some forms of attack that require correlations between behaviors in
different systems in order to detect them. One example of such is commonly called “Deny,
Deny, Admit” or DDA. For example, in one form of this attack, an attacker seeking entry
into a multi-national organization may attempt to enter at one access point in one country. Be
denied. Then try a second country. Be denied. And continue until the attacker succeeds in
finding admittance. To identify these attacks, the distributed communication process
described herein can be used where orchestrators associated with entry control systems
throughout the organization find their neighbors, negotiate how to exchange information, and
exchange denial information to support algorithms detecting DDA and similar attacks. So,
for example, orchestrator 1114 may cooperate with other orchestrators besides orchestrators

210 and 211.

[00149] Figure 12 is a block diagram illustrating an embodiment of an autonomous
network immune system. System 1200 includes automated updating of security system
components based on threat intelligence coming from a number of different sources in a
number of different ways. In the example shown, system 1200 includes an underlying
network element 102 (e.g., an edge router with interior and exterior firewalls, a computing
component/system, a communications component/system, etc.), a network 106 (e.g., the
Internet, wide area networks, personal area networks, local area networks, etc.), SOC staff
108a, SOC workstation 108b, a plurality of computing devices 116 served by network
element 102, an organization system 118, an analytic engine 120 in a central site computing
a conducto

1201, 1202 and their corresponding orchestrators 1203, 1204.

[00150] Threat intelligence systems 1201, 1202 are configured to collect and organize
information on attacks occurring elsewhere, expected attacks, newly discovered system
vulnerabilities, etc. The resulting information is shared today via paper publications, email
lists, web sites, and a variety of non-compatible API’s (Application Program Interfaces).
There are some standards in this area, but even so, there are a wide disparity in threat
intelligence system data models and interfaces. Also, the conversion of threat information
into changes in virus checkers, firewalls, detection, remediation, and other point security
solution systems is primarily manual. In one US corporation, a single person receives threat
intelligence information from 276 different threat intelligence services each with its own

method of delivery, format, data model, etc. That single person daily (only during business
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hours — single shift — not able to review material off hours, weekend, holidays, sick days,
etc.) reads all that information and decides what and how to enter it manually into that
company’s systems. This is a large company with approximately 300 subsidiaries each with
different underlying networks and different suites of security systems. That person also has
other security related duties that must be performed on a daily basis. This manual effort

dramatically limits the ability to effectively use all of the information in a timely fashion.

[00151] In the example shown, orchestrators 1203, 1204 work with the other
orchestrators and conductor(s) to automate the conversion of this threat information into new
algorithms, objectives and constraints where appropriate in the orchestrator/conductor
network. In some embodiments, threat intelligence systems 1201, 1202 and their
corresponding orchestrators 1203, 1204 can be applied to other embodiments of an
autonomous network immune system discussed herein. Similarly, other separate security
systems can be incorporated into the resulting automated efficient, timely holistic end to end
cyber security solution. For example, converted threat information may be provided to
orchestrators 210, 211, 1114. In some embodiments, based on the converted threat
information, orchestrator 1114 is configured to cause network element 102 to implement a
remediation action. In other embodiments, based on algorithms (which can be work flow
process scripting, or more complex interactions between orchestrators), constraints, and
objectives (which can include information about the value of the component in question, its

owner, etc.) orchestrator 1114 can determine whether human interaction should be included

interaction is determined to be needed, information determined by the algorithms, objectives,
and constraints is provided to orchestrator 210, i.e., the orchestrator associated with the

operator’s console 108. This form of remediation is sometimes referred to as hardening.

Behavior Analysis
[00152] The role of behavioral analysis has been discussed above. A number of

embodiments of the autonomous network immune system have been shown that employ

challenges including problems with volumes of data, manual effort to set up and maintain,
size of system footprint, amongst others. An innovative new method of performing

behavioral analysis that overcomes these challenges is disclosed below.
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[00153] Today’s behavioral analysis systems tend to use only one source of behavioral
data: either log files or IP addresses. The content of log files varies from system to system.
It depends on different standards and on different proprietary implementations. Log file
systems also vary in terms of latency and timing. TP address information may have lower
latency than log data, but because of modern addressing tricks available, address data can be
obfuscated. Being able to monitor both provides a more complete view of behavior and in

some respects, a more timely view.

[00154] Adding other sources of behavioral information further improves the
effectiveness of behavioral analysis systems. Other extremely valuable forms of behavioral
information include message content flowing into and out of components (on-chip system
activity information is also extremely valuable and is discussed in a later section of this
document). However, today’s behavioral analysis systems don’t handle content very well.
Virus checkers look at content for types of content (binary, graphic, etc.), but they do not
look at content indicative of behavior patterns. The more forms of behavior a behavior
analysis system can look at, the more effective it can be. For example, monitoring content
for such things as social security numbers can catch a breach that exposes identity
information in an unauthorized fashion that might not create an alert based only on log data
or IP address data. But today’s behavior analysis systems are drowning in even the small
portions of data they are working with. The autonomous network immune system described
herein, solves this problem by distributing the functionality/data to the orchestrators and

; for tha dictrihy

ing a wav aitad finotinneg intaract with cach gthor whan thau naad t
g & way 1017 Ui€ Gistiouilea unciions {4 G U

with each other when they nee
This interaction can either be scripted, or determined through a negotiation process. Because
of this distributed data and functionality, analysis of behavior based on log files, plus IP
addresses, plus content (plus other forms as well) becomes practical. This is becoming more
important because deep packet inspection technology is advancing at a dramatic pace (for
example Barefoot Networks) and offers the potential for delivering a lot of very useful

message content based behavioral data.

[00155] There are so many types of attack and they are changing so rapidly, that it is
hard to predict what parameters will show the next attack. This leads to a desire to ever
increase the parameter sets being observed. But today’s systems find it difficult to deal with

the volumes of data and so, don’t use all available sources.

[00156] For example, a central site behavioral analysis system may only use log files
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as input data receives 50 Billion events per week. This equates to multiple Petabytes of
information to deal with. Looking for patterns in such large data sets can take an inordinate
amount of time. One approach to try to deal with the volume of information is Approximate
Query. This provides some relief in search times for today’s behavioral data sets, but it has a
few problems. First it requires a lot of effort to specify the pattems that are being looked for.
Second, it requires a significant amount of pre-processing of incoming data before it is placed

in the data set. Finally, it too will be overwhelmed as the data volumes continue to rise.

[00157] The key activity in behavioral analysis for Cyber Security is identifying an
observable behavior pattern that indicates trouble. Most such systems today use Bayesian
models. That is, they have some predetermined relationship that they are looking for. This
requires a lot of work to set up, and to keep up to date, as the attack vectors change, and
behaviors change. Typically, the development of these patterns comes from a manual
analysis of successful attacks. So, it assumes some number of successful attacks are always
going to happen. Then, it takes time for the manual effort to identify the pattern and either
train or script the behavioral analysis system to find it in the data. While this is happening,
attackers are still successful. Once attackers realize that the pattern of the existing attack has
been detected, analyzed, and defense systems updated, the attackers change the attack to
produce a different pattern, sometimes called a signature. These steps are characterized as a
cycle. Sophisticated attackers attacking well-protected systems have attacks with a cycle

time approaching an hour (projected to move down to minutes). While this is happening and
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problems in scale, complexity, and volatility.

[00158] The volume problem in addition to having to create and evolve models
(Bayesian or other) is a major stumbling block. Existing forms of behavioral analysis can be
helpful, but they are limited by the manual effort needed to either train or script them, and

their difficulty in effectively using even subsets of behavioral data.

[00159] The autonomous network immune system described herein is fundamentally
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behavior is, automatically (without human intervention) tracks that behavior as it evolves to
identify the “new normal” and alarms significant deviations from normal. Thus, it catches a
significant change in the behavior of a system component of interest. Each system,

subsystem, component, etc. has a “normal” behavior pattern. A security breach, intrusion,
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etc. provokes abnormal behavior. Of course, there are other things that can produce a change
in system behavior such as a software upgrade or a significant environmental change. The
autonomous network immune system may be configured to track those things so a change in
behavior can be filtered to determine if one of those other things caused the change, or if it is
indeed an attack. The autonomous network immune system does this in a distributed fashion
that overcomes the data volume problem and can therefore use IP addresses, log files,
content, and any other source of behavioral information available and do so both in large

central site systems and much smaller distributed systems.

[00160] The autonomous network immune system is configured to provide an
improved security solution at least in part by: accepting all the possible data input sources
(dealing with the data volume problem); minimizing the amount of effort required to
determine “normal behavior”, tracking normal as systems evolve, change, and grow; creating
a constantly updated “new normal”; and quickly determining deviations from this new

normal.

[00161] The autonomous network immune system is configured to use a combination
of the innovative architecture/process disclosed herein and an innovative use of histograms.
A histogram is a list of parameters and their frequency (number of occurrences) in a given
period of time. In one embodiment, histograms are used in approximate query to create a
meta data structure of log files that are then searched for patterns. In such an embodiment, a
significant amount of effort is needed to specify the structure of the histograms and the
patterns being searched for. Furthermore, even with approximate query technology, there is

no use of all the potential data sources because of the data volume problem.

[00162] The autonomous network immune system includes an automated process that
observes all of the available data sources to determine the proper timing of samples for
creation of histograms. A statistical algorithm is used to automatically determine the valid
sample size for each implementation. The frequency of activity is observed and used to

automatically calculate the minimum time segment required to produce a statistically valid

sample period. Sample periods are tracked and automatically updated if necessary.

[00163] The histograms are constructed without regard to “meaning”, nor manually

created search patterns (whether or not augmented by automated processes). They are merely
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counts. A moving sum statistically valid average histogram is constructed from the first and
succeeding histograms. The number of histograms needed for this moving sum average is
automatically determined by a statistical algorithm. Newly created histograms are compared
to this moving sum average as they are created. Any change of more than a given percentage
generates an alert. This percentage may be automatically set by a statistical algorithm for
each implementation. In most types of attack a significant change of behavior will occur.
Once the autonomous network immune system is widely deployed, it is possible that
attackers will vary their attacks and seek to trickle their activity so that it doesn’t reach the
trigger percentage. To guard against this, an automated process may specifically and
automatically search for trickle patterns in the histograms separate from the moving sum
averages. Based on inputs from orchestrators associated with threat intelligence systems, the
orchestrator building and tracking histograms may use its objectives algorithms and

constraints to trigger alerts based on specific patterns in the histograms and their changes.

[00164] The histogram behavioral analysis algorithm may be performed in a central
site configuration such as in Figures 1, 2, 9 — analytic engine 120; a fully distributed process
specifically shown in Figure 10; orchestrator 1015 and Figures 11, 12; orchestrators 1114. Tt
can also be performed by the orchestrators and/or collectors shown throughout this disclosure
(e.g., orchestrators 210, 211, 214, 302, 304, 306, 422, 904, 1015, 1114, 1203, 1204, 1407,
1502a, 1502b, 1502n, 1609, 1715, 1814, 1816a, 1816b, 1816n, 1914, 1916a, 1916b, 1916n,
1921, 1922, 1923, 1924, 1925, 1926, 1927, collector 104); or a combination of the two (e.g.,

data to work with by connecting to existing interfaces. These interfaces may generate
streams of information in their normal operation that the orchestrators or collectors can “tap”.
That is, listen to in a non-disruptive fashion. Other interfaces may only respond to requests

sometimes called “polls”.

[00165] In some embodiments, the histogram behavioral analysis algorithm is
performed in a distributed process. This allows the amount of data that has to be dealt with at
each behavior analysis engine to be greatly reduced. Furthermore, the histogram behavioral
analysis algorithm does not require keeping the underlying data. Once a histogram has been
created for a sample data set, that data set can be discarded. Thus, an orchestrator employing
the histogram behavioral analysis algorithm does not need to store the full data sets from

which it is counting parameters. This is in contrast to behavioral analysis systems that must
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keep multiple such full data sets covering days, weeks, months, etc. In contrast, the method
described here may only need to keep the small moving sum average histogram data set and
the currently being assembled histogram data set. By distributing the capture and analysis of
the input data, the volume of data, even when all sources are employed, that each behavioral
analysis engine has to deal with is limited to a manageable level. This part of the
autonomous network immune system may be used in conjunction with traditional existing
types of behavioral analysis systems, with the histogram behavioral analysis algorithm
described above, or with a combination of the two. Central site behavior analysis systems

can still be used with or without the histogram method.

[00166] The distributed process can also be used to reduce false positives. That is
alerts triggered by a change in behavior that comes about as a result of a change in
environment, a change in work load, etc. that otherwise could be interpreted as indicating an
attack (the consequences of false positives and how to deal with them are discussed in detail
later in this document). Using the negotiation process and based on their objectives,
algorithms and constraints, orchestrators associated with other parts of the system (including
associated with applications) working in the distributed fashion can filter out changes in
observed behavior due to environment, workload, etc. This will greatly reduce false

positives.

[00167] As pointed out above, this type of behavioral monitoring has general
applicability, but may be especially important in realizations that by their nature have limited
memory / storage resources, are mobile, or involve large numbers of heterogeneous

components.

[00168] Figure 13 is a block diagram illustrating an embodiment of an autonomous
network immune system. Figures 2, 10, 11, and 12 have simplified the central site computing
center 110 in order to make it easier to understand the discussion of activities in other parts of
the networks, but in some realizations orchestrators have important roles to play in the central
site computing center. Because of layers of technology, proprietary vendor strategies,
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and government organizations have ended up with a proliferation of security systems. Each
having a different human interface and each relying in part or in whole on manual efforts to
make them work with each other. This makes a large, growing, and in some cases impossible

to achieve demand on SOC resources because there has to be staff combinations available all
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the time that know each of the different interfaces (as well as control interfaces of
components in the underlying network). It also dramatically slows the ability of the end-to-
end systems to respond in a timely fashion, introduces human error, fear based hesitation to
respond, etc. Combined with the requirement to understand all the technologies deployed in

the network being defended it further increases the already intractable staffing problem.

[00169] Others have tried to solve this problem but with limited success. Struggling
with all the degrees of freedom of the problem, they all have tended to be central site
solutions, without the ability to easily move functionality to where it can work best, and
because they haven’t provided a complete solution, have in many cases made the situation
worse. Some have tried to develop a single set of point solutions all from the same vendor all
tied together. Others have tried to pick best of breed of the available point solutions and,
doing conventional system integration, tie them together. Both suffer from the problem that
many organizations have a sizable sunk investment (procurement costs, staff
training/experience, developed code, policies and procedures, etc.) in a range of point
solutions that are not the ones developed/selected. It is therefore, expensive, difficult, and
sometimes logistically impossible, to change to the new point solutions. In addition, the
single vendor approach has proved less than optimal because a single vendor is not able to
develop at the highest quality all the needed point solutions, may be limited by IP problems,
architectural limitations, ability to respond to the rapidly changing threat environment, etc.
The best of breed approach faces similar problems with IP problems, architectural limitations,
ability to respond to the rapidly changing threat environment, etc. A third approach is the use
of sequential systems integration business model, a community business model, etc. to
develop interface translations that take the place of the manual processes that currently link
systems. This may result in point-to-point links that may seem to work well, but by

themselves suffer from problems including:

[00170] “paving the cow paths” — that is converting the existing manual processes into

code rather than what is really needed;
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but doesn’t let you get to what you need tomorrow;

[00172] Creating an overly complex system that is difficult to operate and maintain.

Each pairwise link can be different and taken together can look like “spaghetti code™.
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[00173] The point-to-point links don’t provide a distributed umbrella model. This
greatly limits the potential effectiveness of the solution and doesn’t reduce the burden of
staffing to support all the different human interfaces, because once staff has to intervene to
understand something, take action, maintain, etc. they still have to use all of the individual

human interfaces.

[00174] The autonomous network immune system disclosed herein in large part

because it has more degrees of freedom than the problem may provide:

[00175] 1. excellent end-to-end performance,

[00176] 2. the ability to use an organizations existing point solutions,

[00177] 3. the ability to quickly on-ramp new innovative solutions as they appear,
[00178] 4. atrue end to end view for system automation with different data

visualizations useful to specific staff functions improving productivity and eliminating the
need to have 24/7 staffing with expertise in all the user interfaces of the point security

systems and the components of the underlying network,

[00179] 5. the ability to respond effectively to changing data models from the addition
of new components (both in the security system and in the underlying network), software

upgrades, etc.

[00180] In the example shown, system 1300 includes network 106, a SOC 108 (for
ease of understanding SOC staff 108a and SOC workstation 108b are now subsumed under
108), a central site computing center 1310, an orchestrator 210, a conductor 212, a threat
intelligence system 1202 and associated orchestrator 1203, and a threat intelligence system
1202 and associated orchestrator 1204. Other orchestrators, network components, devices

may be subsumed into the network 106 to make it easier for the reader to understand.

[00181] Central site computing center 1310 may include one or more analytic engines
(storage i i i
virus checkers 1301a, 1301b, 1301c¢, one or more fire walls (FW) 1302a, 1302b, 1302c, one
or more router/switches 1303a, 1303b, 1303c, one or more Security Information and Event
Managers (SIEM) 1304a, 1304b, 1304c, one or more access control systems 1305a, 1305b,

1305¢, one or more varieties of point solutions (PS) 1306a, 1306b, 1306¢, and one or more
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element management systems 1307a, 1307b, 1307¢ (e.g., commonly used to manage a suite
of products from a single vendor such as router/switches from Juniper, Core Network
Components from Cisco, Security Gateways from Nokia, etc.). An example of a point
solution is a dedicated system focused on a specific type of problem and/or attack. Each
component of central site computing center 1310 may include an associated orchestrator.
Each associated orchestrator is configured to receive information from the components with
which they are associated and to deliver information and commands to the components with
which they are associated. For example, the orchestrators may deliver remediation
commands to the components with which they are associated. The associated orchestrators
may provide information from the components with which they are associated to other
orchestrators (e.g., orchestrators 210, 1203, 1204), a conductor 212, or a SOC 108 (and
possibly others subsumed in 106). The central site computing center may include one or
more collectors (not shown for ease of reader understanding), and associated orchestrators for
each major security related system of the central site computing center. The orchestrators
described here may include the collector and analysis functions described for orchestrators

1015 and 1114.

[00182] Each of the components of central site computing center 1310 may have a
corresponding specific human interface and a corresponding set of external machine
interfaces. These imply a subsystem specific data model. Orchestrator 210 in conjunction

with orchestrators 1203, 1204, and all of the orchestrators included in central site computing

ide SOC staff with a single user interface that allows them as n 1y to
observe and control all the security related subsystems. They may also provide the capability
to automate as many or as few specific system, multi-system, or end-to-end system tasks as
the organization desires with specific scripting or through the negotiation process described

in this document.

[00183] In other embodiments, a plurality of data centers are connected with each
other. The plurality of data centers may be remote from each other (e.g., a first data center of
an organization is located at a first location and a second center of the organization is located
at a second location). For example, central site computing center 1310 may be connected
with one or more other data centers (not shown). The one or more other data centers may
include a plurality of orchestrators similar to that shown in Figure 13. The plurality of

orchestrators of the one or more other data centers are configured to provide the same

50



WO 2018/236688 PCT/US2018/037833

functionality as provided in the autonomous network immune system 1300. This provides
the benefits described for system 1300 on the more macro scale. In some embodiments, the
orchestrators of the autonomous network immune system 1300 may implement a remediation

based on a command from an orchestrator associated with the one or more other data centers.

[00184] Figure 14A is a block diagram illustrating an embodiment of an autonomous
network immune system. In modem Cloud based processing systems, it is common for
applications to move between different resources within a single Cloud and between different
Cloud instances. The different Cloud instances can be in the same physical data center, a
different data center owned and operated by the same organization, or between Cloud
instances owned and operated by different organizations. In some embodiments, an
organization may implement a Hybrid Cloud. In the Hybrid Cloud, an organization has a
central site data center it owns and operates, and contracts with an external organization that
owns and operates an external data center with its Cloud instance. Based on workload
fluctuations or other considerations, applications (APP’s) may move from one to the other
Cloud. This movement can be frequent and fast, such that in a large organization with many
APPs it may be difficult to tell at any moment where a particular App is running. While the
organizations that are processing APPs are changing, the security infrastructure takes a more
static view. In current systems, collectors tend to remain fixed on specific hardware in
specific locations. While it is possible that some or all of the central site security systems
(including behavioral analysis) may themselves operate in Clouds and may move from one
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only has the view that it’s collectors give it, which tends to be static (for example focused on
activity in a single Cloud with separate foci for each Cloud). There are security related
concerns about the behavior of network components primarily responsible for
communication, but many times the most valuable information resources reside in the APPs
and much of the behavior analysis performed on data from the communication centric
components is focused on determining if there has been a breach of an APP. So, in many
cases, it is the behavior of the APPs that is of concern. When APPs are moving frequently, it
may be difficult to determine from static Cloud / data center focused macro data if there has
been a behavior change of concern. Even worse, this may become impossible if the APP
moves to an external Cloud operated by an external organization where the APP owner does
not have access to behavioral data. Behavioral data may be restricted in a public Cloud

because a collector deployed by the public Cloud operator and provided to an App owner
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might see data from applications owned by different organizations thus causing privacy
concemns. There are also, technical and logistical limitations that can impact the ability of

public Clouds to provide behavioral information at the Cloud instance level.

[00185] In the example shown, system 1400 includes network 106, a SOC 108, an
analytic engine included in a central site computing center 110, an orchestrator 210, a
conductor 212, a threat intelligence system 1201 and associated orchestrator 1203, a threat
intelligence system 1202 and associated orchestrator 1204, cloud data centers 1401, 1402,
1403, collectors 1404, 1405, and an APP 1406 and associated orchestrator 1407. System
1400 includes » data centers running separate Clouds, each in its own separate data center
(1401, 1402, 1403). Cloud Data Center 1401 is connected to Collector 1404, Cloud Data
Center 1402 is connected to Collector 1405, but Cloud Data Center 1403 does not have a
Collector (for example, it is a Public Cloud while the others are Private Clouds). The
collectors are connected to analytic engine 120 with its associated orchestrator 211. Running
in Cloud Data Center; 1401 is APPy 1406. Associated with APPy 1406 and running in the
same Cloud is orchestrator 1407. Orchestrator 1407 is configured to monitor the behavior of
APP specifically with very complete and very current (low latency) behavioral data.
Orchestrator 1407 may be a combined orchestrator, collector, and behavioral analysis engine,

similar to orchestrator 1114.

[00186] Figure 14B is a block diagram illustrating an autonomous network immune
system according to some embodiments. In the example shown, autonomous network
immune system 1450 is similar to autonomous network immune system 1400, except that
APP, 1406 has moved to Cloud Data Center, from Cloud Data Center;. At the same time
orchestrator 1407 has moved with APP, to Cloud Data Center, The realization shown in
Figures 14A and 14B provides several advantages. First, the behavior of the APP is observed
directly rather than indirectly along with a profusion of other apps and components. At the
same time its directly associated orchestrator has access to the most current and complete
behavioral data (does not have to worry about selective reporting to reduce overhead on the
network, or other restrictions that might come into play at the Cloud / data center level, etc.).
This provides a much more accurate basis for analysis. Second, there is no interruption or
confusion as the move takes place. Finally, there is no confusion by looking at behavioral
data mixed with behavioral data from other activities in Cloud Data Center;. Nor is there

confusion by seeing differences once it has moved that could be attributable to Cloud Data
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Center,. Further, in the case shown in Figure 14B, Cloud Data Center,, 1403 does not have an
associated collector and therefore there is no behavioral data available associated with APP,
1406 from 1403 unless orchestrator 1407 moves with APP, 1406 when it moves to Cloud
Data Center;,, 1403. Thus, having an orchestrator associated with an APP located in a cloud
data center may provide behavior data associated with the APP that would otherwise be

unavailable for analysis.

[00187] Also, it should be noted, that while any form of behavioral analysis can be
used in this particular embodiment, using the histogram behavioral analysis algorithm
described above, provides special advantages in this case. The small footprint of the
orchestrator code coupled with the small size of the data set maintained by the histogram
behavioral analysis algorithm makes it very easy to move the resulting orchestrator with
combined collector and analysis engine. Much easier than with a very large data set created
and employed by other methods. At the same time, this approach can be combined through
the assistance of the applicable orchestrators with the fixed data center based behavioral

analysis system 120.

[00188] Figure 15 is a block diagram illustrating an embodiment of an autonomous
network immune system. Figures 2, 10, 11, and 12 show computing devices 116. The
behavior of these devices is monitored from information available to an underlying network
element 102. In some embodiments, this underlying network element and its downstream
computing devices may be someplace in the interior of the network. In other embodiments,
the network element can be an edge router, and the downstream devices can be edge systems.
In either embodiment, it is possible to add orchestrators such that some or all of the
downstream devices have individual orchestrators associated with them (either physically co-
located or remote). In some embodiments, there can still be an orchestrator for the
underlying network device that also monitors the behavior of the downstream devices as well
as the underlying network element. In other embodiments, there are only orchestrators for

the downstream devices.

plurality of computing devices 116. Each computing device has an associated orchestrator,
e.g., orchestrator 1502a, 1502b, 1502n. An orchestrator associated with a computing device
is configured to perform the functions associated with an orchestrator as described herein.

The autonomous network immune system 1500 includes an underlying network element 102
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that still has an orchestrator 1114 associated with it. In some embodiments, autonomous
network immune system 1500 includes an underlying network element 102 without

associated orchestrator 1114.

[00190] The autonomous network immune system 1500 shown in Figure 15 provides
several advantages. First, the behavior of the computing devices 116 is observed directly
rather than indirectly along with a profusion of other devices and components (i.¢., the
behavior is observed directly from an associated orchestrator instead of orchestrator 1114).
An orchestrator associated with one of the computing devices 116 has access to the most
current behavioral data and the most complete (does not have to worry about selective
reporting to reduce overhead on the network, etc.). If the computing devices are mobile
(notebook computers, pads, etc.) and move such that they are served at different times by
different underlying network elements 102 in different locations (for example office and
home, etc.), having the orchestrator directly associated with the computing device provides a
much more accurate basis for behavioral analysis. In such a case, there is no interruption or
confusion as the computing device uncouples from one instance of an underlying network
element 102 and attaches to another instance of an underlying network element. Finally,
there is no confusion by looking at behavioral data mixed with behavioral data from the

changing environments resulting from the moves.

[00191] Also, it should be noted, that while any form of behavioral analysis may be
used in this particular embodiment, using the histogram behavioral analysis algorithm
described above, provides special advantages in this case. The small footprint of the
orchestrator code coupled with the small data set maintained by the histogram behavioral
analysis algorithm makes it very easy to host the orchestrator function directly on the
computing devices 116. As shown in the autonomous network immune system1600, this
approach can be combined through the assistance of the applicable orchestrators with the

analytic engine 120 of the central site computing center 110.

[00192] Figure 16 is a block diagram illustrating an embodiment of an autonomous
notvoarls Bmaainn gugtom Tha antanamarg notorarls smerane gugtom mav ho acanciatod wath o
VLW UL uiunulie Dybl A1l 11V aulULIVIIIVUD 1HIVILW UL uiuiuLiv Dyblbl 1 111¢ _y UL adduvialvu will a

single individual, family, small office/home office (SOHO), smart home, etc. The owner of
such a system may contract with a large organization to provide security support and one or
more of the other embodiments described herein may be deployed. However, in some

embodiments, the owner desires to acquire the tools to monitor and secure his/her own
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system. Autonomous network immune system 1600 may be used for such situations.

[00193] In the example shown, autonomous network immune system 1600 includes a
network element 102, a network 106, one or more computing devices 116, an orchestrator
1114 that includes a collector and local behavior analytic engine, threat intelligence systems
1201, 1202, orchestrators 1502a, 1502b, 1502n associated with the one or more computing
devices 116, a conductor 1612, and a SOC staff 1608a (e.g., a manager of an office, a parent
of a household, etc.). The autonomous network immune system 1600 includes conductor
1612 and the SOC workstation1608b (which may be in some embodiments a window on one
of the D devices in 116), which are now in the network downstream of the network element
102 (e.g., router/switch/firewall) and its associated orchestrator 1114 connected to the
internet 106. The owner may choose to subscribe to one or more threat intelligence services
1201 and 1202, with associated orchestrators 1203 and 1204. All orchestrators and the
Conductor in some embodiments are run in one or more of the devices D. In some
embodiments, orchestrators 1502a, b, and ¢ are orchestrators like 1114 that include collectors
and behavioral analysis engines. Here again, it should be noted, that while any form of
behavioral analysis may be used in this particular embodiment, using the histogram
behavioral analysis algorithm described above, provides special advantages in this case. The
small footprint of the orchestrator code coupled with the small data set maintained by the
histogram behavioral analysis algorithm makes it very easy to host the orchestrator function
directly on the computing devices 1502 a, b, and c¢. Orchestrator 1609 in some embodiments
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limited technical expertise can easily work with the security system.

[00194] Thus, system 1600 provides the capability for a small organization to secure
its environment without relying on an external organization to manage it. It also provides a

way for the small organization to do so in a practical and cost effective manner.

[00195] Figure 17A is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, system 1700 depicts in some embodiments
/ides sccurity supportt for mobile devices that ar nect
Cellco owned and operated network components; in other embodiments a system where a
Cellco provides security support for both fixed and mobile devices. For the ease of the reader
other embodiments where the Cellco owns only portions of the network and/or owns no

portion of the network are not shown, but included by reference. Also, Figure 17A has been
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simplified by removing some of the subsystems. This has been done to make it easier for the
reader. But all those subsystems shown in the other figures may be considered to be present
by reference. A mobile device may include a cell phone, a smart phone, a connected tablet, a
smart watch, etc. Autonomous network immune system 1700 may include networks 106
(e.g., cellular net, Internet, WiFi, etc.), a base station/access point 1702, an analytic engine
1720 that is part of a central site computing center 1710 associated with a Cellco, a Cellco
SOC 1708 (containing both staff and workstations), a conductor 212, orchestrators 210, 211,
1114, 904, and 214, one or more mobile devices 1716 and associated one or more
orchestrators 1715. Cellco SOC 1708, the analytic engine 1720, and base station/access point
1702 are operated by a Cellco. Base station/access point 1702 may include a switcher/router
and/or firewall. In some embodiments orchestrators 1114, 214, 904, 1502a,b,c, and 1715, are

configured to perform behavioral analysis on data collected by their associated devices.

[00196] Having the orchestrator directly associated with a mobile device provides a
much more accurate basis for behavioral analysis. In such a case, there is no interruption or
confusion as the mobile device uncouples from one instance of 1702 and attaches to another.
Finally, there is no confusion by looking at behavioral data mixed with behavioral data from

the changing environments resulting from the moves.

[00197] Also, it should be noted, that while any form of behavioral analysis can be
used in this particular realization, using the histogram behavioral analysis algorithm
described above, provides special advantages in this case. The small footprint of the
orchestrator code coupled with the small size of the data set maintained by the histogram
behavioral analysis algorithm makes it very easy to host the orchestrator function directly on
a mobile device 1716. As shown in 1700, this approach can be combined through the
assistance of the applicable orchestrators with the data center based behavioral analysis

system 1720a.

[00198] There is another important benefit from having the orchestrator with the
histogram method resident reside in a mobile device. The number of mobile devices
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vendors. Plus, new models come out very frequently and there are frequent software
upgrades for devices in the field. This combination of extremely large scale, complexity, and
volatility is very challenging for a single organization to secure using a central site,

monolithic, scripted approach. The distributed nature, ability to discover / negotiate, operate
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with minimal or no manual intervention, automatically respond to changes in the

environment, ¢tc. of the invention make it uniquely able to address these challenges.

[00199] Figure 17B is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, system 1750 illustrates an embodiment
where an enterprise or other organization provides security support for the mobile devices
1716. System 1750 is similar to system 1700, except that the SOC is an Enterprise SOC
1708, the central site analysis system 1720 is now operated by the enterprise, and the
orchestrator cellular infrastructure is no longer present because it is not within the span of
control of the enterprise. System 1750 has similar benefits to system 1700 and can benefit in

a similar fashion form the histogram method.

[00200] Figure 17C is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, system 1770 illustrates an embodiment
where system associated with a single individual, family, small office/home office (SOHO),
smart home, etc., may contract with a large organization to provide security support for either
or both of their mobile devices and fixed devices. Figure 17C is similar to Figure 16, except
that system includes mobile device 1716 connected to the rest of the system through the

internet 106, and its associated orchestrator 1715.

[00201] It is possible to have combinations of the systems 1700, 1750, and 1770. That
is, there can be multiple SOC’s under control of multiple different organizations who agree to
share some or aii of the data from and controi of the orchestrators. There are aiso many other
embodiments, where third parties provide security support, and combinations and
permutations of some or all of these. The third parties can include the vendor of mobile

devices 1716.

[00202] These combinations raise the question of who owns and who operates the
conductor. There may be multiple conductors associated with multiple orchestrator arrays
owned by multiple entities. The orchestrator arrays may or may not overlap. If they overlap,
more than one orchestrator may be associated with a single component. In such cases, the
orchestrators may have segregated access to information and controls. For example, in some
embodiments, a user of mobile device 1716 may share access to, and control of some portion
or all of its associated orchestrator with a network operator and/or an organization, and/or a

manufacturer, etc. In other embodiments, there may be one conductor controlling only one
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orchestrator array. If there is one conductor / orchestrator array, by agreement one of the
parties involved can own the conductor or its ownership can be shared. Similarly, by
agreement one of the parties involved can operate the conductor or its operation can be

shared.

[00203] As the underlying computing, communications, and mobility technology and
business practices evolve, there may be other structures, scenarios, use cases, business
models, government laws/regulations that create additional combinations and permutations.
The autonomous network immune system described herein invention has the flexibility to

meet all of them.

Transportation Applications

[00204] The transportation industry is going through a period of profound
transformation as the autonomous connected vehicle emerges. Whether carrying passengers
or freight, whether on land, sea or in the air, the one thing that is clear is that security for
these is not a “nice to have”, but a “must have”. As pervasive automation continues to
permeate our society, the security situation with self driving cars, is an example of the
security situation with self driving Trucks/railroads/drones etc., self driving communications
networks / electrical grids/water systems/sewage systems, etc., self operating
hotels/restaurants/retail, etc., and on and on. The embodiments described below are

applicable for all “self driving” pervasive automation systems to come.

[00205] For background on the scale complexity and volatility of the problem consider
that 80 Million new cars a year are sold. The installed base is approaching 1 Billion. There
are many companies selling many different types and models of cars on a global basis and
another large group of companies selling cars on a local or regional basis. As a result, a high
degree of heterogeneity exists. With the software-ization of cars and the use of software
downloads, heterogeneity and volatility are increasing. The use of vehicles today in terrorist
attacks points to one kind of vulnerability. Detective stories often use a cut brake line as a
mechanism to cause pain or death to a character and point to another kind of vulnerability.
The media often has stories about someone who has tried to steal a car and lost control
resulting in damage and injury. The ability to intrude into today’s modest control systems in
cars has been demonstrated repeatedly. Ride hailing companies (e.g., Uber®) are facing

lawsuits from passengers who have been attacked by drivers, drivers who have been attacked
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by passengers, and passengers who have attacked other passengers. Autonomous cars
themselves, have been attacked by pedestrians and other drivers. As people in cars no longer
have to pay attention to driving, they will make increasing use of information technology and
will want the same level of security that they have in their workplaces and homes. As
vehicles become autonomous all these and many other vulnerabilities will be critical. The
discussion of vulnerabilities can become quite complicated. But the value that an
autonomous vehicle monitoring system, active at all times to catch attacks before they can
cause too much damage, is clear. This is difficult to do without a system that automatically
monitors all the vehicle systems for attacks automatically without requiring special effort to

establish patterns, etc.

[00206] Because of the software-ization of vehicles, the security problem is the same
for the connected vehicle that is driver operated, and the connected vehicle that is
autonomous, and they both can be secured in a similar fashion. The vehicle that is not
intended to be connected (it has been shown that control systems in vehicles not intended to
be connected can be breached) is also at risk. It can be secured in a fashion similar to
connected vehicles, with a slightly different realization to take account of the lack of

pervasive network connections.

[00207] Figure 18A is a block diagram illustrating an embodiment of an autonomous
network immune system. Autonomous Network Immune System 1800 may include a
network 106, a SOC 108, orchestrators 210, a conductor 212, a threat intelligence system
1201 and associated orchestrator 1203, a vehicle 1817, and fleet operations 1818. Vehicle
1817 may be a connected vehicle (either driver controlled, autonomous, or able to move back
and forth between driver controlled and autonomous) that contains a Telecommunications
Control Unit (TCU) 1802, a number of downstream control units 1816, and orchestrator
1814. These downstream control units may include an Engine Control Unit (ECU), a
Steering Control Unit (ECU), a Breaking Control Unit (BCU). The downstream control units
may include one or more other control units (not shown). Orchestrator 1814 may include a
collector and a local behavior analytic engine. The collector is configured to collect data
from TCU 1802. The local behavior analytic engine may be configured to determine that one
of the downstream control units 1816 has been compromised based on information provided
by TCU 1802 and analysis functions including but not limited to, behavioral analysis.

Orchestrator 1814 can detect a problem using algorithms, objectives and constraints; use
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machine learning technology to identify patterns; other mechanisms and/or processes, etc.

[00208] In the example shown, orchestrator 1814 is configured based on information
delivered to it from by TCU 1802 to determine that one of the downstream control units 1816
has been compromised and to generate an alert. In some embodiments, the alert is also
delivered to SOC 108 and/or Fleet Operations 1817. Based on algorithms (which can be
work flow process scripting, or more complex interactions between orchestrators),
constraints, and objectives (which can include information about the value of the component
in question, its owner, etc.) orchestrator 1814 can determine whether human interaction
should be included in the course of action or if remediation should proceed immediately. In
the event human interaction is determined to be needed, information determined by the
algorithms, objectives, and constraints is provided to orchestrator 210, i.e., the orchestrator
associated with the operator’s console in SOC 108. In some embodiments, the information is
presented in a screen that minimizes the opportunity for the operator to make a “Fat Finger”
error. For example, it is presented in a screen that is configured to provide relevant
information and only allows for yes or no clicks/responses. In some embodiments,
orchestrator 210 provides a message to orchestrator 1814 to begin remediation. In response
to receiving the message, orchestrator 1814, based on algorithms, objectives and constraints,
is configured to communicate with the device with which it is associated, in this example,
TCU 1802 and via TCU 1802, to communicate with the control units 1816 to commence

remediation.

[00209] In some embodiments, Fleet Operations Center 1817 is operated by the vehicle
manufacturer and/or an organization providing transportation as a service. It is possible that
there will be a small number of custom vehicles built where the builder does not maintain a
Fleet Operations Center and the vehicle is not involved in transportation as a service. In
these cases, the vehicle owner will perform the SOC function. Threat Intelligence System
1201 may include specialized threat intelligence services specifically focused on threats to
connected vehicles as well as generalized threat intelligence services that provide more
generalized threat information. Orchestrator 1203 may collect such information and provide
such information to one or more other orchestrators included in the system 1800. The one or
more orchestrators included in system 1800 may implement a course of action and/or a

remediation based on the information.

[00210] SOC 108 may be operated by the same organization as fleet operations, but
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they may be operated by separate organizations. The operator of the SOC will likely host (or
arrange to have hosted) the conductor 212 and operate it. As in the case discussed in the
description of Figure 17C, there may be multiple SOCs and/or fleet operators. The
discussion in the description of Figure 17C applies to this situation here and for the sake of
brevity will be included only by reference. In some embodiments, the SOC 108 and fleet

operations centers 1818 are co-located, combined, and/or otherwise interrelated.

[00211] In some embodiments there will also be an analytic engine 120 in a central site
110 with associated orchestrator 211 as shown in Figure 15. In other embodiments the
security services for the vehicle will be provided by a Cellco. In which case, the vehicle

1817 will assume the position of the Mobile Device (MD 1718) in Figure 17A.

[00212] Figure 18B is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, autonomous network immune system 1850
differs from autonomous network immune system 1800 in that individual orchestrators
1816a, 1816b, 1816n are associated with each of the downstream control units 1816,
respectively. Associating orchestrators with one or more of the downstream control units has
the benefit of observing the control units’ functions directly rather than indirectly along with
a profusion of other devices and components. At the same time, its directly associated
orchestrator has access to the most current behavioral data and the most complete (does not
have to worry about selective reporting to reduce overhead on the network). It also
dramatically lowers latency. Given the speed with which vehicles move and the potential
consequences of unauthorized movement, low latency responses to behavioral anomalies
(whether caused by an attack or a bug) is very important. Orchestrator 1816a is configured to
directly observe the behavior of the ECU and provide the behavioral data to orchestrator 1814
and /or take action directly based on its local analytic engine. Orchestrator 1816b is
configured to directly observe the behavior of the SCU and provide the behavioral data to
orchestrator 1814 and /or take action directly based on its local analytic engine. Orchestrator
1816n is configured to directly observe the behavior of the BCU and provide the behavioral

data to orchestrator 1814 and /or take action directly based on its local analytic engine.

[00213] Orchestrator 1814 includes a collector that is configured to capture behavioral
information from TCU 1802 and orchestrators 1816a, 1816b, 1816n. Orchestrator 1814
includes a local behavior analytic engine that may be configured to determine that one of the

control units 1816 has been compromised based on information provided by underlying TCU
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1802, directly provided from one of the orchestrators 1816a, 1816b, 1816n, and/or analysis
functions including but not limited to, behavioral analysis. Orchestrator 1814 can detect a
problem using algorithms, objectives and constraints; use machine learning technology to
identify patterns; other mechanisms and/or processes, etc. As with the algorithms discussed
in conjunction with FIG. 10, Orchestrator 1814 may use the cooperative distributed facility of
the negotiation process (with orchestrators 211, 210, and in some embodiments conductor
212) combined with IF-MAP like data stores to implement the detection process and/or the
machine learning technology making it distributed analysis and/or distributed machine
learning. The distributed process can, in some cases, involve analytic engine 120 that has
received behavioral information form orchestrator 1814 via orchestrator 211. All of the other
orchestrators may take hardening and/or remediation actions base on information received
from orchestrator 1203 based on information from threat intelligence system 1201. All the
other orchestrators may deliver information on Local attack experience(s) to threat

intelligence system 1201 via orchestrator 1203.

[00214] In the example shown, orchestrator 1814 is configured based on information
delivered to it from by TCU 1802, orchestrator 1816a, orchestrator 1816b, or 1816n, to
determine that one of the control units 1816 has been compromised and to generate an alert.
In some embodiments, the alert is also delivered to SOC 108. Based on algorithms (which
can be work flow process scripting, or more complex interactions between orchestrators),
constraints, and objectives (which can include information about the value of the component
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ermine whether human interaction
should be included in the course of action or if remediation should proceed immediately. In
the event human interaction is determined to be needed, information determined by the
algorithms, objectives, and constraints is provided to orchestrator 210, i.e., the orchestrator
associated with the operator’s console 108. In some embodiments, the information is
presented in a screen that minimizes the opportunity for the operator to make a “Fat Finger”
error. For example, it is presented in a screen that is configured to provide relevant
information and only allows for yes or no clicks/responses. In some embodiments,
orchestrator 211 provides a message to orchestrator 1814 to begin remediation. In other
embodiments, orchestrator 210 provides a message to orchestrator 1814 to begin remediation.
In other embodiments, orchestrator 211 and orchestrator 210, in conjunction, provide a
message to orchestrator 1814 to begin remediation. In response to receiving the message,

orchestrator 1814, based on algorithms, objectives and constraints, is configured to
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communicate with the device with which it is associated, in this example, TCU 1802 to
communicate with the control units 1816 to commence remediation or to directly
communicate with control units 1816 to commence remediation. Examples of remediation
actions include, but are not limited to, partially or fully limiting the other parts of the
underlying network with which one or more control units 1816 can communicate, rebooting
one or more control units 1816, restoring one or more control units 1816 (e.g., to a last
known good state), repairing one or more control units 1816, patching a software element
associated with one or more control units 1816, reloading installed software on control units
1816 from a trusted source, etc. In some embodiments, the central site analytic engine 120 is

included as part of conductor 212.

[00215] In vehicles in which passengers have access to vehicle information displays
and controls, passengers in the vehicle may act as part or all of the SOC staff 108a (contained

in Figure 18B within SOC 108.

[00216] Also, it should be noted, that while any form of behavioral analysis can be
used, using the histogram behavioral analysis algorithm described above, provides special
advantages in this case. The small footprint of the orchestrator code coupled with the small
data set maintained by the histogram behavioral analysis method makes it very easy to host
the orchestrator function directly on the TCU 1802 and/or on the control units 1816. Also,
because of its method, it is able to respond to change in behavior very quickly. Dramatically
lowering the system latency. This reduction in latency for vehicles traveling at high rates of

speed may be very critical.

[00217] As shown in system 1850 the local behavioral analysis may be combined
through the assistance of the applicable orchestrators with the data center based behavioral
analysis system 120 (e.g., via orchestrator 211). For example, analytic engine 120 may be
able to detect problems caused by attacks on a particular fleet and/or manufacturer

make/model, etc. and take steps to protect other instances before they have trouble. This may

be eliminated and the resulting system can still perform well. This has special advantages in
vehicles because of the large number of vehicles, their very long useful lives, the large
variety in makes and models, and the fact that many vehicles operate long after their

manufacturer has gone out of business.
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Vehicle Remediation

[00218] In some embodiments, orchestrators 1814, 1816a, 1816b, 1816n, fleet
operations 1818, and/or SOC 108 are configured to implement an algorithm that determines
the likely extent of potential damage associated with a compromised control unit (e.g., a
threat level). The remediation performed by an orchestrator is based on one or more policies.
For example, if the compromise simply affects traffic reporting information, it may be
considered low threat. However, if the compromise affects steering, acceleration, braking,
the potential damage is considered a high threat, especially while in heavy congestion and
high speed. In a high threat situation, the first step may be to safely remove the vehicle from
operation. For example, a vehicle may be configured to drive in full autonomous mode as
long as the vehicle is on a divided highway and the vehicle and surrounding traffic are
moving at 37 mile per hour or less. If the vehicle senses that any of these conditions is no
longer being met, it may signal to the driver to take over. If the driver does not respond, the
vehicle may be configured to turn on its emergency flashers and slowly come to a stop in the
traffic lane it is in at the time. The vehicle may also call emergency services to report that it
is disabled and blocking traffic. In a low threat situation, it may be enough, initially, to
simply quarantine the affected component. Once the first step has been taken, longer term

focused action can be taken.

[00219] The determination of where the line is drawn between low threat and high
threat is an important and maybe difficult policy decision. First, there may be more than just
low threat and high threat categories. There may be one or more intermediate threat
categories. Also, there may be a category where a breach is detected, but it is not considered
to impact the vehicle’s operation directly. For example, there may be a breach in the
entertainment system and therefore only requires notification of the passengers, fleet
operations center, vendor, and SOC. The complexity, seriousness and implications of the
decisions in this regard can be illustrated by a fatal accident where an autonomous test
vehicle hit and killed a woman crossing a road. In this case it was reported that the vehicle
vision system detected the woman, but that the fleet operator had decided that there had been
too many false positives coming from the sensing systems and had set the threshold for acting
higher. Thus, the vehicle control system “decided” to ignore the input from the vision
system. In the security case there are bound to be situations where it at first appeared that

there was a high threat that later turned out not to be. So a decision fleet operators / vendors /
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SOC staff have is to decide how to balance safety and convenience. This decision will be
reflected in the Algorithms, Objectives and Constraints provided to the involved

orchestrators.

[00220] The remediation process starts when an orchestrator (e.g., orchestrator 1814,
1816a, 1816b, 1816n) detects or is informed by another system component (e.g., orchestrator
1814 is informed by one of the orchestrators 1816a, 1816b...1816n) that an anomalous
behavior has occurred. Within the context of the policy processes described above, a triage
process must first begin to determine if this behavior indicates a cyber breach that should be
remediated. Since recognition of consequences of specific actions is involved here, the
simulation process described herein may play a valuable role in anticipating those

consequences.

[00221] Because of the fact that large numbers of vehicles of the same type are

typically in service at the same time, there is a range of possible preconditions that include:

[00222] 1. A potential vulnerability has been pre-identified and a range of possible

responses and their consequences is available to the orchestrators involved

[00223] 2. Known vulnerability, but first time experienced and no pre-identified
responses

[00224] 3. Something that has not been seen before

[00225] If it is an external information source that has been compromised such as a

traffic reporting system or a mapping system, the remediation may be to notify the service
provider, continue to quarantine and await an indication that the external service provider has
overcome the breach. During the quarantine period the vehicle may operate as normal, in a
reduced level of service, or be taken out of service. Here again, these are policy decisions as

described above.

[00226] If it is one of the high threat systems that has been compromised, the response
would include starting the chain of restoring the compromised component to good working
order. This is an escalating series of processes that may start with a search for a patch.
Because of the potentially large numbers of vehicles involved, this breach may be the result

of a known attack vector for which there is an effective patch. However, because of the large
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number of vehicles involved, this particular vehicle may not have received and/or installed
the patch. If a search discovers such a patch, the orchestrator (¢.g., orchestrator 1814, 1816a,
1816b...1816n) installs the patch. If not, it proceeds to the next step of searching for and
utilizing a recovery utility. If that is not successful, the affected component may be rebooted.
If that is not successful, the affected software may be deleted and the affected software may
be reloaded from a known good source. While this is going on, the passengers, fleet operator,
SOC, and possibly one or more threat intelligence reporting services may be notified. In each
step in the remediation process, checks are made to see if the component has been re-
infected. If, for a high threat attack, all remediation steps are exhausted and the component
keeps getting re-infected, then the vehicle has to remain disabled until the vendor - either the
OEM (automobile company), software vendor, fleet operators, SOC, etc. provides a fix that

successfully avoids the attack.

Semiconductors Applications

[00227] There is a growing recognition that fundamental building blocks of
components such as microprocessors and Systems on a Chip (SoC’s) can and have been
compromised in such a fashion as to make it difficult to impossible to detect the compromise
with existing security tools. Information about these types of vulnerabilities is closely
guarded and only publicly available in a small percentage of the cases that occur. Public
information on examples include the following: the US government has restricted the use of
Huawei equipment because they have determined that there is a threat that components in the
equipment may be providing unauthorized information to foreign entities. There is also
information that Systems on a Chip provided to Huawei had capabilities built into them such
that the US government could obtain unauthorized information from foreign entities. There
is also a stream of information about unintended architectural and implementation flaws in

widely used microprocessors and Systems on a Chip.

[00228] Although not easily detectable off the chip, an autonomous network immune
system according to some embodiments may be used to detect threats on chip. As
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and increases in operating speed, alternatives to semiconductors including optical,
biochemical, quantum computing, etc. are beginning to be experimented with and in some
cases implemented. In the following discussion the words semiconductor, processor, systems

on a chip, etc. should be considered to include these other emerging technologies as well.
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[00229] Figure 19A is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, autonomous network immune system 1900
includes a network 106, an analytic engine 120 that is part of a central site computing center
110, a SOC 108, orchestrators 210, 211, a conductor 212, and an electronic device 1905.
Electronic device 1905 includes a semiconductor 1910. Semiconductor 1910 includes one or
more processors (P) and/or one or more cores (C) 1916, a special sub-component called an
external communications module 1902 (sometimes also called a core) that is responsible for
communication between semiconductor components on the semiconductor and other system
components separate from the semiconductor (i.e., “off chip”), and an orchestrator 1914 that
is associated with external communications module 1902. The orchestrator, by virtue of its
presence on the semiconductor can observe internal communications behavior inside the chip,
into / out of the External Communication Module 1902, and the behavior of EXT Comm
1902 itself. Based on its analysis of the behavioral information, it can take actions to protect

the semiconductor 1910, the electronic device 1905, the whole system 1900, etc.

[00230] In the example shown, orchestrator 1914 is configured based on information
delivered to it from by external communications module 1902 to determine that one of the
processor(s) and/or core(s) 1916 and/or EXT Comm 1902 has been compromised and to
generate an alert. In some embodiments, the alert is also delivered to SOC 108. Based on
algorithms (which can be work flow process scripting, or more complex interactions between
orchestrators), constraints, and objectives (which can include information about the value of
1 determine whether human
interaction should be included in the course of action or if remediation should proceed
immediately. In the event human interaction is determined to be needed, information
determined by the algorithms, objectives, and constraints is provided to orchestrator 210, i.e.,
the orchestrator associated with the operator’s console 108. In some embodiments, the
information is presented in a screen that minimizes the opportunity for the operator to make a
“Fat Finger” error. For example, it is presented in a screen that is configured to provide
relevant information and only allows for yes or no clicks/responses. In some embodiments,
orchestrator 210 provides a message to orchestrator 1914 to begin remediation. In response
to receiving the message, orchestrator 1914, based on algorithms, objectives and constraints,
is configured to communicate with the device with which it is associated, in this example,
external communications module 1902 and via external communications module 1902, to

communicate with the processor(s) and/or core(s) 1916 to commence remediation.
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[00231] Orchestrator 1914 may be implemented in a variety of ways. It may be
software that runs on one of the existing processors, or it may run on a special and/or
protected processor. In either case, the software may be stored in a read/write memory. If so,
there are two options. The orchestrator 1914 may be controlled by the external conductor
212 in a fashion similar to all other orchestrators. In other embodiments, the read/write
memory is only configured at the time of manufacture of the semiconductor. This is to
prevent any potential corruption of the orchestrator. In other embodiments, the orchestrator
is implemented in a combination of read only and read/write memory. In this case the same
two options are available, however the external conductor may have fewer degrees of
freedom than with a full read/write implementation and there is a “ghost” conductor (not
shown in Figure 19A) that does the configuration of the portion of the orchestrator in read
only memory at design time and/or during manufacture. In other embodiments, orchestrator
1914 is implemented in read only memory or hard wired logic. In this case, again, there is a
ghost conductor (not shown in Figure 19A) that does the configuration of the portion of the
orchestrator in read only memory at design time and/or during manufacture. Altematively,
some or all of the orchestrator 1914 may be implemented in reconfigurable logic. For
purposes of this description, reconfigurable logic can be considered the same as read/write
memory with the same conductor implementation alternatives. Another alternative is to
implement the orchestrator 1914 in hard wired logic. This alternative provides the greatest
protection from interference from an attack or well intentioned mistaken action. It may also
have lower latency, lower power consumption, smaller footprint, etc. advantages. Itis also

possible to have combinations and permutations of these implementation approaches.

[00232] In all of the embodiments discussed in this paragraph, the semiconductor 1910
designer and/or the electronic device 1905 designer can decide whether to have orchestrator
1914 act with only information inside the chip with no external involvement, or to act with
only information inside the chip and report its actions to the outside, or to both allow outside

involvement in decisions and reporting.

[00233] Figure 19B is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, system 1950 is the same as system 1900
except that each of the one or more processors and one or more cores 1916 has a
corresponding orchestrator (e.g., orchestrator 1916a, 1916b, 1916n). By providing each

processor or core with its own orchestrator, the constellation of orchestrators on the chip in
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system 1950 have more data at lower latency and an ability to take finer grained actions than
in system 1900. This can be a significant advantage both at the semiconductor level and at
the system level. It creates a new and valuable set of ways to use reconfigurability, and full
or partial redundancy in both semiconductor design and systems design. The same
alternatives for implementation described in relation to system 1900 exist for system 1950,

with the same sets of alternatives for conductor realization.

[00234] Orchestrator 1914 includes a collector that is configured to capture behavioral
information from EXT Comm 1902 and orchestrators 1916a, 1916b, 1916n. Orchestrator
1914 includes a local behavior analytic engine that may be configured to determine that one
of the processor(s)/core(s) 1916 has been compromised based on information provided by
underlying EXT Comm 1902, directly provided from one of the orchestrators 1916a, 1916b,
1916n, and/or analysis functions including but not limited to, behavioral analysis.
Orchestrator 1914 can detect a problem using algorithms, objectives and constraints; use
machine learning technology to identify patterns; other mechanisms and/or processes, etc. As
with the algorithms discussed in conjunction with FIG. 10, Orchestrator 1914 may use the
cooperative distributed facility of the negotiation process (with orchestrators 211, 210, and in
some embodiments conductor 212) combined with IF-MAP like data stores to implement the
detection process and/or the machine learning technology making it distributed analysis
and/or distributed machine learning. The distributed process can, in some cases, involve
analytic engine 120 that has received behavioral information form orchestrator 1914 via
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[00235] In the example shown, orchestrator 1914 is configured based on information
delivered to it from by EXT Comm 1902, orchestrator 1916a, orchestrator 1916b, or 1916n,
to determine that one of the processor(s)/core(s) 1916 and/or the Ext Comm 1902 has been
compromised and to generate an alert. In some embodiments, the alert is also delivered to
SOC 108. Based on algorithms (which can be work flow process scripting, or more complex
interactions between orchestrators), constraints, and objectives (which can include
information about the value of the component in question, its owner, etc.) orchestrator 1914
can determine whether human interaction should be included in the course of action or if
remediation should proceed immediately. In the event human interaction is determined to be
needed, information determined by the algorithms, objectives, and constraints is provided to

orchestrator 210, i.e., the orchestrator associated with the operator’s console 108. In some
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embodiments, the information is presented in a screen that minimizes the opportunity for the
operator to make a “Fat Finger” error. For example, it is presented in a screen that is
configured to provide relevant information and only allows for yes or no clicks/responses. In
some embodiments, orchestrator 211 provides a message to orchestrator 1914, and/or
orchestrators 1916a, 1916b, 1916n to begin remediation. In other embodiments, orchestrator
210 provides a message to orchestrator 1914, and/or orchestrators 1916a, b, n to begin
remediation. In other embodiments, orchestrator 211 and orchestrator 210, in conjunction,
provide a message to orchestrator 1914, and/or orchestrators 1916a, 1916b, 1916n to begin
remediation. In response to receiving the message, orchestrator 1914, based on algorithms,
objectives and constraints, is configured to communicate with the device with which it is
associated, in this example, EXT Comm 1902, and/or orchestrators 1916a, 1916b, 1916n to
communicate with the processor(s) and/or core(s) 1916 to commence remediation or to

directly communicate with processor(s) and/or core(s) 1916 to commence remediation.

[00236] In some embodiments, orchestrators 1916a, 1916b, 1916n also have collectors
and behavioral analysis engines and can operate individually or in concert with each other,
1914, and off chip orchestrators in the same fashion as described above for 1914. Collectors
and behavioral analysis engines on orchestrators 1916a, orchestrators 1916b, orchestrators
1916n can decrease latency, increase the amount and quality of information available for
behavioral analysis, decrease the granularity of possible remediations, increase the degrees of

freedom of the security system as a whole, etc.

[00237] Also, it should be noted, that while any form of behavioral analysis can be
used with system 1900, system 1950, and system 1960 using the histogram behavioral
analysis algorithm described above, provides special advantages in this case. The small
footprint of the orchestrator code coupled with the small data set maintained by the histogram
processor(s)/core(s) behavioral analysis algorithm makes it easy to host the orchestrator

function directly on the constrained memory/storage resources found inside a semiconductor.

[00238] For system 1900, system 1950, and system 1960 local behavioral analysis may
ho anmhinad theaiah tha aggigtanco afthe annlinahla archagtratars wrath the data contor haand
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behavioral analysis system 120. For example, 120 may be able to detect problems caused by
attacks on a particular make/model of semiconductor and take steps to protect other instances
before they have trouble. This can be done by the semiconductor vendor, the system vendor,

the user organization, a combination of these, the individual owner with the assistance of a
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threat intelligence service and local orchestrator(s) conductor, etc. The data center behavioral
analysis system can be ¢liminated and the resulting system can still perform well. This has
special advantages in semiconductors because of the large number in the field, their useful
lives, the large variety in makes and models, and the fact that many vendors are merging
and/or leaving the business making vendor support for some semiconductors in the field hard

or impossible to obtain.
Semiconductor Remediation

[00239] A semiconductor processor(s) and/or core(s) may be remediated based on one
or more policies. The one or more policies may be influenced by one or more actors, such as
the semiconductor designer, semiconductor manufacturer, semiconductor packaging/testing
vendor, operating system vendor (and BIOS, complier, etc. vendors), system designer, system
deployer, system user, system operator, system SOC, etc. For each actor within the span of
control of the system disclosed herein, there will be one of more orchestrators that interact
based on each orchestrator’s Objectives Algorithms, and Constraints in resolving the policy

related decisions.

[00240] The remediation may depend on the type of semiconductor. Types of
semiconductors include, but are not limited to: Single application ASIC, Multi-application
ASIC, complex multi-application processor, general purpose processor, FPGA,
reconfigurable logic, combinations of these in a SoC (System on a Chip), etc. The
remediation may depend on the type of system associated with the semiconductor. Types of
systems include, but are not limited to: single function appliances, multi-purpose tools,
general purpose single user computers, servers, Clouds, etc. Some types of semiconductors
support a single application while others may have a more varied application load. The
application load may be quite numerous, and changing. It may also be quite heterogeneous.
An attack or bug may affect only a single or small group of applications or a quite large
group. The application load is considered by the orchestrators in the context of the policy

decisions.

[00241] ‘What underlies all the policy concerns are the application(s) involved and
what the consequences of remediation actions might be on these applications and their users.
For example, shutting down a system that controls a respirator has different consequences

than shutting down a children’s talking doll. The simulation capability described herein (e.g.,
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simulator engine 510) can play a role in identifying consequences.

[00242] In the semiconductor applications, the primary reason to have an
orchestrator(s) on-chip is to detect and remediate an attack that can only be detected on-chip.
It is possible that an attack detected off-chip is best remediated on-chip, but this is a relatively
low probability situation. Also, the remediation approach will follow a similar path to that of
an on-chip detected attack. Because of the economics involved, semiconductors are typically

deployed in very large numbers. So, there is a range of possible preconditions that include:

[00243] 1. A potential vulnerability has been pre-identified and a range of possible

responses and their consequences is available to the orchestrators involved
[00244] 2. Known vulnerability, but first time seen used by an attack vector

[00245] 3. Known vulnerability, but first time in this application space (BIOS, O/S,

system, VM, Container, application, etc.)
[00246] 4. Something that has not been seen before

[00247] If a change in behavior that is not associated with a known vulnerability is
encountered, the first step has to be to determine whether it is an attack / bug that has a
deleterious effect, or just a low probability event in the normal course of operation. The on-
chip orchestrator (e.g., orchestrators 1914, 1916a, 1916b, 1916n) by itself, or with interaction
with off-chip orchestrators (e.g., orchestrator 211) including the SOC orchestrator (e.g.
orchestrator 210), makes this determination based on one or more policies. If applying a
policy indicates that the orchestrators determine that it is an attack, etc.; remediation by an

orchestrator(s) is triggered. This remediation may occur on-chip or off-chip.

[00248] Off-chip actions can be taken by orchestrators associated with: BIOS, O/S,
system, VM, Container, compiler, application, etc. Examples of off-chip actions include, but
are not limited to the following: isolating the infected chip, only assigning work to the chip
that is not affected by the infection, limiting external access (off-chip access by utilities
and/or programs) to instructions for the instruction set that are compromised by the attack,

etc.

[00249] Examples of actions that can be taken by on-chip orchestrators by themselves

or in conjunction with off-chip orchestrators include updating / patching micro code,
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disabling a particular micro code instruction, disabling a particular function, isolating
(quarantining) a part of the chip, disabling / shutting down the whole chip, etc. If the on-chip
orchestrator determines that the type of attack can be promulgated from the affected chips to
other chips, it may also quarantine the whole chip to limit the spread of the attack.

[00250] Disabling a particular function may be based on one or more policies. For
example, a set of micro-architecture vulnerabilities rely on speculative execution.
Remediation of an attack using one or more of these vulnerabilities may be accomplished by
selectively disabling this function in a particular chip. This disable capability may vary by
chip vendor and by product instance within a vendor. It may be that the particular application
running on a particular chip may not make use of speculative execution in its normal
operation. So, disabling speculative execution for that application may not have significant
negative consequences. If the application does make use of speculative execution, a policy
decision based on Objective, Algorithms, and Constraints may be made to disable speculative

execution and suffer a degradation in performance rather than allow the attack to continue.

[00251] In some embodiments, semiconductor 1910 has limited reconfigurability. In
some embodiments, semiconductor 1910 is reconfigurable. To the extent that the chip has
reconfigurability, the remediation options increase. This reconfigurability can come by
limited ability to update certain logical functions as seen in Barefoot Networks’ product,
FPGA’s where the chip can be fully configured by software such as VHDL, or when the chip
has been designed with and/or using the plasticity described in Cummings et al. (US
9,268,578) (entitled “Integrated Circuit Design and Operation for Determining a Mutually
Compatible Set of Configuration for Cores Using Agents Associated with each Core to
Achieve an Application-Related Objective™). In these cases the range of interaction that the
on-chip orchestrator can have is greatly increased to the point where the on-chip remediation

begins to take on the same properties as remediation of infected software.

[00252] In some embodiments, the vulnerability being exploited (or the bug causing

the problematic behavior) is the result of the design and implementation of the chip. In some

operation of the chip. In some embodiments, changes to the micro code in the field are made.
Micro code translates the machine language instructions into the actual steps that the chip
must perform to execute the machine instruction. With such a chip, it is possible for the

micro code to become corrupted. For example, sensitive results can end up being sent off
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chip. When such a corruption is detected, the on-chip orchestrator may restore the micro
code to a known good state. This restoration can be done by the on-chip orchestrator by

itself, or in cooperation with an off-chip orchestrator(s).

[00253] In a chip with on-chip reconfiguration capability it is possible for the
configuration to become corrupted. Such corruption can, for example, result in sensitive
information being sent off-chip in an unprotected fashion. When such a corruption is
detected, the on-chip orchestrator may restore the configuration to a known good state. This
restoration can be done by the on-chip orchestrator by itself, or in cooperation with an off-

chip orchestrator(s).

[00254] Figure 19C is a block diagram illustrating an embodiment of an autonomous
network immune system. In the example shown, system 1960 is a microprocessor with on-
chip memory in addition to cache memory. It can be a processor core as in 1916, or it can be
a standalone processor. The example shown here is of a single stream instruction set
processor, but there are similar embodiments for all the other types of processors. Also, the
microprocessor shown in this example is a simplified version to make it easier for the reader.
There are embodiments for the more complex versions as well. System 1960 consists of an
App (application) 1930, Driver 1931; Kemel 1932; a Pipeline 1933 consisting of Inst TLB
(Instruction Translation Look-Up Buffer), Decode, Execution, Data TL.B (Data Translation
Look-Up Buffer), and Write Back Register; Instruction Cache 1934; Data Cache 1935; 1.2
(Level two) Cache 1936; on chip memory 1937; External (provides access to off chip
resources such as external memory and networks) 1938; and orchestrators 1921, 1922, 1923,
1924, 1925, 1926, 1927. In some embodiments orchestrators are associated with subsystems.
In other embodiments orchestrators are associated with interfaces. For example, in some
embodiments Orchestrator 1921 is associated with Driver 1931. In other embodiments
orchestrator 1921 is associated with the interface between the Driver 1931 and the Kernel
1932. In some embodiments all the orchestrators shown are present. In other embodiments,
only one or some of the orchestrators are present. This all-or-some-of carries forward to
embodiments involving more complex processors. In some embodiments the Conductor
1920 is on-chip while in other embodiments it is off chip. To make it easier for the reader,
the interconnections of the orchestrators and conductor is not shown in this figure. However,
they are understood to be connected in a fashion similar to that shown in other figures in this

document. In some embodiments, the on-chip orchestrators not only intercommunicate with
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each other, but also with off-chip orchestrators. For example, in some embodiments there is
an off-chip orchestrator associated with the application 1930; an orchestrator associated with
the operating system; an orchestrator associated with the system that contains the chip 1905;

an orchestrator associated with a threat intelligence system 1201; etc.

[00255] In some embodiments, the orchestrators include a collector that is configured
to capture behavioral information and an analytic engine that may be configured to determine
(in conjunction with other on-chip and/or off-chip orchestrators) using analysis functions (as
described earlier in this document) including but not limited to, behavioral analysis that one
of the on-chip components has been compromised. In some embodiments, the on-chip
orchestrators (in conjunction with other on-chip and/or off-chip orchestrators) may take
remediation and/or hardening actions. For example, Orchestrator 1925 can detect a problem
using algorithms, objectives and constraints; use the histogram process described earlier in
this document; other mechanisms and/or processes, etc. As with the algorithms discussed in
conjunction with FIG. 10, Orchestrator 1925 may use the cooperative distributed facility of
the negotiation process combined with IF-MAP like data stores to implement the detection
process and/or the machine learning technology making it distributed analysis and/or

distributed machine leaming.

[00256] In some embodiments, an on-chip alert is also delivered to SOC 108. Based
on algorithms (which can be work flow process scripting, or more complex interactions
between orchestrators), constraints, and objectives (which can include information about the
value of the component in question, its owner, etc.) the on-chip and off-chip orchestrators can
determine whether human interaction should be included in the course of action or if
remediation should proceed immediately. In the event human interaction is determined to be
needed, information determined by the algorithms, objectives, and constraints is provided to
orchestrator 210, i.e., the orchestrator associated with the operator’s console 108. In such

cases, the on-chip and off-chip orchestrators proceed as described earlier in this document.

[00257] As described here, on-chip orchestrators (by themselves or in concert with
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quality of information available for behavioral analysis, decrease the granularity of possible
remediations, increase the degrees of freedom of the security system as a whole, etc. Also,
there are categories of security vulnerabilities and attacks that are difficult to impossible to

detect outside of the processor. Having orchestrator(s) on-chip inside processors makes it
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possible to detect when these vulnerabilities are being exploited or other forms of attack are
underway. Once a vulnerability and/or attack on-chip is detected, it may be remediated or
hardened by either/or on-chip and/or off-chip actions. The on-chip orchestrators provide

unique on-chip remediation capabilities.

[00258] Also, it should be noted, that while any form of behavioral analysis can be
used with system 1960, using the histogram behavioral analysis algorithm described above,
provides special advantages in this case. The small footprint of the orchestrator code coupled
with the small data set maintained by the histogram behavioral analysis algorithm makes it
easy to host the orchestrator function directly on the constrained memory/storage resources

found inside a semiconductor.

[00259] For system 1960 local behavioral analysis may be combined through the
assistance of the applicable orchestrators with the data center based behavioral analysis
system 120. For example, 120 may be able to detect problems caused by attacks on a
particular make/model of semiconductor and take steps to protect other instances before they
have trouble. This can be done by the semiconductor vendor, the system vendor, the user
organization, a combination of these, the individual owner with the assistance of a threat
intelligence service and local orchestrator(s) conductor, etc. The data center behavioral
analysis system can be eliminated and the resulting system can still perform well. This has
special advantages in semiconductors because of the large number in the field, their useful
lives, the large variety in makes and models, and the fact that many vendors are merging
and/or leaving the business making vendor support for some semiconductors in the field hard

or impossible to obtain.

[00260] Finally, there are similar embodiments of on-chip orchestrators / conductors
for other types of chips and/or cores used either in standalone or SoC (System on a Chip)

configurations.

Securing Orchestrators and Conductors

[00261] Once widely deployed the conductor/orchestrator networks are likely to be
targets of cyber security attacks. Therefor it is necessary to protect them as well as the
underlying networks they are securing. To do so, it is necessary to implement a two-step
process: (1) make it extremely difficult for potential attackers to break in; then make it

possible to quickly find out if there has been a successful break in and (2) quickly overcome a
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successful breach.

[00262] Number one is done by isolating the conductor/orchestrator network. This can
be done in several ways and a combination of them should be used. One way is to physically
isolate the conductor/orchestrator network is using air gap methods. That is, so far as
possible, having the physical and logical network separated from the general internet. This is
possible because of the architecture of the conductor/orchestrator network in that it is
completely self-contained and needs no external connection to function. As the experience
with the Iranian centrifuges illustrates, although difficult, it is still possible to break into an
air gap network. Also, depending on the underlying network being secured, there may be

some limitations on how much physical separation is possible.

[00263] Using strong encryption on all information transferred over the
conductor/orchestrator network or stored in the conductor or orchestrator provides another
layer of protection. Virtual separation techniques should also be used. First, because the
conductor has all the orchestrator addresses, it is not necessary to have any information about

the conductor/orchestrator network in any DNS Server (Internet Domain Name Server).

[00264] Carrying this further, Dark Net technology may be used to make the
conductor/orchestrator network invisible to the outside world. Such an approach is described
in patent application (US 2018/0115520). In some embodiments, address information
associated with the one or more orchestrators and/or conductor of an autonomous network
immune system are not visibie to a DNS server. In some embodiments, the one or more
orchestrators are configured not to respond to a communication unless a communicator

provides a credential that the one or more orchestrators is configured to trust.

[00265] General SOC staff only has access to the conductor/orchestrator network
through the SOC orchestrator (e.g., orchestrator 210) that does not provide any address
information. However, even though multiple simultaneous access controls are used on the
administrative interface to the conductor, there is still the possibility of insider collusion (on
purpose or by accident). Here again, encryption can be of assistance — especially if different
people have access to the encryption keys than have access permission to the conductor

administrative interface.

[00266] However, even with all these precautions and others not described here, it is

possible that an attacker can still penetrate the conductor/orchestrator network. Therefore,

77



WO 2018/236688 PCT/US2018/037833

the network must be able to reliably determine if it has been compromised and if so, take

appropriate steps to recover. What follows is a description of one way that that can be done.

[00267] The conductor using behavioral analysis techniques described herein can
monitor all its associated orchestrators and determine if one of them has been compromised.
If so, the conductor is configured to use the recovery method described herein. The
conductor is configured to remove the infected orchestrator and replace the infected
orchestrator with a “clean” one. The conductor is configured to log this process and the SOC
orchestrator subscribes to that log and when triggered delivers an alert to SOC staff. If there
are frequent occurrences of the above, especially in the same place, same equipment, etc., the

SOC staff may investigate and remediate that cause.

[00268] In some embodiments, a second conductor is established and configured to
backup an active conductor. The second conductor may be configured to use the behavioral
analysis techniques described herein to determine if the active conductor has been breached.
Since it is difficult to reliably determine if the system running the behavioral analysis itself
has been compromised. The on-line back-up conductor has the task of monitoring the
behavior of the active conductor. This can lead to the situation where the active conductor
says that it has not been compromised while the back-up conductor says that the active
conductor has been compromised. To provide for this situation, another back-up conductor
primarily tasked with behavioral analysis of the active conductor and protected from it by
delayed mirroring, also makes a determination. A voting algorithm is used to resolve
conflicts and potential deadlocks. Here again, this is all logged — so SOC staff will be well

aware that a serious attack is underway and can take additional steps.

[00269] It is still possible for the three on-line conductors to become compromised at
the same time — either directly or through some kind of ransom-ware attack. For this reason a
fourth conductor is kept physically disconnected from any network and in an inactive state. It
periodically “wakes up” and connects. Before it does any mirroring, it performs behavioral
analysis on the other three conductors. If it finds that the other three conductors have been
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conductor/orchestrator network back to a state that it was in previous to the attack. Then the
system (with the involvement of the SOC if it was previously involved in the change of state)
updates itself. Here again, this is all logged — so SOC staff will be well aware that a serious

attack is underway and can take additional steps.
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Smart Devices

[00270] There is a growing area of innovation that has a group of overlapping
technology/product classes. These include Smart Home, Smart Building, Automated Factory
(robot manufacturing), Smart City, Electronic Voting Systems, IoT (Internet of Things), IoX
(Internet of Everything), Autonomous Connected Vehicles, Robot Hotels, Robot Restaurants,
etc. Examples of products in these spaces include: smart thermostats, smart lighting, digital
door locks, (both card and smart phone based), Security video cameras, other digital sensors
as part of physical security systems, baby monitors, factory robots, hotel check-in robots,
restaurant server robots, small wheeled delivery vehicles, passenger vehicles, drones, Smart

Traffic Lights, etc.

[00271] Although very different in how they are perceived, all of these have some
basic similarities. First and foremost, they all have had serious security problems. This is
because they set out to dramatically lower costs and increase convenience for very large-scale
end-point deployments in what have been very challenging application areas. These
challenges have led to security taking a back seat — even after there have been significant
breaches. In many cases, the security problem has been exacerbated by the fact that who and
how security is to be provided has been either unclear, compromised, or left up to individuals

without the tools to do so.

[00272] The autonomous network immune system disclosed in Figures 2 through 19C
and associated descriptions appiy to this whoie area in general. It addresses the probiems
cited above. It is able to provide the required security while maintaining the cost
convenience and widespread deployment that is the foundation of products and services in
this space. It provides the individual and organization with the capability to manage their
own security in their own Smart environment, while maintaining cost and ease of use

advantages. With that said, some figures/descriptions have special significance in this area.

[00273] Figures 16 and 17C and associated text with their focus on end points are
particularly applicable to Smart Homes, Smart Buildings, Smart Factories, Smart Hotels,
Smart Restaurants, electronic voting systems, etc. In these applications, end points are either
fixed or have the kind of limited mobility well served by wireless LAN’s (Local Area
Networks).

[00274] Figures and associated text 17A, 17B, 17C with their focus on wireless (Wide

79



WO 2018/236688 PCT/US2018/037833

Area Network) end points strengthen the fixed applications and extend to the full range of
mobile applications. Fixed applications (and limited mobility applications that otherwise
might be served by a wireless LAN) benefit because of the ease of implementation and

support that wide area wireless networking provides when it is correctly secured.

[00275] Figures 18A and 18B and associated text with their focus on mobile
autonomous devices further extend and show detail relative to these types of end points

including not just autonomous vehicles, but also the full range of IoT devices and systems.

[00276] Because for all IoT systems cost minimization is critical and for many, size
and power consumption minimization is also critical, single chip implementations are often
unavoidable. Figures 19A and 19B and associated text are particularly significant here
because of the fundamental ability to provide adequate security for IoT end points
implemented in single chip SoC’s (System on Chip) while maintain the cost and ease of use

advantages critical to these applications.

[00277] Attacks During Design/Development

[00278] In systems that experience high degrees of complexity, scale, and volatility
during development there can be difficult to detect vulnerabilities during the design and
development cycle. Development here is meant to include manufacture, test, and packaging
too. The vulnerabilities can occur because of accident, bad actors in the design and
development cycle, outside intrusions, etc. This can occur in semiconductors (chips),

systems that combine chips, software, combinations of these, etc.

[00279] For example, prior to approximately 2005 Intel corp. had a policy that only
three people in the corporation would be allowed to know the whole architecture of a
microprocessor product. This was to make it harder for product intellectual property to leak
out of the company. However, it was determined that by this time, microprocessor products
had become so complex and so large that it was impossible for any single person to
understand the whole architecture of a product. So the policy was eliminated. Another
exampie can be found in large software systems. Senior US military ieaders have said that
when they receive a product based on a million or more lines of software code it is difficult to

impossible to tell if it is doing not doing things it shouldn’t.

[00280] In the discussion of Figures 19A and 19B, the use of orchestrators and
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conductors in development of chips was introduced. Orchestrators may be associated with
subcomponents / subsystems at the finest grain possible. Throughout the design development
cycle, the orchestrators may be provided with objectives, algorithms and constraints. The
focus of the orchestrators may be to improve the efficiency of the design development cycle
and the efficiency of the operation of the finished product. Efficiency can be seen to include
security. The objectives, algorithms, and constraints can be focused in addition to, or instead
of on what the subsystem do and the resulting product “what the subsystems and resulting

product should not do”.

[00281] The same can be done with software. Most large software systems are written
in modules that are then combined. Orchestrators and conductors can be associated with the

modules and function in a fashion similar to that described above for hardware.

[00282] Thus it can be seen that, orchestrators and conductors can be employed in the
design and development cycle of semiconductors (chips), combinations of chips into
subsystems such as multi-chip modules, boards, etc. and systems, software systems,

combinations of these, etc. to improve the security capabilities of the resulting products.

[00283] There are likely to be many innovative system types fielded in the future that
can not be anticipated now. However, the invention disclosed here has the flexibility,
extensibility, etc. to be able to provide security to all of them. Although the foregoing
embodiments have been described in some detail for purposes of clarity of understanding, the
invention is not limited to the detaiis provided. There are many aiternative ways of

implementing the invention. The disclosed embodiments are illustrative and not restrictive.
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CLAIMS

1. A system, comprising:
a processor; and
a memory coupled with the processor, wherein the memory is configured to
5 provide the processor with instructions which when executed, cause the processor to:
receive image data of a node with which the system is associated,
wherein the node is an electronic device, wherein the image data of the node is
received in a language associated with the node;
translate the image data of the node with which the system is
10 associated into a meta-language associated with an orchestrator network
comprising an orchestration module hosted on the system and one or more
other orchestration modules associated with one or more corresponding nodes;
determine a scope of information to provide from the orchestration
module to the one or more other orchestration modules associated with one or
15 more corresponding nodes; and
communicate the determined information to the one or more
orchestration modules in the meta-language understood by the orchestration

module and the one or more other orchestration modules.

2. The system of claim 1, wherein the system further comprises a conductor in
20  communication with the orchestration module and the one or more other orchestration
modules, wherein the conductor is configured to generate the orchestration module and

deploy the orchestration module to the node with which the system is associated.

3. The system of claim 1, wherein the image data of the node with which the system is

associated includes behavioral data of the node with which the system is associated.

25 4. The system of claim 3, wherein the orchestration module is further configured to
apply a histogram behavioral analysis algorithm to the behavioral data of the node with which
the system is associated to determine a normal behavior of the node with which the system is
associated, wherein the orchestration module is configured to determi

ne 1} ¢ ation modulie nngur L lermins

either by itself or in conjunction with the one or more other orchestration modules.

30 5. The system of claim 3, wherein the orchestration module includes a local behavior
analytic engine that is configured to analyze the behavioral data of the node with which the

system is associated.
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6. The system of claim 3, wherein the orchestration module includes a collector

configured to capture the behavioral data of the node with which the system is associated.

7. The system of claim 1, wherein the determined amount of information includes
information indicating that the node with which the system is associated has been

5 compromised.

8. The system of claim 7, wherein the orchestration module is configured to receive
from one of the one or more other orchestration modules a message indicating a remediation

for the node with which the system is associated.

9. The system of claim 8, wherein the orchestration module is configured to cause the

10 node with which the system is associated to implement the remediation.

10. The system of claim 8, wherein the orchestration module is configured to cause the
node with which the system is associated to implement the remediation based on the image

data of the node.

11. The system of claim 1, wherein the image data of the node with which the system is
15 associated comprises one or more objectives associated with the node, one or more

constraints associated with the node, one or more algorithms associated with the node, one or

more capabilities associated with the node, one or more configurations associated with the

node, and an environment associated with the node.

12. The system of claim 1, wherein the orchestration module is configured to
20 communicate the determined information to the one or more other orchestration moduies via
the network that is specific to the orchestration module and the one or more other

orchestration modules.

13. The system of claim 1, wherein the node with which the system is associated is a

network element.

25 14, The system of claim 1, wherein the node with which the system is associated is a base

station or access point.

15, The system of claim 1, wherein the node with which the system is associated is an

application, and wherein the orchestration module and the associated application are located

in a first cloud data center.

30 l6. The system of claim 15, wherein the orchestration module and its associated

application are configured to move from the first cloud data center to a second cloud data
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center.

17. The system of claim 1, wherein the node with which the system is associated is

located in a central site computing center.

18. The system of claim 1, wherein the node with which the system is associated is a

5 component of a vehicle.

19. The system of claim 1, wherein the node with which the system is associated is part of

a semiconductor.

20. The system of claim 1, wherein the orchestration module is associated with a

component inside of at least one of a processor, a core, and/or a semiconductor.

w21 The system of claim 1, wherein the system and at least one of the one or more other
orchestration modules arc configurcd to ncgotiate with cach other basced on objectives,
algorithms, and constraints to respond to one or more changes in an internal security

environment and/or external security environment.

22. The method of claim 1, wherein the orchestration module and the one or more other
15 orchestration modules are associated with an umbrella model, wherein corresponding image
data associated with a plurality of nodes are translated from a language associated with a
corresponding node into the meta-language, wherein the umbrella model comprises a set of
the corresponding image data associated with the plurality of nodes, wherein the umbrella

provides end-to-end orchestration throughout the orchestrator network.

20 23. The method of claim 22, wherein the umbrella model is configured to change while

the orchestration module and the one or more other orchestration modules are running.

24. The method of claim 1, wherein the orchestration module is configured to subscribe to

one or more changes to the image data of the node with which the system is associated.

25. A method, comprising:

25 receiving image data of a node with which an orchestration module is associated,
wherein the node is an electronic device, wherein the image data of the node is received in a
language associated with the node;

translating the image data of the node with which the orchestration module is
associated into a meta-language associated with an orchestrator network comprising the

30 orchestration module and one or more other orchestration modules associated with one or

more other corresponding nodes;
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determining a scope of information to provide from the orchestration module to the
one or more other orchestration modules associated with one or more corresponding nodes;
and
communicating the determined information to the one or more other orchestration
5 modules in the meta-language understood by the orchestration module and the one or more

other orchestration modules associated with one or more corresponding nodes.

26. A computer program product, the computer program product being embodied in a
non-transitory computer readable storage medium and comprising computer instructions for:
receiving image data of a node with which an orchestration module is associated,
10 wherein the node is an electronic device, wherein the image data of the node is received in a
language associated with the node;
translating the image data of the node with which the orchestration module is
associated into a meta-language associated with an orchestrator network comprising the
orchestration module and one or more other orchestration modules associated one or more
15 corresponding nodes;
determining a scope of information to provide from the orchestration module to the
one or more other orchestration modules associated with one or more corresponding nodes;
and
communicating the determined information to the one or more other orchestration
20  modules in the meta-language understood by the orchestration module and the one or more

other orchestration modules associated with one or more corresponding nodes.

85



WO 2018/236688 PCT/US2018/037833

1/27
10 Threat
\ melignes |3 soc 9
System
i Conductor " L i
Orchestrator : Orchastrator
Framework
o Dynamically Flexible Store {Data Mode! Change While Running)
s Delivering Only Whatls Needed, Where/When Needed s
e Comprehensive End-to-End Info (Umbrefia Modsl) with Translalion io System
Specific Models
J Negofiation Process

| e I

Orchesiralors ¢ Orchestrators f : Orchestrators " 2

Orchestators
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 4
Behavior Analysis Routers 77777777777777
 Sysems, SR Sires g | el
! , e - PublicClouds
Firewalls Computers e
77777777777777777777777777777777777 Base Stations pp
¥ ¥

Vehicles

Pi?ones 3 Chips 8

Mobile Base

Stafions

Figure 1A



PCT/US2018/037833

WO 2018/236688

2/27

ug

[AS

1a

Z01

RO000CTOMERNNE

haidag
HIOMI2N

vO1

g1 24n8i4

811

10193407
UOIIBLLIOLU]
jRIoIneY2Y

901
HIOMIBN

311

WI91sAS

e UOHIRZILREID

Ja3uen Bupndwion

SUS |BHUITZ o1 T

071

e PUIBUT

JnAjRUY
4801 e80T
GISM Lt g
JUs 305

/

{s1B15Ag
aouadijonuy
LN

gt

Q01



PCT/US2018/037833

WO 2018/236688

3/27

Ja3uen Bupndwion

3T1
SUS |BHUITZ o1 T
¢ 24n314 Wa1shS N
el UORRZIUEEID del
ug 01 auidua
- JuARUY
| oWRT | e wor
FAR] Sk
HOMIaN 10134107
UOIBIIOL]
HQ IRI0IARY DY
gri
JOIBAISBYO ot / m
iz HIOMIaN HES
e 005
-~ ) 28017
N
" JOIBIISBYDID HO1RISBY3IC
I 012 ;
J013NPUOT e

[4%4

g0¢




PCT/US2018/037833

WO 2018/236688

4/27

€ 34ngdi4

50€
U 9pON €0 | 7z opon e
82 OB OB
908 | Yoo y0S YI0 yauo | 70t

L0t ,_Ma

R0 JOIINPUOD

Q1€ | 24018 Bleq)

g0¢



PCT/US2018/037833

WO 2018/236688

5/27

vy ainbiy

JUSWUONAUT

iy~

iy = suonenByuon
o1y sapiigede)
g0 ] suiyjuoby
goy 38|
o anoelqo




PCT/US2018/037833

WO 2018/236688

6/27

gy ainbiy

WUBUILOIAUT
uonemBuues
sonfigede)
suuyianbyy
s8Iy
seAlosiao

sbeus 2Bt ; 9DON
£+ 1 8PON

L J

Y
424

Oy JORNPUSH

WUBUILOIAUT
uonemBuues
sonfigede)
suuyianbyy
s8Iy
seAlosiao

1144 I0lBASaUDIO

YA { SPON




PCT/US2018/037833

WO 2018/236688

7/27

G 34n8i4

718 S{OSUCT UIUPY

OIS | SIRLIBIUL JASH) UILIPY
1AL suigul suigul
saEpLg D dVIN-4E || UORBINSJUCD | UOHBINWIS
P05 805 506 0ts

705

SOBLISIUL UOHEDIUNWILLIOYD

$10124153420)
{sapon)

I0I3INPpUCT

00%



PCT/US2018/037833

WO 2018/236688

8/27

g aunbig

209 =~ B0BLISIUI 82IA8(]
$09
m\\m
909 ~| auibug
dVIN-41 CIOHAN uonenbyuns
e Jsiji
B0BLSIU] UOHEDIUNWILLIOT [BUISI T
o197

108 \m

JORNPUoD
JO/pUE SICIBJAISOUDIO JBYI0 O



PCT/US2018/037833

WO 2018/236688

9/27

£ einbBig

200 =1 AIBhBI

vor 4 LMLy

N i by

oo, L)

o <1 uonpinEnuos

4 HORERAC 10 voReRL)

ouy T ORI 1 GOUBUSIIERN
P! ARSIy

gis ¥ UCHRTRIIOOSI




PCT/US2018/037833

WO 2018/236688

10/27

g anbig

\.mﬁmhcoo sod se mmeE&_m.rU
gig

ole < 0BUOD UIBRIEN
I
ple =" I0BILIOD WUOLSd
&
10RILOD
z1g =] Wiopsd 01 Sapou aInByuoD
cig =" | .
aanoafgo
198t O} 10BAL0S uonzinBeN
3
808 =] ‘018 'saluaeden
‘sjuswialinbal spou agUosAC
02 ] 1I8UUG T
%
aanosigo o disy o
I Siqe AENUSIOd {(S)aDOoU JBADISIC

208 ~f anposlan



PCT/US2018/037833

WO 2018/236688

11/27

6 a4n3i4

Z06
aseg  fee—" o
jjews 101931107
UOIBWIO U
mmamom}mww\mmm
906
s 301
0IBAISIYIO :
i — HIOMIBN
A |
2 L M —
b . - r
Bowy ooy -

311

WI91sAS

e UOTRZIVREIO

Ja1ueny Bupndwon
SUS |BHUITZ o1 T

071

JnAEUY

auiduz

4801

{s}sm
305

%

A01oNpuUcH

[4%4

TS
205
. 2801
hmehwmmﬂuhG gﬁwmbmmguhﬁu
P otz )
T1%

EEEE_BHEEBE m

J06



PCT/US2018/037833

WO 2018/236688

12/27

ug

[AS

1a

811

0T 24n3i4

201
wcssnsmn JLIBLLIBI T .
NIOMIBN / 0307
UORBIO U]
ieioneyay
3ugu3 JnAleuy 901
IOIBNSIYUD JoineyRYy
s § R J0IRIISSYIO NIOMIBN
mnan
e I S101
ax
e uMn -
0
i B
i
JOI3NPUOT
[4%4

311

WI91sAS

e UOIRZIVEEIQ

Ja3uen Bupndwion

SUS |BHUITZ o1 T

071

e PUIBUT

JnAEUY

%

TS
205
. 2801
hmehwmmﬂuhG gﬁwmbmmguhﬁu
P otz )
T1%

EEEE_BHEEBE m

0001




371 J8uar Bupndwon
SUS |RIBD 0T T

11 aindi4

Wa3sAs

PCT/US2018/037833

13/27

WO 2018/236688

el UCH3RZIUERIO 0t
- 01 auduy
JiAjeuy
G SIOMIPN %
it
h a4801
{s)sm
suidug onAjeuy 5
JoInRYDY
glolielelivg] - )
101B1158Y2U0 \
_, HIOMISN
7IIT .
- B 208
s b 2801
e JOlRIIS2YID HO1RISBY3IC
P otz .
T7¢
i T i
JOI3NPUOT -

[4%4

0011




PCT/US2018/037833

WO 2018/236688

14/27

pt 201
ey JLUBLLIBLT
[4¢ YIOMIDN
TG
9Tt
28U oAUy
ioeyag
HOIOHIOD
U0IRIISIYDUD
PitT  #
L
P
WON.m\.h.En&aﬁ&\.a maaaﬁi.
J0IBRSIYND £0ZT
JOIRIIEIYZID
7 UIB15AS
asuagysuy T Wia1sAg
1344 32U} 33U
Bl
Z071 1eadil

311

Ja3uen Bupndwion

SUS |BHUITZ o1 T

WI91sAS
e UOUIRZIUREIO

ZT 24n3i4

071

auiduz
AUy

%

90t

BIOMIBN

$eis
208

JOLBIISaU2IO

P otz

i U s o0 mmg
JO13NPUGCT

1071

[4%4

2801

JOIRIIS2UDI0O

EEEE_BHEEBE m

00<T



WO 2018/236688 PCT/US2018/037833

15127
1300 Threat Threat N
“\Q 1901 1 Inteligence 4~ Ochesirator | Orchestralor e~ Infeligence Ve 120z
System % \ % \ System
b Do |
108 /7 s0C @mmmbQrchestraierﬁmmmmmi}mmmmimwﬁ Conductor f
& \ “““““““““““““
210
1310
b
Orchestrator Orchestrator Qrchestrator
Orchesteor Orchestralor | 130451 SIEM, 12053 ACS, 130787 ENS,
Analytic sl T T
fix A ; R US|
12027 Engie. | 13013 Checker Orchestrator Orchestralor Orchestrator
Orchestetor coeiae 10 SEW [ agehs A agpres B
120h 7 é;;)rea 1301 Vi Qrchestrator Orchestrator Qrchestrator
Checker, _ )
"""""""""""" 1304 SEM, 130507 AGS, 13070 EMS,
Orchestrator Orchestrato
120c/ il e Vius Orchestrator Orchestrator Orchestrator
Engirey ¢ Checker —
— e M e P g T
Orchestrator | | Orchestrator | | Orchestrator
Rouler! Rovler Router/ Orchestrator | Orchestrator | | Crchestrator
Switch. Switch, Switch, 5, s, PS,
0 ) g \ g
R Mha 1306 1306

Figure 13



WO 2018/236688

0847 SO0 i

PCT/US2018/037833
16/27

Thraat Threat

. . e o 1202
Infeligence =P Crchestrator Orchestralor dpmep  Inteligence /"

System System

.

1204 919

T I S e - Conductor

\

21

0

Nefwork

I
211
Orchestrator

Anaiytic
Engine

-y

i 14&2 1483 l

‘54‘(\)\1
Cloud Data Center Cloud Data Center, Clou Data Center,
1407 .~ Orchestrator
g P
RV
Cjcilectar Collector

Figure 14A



WO 2018/236688 PCT/US2018/037833
17/27
1450 Threat Threat "
\ oy 1 Meligence &b Oroheshialor . Orcheshalor =y Inteligence Ve 1ate
v System % \ ? \ System
b T T L
1081 800 e Orchesiialor e e = e o .,,.% mmmmmmm “F Conductor
ﬁ S T —
210
1401 L 14021 1403£
d \ \ \
\\ Clouc Data Center, Cloug Data Center, Cloud Data Center,
Orchestrator 1407 Onhesttr
10 ;
\ s
Central Ste
Computing Center ; 4§4i 1405 i
120 \ \ ..................
g‘;ff”; Coleclor Cobector




371 J8uar Bupndwon

PCT/US2018/037833

I |

18/27

WO 2018/236688

ug HS [BHUST 01T
G1 w,\mﬁwmnm WaIsAS -
JOIRIISIYDIO . e UCTRRZIUEREIQ sal
UZOST
Z01 audug
[t JuAEUY
NSO S 1] 1= 1Y F= 10
JOIBAIS3YDU0 NIOMIBN %
qeost
1a
 J01ENISSYDI0
Feost 4801
9171
28U oAUy (sism
ioneyag SNE
40I0HOD 90T »/
GOIRISIYUN
. A0MID
i HOMISN Hes
Il 208
T e 2807
AV - T
- m el Bog =
J0IBIIE3YDI0 2087 - IRERTo Ewmbwmgﬁa
JOLRIISDYD y - .M_. 117 y 017
7 UIB15AS
asuayiul T WBIsAS 71z
1344 32U} 33U
7071 Syl 005t

1071



PCT/US2018/037833

WO 2018/236688

19/27

UsUisil3

HICMISN

g1 24ndi4

2071

ug
auidug oadjeuy
JOIBIISBYIIO JoiABYaY
o o o s :
LzosT i (4223 SRS
w HOIRASBYIO
g
23 w
JOIBJISBYZID w c1st
4205t ,EEM SRS R el S
i
14 m e IS 48031 BROST
m [Ve} &fuw
JOIRIISBYO ,as,s,szmsai“ m » {s)sMm 11818 7 Washg
EZ0ST m g 208 208 S2US8HIIU
M m 801 1oL
91t B
B o com o o o ot o ot o HAOMISN zoeT
w ooeT] 40¥BIsAYRI0
w SN S To 13 ¥ L-t=131s 1T R S T wiaisisg
...................................... E IEEA
T0Z1




PCT/US2018/037833

WO 2018/236688

20/27

ug

JOIRIISBYUO
uzost

[44]

JOIRIISAYDIO
q70%<T

14

JOIRIISYDIO
27047

/ jusag

HIOMISN

JOIBIISIYDUO

¢ il

e e om0 o 00 20 o o 2

0 DD D! 55O BB SO 30K 300X K 30K K00

P ——————

91t &

9TLY aw

GIZT | 401RH53Y2I0

uoneIs

aseq [EOLT

Py

\

Jd9 206
AY

JOIBIISBYDIO

Y oy06

VLT 24n8ig

9oL

NIOMIBN

Ja1ueny Bupndwon
SUS RHUIT 0T/ T

024%

auiduz
AUy

JOIRIISRUDID

A01oNpuUcH

[4%4

§
74

uﬁnﬂnnﬁiﬂn
Eﬁnﬂiﬂ.ﬁﬁhaﬂiﬁﬂg!ﬁﬂuﬂiﬁ
1006 K 550( 2001w DO VU K55 3005

208
80471

HOIRIERYI0

§
]
§
wf

0041

Tie




PCT/US2018/037833

WO 2018/236688

21727

ug

JOIRIISBYUO
uzost

z gi;;;lyiﬁi

JOIRIISAYDIO
q70%<T

PSS E 2071
HIOMISN

Jolensayod
16 JBHSIYUO

e Y111
JOIRIISYDIO &

BZOST e

e o oo o oo o s s s 0 s e
X

91t &

P ——————

OTLT] Qe

GIZT | 401RH53Y2I0

0 DD D! 55O BB SO 30K 300X K 30K K00

bk
9 0
02 o
B oy
05 ogye
0% sy
= sony
bl ™
o oy
assuau.ﬁ.
o iy
R oy
22 20y
2 500
808 e
02 g
% oy
R smy
5 0

g/7T 8undl4

9oL

NIOMIBN

Ja1ueny Bupndwon
SUS RHUIT 0T/ T

024%

=]

JnAEUY

uidug

WwaisAg

uvoneziuedio

JOIRIISRUDID

uﬂﬁaﬁ..ﬁ&n
Eiﬂiﬂuﬁﬁh

A01oNpuUcH

[4%4

§
74

208

80471

HOIRIERYI0

ioog
iﬁEBﬂEg!EBREEﬁnEBBEEBR

8
m j R
wf

0841




D47 24ndid

uouisi3 207

PCT/US2018/037833

22/27

WO 2018/236688

HIOMIBN
udg M N /
auidug oadjeuy ﬁ A
jolenssyMg L joineyag
UzZOST 3 YILTE  4ospon
w JOIBAISIYD
i
24 m
JOIBIISBUIO W 21581
4205t ,EEM SRS R el S
§
1a m Qx5 48031 BROST
g e
JOIRIISBYUO ,as,s.szms = g {s}sm 1HEIS 7 Waishs
momend i e
BZ0ST m g™ 208 308 ; [ el 22URSHRIY
: 5 o0t 1eaiy L
91T ]
B o com o o o ot o ot o HAOMISN zoeT
w ool JoieNsaYIO0
i
IR Moy S— T wiaisisg
H . \ S asusBiyioy
M ezt ] AN GEI
§ . . ;
m 9TLTE QW N\ o’ T0ZT
E .

== 0BASBYNO | oy

0441




PCT/US2018/037833
23/27

WO 2018/236688

1 9r8INDE
cost =t 9TT 1105
L Mm
]
§
]
| 9T8T N3 :
]
]
]
§
]
] :
JOTBIISDYDIC) oo oo oo v o o s s e e e
LI8T

AOLBIISSUIG

€071

T Wia1sAg
aouadionuy
1eSy )

1071

Y8T 2undl
suoiesadp
ioaid
901 . 218t
A . ALOMNMISN aal
A e Hels
1 s RN 105
i M aii
g 1 S 80T
3
SOLONPUCH M Ia&ﬁi
71z ! T,
M Rt AQ1BAISaY2UO
%
v 01z
%
3
%
3
3

0081



PCT/US2018/037833

24/27

g8T 24ndid

WO 2018/236688

suoieiadg
199)4
i 918l nod
auiBug L181
0IRIISBYDIC | sy 3iAjeuy
UgTget g 90t .
H JY  uomieN oct
v v g PPt Sunnd
H L ) 421D Sunndwon 4es
ZO8T _— TOT (10 foutt™ . : s
9181 NS mﬁ % M &M. QU jeSLDD 305
noL T J0IRIISRUDI0 1 H L &/ ort 201
. 4918t M olnpue) M &w
3 A
m te [} »
i 9181 N33 : w JOMBSISBUDIY) wememmd  JOIRIISIYDIQD
03RSO | e w 112 01e
e5181 ! |
] %
JOTEIISBYDILY b o s o o s e s e e o e w
%
JOIRIISAYIO
L1581 g
A TAN
T Wia1sAg
aouadionuy
LI
1021

0581



PCT/US2018/037833

WO 2018/236688

25727

- Ud
“ﬁmu‘\n
Z06T J— 3 m_\,swﬂﬁ
WWoD || m
X3 m
¥ i
:
oot Td §
§
§
§
§
g
g
JOTBIISDYDIC) oo oo oo v o o s s e e e
0isl
5061

P
g
PPy e

Y61 24n3id

901
AIOMIBN

%
h %

i A Y

SOLONPUCH

[

auiduz
JAjeUY
071
Buiznd
E“Emww Mw‘mmwcmu e
US jRIUR] 308
071 v
S 801
*
2.
JOIRIISBYIIY et JOIRIISSYIO
117 017
0061




g6T 24ndid

PCT/US2018/037833

26/27

WO 2018/236688

- td
auiduz
howNMMMMuku . 3iAjeuy
I e JY  uomieN oct
7] 2z ¥ m ﬁuk%‘ f
- % J31uan 3upndwon
Z0BT - . ot T R BUS |BURD S
Won = m H 1 &M. : 305
- B e i i ] LY 01t
X3 joensayng | 8 K M / .
: 49161 M olnpue) M &w
i % %,
B te [} »
oocs 1d M M JOIRIISBYIIY et JOIRIISSYIO
)
03RSO | e 3 112 01e
€967 M 1
] %
- 3
JOTBIISDYDIC) oo oo oo v o o s s e e e w
JOIBIISAUID
aiet
€0zt
S061
T Wia1sAg
aouadionuy
ZETITE
1021

0561




PCT/US2018/037833

WO 2018/236688

27127

06T 84ndiy
ge6T LE6T

jfeulspd AJOWISIA

£761 89761
{I01RIISBYDI0 J03BAIS8UIQ

S761
842eD 71 [rensomio]
| 9e61 m
.MSMMWWEEO SUIED U2 €761
e1eq Logonnsy| | =B
seel 76T
1315183
199d gil UCIINIsSX3 | 3P0 gil
3oeg SHIM B1e(] 15U
g6t aUjadid 1261
4012115220
W _7zel -
| 101843504040 ®© m T
@, o) ©
0761 =
JOL0NPUCH
bl TE6T 0SET

0%61




INTERNATIONAL SEARCH REPORT

International application No.
PCT/US 18/37833

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GO6F 11/00 (2018.01)
CPC - HOAL 63/1408, HO4L 63/1416, HO4L 63/145,

HO4L 63/1441, HO4L 63/1458

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

See Search History Document

Minimum documentation searched (classification system followed by classification symbols)

See Search History Document

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of

See Search History Document

data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

(25.05.2017), entire document.

X US 2017/0103215 A1 (LOOKOUT, INC.) 13 April 2017 (13.04.2017), entire document, 1-15, 19-26
- especially abstract and para [0135], [0327]-[0329], [0427]-[0430], [0434], [0437], [0440], [0470], | ---v---eeemeeereeee
Y [0648], [0720], [08486]. 16-18
Y US 2017/0012870 A1 (CISCO TECHNOLOGY, INC.) 12 January 2017 (12.01.2017), entire 16-18
document, especially abstract and para [0015], [0029], [0036], [0045], [0065], [0069]-[0072],
[0119}, (0121].
A US 2017/0147722 A1 (EVOLVING MACHINE INTELLIGENCE PTY LTD) 25 May 2017 1-26

D Further documents are listed in the continuation of Box C.

D See patent family annex.

. Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“Q” document referring to an oral disclosure, use, exhibition or other
means
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