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A METHOD FOR PROVIDING PRIVACY BY NETWORK ADDRESS
TRANSLATION

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims the benefit of U.S. Provisional Application No.
60/104,878, filed October 20, 1998, the entire contents of which are incorporated
herein by reference; and U.S. Provisional Application No. 60/095,288, filed August
4, 1998, the entire contents of which are incorporated herein by reference.

This application is related to the following pending, commonly assigned
patent applications filed on the same day: “A Method for Allocating Network
Resources” (Attorney Docket: 2685/5236), “A Method for Exchanging Signaling
Messages in Two Phases” (Attorney Docket: 2685/113475), “A Method for
Performing Gate Coordination on a Per-Call Basis” (Attorney Docket: 2685/5237),
and “A Method for Establishing Call State Information without Maintaining State
Information at Gate Controllers” (Attorney Docket: 2685/5238).

BACKGROUND OF THE INVENTION

The present invention generally relates to allocating network resources.
More specifically, the present invention relates to reserving and committing network
resources based on an authorized quality of service.

The known signaling architecture H.323 is an International
Telecommunications Union (ITU) defined standard that describes how multimedia
communications occur between terminals, network equipment and services on local
area networks (LANs) and wide area networks (WANs) that do not provide a

guaranteed quality of service (such as Internet Protocol (IP) networks). Quality of
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service is a measure of communication service quality during a call, and can include,
for example, the bandwidth, delay and latency associated with the call. In networks
using connectionless “best effort” delivery models, the quality of service typically is
not guaranteed; the H.323 is a signaling architecture for such a network.

The H.323 provides a range of implementation options including gatekeeper-
routed signaling. In the H.323 standard, gatekeepers map LAN address aliases to IP
addresses and provide address lookups when needed. Gatekeepers also exercise call-
control functions to limit the number of H.323 connections and the total bandwidth
used by these connections in an H.323 “zone.” Although the gatekeeper is not
necessary within the H.323 standard, when a gatekeeper is present in a network,
network terminals must make use of its services. In other words, gatekeepers
maintain state information for each individual call and all call signaling must pass
through the gatekeepers.

The gatekeeper implementation of the H.323 standard, however, suffers
several shortcomings. First, the equipment associated with gatekeepers needs to be
extremely reliable so that the gatekeeper is available throughout the course of the
call. If the gatekeeper-related equipment fails during a call, the call fails because the
state information for the call maintained solely at the gatekeeper is lost. Second, the
gatekeeper-related equipment likely cannot scale in a cost effective manner because
maintaining the state information and performing the messaging associated with
H.323 is complex and processor intensive. Finally, theft of service is possible by

bypassing the gatekeepers to place unauthorized and unmonitored calls.

SUMMARY OF THE INVENTION

A call between a first network associated with a calling party and a second
network associated with a called party is connected. The source address for packets
associated with the call are translated. The packets are sent from the calling party to
the called party without the called party receiving the source address that indicates at
least one from the group of a logical identity of the calling party and a geographical

identity of the calling party.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a network, according to an embodiment of the present
invention.

FIG. 2 illustrates a flow chart to reserve network resources for a call,
according to an embodiment of the present invention.

FIG. 3 illustrates a flow chart for performing two-phase signaling in call
connection, according to an embodiment of the present invention.

FIG. 4 illustrates a flow chart for disconnecting a call, according to an
embodiment of the present invention.

FIG. 5 illustrates a flow chart for translating a network address, according to
an embodiment of the present invention.

FIG. 6 shows the call flow for a normal call setup, according to an
embodiment of the present invention.

FIG. 7 shows an example signaling call flow for reservation of resources in
the segment of the network between the edge routers for a voice call, according to an
embodiment of the present invention.

FIG. 8 shows the call flow for a normal call termination, according to an
embodiment of the present invention.

FIG. 9 shows the call flow for a call originating from a BTI but terminating
in the PSTN, according to an embodiment of the present invention.

FIG. 10 shows the call flow for a call originating in the PSTN, but
terminating in the IP telephony network, according to an embodiment of the present
invention.

FIG. 11 shows the call flow for a normal release to the PSTN, according to
an embodiment of the present invention.

FIG. 12 shows the call flow for a call released from the PSTN, according to
an embodiment of the present invention.

FIG. 13 shows a call flowwhere the BTI connects to a terminating
announcement server, according to an embodiment of the present invention.

FIG. 14 shows the call flow for Call Trace, according to an embodiment of

the present invention.
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FIG. 15 shows the call flow for changing the established call parameters,
according to an embodiment of the present invention.

FIG. 16 shows the call flow for activating a per-use Call Forwarding service,
according to an embodiment of the present invention.

FIG. 17 shows the call flow for Call Forwarding - All Calls when the BTT is
available, according to an embodiment of the present invention.

FIG. 18 shows the call flow for Call Forwarding - All Calls when the
Terminating BTI is not available, according to an embodiment of the present
invention.

FIG. 19 shows the call flow for Call Forwarding - Busy when BTI; is
available, according to an embodiment of the present invention.

FIG. 20 shows the call flow for Call Forwarding - Busy when the BT is
unavailable, according to an embodiment of the present invention.

FIG. 21 shows the call flow for Call Forwarding - No Answer when BTl is

available, according to an embodiment of the present invention.

FIG. 22 shows the call flow for Call Forwarding - No Answer when the BTI
is unavailable, according to an embodiment of the present invention.

FIG. 23 shows the call flow for Caller ID/Calling Name Delivery Call Flow,
according to an embodiment of the present invention.

FIG. 24 shows a call flow for Call Waiting, according to an embodiment of
the present invention.

FIG. 25 shows the call flow for the simple Three-Way Calling alternative
with bridging in BTI,, according to an embodiment of the present invention.

FIG. 26 illustrates the first steps of a three-way call, according to an
embodiment of the present invention.

FIG. 27 shows the sequence of signaling messages exchanged in the
conversion of two separate calls into one three-way call, according to an
embodiment of the present invention.

FIG. 28 shows the call flow for Three-way Calling Bridge in Network Call

Flow - Hangup of Host, according to an embodiment of the present invention.
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FIG. 29 shows the call flow for Three-way Calling Bridge in Network Call
Flow - Hangup of Participant, according to an embodiment of the present invention.

FIG. 30 shows the call flow for Call Transfer With Consultation service
when the host disconnects, according to an embodiment of the present invenion.

FIG. 31 shows the call flow for Call Transfer Without Consultation service,
according to an embodiment of the present invention.

FIG. 32 shows the call flow for Return Call, according to an embodiment of

the present invention.

DETAILED DESCRIPTION

Embodiments of the present invention relate to a communications system
having a combination of different types of networks, such as a data network(s)
(based on, for example, packet switching), a telephone network(s) (such as the Plain
Old Telephone Network (PSTN)), and/or a cable network(s). Sucha
communications system can include intelligent end-terminals that allow a service
provider to provide various types of services involving the different types of
networks and to exploit the capabilities of the end-terminals. For example, packet
telephony can be implemented in embodiments of the present invention where voice
can be received and transmitted by a telephone or a communication device (such as a
personal computer) connected to the data network via a cable network.

Embodiments of the present invention relate to call authorization, call
signaling, network resource management and end-to-end signaling between
communication devices (e.g., telephones, personal computers, etc.). Existing
telephone services with a service quality consistent with current standards can be
supported while a broader range of packet-enabled communications services can also
be supported. Embodiments of the present invention allow pricing and billing of
communications services to differ based on the differences in service quality (e.g.,
bandwidth, delay and/or latency) for the various calls.

Embodiments of the present invention also allow the intelligent end-points to
participate in supporting features of the provided services. These intelligent end-

points can be, for example, telephony-capable computers and gateways that interface
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conventional telephones to the data network. By exploiting the intelligence of these
end-points in supporting the features of provided services, functionality (e.g., tasks
associated with signaling) historically maintained solely by the network can be
efficiently divided among the communication network entities and the intelligent
end-points connected to the communication network.

In addition, embodiments of the present invention protect against theft of
service, and minimize the cost and complexity associated with providing reliable
service. Unlike known telephone networks, embodiments of the present invention
do not require high-availability network servers that maintain the state of each
individual call. Rather, embodiments of the present invention can maintain state
information only in the edge routers and the end-points that are directly involved in a
particular call.

The following discussion is separated into sections for clarity. First, a
system overview of a communication network, according to an embodiment of the
present invention, is discussed in Section 1 entitled “Sysstem Overview”. Then,
separate aspects of embodiments of the present invention are considered: Section 2
entitled “Two-Phase Resource Reservation”, Section 3 entitled “Two-Phase
Signaling”, Section 4 “Gate Coordination on a Per-Call Basis”, Section 5 entitled
“Network Address Translation”, Section 6 entitled “Simulating Destination Ring
Back”. Finally, Section 7 entitled “Protocol Description” details the protocols for
the signaling messages and Section 8 entitled “Signaling Architecture Call Flows”
describes the call flows for the signaling architecture both of which are applicable to

the various aspects of embodiments of the present invention.

1. System Overview

FIG. 1 illustrates a network according to an embodiment of the present
invention. Nejwork 10 includes communication network 100 which is connected to
gate controller 110 and gate controller 111, network edge devices 120 and 121, and
telephone network gateway 130. Gate controllers 110 and 111 are connected to
database storage 140 and 141, respectively. Network edge devices 120 and 121 are

connected to access networks 150 and 151, respectively. Access networks 150 and

o
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151 are connected to network interface units 160 and 161, respectively. Network
interface units 160 and 161 are connected to telephone interface units (TIUs) 170
and 171, respectively, and communication devices 180 and 181, respectively. TIUs
170 and 171 are connected to telephones 190 and 191, respectively. Telephone
network gateway 130 is connected to telephone network 135 which, in turn, is
connected to telephone 192.

Communication network 100 can be a network that supports, for example,
Internet Protocol (IP) signaling, IP media transport, and/or asynchronous transfer
mode (ATM) media transport. Access networks 150 and 151 can be networks of
wires or fibers capable of carrying voice and/or data transmissions. The telephone
network 135 can be, for example, the Plain Old Telephone System (PSTN).

Network interface units 160 and 161 can be, for example, cable modems
designed for use on a television coaxial cable circuit. Network interface units 160
and 161 allow communication devices 180 and 181, respectively, to connect to
access networks 150 and 151, respectively. Network interface units 160 and 161
also allow TIUs 170 and 171, respectively (and in turn telephones 190 and 191,
respectively), to connect to access networks 150 and 151, respectively.

Network edge devices (NEDs) 120 and 121 are devices located at the edge of
the communication network 100 that connects the communication network 100 to
the access networks 120 and 121, respectively. The network edge devices can be,
for example, routers or bridges or similar equipment that can connect
communication network 100 to access networks 150 and 151. Because NEDs 120
and 121 can be specifically implemented as, for example, routers at the network
edge, these units are also referred to herein as edge routers (ERs).

Network edge devices 120 and 121 can implement resource management and
admission control mechanisms that allow the communication network 100 to
provide assurances of bounded per-packet loss and delay required to assure an
authorized quality of service for a call. In other words, network edge devices
(e.g.,network edge devices 120 or 121) can obtain authorization from an associated
gate controller (e.g., gate controller 110 or 111, respectively) on a call-by-call basis

before providing access to, for example, enhanced quality of service across the
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communication network. Said another way, the network edge devices can ensure
that enhanced quality of service for a call of a particular party has been authorized
and for which usage accounting is being done. Network edge devices can generate
accounting records for calls because these devices track the resource usage within
the communication network 100 for the calls. Network edge devices can also
implement Network Address Translation to support address privacy for called paries
and/or calling parties, as described more fully below.

TIUs 170 and 171 are gateways between telephones and packet-carrying
networks, such as access networks 150 and 151 and communication network 100.
TIUs 170 and 171 can digitize, compress and packetize voice signals from telephone
190 and 191, respectively, to convert analog voice into data packets for transport
over the communication network 100, and vice versa. TIUs 170 and 171 can be, for
example, a simple stand-alone telephony device that incorporates the broadband
interface, a high-speed data cable modem that incorporates the interface unit (i.e.,
TIUs and their associated network interface units can be combined into a single
device), or an advanced digital set-top box that incorporates the broadband interface.
TIUs 170 and 171 can be for example broadband interfaces for telephones;
consequently, these units are also referred to herein as broadband telephony
interfaces (BTIs).

TIUs contain sufficient processing and memory to perform signaling and call
control functions. More specifically, TIUs 170 and 171 each include a processor and
is capable of detecting changes in state information (e.g., hook state detection),
collecting dialed digits (e.g., dual-tone multifrequency (DTMF) signals), and
participating in the implementation of telephone features for telephones 190 and
191, respectively. TIUs 170 and 171 can also participate in end-to-end capability
negotiation as described below.

Note that the term “end-to-end” refers the association between two end
points for a call. For example, where a call involves a calling party and a called
party using telephones, the end-to-end association for the call can be between the
two telephony interface units. Thus, end-to-end messages for example would

include messages originating at one telephone interface unit and terminating at the
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other telephony interface unit where the messages are opaque to other network
entities that merely forward the messages (possibly after performing network
address translation as described below). For example, end-to-end messages can be
routed between telephone interface units with messages being forwarded by the
network edge devices and without the message being routed through the gate
controllers. Alternatively, for example, where a call involves a calling party using a
telephone and a called party using a communication device (such as a personal
computer), the end-to-end association for the call can be between the calling party
telephony interface unit and the called party network interface unit.

TIUs can maintain information for calls while in progress, thereby
implementing certain service features locally. For example, call waiting can be
implemented locally, by detecting hook flash and controlling the active call.
Similarly, return call can be implemented locally by retaining state information in
the TIUs about the most recent calls.

Note that TIUs 170 and 171 are considered to be “untrusted” devices in the
sense that the TIUs can operate locally-stored software and are not necessarily under
the direct control of the service provider (e.g., the entity operating the
communication network 100). Because the TIUs are untrusted devices, information
passed to the TIUs can be first encrypted before it is given to the TIUs to guarantee
privacy. For example, state information can be passed from the gate controllers 110
and/or 111 to the TIUs which store the state information for their later use (thereby
avoiding the need to maintain state information for a call at the gate controllers) by
first encrypting the state information; the state information retrieved from the TIUs
can be verified subsequently via known encryption techniques.

In addition to encrypting the state information for the TIUs to maintain, a
cryptographic hash function can be applied to the state information to detect the
integrity of the state information (i.e., detect whether the state information has been
altered by an untrusted entity). By applying a cryptographic hash value to the state
information, a hash value is produced which can be sent to and maintained by the
TIUs. As aresult, when the state information is retrieved from a TIU, the

cryptographic hash function can be applied to this retrieved state information; if the
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same hash value is produced, then the retrieved state information has not been
altered at, for example, the TIU. The cryptographic hash functions can be, for
example, a modification detect codes (MDCs) or message authentication codes
(MACs).

Gate controllers 110 and 111 are adjunct platforms that have access to
authentication databases and customer profile information on database storage 140
and 141, respectively. Gate controllers 110 and 111 implement a set of service-
specific control functions to support communication services, such as authentication
and authorization, number translation and call routing, service-specific admission
control, and signaling and service feature support.

The gate controllers can authenticate signaling messages and authorize
requests for service so that communication services and certain service features are
only provided to authorized subscribers. In other words, upon receiving a setup
request message from a calling party, the gate controller can authenticate the identity
of the calling party and authorize the service sought by the calling party.

The gate controllers can translate dialed telephone numbers to
communication network addresses (such as, for example, IP addresses) based on call
routing logic. For example, an originating gate controller (e.g., gate controller 110)
can translate a dialed telephone number to a communication network address
associated with the terminating gate controller (e.g., gate controller 111). The
terminating gate controller can subsequently translate the communication network
address to the terminating end-point (e.g., BTI 171) to which the call should be
routed. In an alternative embodiment, a single dial telephone number can be mapped
to multiple communication network addresses, for example, to allow the signaling
and media end-points associated with a call to be distinct. ‘

The gate controllers can implement a broad range of service-specific
admission control policies for the communication services. For example, the gate
controllers can provide precedence for particular call (e.g., 911 emergency calls).
The gate controllers can perform admission control to implement overload control
mechanisms similar to those used in the convention telephone network (e.g.,

telephone network 135), for example, to restrict the number of calls to a particular
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location or to restrict the frequency of call setup to avoid signaling overload. These
mechanisms can be invoked either dynamically or under administrative control.

The gate controllers can perform signaling and service feature support where
the service features cannot be supported solely by the TIUs. For example, certain
service features such as call transfer require changing the end-points participating
the calls; in such a case, the gate controllers change the gate parameters because call
transfer requires reauthorization by the gate controllers. Service features that depend
on the privacy of the calling information, such as caller-ID blocking, are
implemented by the gate controllers. In addition, service features that require users
to receive a consistent view of feature operation even when a TIU is inoperative are
implemented by the gate controllers. For example, the gate controllers can control
call forwarding when a TIU for a call is inoperative.

Gate controllers can be organized in domains where each gate controller is
associated with a set of TIUs and the network edge devices that serve those TIUs.
Although the TIUs are not trusted entities, a trust relationship exists between an
network edge device and its associated gate controller because the gate controller
acts as a policy server controlling when the network edge device can provide
enhanced quality of service. A trust relationship can also exist between gate
controllers.

A gate controller can act as a simple transaction server so that a failure of a
gate controller does not affect associated calls that are in process. In one
embodiment, a gate controller domain can include a primary and a secondary gate
controller. If the primary gate controller fails, only calls in a transient state are
affected (i.e., calls that are being established including, for example, where network
resources are being allocated). The TIUs associated with those affected calls in a
transient state will try to be established on the secondary gate controller after a time-
out period has elapsed. All active calls (i.e., calls in progress) are unaffected by the
failure of a primary gate controller because the gate controller does not retain state
information for these stable, active calls. As a result, gate controllers easily and
efficiently scale as more gate controllers for the communication network are

required.
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Telephone network gateway 130 can include a combination of a trunking
gateway (not shown) and a signaling gateway (not shown). The trunking gateway
can convert between a data format used on the data network 100 and the pulse code
modulation (PCM) format typically used for transmission over the telephone
network 135. The signaling gateway can provide signaling internetworking between
signaling protocols of embodiments of present invention described below and
conventional telephony signaling protocols such as ISUP/SS7 (i.e., Integrated
Services Digital Network User Part / Signaling System 7). In an alternative
embodiment, a media gateway control protocol can be used to control the operation
of a media gateway separate from a signaling gateway.

Although not shown in FIG. 1, additional network entities (not shown) can
be included in the network 10. For example, the gate controllers can use other
servers to implement the authorization or the translation functions. Similarly, three
way calling can be supported using audio bridges in the network 10.

Note that although a limited number of network entities are shown in FIG. 1
for simplicity of presentation, other network entities can be included in network 10.
For example, although only a sole network interface unit (e.g., a cable modem) is
shown connected to a sole network interface unit, multiple network interface units
are likely connected to each access network. Similarly, although only a few network
edge devices, a few gate controllers and a sole telephone network gateway are shown
connected to the communication network 100, many such devices can be connected
to the communication network 100. Many other variations to the network 10 shown

in FIG. 1 are possible.

2. Two-phase Network Resource Reservation

In embodiments of the present invention, network resources for a call
between a calling party and a called party are allocated. The network resources for
the call are reserved based on a reservation request. The network resources are
reserved before any one network resource from the reserved network resources is
committed. The reserved network resources for the call are committed when a called

party indicates acceptance for the call.
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The term “network resources” is used herein as the facilities of a
communications network required for a call and any auxiliary services associated
with that call. Network resources can include, for example, the capabilities or
capacities of equipment within the communications network needed to establish and
maintain a call at an appropriate quality of service. The equipment within the
communications network can include, for example, routers, bridges and gateways
within the communications network.

The called party “indicates acceptance” for the call in a number of ways. For
example, where the called party is using a telephone 190, the called party can
indicate acceptance for the call by picking up the telephone hand set thereby causing
an off-hook condition. Where the called party is using a communication device 181
(e.g., a personal computer), the called party can indicate acceptance by making an
appropriate selection with the communication device 181 that initiates handshake
signaling (i.e., a personal computer equivalent for an off-hook condition). Where
the called party has an answering machine, the answering machine timer can expire
to connect the call.

Network resources are “reserved” in the sense that the network resources
required for a particular call can be identified before the called party is actually
connected to the calling party. These network resources can be reserved through the
appropriate signal messages collectively referred to herein as a “reservation request”.
After the appropriate network resources have been reserved based on the reservation
request, these network resources are committed when the called party indicates
acceptance for the call. By committing the network resources only when the called
party indicates acceptance for the call, the accounting for the call can, for example,
accurately track the time of the actual call while excluding the time of the call setup.

Network resources are “committed” in the sense that an available network
resource operates such that the voice information between the calling party and the
called party is transported. Before the network resources are committed, the
network resources are allocated for the call but are not configured to actually carry
the voice information for the call. By committing the reserved network resources

once the called party indicates acceptance for the call, the network resources are not ™
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wastefully configured before they are actually needed. This can be particularly
relevant for portions of the communication network where resources are limited,
such as, for example, the upstream resources within the cable network.

The term “quality of service” is used herein to include, but not limited to, the
measure of telecommunication service quality provided during a call. The quality of
service can be specified by a calling party, a called party or the service provider of
the communications network, or any combination thereof. In other words, the
quality of service is “authorized” in the sense that the calling party and/or the called
party specify a quality of service for the call and the service provider can verify the
specified quality of service for the call. For example, a calling party transferring
data (e.g., rather than transferring solely voice) may subscribe for a service with a
quality of service having a large bandwidth and small latency; in such an example, a
service provider can verify the service subscription for the particular quality of
service associated with the call for that particular calling party.

FIG. 2 illustrates a flow chart to reserve network resources for a call,
according to an embodiment of the present invention. FIG. 2 is a simplified view of
the connection process to better illustrate the two-phase allocation of network
resources. This process is in two phases in the sense that network resources are first
reserved and then committed in separate and distinct phases. In other words,
network resources are reserved first; once the reservation process is complete, then
the reserved network resources can be committed. Other aspects of the overall
process will be described in further detail in other sections below.

Note that components of the communications networks shown in FIG. 1 are
referred to in FIG. 2 for convenience with the shorthand notation: originating TIU
170 (TIU,), originating network edge device 120 (NED,), originating gate controller
110 (GC,), terminating gate controller 111 (GCy), terminating network edge device
121 (NEDy), and terminating TIU 171 (TTUy).

At step 210, a setup message for a call between a calling party and a called
party is sent from the originating TIU 170 to the originating gate controller 110 and
the terminating gate controller 111. For example, upon receiving the setup message

at the originating gate controller 110, the setup message (possibly modified with
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additional information) can be forwarded to the terminating gate controller 111
through communication network 100. In one embodiment, the setup message can
be, for example, in the form of the SETUP message described below in Section 7
entitled “Protocol Description”.

At step 220, a gate for the call is established at the terminating network edge
device 121 upon receiving the setup message from terminating gate controller 111.
A “gate” is a call-admission control mechanism that uses, for example, known
packet filters at the edge routers. At step 230, another gate for the call is established
at the originating network edge device 120. In one embodiment, the gates can have
associated time limits on the gate duration; such a features can allow the calls to be
limited where, for example, the calls are established with a pre-paid calling card that
has a limited amount of calling time that is pre-paid.

Note that by establishing the gates at the originating and terminating network
edge devices rather than at the corresponding gate controllers, the state information
for the call is maintained at a network entity through which the call is routed. In
other words, state information for a call can be maintained without maintaining the
state information at a gate controller. Consequently, if a gate controller fails after
the gates have been established for a call, the call can be maintained. The
establishment of gates for a call are discussed more fully below in the Section 4
entitled “Gate Coordination on a Per-Call Basis”.

At step 240, a reserve message is sent from the originating TIU 170 to the
originating NED 120. At step 250, a reserve message is sent from the terminating
TIU 171 to the terminating NED 121. The reserve messages sent by the originating
TIU 170 and terminating TIU 171 are a part of the reservation process where an
allocation of network resources is requested but the network resource need not yet be
assigned or committed. Allocating the network resources includes the verifying that
the quality of service desired by a TIU is no greater than the quality of service
authorized by the corresponding gate controller; the gate controller authorizes a
quality of service for a call using the authentication databases and customer profile

information on the associated database storage (e.g., database storage 140 and 141).
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To provide telephone-grade service over network 10, the network 10 can
provide bounded per-packet loss and delay for the voice packets of a call by
performing active resource management both in the access network 150 and 151,
and communication network 100. Because the network edge devices (e.g., NEDs
120 and 121) within the connection path for a call may have capacity constrained
links, reservation requests for a call (and any associated messages) are forwarded
end to end, thereby ensuring that network resources are available end to end. In one
embodiment, because the access networks 150 and 151 may be capacity constrained
(at least in the upstream direction), resource management is performed on a per-call
basis for the access networks 150 and 151.

Resource management in the communication network 100, however, can be
performed on a per-call basis or on a coarse-grained resource basis (i.€., resources
within the communication network 100 can be reserved for multiple calls at a given
time). Resource management within portions of the communication network 100
may be performed on a per-call basis because some network edge devices with the
communications network 100 may not have sufficient processing capacity to process
a large number of reservation messages typical for high volume call traffic.
Alternatively, resource management within portions of the communication network
100 may be performed on a multiple-call basis if these portions of the
communication network 100 are adequately provisioned (i.e., sufficient capacity has
been reserved by a multiple-call reservation); in such cases, network edge devices
within these portions of communication network 100 need not perform per-call
admission control. Consequently, in an embodiment of the present invention, some
network edge devices do per-flow admission control to interpret reservation requests
while other network edge devices that are in capacity-rich regions of the data
network 100 are provisioned to simply forward these messages without
interpretation.

Embodiments of the present invention can perform resource reservation in
the communication network 100 in a uni-directional manner which thereby
compensates for routing asymmetries. Thus, when the originating TIU 170 sends a

reservation request to the originating NED 120 and when the originating TIU 170
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receives back an acknowledgment for the reservation request, two aspects are of the
connection are confirmed. First, adequate bandwidth for the call is available in both
directions over the access networks 150 and 151. Second, adequate bandwidth for
the call is available over the communication network 100.

Steps 210 through 240 describe the process of reserving the network
resources. At this point, the network resources to be used for the call are reserved,
but none of these network resources are yet committed.

At step 250, end-to-end messages are exchanged between the originating TIU
170 and the terminating TIU 171. As previously discussed above, the term “end-to-
end” refers the associated between two end points associated with a call. So, where
a call involves a calling party and a called party using telephones, the end-to-end
association for the call can be between the two telephony interface units; thus, end-
to-end messages would include messages originating at one telephone interface unit
and terminating at the other telephony interface unit.

The end-to-end messages can include, for example, a ring message from the
originating TIU 170 to the terminating TIU 171, a ring back message from the
terminating TIU 171 to the originating TIU 170, and a connect message from the
terminating TIU 171 to the originating TIU 170. The ring message can signal the
terminating telephone 191 to ring thereby indicating an incoming call. The ring
back message can signal the originating TIU 170 that the terminating telephone 190
is ringing. The connect message can signal to the originating TIU 170 that the called
party has indicated acceptance for the call by, for example, going off-hook. Note
that these end-to-end messages can be routed between the originating TIU 170 and
the terminating TIU 171 without being routed through the originating gate controller
110 or terminating gate controller 111.

At step 270, upon the calling party and the called party being connected (e.g.,
upon an off-hook condition by the called party and a connect message being sent), a
commit message is sent from the originating TIU 170 to the originating NED 120
and from the terminating TIU 171 to the terminating NED 121.

At step 280, upon receiving the commit message at the originating NED 120,

the gate established at the originating NED 120 in step 230 is opened. Similarly, at



WO 00/08824 PCT/US99/17591

10

15

20

25

30

18

step 290, upon receiving the commit message at the terminating NED 121, the gate
established at the terminating NED 120 in step 220 is opened. At this point when
the gates are opened at the originating NED 120 and the terminating NED 121, the
reserved network resources are committed. The commit process can include a
verification by the NED that the actual quality of service sought by the associated
TIU is no greater than the quality of service reserved during the reservation process.

The gate at the originating edge router and the gate at the terminating edge
router for each call are opened almost simultaneously (e.g., within a few hundred
milliseconds of each other) because, under normal operating conditions, the calling
party and the called party send respective Commit message to their respective
network edge devices substantially simultaneously. Similarly, under normal
operating conditions, the calling party and the called party end the call and send
respective release messages to their respective network edge devices substantially
simultaneously. Gate coordination prevents billing for incomplete calls and prevents
theft of service by two colluding BTIs.

By separating the reservation process from the commit process, embodiments
of the present invention advantageously ensure that network resources are available
before actually ringing the far-end telephone (e.g., the telephone of the called party).
This, of course, advantageously ensures that usage recording is not initiated until the
far-end telephone goes off hook. Consequently, call billing excludes calls that are
not completed (e.g., where the called party does not answer) and excludes the
portion of calls that occur before the called party answers.

Although FIG. 2 describes an embodiment for reserving network resources
where the calling party and the called party were using telephones 190 and 191,
respectively, through TIUs 170 and 171, respectively, the process can be analogized
for a calling party and/or called party using a communication device 180 and/or 181,
respectively.

Note that the state information for a call can be maintained without
maintaining the state information at a gate controller. From the perspective of the
originating gate controller, a gate setup message for a call (e.g., a GATESETUP

message described in Section 7 below) is received through a network edge device
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