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SYSTEMS AND METHODS FOR In one aspect of the disclosure , a method of provisioning 
PROVISIONING MULTI - DIMENSIONAL multi - dimensional rule based entitlement is provided . The 
RULE BASED ENTITLEMENT OFFERS method includes : receiving within a headend and at a policy 

management module first conditions and rules for content CROSS - REFERENCE TO RELATED 5 from a service provider or a third party device ; and gener APPLICATIONS ating , for a point of presence device of a customer , a policy 
This application is a continuation of U . S . patent applica for entitlement and usage of content . The generating of the 

tion Ser . No . 14 / 871 , 835 filed on Sep . 30 , 2015 . The entire policy for entitlement and usage of content includes : merg 
disclosure of the above application is incorporated herein by ing conditions and rules of policies including the first 
reference . conditions and rules to generate the policy for entitlement 

and usage of content based on a predetermined hierarchy of 
TECHNOLOGY FIELD the policies , where rules and conditions of the policy for 

entitlement and usage of content are multi - dimensional to The present disclosure relates generally to content distri include a customer dimension , a point of presence device bution systems and , more specifically , to systems and meth - 15 dimension , and a provider dimension ; and generating a ods for enabling provisioning of complex rules with regard 
to entitlement to support providing services to fill consumer configuration file including conditions or condition based 
requests for content . parameters . The method further includes : presenting an offer 

for the content to the customer via the point of presence 
BACKGROUND 20 device ; receiving an acceptance signal indicating acceptance 

of the offer from the point of presence device ; and enforcing 
The statements in this section merely provide background the policy for entitlement and usage of content according to 

information related to the present disclosure and may not the configuration file . constitute prior art . In another aspect , a system for provisioning multi - dimen Satellite television has become increasingly popular due 25 25 sional rule based entitlement is provided . The system to a wide variety of content and the quality of content 
available . A satellite television system typically includes a includes a policy management module , an authorization 

module and a conditional access management module . The set top box that is used to receive satellite signals and decode policy management module is configured to : receive first the satellite signals for use on a television . The set top box 
typically has a memory associated therewith . The memory conditions and rules for content from a service provider or 
may include a digital video recorder or the like as well as 30 a third party device , wherein the policy management module 
storage for an operating code of the set top box . is within a headend ; and generate , for a point of presence 

Content providers provide a variety of content to con - device of a customer , a policy for entitlement and usage of 
sumers . The content may be provided in the form of audio , content . The generating of the policy for entitlement and 
video , movies , etc . Available content is typically received at usage of content includes : merging conditions and rules of 
a set top box ( or user receiving device ) and displayed to the 35 policies including the first conditions and rules to generate 
user using a guide . The guide typically includes channels the policy for entitlement and usage of content based on a 
and timeslots as well as programming information for each predetermined hierarchy of the policies , where rules and 
information timeslot . The programming information may conditions of the policy for entitlement and usage of content 
include the content title and other identifiers such as actor are multi - dimensional to include a customer dimension , a 
information and the like . The user selects a channel via the 40 point of presence device dimension , and a provider dimen 
guide and the set top box ( STB ) then displays the channel on sion , and generating a configuration file including conditions 
a display ( e . g . , a television ) . or condition based parameters . The authorization module is Customers ( or users ) of a service provider can subscribe configured to present an offer for the content to the customer to various packages . Each of the packages provides access via the point of presence device , and receive an acceptance to a certain set of channels . The customers call the service 45 signal indicating acceptance of the offer from the point of provider to establish an account with the service provider . 
While setting up an account , a customer selects a package presence device . The conditional access management mod 
and provides billing information to the service provider . The ule is configured to enforce the policy for entitlement and 
customer is then able to access channels in the selected usage of content according to the configuration file . 
package . Further areas of applicability will become apparent from 

In addition to the channels in a selected package that a 50 the description provided herein . It should be understood that 
customer is signed up to receive , the customer may also the description and specific examples are intended for pur 
receive additional content . This may include the customer poses of illustration only and are not intended to limit the 
selecting a channel , program and / or video via the STB scope of the present disclosure . 
and / or again calling the service provider to request for the 
selected channel , program and / or video . For example , a 55 DRAWINGS 
customer may request a video , obtain authorization to 
receive the video , and receive the video at a STB of the The drawings described herein are for illustration pur 
customer . This is often referred to as pay - per - view ( PPV ) . poses only and are not intended to limit the scope of the 
The video is transmitted to the STB and may then be present disclosure in any way . 
displayed on a display ( or television ) of the STB . The 60 FIG . 1 is a functional block diagram of a communication 
customer may control when the video is displayed . system in accordance with the present disclosure . 

FIG . 2 is a functional block diagram of a headend in 
SUMMARY accordance with the present disclosure . 

FIG . 3 is a functional block diagram of a user receiving 
The present disclosure provides systems and methods for 65 device in accordance with the present disclosure . 

providing content access based on quick response codes and FIG . 4 is a functional block diagram of a control module 
text messages . of the user receiving device of FIG . 3 . 
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FIG . 5 is a functional block diagram of a mobile device devices per account ( e . g . , no more than 5 registered devices 
in accordance with the present disclosure . can be allowed to stream or download a movie title ) ; device 

FIG . 6 is a functional block diagram of a policy manage class or type specific ( e . g . , can only be watched on iOS® 7 
ment system in accordance with the present disclosure . and Android® 5 or a newer version ) ; geographical location 

FIG . 7 is a functional block diagram of a portion of the 5 specific ( e . g . , zip code based , U . S . only , not within one mile 
policy management system of FIG . 6 . radius of a stadium during a live broadcast of the purchased 

FIG . 8 is a block diagram illustrating policy bundle event such as a game or concert , etc . ) ; blackout conditions 
formation in accordance with the present disclosure . ( e . g . , cannot watch during ( e . g . , holiday season , or when the 

FIG . 9 is a block diagram illustrating offer templated content is in DVD / BluRay® re - sale window etc . ) ; user 
bundle formation in accordance with the present disclosure . 10 profile specific ( e . g . , only subscribers of premium channels 

FIG . 10 is a block diagram illustrating distribution of such as HBO® , Cinemax® can get three free VOD movies 
policies , policy groups , and policy bundles in accordance for the months of August and September ) ; and other con 
with the present disclosure . ditions . Many of these conditions and corresponding rules 

FIG . 11 is a block diagram illustrating a policy merger and can be content provider specific , i . e . different content pro 
a policy hierarchy in accordance with the present disclosure . 15 viders might have different sets of rules for their content . 

FIG . 12 is a functional block diagram of an offer distri - As a result , the conditions and rules and / or combination 
bution system in accordance with the present disclosure . thereof can get very complex and it can be difficult to 

FIG . 13 is a block diagram illustrating offer distribution in implement a decision process to grant authorization and 
accordance with the present disclosure . enforce entitlement of some content to a user . The examples 

FIG . 14 illustrates a content distribution method in accor - 20 disclosed introduce entitlement policies and provide meth 
dance with the present disclosure . ods and systems for implementing the entitlement policies . 

FIG . 15 illustrates a policy management method in accor The methods and systems provide flexibility and extensibil 
dance with the present disclosure . ity to incorporate complex conditions and rules in formu 

lating offers ( e . g . , a VOD title for streaming and download 
DETAILED DESCRIPTION 25 ing , a package of three episodes of a series , a whole series , 

a package of premium channels such as HBO® / Cinemax® / 
A set - top - box ( STB ) may receive an audio / video input Starz® with three free VOD movie titles , etc . ) . 

signal via a cable network or a satellite and direct the The conditions and rules associated with an offer are 
audio - video input to a television ( or other display ) . A user enforced as a combination . Intersections and / or unions of 
may interact with the STB via a remote control device , a 30 the conditions and rules are addressed and a hierarchy of the 
cellular phone or other mobile device in order to view a conditions and rules with orders of precedence is followed . 
guide and / or programs on the television and manage usage Override procedures are also implemented . This is done 
of the STB . The terms “ user " , " viewer ” , and “ customer ” are without having to manually implement ( code ) each time 
used herein interchangeably and may refer to the same there ' s a new rule or changes to existing rules . Entitlement 
person . Transactions between the user and a service provider 35 policies may be created as metadata files and associated with 
may be performed via the STB , the mobile device and / or offers and may be edited and interpreted . Authentication or 
other point of presence ( POP ) device . The transactions may enforcing modules may interpret the entitlement policies to 
be associated with services being provided by the service authorize viewing entitlement to a user on content referred 
provider to the POP devices . The services may include , for to in an offer . This provides a data driven system . 
example , programs , audio tracks , videos , and / or pay - per - 40 The following disclosed examples provide provisioning 
view ( PPV ) products . Various types of products ( or content ) of multi - dimensional rule based entitlement offers for own 
may be offered including ( i ) pay - to - rent content such as ership , rental and subscription of broadband delivered video 
video - on - demand ( VOD ) content , and ( ii ) pay - to - own con - content to POP devices , such as consumer devices , mobile 
tent such as electronic sell through ( EST ) content ( e . g . , devices ( e . g . , laptop computers , smart telephones , and tab 
standard definition ( SD ) , high - definition ( HD ) and / or 4K 45 lets ) , URDs , set - top - boxes ( STBs ) media gateway devices , 
( referred to sometimes as ultra - high definition ) formats ) . personal computers , smart televisions , etc . A POP is a 

Accessing and viewing a digital video such as a movie , a network operation center or data center that may be located 
TV show , a channel or an on - air program of a channel in various geographical locations . POP devices of a cus 
streamed over the Internet is subjected to ever more complex tomer may be located in one or more rooms , floors , buildings 
rules that are dictated by systems of a service provider 50 and / or geographical locations . The examples enable mul 
and / or contractual agreements with third party content pro - tiple entitlement offers of on - demand content to be delivered 
viders , especially on premium content provided by major from systems of a service provider , such as one or more 
studios . A traditional model of purchasing and using physi - systems within one or more headends over terrestrial and 
cal media ( e . g . , DVD and BluRay® discs ) for a movie or a direct broadcast networks . 
TV series includes a user purchasing the physical media and 55 As an example , the headends , content providers , and 
viewing the physical media as many times as a user wants . service providers may provide various types of content 
The physical media can be passed around to be played on including programs , videos , and PPV content . Advertisers 
any DVD / BluRay® player . In contrast , distribution of con - may advertise products ( e . g . , consumer products ) , services 
tent , such as that on physical media , digitally over the ( e . g . , residential or business services , legal services , medical 
Internet is subjected to complex conditions . Examples of the 60 services , etc . ) , programs ( e . g . , broadcast channels , concerts , 
conditions are : viewing windows ( e . g . , must watch within sporting events , etc . ) , videos , PPV content ( e . g . , videos , 
30 days of purchase or rent , and 48 hours when viewing is sporting events , etc . ) , and / or other items that can be adver 
started ) ; a limited number of concurrent viewing ( or stream - tised . The products may include the programs , videos , PPV 
ing ) sessions to users ' devices per account or household content , and / or other content . The consumer products may 
( e . g . , no more than 3 concurrent streaming sessions of the 65 include food and / or drink products , residential products , 
same movie title on devices of family members such as business products , vehicles , and / or other products . The 
father ' s , mother ' s and daughter ' s ) ; a limited number of advertisements may advertise content provided by a content 
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provider and / or products and services offered for purchase 24 and a transmitting antenna 26 . The receiving antenna 24 
by other product and / or service providers . receives the uplink signals 20 from the satellite antenna 18 . 

The disclosed examples allow for various types of content The transmitting antenna 26 generates downlink signals 28 
to be offered including : pay - to - own content such as movies and communicates the downlink signals 28 to various POP 
and television shows ; permanent viewing access rights to 5 devices , such as user receiving devices 30 and / or mobile 
content , where unlimited viewing time has been paid by a devices 31 . The user receiving devices 30 may be imple 
customer ; pay - to - rent content , such as movies and TV mented as and / or include set top boxes . 
shows , where a finite duration of viewing access rights to The headend 12 may be connected to the user receiving 
content is provided and a limited viewing time is paid for by devices 30 via the network 42 and / or the router 44 . The 
a customer ; and / or subscription of on - demand content , 10 network 42 may be a single network or a combination of 
where a customer has viewing access to a library or collec - different types of networks . For example , the network 42 
tion of content for a recurring fee . The disclosed examples may be a broadband wired network , a digital subscriber line 
provide : expected value to product offerings by allowing for ( DSL ) network , and / or a wireless network . A broadband 
the flexibility to package product offers of a digital asset or wired network may be an Ethernet network or a phone line 
programming content ; expanding service provider product 15 network . The network 42 may be a one - way network such 
offer availability on new types of consumer electronic that data may be communicated from the user receiving 
devices ; and increasing revenue of on - demand content on a devices 30 to the headend 12 . The network 42 may also be 
transactional or subscription basis . The disclosed methods a two - way network that delivers content from the headend 
may be broadly applied to packaging and provisioning of 12 in response to selection signals communicated from the 
entitlement offers for viewing consumption of network 20 user receiving devices 30 . The network 42 may be in 
distributed digital goods and / or assets over a wide range of communication with the local area network 36 . The network 
consumer electronics devices and / or appliances . 42 may include an Internet . 

A service provider may offer VOD , live streaming , C3 , The user receiving devices 30 may include and / or be 
4K , and other capabilities across a variety of platforms connected to displays 46 ( e . g . , televisions ) , as shown . The 
including iOS® , Android® , PC / Mac , and STB . Which plat - 25 displays 46 may display both video signals and output audio 
form each capability is enabled on and all conditions and signals . The user receiving devices 30 may be referred to as 
rules for the capability may be embedded in and / or shared fixed ( or non - mobile ) user devices because the user receiv 
among devices and / or modules of the systems providing the ing devices are intended to be used from a fixed position on 
capability . The number of capabilities , features , and offer the surface of the earth . The user receiving devices 30 may 
ings can continue to increase . This increase in capabilities , 30 include circuitry to tune , decode and store content therein . 
features and offerings can require a large amount of coor - Details of the user receiving devices 30 are further described 
dination and development . Leveraging capabilities from one below . 
feature into another feature requires project planning and The user receiving devices 30 may be in communication 
development including multiple phases . The disclosed with each other through a network 36 such as a local area 
examples allow for new capabilities , features , rules , and 35 network . Content may be stored in one or more of the user 
offers to be introduced and implemented without requiring receiving devices 30 and / or in a memory separate from the 
updating software coding and / or development . The dis - user receiving devices 30 and accessed by the user receiving 
closed examples allow mixing and matching of capabilities , devices 30 . The content may be shared by and / or transmitted 
features , rules , conditions and offers to provide new and / or between the user receiving devices 30 . The user receiving 
updated offers and / or capabilities . 40 devices 30 may be located in respective rooms of a building 

FIG . 1 shows a communication system 10 that includes a ( an example of which is designated 29 ) , such as a home , 
headend 12 . The headend 12 operates as a content process - multi - unit dwelling or business . The content may be deliv 
ing system and a transmission source . The headend 12 may e red to two or more of the user receiving devices 30 during 
also be used for distributing content and providing billing a same period of time in a multi - room viewing function . The 
data . The details of the headend 12 will be further described 45 user receiving devices 30 may be associated with one or 
below with respect to FIG . 2 . more accounts . 
One or more content providers 14 , only one of which is The user receiving devices 30 are in communication with 

illustrated in FIG . 1 , may provide content and data related to an antenna 48 . The antenna 48 receives the downlink signals 
the content such as metadata to the headend 12 . The content 28 . Thus , the user receiving devices 30 may be referred to 
providers 14 may individually and / or collectively be 50 as satellite television receiving devices . However , the sys 
referred to as a content service provider . The content may t em has applicability in non - satellite applications , such as in 
include channels , programs , videos and / or other content . wired or wireless terrestrial systems . The user receiving 
The metadata may include ratings data . Ratings data may devices 30 may be included in and / or implemented as 
include Motion Picture Association ratings such as G , PG , televisions , set top boxes , and / or set back boxes and thus 
PG - 13 , R , NC - 17 and X . Ratings data may also include 55 may be referred to as fixed ( or non - mobile devices ) . The user 
television ratings such as TV - Y , TV - Y7 , TV - G , TV - PG , receiving devices 30 may be referred to as televisions , set 
TV - 14 , and TV - MA . Of course , different countries may have top boxes , and / or set back boxes . The user receiving devices 
different rating systems . The headend 12 receives various 30 may be interconnected . 
types of content and data from the content provider 14 and The user receiving devices 30 may be connected to the 
communicates the content to various user devices associated 60 router 44 and / or may be in communication with the network 
with the system . 42 and the mobile devices 31 . The mobile devices 31 may 

The headend 12 may communicate content to users in be cellular phones , smart phones ( i . e . have Internet access ) , 
various manners including a satellite system and through dumb phones ( i . e . do not have Internet access ) , tablets , 
terrestrial networks . Carrying through with the satellite laptops , wearable device , etc . A wearable device may be one 
example , the headend 12 includes an antenna 18 for com - 65 of a number of types of devices that are worn by a user . A 
municating process content through uplink signals 20 to a wearable device may be fixed wearable by a user meaning 
satellite 22 . The satellite 22 may include a receiving antenna the wearable device is meant to be fixed to the user . 
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Examples of wearable devices include a computerized watch mented as a product and / or service provider server 60 , a 
such as a Samsung® or Apple® watch . The watch devices payment server 62 and / or an advertiser server 64 . The 
are fixed to an arm of the user . Another example of a product and / or service provider server 60 may offer for sale 
wearable device is GOOGLE GLASS® , which is fixed to a products ( e . g . , non - content products , consumer products ) 
head of a user . Of course , other types of wearable devices 5 and / or offer services ( e . g . , residential and / or business ser 
affixed to other parts of the body may be used . A wearable vices , legal services , medical services , etc . ) to users of the 
device may be in direct communication with the user user receiving devices 30 and / or mobile devices 31 . The 
receiving devices 30 through Bluetooth® connections . As payment server 62 may interact with the user receiving 
described below , the user receiving devices 30 and the devices 30 and / or the mobile devices 31 to facilitate pre 
mobile devices 31 may include Bluetooth® transceivers 10 senting offers , receiving acceptance of the offers and con 
( referred to as radios ) . The mobile devices 31 may also be firmation of the acceptance . The advertiser server 64 may 
in communication with the user receiving devices 30 via include an advertiser database 65 and may present offers for 
Internet protocol ( IP ) connections and / or the router 44 . The products and / or services to the user receiving devices 30 and 
mobile devices 31 may also be in communication with the mobile devices 31 . The servers 49 , 52 , 60 , 62 and 64 may 
devices ( e . g . , the headend 12 ) outside the local area network 15 communicate with the user receiving devices 30 and mobile 
via the router 44 and / or the network 42 . As used herein , a devices via the network 42 and / or router 44 . 
mobile device may refer to a mobile phone , a tablet , a The communication system 10 may also include a cloud 
remote control device , a wearable device , etc . network 66 ( referred to as the cloud ” ) . The cloud network 

The router 44 may be a wireless router or a wired router may include a cloud server 68 . The cloud server 68 may 
or a combination of the two . For example , the user receiving 20 store various types of information and / or data which may be 
devices 30 may be wired to the router 44 and wirelessly accessible by the headend 12 , the servers 49 , 52 , 60 , 62 , 64 , 
coupled to the mobile devices 31 . The router 44 may the user receiving devices 30 and the mobile devices 31 . The 
communicate IP signals to the user receiving devices 30 . The various types of information and data may include , for 
IP signals may be used for controlling various functions of example , user information , billing information , offers , ads 
the user receiving devices 30 . IP signals may also originate 25 including upsell and / or cross - sell ads , object ( product and / or 
from the user receiving devices 30 and be transmitted to the service ) information , etc . 
mobile device 31 . FIG . 2 shows the headend 12 . It should be noted that the 

The mobile devices 31 may also have displays , an headend 12 is illustrated as a single device or facility , but 
example of which is shown in FIG . 5 . The displays of the may refer to multiple devices and / or facilities . That is , each 
mobile devices 31 may display video and output audio 30 of the individual components illustrated within the headend 
signals . The displays may be touch screens that act as user 12 may be physically located in various locations . The 
interfaces . Other types of user interfaces on the mobile headend 12 , one or more of the modules of the headend 12 , 
devices 31 may include buttons and switches . and / or the memory of the headend 12 may be included in the 

The network 42 may , for example , be a public switched content provider 14 . 
telephone network , the Internet , a mobile telephone network 35 The headend 12 may include a content distribution mod 
or other type of network . The network 42 may be in direct ule 210 that is used for distributing content through different 
wireless communication with the mobile device 31 via a means . The headend 12 may be in communication with an 
cellular system and / or may be in indirect communication output module 212 for uplinking content to a satellite 
with the mobile devices 31 via the router 44 and / or the user through the satellite antenna 18 as illustrated in FIG . 1 
receiving devices 30 . 40 and / or transmitting signals to and / or receiving signals from 

The content provider 14 provides content to the headend the network 42 . The output module may include and / or be 
12 . Although only one content provider 14 is illustrated , implemented as an interface and / or a transceiver . The con 
more than one content provider may be incorporated in the tent distribution module 210 may thus format the signal in 
system 10 . The headend 12 distributes the content through an appropriate format for uplinking through the output 
the satellite 22 and / or the network 42 to the user receiving 45 module 212 . The output module 212 may uplink various 
devices 30 and / or the mobile device 31 . The content pro content through the satellite to the user receiving devices 30 
vider 14 may include and / or be implemented as content and / or the mobile devices 31 ( collectively referred to as 
provider server 49 . receiving devices ) of FIG . 1 . The content distribution mod 

A data provider 50 may also provide data to the headend ule 210 may also transcode the content in formats suitable 
12 . The data provider 50 may provide various types of data 50 for use by the receiving devices . 
such as schedule data or metadata that is provided within the The output module 212 may also communicate condi 
program guide system . The metadata may include various tional access data to the receiving devices for accessing the 
descriptions , actor , director , star ratings , titles , user ratings , content . The conditional access data may be communicated 
television or motion picture parental guidance ratings , in a conditional access packet that includes data for tuning 
descriptions , related descriptions and various other types of 55 the receiving devices to receive the data . The conditional 
data . The data provider 50 may provide the data directly to access data may be received directly or indirectly from a 
the headend and may also provide data to various devices conditional access module 224 . The conditional access mod 
such as the mobile device 31 and the user receiving device ule 224 may provide conditional access signals to a billing 
30 through the network 42 . This may be performed in a module 220 to allow a particular user access to content . The 
direct manner through the network 42 . The data provider 50 60 conditional access module 224 may generate a conditional 
may include and / or be implemented as a data provider server access packet ( CAP ) together with data from the billing 
52 . module 220 for uplinking through the output module 212 . If 

The communication system 10 may further include a the content is satellite content , access data such as , but not 
product and / or service provider 54 , a payment service pro - limited to , the particular transponder , channel and time at 
vider 56 , an advertiser 58 . The product and / or service 65 which the content is broadcasted may be provided in the 
provider 54 , the payment service provider 56 and / or the CAP . If the content is to be provided over an Internet or other 
advertiser 58 may respectively include and / or be imple - broadband - type network , an IP address of the content may 
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be provided . The CAP may also include encryption / decryp communicate content and metadata to the output module 
tion information for the receiving devices to receive the 212 . The program guide module may thus contain data 
content and decode the content . related to the ratings of the particular content to be broad 

The content distribution module 210 may also be in casted and controlled by the content distribution module 
communication with a network interface module 214 . The 5 210 . 
network interface module 214 may be in communication The program guide module 230 communicates program 
with the network 42 ( shown in FIG . 1 ) for communicating guide data to the user receiving devices 30 illustrated in FIG . 
content therethrough . The network interface module 214 ( or 1 . The program guide module 230 may create various 
the content distribution module 210 ) may format the content objects with various types of data . The program guide 
signals into internet protocol signals for distribution through 10 module 230 may , for example , include schedule data , vari 
the network 42 . ous types of descriptions for the content and content iden 

The content distribution module 210 may also be in tifier that uniquely identifies each content item . The program 
communication with content memory 216 . The content guide module 230 , in a typical system , communicates up to 
memory 216 may be referred to as a content repository . The two weeks of advanced guide data for linear content to the 
content memory 216 may receive content from a content 15 user receiving devices . The guide data includes tuning data 
providing module 217 for distribution through the satellite such as time of broadcast data , end time data , channel data , 
system or the network 42 . The content providing module and transponder data to name a few . Guide data may also 
217 may receive content from the content provider 14 . The include content available on - demand and pay - per - view con 
content memory 216 may save on - demand or PPV content tent . 
therein . 20 A scheduling module 232 may be in communication with 

The content providing module 217 may also provide live the program guide module 230 and the content distribution 
television content for distribution through the content dis - module 210 to arrange the content to be distributed as well 
tribution module 210 . The content distribution module 210 as provide program guide data for the content to be distrib 
may thus communicate live content through the output uted . The scheduling module 232 may also be in commu 
module 212 or through the network interface module 214 to 25 nication with the content providing module 217 for obtain 
the appropriate networks . The content providing module 217 ing a schedule for live channel broadcast . 
may provide content and / or ads to a video processing An authentication module 240 may be used to authenti 
module 219 , which may perform image recognition to detect cate various user receiving devices and mobile devices that 
products and generate corresponding metadata . This is communicate with the headend 12 . The authentication mod 
described in further detail below . 30 ule 240 may be in communication with a billing module 220 . 

The content providing module 217 processes received The billing module 220 may provide data for subscriptions 
content for communication through the satellite 22 or net and various authorizations suitable for the user receiving 
work 42 . The content providing module 217 may commu - devices and the mobile devices . The authentication module 
nicate live content as well as recorded content . The content 240 ultimately permits the user receiving devices and mobile 
memory 216 may store on - demand or PPV content for 35 devices to communicate with the headend 12 . Authentica 
distribution at various times . The PPV content may be tion may be performed by providing a user identifier , a 
broadcasted in a linear fashion ( at a predetermined time password , a user device identifier or combinations thereof . 
according to a predetermined schedule ) . Linear content may Channels and / or programs may be provided to the user 
be presently broadcasted and may also be scheduled to be receiving devices and / or mobile devices based on passcodes , 
broadcasted in the future . The content memory 216 may also 40 as further described below . 
store on - demand content therein . On - demand content is FIG . 3 shows a user receiving device 250 that may replace 
content that is broadcasted at the request of a user receiving any of the user receiving devices 30 of FIG . 1 . Although , a 
device and may occur at any time ( not on a predetermined particular example using the user receiving device 250 as a 
schedule ) . On - demand content is referred to as non - linear satellite set top box is illustrated , it is merely representative 
content . 45 of various electronic devices with an internal control module 

A billing module 220 may also be incorporated into the ( or controller ) used as a content receiving device . An 
headend 12 . The billing module 220 may be used for antenna 252 may be one of a number of different types of 
associating one or more receiving devices with a user antennas used for receiving satellite signals that may include 
account . For example , different types of receiving devices one or more low noise blocks associated therewith . The 
such as mobile devices and one or more fixed set top boxes 50 antenna 252 may be a single antenna used for satellite 
may be associated with a user account . By associating the television reception . Of course , multiple antennas for receiv 
receiving devices with a user account , content may be shared ing signals from satellites in different orbital slots may be 
or accessed by each of the receiving devices associated with used . In a terrestrial system such as a cable television 
the account . system , no antenna may be used . Rather , a connector to a 

A registration module 222 may be used to associate each 55 fiber optic or coaxial cable may be used . Terrestrial systems 
of the receiving devices with a user account at the billing may have an antenna suitable for receiving terrestrial wire 
module 220 . The registration module 222 may be an auto - less signals . The user receiving device 250 is connected to 
mated system through which the user calls or accesses a display ( e . g . , one of the displays 46 ) . The user receiving 
remotely by computer for associating the receiving devices device 250 may have an output driver 310 for formatting 
with the account . The registration module 222 may also be 60 video and audio signals for output to the display 46 . 
partially human activated in which a customer service A user receiving device control module 330 may be used 
representative enters data for multiple receiving devices and to coordinate and control the various functions of the user 
associates the receiving devices with an account . receiving device 250 . The user receiving device control 

A program guide module 230 may also be included within module 330 may include and / or be implemented as a con 
the headend 12 . The program guide module 230 receives 65 troller . These functions may include functions of : tuners 
metadata and other data from the content providing module 320A - 320N ( collectively 320 ) ; demodulators 322A - 322N 
217 . The program guide module 230 is ultimately used to collectively 322 ) ; decoders 324A - 324N ( collectively 324 ) 
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such as forward error correction decoders ; and any corre WiFi , WiMax , WiMax mobile , wireless , cellular , or other 
sponding buffers and / or other related functions . types of communication systems . The network interface 352 

The tuners 320 receive respective signals or data from may use various protocols for communication therethrough 
corresponding individual channels . The tuners 320 may including , but not limited to , hypertext transfer protocol 
receive data from a satellite or a source such as cable or 5 ( HTTP ) . 
over - the - air TV broadcasts . The tuners 320 may receive The user receiving device 250 may also include a condi 
television programming content , program guide data or tional access module 360 . The conditional access module 
other types of data . The demodulators 322 demodulate the 360 prevents unauthorized reception of the television signals signals or data to form a demodulated signal or data . The through the antenna 252 . The conditional access module 360 decoders 324 decode the demodulated signals to form 10 may use a cryptographic hash to authorize the use and decoded data or decoded signals . By providing a number of display of the received signals . The conditional access tuners , demodulators and decoders , a number of different module 360 may receive the proper codes or signals from the content programs may be used by the user receiving device 

headend . 250 . For example , live viewing and recording may be 
performed simultaneously . A number of recordings may be 15 The user receiving device control module 330 may also be 
made simultaneously depending on the number of tuners connected to a Bluetooth module 362 ( is Bluetooth® 
available . enabled ) . The Bluetooth module 362 may include and / or be 

The user receiving device control module 330 is in implemented as a Bluetooth transceiver . The Bluetooth 
communication with a memory 340 . The memory 340 is transceiver may be in communication with mobile devices 
illustrated as a single box . The memory 340 may be imple - 20 ( e . g . , the mobile devices 31 of FIG . 1 ) . The user receiving 
mented as multiple different types of memories including a device control module 330 may communicate with the 
hard drive , a flash drive and various other types of memory mobile devices 31 via the router 44 and / or the Bluetooth 
devices . The memory 340 may be other types of memory or transceiver . The transceivers disclosed herein may include 
sections of different types of memory . The memory 340 may and / or be implemented as transceivers . 
be non - volatile memory or volatile memory . The memory 25 The user receiving device control module 330 may also 
340 may include a customer database 341 and a DVR 342 . include an infrared or radio frequency transceiver 364 for 
The DVR 342 may include recorded content stored for later communication with a remote control device 366 . The 
playback . remote control device 366 may be used to , for example , 

The memory 340 may include storage for various opera - change a channel of the user receiving device 250 . The 
tional data collected during operation of the user receiving 30 remote control device 366 may also be used to , for example , 
device 250 . For example , the memory 340 may store user resume viewing of a channel and / or a video , as is further 
configuration data for each user associated with a device or described below . The remote control device 366 may include 
system . The user configuration data may include rating a keypad 368 for generating key signals that are communi 
limits set by a user of the user receiving device 250 . A cated to the user receiving device 250 . The remote control 
default user configuration may also be established in case 35 device 366 may also include a microphone 370 for receiving 
visual recognition is not achieved . This will be described in an audible signal and converting the audible signal to an 
detail below . Other types of data in the memory 340 may electrical signal . The electrical signal may be communicated 
include the channel subscription data , the blocked channels , to the user receiving device 250 . The remote control device 
adult channels , current set top box language , TV resolution 366 may also include a display 372 . 
data , to do list data , the conditional access module identifier , 40 FIG . 4 shows a portion 400 of a user receiving device 
time zone data , time of day daylight savings , status data , ( e . g . , one of the user receiving devices 30 , 250 disclosed 
aspect ratio data , viewing hours data , quick tune list and a above ) . The portion 400 includes the output driver 310 , the 
zip code . user receiving device control module 330 , the network 

The memory 340 may also store the advanced program interface 352 , the Bluetooth module 362 , and the transceiver 
guide data . The memory 340 may store program guide data 45 364 . The portion 400 also includes the memory 340 and the 
that is received from the headend . The program guide data DVR 342 , which are shown collectively as memory / DVR 
may include amounts of data including two or more weeks 340 / 342 . The user receiving device control module 330 
of program guide data . The program guide data may be includes a transaction system 402 . The transaction system 
communicated to the user receiving device 250 in various 402 includes a transaction module 404 , a profile module 
manners including through the satellite 22 of FIG . 1 . The 50 410 , a channel module 412 , a DVR module 414 , an output 
program guide data may include content or program iden - module 416 and a security module 418 . 
tifiers , ratings and various data objects corresponding The transaction module 404 includes a metadata module 
thereto . 420 , a purchasing module 422 , an authorization module 424 , 

The user receiving device 250 may also include a user and a pay - per - view ( PPV ) module 426 . The metadata mod 
interface ( UI ) 350 . The UI 350 may include various types of 55 ule 420 monitors metadata to detect purchasable objects in 
user interfaces such as a keyboard , push buttons , a touch a video . The purchasing module 422 may control purchasing 
screen , and a voice activated interface or the like . The UI of content by a user of a mobile device . This may include 
350 may be used to : select a channel ; change user profiles receiving and / or exchanging identification information , bill 
including acceptable ratings ; select various information such ing information , and / or contact information with a mobile 
as content selections , change the volume ; change the display 60 device of a user and / or a content provider . The stated 
appearance ; and / or perform other functions . The UI 350 may information may be received from the mobile device and 
also be used for selecting playback locations of the content . transferred to the content provider or may be provided by the 

A network interface 352 may be included within the user content provider . The stated information may be stored in 
receiving device 250 to communicate various data through the memory 340 and accessed by any of the modules 420 , 
the networks 36 , 42 described above . In one implementa - 65 422 , 424 , 426 . The purchasing module 422 may provide 
tion , the user receiving device 250 does not include the confirmation request messages , which may be displayed to 
network interface 352 . The network interface 352 may be a confirm that the user wants to purchase certain selected 
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362 . 

content . The confirmation request messages may have origi - 416 may output channels and / or videos to the output driver 
nated at and / or have been received from the content pro 310 based on the profile ID number and / or the security level 
vider . associated with a profile of one or more mobile devices . The 

The authorization module 424 may perform one or more output module 416 includes an image module 417 that may 
handshake processes with the headend , the content provider , 5 alter a portion of an image of an object to alert a viewer of 
and / or a mobile device to authorize ( or reauthorize ) recep the object . 
tion and / or display of content on a display of the corre The security module 418 may control operation of the 
sponding user receiving device and / or the mobile device . output module 416 based on a security level of a profile . The 
The content may be PPV content or other content . In one security module 418 may also be used to set passcodes 
embodiment , the authorization module 424 receives autho - 10 and / or require a passcode to view certain channels , programs 
rization signals from a content provider to permit down and / or videos . The security module 418 may be in commu 
loading and / or displaying of certain content . nication with the mobile devices via the Bluetooth module 

The authorization module 424 may generate authorization 
preview screens and / or authorization messages . The autho - FIG . 5 shows a mobile device 450 . Any of the mobile 
rization module 424 may display via the output module 416 15 devices of FIG . 1 may be configured as the mobile device 
the authorization preview screens and the authorization 450 . The mobile device 450 includes a mobile device control 
messages . The authorization preview screen may be a blank module 452 that controls various functions of the mobile 
( or black ) screen or may provide , for example , an image of device 450 . The mobile device control module 452 includes 
a scene of the content attempting to be accessed by a user . a second transaction system 453 that includes a transaction 
The authorization preview screen may include an authori - 20 module 454 , a channel module 458 , a video module 459 , a 
zation message and / or a code . profile module 460 , an output module 462 and a security 

The pay - per - view ( PPV ) module 426 may generate PPV module 464 . The transaction module 454 includes a meta 
preview screens and / or PPV messages . The PPV module data module 466 , a second purchasing module 468 , a second 
426 may display via the output module 416 the PPV preview authorization module 470 , and a second pay - per - view ( PPV ) 
screens and the PPV messages . The PPV preview screen 25 module 471 . The metadata module 466 monitors metadata to 
may be a blank ( or black ) screen or may provide , for detect purchasable objects in a video . 
example , an image of a scene of the content attempting to be The purchasing module 468 may control purchasing of 
accessed by a user . The PPV preview screen may include a content by a user of a mobile device . This may include 
PPV message . receiving and / or exchanging identification information , bill 

The profile module 410 manages profiles 430 of each of 30 ing information , and / or contact information with a user 
the mobile devices paired with the corresponding user receiving device and / or a content provider . The stated infor 
receiving device . The profiles 430 may be stored in the mation may be stored in the memory 340 and accessed by 
memory 340 and accessed by the profile module 410 . Each any of the modules 466 , 468 , 470 and 471 . The purchasing 
of the profiles 430 may have a unique identifier ( ID ) number , module 468 may provide confirmation request messages , 
an assigned security level , and corresponding authorized 35 which may be displayed on the mobile device to confirm that 
channels , programs and / or videos . The security level may the user wants to purchase certain selected content . The 
indicate which channels , programs , and / or videos are per - confirmation messages may have originated at and / or have 
mitted to be displayed for the corresponding profile . Differ - been received from the user receiving device and / or the 
ent profiles may have the same security level or different content provider . 
security levels . One or more mobile devices may be assigned 40 The authorization module 470 may perform a handshake 
to a profile and thus have a corresponding profile ID number . process with the headend and / or the content provider dis 
Each of the profiles may also include mobile device and / or closed above to authorize ( or reauthorize ) reception and / or 
profile specific features such as volume levels , maximum display of content on a display of a user receiving device 
volumes , amount of time permitted ON over a predeter - and / or the mobile device . An authorization signal for 
mined period , a playlist of recorded videos , a preferred 45 selected content may be received from a headend or content 
channel list , and other features . The profile module 410 may provider and forwarded from the mobile device to the user 
create each of the profiles 430 based on : parental control receiving device . The authorization signal permits down 
inputs ; operation history of the corresponding mobile loading and / or displaying of certain content . 
devices ; time of day of watching a channel , program and / or The PPV module 471 may control PPV purchase requests . 
video ; and / or profile information provided by the corre - 50 The PPV module 471 may generate request signals for PPV 
sponding mobile devices . content . The PPV request signals may include channel , 

The channel module 412 may control selection and output program and / or video identification information . This infor 
of channels to the output driver 310 via the output module mation may be provided to a headend , content service 
416 . The DVR module 414 may control selection , recording , provider and / or user receiving device . The PPV module 471 
and / or output of videos . The DVR module 414 may store 55 may receive PPV content from the headend , the content 
videos in the DVR 342 and output the videos via the output provider and / or the user receiving device and forward the 
module 416 to the output driver 310 for display . The channel content to the channel module , the video module , and / or the 
module 412 and the DVR module 414 may operate based on memory 482 . The PPV module 471 may display the content 
parental guidance controls . The channel module 412 and the via the output module 462 on the display 472 . 
DVR module 414 may provide channels and / or videos to the 60 The profile module 460 manages profiles of the mobile 
output module based on the profile ID number and / or the device 450 and / or other mobile devices . The profiles 480 
security level associated with a profile of one or more mobile may be stored in memory 482 and accessed by the profile 
devices . The videos may be stored as video files 432 in the module 460 . The profiles 480 may have respectively a 
memory 340 and / or DVR 342 . unique ID , an assigned security level , and corresponding 

The output module 416 controls output of channels , 65 authorized channels , programs and / or videos . The profile ID 
programs , and / or videos to the output driver 310 . This may may be assigned by a user receiving device . The security 
be based on parental guidance controls . The output module level may be assigned by another mobile device ( e . g . , 
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parental device ) and / or a user receiving device . The security provider , all of the tasks performed by the content provider 
level may indicate which channels , programs , and / or videos may be performed by a headend , a content service provider , 
are permitted to be displayed for the corresponding profile . a network , and / or an intermediary device in communication 
Each of the profiles may also include mobile device and / or with a corresponding mobile device , headend , and / or the 
profile specific features such as volume levels , maximum 5 content provider . 
volumes , time permitted ON over a predetermined period , a For the embodiments of FIGS . 6 - 14 and other embodi 
playlist of recorded videos , a preferred channel list , and ments disclosed herein , the mobile devices and / or POP 
other features . The profile module 460 may create the devices may include software applications ( referred to as 
profiles 480 based on parental control inputs , operation " apps ” ) with corresponding screens ( or windows ) . The apps 
history of the corresponding mobile devices , and / or profile 10 may be executed via one or more modules ( e . g . , control 
information provided by the corresponding mobile devices . modules ) of the mobile devices and / or POP devices and may 
As an alternative the profile module 460 may receive one or allow a user to send various types of information disclosed 
more of the profiles 480 from a user receiving device . The herein to a user receiving device and / or a content provider . 
profile module 460 may store user profile data within the The apps and corresponding screens may allow the user to 
mobile device 450 . The profile module 460 may store user 15 perform various tasks such as confirming a purchase , send 
settings , such as favorites and parental controls . The profile billing information , send contact information , answer ques 
module 460 may also receive profile data from the headend tions in a survey , select a product , etc . As used herein , the 
12 . terms " user " may refer to an individual associated with an 

The output module 462 controls output of signals , guides , account provided by a content provider ( e . g . , a customer ) or 
channels , programs , and / or videos to the display 472 . 20 other user . 
Although not shown , the mobile device control module 452 FIG . 6 shows a policy management system 500 that 
may include guide , channel , program , and / or video modules includes a service provider 502 , one or more headends ( a 
for the accessing and / or displaying respectively of guides , single headend 504 is shown ) and POP devices 506 . Each of 
channels , programs , and / or videos . The output module 462 the headends is a large data center that is located at a central 
may output signals , guides , channels , programs , and / or 25 location and includes multiple systems . Each of the head 
videos to the display 472 based on the profile ID and / or the ends may replace the headend 12 of FIG . 1 and / or be 
security level associated with the profile 480 . The output configured as shown in FIG . 2 . As an example , each of the 
module 462 includes an image module 463 that may alter a systems may be implemented as one or more servers . The 
portion of an image of an object to alert a viewer of the servers may have the same information and / or may share 
object . 30 any of the information stored at any one or more of the 

The security module 464 may control operation of the servers . Entitlement and usage policies ( referred to herein as 
output module 462 based on a security level of the profile " policies " ) are created , edited , and injected into workflow at 
480 . The security module 464 may also be used to set the headend such that rules and / or commissions in a policy 
passcodes and / or require a passcode to view certain chan are imported into different systems within the headend as 
nels , programs and / or videos . The security module 464 may 35 part of the workflow and used by an authorization systems 
be in communication with user receiving devices via a or modules ( an example authorization module is shown in 
Bluetooth module 484 and / or other interface and / or trans - FIG . 7 ) . 
ceiver . The headend 504 may include , depending on the number 

In one implementation the mobile device 450 may be used of systems , one or more of each of a content management 
as a remote control device and send signals to a user 40 system ( CMS ) 508 , an encrypting module 510 , a key 
receiving device to select a channel , program and / or video . memory 512 , a set of encoders 514 , multi - bit rate streaming 
In another embodiment , the security module 464 provides a processor server ( MSPS ) 516 , an adaptive bit rate encryptor 
passcode , which may be entered by a user of the mobile ( ABRE ) 518 , encrypting management module 519 , a net 
device 450 . Content received by the mobile device control work attached storage device 520 , a server 522 , and a 
module 452 may be stored in the memory . This may include 45 content delivery network ( CDN ) 524 . The CMS 508 
programs and / or videos 486 . includes a CMS ingest server 530 , template related modules 

The mobile device control module 452 is in communica - and information 532 , a content memory 534 , a content 
tion with a microphone 488 that receives audible signals and offering module 536 and cache 538 . The provider 502 
converts the audible signals into electrical signals . The provides requested content in the form of one or more files 
audible signals may include a request signal . The request 50 and / or packets ( e . g . , files 540 ) to the CMS ingest server 530 , 
signal may be to perform a search and / or to obtain guide which then stores the requested content in the content 
data , network data and / or playlist data . The mobile device memory 534 . The files may be mezzanine ( or source ) files 
control module 452 is also in communication with a user and / or compressed files , such as . zip files . The template 
interface 490 . The user interface 490 may include buttons , related modules and information 532 provide policies ( or 
input switches and / or a touch screen . 55 rules ) for offering and distributing the stored content to the 

The mobile device control module 452 is also in com - POP devices 506 . The POP devices 506 may be configured 
munication with a network interface 492 . The network as the URD of FIG . 3 and / or the mobile device of FIG . 5 . 
interface 492 may be used to interface with the network 42 An offer is a collection of ( i ) usage polices , ( ii ) content 
of FIG . 1 . As mentioned above , the network 42 may be a licensing restrictions , ( iii ) device restrictions , and ( iv ) con 
wireless network or the Internet . The network interface 492 60 tent identifiers . An offer includes an offer ID , a program ID 
may communicate with a cellular system or with the internet or tribune media services ( TMS ) ID , policy bundle , price 
or both . A network identifier may be attached to or associ - code , available timing window , rental timing window , 
ated with each communication from the mobile device 450 . download timing window , etc . An offer refers to a method of 

Various examples are disclosed below with respect to the merchandising programming content individually or in 
embodiments of FIGS . 6 - 9 and other embodiments of the 65 packages and is associated to a policy instance of a policy 
present disclosure . Although one or more of the embodi - template . The policy template encapsulates entitlement attri 
ments are primarily described with respect to a content butes in the form of a structured list of key / value pairs . A key 
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is universally unique and maintained in a key dictionary as movies and episodic shows / series ; and 4K on STB and 
a central repository of named attributes . The central reposi HD / SD on mobile ( second screen ) devices . 
tory may be a portion of the central cache 624 or portion of The segmentation software 582 , 584 may be executed via 
other memory in the headend 606 . Offers provided to the segmentation module 544 and control policies for each 
customers may be stored in the lockers of the customer , such 5 of the POP devices 506 . In addition or as an alternative , the 
as in the lockers 622 , 632 . The lockers may store digital segmentation software 582 may be executed by the content 
content and / or offers . The policy templates , policy instances offering module 536 . The content offering module may be 
and corresponding attribute keys are created and maintained implemented as a system having one or more modules . The 
by the content policy services system 623 . device executing the segmentation software 582 classifies 

The template and related modules and information 532 10 different POP devices based on characteristics of the 
include a policy module 542 , a segmentation module 544 devices . The characteristics include device type ( e . g . , per 
and a template memory 546 . The template memory may sonal computer , laptop , tablet , mobile telephone , television , 
store service categories 548 , global variables 550 , provider URD , etc . ) . The characteristics may also indicate a content 
level variables 560 , policy templates 562 , policy bundle offering system ( COS ) version , such as whether the POP 
templates 564 , offer templates 566 , offer bundle templates 15 device is an IPhone® operating system ( iOS® ) device , an 
572 , policy management software 580 , device segmentation Android® operating system device , a Microsoft® operating 
software 582 , and stream segmentation software 584 . A system device , or other operating system devices . 
template is a representation and / or composition of a policy . Device and stream segmentation refers to identifying , 
A policy is a set of rules , which are implemented to control classifying and segmenting types of devices and types of 
the usage and enforcement of a type of content based on 20 streams of content . For example , if a customer wants to play 
multiple conditions . A policy template includes one or more a movie on an iOS device and requests the movie using a 
polices , equations , and / or software to be used when imple VOD service , rules within the policies dictate how streams 
menting the rules and / or conditions of the policies . The are segmented to provide the movie to the iOS device 
conditions allow a particular content to be displayed on having the same device type . Some content may not be 
and / or via a particular POP device during a predetermined 25 permitted for viewing on certain types of devices and / or to 
period of time . As an example , a condition may be that a certain customers and / or users . Stream segmentation may 
customer is required to have a particular type and / or version prevent the content from being provided to these types of 
of a POP device . As another example , a condition may be devices . As another example , different devices may have 
that a customer must be at least a certain age and / or view the different resolution displaying capabilities . Stream segmen 
requested content during a certain timer period . Numerous 30 tation may provide the content to the POP devices based on 
different conditions may be included in the policy templates . resolution displaying capabilities of the POP devices . The 
Policies relate different types of devices to different types of content may be provided having different types of resolution 
content . at different bit transfer rates . The rules and / or conditions 

A policy template provides the flexibility and extendibil may be based on memory sizes , processing capabilities , 
ity to define rules and provision entitlement offers based on 35 and / or screen resolutions of the POP devices . The rules 
multi - level attributes such as viewing time , geographical and / or conditions may be based on compression rates of the 
location , proximity ( in - home or out - of - home ) , device pro - content such that when the content when viewed is not 
files , content providers , advertisers , user profiles , blackout interrupted due to buffering and / or improper data transfer 
periods , concurrent streaming limits , delivery methods , etc . rates . Although bandwidth may change , the content is dis 
The provisioning and publishing of conditional entitlement 40 played without glitches and / or delays due to buffering . 
with attributes such as viewing window , pricing , format , These various rules and / or conditions may be stored in the 
streamable ( i . e . whether the content is streamable ) , etc . is template memory 546 and accessed by the policy module 
implemented by multiple systems of the headend 504 . This 542 and / or the segmentation module 544 . The resolution of 
allows a service provider to quickly adapt to ever changing the content being viewed may be adjusted based on the data 
rules and afford a diverse portfolio of content offers with 45 transfer rates and / or bandwidth allocated to a POP device . 
minimal impact to system design and implementation . The For example , if the data transfer rate and / or bandwidth is 
implementation of policy templates as disclosed herein high , then the resolution may be high . If the data transfer rate 
allow for : a same asset ( or content ) used for pay - to - own and / or bandwidth is low , then the resolution may be low . 
( electronic sell through ) and pay - to - rent VOD content ( 4K , Thus , how content is fulfilled and delivered is based on the 
HD and / or SD format ) , where a policy template can be 50 rules encapsulated in a policy . 
defined for this asset that can be instantiated for EST and The global variables 550 and the provider level variables 
VOD offers with different policy attributes ; common autho - 560 are configuration parameters . The global variables 550 
rization of entitlement across multiple playback POP may be used for any of the different POP devices and 
devices , which may include permanent access rights ( PAR ) streams of content . The global variables 550 may include 
authorized for EST and / or abiding with offer policy man - 55 resolution , file size , title , content type , file attributes , etc . 
agement of content ( e . g . device type restrictions ) ; changes to The provider level variables 560 may include names of 
or newly introduced rules for a service category ; changes to providers , parameters associated with a particular provider , 
an offer to be propagated via policy template to systems that etc . The service categories may indicate VOD , EST , rental , 
are part of a service provider infrastructure of ingestion , and purchase , etc . 
provisioning and authorizing ecosystems , where at each gate 60 The encoders 514 encode source content or content stored 
of a pipeline a system is consuming ( importing processing in the content memory 534 prior to being sent to the POP 
policy attributes that are relevant to the system and ignoring devices 506 via an antenna 590 or the Internet 586 . The 
others . Enforcement of a policy template on an offer is encoders 514 may digitize and compress mezzanine files 
enabled by a central repository ( e . g . , the template memory and / or other files . The MSPS 516 breaks up the encoded 
546 ) of policy instances associated to offers . Examples of 65 content into segments ( or predetermined amounts of con 
service categories are : 48 - hour or 72 - hour streaming VOD tent ) . The segments ( or smaller files ) are sent to the POP 
( rental ) ; electronic sell through ( permanent access rights ) devices 506 . The ABRE 518 adjusts a bit rate of the encoded 
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segments and encrypts the encoded segments based on a key a network to allow it to provide services to POP devices 
stored in the memory 512 . The encrypting management based on rules that exist at any moment in time . The rules are 
module 519 controls the encrypting performed by the ABRE not fixed and may be changed at any moment in time . The 
518 . The encrypted segments output from the ABRE 518 are term “ entitlement ” refers to information including usage 
stored in the network attached storage device 520 and / or 5 rights and conditions , such as : permitted viewing periods ; 
server 522 . The content delivery network 524 transmits the number of times content can be viewed ; whether the content 
encrypted segments from the headend to the POP devices is owned or rented by a customer ; what type of POP device 506 via the Internet 586 . The devices 513 , 516 , 518 , 520 , can view and receive the content ; what POP devices of a 522 and 524 may provide the processing to place content customer can the content be viewed ; what customers and / or being delivered into a particular format for a particular type 10 users can view the content ; etc . The policy management of POP device . system 500 and / or the portion 600 allow for provisioning of The content offering module 536 generates offers , which ( i ) complex multi - conditioned offers and policies , and ( ii ) may be stored in the cache 538 . The offers are generated 
based on original offers received from the provider , the offer enforcement of the policies for entitlement based distribu 
templates 560 and / or offer bundle templates 572 . The con - 15 tion of content 
tent offering module 536 may receive the original offers , The distributed cache 604 may refer to cache located 
offer templates 566 , offer bundle templates 572 from the within the Internet and / or other network . Content provided 
CMS ingest server 530 and / or may directly access the to the POP devices 602 may be stored in the content locker 
template memory 546 . The templates 566 , 572 are files 622 ( or portion of the distributed cache 604 ) . The central 
including one or more offers and associated conditions of the 20 cache 624 may include one or more content lockers ( the 
offers . The offer bundle templates 572 include multiple offer content locker 632 is shown ) . Each of the content lockers of 
templates . The offers may be directed to content stored in the the central cache 624 may store content for one or more 
content memory 534 and / or future content ( e . g . , content customers , sets of customers , sets of POP devices , etc . The 
directed to a live event or video to be offered for sale ) not lockers 622 , 632 may store content purchased by the cus 
yet delivered to the content memory 534 . 25 tomer of the POP devices 602 and / or content downloaded 

FIG . 7 shows a portion 600 of the policy management prior to purchase . Content may be downloaded , but may be 
system 500 . The portion 600 includes POP devices 602 , inaccessible until purchased . This allows the content to be 
distributed cache 604 , a headend 606 , and a service provider quickly viewed without waiting for the content to be down 
608 . The POP devices 602 , the headend 606 and / or the loaded . The lockers 622 , 632 may be allocated to the user 
service provider 608 may be configured and / or operate as 30 and / or one or more of the POP devices and may not be 
described above with respect to the POP devices , headends , accessible to other users and / or POP devices . 
and service providers associated with FIGS . 1 - 6 . The POP The policy management module 626 implements the 
devices 602 include mobile devices 610 , URDs 612 , cus - policies of the policy templates . The policy management 
tomer premise equipment ( CPE ) 614 , STBs 616 , gateway module 626 may create the policy templates based on rules 
devices 618 , and / or other POP devices 620 . The other POP 35 and / or conditions associated with content . The rules and 
devices 620 may be STBs that operate as gateways , routers , conditions may be provided by the service provider 608 or 
etc . The routers may include non - volatile memory including a third party device 640 . The rules and conditions for 
solid - state memory and / or hard disk drives . The distributed delivery fulfillment and display of content is captured and 
cache 604 includes a content locker 622 . The headend 606 stored and referenced for enforcement . The enforcement 
includes a content policy service system 623 that may 40 may be implemented by the authorization module 628 and 
include central cache 624 , a policy management module the CAM module 630 . The policy management module 626 , 
626 , an authorization module 628 , and a conditional access the authorization module 628 and the CAM module 630 
management module 630 . The central cache 624 includes a specify , enforce and automatically provision rules and allow 
content locker 632 . The headend may also include a digital the rules to change , shrink , expand , and / or change at any 
rights management ( DRM ) module 634 . The service pro - 45 moment in time . Different rules may be provided for differ 
vider 608 includes an information technology ( IT ) module ent videos , for different service providers , different third 
636 , and a subscriber transaction management system party vendors , different POP devices , different geographical 
( STMS ) billing module 638 . Example service providers are regions , different customers , different customer profiles , etc . 
DirectTV® , Netflix® , VooDoo , etc . Each of the service For this reason , rules can have different dimensions . As 
providers may have respective rules for different types of 50 another example , a rule may indicate that an asset ( i . e . 
content , POP devices , customers , etc . content ) is provided under a license to a service provider and 

The IT module 636 stores and / or accesses subscriber include the conditions under which the asset may be dis 
management , subscriber information , and billing informa tributed from the service provider . The asset may refer to 
tion . The STMS billing module 638 tracks and records content provided on a certain channel . The conditions need 
customer information including customer records , 55 to be met prior to the service provider selling the content to 
addresses , billing information , credit card numbers , identi - a particular customer . The content is delivered to POP 
fiers of one or more packages the customer is subscribed to devices of customers under the conditions and / or restrictions 
and / or has subscribed to , channels the subscriber is sub indicated by the rules of the license and / or other rules of the 
scribed to and / or has subscribed to , etc . service provider . The policy management module 626 may 

The policy management system 500 and / or the portion 60 generate policy templates based on license contracts pro 
600 provides the system architecture for facilitating policy - vided by the third party device 640 . The policy management 
based provisioning of entitlement and / or digital rights to module 626 , the authorization module 628 and / or the CAM 
POP devices for fulfilling digital asset requests . This may module 630 may then fill in parameters of the policy 
include providing content based on sets of rules provided in template based on the customer , the customer profile , the 
the policies . The provisioning performed by the policy 65 POP devices , etc . The policy templates , rules , and / or con 
management system 500 and / or the portion 600 involves , ditions are propagated to systems of the headend 606 and / or 
based on entitlement , the process of preparing and equipping to other headends . 
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The DRM module 634 also receives the policy templates , zation module 628 performs the evaluation of an offer policy 

rules and / or conditions and performs digital rights manage instance against a set of content and consumer related 
ment and enforces the rules and conditions in collaboration attributes available in other systems such as user profiles , 
with the authorization module 628 , the IT module 636 , the target device profiles , geographical locations , content own 
STMS billing module 638 and the CAM module 630 . The 5 ers , availability , viewing windows , etc . The authorization 
DRM 634 interacts with the service provider 608 , the module 628 may “ unlock ” access rights for and / or on the 
authorization module 628 , and the POP Devices 602 . This POP device and / or other POP devices of the customer upon assures that usage of content by a customer is within the a purchase if permitted by the policy via the content lockers bounds of the original license contract and satisfies the rules 622 , 632 . This capability is referred to as global unlock for of the service provider 608 . The authorization module 628 10 enabling a common authorization of entitlement across determines ( i ) days and times for each of the policies and multiple playback devices . corresponding content , and ( ii ) whether requests for the FIG . 8 illustrates policy bundle formation . FIG . 8 shows content received from the POP devices 602 are authorized or 
not based on the conditions in the policies , parameters ( i ) DRM support types 650 for different device sets , content 
received from the POP devices , and / or other parameters 15 sets , encode profiles , ( 11 ) policies 652 , ( 111 ) policy groups 
stored at the headend . The parameters received and stored at 654 , and ( iv ) policy bundles 656 . The device sets ( sets of 
the headend may include any of the parameters and / or POP devices ) are created and segmented . The POP devices 
characteristics disclosed herein and pertaining to the POP are grouped for each customer , which may be based on 
devices , corresponding customers and / or users , service pro classifications of the POP devices . Following the creation 
vider parameters , content parameters , etc . Some example 20 and segmenting of the devices sets , the content sets are 
parameters and characteristics are a type of POP device , a created and / or setup . The content sets are encoded and 
location of a POP device , an operating system of a POP stored for access by customers . The content may be encoded 
device , an age of customer , whether the customer has paid and stored in a digital format for access by authorized 
for the content , a service provider ID , a third party ID , a customers . The content may be stored in different formats , 
period of time or type of use of the content , etc . Thus , the 25 compression rates , and / or for different playout bit rates . 
authorization module 628 determines whether a user is able Following setup of the encode sets , encode profiles are 
to receive particular content at a particular POP device based setup . The encode profiles include transmission rates of the 
on one or more rules associated with that content . The corresponding content in the encode sets . Each encode authorization module 628 provides the content to the content profile may have a transmission rate . Some example rates locker 632 if the corresponding request is authorized . 30 are 250 kilo - bits per second ( kbps ) , 500 kbps , 800 kbps , The IT module 636 is a source of information for program 1500 kbps , 2500 kbps , 50 mega - bps ( used for 4K applica authorization as performed by the authorization module 628 . tions due to high resolution of 4K ) . Following setup of the The authorization module 628 performs authorization encode sets policies may be created as shown . The policies checks for a user based on the information received from the 
IT module 636 . The information may include billing infor - 35 may be respectively for different types of offers , products 
mation indicating whether the user has paid for the requested and / or content , POP devices , and customers . The policies 
content The information may indicate a subscriber ' s ( or may be for VOD , EST , 4K , etc . 
user ' s ) standing in terms of whether the subscriber has paid FIG . 8 depicts creation of a policy bundle and procedural 
for the content and / or whether the subscriber typically pays components involved . A policy bundle may include a mixed 
for content on time . The information thus indicates whether 40 variety of policy groups that represent specifically desig 
the user is permitted to purchase , receive and / or view the nated offers with respective limits ( e . g . , DRM structure , 
content based on the user ' s status . targeted devices , customer technical capabilities , etc . ) . A 

The authorization module 628 generates a modified cus - policy group includes one or more policies , target devices 
tomer event signal that is transmitted to the DRM module ( or device set ) , and media elements ( or streams and / or 
634 and / or the IT module 636 . The IT module 636 updates 45 content ) . Each policy group may include individualized 
a record for the user for that particular event ( or request of elements that represent targeted designations of an offer . To 
content ) in response to the modified customer event signal . create a policy group , a targeted audience device set is 
The event , for example , may be a movie , a video - on - evaluated , based on an input from a non - ubiquitous content / 
demand , a pay - per - view event , etc . devices project . The device set and corresponding charac 

Information and conditions that specify a policy of con - 50 teristics correlate to targeted transcoding profiles . The target 
tent being provided to the content locker 632 are represented transcoding profiles are identified in the setup of the 
in either a conditional access packet generated by the CAM transcode / encode sets , which in consequence are reflected in 
module 630 and / or a DRM license signal . The conditional set - up of a transcode profile set . 
access packet as shown and / or the DRM license signal is Each policy group may include a single DRM policy that 
securely transmitted to the appropriate POP devices , which 55 is designated for a specific group targeted use case . The 
then enforce the conditions in terms of playback , not play - DRM policy is included in addition to other policy elements 
back , and deletion of content on the POP devices . The that are dictated by the use of systems in a supply chain . 
conditional access packets indicate to the POP devices if and DRM and policy elements from various DTV systems in the 
when the content received and / or stored on the POP devices supply chain are encapsulated into a single policy profile 
can be played out . 60 within a policy group . The policy profiles can be shared 
Upon acquisition of an offer by a customer and at the among various policy groups and , therefore , among policy 

request for viewing access to the content , the policy instance bundles . This described approach provides flexibility of 
associated to the offer , which is maintained in the content inclusion of elements within a system , where the elements 
locker 632 , is examined and enforced by the authorization are not dictated at the time of policy creation . These ele 
module 628 ( sometimes referred to as the offer enforcing 65 ments , if not recognized by an inbound processing system or 
module ) . This occurs prior to granting access to playback of module , are passed through as is and unaltered for use by the 
the content on a POP device of the customer . The authori processing modules that are able to parse through such 
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elements and provide necessary enforcement . An example of permitted POP devices on which the content may be viewed , 
an inbound processing module is the authorization module whether the content is licensed to and / or owned by a 
628 of FIG . 7 . customer allowing up to unlimited viewing times , and / or 

FIG . 9 illustrates offer template / bundle formation . An other usage information . A policy encapsulates all of the 
offer template / bundle 670 is shown . The offer template 5 rules associated or particular to certain content . The content 
bundle may include one or more offer templates . The one or may have a particular title , group title , bundle title , and / or 
more offer templates are generated based on information , other identification . A policy has one or more corresponding 
such as provider rules 672 , policy bundles 674 , availability / offers , which may include conditions and / or rules which are 
condition information 676 , and global rules 678 . The pro - implemented according to the policy . The conditions and / or 
vider rules 672 ( or service provider rules ) may include 10 rules included in and / or implemented according to the policy 
provider rules that are not encapsulated in a policy and that may have a hierarchy with respect to which conditions 
do not have to do with entitlement . For example , a provider and / or rules are to be followed over other conditions and / or 
rule may be directed to the license of a movie by a service rules . For example , one condition or rule may override 
provider , where the service provider does not make an offer another conflicting condition and / or rule . An example hier 
of a third party available during a holiday . During the 15 archy is shown in FIG . 11 . 
holiday , the movie may not be made available for purchase FIG . 11 shows a policy merger and a policy hierarchy . A 
or rent under conditions of a third party offer because the headend and / or POP device may distribute and display 
service provider may play out the movie or sell the movie content according to a merged policy 800 . The merged 
on , for example , Blu - ray discs based on different offer policy 800 may be generated based on one or more other 
conditions . The provider rule may be directed to whether an 20 policies , which are combined and interpreted in predefined 
offer is made available and usage of the content provided by precedence ( or hierarchical ) orders . A policy may be pro 
the offer . vided for a particular customer or group of customers and 

Each of the one or more offer templates may include one may be based on a status , classification and / or category of 
or more offer instances , where each of the offer instances the account and / or accounts associated with the customers . 
includes one or more offers and corresponding conditions . 25 As an example , a particular policy may be provided for a 
An offer may be a multi - tier offer including one or more customer or user having a classification , a particular account 
offers that are dependent on other offers . The offer instances status , and / or a particular category of content . As another 
indicate the content being offered , whether the offer is VOD , example , a policy may be more global and be directed to any 
EST or other type of offer , price , availability dates , playback number of customers and / or users , any number of account 
dates , end dates , policy bundle number , etc . 30 statuses , and / or any number of content categories . The 

An offer template bundle may be a reusable component to conditions and rules of a policy may be based on a license 
spawn off other offer instances . The offer template bundle agreement for content , contractual rights , business drivers , 
includes provider properties ( e . g . , provider rules ) , policy or other market specific drivers . 
bundles , global properties ( e . g . , global rules ) , and window The merger of policies may be performed by the policy 
information ( e . g . , availability periods , playback times , and / 35 management module 626 of FIG . 7 and / or by one of the POP 
or other times ) . The global properties may be applicable to devices 602 . The other policies may include a content policy 
all POP devices of a customer , in a building , in a particular 802 , an account policy 804 , a global policy 806 , and a 
network , of a certain type , in a certain geographical location , provider policy 808 . Any key and / or restriction can be 
etc . The global properties may be directed to all content , applied at any level ( global , account , provider , or content 
content of a certain category , content provided in a certain 40 levels ) without needing explicit coding to for support . The 
geographical location , content provided to certain custom key referring to an order of events or steps followed for a 
ers , etc . Provider properties are slated to allow differentiated policy . For example a policy may be provided as and / or 
flexibility for provider specific contract enablement details , implemented according to a configuration file having a set of 
such as allowing some content to be seen on limited sets of rules , conditions and / or parameters that are to be applied in 
devices or resolution restrictions , etc . Policy bundles are 45 a predetermined order . The configuration file may be con 
designed to provide control over a behavior of content ( how tinuously and / or periodically updated based on changing , 
the content is used ) for a targeted device set . That is , new and / or expired conditions and / or rules . Certain condi 
providing the necessary granularity of the device set tions and / or rules may be dependent on other conditions 
intended for bundling under a variety of limitations and and / or rules . 
conditions . 50 There may be no restriction for particular content or a 
Global properties represent a common set of properties variety of different restrictions may be implemented for the 

that are applicable across a variety of elements , which may content . If there is no restriction , the content may be copied , 
include various rules and policies . If an element of a global providing to different users ( i . e . replicating the content ) , 
property exists locally and is depicted in a name value pair , and / or viewed any number of times . Restrictions may 
then a local rule takes precedence over the global property . 55 restrict copying , providing the content to other users , limit 
Name value pair is how conditions and / or rules are repre - view times and periods , and / or how the content is used . The 
sented in a policy . For example , available time , as part of more restrictive the usage , in general , the less expensive the 
window information , is an indicator of when a media asset corresponding offer . The policies may be updated without 
( feature , episode , etc . ) is permitted to be viewed and when need for updating or providing new programming code by 
the permitted viewing expires . This may be per contract 60 updating parameter values in the corresponding configura 
obligations with legal party of ownership . tion files . 

FIG . 10 illustrates distribution of policies 780 , policy New restrictions and rules may be added by creating a 
groups 782 , and policy bundles 784 . A policy may be new name value pair . For example , if 4K streaming is 
directed to particular content and dictates the entitlement offered only for in - home streaming , a new name value pair 
and permitted usage of that content . The usage refers to : a 65 called “ proximity ” may be added to an application being 
number of times the content may be viewed , dates the executed on a POP device , which records a result of a 
content may be viewed , permitted locations of viewing , proximity check . A new offer may be created via a content 
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management system with a rule that checks for 48 hour VOD available only on mobile devices ; 72 hour 
“ proximity = = ' I ” ” . No additional head - end changes are VOD with or without DNG ; EST with or without DNG ; 4K 
required to support this feature . Where property “ proximity ” on STBs but only HD / SD on mobile devices with or without 
is considered to be a unique key and “ I ” is considered to be DNG ; and non - transactional content available for streaming 
its acceptable and respective value , in the Name Value 5 with or without DNG . Once a service category is created , a 
association . Each key is uniquely mapped to a respective one content policy services system ( e . g . , the content policy 
or more systems . An authentication module ( or enforcing services system 623 of FIG . 7 ) may generate the offers tied 
system ) determines , via a dictionary of keys , the one or more to the correct rules as file based content is delivered by a 
capabilities each of the keys correlates to . This may be based service provider and / or third party device . 
on associated mappings , which are indicated in the diction - 10 One or more of the service categories may be combined 
ary of keys . or routed by a combiner and / or router 822 and / or related to 

Each of the policies 802 , 804 , 806 , 808 may include a one or more offer templates 824 . A particular offer may be 
concurrency value , a POP device value , a download value , associated with multiple service categories . For example , an 
and / or other values . The concurrency value may identify a offer may be " if you buy two VODs , you get a third VOD 
number of conditions and / or rules of the policy that should 15 free ” or “ if you subscribe to a HBO channel , you get two 
be implemented concurrently . The download value may HBO movies for free ” . One or more of the offers may be 
identify a number of times a policy has been downloaded , temporary and may expire after a predetermined period of 
updated , changed , and / or implemented . The POP device time . Each of the policy bundles includes two or more of the 
value may indicate a type or types and / or geographical policy groups 782 . Each of the policy groups 782 includes 
locations of POP devices for which the policy is to imple - 20 two or more of the policies 780 . One or more of each of the 
ment . The content policy 802 includes conditions and / or policies 780 , policy groups 782 , or policy bundles 784 may 
rules for particular content . The content may be of different be provided , implemented for , and / or related to one or more 
type ( e . g . , premium content , entertainment content , standard user POP devices 830 , user profiles 832 , and / or video 
content , etc . ) . For example , the conditions and / or rules may streams 834 . Combiners / routers 836 , 838 , 840 are provided 
prevent certain POP devices and / or users from accessing and 25 to show relationships of policies , policy groups , policy 
viewing the content . The content policy may include con - bundles to ( i ) device sets 842 as implemented for the user 
ditions and / or rules for permitting certain POP devices POP devices 830 , ( ii ) the user profiles 832 as implemented 
and / or users to access and / or view the content during certain for user ( s ) 844 , and ( iii ) the stream set ( s ) 846 . Each of the 
dates , viewing times , and may require a key and / or passcode device sets 842 includes a set of devices having one or more 
for accessing and / or viewing . The account policy 804 30 common characteristics . Each of the stream sets includes 
includes conditions and / or rules directed to the status of a multiple video streams ( e . g . , programming channels , mov 
customer account , a classification ( or standing ) of a user , etc . ies , etc . ) . The video streams may be stored on a local drive 
The global policy 806 includes conditions and / or rules or played back from a data center ( e . g . , a data center having 
applicable to one or more groups of POP devices . The the content locker 622 of distributed cache 604 of FIG . 7 ) , 
provider policy 808 includes conditions and / or rules asso - 35 a server in a cloud network , or a headend . Bits of the streams 
ciated with a service provider and / or a third party provider . may be transmitted via the Internet to the appropriate POP 
As shown , the policies that are merged to provide the devices . For example , IPhones® are a set of mobile devices . 

resulting merged policy may be merged based on a hierar - Various types of policies may exist , some examples are a 24 
chical order . This order may be predetermined and may be hour viewing policy , a 30 day only policy , an iOS® policy , 
based on a hierarchical ranking of the type of policy ( con - 40 an Android® policy , a STB policy , etc . Different permuta 
tent , account , global , provider ) , age of the policy , origin of tions of different policies may be provided and / or combined 
the policy , etc . Although a certain ( first ) type of policy may and may be implemented based on a hierarchical ranking of 
have a higher ranking than another ( second ) type of policy , conditions , rules , and / or policies . 
a condition and / or a rule of the second type of policy may F IG . 12 shows an offer distribution ( or name value pair ) 
have a higher ranking and / or may be implemented prior to 45 system 900 that includes a content offer system 902 , an offer 
a condition and / or a rule of the first type of ranking . enforcing module 904 , and systems under enforcement 906 . 

Referring again to FIG . 10 , in which relationship asso - The content offer system 902 may refer to the headend 606 , 
ciations between policies and POP devices , users , and video service provider 608 and / or third party device 640 of FIG . 
streams , FIG . 10 may be implemented by the policy man - 7 . The offer enforcing module 904 may refer to one or more 
agement module 626 of FIG . 7 . As stated above , a policy 50 of the modules 628 , 630 , 634 , 636 , 638 of FIG . 7 . The 
represents the conditions and rules for usage and access to systems under enforcement 906 may refer to systems oper 
content . An offer refers to some of the conditions for ating in the POP devices 602 , the distributed cache 604 , the 
obtaining permitted usage and / or access to the content . For central cache 624 , and / or other Internet and / or headend 
each offer there is a corresponding policy . The content to be devices and / or modules enforcing policies . 
viewed may be provided by a package of television pro - 55 A name value pair ( NVP ) method may be performed to 
gramming channels . In FIG . 10 , service categories 820 are define variables , values , conditions and rules that are to be 
shown . A service category may refer to a type or manner in enforced by devices in the content offer system 902 . The 
which content is purchased and viewed . Some examples of devices are designed to handle and interpret data associated 
different types of viewing are VOD , EST , PPV , download with these variables , values , conditions and rules . The 
and go ( DNG ) , or other type of viewing . DNG refers to the 60 conditions and rules may be interpreted and enforced by any 
capability for POP devices of customers to download and one or more of the devices , not just the authentication 
display movies and shows offline while on the go or trav - module 628 and / or modules of a service provider . Any of the 
eling overseas . devices may contribute variables , values , conditions and / or 

A service category may be created based on polices , rules , rules that are to be used in enforcement of the corresponding 
conditions and capabilities . A service category may include 65 policies . The devices and / or modules of the content offer 
any of the following examples ( and is not limited to the system 902 cooperate with the offer enforcing module 904 
following examples ) : 48 hour VOD with or without DNG ; to conduct the following : create offers , register offer attri 
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butes ( key , value , and validation method ) , search offers and first offer enforcing module 924 may provide program guide 
attributes , inactivate offers , instantiate offers to the offer services and authorization , represented by box 928 . The 
enforcing module 904 , create and store ( e . g . register ) keys offers may be presented in a program guide and / or when 
and their respective value associations for all systems that clicking on items listed in the program guide . The second 
are used during implementation of the name value pair 5 offer enforcing module 926 may search a content locker of 
method . The offer templates and attributes 908 may be a customer to determine if requested content has already 
stored in memory 910 , which is accessible to the devices been downloaded and / or purchased and is accessible to the 
and / or modules in the content offer system 902 . The keys customer . This is represented by box 930 . 
and respective values may be stored in a key register 910 of Program guide service authentication performed by the 
the memory 912 . 10 enforcing module 926 may be responsible for playing and / or 

The content offer system 902 creates , manages , edits and presenting an offer through a program guide . The offer is 
publishes offers throughout an infrastructure of a headend . displayed on a POP device as part of the program guide or 
An offer template may be created including conditions and in a separate window . Offers , that are available to the user of 
parameters . The parameters may be defined by correspond the POP device and for which content is capable of being 
ing attributes . The offer template including the conditions 15 displayed on the POP device or other POP device of the user , 
and attributes is stored in the memory 912 . The offer are displayed on the POP device . The search , represented by 
template may be created as a draft and when ready to be the search box 930 , is initiated by an application running on 
implemented may be registered to one or more of the a POP device and is performed by the enforcing module 926 , 
systems within the content offer system 902 and published which presents conditions of the offers presented to the user . 
for use . The offer ( s ) associated with the offer template are 20 The search performed may be a function of the application 
then sent out to POP devices . executed on the POP device . The user selects an offer . The 

FIG . 13 illustrates offer distribution . An offer is an artifact POP device initiates the search . The enforcing module 926 
of what is to be offered to a consumer for purchase . The offer searches for conditions and / or details pertaining to the offer 
may be for one or more movies or a combination of channels being searched . The conditions and details are displayed to 
of movies . The policy management module 626 ( or a 25 the user on the POP device . 
subscription module 920 of the policy management module For further defined structure of the modules of FIGS . 1 - 13 
626 ) may create and source the offer . This subscription see below the provided methods of FIGS . 14 - 15 and below 
module 920 has the information about the subscription of the provided definition for the term “ module ” . The systems 
user . An example subscription is to 100 standard channels disclosed herein may be operated using numerous methods , 
and a predetermined number of premium channels , such as 30 example methods are illustrated in FIGS . 14 - 15 . In FIG . 14 , 
HBO® , Showtime® , etc . These are referred to as live and / or a content distribution method is shown . Although the fol 
linear channels , which broadcast content . As another lowing tasks are primarily described with respect to the 
example , a user may have a subscription for non - linear implementation of FIG . 7 , the tasks may be easily modified 
assets , which may be provided by a content management to apply to other implementations of the present disclosure . 
system 922 . Non - linear assets may refer to a specific movie 35 The tasks may be iteratively performed . 
or a show or combination of movies and shows that are The method may begin at 1000 . At 1002 , a user via a POP 
purchased , such as VOD or EST movies . Especially if you device queries an application of the POP device for content . 
are buying to own , purchasing to own , like buying a DVD This may include the POP device displaying one or more 
or Blu - ray® disc . Instead of a user having the media on a guides and / or search windows and receiving inputs from the 
physical DVD or Blu - ray® disc , the user has essentially 40 user for selected content . A listing of already downloaded 
purchased rights to view the movie indefinitely . However , content and / or content stored in a locker ( e . g . , one of the 
there may be limits on how the movie is viewed ( e . g . , can lockers 622 , 624 of FIG . 7 ) for the user . The POP device may 
only be viewed on certain POP devices ) . This restricts search through a catalogue of offers , channels , movies , etc . 
replicating the movie and / or providing the movie to other The catalogue may include a list of movies to purchase 
users , unlike a DVD or Blu - ray® disc that may be copied . 45 and / or rent , periods of purchase and / or rental , prices , avail 
As an example , the movie may be limited to be downloaded ability dates , etc . The user may search through different 
to no more than 5 POP devices and the POP devices need to pay - per - view events . 
have certain predetermined characteristics . At 1004 , the user selects content to purchase and / or rent . 

The offers may be provided to a digital listing service This includes the POP receiving an input from the user and 
module 923 which may be implemented in a headend . The 50 the POP generating a request signal and transmitting the 
digital listing service module 923 forwards the offers to offer request signal to the distributed cache 604 and / or the head 
enforcing modules 924 , 926 . The provisioning of entitle - end 606 . 
ment and enforcement of content is getting more and more At 1005 , if the content is available to purchase or rent 
complex . The examples disclosed herein provide systems and / or is already in the user ' s content locker , then task 1006 
and methods for handling this complex landscape by creat - 55 is performed . If content is in the content locker , then 1007 
ing and implementing policy templates . Complex relation may be performed and the content may be downloaded 
ships between different aspects are included in the policies . and / or streamed to the POP device . Task 1016 may be 
Relationships between device types , users , and assets are performed subsequent to task 1007 . 
created and intersections between these aspects are covered At 1006 , the POP communicates with the distributed 
by the policies . This provides multi - dimensional relation - 60 cache and / or headend to request the content be stored in the 
ships ( or intersections ) of entitlement attributes and POP user ' s locker and / or transmitted to the POP . The requesting 
device characteristics . Example dimensions are a POP and storing of the requested content may include purchasing 
device dimension , an asset ( or content ) dimension , and a a movie ( traditionally provided on a digital versatile disc 
people ( or customer ) dimension , a service provider dimen - ( DVD ) ) and storing the movie in the locker . 
sion , and a content provider dimension . The relationships 65 At 1008 , the headend 606 receives the request and the 
are enforced by the offer enforcing modules 924 , 926 , which policy management module 626 implements a policy asso 
may be located in the headend and / or a service provider . The ciated with the requested content , as described above . 
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At 1010 , the authorization module 628 determines device . At 1062 , the policy management module 626 

whether the user and / or POP are authorized to receive and / or receives an acceptance signal from the POP device indicat 
view the requested content as described above . If the user is 
not authorized and / or the corresponding POP device is At 1064 , the authorization module 628 enforces the policy 
incapable of displaying the requested content , then the 5 according to the configuration file , as described above . The 
authorization module may generate a response signal and authorization module 628 may generate a MCE signal and 
forward the response signal to the POP device . The response transmit the MCE signal to the IT module 636 . At 1066 , the 
signal indicates that the user is not authorized and / or the IT module 636 updates a record of the customer for the 
POP device is not able to display the selected content . The content based on the MCE signal . At 1068 , the IT module 
authorization may be determined by one or more of the 10 636 or authorization module 628 , subsequent to updating the 
modules 634 , 636 , and / or 638 and / or based on information record , determines a billing status and a classification of the 
received at the authorization module from one or more of the customer . 
modules 634 , 636 , 638 . The information may include status , At 1070 , the IT module 636 or the authorization module 
standing , billing , and / or other information directed to the 1 628 generates an authorization signal to authorize access or 
user , the POP device , and / or the requested content . The usage of the content based on the billing status , the classi 
authorization module 628 may generate a modified customer fication of the customer , and whether the conditions and / or 
event ( MCE ) signal , as described above with respect to FIG . parameters are satisfied . Determination of whether the con 

ditions and / or parameters have been satisfied may be deter 
At 1012 , the DRM module 634 , IT module 636 , and / or 20 mined by any one or more of the modules 628 , 634 , 636 , 

STMS billing module 638 based on the MCE signal , gen 638 . Although shown as separate modules , two or more of 
erates an authorization signal AUTH indicating whether the the modules 628 , 634 , 636 , 638 and 630 may be combined 
user and / or POP is authorized to receive and / or view the and implemented as a single module within the headend 606 
content , as described above . or the service provider 608 . At 1072 , the conditional access 

At 1014 , the CAM module 630 generates a conditional 25 management module 630 generates a conditional access 
access packet based on the authorization signal AUTH packet in response to the authorization signal . 
received from the service provider 608 . The conditional At 1074 , the headend 606 transmits the conditional access access packet may be transmitted from the CAM module packet to the POP device . At 1076 , the POP device accesses 630 to the POP . The conditional access packet may indicate the content from the content locker 622 based on the the restrictions of usage , viewing , copying , etc . The content 30 con conditional access packet . The content locker 622 is allo may be downloaded to the user ' s locker during any of tasks 
1006 , 1008 , 1010 , 1012 and 1014 . In one implementation , cated to the customer and is separate from the POP device . 

The content locker 622 may be located outside a local area the content is downloaded to the locker prior to authoriza 
tion . In another implementation , the content is downloaded network in which the POP device is located . At 1078 , the 
to the locker if authorization is provided . The content may 35 policy manager may 35 policy management module 626 receives a new or updated 
be downloaded and / or streamed to the POP device during condition or rule for the content and / or new content . 
any of tasks 1010 . 1012 and 1014 if the user and / or POP At 1080 , the policy management module 626 determines 
device is authorized to receive the content . At 1016 , the POP whether the new or updated condition or rule is for the 
device may display ( or playout ) the requested content on the content and / or for new content . Task 1052 may be per 
POP device . The method may end at 1018 . 40 formed if the new condition or rule is for new content . Task 

FIG . 15 shows a policy management and offer distribution 1082 may be performed if the new condition or rule is for the 
method . The method may begin at 450 . At 1052 , the policy previous content . Task 1052 and 1082 may be performed if 
management module 626 of the headend 606 of FIG . 7 the new condition or rule applies to new content in addition 
receives conditions and rules for content from a service to the previous content . 
provider or a third party device . 45 At 1082 , the policy management module 626 modifies the 

At 1054 , the policy management module 626 generates , policy and / or the configuration file for the previous content 
for one or more POP devices of a customer , a policy for based on the new and / or updated condition or rule . This may 
entitlement and usage of content including merging condi - simply include updating or changing one or more parameters 
tions and rules of policies to generate a resulting policy . The in the configuration file or may be more complex and include 
resulting policy is generated based on a predetermined 50 adding or changing one or more conditions and / or rules . One 
hierarchy of policies . See above provided description for the or more key / value pairs may be created , modified , removed 
merged policy of FIG . 11 . and / or added . 

At 1056 , the policy management module 626 generates a At 1084 , the policy management module 626 shares the 
configuration file including conditions or condition based new or updated condition and / or rule for the previous 
parameters for the merged policy . The configuration file may 55 content , the updated policy , and / or the modified configura 
include the conditions , the rules and / or the parameters . The tion file with devices , modules , and / or systems within the 
parameters may be in the form of metadata . One or more headend 606 . Task 1058 may be performed subsequent to 
key / value pairs may be created , as described above . task 1084 to present an offer based on the new and / or 

At 1057 , the policy management module 626 may share updated condition and / or rule . 
the policy , conditions , rules , and / or configuration file with 60 Different POP devices may connect to and disconnect 
one or more devices , modules , and / or systems within the from the network at any moment in time during the above 
headend 606 and / or one or more of the POP devices 602 . method . The POP device connected to the network may 

At 1058 , the policy management module 626 may trans - receive the latest versions of the offers for the content . 
mit to the POP device ( i ) an offer for the content , ( ii ) The above - described tasks of FIGS . 14 - 15 are meant to be 
conditions and / or rules of the offer , and / or ( iii ) a modified 65 illustrative examples ; the tasks may be performed sequen 
guide indicating the offer . At 1060 , the POP device presents tially , synchronously , simultaneously , continuously , during 
the offer for the content to the customer or user of the POP overlapping time periods or in a different order depending 
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upon the application . Also , any of the tasks may not be example , multiple modules may allow load balancing . In a 
performed or skipped depending on the implementation further example , a server ( also known as remote , or cloud ) 
and / or sequence of events . module may accomplish some functionality on behalf of a 

The above - disclosed content providers , headends , service client module . 
providers , advertisers , product and / or service providers , 5 The term code , as used above , may include software , 
payment service providers and / or backend devices may firmware , and / or microcode , and may refer to programs , 
include and / or be implemented as respective servers . The routines , functions , classes , data structures , and / or objects . 
servers may include respective control modules for perform - The term shared processor circuit encompasses a single 
ing one or more of the corresponding tasks and / or functions processor circuit that executes some or all code from mul 
disclosed herein . 10 tiple modules . The term group processor circuit encom 

The wireless communications described in the present passes a processor circuit that , in combination with addi 
disclosure with respect to Bluetooth transceivers of user t ional processor circuits , executes some or all code from one 
receiving devices and mobile devices may include transmis or more modules . References to multiple processor circuits 
sion of data and / or signals having short - wavelength ultra - encompass multiple processor circuits on discrete dies , 
high frequency ( UHF ) radio waves in an industrial , scientific 15 multiple processor circuits on a single die , multiple cores of 
and medical ( ISM ) radio frequency band from 2 . 4 to 2 . 485 a single processor circuit , multiple threads of a single 
GHz . The signals may be transmitted based on Bluetooth processor circuit , or a combination of the above . The term 
protocols and / or standards . The signals may be transmitted shared memory circuit encompasses a single memory circuit 
based on Bluetooth low energy ( or smart ) protocols and / or that stores some or all code from multiple modules . The term 
standards . The Bluetooth transceivers may include respec - 20 group memory circuit encompasses a memory circuit that , in 
tive antennas . combination with additional memories , stores some or all 

The wireless communications described in the present code from one or more modules . 
disclosure can be conducted in full or partial compliance The term memory circuit is a subset of the term computer 
with IEEE standard 802 . 11 - 2012 , IEEE standard 802 . 16 - readable medium . The term computer - readable medium , as 
2009 , IEEE standard 802 . 20 - 2008 , and / or Bluetooth Core 25 used herein , does not encompass transitory electrical or 
Specification v4 . 0 . In various implementations , Bluetooth electromagnetic signals propagating through a medium 
Core Specification v4 . 0 may be modified by one or more of ( such as on a carrier wave ) ; the term computer - readable 
Bluetooth Core Specification Addendums 2 , 3 , or 4 . In medium may therefore be considered tangible and non 
various implementations , IEEE 802 . 11 - 2012 may be supple - transitory . Non - limiting examples of a non - transitory , tan 
mented by draft IEEE standard 802 . 11ac , draft IEEE stan - 30 gible computer - readable medium are nonvolatile memory 
dard 802 . 11ad , and / or draft IEEE standard 802 . 11ah . circuits ( such as a flash memory circuit , an erasable pro 

The foregoing description is merely illustrative in nature grammable read - only memory circuit , or a mask read - only 
and is in no way intended to limit the disclosure , its memory circuit ) , volatile memory circuits ( such as a static 
application , or uses . The broad teachings of the disclosure random access memory circuit or a dynamic random access 
can be implemented in a variety of forms . Therefore , while 35 memory circuit ) , magnetic storage media ( such as an analog 
this disclosure includes particular examples , the true scope or digital magnetic tape or a hard disk drive ) , and optical 
of the disclosure should not be so limited since other storage media ( such as a CD , a DVD , or a Blu - ray Disc ) . 
modifications will become apparent upon a study of the The apparatuses and methods described in this application 
drawings , the specification , and the following claims . As may be partially or fully implemented by a special purpose 
used herein , the phrase at least one of A , B , and C should be 40 computer created by configuring a general purpose computer 
construed to mean a logical ( A OR B OR C ) , using a to execute one or more particular functions embodied in 
non - exclusive logical OR , and should not be construed to computer programs . The functional blocks and flowchart 
mean “ at least one of A , at least one of B , and at least one elements described above serve as software specifications , 
of C . ” It should be understood that one or more steps within which can be translated into the computer programs by the 
a method may be executed in different order ( or concur - 45 routine work of a skilled technician or programmer . 
rently ) without altering the principles of the present disclo - The computer programs include processor - executable 
sure . instructions that are stored on at least one non - transitory , 

In this application , including the definitions below , the tangible computer - readable medium . The computer pro 
term ‘ module ' or the term ' controller ' may be replaced with grams may also include or rely on stored data . The computer 
the term ' circuit . ' The term “ module ’ may refer to , be part of , 50 programs may encompass a basic input / output system 
or include : an Application Specific Integrated Circuit ( BIOS ) that interacts with hardware of the special purpose 
( ASIC ) ; a digital , analog , or mixed analog / digital discrete computer , device drivers that interact with particular devices 
circuit ; a digital , analog , or mixed analog / digital integrated of the special purpose computer , one or more operating 
circuit ; a combinational logic circuit ; a field programmable systems , user applications , background services , back 
gate array ( FPGA ) ; a processor circuit ( shared , dedicated , or 55 ground applications , etc . 
group ) that executes code ; a memory circuit ( shared , dedi The computer programs may include : ( i ) descriptive text 
cated , or group ) that stores code executed by the processor to be parsed , such as HTML ( hypertext markup language ) or 
circuit ; other suitable hardware components that provide the XML ( extensible markup language ) , ( ii ) assembly code , ( iii ) 
described functionality ; or a combination of some or all of object code generated from source code by a compiler , ( iv ) 
the above , such as in a system - on - chip . 60 source code for execution by an interpreter , ( v ) source code 

The module may include one or more interface circuits . In for compilation and execution by a just - in - time compiler , 
some examples , the interface circuits may include wired or etc . As examples only , source code may be written using 
wireless interfaces that are connected to a local area network syntax from languages including C , C + + , C # , Objective C , 
( LAN ) , the Internet , a wide area network ( WAN ) , or com - Haskell , Go , SQL , R , Lisp , Java® , Fortran , Perl , Pascal , 
binations thereof . The functionality of any given module of 65 Curl , OCaml , Javascript , HTML5 , Ada , ASP ( active server 
the present disclosure may be distributed among multiple pages ) , PHP , Scala , Eiffel , Smalltalk , Erlang , Ruby , Flash® , 
modules that are connected via interface circuits . For Visual Basic® , Lua , and Python® . 
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The teachings of the present disclosure can be imple content are multi - dimensional to include a customer 
mented in a system for communicating content to an end dimension , a customer device dimension , and a pro 
user or user device . Both the data source and the user device vider dimension ; 
may be formed using a general computing device having a generating , within the headend , a configuration file 
memory or other data storage for incoming and outgoing 5 including the plurality of conditions or condition based 
data . The memory may comprise but is not limited to a hard parameters for the policy for entitlement and usage ; 
drive , FLASH , RAM , PROM , EEPROM , ROM phase updating the configuration file in response to a change in 

the conditions or rules , allowing the conditions or rules change memory or other discrete memory components . to change at any time without needing explicit coding A content or service provider is also described herein . A 
content or service provider is a provider of data to the end at the headend for supporting the change ; 

communicating an offer for the content from the headend user . The service provider , for example , may provide data to the customer device ; corresponding to the content such as metadata as well as the communicating an acceptance signal indicating accep 
actual content in a data stream or signal . The content or tance of the offer from the customer device to the service provider may include a general purpose computing 15 headend ; device , communication components , network interfaces and receiving the acceptance signal at the headend from the 
other associated circuitry to allow communication with customer device ; 
various other devices in the system . enforcing , at the headend , the policy for entitlement and 

Further , while the disclosure is made with respect to the usage of content according to the configuration file by 
delivery of video ( e . g . , television ( TV ) , movies , music 20 determining whether the rules and conditions of the 
videos , etc . ) , it should be understood that the systems and policy for entitlement by the customer and customer 
methods disclosed herein could also be used for delivery of device have been met ; 
any media content type , for example , audio , music , data thereafter , based on enforcing , generating , at the headend , 
files , web pages , advertising , etc . Additionally , throughout a conditional access packet ; 
this disclosure the transfer of video , programs , or channel 25 thereafter , transmitting the conditional access packet to 
information may include and is not limited to the transfer of the customer device , wherein the customer device is 
data , content , information , programs , movie trailers , movies , enabled to access content from a content locker that is 
advertising , assets , video data , etc . allocated to the customer based on the conditional 

As used herein , the term " title " will be used to refer to , for access , said content locker separate from the customer 
example , a movie itself and not the name of the movie . 30 device ; and 
While the following disclosure is made with respect to communicating the content to the customer device in 
example DIRECTV® broadcast services and systems , it response to enforcing after transmitting the conditional 
should be understood that many other delivery systems are access packet . 
readily applicable to disclosed systems and methods . Such 2 . The method of claim 1 , further comprising : 
systems include wireless terrestrial distribution systems , 35 subsequent to receiving the acceptance signal , updating a 
wired or cable distribution systems , cable television distri record of the customer for the content ; and bution systems , Ultra High Frequency ( UHF ) / Very High subsequent to updating the record , and prior to commu 
Frequency ( VHF ) radio frequency systems or other terres nicating the content , generating an authorization signal 
trial broadcast systems ( e . g . , Multi - channel Multi - point Dis to authorize access to the content based on whether the 
tribution System ( MMDS ) , Local Multi - point Distribution 40 plurality of conditions or parameters of the configura 
System ( LMDS ) , etc . ) , Internet - based distribution systems , tion file are satisfied . 
cellular distribution systems , power - line broadcast systems , 3 . The method of claim 2 , further comprising determining 
any point - to - point and / or multicast Internet Protocol ( IP ) a billing status of the customer and a classification of the 
delivery network , and fiber optic networks . Further , the customer , and wherein generating the authorization signal 
different functions collectively allocated among a service 45 comprises generating the authorization signal based on the 
provider and integrated receiver / decoders ( IRDs ) as billing status and classification of the customer . 
described below can be reallocated as desired without 4 . The method of claim 2 , further comprising : 
departing from the intended scope of the present patent . subsequent to updating the record , generating a condi 
None of the elements recited in the claims are intended to tional access packet in response to the authorization 

be a means - plus - function element within the meaning of 35 50 signal ; and 
U . S . C . $ 112 ( f ) unless an element is expressly recited using transmitting the conditional access packet from the head 
the phrase “ means for , ” or in the case of a method claim end to the customer device , wherein the customer using the phrases “ operation for ” or “ step for . " device accesses the content from a content locker based 

on the conditional access packet , and wherein the 
What is claimed is : content locker is allocated to the customer and is 
1 . A method of provisioning multi - dimensional rule based separate from the customer device . 

entitlement , the method comprising : 5 . The method of claim 4 , wherein the content locker is 
storing , within a headend , a plurality of conditions and outside a local area network in which the customer device is 

rules for content provided by a plurality of providers , located . 
the plurality of providers specifying respective condi - 60 6 . The method of claim 1 , further comprising : 
tions and rules for providing respective content ; receiving , at the headend , a new or updated parameter , a 

merging at least some of the plurality of conditions and new or updated condition , or a new or updated rule for 
rules specified by the plurality of providers to generate the content ; 
a plurality of policies for entitlement and usage of modifying the configuration file for the content based 
content for a customer device based on a predetermined 65 on the new or updated parameter , the new or updated 
hierarchy of the plurality of policies , wherein rules and condition or the new or updated rule to form a 
conditions of the policy for entitlement and usage of modified configuration file ; and 
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sharing the new or updated parameter , the new or updated content according to the configuration file , said con 
condition or the new or updated rule for the content or ditional access management module generating a 
the modified configuration file with a plurality of conditional access packet based on enforcing and , 
network devices and systems within the headend . thereafter , transmitting the conditional access packet 

7 . The method of claim 6 , further comprising ; 5 to the customer device separate from the content ; modifying the configuration file according to only the new said customer device accesses content from a content or updated parameter ; and locker that is allocated to the customer based on and replacing one of the condition based parameters by the after receiving the conditional access , said content new or updated parameter . locker separate from the customer device ; and 8 . The method of claim 6 , wherein the new or updated 10 said content locker communicating content to the cus parameter , the new or updated condition or the new or 
updated rule for the content is shared with a plurality of tomer device in response to enforcing the policy . 

13 . The system of claim 12 , further comprising a billing network devices and systems within the headend . 
9 . The method of claim 6 , wherein the modified configu module , wherein : 

ration file is shared with the plurality of network devices and 15 t the authorization module is configured to , subsequent to 
systems within the headend . receiving the acceptance signal , generate a modified 

10 . The method of claim 6 , wherein the modifying of the customer event signal to update a record of the cus 
configuration file comprises modifying a key / value pair of tomer for the content ; and 
the configuration file . the billing module is configured to , subsequent to updat 

11 . The method of claim 1 , further comprising : ing the record , and prior to the content being commu 
receiving a request for second content from the customer nicated , generate an authorization signal to authorize 

device ; access to the content based on whether the plurality of 
determining whether the second content is in a content conditions or parameters of the configuration file are 

locker of the customer , wherein the content locker is satisfied . 
located outside a local area network of the customer 25 14 . The system of claim 13 wherein the billing module is 
device ; configured to determine a billing status and classification of 

if the second content is in the content locker and the the customer and generate the authorization signal based on 
customer is authorized to view the second content , the billing status and classification of the customer . 
downloading the second content from an Internet or the 15 . The system of claim 13 , wherein : 
headend to the customer device ; and 30 the conditional access management module is configured 

if the second content is not in the content locker , imple to , subsequent to the authorization module updating the 
menting the policy for entitlement and usage of content record , generate a conditional access packet in response 
or a second merged policy to determine whether to to the authorization signal and transmit the conditional 
permit access to the second content to the customer . access packet from the headend to the customer device , 

12 . A system for provisioning multi - dimensional rule 35 wherein the customer device accesses the content from 
based entitlement , the system comprising : a content locker based on the conditional access packet , 

a customer device ; and wherein the content locker is allocated to the 
a headend configured to customer and is separate from the customer device . 

store a plurality of conditions and rules for content 16 . The system of claim 15 , the headend is configured to , 
provided by a plurality of providers , the plurality of 40 in modifying the configuration file , modify a key / value pair 
providers specifying respective conditions and rules of the configuration file . 
for providing respective content ; 17 . The system of claim 13 , wherein the content locker is 

merge at least some of the conditions and rules speci - outside a local area network in which the customer device is 
fied by the plurality of providers to generate a located . 
plurality of policies for entitlement and usage of 45 18 . The system of claim 12 , wherein the headend is 
content for the customer device based on a prede - configured to : 
termined hierarchy of the plurality of policies , receive a new or updated parameter , a new or updated 
wherein rules and conditions of the policy for entitle condition , or a new or updated rule for the content ; 
ment and usage of content are multi - dimensional to modify the configuration file for the content based on 
include a customer dimension , a customer device 50 the new or updated parameter , the new or updated 
dimension , and a provider dimension , and condition or the new or updated rule to form a 

generate a configuration file including the plurality of modified configuration file ; and 
conditions or condition based parameters for the share the new or updated parameter , the new or updated 
policy for enforcement and usage ; condition or the new or updated rule for the content or 

update the configuration file in response to a change in 55 the modified configuration file with a plurality of 
the conditions or rules , allowing the conditions or network devices and systems within the headend . 
rules to change at any time without needing explicit 19 . The system of claim 18 , wherein ; 
coding at the headend for supporting the change ; the headend is configured to is configured to modify the 

an authorization module configured to communicate an configuration file according to only the new or updated 
offer for the content to the customer device ; 60 parameter ; and 

the customer device receiving the offer for the content and one of the condition based parameters is replaced by the 
communicating an acceptance signal to the authoriza new or updated parameter . 
tion module ; 20 . The system of claim 18 , wherein the headend is 

said authorization module configured to receive the configured to share the new or updated parameter , the new 
acceptance signal ; 65 or updated condition or the new or updated rule for the 
a conditional access management module configured to content with the plurality of network devices and systems 

enforce the policy for entitlement and usage of within the headend . 



38 
US 10 , 264 , 304 B2 

37 
21 . The system of claim 18 , wherein the headend is 

configured to share the modified configuration file with the 
plurality of network devices and systems within the head 
end . 

22 . The system of claim 12 , wherein : 
the headend is configured to receive a request for second 

content from the customer device ; 
an authorization module is configured to determine 
whether the second content is in a content locker of the 
customer , wherein the content locker is located outside 10 
a local area network of the customer device ; 

the headend or the authorization module is configured to , 
if the second content is in the content locker and the 
customer is authorized to view the second content , 
download the second content from an Internet or the 15 
headend to the customer device ; and 

the headend or the authorization module is configured to , 
if the second content is not in the content locker , 
implement the policy for entitlement and usage of 
content or a second merged policy to determine 20 
whether to permit access to the second content to the 
customer . 


