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FAST NETWORK ATTACHMENT
Field of the Invention

The present invention relates to a fast network attachment mechanism for a

mobile wireless network.

Background to the Invention

In the context of a mobile wireless communication network, the term
“attachment” refers to the procedure whereby a user device connects to a local
wireless network (such as a wireless LAN access point) and is able to make use
of at least some of the services offered by that network. In practice, this
procedure involves multiple protocol layers relating, for example, to the
identification of the correct radio frequencies, radio-layer negotiation to enable
communications with the access point, network access authentication and
authorisation procedures, link layer security protection initiation, finding the
routers and addresses at the IP layer, and re-establishing mobility mechanisms
to a new IP address. Unfortunately, these tasks time to complete, and the
interaction and overall effects of the individual tasks are not well understood,
because most of the work on wireless access issues has focused only on a
particular a'spect.

An area likely to suffer in particular from a failure to inter-relate multiple protocol
issues is that of mobility between different network types. For example,
researchers in this area have tended to ignore the effects of having to have
access control on the link (necessary due to business and/or legal
requirements). Real users are only about to start taking advantage of mobility
between different network types and the associated problems have therefore
not been fully seen or appreciated.

Mobile IP is a set of protocols which provide for the roaming of subscribers
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between access networks, whilst at the same time ensuring that the subscribers
are reachable by correspondent nodes that do not know the current locations of
the subscribers. Figure 1 illustrates schematically a network architecture for
implementing Mobile IP. A subscriber 1 is attached to an access router 2 of an
access network 3. Fundamental to Mobile IP is the provision of a Home Agent
4 in a subscriber’s home network ~5 and which knows the current location of the
subscriber 1 (the current location being defined by an IP address known as a
“care-of-address”) and is able to route messages directed to the subscriber’s
fixed IP address to the current location. Binding update messages are used to
enable the subscriber 1 to update his care-of-address at the Home Agent 4, e.g.
in the event that the subscriber roams to a new access network. When a
subscriber changes its care-of-address, a route optimisation procedure may be
invoked to ensure that packets subsequently sent from correspondent hosts 6
attached to respective access networks 7 are routed to the subscriber via the
optimal route. An Authentication, Authorisation, and Accounting (AAA) server 8
located in the home network 5 communicates with the Home Agent 4.

In the case of Internet Protocol version 6 (IPv6), the process for network
attachment in a typical wireless link is as follows:

. Link layer attachment, such as detecting and connecting to a specific
Wireless Local Area Network (LAN) access point.

. Access control procedures. Mechanisms such as 802.1X and EAP are
used for this. Typically, this involves three EAP control messages (identity
request, response, and success, piggybacked on the EAPOL-Success
message), and a specific authentication method. Simple authentication
methods complete in two messages, but many methods require more.

o Router Discovery. This is the process of finding the default router for the
node and determining the routing prefixes for this link. In the simplest case this
requires two messages, with a waiting period in between.

. Duplicate Address Detection (DAD). This is used to ensure that the
address that the mobile node selects for use on this link is unique. Typically,
this involves one message and a waiting period.

. Mobility management procedures. These include messaging with a
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Home Agent and possibly with correspondent nodes and a previous router. The
messaging consists typically of two messages with the exchanged between the
user terminal and the Home Agent, five (partially simultaneous) messages with

each correspondent node, and a message with the previous router.

Internet Protocol version 4 (IPv4) behaves largely in the same manner as IPv6.
However, Router Discovery, Neighbour Discovery, and address
autoconfiguration are replaced with the Dynamic Host Control Protocol (DHCP),
and there is no support for DAD. DHCP typically requires four messages.
Mobile IPv4 does not have route optimisation, and therefore involves only two
additional mobility related messages. There is no support in IPv4 for a smooth

handover from an old to a new access router.

In summary, with IPv6 there are at least 16 messages in the full case assuming
only one correspondent node, and two distinct waiting periods (although four of
the messages can be sent in parallel). In the IPv4 case, the number of
messages is somewhat smaller due to the lesser functionality of IPv4 and the

central role of DHCP. However, at least 11 messages are still needed.

Work is ongoing to try to optimise some of the signalling procedures discussed
above. In particular:

. So-called “Optimised” DAD attempts to avoid delays associated with
DAD, and may also enable the use of the tentative address before DAD has
completed. The potential benefit of this approach is the elimination of one
waiting period, and possible additional parallelism in the messaging sequence.
Another proposed approach uses the access router to assist in the DAD
procedure.

o Optimised Movement Detection attempts to make it faster to detect when
movement (of a user terminal) has occurred, and to identify the network
parameters in the new network. This involves new algorithms for the
reduction of the waiting periods associated with IPv6 Router Advertisements,
but does not reduce the overall amount of messages.

. Hierarchical Mobile IP (HMIP) attempts to localise movements so that the
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number of location updates sent to the Home Agent and the correspondent
nodes can be minimized.

These optimisation approaches are mainly concerned with the elimination of
unnecessary waiting times. They do not appear to have a significant impact on
the amount of required signalling, with the except of HMIP. HMIP does not,
however, reduce the amount of basic network access signalling, it only shortens
the path that this signalling needs to take.

Summary of the Invention

It is an object of the present invention to reduce the number of messages
required to facilitate network access of a mobile node. This is achieved by
securely delegating certain tasks, currently performed by the mobile node, to an

access router of the access network.

it is an object of the invention to provide a so-called delegation-based security
scheme which, rather than sending messages end-to-end between the mobile
node and whatever core network entity it needs to talk to, sends certificates
from the mobile node to an access router that delegate some of the tasks to the

access router which would otherwise have to be done by the mobile node.

According to a first aspect of the present invention there is provided a method of
facilitating Internet Protocol access by a mobile node to an access network, the
method comprising:

sending an attachment request from the mobile node to an access router
of the access network, the request containing a mobile node identifier and an
Interface ldentifier or means for deriving an Interface ldentifier, and being
signed by the mobile node to allow the message to be authenticated as
originating at that mobile node;

receiving the request at the access router and authenticating the
message there using the signature, and in response to the receipt and
authentication of the message, performing a predefined set of tasks delegated

to the access node and which are required to facilitate said access; and
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returning an acknowledgment from the access router to the mobile node
confirming the access permission, the acknowledgement containing a network
routing prefix and means for authenticating the access router to the mobile
node.

Application of the present invention can result in a significant reduction in the
number of signalling messages required to provide network attachment for a
mobile node, by applying a holistic approach rather than by focusing on
particular protocols and tasks. It improves the prospects for near seamless
roaming between access networks.

Preferably, the attachment request contains one or more of the following:
the mobile node's Network Access Identifier (NAI),
the mobile node's own public key,
a trusted root for any access router the mobile node is willing to accept,
an address of the mobile node's Home Agent,
addresses of correspondent nodes which the mobile node wishes to
establish route optimisation with,
an Interface Identifier (lID), constructed in a Cryptographically Generated
Address (CGA) manner,
the identity of the access router (if known),
desired parameters for the wireless link connection (if needed),
a cookie, calculated in a manner known only by the mobile node,
a signature, signed with the mobile node's private key.

Preferably, receipt of the attachment request at the access router triggers one
or more of the following procedures at the access router:

Link layer attachment;

An access control procedure;

Router discovery;

IP address generation:

Duplicate address detection
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Preferably, said predefined set of tasks comprise:
Implementing an Access, Authorisation, and Accounting procedure with
appropriate infrastructure (AAA server) in the home network of the mobile
node;
Performing a binding update on behalf of the mobile node with a Home
Agent of the mobile node;
Performing route optimisation with one or more correspondent nodes of

the mobile node.

According to a second aspect of the present invention there is provided a
method of operating a mobile node to facilitate Interet Protocol access by the
mobile node to an access network, the method comprisihg sending an
attachment request from the mobile node to an access router of the access
network, the request containing a mobile node identifier and an Interface
Identifier or means for deriving an Interface Identifier, and being signed by the
mobile node to allow the message to be authenticated as originating at that
mobile node, the message containing authorisation for the access router to
perform a predefined set of tasks delegated to the access node and which are

required to facilitate said access

According to a third aspect of the present invention there is provided a method
of operating an access router arranged to facilitate Internet Protocol access by
a mobile node to an access network, the method comprising:

receiving the request at the access router and authenticating the
message there using the signature, and in response to the receipt and
authentication of the message, performing a predefined set of tasks delegated
to the access node and which are required to facilitate said access; and

returning an acknowledgment from the access router to the mobile node
confirming the access permission, the acknowledgement containing a network
(routing) prefix and means for authenticating the access router to the mobile
node.

According to a fourth aspect of the present invention there is provided a method
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of operating a Home Agent arranged to implement Mobile Internet Protocol for a
mobile node, the method comprising:

receiving a location update message for the mobile node from an access
router;

authorising the access router to perform a location update on behalf of
the mobile node; and

implementing the location update.

Brief Description of the Drawings

Figure 1 illustrates schematically a mobile communication system architecture
employing Mobile IP; and
Figure 2 shows signalling associated with a fast network attachment procedure.

Detailed Description of Certain Embodiments

In optimising the network attachment procedure for a mobile node, a number of
basic requirements must be taken into account. From the point of view of the
mobile node, the mobile node needs to prove to the access network that it has
an access right. It also needs to prove to the Home Agent that it has a right to
update its binding information stored there, and to the correspondent nodes that
it is reachable at the home and care-of addresses. Finally, the mobile node
needs to prove to other nodes in the visited network that it "owns" its care-of
address. Other requirements are:

e The local router needs to prove its authority to the mobile node, both in
terms of access authentication and ability to act as a router.

e The Access, Authorisation, and Accounting (AAA) infrastructure needs to
have proof that the mobile node is who it claims to be (to ensure security
and confirm that payment wil be forthcoming).

¢ The Home Agent needs to have a proof that the mobile node has indeed
requested a location update.

The efficient network attachment procedure proposed here relies upon the
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e A single request (along with its associated credentials) for network
access can be used to acquire the necessary permission from the
access router, Home Agent, and optionally AAA infrastructure.

e The creation of an address for a mobile node can be performed in two
steps by separate nodes: the mobile node can create the Interface
Identifier (IID) part of the address and assure its ownership of the IID
through Cryptographically Generated Addresses (see GB2367986) or
EUI-64 address certificates. The access router can create the prefix part
of the address.

e Home Agents (or home AAA servers) can act on behalf of the mobile
nodes to verify the trust towards the access router, and the correctness
of the care-of address construction.

e Home Agents can act on behalf of the mobile nodes to acquire home
“keygen” tokens which are the cryptographic values required for
performing route optimisation with correspondent nodes.

e Similarly, the access router can act on behalf of the mobile nodes for
acquiring care-of keygen tokens.

¢ Denial-of-Service attack prevention only needs to be employed when the
involved nodes are under an attack, otherwise the prevention procedures

cause only extra delay.

There are a number of different ways to create a wireless link protocol based on
the above constructs. One solution consists of the following messaging

sequence:

1. On some types of link layers, it may be possible for the mobile node to
receive an announcement or "beacon" message before it attempts attachment.
Where such a message is available, it contains the following information:

the identity of the access router, and

optionally, the capabilities and properties of the access router.

2. When the mobile node is ready to attach to a link, it sends a "new
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attachment message” to the appropriate access router. This message is a
signed statement from the mobile node, perhaps in the form of a certificate.
The statement indicates that the mobile node wishes to gain access, and
contains the following information:

the mobile node's Network Access Identifier (NA),

the mobile node's own public key,

a trusted root for any access router the mobile node would accept,

the address of the mobile node's Home Agent,

the addresses of the correspondent nodes which the maobile node wishes to

establish route optimisation with,

an Interface Identifier (IID), constructed in a Cryptographically Generated

Address (CGA) manner,

the identity of the access router (if known),

the desired parameters for the wireless link connection (if needed),

a cookie, calculated in a manner known only by the mobile node,

a signature, signed with the mobile node's private key.

3. Once the access router has verified the access request (details of this are
discussed later), it sends an acknowledgement to the mobile node and allows it
to access the network. This acknowledgement is a signed statement from the
access router that it has performed the tasks delegated to it. In addition, the
acknowledgement carries a signed statement from the home AAA network that
it has registered the access request and verified that the access network is
trusted. The acknowledgement carries a similar signed statement from the
mobile node's Home Agent that it has registered the new location of the mobile
node, and also verified that the access router is trusted. The acknowledgement
contains the following information:

the cookie from the mobile node,

the network prefix allocated for the mobile node,

the identity and public key of the access router,

a signature of the access router,

a signature of the user's home AAA network, and

a signature of the user's Home Agent.
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4, The mobile node verifies that the cookie contained within the
acknowledgement was produced by itself, and verifies the signatures in the
message (to do this it may use known public keys). Assuming that the
signatures are correct, the mobile node starts sending data packets.

5. Once the access router, Home Agent, and a correspondent node have
concluded the necessary mobility signalling needed to establish route
optimisation, the access router sends a message to the mobile node, containing
the following information:

the cookie from the mobile node,

the address of the correspondent node,

a signature of the access router.

6. The mobile node again verifies that the cookie contained within this message
was produced by itself, and verifies the signature in the message. Assuming
that the information is correct, the mobile node proceeds to use route

optimisation in the data packets it sends to the correspondent node in question.

Once this process is complete, the mobile node has been authenticated to the
local network (with possible accounting records created), has registered with its
Home Agent, and has registered with all of its correspondent nodes.

Data packets may flow when the mobile node has (a) received an
acknowledgement from the access router that all steps 1. to 6. have been
performed, (b) received at least the prefix information in which case it could
(optimistically) start sending data, or (¢) immediately if the access router "fills in"
the prefix part of the source IP address in the mobile node's packets.

The use of a single request - response message pair with public key
cryptography has potentially a Denial-of-Service (DoS) vulnerability. An
attacker might generate a large number of requests, and the receiver, e.g. the

access router, must perform a lot of computations before it can determine that
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the requests are invalid. The normal defence taken against this DoS attack is
the exchange of some (weakly) verified packets before the actual heavy
computations occur. For instance, the Intemet Key Exchange (IKE) procedure
exchanges cookies and verifies that the peer can in fact receive packets at the
claimed IP address before it performs either Diffie-Hellman or RSA
computations.

A similar defence may be used in the procedure described here (typically
involving the sending of a cookie from the access network to the mobile node,
and the inclusion of this cookie in the initial access request sent by the mobile
node), but in order to avoid a delay for a relatively rare problem, the involved
nodes do not normally invoke the exira exchange. Rather, they invoke it only
when they consider themselves to be under a heavy load or a potential Denial-
of-Service attack. Specifically, in such a situation, the access router or the
infrastructure behind it can decline to verify the signatures immediately. Instead
it can send a preliminary response message containing the original message
and the sender’s cookie, and attach its own cookie. If the request was real, the
sender will receive this message and respond by resending the request with the
additional cookie from the preliminary response message. This ensures that at
least the node in question exists in a known IP address, and is able to send and

receive packets. In this case the signalling sequence is as follows:

1. The mobile node sends a "new attachment message” when it attaches to a

new link.

2. The access router or an infrastructure node behind it requests additional
verification. The message contains the following information:
the cookie from the mobile node,

the cookie(s) from the access router (and infrastructure) node(s).

. 3. The mobile node verifies that the cookie contained within it was produced by

itself, and resends its original request with one additional parameter, namely the

cookie(s) from the access router (and infrastructure) node(s).
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4. From this point onwards, the process continues as described above.

The infrastructure part of the network attachment procedure may be
implemented in a number of different ways, depending on whether new
protocols can be employed or existing ones reused. In the following we give
only an overview of providing the desired functionality at the access router, and
how it can contact the AAA infrastructure, Home Agent, and correspondent
nodes, using existing protocols.

1. The AAA infrastructure can be contacted using existing authentication
mechanisms. For instance, the access router could run EAP-TLS inside a
RADIUS protocol, and use its own key for the client TLS authentication. By
including the mobile node's signed access request in certificate form, the AAA
infrastructure can determine that the mobile node has delegated the

authentication task to the access router.

2. The access router can verify the IID sent by the mobile node either by
keeping its own database of currently used 11Ds on this link, or by sending an
IPv6 DAD request on the link on behalf of the mobile node.

3. The access router can authenticate itself to the mobile node's Home Agent
by using its own public key, and as above, include the mobile node's signed
request as a certificate. In addition, the access router can provide the network
prefix information. The Home Agent can then determine the new location, and
verify that the mobile node really has made the request to be moved.
Depending on whether the mobile node knew the identity of the access router
before it made its request, the Home Agent may also be able to check that the
mobile node, access router, and Home Agent all agree about the identity of the

access router.

4. Once the access router has received an answer from both the AAA

infrastructure and the Home Agent, and has verified the received cookies and
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signatures, it can proceed by sending an acknowledgement to the mobile node

‘and allowing it to access the network.

5. When the Home Agent has approved the access request, it can, in parallel,
send a number of Mobile IPv6 home test “init" messages to the listed
correspondent nodes. Similarly, the access router can send a number of care-
of test “init” messages to the same correspondent nodes. The responses to the
Home Test messages will be sent to the access router from the Home Agent.
When both Home and Care-of Test messages have been responded to, the
access router can combine the values from them to send a Binding Update to
the correspondent node. (Unlike other nodes involved in this exchange, the
correspondent node does not need the signed statements, as it operates solely
based on address reachability tests, which succeed due to the Home Agent and

access router performing them.)

A summary of the message flow is illustrated in Figure 2.

It will be appreciated that the procedure iliustrated can be optimised still further
by including the parallel invocation of messages to the different infrastructure
nodes.

The presented model can also act as a link-layer (wireless link) security
mechanism, for instance, to enable encryption between the host and the access
router. The necessary cryptographic exchange for deriving the needed session
keys can be embedded in the "new attachment message" and its
acknowledgement. For example, a Diffie-Hellman exchange can be carried out

in order to securely agree on the session keys.

In its minimal form, the procedure described here provides for a secure single
message network attachment mechanism on the wireless link, assuming of
course that data packets can be sent optimistically before an acknowledgement
has been received. In any case, the described mechanism requires at most 3

messages on the wireless link to perform network attachment for a mobile node.
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It will be appreciated by the person of skill in the art that various modifications
may be made to the above described embodiments without departing from the

scope of the present invention.
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CLAIMS:

1. A method of facilitating Internet Protocol access by a mobile node to an
access network, the method comprising:

sending an attachment request from the mobile node to an access router
of the access network, the request containing a mobile node identifier and an
Interface ldentifier or means for deriving an Interface ldentifier, and being
signed by the mobile node to allow the message to be authenticated as
originating at that mobile node;

receiving the request at the access router and authenticating the
message there using the 'signature, and in response to the receipt and
authentication of the message, performing a predefined set of tasks delegated
to the access node and which are required to facilitate said access; and

returning an acknowledgment from the access router to the mobile node
confirming the access permission, the acknowledgement containing a network
routing prefix and means for authenticating the access router to the mobile

node.

2. A method according to claim 1, wherein the attachment request contains
one or more of the following:
the mobile node's Network Access Identifier,
the mobile node's own public key,
a trusted root for any access router the mobile node is willing to accept,
an address of the mobile node's Home Agent,
addresses of correspondent nodes which the mobile node wishes to
establish route optimisation with,
an Interface Identifier, constructed in a Cryptographically Generated
Address manner,
the identity of the access router,
desired parameters for the wireless link connection,
a cookie, calculated in a manner known only by the mobile node,

a signature, signed with the mobile node's private key.
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3. A method according to claim 1 or 2, wherein receipt of the attachment
request at the access router triggers one or more of the following procedures at
the access router:

Link layer attachment;

An access control procedure;

Router discovery;

IP address generation:

Duplicate address detection

4, A method according to any one of the preceding claims, said predefined
set of tasks comprising: |
Implementing an Access, Authorisation, and Accounting procedure with
appropriate infrastructure in the home network of the mobile node;
Performing a binding update on behalf of the mobile node with a Home
Agent of the mobile node;
Performing route optimisation with one or more correspondent nodes of

the mobile node.

5. A method of operating a mobile node to facilitate Internet Protocol access
by the mobile node to an access network, the method comprising sending an
attachment request from the mobile node to an access router of the access
network, the request containing a mobile node identifier and an Interface
Identifier or means for deriving an Interface Identifier, and being signed by the
mobile node to allow the message to be authenticated as originating at that
mobile node, the message containing authorisation for the access router to
perform a predefined set of tasks delegated to the access node and which are

required to facilitate said access

6. A method of operating an access router arranged to facilitate Intemet
Protocol access by a mobile node to an access network, the method
comprising:

receiving the request at the access router and authenticating the

message there using the signature, and in response to the receipt and
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authentication of the message, performing a predefined set of tasks delegated
to the access node and which are required to facilitate said access; and

returning an acknowledgment from the. access router to the mobile node
confirming the access permission, the acknowledgement containing a network
(routing) prefix and means for authenticating the access router to the mobile
node.

7. A method of operating a Home Agent arranged to implement Mobile
Internet Protocol for a mobile node, the method comprising:

receiving a location update message for the mobile node from an access
router,

authorising the access router to perform a location update on behalf of
the mobile node; and

implementing the location update.
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