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the first OTC, and a second OTC is required from the user. If the new, second OTC and the first OTC are in sequence, the end user
will be authenticated, and admitted access to the system and the requested service.



WO 03/081545 PCT/EP03/03087

10

i5

20

25

30

METHOD AND SYSTEM FOR USER AUTHENTICATION IN A DIGITAL
COMMUNICATION SYSTEM

Field of the invention

The present invention relates to a method and a
system for authentication in digital communication

systems.

Background of the invention

The need for secure electronic transactions and
access to remote services involving a user and a
transaction system such as an Internet based shopping
gsite, Internet banking or an automatic teller machine
(ATM) at a bank, has increased dramatically during recent
years. A major question relating to secure transactions
is that of authentication of the user to the system. That
is, how to identify a user as being the owner of, e.g., a
bank account from which the user is to withdraw money
from when using an ATM or Internet banking services.

A well-established method of authenticating users in
such systems is that of providing the user with an elect-
ronically readable device containing information about
the user and his account. Such cards are common and
contain magnetically stored information. In order to
allow the user to use his card in an ATM, the issuer
(e.g. the bank) has provided the user with a secret code
to be supplied to the ATM when using the card. The code
is used to “unlock” the card for use by the user every
time the user makes use of his card.

However, a drawback of such a method is that one and
the same code is used every time a user authenticates
with a gystem. This increases the risk of unauthorized

use of the card if the user loses the card.

CONFIRMATION COPY
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To this end, solutions have been developed using
different codes from occasion to occasion, so called one
time codes (OTCs). Such OTCs could be provided to the
user by means of a sequence of codes to be used one time
each, and perhaps in a pre-determined order.
Alternatively, the OTCs could be generated by means of
portable code-generating devices, in which a new code is
generated each time it is used, based on personalizing
information provided by the user, such as a personal PIN-
code. Such devices are generally of two types. A first
type is specifically developed gadgets with entering
means such as a keyboard, a display, a processor for
generating the code, etc. A second type relates to so
called smart cards or integrated circuit card (ICC), i.e.
cards provided with a chip. For example, the document WO
01/02325 of the same applicant discloses such an
authentication system using OTCs.

However, a problem in using OTCs is the problem of
synchronizing the code generation/selection process at
the user side and in the authentication manager,
respectively. In case the processes are unsynchronized,
the user will not be authenticated and authorized to
access the required services or the like, even though a
correct OTC was entered. Synchronization could be
achieved by keeping and updating synchronization data,
such as a sequence number, a time value or the like, in
the same way at both user side and the authentication
manager side. However, the synchronization data could
easily become unsynchronized, for example due to manual
errors, failed authentication attempts, different clock

rates, etc.

Attempts have been made in the past to alleviate
this problem. For example, several acceptable OTC could
be generated or selected at the authentication manager,
e.g. corresponding to a sequence of synchronization data.

However, hereby the security level decreases, and the
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problem is only partly solved, since the sequence, or
window, of acceptable OTCs may still not be enough to
handle the occurred unsynchronization.

Another known solutions attempts to restore the
synchronization. However, these known solutions are
generally very cumbersome and tedious for the user, and

may algo imply a security hazard.

Summary of the invention

It is therefore an object of the present invention
to provide an improved method and system for user
authentication, which is easier and faster to use and/or
is more secure.

This object is achieved with a method and a system

according to the appended claims.

According to one aspect of the invention, a method
is provided for authenticating a user in a digital
communication system, said system comprising at least one
input device providing a user interface to the system, an
authentication manager for authenticating the user to the
system and a communication network connecting said input
device and said authentication manager. The method
comprises the steps:

- receiving identification information about the
user at said authentication manager from said input
device;

- receiving an one time code (OTC) at said
authentication manager from said input device;

-identifying, based on said identification
information, a sequence of verification OTCs associated
with said user;

- choosing at least one of the verification OTCs of
said sequence to be the most probable for authentication;
and

- comparing the chosen verification OTC and the OTC

received from the input device, and in case of a match
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authenticating the user to the system; and in case of a
non-match:

- requiring, at least once, a new OTC from the user;

- gearching at least a part of the remaining
sequence of verification OTCs for verification OTCs in
sequence matching the OTCs received from the user; and

- in case of a second match authenticating the user
to the system.

According to this method, a very smooth, efficient
but still secure authentication process is provided. The
first OTC provided by the user is verified against a
amall access window, comprising one or several most
probable verification OTCs held by the authentication
manager. Typically the small access window comprises four
OTCs. In most cases, the synchronization deviation would
be within this tolerance, whereby the user would be
unaffected by this deviation. In fact, this glight
synchronization deviation would be totally unnoticeable
for the user. The deterioration in the security level of
the system due to the size of this small access window is
for normal applications insignificant. In case the OTC
provided by the user is outside the small access window,
the OTC is normally either erroneous, or due to a
slightly larger synchronization offset. This last case is
handled in a very efficient way by the request of a
further OTC. By checking the sequential relation between
the first and second OTC, verification could be made with
a very high degree of security, while minimizing the
required user interaction. Hereby, the process becomes
very efficient, fast and easy to use, and at the same
time, the security level is not significantly

deteriorated.

In one embodiment, the OTC from the input device is
generated by means of a OTC generation unit. E.g. the
generation units is adapted to generate the OTC based on
input provided by a smart card held by the user.
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Preferably, the OTC generation unit calculates the
OTC based on synchronization data, such as a segquence
number or a time value. In that case, the step of
choosing the most probable one of the verification OTCs
could be made based on verification synchronization data
held by the authentication manager.

Thereafter, in case of a second match authenticating
the user to the system, the verification synchronization
data could be updated in accordance with the identified
matching verification OTCs.

The step of identifying a sequence of verification
OTCs associated with said user could comprise the step of
calculating a sequence of OTCs.

Alternatively, the step of identifying a sequence of
verification OTCs associated with said user could
comprise the step of retrieving a sequence of pre-stored
0TCs.

The OTCs are preferably non-recurring strings of
characters.

Further, the identification information could
comprise an identification code associated with the user.

Still further, at least part of the communication
between the input device and the authentication manager
could be encrypted.

According to another aspect of the invention, a
corresponding authentication system is provided for
authenticating a user in a digital communication system,
the communication system comprising at least one input
device providing a user interface to the system and an
authentication manager for authenticating the user to the
system and a communication network connecting said input
device and said authentication manager. The system
comprises:

- means for receiving identification information
about the user at said authentication manager from said
input device;

- means for receiving an one time code (OTC) at said
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authentication manager from said input device;

-meansg for identifying, based on said identification
information, a sequence of verification OTCs associated
with said user;

- means for choosing at least one of the
verification OTCs of said sequence to be the most
probable for authentication; and

- means for comparing the chosen verification OTC
and the OTC received from the input device, and in case
of a match authenticating the user to the system;

- means for requiring a second OTC from the user;

- means for searching at least a part of the
remaining sequence of verification OTCs for verification
OTCs in sequence matching the OTCs received from the
user; and

-~ in case of a second match authenticating the user
to the system.

Further scope of the applicability of the present
invention will become apparent from the detailed
description given hereinafter. However, it should be
understood that the detailed description and specific
examples, while indicating preferred embodiments of the
invention, are given by way of illustration only, since
various changes and modifications within the spirit and
scope of the invention will become apparent to those

skilled in the art from this detailed description.

Brief description of the drawings

For exemplifying purposes, the invention will be
described in closer detail in the following with
reference to embodiments thereof illustrated in the
attached drawings, wherein:

Fig 1 is a schematic system overview of a system
according to an embodiment of the invention;

Fig 2 is a schematic flow chart illustrating an
authentication process according to an embodiment of the

invention; and
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Fig 3 is a schematic flow chart illustrating an
authentication process according to a second embodiment

of the invention.

Description of preferred embodiments

The invention will now be described more
thoroughly by way of example.

With reference to fig 1, the invention generally
relates to a authentication in a digital communication
system. The system comprises at least one input devicel
1, and preferably several input devices. The input device
could be any device which provides an digital network
interface for user, such as a general purpose computer,
an ATM, a cellular telephone or the like. Further, the
system comprises at least one authentication manager 2
for authenticating the user to the system. The
authentication manager could be arranged as a server on
the network, and could either be integrated with a
service provider 3 for which authentication is required,
or be connected to such a service provider in any
suitable way. Accordingly, the authentication manager and
the service provider may be separate functional units in
one computer or functional units in different computers.
The setup of the service provider and connection between
the service provider and the authentication manager are
known per se and will not be further discussed in this
application. For example, the setup could be arranged as
is described in WO 01/02325 of the same applicant, said
document hereby incorporated by reference.

The service provider could be any type of remote
services requireing guthentication and involving a user
and a transaction system such as an Internet based
shopping site, Internet banking or an automatic teller
machine (ATM) at a bank.

The system further comprises a digital network 4
connecting the input device and the authentication
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manager. For example, the network could be a wide area

network (WAN), such as the Internet.

The authentication and synchronization process
according to an embodiment of the invention will now be
described with reference to fig 2. The user first enters
identification information to the authentication manager
through the input device, step S1. The identification
information could be a identification code, a password,
or any other type of information making it possible to
identifiy the user.

Further, the user retrieves a one time code (OTC),
step S2. As alreadf discussed, such OTCs could be
provided to the user by means of a sequence of codes to
be used one time each, and perhaps in a pre-determined
order. However, preferably the OTCs are generated by
means of a OTC generation unit, in which a new code is
generated each time it is used, based on personalizing
information provided by the user, such as a personal PIN-
code. However, the personalizing information may also be
provided in other ways, as is obvious for someone skilled
in the art. For example, the personalizing information
may be provided automatically by entering e.g. a SIM-card
or a smart card dedicated to the user into the OTC
generation unit. In case such personal cards are used,
the entry of an additional PIN-code may be superfluous.
Such an OTC generation unit could be a specifically
developed device with entering means such as a keyboard,
a display, a processor for generating the code, etc.
Alternatively, the device could comprise a reader for so
called smart cards or integrated circuit card (ICC), i.e.
cards provided with a chip. The reader is capable of
reading out information from the card, and together the
arrangement generates, e.g. as a response to a signal
from the reader, a one-time identification code that
could be used by the user to authenticate himself when

making transactions via a digital network. The OTC
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generation unit is preferably portable an not connected
to the communication network. The OTCs are preferably
non-recurring strings of characters. The OTC generation
unit could either be a unit dedicated only for OTC
generation, or be integrated in e.g. a PDA or a mobile
phone.

It is further preferred that the OTC generation unit
calculates the OTC based on synchronization data, such as
a sequence number or a time value, said synchronization
data being automatically incremented and/or updated each
time an OTC is generated, at regular time intervals, or
any other regularly occurring event.

The identification information and the OTC as
entered to the input device is then forwarded through the
communication network to the authentication manager, step
S3.

The authentication manager makes a preliminary
identification based on the identification information,
e.g. by matching the information with a user information
database. Based on said preliminary identification, a
sequence of verification OTCs associated with said user
ig identified in the authentication manager, step S4.
This sequence is in this application generally referred
to as "the big access window" or simply the "big window".
The sequence could be a pre-stored set of predetermined
OTCs or be generated based on verification
synchronization data held by the authentication manager,
depending on the OTC generation process used at the user
side. The sequence should comprise at least two OTCs, and
preferably more than five, and most preferably at least
10. In case of OTC generation with sequence numbers, the
sequence could comprise OTCs based on the currently held
sequence numbers and a number of following sequence
numbers.

One or several of the OTCs in the verification OTC
sequence are then chosen as the most probable, i.e. what

is in this application referred to as "the small access
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window" or simply the "small window". For example, four
OTCs could be chosen. The first OTC in the sequence is
normally chosen as the most probable, and, further, the
most probable OTC is normally the one based on the latest
updated synchronization data. In case several most
probable verification OTCs are used, the most probable of
the remaining OTCs are added until a predetermined number
of OTCs are obtained. In a preferred embodiment 2-5 most
probable OTCs are chosen as the small access window, and
most preferably about four. In case OTC generation with
sequence numbers is used, the most probable OTC is
normally the one based on the latest updated sequence
number, the second most probable the next sequence number
after the latest updated sequence number, the third most
probable the second sequence number after the latest
updated sequence number, and so on.

By using a small access window instead of just one
chosen OTC, the security level is slightly decreased, but
on the other hand, minor synchronization deviations are
accepted without the user even noticing it.

The chosen verification OTC, i.e. the small window,
and the OTC received from the input device are then
compared, step S5, and in case of a match, step S6, the
user is authenticated to the system, and admitted access
to the requested service, etc, step S7.

In case the OTC received from the user match a
verification OTC within the small access window, but not
the first, most probable verification OTC, this indicates
a slight synchronization deviation. In that case, the
synchronization data held by the authentication manager
could be automatically adjusted in accordance with the
synchronization data on the user side. Thus, an automatic

re-synchronization is achieved.

If the chosen verification OTC(s) and the OTC
received do not match, this indicates a too large

synchronization deviation, or an erroneous OTC entry. In
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this case, at least a part of the remaining sequence of
verification OTCs is searched for a verification OTC
matching the OTC received from the user, step S8. The
remaining sequence comprises the whole seqguence, i.e. the
whole big window, except the chosen OTC(s), i.e. the
small window, already being evaluated.

In case such a matching verification OTC is
identified, step 89, another, second OTC is required from
the user, step S11. For example, a request could be
presented to the user in writing through the input device
interface, such as "Error OTC, please enter a new OTC".
The. second OTC received from the user, step S12, is then
compared with the OTC of the verification OTC sequence
being subsequent to the identified matching verification
OTC, step S13. In case the first and second OTCs provided
by the user are found to be sequential, the user is
authenticated to the system, step Sib5.

Hereby, the whole sequence forms the big window for
access, and the small access window discussed previously
forms a part of this big window. If the OTC provided by
the user is within the small window, the user is directly
authenticated and granted access to the system. If the
provided OTC is outside the small window but within the
big window, the authentication manager saves the first
oTC, and a second OTC is required from the user. If the
new, second OTC and the first OTC are in sequence, the
end user will be authenticated, and admitted access to
the system and the requested service.

In case of a second match authenticating the user to
the system this indicates a synchronization deviation. In
that case, the synchronization data held by the
authentication manager could be automatically adjusted in
accordance with the synchronization data on the user
side. Thus, an automatic re-synchronization is achieved.

Preferably, such an automatic re-synchronization is
made every time a user is successfully authenticated,

regardless of the way the authentication was achieved,
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i.e. the number of OTCs entered, the tests made on the

received 0TCs, etc.

If the second OTC supplied by the user does not
match the subsequent verification OTC in the
authentication manager the user could be regarded as
unauthorized, and denied further access to the system
and/or the requested service, step S15. Alternatively,
more cumbersome verification and synchronization
processes may be used at this stage. Such more rigid and
complex processes are per se well known, and will not be

discussed further.

The system may also comprise encryption and
decryption devices. In that case, at least part of the
communication between the input device and the
authentication manager could be encrypted, whereby the

security level is increased even further.

Advantageously, the OTC generation unit possessed by
the user could be of the type where a number of different
sets of personalizing information could be used for
generation of different OTCs for a number of different
authentication managers and/or service providers. Such a
case enables a user to use one and the same
authentication arrangement when making transactions with

different authentication managers and service providers.

A second embodiment of the invention will now be
discussed with reference to fig 3. In this regard it is
to be understood that all aspects discussed above in
relation to the first embodiment also are applicable for
this second embodiment, unless anything else is
explicitly stated. Further, the same reference numerals
are used for identical or similar steps. _

In the method according to the second embodiment a
first OTC is first requested and analyzed in step S1-S6.
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In case of a non-match, i.e. when the received OTC is not
found in the small window, a new OTC is immediately
requested while storing the previously entered OTC, step
S11'.

A new OTC is then generated, step S12', and is, when
received, compared with the small access window in the
same way as the previous comparison, step S5'. In case of
a match for the newly received OTC, step S6',
authentication is granted, step S7'. Hereby, cases such
as when the first OTC has been entered erroneously,
errors has occurred due to transmission problems etc, are
taken care of, since the same problem is unlikely to
happen twice in a row.

However, in case the newly received OTC is found not
be within the small access window in step S6', the newly
received OTC and the previously received OTC are
evaluated based on match within the large window, and a
possible sequentiallity. This is tested in step S13' in a
similar way as described above. In case the OTCs are in
sequence in the large window, step S14', authentication
is granted, step S15.

In case the OTCs are not in sequence and/or not in
the large window, authentication may be denied. However,
it is also possible to try once more, step S17, and
request a new OTC and test it the same way as before,
i.e. repeat the process from step S11' and forward. In
this case, the sequentiallity of the OTCs may be tested
in different ways, but preferably the latest received OTC
is tested against the one or two OTCs received before
that. Preferably at least one repetition is granted in
step S17, whereby the user will be permitted to enter at
least three different OTCs before the process is
interrupted and authentication is denied, step S16.

As already discussed, the authentication process may
proceed after the authentication denial step to more
cumbersome verification and synchronization processes.

For example, the user may here be requested to produce
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two OTCs at the same time, and said OTCs may be tested
against the large window and for sequentiallity.

With respect to all aspects of the invention,
computer software implementation is obviously preferred.
The software of the authentication manager and service
provider may be present in more or less traditional
computers, and the software at user side may be within
smart cards or other portable units having processing-

and storage means.

The invention has now been described by way of
preferred embodiments. However, many different
modifications and alternatives are possible. For example,
the OTCs may be generated in different ways than by
calculations based on sequence numbers. Several such ways
of obtaining OTCs would be available for someone skilled

in the art.
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CLAIMS

1. A method for authenticating a user in a digital
communication system, said system comprising at least one
input device providing a user interface to the system, an
authentication manager for authenticating the user to the
gystem and a communication network connecting said input
device and said authentication manager, said method
comprising:

- receiving identification information about the
uger at said authentication manager from said input
device;

- receiving an one time code (OTC) at said
authentication manager from said input device;

-identifying, based on said identification
information, a sequence of verification OTCs associated
with said user;

- choosing at least one of the verification OTCs of
said sequence to be the most probable for authentication;
and

- comparing the at least one chosen verification OTC
and the OTC received from the input device, and in case
of a match authenticating the user to the system; and in
case of a non-match:

- requiring a second OTC from the user;

- searching at least a part of the remaining
sequence of verification OTCs for a verification OTCs in
sequence matching the OTCs received from the user; and

- in case of a second match authenticating the user
to the system.

2. The method of claim 1, wherein the OTC from the
input device 1s generated by means of a OTC generation
unit.

3. The method of claim 2, wherein the generation
units is adapted to generate the OTC based on input
provided by a smart card held by the user.
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4. The method of claim 2 or 3, wherein the OTC

generation unit calculates the OTC based on
synchronization data, such as a sequence number or a time
value.

5. The method of claim 4, wherein the step of
choosing the most probable one of the verification OTCs
is made based on verification synchronization data held
by the authentication manager.

6. The method of claim 5, wherein in case of a
second match authenticating the user to the system, the
verification synchronization data is subsequently updated
in accordance with the identified matching verification
OTCs.

7. The method of any one of the preceding claims,
wherein the step of identifying a sequence of
verification OTCs associated with said user, comprises
the step of calculating a sequence of OTCs.

8. The method of any one of the claims 1-6,
wherein the step of identifying a sequence of
verification OTCs associated with said user, comprises
the step of retrieving a sequence of pre-stored OTICs.

9. The method of any one of the preceding claims,
wherein the OTCs are non-recurring strings of characters.

10. The method of any one of the preceding claims,
wherein the identification information comprises an
identification code associated with the user.

11. The method of any one of the preceding claims,
wherein at least part of the communication between the
input device and the authentication manager is encrypted.

12. The method of any one of the preceding claims,
wherein before the step of searching at least a part of
the remaining sequence of verification OTCs, it further
comprises the step of comparing the at least one chosen
verification OTC and the second OTC received from the
input device, and in case of a match authenticating the

user to the system.
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13. An authentication system for authenticating a
user in a digital communication system, the communication
system comprising at least one input device providing a
user interface to the system and an authentication
manager for authenticating the user to the system and a
communication network connecting said input device and
gsaid authentication manager, said system comprising:

- means for receiving identification information
about the user at said authentication manager from said
input device;

- means for receiving an one time code (OTC) at said
authentication manager from said input device;

-means for identifying, based on said identification
information, a sequence of verification OTCs associated
with said user;

- means for choosing at least one of the
verification OTCs of said sequence to be the most
probable for authentication; and

- means for comparing the chosen verification OTC
and the OTC received from the input device, and in case
of a match authenticating the user to the system;

- means for requiring a second OTC from the user;

- means for searching at least a part of the
remaining sequence of verification OTCs for verification
OTCs in sequence matching the OTCs received from the
user;and

- in case of a second match authenticating the user

to the system.



WO 03/081545 PCT/EP03/03087

1/3

Fig. 1



WO 03/081545 PCT/EP03/03087

2/3

User side Authentication
manager side

Enter identification
Sq information in input device

v

_—\Generate and enter a first
S2 oTC

)

Receive identification
information and OTC

T

Generate a sequence of [
verification OTCs S4

o

Compare received OTC with
small access window | >

/

S3

1
)
|
1
1
}
]
|
1
}
)
|
|
)
]
1
1
:
¥
|}
|
|
13
]
|
1
}
)
|
!
1
}
|
!
1
]
|
I
13
|
|
1
)
1
!
1
]
)
)
1
]
|}
1

Y
1 Authentication granted 4//
S7 S6

P Generate and enter a second

% N
i Compare received OTC with .
: big access window
] S8
LN
| Authentication denied |
S10 | S9
; Y
i Require a second OTC ™
: S11
S12 oTC \,\A Evaluate relationship between |

first and second OTC| 8§13

| Authentication granted
S15

FI g 2 Authentication denied S16




WO 03/081545

PCT/EP03/03087

3/3
User side i Authentication
| manager sid
Enter identification | ! gersie
s 1/'_ information in input device| |
¢ § Receive identification —
~|Generate and enter a first|_¥ information and OTC S3
S2 OoTC | L 4
| | Generate a sequence of [~
5 verification OTCs S4
g v
i | Compare received OTC with
! small access window |
! S5
S7ﬂ Authentication granted 5
| v N >
A/i/ Require a new OTC [\
_—{ Generate and entera new* ! , —  S17’
, oTC ~ Compare received OTC with
S12 s small access window —\85'
| Authentication granted Y
S7 ; S6'
§ Evaluate relationship between
i | received OTCs inlarge | S13'
; window
~~| Authentication granted | | Y
S15 : '
; S14
et —
N s17
F Ig 3 Authentication denied | S16




INTERNATIONAL SEARCH REPORT in{{@fPtional Application No
PCT/EP 03/03087

A. CLASSIFICATION OF SUBJECT MATTER
IPC 7 G07F7/10 G06F1/00

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC 7 GO7F GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Elecironic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 5 627 355 A (BROWN JOHN ET AL) 1-5,
6 May 1997 (1997-05-06) 8-10,12,
13
Y column 3, Tine 39 —column 4, line 15 6,7,11

column 5, Tine 35 - Tine 49
column 6, line 47 —-column 7, Tine 51
figures 1B,2,4,5,6

Y US 5 317 636 A (VIZCAINO GERARDO) 6,7,11

31 May 1994 (1994-05-31)
A column 13, line 19 -column 14, line 36; 1

figures 2-4,6
iy

Further documents are listed in the continuation of box C. Patent family members are listed in annex.

° Special categories of cited documents :
P 9 *T* |ater document published after the international filing date

or priority date and not in conflict with the application but

*A* document defining the general state of the art which is not - i .
considered to be of particular relevance ;_ll’ssedn }% r1inderstand the principle or theory underlying the
"E" earlier document but published on or after the international "¢ document of particutar relevance; the claimed invention
filing date cannot be considered novel or cannot be considered to
"L docurr}llent whicc’:h may 1glrow goubt% [9n tprior:‘jty claim(s) t<]>r involve an inventive step when the document is taken alone
which is cited to establish the publication date of another *y* document of particular relevance; the claimed invention
citation or other special reason (as specified) cannot be considered to involve an inventive step when the
*0* document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu—
other means ments, such combination being obvious to a person skilled
*P* document published prior to the international filing date but in the art.
Jater than the priority date claimed *&* document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
31 July 2003 12/08/2003
Name and mailing address of the 1ISA Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rcl)]sggzo T

Tel. (+31-70) 340~ , TX. 31 651 epo nl,

Fax: (+31-70) 340-3016 P Paraf, E

Form PCT/ISA/210 (second sheet) (July 1992)

page 1 of 2



INTERNATIONAL SEARCH REPORT

Intewal Application No

PCT/EP 03/03087

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category °

Citation of document, with indication,where appropriate, of the relevant passages

Relevant to claim No.

A

WO 01 26061 A (BRYNIELSSON THORE ;TRYGGIT
AB (SE)) 12 April 2001 (2001-04-12)
page 7, line 4 - 1ine 10
page 11, Tine 26 -page 12, line 16
page 19, Tine 23 -page 20, line 14
claims 1,2,9-11,14; figures 1-4,5C,6

US 5 592 553 A (MATYAS JR STEPHEN M ET
AL) 7 January 1997 (1997-01-07)

column 6, Tine 20 — Tine 41

column 9, 1ine 55 —column 10, Tline 37
figures 1-7

WO 02 01325 A (JOHANSSON ANDERS O ;TDS

TODOS DATA SYSTEM AB (SE))

3 January 2002 (2002-01-03)

cited in the application

page 7, 1ine 23 -page 8, line 32
figures 3,4

1,13

1,13

1,13

Form PCT/ISA/210 (continuation of second sheet) (July 1982)

page 2 of 2




INTERNATIONAL SEARCH REPORT

lnter‘nal Application No

PCT/EP 03/03087

Patent document Publication Patent family Publication

cited in search report date member(s) date

US 5627355 A 06-05-1997 US 5478994 A 26-12-1995

US 5317636 A 31-05-1994  NONE

WO 0126061 A 12-04-2001  SE 515047 C2 05-06-2001
AU 7976000 A 10-05-2001
EP 1222639 Al 17-07-2002
WO 0126061 Al 12-04-2001
SE 9903575 A 02-04-2001

US 5592553 A 07-01-1997 EP 0636963 A2 01-02-1995
JP 3053527 B2 19-06-2000
JP 7107086 A 21-04-1995
US 5661807 A 26-08-1997

WO 0201325 A 03-01-2002 AU 6646501 A 08-01-2002
SE 0002416 A 28-12-2001
WO 0201325 Al 03-01-2002

Form PCT/ISA/210 (patent tamily annex) (July 1992)




	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

