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DETECTION OF MALICIOUS OPERATIONS FOR DISTRIBUTED CACHE

CROSS-REFERENCE TO RELATED APPLICATION(S)

[0001]  This application claims the benefit of and hereby incorporates by reference, for all
purposes, the entirety of the contents of U.S. Nonprovisional Application No. 17/683,737, filed
March 1, 2022, and entitled “DETECTION OF MALICIOUS OPERATIONS FOR
DISTRIBUTED CACHE.”

BACKGROUND

[0002] Current trends in cloud computing, big data, and Input/Output (I/O) intensive
applications, such as real-time or interactive applications, have led to greater needs for high
performance distributed memory systems in data centers. Caching is a common technique used
to mitigate the latency in accessing data from a storage device. With the emergence of high-
speed networking technologies, distributed network-based memory and caching systems can
provide a high-capacity memory pool as a shared resource that can provide faster data access
compared to disk-based approaches. Distributed caching in data centers can facilitate scalable
and efficient memory resource utilization across individual nodes that provide a shared memory
for the distributed cache.

[0003] Although distributed caching is scalable and reduces an average memory access
latency, it can cause security issues by allowing unauthorized memory accesses that can be
exploited by malware, such as meltdown or spectre attacks. Applications that share a distributed
cache may gain access to random memory locations dedicated to other applications in the
distributed cache. Although some operating systems may use techniques to restrict processes by
using privileges, such techniques generally cannot ensure the security of a distributed cache
against running processes. In addition, identifying malicious memory operations typically
requires complex implementations, which makes it difficult to maintain and to apply changes
over time based on system requirements or the addition of new shared memories to the

distributed cache.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The features and advantages of the embodiments of the present disclosure will become
more apparent from the detailed description set forth below when taken in conjunction with the
drawings. The drawings and the associated descriptions are provided to illustrate embodiments

of the disclosure and not to limit the scope of what is claimed.
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[0005] FIG. 1 illustrates an example network environment for implementing the detection of
malicious operations for a distributed cache according to one or more embodiments.

[0006] FIG. 2 illustrates an example of cache access information according to one or more
embodiments.

[0007] FIG. 3 is a flowchart for a cache access information collection process according to
one or more embodiments.

[0008] FIG. 4 is a flowchart for a malicious operation detection process performed by a node
according to one or more embodiments.

[0009] FIG. 5 is a flowchart for a cache access information collection process including the
logging of data accessed in a shared cache according to one or more embodiments.

[0010] FIG. 6 1s a flowchart for a malicious operation detection process performed by a

network controller according to one or more embodiments.

DETAILED DESCRIPTION

[0011] In the following detailed description, numerous specific details are set forth to provide
a full understanding of the present disclosure. It will be apparent, however, to one of ordinary
skill in the art that the various embodiments disclosed may be practiced without some of these
specific details. In other instances, well-known structures and techniques have not been shown

in detail to avoid unnecessarily obscuring the various embodiments.

Example Network Environments

[0012] FIG. 1 illustrates an example network environment 100 for implementing the
detection of malicious operations in a distributed cache according to one or more embodiments.
As shown in FIG. 1, nodes 104A and 104B communicate with each other via network 102. In
addition, network controller 112 communicates with nodes 104 via network 102. Nodes 104
may function as, for example, servers or processing nodes and/or memory nodes. As a
processing node or compute node, a node 104 can include one or more processors 106, such as
Reduced Instruction Set Computer (RISC)-V cores or other type of Central Processing Unit
(CPU) to process data, such as for a distributed application. As a memory node, a node 104
provides a shared cache 14 that may be accessed by other nodes on network 102 and form part of
a distributed cache shared among nodes on network 102.

[0013] In some implementations, network environment 100 in FIG. 1 may be used as at least
part of a data center and/or for distributed processing, such as for distributed machine learning or
big data analysis. As will be appreciated by those of ordinary skill in the art, nodes 104 and

network controller 112 are shown for the purposes of illustration, and network environment 100
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can include many more nodes 104 than those shown in FIG. 1. In addition, those of ordinary
skill the art will appreciate that network environment 100 can include more components than
shown in FIG. 1, such as aggregated switches or Top of Rack (ToR) switches, for example.
[0014] Network 102 can include, for example, a Storage Area Network (SAN), a Local Area
Network (LAN), and/or a Wide Area Network (WAN), such as the Internet. In this regard,
nodes 104A and 104B, and/or network controller 112 may not be in the same geographic
location. Nodes 104 and network controller 112 may communicate using one or more standards
such as, for example, Ethernet.

[0015] Each node 104 includes one or more processors 106, a network interface 108, and a
memory 110. These components of nodes 104 may communicate with each other via a bus,
which can include, for example, a Peripheral Component Interconnect express (PCle) bus. In
some implementations, nodes 104 may include Non-Volatile Memory express over Fabric
(NVMeoF) nodes that are configured to communicate with other network devices, such as nodes
104 and network controller 112, using NVMe messages (e.g., NVMe commands and responses)
that may be, for example, encapsulated in Ethernet packets using Transmission Control Protocol
(TCP). In this regard, network interfaces 108 A and 108B of nodes 104A and 104B, respectively,
may include Network Interface Cards (NICs) or can include other network interface devices,
such as smart NICs, network interface controllers, or network adapters.

[0016] Node 104B differs from node 104A in the example of FIG. 1 in that node 104B
includes smart NIC 108B with its own processor 107B and memory 111B that are used as a
hardware offload from processors 106B for operations related to the distributed cache and the
data accessed in shared cache 14B of memory 111B. This arrangement can improve the
performance of collecting cache access information and detecting malicious operations by
performing these operations closer to the network and can also further free up processing
resources and memory for processors 106B of NVMe node 104B.

[0017]  Processors 106 and 107B in FIG. 1 can execute instructions, such as instructions from
one or more applications (e.g., applications 24) or modules (e.g., caching module 12, collection
module 16, or detection module 18) loaded from a memory 110 or 111B, or from an Operating
System (OS) kernel 10. Processors 106 and 107B can include circuitry such as, for example, a
CPU, a Graphics Processing Unit (GPU), a microcontroller, a Digital Signal Processor (DSP), an
Application-Specific Integrated Circuit (ASIC), a Field Programmable Gate Array (FPGA), one
or more RISC-V cores, hard-wired logic, analog circuitry and/or a combination thereof. In some
implementations, processors 106 and 107B can include a System on a Chip (SoC), which may be

combined with a memory 110 or 111B, respectively.
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[0018] Memories 110 and 111B can include, for example, a volatile Random Access Memory
(RAM) such as Static RAM (SRAM), Dynamic RAM (DRAM), or a non-volatile RAM, or other
solid-state memory that is used by processors 106 or 107B. Data stored in memory 110 or
memory 111B can include data read from another node 104, data to be stored in another node
104, instructions loaded from an application or from an OS for execution by the processor,
and/or data used in executing such applications, such as user data 22.

[0019] While the description herein refers to solid-state memory generally, it is understood
that solid-state memory may comprise one or more of various types of memory devices such as
flash integrated circuits, NAND memory (e.g., Single-Level Cell (SLC) memory, Multi-Level
Cell (MLC) memory (i.e., two or more levels), or any combination thereof), NOR memory,
EEPROM, other discrete Non-Volatile Memory (NVM) chips, or any combination thereof. In
other implementations, memory 110 or 111B may include a Storage Class Memory (SCM), such
as, Chalcogenide RAM (C-RAM), Phase Change Memory (PCM), Programmable Metallization
Cell RAM (PMC-RAM or PMCm), Ovonic Unified Memory (OUM), Resistive RAM (RRAM),
Ferroelectric Memory (FeRAM), Magnetoresistive RAM (MRAM), 3D-XPoint memory, and/or
other types of solid-state memory, for example.

[0020] Memories 110A and 111B of nodes 104A and 104B, respectively, include a kernel
space 6A or 6B that is used by OS kernel 10A or 10B and a user space 8A or 8B that is used by
one or more applications 24, such as for accessing user data 26. Kernel space 6A or 6B and user
space 8A or 8B, respectively, can include separate portions of virtual memory mapped to
physical addresses in memory 110A or 111B, respectively. As will be understood by those of
ordinary skill in the art, access to kernel space 6A or 6B is generally restricted to OS kernel 10A
or 10B, respectively, its kernel extensions, and other portions of an OS, such as device drivers,
while access to user space 8A or 8B is available to both applications 24 and the OS. In this
regard, the OS of node 104A or of smart NIC 108B allocates hardware and software resources,
such as memory, network, and processing resources of the device.

[0021]  As shown in FIG. 1, kernel space 6A or 6B includes caching module 12A or 12B,
shared cache 14A or 14B, collection module 16A or 16B, and detection module 18A or 18B. In
implementations where the OS of node 104A or smart NIC 108B is Linux, caching module 12A
or 12B can include extended Berkely Packet Filter (¢eBPF) programs that are executed as an
extension of the Linux kernel. Notably, eBPF can enable reprogramming of the kernel behavior
without requiring changes to the kernel source code or loading a kernel module. In addition,
eBPF includes a verifier to ensure safe execution of eBPF programs.

[0022] In the example of FIG. 1, caching module 12A or 12B can enable OS kernel 10A or

10B, respectively, to access data for the distributed cache in shared cache 14A or 14B that is
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stored in kernel space 6A or 6B, respectively, as opposed to user space 8A or 8B. As discussed
in related co-pending Application No. 17/561,898, which is incorporated by reference above,
frequently accessed data can be stored in shared cache 14A or 14B using caching module 12A or
12B to accelerate remote memory operations at a nearly line rate without requiring special
hardware or changes to the kernel in the case where caching module 12A or 12B is an eBPF
program. The remote memory operations, such as read requests and write requests, can be
processed at an earlier point in the kernel, as opposed to having to traverse a full network stack
and full I/O stack of the kernel to finally be handled by an application in user space 8A or 8B.
For example, caching module 12A or 12B may operate at a lower block device driver layer in the
I/O stack, without having to pass memory requests through higher layers in the I/O stack, such as
a generic block layer and file system layer of the kernel. Similarly, caching module 12A or 12B,
collection module 16A or 16B, and detection module 18A or 18B may also operate at a lower
network device driver layer in the network stack, without having to pass memory requests
through higher layers of the network stack in the kernel, such as a network protocol layer and a
socket layer of the kernel.

[0023] In this regard, kernel network and I/O stack processing is becoming more of a
bottleneck in distributed caches due to faster interface standards, such as NVMeOF, and the
increasing bandwidths of network hardware. Caching data for the distributed cache in kernel
space 6A or 6B and performing cache access information collection and/or malicious operation
detection in kernel space 6A or 6B can enable OS kernel 10A or 10B to perform such operations
as compared to performing these operations in user space 8A or 8B. In addition, the in-kernel
cache access information collection and/or malicious operation detection of the present
disclosure can use one or more kernel extensions, such as eBPF programs, that are added to or
injected into the kernel without requiring changes to the kernel source code or reloading a kernel
module.

[0024] Each of collection module 16A or 16B and detection module 18A or 18B can be
executed by OS kernel 10A or 10B, respectively, to collect cache access information and identify
malicious operations in shared caches 14A or 14B, respectively. As discussed in more detail
below, cache access information can include, for example, one or more of an indication of cache
misses (e.g., when requested data is not already stored in the shared cache), an indication of page
faults for the shared cache, and an indication of branch prediction misses for the shared cache.
The indication of page faults can indicate the frequency or a number of times that a process has
attempted to access a memory page that has not been mapped to its virtual address space. The
indication of branch prediction misses can indicate that data was fetched from the shared cache

based on a misprediction of an execution path in a process’ code. The collected cache access
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information (i.e., access info 20A and 20B in FIG. 1) can be used to identify malicious
operations, such as malware, meltdown attacks, or spectre attacks. In some implementations, a
kernel performance counter can be used to collect such cache access information, such as by
tracking segmentation fault (e.g., SIGSEGV) signals inside the kernel to indicate page faults for
the shared cache.

[0025] The processes may be executed locally at the node 104 that stores the shared cache 14
or may be executed remotely at a different node or device on network 102. In some
implementations, the process can be identified by a process identifier that can be, for example,
based on a socket number for the process and a Media Access Control (MAC) address for the
network interface of the node executing the process.

[0026] Detection modules 18A or 18B can detect malicious operations by analyzing the
collected cache access information 20. In some cases, the detection module 18 may determine
whether a number of one or more of cache misses, page faults, or branch prediction misses
equals or exceeds a threshold value within a predetermined period of time for a particular
process accessing the shared cache. Such outliers can indicate a malicious operation attempting
to access portions of the shared cache that it should not have access to or an attempt to waste
memory or processing resources of the node. In some implementations, detection modules 18
may map or associate one or more accesses to the shared cache by a process to a privilege of the
process to the data, such as a shared, exclusive, or read only privilege. For example, a process
that attempts to write data to an address for which it only has a read only or shared privilege can
indicate a malicious operation.

[0027] In some implementations, detection modules 18 can use the kernel to perform system
call traces of different processes accessing the shared cache. The system call traces may be used,
in some cases, to further investigate a suspicious process to log the data that is being written to
or read from the shared cache 14 by the process. The logged data may be stored as logged data
22 in FIG. 1. For example, a malicious operation can include overwriting data stored in the
shared cache with null data to erase data stored in the shared cache, or reading data that may
have a high value, such as personally identifiable information or banking information.

[0028]  As with collection modules 16A and 16B discussed above, detection modules 18A
and 18B perform operations in kernel spaces 6A and 6B, respectively, as opposed to performing
operations in a user space. This ordinarily enables faster identification of malicious operations
since data does not need to traverse the full I/O stack and network stack of the kernel and can
also conserve the processing and memory resources allocated to applications 24 in the user

space. In addition, collection modules 16 and detection modules 18 can take advantage of
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performance counters that may already be part of the OS kernel, such as tools for tracking cache
misses, page faults, or branch prediction misses.

[0029] In the example of FIG. 1, shared caches 14A and 14B can be used by caching modules
12A and 12B, respectively, to share data between the kernel space and the user space. In some
implementations, shared caches 14 can include one or more eBPF maps that enable copies of
data to be provided to applications 24 in user space 8 and to store data from applications 24.
Shared caches 14 can include a data structure, such as a Key Value Store (KVS) or a table, for
example. The use of an eBPF map as a shared cache can enable different applications 24 in a
user space to concurrently access the data stored in the shared cache.

[0030] In the example of FIG. 1, network controller 112 can receive cache access information
and/or logged data from the nodes 104. This information can be stored in memory 118 of
network controller 112 as global access information 32 and global logged data 34, respectively.
Global caching module 28 can provide global cache coherency in managing the distributed
cache, such as by providing a centralized directory for the data stored in the respective shared
caches 14 forming the distributed cache. In addition, global detection module 30 can analyze
global access information 32 and/or global logged data 34 to identify malicious operations in the
distributed cache. In other implementations, the detection of malicious operations may only
occur at the nodes 104 and network controller 112 may only receive notifications of detected
malicious operations, rather than both the nodes 104 and network controller 112 analyzing cache
access information to identify malicious operations. In yet other implementations, the nodes 104
may not perform any detection or identification of malicious operations, but rather, send cache
access information, such as data from access information 20 and logged data 22, to network
controller 112 for analysis by global detection module 30. In some implementations, network
controller 112 is a Software Defined Networking (SDN) controller.

[0031] Processor or processors 116 of network controller 112 can include circuitry such as a
CPU, a GPU, a microcontroller, a DSP, an ASIC, an FPGA, hard-wired logic, analog circuitry
and/or a combination thereof. In some implementations, processor or processors 116 can include
an SoC, which may be combined with one or both of memory 118 and interface 114. Memory
118 can include, for example, a volatile RAM such as DRAM, a non-volatile RAM, or other
solid-state memory that is used by processor 116 to store data. Network controller 112
communicates with nodes 104 via interface 114, which may interface according to a standard,
such as Ethernet.

[0032] Those of ordinary skill in the art will appreciate with reference to the present
disclosure that other implementations may include a different number or arrangement of nodes

104 than shown in the example of FIG. 1. In this regard, network environment 100 shown in
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FIG. 1 is for the purposes of illustration, and those of ordinary skill in the art will appreciate that

network environment 100 may include many more nodes 104 and additional components, such
as routers and switches, than shown in the example of FIG. 1. In addition, those of ordinary skill
in the art will appreciate with reference to the present disclosure that the modules, programs, and
data structures shown in FIG. 1 may differ in other implementations. For example, in some
implementations, collection module 16 may be combined with detection module 18. As another
example variation, a caching module 12 may be combined in some implementations with a
collection module 16 and/or detection module 18.

[0033] FIG. 2 illustrates an example of cache access information 20 according to one or more
embodiments. As shown in FIG. 2, cache access information includes a cache miss ratio, a
number of page faults, and a number of branch prediction misses for different processes that
have accessed a shared cache and are identified by a process identifier. As noted above, the
process identifier can be based on a socket number for the process and a MAC address for the
network interface of the node executing the process. The cache access information can be
collected over a period of time, such as over several hours. In this regard, metrics for processes
that are no longer active after a predetermined amount of time may be purged from the cache
access information in some implementations.

[0034]  As discussed above, the cache access information 20 can be collected by a collection
module 16 executing at the node 104. In some implementations, the collection module 16 may
be a performance tool of the kernel or collection module 16 may make use of metrics tracked by
such a performance tool. The cache miss ratio can indicate the ratio of attempted cache accesses
by the process out of a total number of cache accesses where data was not already loaded into the
shared cache. The number of page faults can indicate number of times that the process has
attempted to access a memory page from the shared cache that was not mapped to a virtual
address space assigned to the process. Such attempted memory accesses can result in a
segmentation fault or SIGSEGYV signal that can be counted by collection module 16. The
indication of branch prediction misses can indicate that data was fetched from the shared cache
or loaded into the shared cache based on a misprediction of an execution path in the process’
code. As discussed above, cache access information 20 can be used by detection module 18
and/or global detection module 30 executed by network controller 112 to identify malicious
operations in the shared cache 14.

[0035] In the example of FIG. 2, processes A, B, and D have a significantly lower cache miss
ratio, number of page faults, and branch prediction misses as compared to process C. Detection
module 18 executed by node 104 and/or global detection module 30 executed by network

controller 112 may determine that one or more of these metrics equal or exceed a threshold
8
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value, such that process C is identified as performing malicious operations in the shared cache.
In some implementations, detection module 18 may trace read or write system calls by process C
to log data that is being written or read from shared cache 14. Detection module 18 or global
detection module 30 may then analyze the logged data to determine if the data being written was
null data intended to erase data from shared cache 14 or if the data read was sensitive data, such
as private information. In addition, detection module 18 or global detection module 30 may
compare the privileges that process C has to different data that was accessed or attempted to be
accessed in shared cache 14 to determine if process C was trying to read or write data in the
shared cache that it did not have a privilege to access.

[0036] Those of ordinary skill in the art will appreciate with reference to the present
disclosure that other examples of cache access information 20 may differ in other
implementations. For example, other implementations may instead include a cache hit ratio or a
total count of cache misses over a period of time instead of a cache miss ratio. As another
example variation, other implementations of cache access information may not include an

indication of branch prediction misses or the cache miss ratio.

Example Processes

[0037] FIG. 3 is a flowchart for a cache access information collection process according to
one or more embodiments. The process of FIG. 3 may be performed by, for example, a
processor 106 of a node 104 or processor 107B of smart NIC 108B in FIG. 1 executing a
collection module 16.

[0038] In block 302, a kernel of an OS is executed by a processor to allocate resources of a
node. In implementations where the processor executes an OS for a smart NIC (e.g., smart NIC
108B in FIG. 1), the processor may use the OS to allocate resources of the smart NIC and the
memory or storage that it controls.

[0039] In block 304, a shared cache is created in a memory of the node. The shared cache
forms part of a distributed cache including respective shared caches stored at other nodes on a
network. A network controller (e.g., network controller 112) may control the usage of the
distributed cache by different nodes on the network.

[0040] In block 306, the processor uses the kernel to collect cache access information for the
shared cache. As discussed above, the kernel may include performance tools that may keep
track of certain metrics of different processes accessing the shared cache, such as an indication
of cache misses, a number of page faults, and/or a number of branch prediction misses. The

collected cache access information may be used locally by the node to identify malicious
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operations in the shared cache or may be sent to a network controller for identifying malicious
operations.

[0041] Those of ordinary skill in the art will appreciate with reference to the present
disclosure that the blocks in other implementations of the cache access information collection
process may occur in a different order. For example, those of ordinary skill in the art will
understand that the execution of the kernel in block 302 can be concurrent with the creation of
the shared cache and the collection of cache access information in blocks 304 and 306.

[0042] FIG. 4 is a flowchart for a malicious operation detection process performed by a node
according to one or more embodiments. The process of FIG. 4 can be performed by, for
example, a processor 106 of a node 104 or processor 107B of smart NIC 108B in FIG. 1
executing collection module 16 and detection module 18.

[0043] In block 402, a kernel of an OS is executed by a processor to allocate resources of a
node. In implementations where the processor executes an OS for a smart NIC (e.g., smart NIC
108B in FIG. 1), the processor may use the OS to allocate resources of the smart NIC and the
memory or storage that it controls.

[0044] In block 404, the processor uses the kernel to collect cache access information for the
shared cache. As discussed above, the kernel may include performance tools that may keep
track of certain metrics of different processes accessing the shared cache, such as an indication
of cache misses, a number of page faults, and/or a number of branch prediction misses. A
collection module may use these performance metrics to associate the metrics with different
processes accessing the shared cache.

[0045] In block 406, the processor determines whether any of the metrics in the cache access
information equal or exceed a threshold value. In some implementations, each cache metric
(e.g., cache miss ratio, number of page faults, and number of branch prediction misses) may have
its own threshold value. In other implementations, the cache metrics may share a threshold
value or there may be only one cache metric considered, such as a number of page faults.
[0046]  If the cache access information does not meet or exceed a threshold value in block
406, the process returns to block 404 to continue to collect the cache access metrics. In this
regard, the collection of cache access information in block 404 may reset after a predetermined
period of time.

[0047]  If the cache access information equals or exceeds a threshold value in block 406, the
processor in block 408 identifies one or more processes from the cache access information that
has caused the cache access information to equal or exceed the threshold value. In the example
process of FIG. 4, the processor continues to investigate the activities of the one or more

processes causing the abnormal cache access information. In other implementations, the
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processor may instead send a notification and/or the cache access information to a network
controller, or otherwise notify a user interface (e.g., a system administrator workstation) of the
suspected malicious operations being performed by the one or more processes.

[0048] In block 410, the processor associates one or more of the accesses by the one or more
identified processes with access privileges for the identified process or processes. Access
privileges may be kept, for example, in a cache directory for addresses or namespaces for the
data accessed in the shared cache or for the distributed cache. The privileges may include, for
example, a shared status where multiple processes or applications may have access to read the
data but not to modify the data, an exclusive status where the process or application is authorized
to modify the data, or a read only status where the process or application can only read the data.
[0049] In block 412, the processor analyzes at least one of data that was logged for the
identified process or processes in accessing the shared cache and the access privilege or
privileges of the identified process or processes to the data accessed in the shared cache. As
noted above, after identifying a process as equaling or exceeding a threshold value, a system call
trace may be used to record the data being written by the process to the shared cache or being
read by the process from the shared cache. The logged data may be stored at the node, such as in
logged data 22 in FIG. 1. In other implementations, the processor may log all data that is written
to the shared cache or read from the shared cache for a period of time or until a buffer is full.
[0050] The processor may also compare the operation performed by the identified process in
block 412 to determine if the access privilege for the data matches the operation performed.

This information may be included as part of a system call trace. The processer may flag accesses
or attempted accesses to the shared cache to, for example, write data to addresses or namespaces
for which it may not have any privilege to access or that it only has a read access privilege. As
another example, the processor may flag an attempt to read data from the shared cache that the
process does not have a privilege to read.

[0051] In block 414, a notification is sent to the network controller and/or a user interface,
such as a system administrator workstation, if malicious operations are identified as a result of
the performance of any of blocks 406 to 412. The notification can include, for example, an
identification of the process or application, the time of the unauthorized access, the node
executing the process or application, and the information collected for the identified process or
processes.

[0052] Those of ordinary skill in the art will appreciate with reference to the present
disclosure that the blocks in FIG. 4 may differ in other implementations. For example, the
association of access privileges in block 410 or the analysis of logged data in block 412 may not

be performed in some implementations. As another example, the execution of the kernel in
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block 402 is understood to run concurrently with the operations performed in blocks 404 through
414. In other implementations, the node may instead send the collected cache access
information and/or logged data to a network controller for analysis to identify any malicious
operations, as in the example of the cache access information collection process of FIG. 5.
[0053] FIG. 5 is a flowchart for a cache access information collection process including the
logging of data accessed in a shared cache according to one or more embodiments. The process
of FIG. 5 can be performed by, for example, a processor 106 of a node 104 or processor 107B of
smart NIC 108B in FIG. 1 executing collection module 16 and detection module 18.

[0054] In block 502, a kernel of an OS is executed by a processor to allocate resources of a
node. In implementations where the processor executes an OS for a smart NIC (e.g., smart NIC
108B in FIG. 1), the processor may use the OS to allocate resources of the smart NIC and the
memory or storage that it controls.

[0055] In block 504, the processor uses the kernel to collect cache access information
including at least one of an indication of cache misses, an indication of page faults, and an
indication of branch prediction misses. As discussed above, the kernel may include performance
tools that may keep track of certain metrics of different processes accessing the shared cache,
such as an indication of cache misses, a number of page faults, and/or a number of branch
prediction misses. A collection module may use these performance metrics to associate the
metrics with different processes accessing the cache.

[0056] In block 506, the processor may use the collection module to perform system call
traces to log data read from and/or written to the shared cache. In some implementations, the
processor may log all the accesses to the cache for a predetermined period of time or until a
buffer becomes full. In other implementations, the logging may only be performed for processes
that have been identified as being suspicious due to the cache access information collected in
block 504.

[0057] In block 508, the processor sends at least one of the cache access information and the
logged data to a network controller for identification of malicious memory operations in the
distributed cache. In this regard, the network controller may execute its own global detection
module to analyze the information received from multiple nodes, which may enable detection of
a coordinated attack from processes executing at different nodes providing shared memory for
the distributed cache.

[0058] Those of ordinary skill in the art will appreciate with reference to the present
disclosure that the blocks for the cache access information collection process of FIG. 5 may
differ in other implementations. For example, block 506 may be omitted in some

implementations where the logging of data is not performed. In addition, those of ordinary skill
12
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in the art will appreciate that the execution of the kernel in block 502 is concurrent with the
operations performed in blocks 504 to 508.

[0059] FIG. 61s a flowchart for a malicious operation detection process performed by a
network controller according to one or more embodiments. The process of FIG. 6 can be
performed by, for example, a processor 116 of network controller 112 in FIG. 1 executing global
detection module 30.

[0060] In block 602, the network controller receives cache access information from a
plurality of nodes for respective shared caches of the nodes that form a distributed cache. The
received cache access information can include, for example, indications of cache misses for the
shared caches, indications of page faults for the shared caches, and indications of branch
prediction misses for loading data into the shared caches. This information may be stored by the
processor as global cache access information 32 in FIG. 1 and may relate processes with a
process identifier to the metrics for the different processes accessing one or more shared caches,
similar to the example of cache access information 20 in FIG. 2. However, unlike cache access
information 20 in FIG. 2, the global cache access information at the network controller can
correlate and combine the cache access information for a single process attempting to access
different shared caches at different nodes in the network. For example, a particular process such
as process C in FIG. 2 may also have attempted to access portions of one or more additional
shared caches that were not mapped to the process, resulting in page faults at other nodes for
other shared caches. This collection of cache performance metrics from multiple nodes can
further help in identifying processes that are performing malicious memory operations
throughout the distributed cache, such as when the attacks are spread out or distributed
throughout the cache.

[0061] In block 604, the network controller receives data logs from one or more nodes of the
plurality of nodes for their shared caches. As discussed above, some nodes may identify a
process as being suspicious based on the collected cache access information and begin to log the
data being accessed by the suspicious process. In other implementations, the node may log all of
the data being accessed in the shared cache until reaching a limit before sending the logged data
to the network controller. In some cases, the nodes may only send the logged data if requested
by the network controller or if the collected cache access information equals or exceeds a
threshold value.

[0062] In block 606, the network controller associates one or more access of the shared cache
by processes with a privilege for the process to access the data. In some implementations, the
network controller may also store a cache directory that can include the access privileges for

different processes to different data in the distributed cache.
13
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[0063] In block 608, the network controller analyzes at least one of the received cache access
information, logged data, and process privileges to identify malicious operations in the
distributed cache. The network controller may identify processes that have accessed or
attempted to access one or more of the shared caches without the proper permissions (i.e.,
privileges) or have written null data (i.e., erasing data) to the shared cache, for example. In some
implementations, the network controller may first analyze the cache access information to
identify suspicious processes and then examine the data that has been logged for the accesses by
such processes, or compare the privileges for the process to the data that was attempted to be
accessed by the process in one or more of the shared caches.

[0064] Those of ordinary skill in the art will appreciate with reference to the present
disclosure that the blocks for the malicious operation detection process of FIG. 6 may differ in
other implementations. For example, the network controller may receive the cache access
information in block 602 at the same time or after receiving the logged data in block 604. As
another example variation, the receipt of logged data in block 604 or the association of privileges
in block 606 may be omitted in some implementations.

[0065] As discussed above, the foregoing use of an in-kernel collection of cache access
information at each node providing a shared cache for the distributed cache can improve the
detection of malicious operations in the distributed cache and is scalable to accommodate
changes in the distributed cache, such as the addition of more nodes. The use of in-kernel
detection of malicious operations at the nodes can also take advantage of performance tools that
may already be part of the kernel and can provide a quicker detection of malicious operations, as
compared to applications that run in a user space. Furthermore, the accumulation of cache
access information from throughout the distributed cache at a centralized network controller can
improve the detection of malicious operations that may be spread throughout the distributed

cache and not as easily detected at any one node.

Other Embodiments

[0066] Those of ordinary skill in the art will appreciate that the various illustrative logical
blocks, modules, and processes described in connection with the examples disclosed herein may
be implemented as electronic hardware, computer software, or combinations of both.
Furthermore, the foregoing processes can be embodied on a computer readable medium which
causes processor or controller circuitry to perform or execute certain functions.

[0067] To clearly illustrate this interchangeability of hardware and software, various
illustrative components, blocks, and modules have been described above generally in terms of

their functionality. Whether such functionality is implemented as hardware or software depends
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upon the particular application and design constraints imposed on the overall system. Those of
ordinary skill in the art may implement the described functionality in varying ways for each
particular application, but such implementation decisions should not be interpreted as causing a
departure from the scope of the present disclosure.

[0068]  The various illustrative logical blocks, units, modules, processor circuitry, and
controller circuitry described in connection with the examples disclosed herein may be
implemented or performed with a general purpose processor, a GPU, a DSP, an ASIC, an FPGA
or other programmable logic device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform the functions described herein. A
general purpose processor may be a microprocessor, but in the alternative, the processor may be
any conventional processor, controller, microcontroller, or state machine. Processor or
controller circuitry may also be implemented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of microprocessors, an SoC, one or more
microprocessors in conjunction with a DSP core, or any other such configuration.

[0069] The activities of a method or process described in connection with the examples
disclosed herein may be embodied directly in hardware, in a software module executed by
processor or controller circuitry, or in a combination of the two. The steps of the method or
algorithm may also be performed in an alternate order from those provided in the examples. A
software module may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, hard disk, a removable media, an optical media, or any other form
of storage medium known in the art. An exemplary storage medium is coupled to processor or
controller circuitry such that the processor or controller circuitry can read information from, and
write information to, the storage medium. In the alternative, the storage medium may be integral
to processor or controller circuitry. The processor or controller circuitry and the storage medium
may reside in an ASIC or an SoC.

[0070]  The foregoing description of the disclosed example embodiments is provided to
enable any person of ordinary skill in the art to make or use the embodiments in the present
disclosure. Various modifications to these examples will be readily apparent to those of ordinary
skill in the art, and the principles disclosed herein may be applied to other examples without
departing from the spirit or scope of the present disclosure. The described embodiments are to
be considered in all respects only as illustrative and not restrictive. In addition, the use of
language in the form of “at least one of A and B” in the following claims should be understood

to mean “only A, only B, or both A and B.”
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CLAIMS

What is claimed is:

1. A node, comprising:
a memory configured to be used at least in part as a shared cache in a distributed cache;
a network interface configured to communicate with one or more other nodes in a
network, the one or more other nodes each configured to provide a respective shared cache for
the distributed cache; and
at least one processor configured to:
execute a kernel of an Operating System (OS) configured to allocate resources of
the node; and
collect, using the kernel, cache access information for the shared cache for

identifying malicious operations in the distributed cache.

2. The node of Claim 1, wherein the kernel collects the memory access violation

information by executing an extended Berkely Packet Filter (eBPF) program.

3. The node of Claim 1, wherein the cache access information includes at least one
of an indication of cache misses for the shared cache, an indication of page faults for the shared

cache, and an indication of branch prediction misses for the shared cache.

4. The node of Claim 3, wherein the at least one processor is further configured to
use the kernel to determine if at least one of the indication of cache misses, the indication of

page faults, and the indication of branch prediction misses equal to or exceed a threshold value.

5. The node of Claim 1, wherein the at least one processor is further configured to
use the kernel to identify a process causing at least one of cache misses for the shared cache,

page faults for the shared cache, and branch prediction misses for the shared cache.

6. The node of Claim 1, wherein the at least one processor is further configured to

collect the cache access information in a kernel space of the OS.

7. The node of Claim 1, wherein the at least one processor is further configured to
send to a network controller at least one of the collected cache access information, data logged

from the shared cache that was accessed by one or more processes, and one or more access
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privileges of the one or more processes to data in the shared cache to identify malicious

operations in the distributed cache.

8. The node of Claim 1, wherein the at least one processor is further configured to

use the kernel to perform system call traces of different processes accessing the shared cache.

9. The node of Claim 1, wherein the at least one processor is further configured to
log at least one of data that is written in the shared cache and data that is read from the shared

cache.

10. The node of Claim 1, wherein the at least one processor is further configured to
analyze at least one of the collected cache access information, data logged from the shared cache
that was accessed by one or more processes, and one or more access privileges of the one or

more processes to data in the shared cache to identify malicious operations in the shared cache.

11. The node of Claim 10, wherein the at least one processor is further configured to
associate one or more accesses to the shared cache to an access privilege of a process that

requested the one or more accesses to the shared cache.

12. A method, comprising:

executing a kernel of an Operating System (OS) configured to allocate resources of a
node;

creating a shared cache in a memory of the node, wherein the shared cache forms part of
a distributed cache including respective shared caches stored at other nodes on a network; and

using the kernel to collect cache access information for the shared cache for identifying

malicious operations in the distributed cache.

13. The method of Claim 12, further comprising collecting the cache access

information by executing an extended Berkely Packet Filter (eBPF) program.
14. The method of Claim 12, wherein the cache access information includes at least

one of an indication of cache misses for the shared cache, an indication of page faults for the

shared cache, and an indication of branch prediction misses for the shared cache.

17
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15. The method of Claim 14, further comprising using the kernel to determine if at
least one of the indication of cache misses, the indication of page faults, and the indication of

branch prediction misses equal or exceed a threshold value.

16. The method of Claim 12, further comprising using the kernel to identify a process
causing at least one of cache misses for the shared cache, page faults for the shared cache, and

branch prediction misses for the shared cache.

17. The method of Claim 12, further comprising collecting the cache access

information in a kernel space of the OS.

18. The method of Claim 12, further comprising sending to a network controller at
least one of the collected cache access information, data logged from the shared cache that was
accessed by one or more processes, and one or more access privileges of the one or more

processes to data in the shared cache to identify malicious operations in the distributed cache.

19. The method of Claim 12, further comprising associating one or more accesses to
the shared cache to an access privilege of a process that requested the one or more accesses to

the shared cache.

20. A network controller, comprising:

a network interface configured to communicate with a plurality of nodes in a network,
wherein each of the nodes of the plurality of nodes is configured to provide a respective shared
cache for a distributed cache;

means for receiving from the plurality of nodes, via the network interface, at least one of
access information for the respective shared caches, data logged from the shared cache that was
accessed by one or more processes, and one or more access privileges of the one or more
processes to data in the shared cache; and

means for analyzing to identify malicious operations in the distributed cache the at least
one of the received access information, the received data logged from the shared cache that was
accessed by the one or more processes, and the one or more access privileges of the one or more

processes to data in the shared cache.
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