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(57) Abstract: A security system (10) for detecting suspicious event comprises an area selection module (11) and an analysis
module (12). The area selection module (11) is used to specity (20) at least one suspicious boundary area (14) in a scene (13). The
analysis module (12) then identity human in an image (17a) of the scene (13) whereby the identified human is analyzed to obtain
gaze behavior information and the gaze behavior information is processed with predetermined rules to detect suspicious behavior
event.
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System and Method to Determine Suspicious Behavior

Field of Invention

The present invention relates generally to a security system, more particularly to a security

system to determine suspicious behavior event using gaze analysis and the method thereof.

Background of the Invention

With the increase of the installation of capturing means such as optical camera in the room,
building, airport, city and etc, monitoring task on the captured scene from each capturing
means has become a major problem to the security industry. In the current security practices,
the monitoring is carried out manually and usually involves security personnel in visually
observing the potential intruder. Although the manual monitoring is the most effective choice
based on the fact that human vision is powerful, but the level of effectiveness is decreases as

the attention span and the number of monitor screen increases.

As described in US2006/0072010A1 and US2008/0193010A1, the human activity is been
monitored based on position, direction, change of human geometry information, magnitude
velocity and posture information of the human. Although the above extracted features are
relevant to be analyzed for estimation of human activity in the scene, the particular scene on
the capturing means are only triggered after the suspicious event had taken place. For
example, a human with high velocity movement while performing fighting posture will

actually trigger the system to indicate the event had happened. However, an effective
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monitoring system should have the capability to assist security personnel to highlight the

scene view before any suspicious event happens.

In the descriptions found in US2008/0221730A1, interaction of humans in the scene is
analysed by determining the position and direction among humans in the scene. In another
embodiment in US2007/0014439A1, a control monitoring system is described, which the
direction and angle of an individual towards a specific object is analysed. The control
monitoring system is used specifically for car theft scenario where the specific object is a
vehicle. However, the proposed approach is not suitable for surveillance system in general,
where complete analysis of the gaze information of individuals that interact in the scene is

needed.

Thus, it would be desirable to provide an automated monitoring system to assist the security
personnel to carry out the video monitoring task and to alert the security personnel before the

suspicious event happens.

The objective of the present invention is to provide a suspicious behavior monitoring system

based on gaze analysis.

Other objectives of this invention will become apparent on the reading of this entire

disclosure.
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Summary of the Invention

A system and analysis method based on gaze analysis in detecting suspicious behavior of
individuals in the scene is presented. The analysis on the gaze information is effective to
determine the suspicious level in the scene before the actual suspicious event happens. It is
noted that the early suspicious level can be detected based on the frequency rate, distribution,

location and association of the gaze information of individuals in the scene.

The suspicious behavior analysis system consists of two modules namely suspicious area
selection module and behavior analysis module. The suspicious area selection module allows
the suspicious boundary area with suspicious level to be determined. In behavior analysis
model, individuals are tracked continuously in the scene and relevant information from each
tracked individual is extracted, simultaneously. The extracted information is the direction of
the tracked path, line of sight, area of sight and point of interest. The extracted information
from individuals are analyzed in the behavior rule analysis process that contains the rule
analysis steps which analyses on the frequency rate, distribution, location and association of

the gaze information.

Brief Description of the Drawings

Other objects, features, and advantages of the invention will be apparent from the following

description when read with reference to the accompanying drawings. In the drawings,

wherein like reference numerals denote corresponding parts throughout the several views:
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Figure 1 shows an overall architecture of a security system for detecting suspicious behavior

event according to the present invention;

Figure 2 is a block diagram of the working mechanism of suspicious area selection module;

Figure 3 shows a diagram of the defined suspicious boundary area with selection of

suspicious levels;

Figure 4 depicts a block diagram of the working mechanism of behavior analysis module;

Figure 5 is an illustration image of processes in behavior analysis module;

Figure 6 illustrates a flow chart of the seven rule analysis processes in behavior rule analysis

module;

Figure 7 is a flow chart showing the steps performed in the first rule analysis;

Figure 8 is a flow chart showing the steps performed in the second rule analysis;

Figure 9 is a flow chart showing the steps performed in the third rule analysis;

Figure 10 is a flow chart showing the steps performed in the fourth rule analysis;

Figure 11 is a flow chart showing the steps performed in the fifth rule analysis;



WO 2011/025359 PCT/MY2010/000147
5

Figure 12 is a flow chart showing the steps performed in the sixth rule analysis; and

Figure 13 is a flow chart showing the steps performed in the seventh rule analysis.

Detailed Description of the Preferred Embodiments

In the following detailed description, numerous specific details are set forth in order to
provide a thorough understanding of the invention. However, it will be understood by those
of ordinary skill in the art that the invention may be practiced without these specific details.
In other instances, well-known methods, procedures and/or components have not been
described in detail so as not to obscure the invention. Reference will now be made in detail to
the preferred embodiments of the present invention, examples of which are illustrated in the

accompanying drawings.

Figure 1 is an overview of an embodiment of a system (10) for detecting suspicious behavior
according to the present invention for use by a user. The system (10) is in communication
with a display unit (not shown) and a capturing means (not shown), wherein the system (10)
is using gaze analysis to detect suspicious behavior of individuals. The system (10) comprises
of a suspicious area selection module (11) and a behavior analysis module (12) as shown in

Figure 1.

The suspicious area selection module (11) allows the user to specify (20) a suspicious
boundary area (14) on a background image (13) captured by the capturing means and shown
at the display unit. The suspicious area selection module (11) is performed in an offline mode

as shown with arrows (15a) in Figure 1. The background image (13) is defined as a scene in
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the image that does not contain any analyzed objects in the scene. The specified suspicious
boundary areas (14) for the system (10) is contained in a suspicious area map and stored in a

memory means (16), such as database.

In the process of specifying (20) the suspicious boundary area (14), user needs to determine
(21) the type of geometric shape for the suspicious boundary area (14) as shown in F igure 2.
The type of geometric shapes could be oval, circle, square, rectangle, upright triangle,
downright triangle and other available shapes. User may then define (22) the suspicious
boundary area (14) on the displayed scene background image (13) with the selected
geometric shape from step (21). At least one suspicious boundary area (14) is defined (22) on
the image (13). A suspicious level for each defined suspicious boundary area (14) is then
selected (23) from either high or low level as shown in Figure 3. If more than one 24)
suspicious boundary area (14) appears in the displayed scene background image (13), steps

(21), (22) and (23) are repeated.

In the behavior analysis module (12), each sample from an image sequence (17) is processed
(18) in order to determine (48) whether the scene in the sample of image contains suspicious
events as shown in Figure 1. The image sequence (17) is obtained from the capturing means
and the behavior analysis module (12) is performed in an online mode as shown with arrows
(15b) in Figure 1. If a suspicious event is detected, an alert (19) will be triggered. This
module (12) automatically predicts the suspicious events for each scene image that happen in

the scene.

In the step of processing (18) each image (17a) from the image sequence (17), the processes

include the operations of motion detection (30), human detection (31) and human tracking
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(32). After the tracked human is processed, the step of processing (18) will further perform
the operations of path direction estimation (33), line-of-sight direction detection (34), point-
of-interest detection (35), area-of-sight detection (36) and behavior rule analysis (37) as

shown in Figures 4 and 5.

In the motion detection (30) operation, the areas in the image (17a) that contains moving
objects are determined by tracking the intensity difference between two images (17a, 17b) in
sequence order from the image sequence (17). The moving areas in the image (17a) will serve
as the focus area to be analyzed in the following processes or operations. In the human
detection (31) operation, the valid moving areas to be analyzed are determined for behavior
analysis. The valid moving area of focus contains human, where the pattern of the intensities
in the moving area is compared with the pattern of intensities that resembles human. In the
human tracking (32) operation, for each human, the location of the particular human along
the image sequence (17) is tracked. The particular human will be assigned with a consistent

label (38) throughout the image sequence (17).

The tracked human is then further processed with path direction estimation (33) operation
where the direction is calculated from the temporal information of the location of the tracked
human. The gaze direction for each tracked human is then determined by analyzing the
position of the head, body, foot and et cetera in the line-of-sight direction detection (34)
operation. Then the point of interest of the scene is determined by analyzing the intersection
location of more than one line of sight from the tracked humans in the point-of-interest
detection (35) operation. This point of interest highlights specific location in the image (17a)

that humans are frequently observing. Then in the area-of-sight detection (36) operation, the
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common sight area from the tracked humans is determined, where the common sight area

highlights the region in the image (17a) that the majority of the humans are observing.

The outputs from operations after the operation of human is tracked, are stored in a memory
means (39) as gaze information. Then the behavior rule analysis (37) operation is performed
with specific defined rules on the retrieved gaze information from the memory means (39) to
determine the occurrence of suspicious event. In this operation (37), a plurality of rule
analysis processes is performed. In a preferred embodiment of the present invention, the
behavior rule analysis (37) operation is preferably having seven processes namely a first rule
analysis (40), second rule analysis (41), third rule analysis (42), fourth rule analysis (43), fifth
rule analysis (44), sixth rule analysis (45) and seventh rule analysis (46) as shown in Figure 6.
However, it should be understood that the invention is not limited to these seven rule analysis
processes described herein. Instead, any combination or sequence of the following processes
is contemplated to implement the invention. Therefore other possible solutions and processes

may be added to the present invention to determine the suspicious event.

The behavior rule analysis (37) operation starts from the first rule analysis (40) to determine
(64) the suspicious event. If the suspicious event is detected (65), an alert is triggered (67). If
suspicious event is not detected (66), the rule analysis process continues through the rule

analysis process until the seventh rule analysis (46).

The first rule analysis (40) is used to analyse the line-of-sight with the path direction for
determining suspicious event as shown in Figure 7. This is based on the fact that human tend
to look at the direction in which he/she is heading towards although there may be deviations

at some point of time. Deviations that exceed a threshold time span reflects suspicious
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behavior and the threshold value may differ from one application to another depending on the
severity of the system (10). In a preferred embodiment, the first rule analysis (40) includes
four steps to determine the suspicious event. In a first step, a deviation of line-of-sight of a
tracked human from its own path direction is determined (50) if the deviation is equal or
more than a threshold degree as shown in Figure 7. In the present invention, the threshold

degree is recommended equivalent to 90.

The total number of detected deviation of line-of-sight from path direction (51) and the
frequency percentage of deviation of line-of-sight from path direction (52) are then
computed. The frequency percentage is calculated with Equation 1 as follows:

Total deviation of line — of — sight from path direction
Frequency Percentage = / f — sight from p 2100 Loiiiiiiiiinnn, (D)

Total number of processed image

The computed frequency percentage is then compared (53) with the predetermined threshold
for first rule analysis (40). If the computed frequency is above (53a) the threshold, the

suspicious event is detected. If otherwise (53b), the normal event is detected.

The second rule analysis (41) is used to analyse the line-of-sight with the area-of-sight for
determining suspicious event as shown in Figure 8. This is based on the assumption that in a
particular scene where there is no predetermined suspicious boundary area, a subject whose
line-of-sight differ from the common line-of-sights of other subjects in the scene which is
represented by the area-of-sight in this invention should be categorized as suspicious. In a
preferred embodiment, the second rule analysis (41) includes four steps to determine the
suspicious event. In a first step, a deviation of line-of-sight of a tracked human from the

available area-of-sight is determined (60) if the deviation is more than a predetermined
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distance. The predetermined distance is determined base on the severity of the security

consideration in the scene.

The total number of detected deviation of line-of-sight from available area-of-sight (61) and
the frequency percentage of deviation of line-of-sight from available area-of-sight (62) are

computed. The frequency percentage is calculated with Equation 2 as follows:

Total deviation of line — of — sight from area — of — sight
f line = of = sight f /= SIRE 100 .. )

Frequency Percentage =
Total number of processed image

The computed frequency is then compared (63) with the predetermined threshold for second
rule analysis (41). If the computed frequency is above (63a) the threshold, the suspicious

event is detected. If otherwise (63b), the normal event is detected.

The third rule analysis (42) is used to analyse the line-of-sight with the predefined suspicious
boundary area (14) for determining suspicious event as shown in Figure 9. In a preferred
embodiment, the third rule analysis (41) includes four steps to determine the suspicious
event. In a first step, an intersection of line-of-sight on suspicious boundary area (14) is
calculated (70). The total number of detected intersections between line-of-sight and the
suspicious boundary area (14) is then computed (71), which reflects that a human subject is
observing the particular predetermined suspicious area. The frequency percentage of
intersection between line-of-sight and the suspicious boundary area is also computed (72).
The frequency percentage is calculated with Equation 3 as follows.

Total int er sec tion betweenline — of — sight and suspicious boundary area
Frequency Percentage = x100
Total number of processed image
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The computed frequency is then compared (73) with the predetermined threshold for third
rule analysis (42). If the computed frequency is above (73a) the threshold, the suspicious

event is detected. If otherwise (73b), the normal event is detected.

The fourth rule analysis (43) is used to analyse the point-of-interest with the predefined
suspicious boundary area (14) for determining suspicious event as shown in Figure 10. In a
preferred embodiment, the fourth rule analysis (43) includes four steps to determine the
suspicious event. In a first step, an intersection between the detected point-of-interest and
suspicious boundary area (14) is calculated (80). Similar to the third rule analysis (42), this
rule (43) aims to trigger an alert when the number of observers on a predetermined suspicious
area is above a threshold value. The only distinction between the fourth rule analysis (43) and
third rule analysis (42) is the latter analyses the line-of-sight of a single subject whereas the
former analyses on the point of interest; point of interest is the result of an analysis of more

than one line-of-sights.

The total number of detected deviation of point-of-interest (81) on suspicious boundary area
(14) and the frequency percentage of intersection of point-of-interest (82) on suspicious
boundary area (14) are then computed. The frequency percentage is calculated with Equation
4 as follows:

Total int er sec tion between point— of — int erest and suspicious boundary area
Frequency Perceniage = x100
Total number of processed image

The computed frequency is then compared (83) with the predetermined threshold for fourth
rule analysis (43). If the computed frequency is above (83a) the threshold, the suspicious

event is detected. If otherwise (83b), the normal event is detected.
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The fifth rule analysis (44) is used to analyse the changes of point-of-interest in the scene for
determining suspicious event as shown in Figure 11. The fifth rule analysis (44) assumes that
there is no predetermined suspicious boundary area and that the consistency of a particular
point in the scene to be detected as the point-of-interest by the system (10) reflects the
suspiciousness. In a preferred embodiment, the fifth rule analysis (44) includes three steps to
determine the suspicious event. In a first step, the total number of consistent point-of-interest
throughout the image sequence is calculated (90). The point-of-interest is considered to be
consistent if the point-of-interest appears throughout the image sequence or point-of-interest
continuously reappears at the same location in the scene. The frequency percentage of
consistent point-of-interest (91) is then computed. The frequency percentage is calculated
with Equation 5 as follows:

Total consistent point— of — int erest
Frequency Percentage = £ A X100 teiiiiiiiiii e 5)

Total number of processed image

The computed frequency is then compared (92) with the predetermined threshold for fifth
rule analysis (44). If the computed frequency is above (92a) the threshold, the suspicious

event is detected. If otherwise (92b), the normal event is detected.

The sixth rule analysis (45) is used to analyse the changes of the direction of line-of-sight in
the scene for determining suspicious event as shown in Figure 12. This rule allows detection
of a particular subject having a focus on a particular location for a period of time. In a
preferred embodiment, the sixth rule analysis (44) includes three steps to determine the
suspicious event. In a first step, the total number of consistent line-of-sight throughout the
image sequence is calculated (100). The line-of-sight is considered to be consistent if the

Jine-of-sight of the tracked human throughout the image sequence is almost at the similar
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direction. The frequency percentage of consistent line-of-sight (101) is then computed. The
frequency percentage is calculated with Equation 6 as follows:

Total consistent line — of — sight
Frequency Percentage = /- sig 2100 iiiiii e (6)

Total number of processed image

The computed frequency is then compared (102) with the predetermined threshold for sixth
rule analysis (45). If the computed frequency is above (102a) the threshold, the suspicious

event is detected. If otherwise (102b), the normal event is detected.

The seventh rule analysis (46) is used to analyse the changes of the direction of line-of-sight
in the scene for determining suspicious event as shown in Figure 13. The seventh rule
analysis (46) considers that a subject whose line-of-sight changes frequently from one point
to another as suspicious. This is based on the fact that a curious person would not have a
determined path and focus but instead would have a distracted line-of-sight. For an instance,
a criminal who observe the environment for CCTV before committing a crime may have a

random line-of-sight over a period of time.

In a preferred embodiment, the seventh rule analysis (46) includes three steps to determine
the suspicious event. In a first step, the total number of random line-of-sight throughout the
image sequence is calculated (110). The line-of-sight is considered to be random if the line-
of-sight of the tracked human throughout the image sequence changes randomly in terms of
direction. The frequency percentage of random line-of-sight (111) is then computed. The
frequency percentage is calculated with Equation 7 as follows.

Total randomline — of — sight
Frequency Percentage = 4 o - sig X100 ceiereriieieneneaeaennn N

Total number of processed image
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The computed frequency is then compared (112) with the predetermined threshold for
seventh rule analysis (46). If the computed frequency is above (112a) the threshold, the

suspicious event is detected. If otherwise (112b), the normal event is detected.

If none of the suspicious event detected throughout the seven rule analysis processes, then the

analyzed scene image is having normal event and no alert is triggered.

As will be readily apparent to those skilled in the art, the present invention may easily be
produced in other specific forms without departing from its essential characteristics. The
present embodiments is, therefore, to be considered as merely illustrative and not restrictive,
the scope of the invention being indicated by the claims rather than the foregoing description,

and all changes which come within therefore intended to be embraced therein.
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Claims

1. A security system (10) for detecting suspicious event comprising:

an area selection module (11) which is used to specify (20) at least one suspicious boundary
area (14) in a scene (13); and

an analysis module (12) that identify human in an image (17a) of said scene (13) whereby
said identified human is analyzed to obtain gaze behavior information and said gaze behavior

information is processed (37) with predetermined rules to detect suspicious behavior event.

2. The security system (10) for detecting suspicious event as claimed in claim 1, wherein said
area selection module (11) is a suspicious area selection module which is performed in an

offline mode (15a).

3. The security system (10) for detecting suspicious event as claimed in claim 2, wherein said
suspicious area selection module (11) allows user to determine (21) the type of geometric

shape and to define (23) the level of suspicious for said suspicious boundary area (14).

4. The security system (10) for detecting suspicious event as claimed in claim 1, wherein said
analysis module (12) is a behavior analysis module (12) which is performed in an online

mode (15b).

5. The security system (10) for detecting suspicious event as claimed in claim 4, wherein said
behavior analysis module (12) in identifying human in said image (17a) includes any or in
combination of the operations of motion detection (30), human detection (31) and human

tracking (32).
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6. The security system (10) for detecting suspicious event as claimed in claim 4, wherein said
motion detection (30) operation of said behavior analysis module (12) determines areas in
said image (172) that contains moving objects by tracking the intensity difference between

two images (17a, 17b) from the image sequence (17).

7. The security system (10) for detecting suspicious event as claimed in claim 4, wherein said
human detection (31) operation of said behavior analysis module (12) determines moving
area contains human by comparing the pattern of the intensities in said moving area with the

pattern of intensities that resembles human.

8. The security system (10) for detecting suspicious event as claimed in claim 4, wherein said
human tracking (32) operation of said behavior analysis module (12) tracks the location of
each particular human along the image sequence (17) and said each particular human will be

assigned with a consistent label (38) throughout the image sequence.

9. The security system (10) for detecting suspicious event as claimed in claim 1, wherein said
gaze behavior information includes path direction (33), line of sight (34), area of sight (36)

and point of interest (35).

10. A method for detecting suspicious event, said method comprising the steps of:

specifying (20) at least one suspicious boundary area (14) in a scene (13); and

analyzing an image (17a) of said scene (13) to detect suspicious behavior event, said step of
analyzing comprising the steps of:

identifying human in said image (17a);

obtaining gaze behavior information by analyzing said identified human; and
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processing said gaze behavior information with predetermined rules to detect suspicious

behavior event.

11. The method for detecting suspicious event as claimed in claim 10, wherein said step of
specifying (20) said boundary area (14) includes steps of defining (210 the type of geometric
shape for said boundary area (14) and defining (23) the suspicious level for said defined

boundary area (14).

12. The method for detecting suspicious event as claimed in claim 10, wherein said step of
identifying human includes of motion detecting (30), human détecting (31) and human

tracking (32).

13. The method for detecting suspicious event as claimed in claim 10, wherein said step of
obtaining gaze behavior information includes the steps of:

estimating (33) the path direction for each identified human by calculating from the temporal
information of the location of said identified human;

detecting (34) the line-of-sight direction by analyzing the position of the head, body and foot;
determining (35) the point of interest by analyzing the intersection location of more than one
line of sight from the identified human; and

determining (36) the area of sight where the common sight are from said identified human is

determined.

14. The method for detecting suspicious event as claimed in claim 10, wherein said step of
processing said gaze behavior information includes seven predetermined rules which are the

first rule analysis (40) to analyse the line of sight with the path direction, second rule analysis
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(41) to analyse the line of sight with the area of sight, third rule analysis (42) to analyse the
line of sight with the predefined suspicious boundary area (14), fourth rule analysis (43) to
analyse the point of interest with the predefined suspicious boundary area (14), fifth rule
analysis (44) to analyse the changes of point-of-interest in the scene, sixth rule analysis (45)
to analyse the changes of the direction of line-of-sight in the scene, and seventh rule analysis

(46) to analyse the changes of the direction of line-of-sight in the scene.

15. The method for detecting suspicious event as claimed in claim 14, wherein said in each
rule analysis, if the suspicious event is detected (65), an alert is triggered (67) and if
suspicious event is not detected (66), the rule analysis process continues through the rule

analysis process until the seventh rule analysis (46).
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