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(57) ABSTRACT 

Systems and processes of the present invention allow for 
tracking and publishing digital identity related reputation. In 
an example embodiment, a Digital Identity Provider main 
tains a database with reputation data that can be accessed by 
Requesters. The Digital Identity Provider may update repu 
tation data based on a variety of events related to a digital 
identity. The reputation data may be tracked regarding the 
digital identity itself, digital identity purchaser or registrant, 
or an email address, domain name, URL, or website associ 
ated with the digital identity. The reputation data may include 
various categories, such as email practices, website content, 
privacy policies and practices, fraudulent activities, domain 
name related complaints, overall reputation, etc. The reputa 
tion data may be published in a publicly-available database, a 
private database, or via other methods. The Registrant may 
opt for a reputation service while registering a digital identity. 
The Requester may decide whether to interact with a digital 
identity based on the digital identity related reputation. 
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ACCESSING DIGITAL IDENTITY RELATED 
REPUTATION DATA 

CROSS REFERENCE TO RELATED PATENT 
APPLICATIONS 

0001. This patent application is a divisional of U.S. patent 
application Ser. No. 1 1/746,522 to Adelman et. al., with filing 
date May 9, 2007 and titled “DIGITAL IDENTITY 
RELATED REPUTATION TRACKING AND PUBLISH 
ING 
0002 This patent application is also related to the follow 
ing patent applications, all assigned to The GoDaddy Group, 
Inc: 
0003 U.S. patent application Ser. No. to Adelman 

et. al., with filing date May 9, 2007 and titled “TRACKING 
DIGITAL IDENTITY RELATED REPUTATION DATA 
which also is a divisional of U.S. patent application Ser. No. 
11/746,522. 
0004 U.S. patent application Ser. No. 1 1/746,484 to Adel 
manet. al., with filing date May 9, 2007 and titled “DIGITAL 
IDENTITY REGISTRATION 
0005 U.S. patent application Ser. No. 1 1/746,505 to Adel 
manet. al., with filing date May 9,2007 and titled “DIGITAL 
IDENTITY VALIDATION 
0006 U.S. patent application Ser. No. 10/977,373 to Adel 
man et. al., with filing date Oct. 29.2004 and titled “TRACK 
ING DOMAIN NAME RELATED REPUTATION. 
0007 U.S. patent application Ser. No. 10/976,834 to Adel 
man et. al. with filing date Oct. 29, 2004 and titled "PUB 
LISHING DOMAIN NAME RELATED REPUTATION IN 
WHOIS RECORDS 
0008 U.S. patent application Ser. No. 10/976,547 to Adel 
man et. al., with filing date Oct. 29, 2004 and titled “PRE 
SENTING SEARCH ENGINE RESULTS BASED ON 
DOMAIN NAME RELATED REPUTATION. 
0009 U.S. patent application Ser. Nos. 1 1/746,522, 
11/746,484, and 1 1/746,505 are continuations-in-part of U.S. 
patent application Ser. Nos. 10/977,373, 10/976,834, and 
10/976,547. 
0010. The subject matter of all of the above-listed patent 
applications is commonly owned and assigned to The Go 
Daddy Group, Inc. All Such patent applications are incorpo 
rated herein in their entirety by reference. 

FIELD OF THE INVENTION 

0.011 The present inventions relate generally to managing 
Internet digital identities and, more specifically, systems and 
methods for registering digital identities, validating digital 
identity origin and ownership, and tracking and publishing 
digital identity related reputation data. 

BACKGROUND OF THE INVENTION 

0012. The Internet is a worldwide network of computers 
and computer networks arranged to allow the easy and robust 
exchange of information between users of computers. Hun 
dreds of millions of people around the world have access to 
computers connected to the Internet via Internet Service Pro 
viders (ISPs). Content providers place multimedia informa 
tion, i.e. text, graphics, sounds, and other forms of data, at 
specific locations on the Internet referred to as websites. The 
combination of all the websites and their corresponding 
webpages on the Internet is generally known as the World 
Wide Web (WWW) or simply the Web. 
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0013 Websites may be created using HyperTextMarkup 
Language (HTML) to generate a standard set of tags that 
define how the webpages for the website are to be displayed. 
Users of the Internet may access content providers websites 
using software known as an Internet browser, Such as 
MICROSOFT INTERNET EXPLORER Or NETSCAPE 
NAVIGATOR. After the browser has located the desired 
webpage, it requests and receives information from the 
webpage, typically in the form of an HTML document, and 
then displays the webpage content for the user. The user may 
then view other webpages at the same website or move to an 
entirely different website using the browser. 
0014 Browsers are able to locate specific websites 
because each website on the Internet has a unique Internet 
Protocol (IP) address. Each IP address is a 32 bit binary 
number, but is typically shown in dotted decimal notion 
(i.e.—192.145.68. 112) to improve human readability. IP 
addresses, however, even in dotted decimal notation, are dif 
ficult for people to remember and use. A Uniform Resource 
Locator (URL) is much easier to remember and may be used 
to point to any computer, directory, or file on the Internet. A 
browser is able to access a website on the Internet through the 
use of a URL. The URL may include a Hypertext Transfer 
Protocol (HTTP) request combined with the website's inter 
net address, also known as the website's domain name. An 
example of a URL with a HTTP request and domain name is: 
http://www.company name.com. In this example, the "http' 
identifies the URL as a HTTP request and the “companyn 
ame.com' is the domain name. 

0015 Individuals, companies, and other entities that pro 
vide content on the web generally want to use their name or 
one of their trademarks as part of their domain name. Thus, 
domain names are generally company trademarks, personal 
names, or short phrases concatenated with a top level domain 
name (TLD) extension (e.g..com, .net, .org...biz, us, .cc, WS. 
.de, etc.). TLD extensions can be divided into two groups. The 
first group is known as generic Top-Level Domains (gTLD) 
and the second group is country code TLDs (ccTLD). 
Examples of gTLDs include .com, .net, .org, .biz, etc. 
Examples of current ccTLDs include us for the United 
States, .uk and gb for United Kingdom, .ca for Canada, .de 
for Germany, jip for Japan, etc. Most gTLDs are organized 
through a central domain name Shared Registration System 
(SRS) based on their TLD. 
0016. The process for registering a domain name with 
.com, .net, .org and some other TLDs allows an Internet user 
to use an ICANN-accredited Registrar to register their 
domain name. For example, if an Internet user, John Doe, 
wishes to register the domain name "mycompany.com. John 
Doe may initially determine whether the desired domain 
name is available by contacting a domain name Registrar. The 
Internet user may make this contact using the Registrar's 
webpage and typing the desired domain name into a field on 
the Registrar's webpage created for this purpose. Upon 
receiving the request from the Internet user, the Registrar may 
ascertain whether "mycompany.com' has already been reg 
istered by checking the SRS database associated with the 
TLD of the domain name. The results of the search may then 
be displayed on the webpage to thereby notify the Internet 
user of the availability of the domain name. If the domain 
name is available, the Internet user may proceed with the 
registration process. Otherwise, the Internet user may keep 
selecting alternative domain names until an available domain 
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name is found. Domain names are typically registered for a 
period of one to ten years with first rights to continually 
re-register the domain name. 
0017. An individual or entities domain name is increas 
ingly the anchor around which their online presence is main 
tained. For example, a company's website (www.companyn 
ame.com) and email system (john..doe(a)company name.com) 
utilize the company's domain name as an integral part of their 
architecture. 
0.018 For Internet users and businesses alike, the Internet 
continues to be increasingly valuable. More people are using 
the Web for everyday tasks, from shopping, banking, and 
paying bills to consuming media and entertainment. E-com 
merce is growing, with businesses delivering more services 
and content across the Internet, communicating and collabo 
rating online, and inventing new ways to connect with each 
other. 
0.019 Websites allow individuals and businesses to share 
their information with a large number of Internet users. Many 
products and services are offered for sale on the Internet, thus 
elevating the Internet to an essential tool of commerce. Inter 
net businesses, whether a large corporation or an individual, 
are rapidly creating websites to take advantage of the growing 
number of customers using the Internet and customers 
increasing willingness to purchase goods and services over 
the Web. Websites created by Internet businesses may be 
reached by millions of Internet savvy customers, thereby 
allowing Internet businesses to offer their products and ser 
vices to a very large pool of potential customers. 
0020 Some Internet business websites, typically those 
that receive or share sensitive information (i.e.—those asso 
ciated with banks, credit card companies, online businesses, 
Social organizations, etc.) may require Internet users to login 
to the website with a secure username and password before 
accessing the website's content. 
0021. The username?password system is a common form 
of Secret authentication data used to control website access. 
The username/password is kept secret from those not allowed 
access. Those wishing to gain access are tested on whether or 
not they have a valid (recognized) username and whether they 
know the associated password. Internet users are granted or 
denied access to websites accordingly. 
0022. Many websites have different rules governing the 
creation of usernames and passwords. Some require pass 
words that include a complex combination of letters, num 
bers, and other characters. Others have no restrictions what 
SOV. 

0023. With the proliferation of login-access websites, 
Internet users often must remember dozens (or more) differ 
ent username?password combinations, one for each secure 
website they wish to access. This has resulted in what has 
come to be known as “password fatigue.” 
0024 Partly in response to this perceived problem, the 
concept of the “digital identity” has evolved. A digital identity 
is a set of characteristics by which a person or thing is recog 
nizable or distinguished in the digital realm. Digital identity 
allows for the electronic recognition of an individual or thing 
without confusing it for someone or something else. 
0025. There are many applications for an Internet user's 
digital identity, including authenticating the user before per 
mitting access to a website. One method for Such authentica 
tion includes the use of a URL (i.e.—OPENID) that may or 
may not interact with a piece of client software (i.e.—MI 
CROSOFT WINDOWS CARDSPACE). 
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0026 URL-based digital identity systems (such as 
OPENID) utilize a framework based on the concept that any 
individual or entity can identify themselves on the Internet 
with a URL provided by a Digital Identity Provider (i.e.— 
johndoe.openid.com). The Digital Identity Provider main 
tains an Identity Server on which a Digital Identity Database 
(a database of provided digital identity URLs and the corre 
sponding authentication passwords) is stored. Once obtained, 
the Internet user may utilize their digital identity URL to 
access various websites. For example, to login to an 
OPENID-enabled website, the user enters their digital iden 
tity URL in the username box. The user is then momentarily 
redirected to the user's Digital Identity Provider's website (or 
an authentication window appears) to login using whatever 
password they have set up with their Digital Identity Provider. 
Once authenticated, the Digital Identity Provider sends the 
participating website an encrypted message (a token) con 
firming the identity of the person logging in. 
0027 Client-software-based digital identity systems 
(such as MICROSOFT WINDOWS CARDSPACE) utilize a 
piece of client software that enables Internet users to securely 
provide their digital identity to online services. CARD 
SPACE, for example, is a framework developed by 
MICROSOFT that securely stores an individual or entities 
digital identity and provides an interface for choosing the 
appropriate digital identity for a particular transaction, Such 
as logging into a website. When a CARDSPACE user's 
browser opens a password-protected website, CARDSPACE 
pops up a security-hardened user interface with a set of 
“cards' for the user to choose from. Each card has some 
identity data associated with it. When the user chooses a card, 
a request in the form of a web service call goes to the Digital 
Identity Provider, and a signed and encrypted security token 
is returned containing the required information (i.e.—credit 
limit, employer's name and address, or perhaps a Social Secu 
rity number). The user then decides whether to release this 
information to the requesting online service. If the user 
approves, the token is sent on to the website where the token 
is processed and the user is authenticated. 
(0028. In February 2007, MICROSOFT announced that it 
will collaborate with other companies on interoperability 
between OPENID and CARDSPACE as digital identity tech 
nologies. 
0029. There are currently numerous Digital Identity Pro 
viders offering URL-based (OPENID) digital identity ser 
vices, meaning they offer digital identity URLs and servers to 
authenticate them. 

0030 Applicants have noticed that these services, how 
ever, require that a Registrant's digital identity be hosted on 
the Digital Identity Provider's servers. This has resulted in 
digital identity URLs that necessarily incorporate the Digital 
Identity Provider's domain name (i.e. johndoe.myopenid. 
com, johndoe.pip. VeriSignlabs.com, johndoe.videntity.com, 
orgetopenid.com/johndoe). An Internet user who wishes to 
own a domain name and obtain a digital identity URL must 
therefore separately register their domain name and digital 
identity though different entities (a domain name Registrar 
and a Digital Identity Provider). This results in the domain 
name and the digital identity URL being hosted by different 
entities on different servers and the inability of the Internet 
user to easily utilize his domain name in his digital identity 
URL. This precludes the Internet user from having a stream 
lined set of e-commerce tools (i.e.—email address, website 
address, and digital identity URL) based on his domain name. 
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0031. Irrespective of the digital identity platform utilized 
(WINDOWS CARDSPACE, OPENID, or other perhaps 
undeveloped—technologies), there are numerous other ways 
(aside from website user authentication) in which an Internet 
user's digital identity may be utilized. 
0032 For example, an Internet user may wish to partici 
pate in an online Social network or dating service, offer an 
item or service for online sale, or post a comment or opinion 
on a website. For each of these applications, the Internet user 
may be identified by their digital identity. 
0033. It would be useful to a Requester (including those 
deciding whether to interact online with the Internet user) if, 
before choosing to interact, the Requestor could obtain, 
review, and assess digital identity related reputation data, 
including, but not limited to, reputation of the digital identity 
itself or reputation of a person, entity, user, registrant, URL, 
domain name, email address, or website associated with the 
digital identity. The Requestor could then decide whether to 
interact with the Internet user based upon the digital identity 
related reputation data with the Subject. 
0034 Conversely, it would be useful to a Subject (i.e. the 
individual or entity to whom a digital identity is registered) to 
have a favorable reputation rating made available to Internet 
users. The favorable rating would encourage Internet users to 
engage in online Social, e-commerce, or other activities with 
the Subject. 
0035. Unfortunately, malevolent Internet users may be 
motivated to defraud digital identity related reputation sys 
tems. For example, an individual may fraudulently register a 
digital identity and take steps to cause a negative reputation 
rating for the digital identity or an individual, entity, domain 
name, email address, or website fraudulently associated with 
the digital identity. Malware also could be developed to simu 
late a valid digital identity for the purpose of tarnishing the 
digital identity's reputation. 
0036) Applicants have noticed that presently-existing 
Digital Identity Providers offer no digital identity validation 
process allowing digital identity users to prove that they are 
the true, correct, and legal originator of their digital identity. 
0037 Even a validated digital identity registrant, however, 
may abuse the Internet. Among Such abuses are phishing, 
pharming, spamming, or posting illegal content on a website 
(i.e.—child pornography). 
0038 Phishing is the luring of sensitive information, such 
as passwords, credit card numbers, bank accounts, or other 
personal information, from an Internet user by masquerading 
as someone trustworthy with a legitimate need for Such infor 
mation. Pharming is a hacker's attack aiming to redirect a 
website's traffic to another (bogus) website. Pharming can be 
conducted either by changing the hosts file on a victim's 
computer or by exploitation of a vulnerability in DNS server 
software. Spam or unsolicited email is flooding the Internet 
with many copies of the identical or nearly identical message, 
in an attempt to force the message on people who would not 
otherwise choose to receive it. Most spam is commercial 
advertising, often for dubious products, get-rich-quick 
schemes, or quasi-legal services. 
0039. Applicants are unaware of any system or method for 
tracking or publishing digital identity related reputation for 
Such Internet use or abuse (either positive or negative). 
0040. In response to the concerns discussed above, there is 
a need for better systems and methods for registering digital 
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identities, validating digital identity origin and ownership, 
and tracking and publishing digital identity related reputation 
data. 

SUMMARY OF THE INVENTION 

0041. The limitations cited above and others are substan 
tially overcome through the systems and methods disclosed 
herein. The systems and methods of the present inventions 
allow for more efficient registration of digital identities, vali 
dation of digital identity origin and ownership, and tracking 
and publication of digital identity related reputation data. 
0042 Certain embodiments of the present inventions take 
advantage of the unique role of Digital Identity Providers who 
are also domain name Registries or domain name Registrars, 
which have access to information that other parties do not. 
This includes client contact information, billing records, 
complaints against clients, etc. If the Digital Identity Provider 
is also a PKI (public key infrastructure) certification author 
ity, it has access to an even wider range of information 
obtained through a verification process of its clients. 
0043. An example embodiment of a digital identity regis 
tration system includes means for receiving a requested digi 
tal identity from a prospective Registrant, means for search 
ing a Digital Identity Database for the availability of the 
digital identity, means for registering, if available, the digital 
identity to the Registrant, and means for updating the Digital 
Identity Database to indicate a change in the digital identity's 
registration status. If the digital identity comprises a URL that 
contains a domain name, the system may further comprise 
means for confirming whether the domain name is owned by 
the Registrant. If the domain name is available, the system 
may further comprise means for offering the domain name for 
sale and registration. The system also may comprise means 
for receiving digital identity registration information from the 
Registrant and means for validating the registration informa 
tion before registering the digital identity. If validated, a Vali 
dation Marker may be provided to the Registrant. 
0044. In an exemplary process, a requested digital identity 
is received from a Registrant. The Digital Identity Database is 
then searched to determine the availability of the requested 
digital identity. If available, the requested digital identity is 
then registered to the Registrant and the Digital Identity Data 
base is updated to indicate the registration. If the digital 
identity comprises a URL that contains a domain name, the 
process may confirm whether the Registrantowns or controls 
the domain name, for example by searching WHOIS records. 
The process also may receive registration information from 
the Registrant and validate the registration information from 
the Registrant prior to registering the requested digital iden 
tity. 
0045 An example embodiment of a digital identity vali 
dation system includes means for registering a digital identity 
to a Registrant, a Records Database for storing registration 
related records, and means for Verifying certain information 
in the records. A Digital Identity Provider may maintain the 
database. The information to be verified may include infor 
mation regarding a Registrant or other person or entity asso 
ciated with the digital identity. The information also may 
include name, address, phone number, email address, web 
site, URL, or other information. The verification means may 
contact a Registrant, administrative contact, technical con 
tact, or another contact to confirm at least Some information in 
the records. If the information is verified, a Validation Marker 
may be provided to the Registrant indicating that the digital 
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identity has been validated. The Validation Marker may be a 
displayable image, a certificate for display on a webpage, a 
change in appearance for the digital identity, or an audible 
Sound. 
0046. In an exemplary process, a digital identity is regis 
tered to a Registrant. During the registration process, one or 
more registration records are collected from the Registrant. 
The registration records may include information regarding a 
digital identity, its Registrant, or another person or entity 
associated with the digital identity. It also may include name, 
address, phone number, email address, website, URL, or 
other information. The information is then verified. As a 
non-limiting example, the information may be verified by 
contacting a Registrant, administrative contact, technical 
contact, or another contact to confirm at least Some informa 
tion in the records. If the information is verified, the Digital 
Identity Provider may provide the Registrant with a Valida 
tion Marker indicating that the digital identity has been vali 
dated. Among other things, a Validation Marker may be in the 
form of a displayable image, perhaps a digital certificate for 
display on a webpage, a change in appearance of the digital 
identity when it appears on a computer screen, or an audible 
Sound. 

0047. An example embodiment of a system for tracking 
and publishing digital identity related reputation data 
includes a Digital Identity Provider that maintains a Digital 
Identity Database for storing a Plurality of Digital Identities 
and a Reputation Database for storing digital identity related 
reputation data for one or more digital identities. Reputation 
data may be tracked regarding the digital identity itself. URLS 
or domain names associated with the digital identity, digital 
identity purchasers or registrants (whetherindividuals or enti 
ties), or email addresses or websites associated with the digi 
tal identity. The reputation data may include ratings for Vari 
ous categories, such as email practices, website content, 
privacy policies and practices, fraudulent activities, domain 
name related complaints, overall reputation, etc. The Digital 
Identity Provider may update reputation databased on a vari 
ety of events related to the digital identity. When a Requestor 
is exposed to a digital identity online (i.e.—on a blog, Social 
or dating website, or online sales or auction service), the 
Requestor may choose to review and assess digital identity 
related reputation data before opting to further interact with 
the digital identity. An embodiment of the present invention 
allows a Requestor to access a Reputation Database to review 
digital identity related reputation data before making this 
decision. 
0048 If a Registrant's digital identity incorporates a 
domain name, the Digital Identity Provider or another party 
may publish digital identity related reputation data in the 
WHOIS records. Reputation ratings or values may be pub 
lished in the WHOIS records of the domain name linked to the 
digital identity. Alternatively, links or references to a location 
of the reputation ratings or values may be published in the 
WHOIS, such links or references may include a URL link, a 
DNS address, an IP address, a computer port, or any combi 
nation thereof. Reputation ratings or values also may be pub 
lished by the Digital Identity Provider or another party via any 
means of publication available including, but not limited to, 
an accessible database, a website, other electronic storage, or 
printed media. One embodiment of the method for publishing 
the domain name related reputation data in the WHOIS 
records includes the following steps, the Digital Identity Pro 
vider collects digital identity related information and forms 
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digital identity related reputation data. Then, the Digital Iden 
tity Provider stores the digital identity related reputation data 
in the WHOIS records. 
0049. The above features and advantages of the present 
invention will be better understood from the following 
detailed description taken in conjunction with the accompa 
nying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0050 FIG. 1 illustrates a possible embodiment of a digital 
identity registration system. 
0051 FIG. 2 illustrates a possible embodiment of a digital 
identity registration system. 
0.052 FIG. 3 illustrates a possible embodiment of a digital 
identity registration system. 
0053 FIG. 4 illustrates a possible embodiment of a digital 
identity database and a records database. 
0054 FIG. 5 is a flow diagram illustrating possible steps 
that may be taken with a digital identity registration system. 
0055 FIG. 6 is a flow diagram illustrating possible steps 
that may be taken with a digital identity registration system. 
0056 FIG. 7 illustrates a possible embodiment of a digital 
identity validation system. 
0057 FIG. 8 illustrates a possible embodiment of a digital 
identity validation system. 
0.058 FIG. 9 is a flow diagram illustrating possible steps 
that may be taken with a digital identity validation system. 
0059 FIG. 10 is a flow diagram illustrating possible steps 
that may be taken with a digital identity validation system. 
0060 FIG. 11 illustrates a possible embodiment of a digi 

tal identity tracking and publication system. 
0061 FIG. 12 is a flow diagram illustrating possible steps 
that may be taken with a digital identity tracking and publi 
cation system. 
0062 FIG. 13 is a flow diagram illustrating possible steps 
that may be taken with a digital identity tracking and publi 
cation system. 
0063 FIG. 14 is a flow diagram illustrating possible steps 
that may be taken with a digital identity tracking and publi 
cation system. 

DETAILED DESCRIPTION 

0064. The present invention will now be discussed in 
detail with regard to the attached drawing figures which were 
briefly described above. In the following description, numer 
ous specific details are set forth illustrating the Applicants 
best mode for practicing the invention and enabling one of 
ordinary skill in the art to make and use the invention. It will 
be obvious, however, to one skilled in the art that the present 
invention may be practiced without many of these specific 
details. In other instances, well-known machines and method 
steps have not been described in particular detail in order to 
avoid unnecessarily obscuring the present invention. Unless 
otherwise indicated, like parts and method steps are referred 
to with like reference numerals. 
0065 Digital Identity Registration 
0066. A streamlined example embodiment of a digital 
identity registration system is illustrated in FIG.1. The illus 
trated embodiment includes means 101 for receiving a 
requested digital identity from a Registrant 100, means 102 
for determining whether the digital identity is available, and 
means 103 for registering the digital identity, if available, to 
the Registrant 100. This embodiment places no limitation on 
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the format of the requested digital identity. Thus, as non 
limiting examples, a requested digital identity may be in the 
form of a piece of client Software, a digital certificate, or a 
URL comprising any combination of characters-perhaps 
including a domain name that may be owned by the Regis 
trant 100. 

0067. A more detailed example embodiment of a digital 
identity registration system is illustrated in FIG. 2. The illus 
trated embodiment includes a Digital Identity Provider 205, a 
website 201, a Digital Identity Database 206, means 204 for 
searching the Digital Identity Database, WHOIS records 209, 
means 208 for searching WHOIS records 209, means 210 for 
validating registration information provided by the Registrant 
100, means 211 for updating the Digital Identity Database 
206, a Records Database 213, and means 212 for updating the 
Records Database 213. This embodiment places no limitation 
on the format of the requested digital identity. Thus, as non 
limiting examples, a requested digital identity may be in the 
form of a piece of client Software, a digital certificate, or a 
URL comprising any combination of characters-perhaps 
including a domain name that may be owned by the Regis 
trant 100. 

0068. The Registrant 100 may be an individual or an entity 
including, but not limited to, a person, a business, a govern 
mental institution, an educational institution, a non-profit 
organization, or a social organization. The website 201 may 
be hosted on a server owned or operated by a Digital Identity 
Provider 205, which may be a domain name Registrar, Reg 
istry, or Reseller. The website 201 may be accessible to any 
Internet user with Internet access. The website 201 may have 
a digital identity field 202 and a registration information field 
203 in which a Registrant 100 may enter a requested digital 
identity and related registration information. The requested 
digital identity may comprise a piece of client software, a 
digital certificate, a URL comprising any combination of 
characters—perhaps including a domain name that may be 
owned by the Registrant 100, or another security token. The 
registration information could include, among other things, 
information about the requested digital identity, information 
about the Registrant 100, or information about a person, 
entity, name, address, telephone number, email address, 
URL, domain name, or website associated with the Registrant 
100 of the requested digital identity. The information also 
may include an administrative contact, a technical contact, or 
an other contact associated with the Registrant 100 of the 
requested digital identity. The information also could com 
prise biometric identification data, non-limiting examples of 
which may include a photograph, Voiceprint, fingerprint, reti 
nal scan, and/or DNA data. 
0069. To determine whether the requested digital identity 

is available, the system may include means 204 for searching 
a Digital Identity Database 206—that may store a plurality of 
registered digital identities 207 for the availability of the 
requested digital identity. The Digital Identity Database 206 
may be maintained by a Digital Identity Provider 205. As a 
non-limiting example, the Digital Identity Database 206 may 
comprise a local database, online database, desktop database, 
server-side database, relational database, hierarchical data 
base, network database, object database, object-relational 
database, associative database, concept-oriented database, 
entity-attribute-value database, multi-dimensional database, 
semi-structured database, star Schema database, XML data 
base, file, collection of files, spreadsheet, or other means of 
data storage located on a computer, client, server, or other 
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storage device. The Digital Identity Database 206 search may 
be accomplished by a desktop, network, or online search 
engine. The Digital Identity Database 206 search may utilize 
uninformed, list, tree, graph, SQL, tradeoff based, informed, 
adversarial, constraint satisfaction, string, genetic, sorting, 
probabilistic, tabu, federated, minimax, or ternary search 
algorithms. 
0070 If the requested digital identity includes a domain 
name, the system may include means 208 for determining 
whether the Registrant 100 owns or controls the domain 
name, perhaps by searching WHOIS records. WHOIS 
records may be maintained by a Registry, a Registrar, and/or 
another party and are readily accessible over the Internet. 
WHOIS is a TCP-based query/response protocol that is 
widely used for querying these records to determine the 
owner of a domain name, an IP address, or an autonomous 
system number on the Internet. The WHOIS search may 
utilize either a command line interface or a web-based tool 
and either “thick” or “thin lookups. “Thin’ registries store a 
limited amount of information about a domain name, typi 
cally including: “Domain Name,” “Registrar.” “Whois 
Server.” Referral URL.” “Name Server,” “Status.” “Updated 
Date,” “Creation Date.” “Expiration Date,” etc. “Thick” reg 
istries also store Registrant, Administrative, Technical, and 
Billing contact information. The .info and .biz TLDs are 
“thick” while.com and .net TLDs are “thin.' Registrars usu 
ally store detailed information about the domain names reg 
istered through them. Even though the WHOIS records are 
public, many registries and registrars limit access to the 
WHOIS data by automated solutions (i.e.—computer pro 
grams, scripts, "crawlers, etc.). This prevents copying Sub 
stantial parts of the WHOIS records and potential use of this 
data for unsolicited email campaigns. Typically, a domain 
name Registry or Registrar may avoid such limitations. Addi 
tionally, for the domain names registered through a Registrar, 
the Registrar has access to the domain name registrations, 
renewals, transfers, expirations, etc. in real time. The instant 
embodiment is therefore particularly advantageous because 
the Digital Identity Provider 205 may also be a Registrar, 
Registry, or Reseller. 
0071 Said determining means 208 also may be performed 
with a lookup service. Such as a quick, lightweight mecha 
nism for obtaining data, possibly utilizing Lightweight Direc 
tory Access Protocol (LDAP) or similar protocols as are 
known in the art. Said determining means 208 also may 
comprise contacting the Registrant 100 (or another individual 
or entity) to confirm domain name ownership and/or control. 
0072. If the domain name is unregistered and available for 
registration, the system may include means for the Registrant 
100 to purchase and/or register the domain name. The pur 
chasing and registering means may comprise a website-en 
abled domain name purchase and registration system as is 
known in the art. 

0073. The system also may include means 210 for validat 
ing the registration information entered by the Registrant 100 
in the registration information field 203 on the website 201. 
The means 210 for validating registration information are 
discussed in the “Digital Identity Validation' section below 
and elsewhere in this application. 
0074 The system also may include means 211 for adding 
the digital identity to the plurality of registered digital iden 
tities 207 stored in the Digital Identity Database 206. It may 
also comprise means 212 for adding the Registrant's 100 
registration information to the registration-related records 
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214 stored in a Records Database 213. These means (211 and 
212) therefore register the digital identity by updating these 
databases (206 and 213) to reflect the change in the newly 
registered digital identities registration status. 
0075 Another example embodiment of a digital identity 
registration system is illustrated in FIG. 3. The illustrated 
embodiment includes a website 201, a Digital Identity Data 
base 206, a Records Database 213, means 204 for searching 
the Digital Identity Database 206, and means 103 for regis 
tering a digital identity. In this embodiment, the website may 
have a digital identity field 202 and a registration information 
field 203 in which a Registrant 100 may enter a requested 
digital identity and related registration information. The 
means 204 for searching a Digital Identity Database 206, 
determines the availability of the digital identity entered in 
the digital identity field 202, perhaps by searching the Digital 
Identity Database 206, which stores a plurality of registered 
digital identities 207. The means 103 for registering the digi 
tal identity may add the digital identity to the Digital Identity 
Database 206 and add the registration information entered in 
the registration information field 203 by the Registrant 100 to 
the Records Database 213. 
0076 FIG. 4 illustrates a Digital Identity Database 206 
that may store a plurality of registered digital identities 207. 
FIG. 4 also illustrates a Records Database 213 that may store 
registration related records 214. Such as the name, address, 
telephone number, email address, and/or other contact infor 
mation for a Registrant 100, administrative contact 800, tech 
nical contact 801, and/or other contact 802; a person, entity, 
name, address, telephone number, email address, URL, 
domain name, and/or website associated with a Registrant 
100 and/or a digital identity; and/or biometric identification 
data, Such as a photograph, Voiceprint, fingerprint, retinal 
scan, and/or DNA data. 
0077. Several different methods may be used to register a 
digital identity. In a streamlined embodiment illustrated in 
FIG. 5, a requested digital identity may be received from a 
Registrant 100 (Step 500). The availability of the digital iden 
tity is then determined (Step 501). If the digital identity is 
unavailable, the process ends. If available, the digital identity 
is registered to the Registrant (Step 502). 
0078. A more detailed example embodiment of a digital 
identity registration process is illustrated in FIG. 6. In this 
example embodiment, a Registrant 100 enters a requested 
digital identity (or perhaps identities) and registration infor 
mation in data entry fields 202 and 203 on a website 201. 
(Step 600). The website 201 may be hosted by a Digital 
Identity Provider 205, which may be domain name Registrar, 
Registry, or Reseller. Next, the availability of the requested 
digital identity may be determined (Step 601). This may be 
accomplished by searching a Digital Identity Database 206— 
that may store a plurality of registered digital identities 207 
for the availability of the requested domain name. If the 
digital identity is unavailable, the process may end. 
0079. In another embodiment, one or more alternate digi 

tal identities may be proposed to the Registrant 100. The 
alternate digital identities may be similar to (or otherwise 
based on) the requested digital identity. The Registrant 100 
may then select an alternate digital identity for registration. 
0080. If the requested digital identity or alternate digital 
identity is available (Step 601), a next process step may 
include determining whether the digital identity contains a 
domain name (Step 602) and, if so, whether the domain name 
is owned or controlled by the Registrant. (Step 603). This may 
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be accomplished by searching WHOIS records 209 for reg 
istration information regarding the domain name. This also 
may be accomplished with a lookup service. Such as a quick, 
lightweight mechanism for obtaining data, possibly utilizing 
Lightweight Directory Access Protocol (LDAP) or similar 
protocols as are known in the art. It also may comprise con 
tacting the Registrant 100 (or another individual or entity) to 
confirm domain name ownership and/or control. 
I0081. If the domain name is not owned or controlled by the 
Registrant 100, the process may end. If the domain name is 
unregistered and available for registration, the process may 
include the Registrant 100 to purchase and/or register the 
domain name. If the Registrant 100 owns or controls the 
domain name, a next process step may include validating the 
registration information entered by the Registrant 100 in the 
registration information field 203 on the website 201 (Step 
604). This may be accomplished as set forth in the “Digital 
Identity Validation' section below and elsewhere in this 
application. If the registration information is not validated, 
the process may end. If the registration information is vali 
dated, a next process step may include registering the digital 
identity to the Registrant (Step 605). This may be accom 
plished by adding the digital identity to the plurality of reg 
istered digital identities 207 stored in the Digital Identity 
Database 206 and by adding the Registrant's 100 registration 
information to the registration-related records 214 stored in a 
Records Database 213. 
I0082 Digital Identity Validation 
I0083. A streamlined example embodiment of a digital 
identity validation system is illustrated in FIG. 7. The illus 
trated embodiment includes means 103 for registering a digi 
tal identity to a Registrant 100, a Records Database 213 for 
storing registration related records 214 (which may include 
information regarding the digital identity and/or the Regis 
trant 100), and means 700 for verifying the information. This 
embodiment places no limitation on the format of the digital 
identity to be validated. Thus, as non-limiting examples, the 
subject digital identity may be in the form of a piece of client 
Software, a digital certificate, or a URL comprising any com 
bination of characters—perhaps including a domain name 
that may be owned by the Registrant 100. 
I0084. A more detailed example embodiment of a digital 
identity validation system is illustrated in FIG.8. The illus 
trated embodiment includes means 103 for registering a digi 
tal identity to a Registrant 100, a Digital Identity Provider 
205, a Records Database 213 for storing registration related 
records 214 (which may include information regarding the 
digital identity, the Registrant 100, a technical contact 800, an 
administrative contact 801, and/or an other contact 802), 
means 700 for verifying the information in the Records Data 
base 213, means 803 for contacting the Registrant 100, tech 
nical contact 800, administrative contact 801, and/or other 
contact 802 to confirm information in the Records Database 
213, a Validation Marker 804, and means 805 for providing 
the Registrant 100 with a Validation Marker 804. 
I0085. The Registrant 100 may be an individual or an entity 
including, but not limited to, a person, a business, a govern 
mental institution, an educational institution, a non-profit 
organization, or a social organization. The means 103 for 
registering a digital identity to the Registrant 100 may include 
the systems and/or methods described in the “Digital Identity 
Registration' section above and elsewhere in this application. 
This embodiment places no limitation on the format of the 
digital identity to be validated. Thus, as non-limiting 
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examples, a digital identity may be in the form of a piece of 
client software, a digital certificate, or a URL comprising any 
combination of characters-perhaps including a domain name 
that may be owned by the Registrant 100. 
I0086. The instant embodiment also may include a Records 
Database 213, which may store registration related records 
214. The registration related records 214 stored in the 
Records Database 214 may comprise information regarding a 
digital identity, Registrant 100, technical contact 800, admin 
istrative contact 801, or other contact 802, possibly including 
information regarding a person, entity, name, address, tele 
phone number, URL, email address, domain name, and/or 
website associated with a digital identity or Registrant 100. 
The information may also include biometric identification 
data, non-limiting examples of which may include a photo 
graph, Voiceprint, fingerprint, retinal Scan, and/or DNA data. 
The records 214 also could include a link or reference regard 
ing a location of an additional registration record. As non 
limiting examples, The Records Database 213 may comprise 
a local database, online database, desktop database, server 
side database, relational database, hierarchical database, net 
work database, object database, object-relational database, 
associative database, concept-oriented database, entity-at 
tribute-value database, multi-dimensional database, semi 
structured database, star schema database, XML database, 
file, collection of files, spreadsheet, or other means of data 
storage located on a computer, client, server, or other storage 
device. The Records Database 213 may be maintained by a 
Digital Identity Provider 205, which may be a domain name 
Registry, Registrar, or Reseller, or another entity that provides 
digital identities. 
0087 To validate the origin and/or ownership of the sub 

ject digital identity, the instant embodiment may include 
means 700 for verifying at least some of the information in the 
Records Database 213. This validation may be accomplished 
by searching the Records Database 213 for at least some 
information and Verifying the information with any person or 
entity. This search may be accomplished by a desktop, net 
work, or online search engine and may utilize uninformed, 
list, tree, graph, SQL, tradeoff based, informed, adversarial, 
constraint satisfaction, String, genetic, Sorting, probabilistic, 
tabu, federated, minimax, or ternary search algorithms. 
0088 As a non-limiting example, the verifying means 700 
also may comprise means 803 for contacting the Registrant 
100, technical contact 800, administrative contact 801, and/or 
other contact 802 to confirm at least some of the information 
in the Records Database 213. The verifying means 700 and/or 
the contacting means 803 could utilize an automated and/or 
manual process to contact the Registrant 100, technical con 
tact 800, administrative contact 801, and/or other contact 802 
to Verify information. The manual and/or automated pro 
cesses could be accomplished by a telephone call, email 
communication, written communication, and or other 
method of contact as is known in the art. For example, a 
Digital Identity Provider 205 employee may call, email, or 
write to the Registrant 100, technical contact 800, adminis 
trative contact 801, and/or other contact 802 and confirm that 
at least some of the information contained in the Records 
Database 213 is accurate. This function also could be per 
formed by computer-implemented—or otherwise auto 
mated processes. Such as automated calling or email sys 
tems as are known in the art. 

0089. The verifying means 700 could also be accom 
plished by obtaining voice-recognition, visual, written, elec 
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tronic, and/or biometric verification of at least some of the 
information in the Records Database. Biometric verification 
systems may include means for obtaining fingerprint, retinal, 
DNA, or other physical characteristic verification. In a bio 
metric system that may be used, a Registrant 100 may provide 
one or more physical characteristics that may be processed by 
an algorithm to create a digital representation of the obtained 
biometric. The digital representation may then be entered into 
the Records Database 213. Verification requires the biometric 
of the user to be captured again, and processed into a digital 
template. That template may then be compared to the digital 
representation stored in the database to determine a match. 
(0090. To provide the Registrant 100 with means to publi 
cize his or her digital identity validation, the instant embodi 
ment may include means 805 for providing the Registrant 100 
with a Validation Marker 804. A Validation Marker 804 indi 
cates that a digital identity has been validated and may be in 
the form of a displayable image, perhaps a digital certificate 
for display on a webpage. A Validation Marker 804 also may 
take the form of a change in appearance of the digital identity 
when it appears on a computer screen, possibly implemented 
by a piece of software that alters the digital identity's color, 
shape, or size. A Validation Marker 804 also could be an 
audible sound, Such as an audio file that plays when the digital 
identity appears on a computer Screen. 
(0091 Means 805 for providing a Validation Marker 804 to 
a Registrant 100 include, but are not limited to: (1) sending a 
piece of software to the Registrant 100 (or other individual or 
entity) for installation on his computer, server, website, data 
base, or other storage device; (2) storing the Validation 
Marker 804 on a computer, server, website, database, or other 
storage device from which the Registrant 100 (or other indi 
vidual or entity) may retrieve said Validation Marker 804; or 
(3) sending the Validation Marker 804 to a third party for 
storage on a computer, server, website, database, or other 
storage device from which the Registrant 100 (or other indi 
vidual or entity) may retrieve said Validation Marker 804. 
0092. Several different methods may be used to validate a 
digital identity. In a streamlined embodiment illustrated in 
FIG.9, a digital identity may be registered to a Registrant 100 
(Step 900). During the registration process, one or more reg 
istration related records may be collected from the Registrant 
100 (Step 901). At least some of the information collected 
from the Registrant 100 is then verified (Step 902). 
0093. A more detailed example embodiment of a digital 
identity validation process is illustrated in FIG. 10. In this 
example embodiment, a digital identity may be registered to 
a Registrant 100 (Step 900). This step may be accomplished 
by any of the methods described in the “Digital Identity 
Registration' section above and elsewhere in this application. 
During the registration process, one or more registration 
related records 214 may be collected from the Registrant 100 
(Step 901). The registration related records 214 may com 
prise information regarding a digital identity, Registrant 100, 
technical contact 800, administrative contact 801, or other 
contact 802, possibly including information regarding a per 
son, entity, name, address, telephone number, URL, email 
address, domain name, and/or website associated with a digi 
tal identity or Registrant 100. The information may also 
include biometric identification data, non-limiting examples 
of which may include a photograph, Voiceprint, fingerprint, 
retinal scan, and/or DNA data. The records 214 also could 
include a link or reference regarding a location of an addi 
tional registration record. 
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0094. At least some of the information collected from the 
Registrant 100 is then verified (Step 902). The verification 
step (Step 902) may be accomplished by contacting the Reg 
istrant 100, technical contact 800, administrative contact 801, 
or other contact 802 (Step 1000) and confirming at least some 
of the information with the contacted person or entity (Step 
1001). The verifying step (Step 902) and/or the contacting 
step (Step 1000) could utilize an automated and/or manual 
process to contact the Registrant 100, technical contact 800, 
administrative contact 801, and/or other contact 802 to verify 
information. The manual processes could be accomplished by 
a telephone call, email communication, written communica 
tion, and/or in-person contact. For example, a Digital Identity 
Provider 205 employee may call, email, write, or make per 
sonal contact with the Registrant 100, technical contact 800, 
administrative contact 801, and/or other contact 802 and con 
firm that at least some of the information is accurate. These 
functions also could be performed by a computer-imple 
mented-or otherwise automated-process, such as automated 
calling or email systems as are known in the art. 
0095 Alternatively, the verification step (Step 902) may 
be accomplished by obtaining Voice-recognition, visual, writ 
ten, electronic, and/or biometric verification of at least some 
of the information in the Records Database 213. As a non 
limiting example, during the digital identity registration pro 
cess, a Registrant 100 may provide a photograph, Voiceprint, 
fingerprint, retinal scan, DNA, and/or other biometric 
sample. The sample may be in the form of a document, audio 
file, data file, or other type of computer file. This information 
may then be processed by an algorithm to create a digital 
representation of the obtained biometric. The digital repre 
sentation may then be entered into the Records Database 213. 
Verification requires the biometric of the user to be captured 
again, and processed into a digital template. That template 
may then be compared to the digital representation stored in 
the database to determine a match. If there is a match, the 
information is confirmed. 

0096. If the information is not confirmed, the process may 
end. If the information is confirmed, a next step may include 
providing the Registrant 100 with a Validation Marker 804 
(Step 1002), which allows the Registrant 100 to publicize his 
or her digital identity validation. A Validation Marker 804 
may be provided to a Registrant 100 by, among other meth 
ods: (1) sending a piece of software to the Registrant 100 (or 
other individual or entity) for installation on his computer, 
server, website, database, or other storage device; (2) storing 
the Validation Marker 804 on a computer, server, website, 
database, or other storage device from which the Registrant 
100 (or other individual or entity) may retrieve said Validation 
Marker 804; or (3) sending the Validation Marker 804 to a 
third party for storage on a computer, server, website, data 
base, or other storage device from which the Registrant 100 
(or other individual or entity) may retrieve said Validation 
Marker 804. 
0097 Digital Identity Related Reputation Tracking and 
Publishing 
0098. For the purposes of this application, the Digital 
Identity Provider 205 may include one or more domain name 
Registries, Registrars, and/or Resellers, or another entity that 
provides digital identities. Digital identity related reputation 
data may include one or more values, ratings, or scores per a 
digital identity. The data may further include links or refer 
ences to the locations (typically on a network) where Such 
values, ratings, or scores may be found. 
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0099. An example embodiment of a digital identity related 
reputation tracking and publishing system is illustrated in 
FIG. 11. The illustrated embodiment includes a Digital Iden 
tity Provider 205, a Digital Identity Database 206, a Reputa 
tion Database 1100, a Presentation Means 1101, a Subject 
1102, and a Requester 1103. The Digital Identity Provider 
205 may be a domain name Registry, a Registrar of domain 
names, or a Reseller of a Registrar, or another entity that 
provides digital identities. The Digital Identity Provider 205 
may be an accredited ICANN (Internet Corporation for 
Assigned Names and Numbers) Registry or Registrar. 
Examples of ICANN-accredited Registrars include GoDad 
dy.com, Wild West Domains, Blue Razor, etc. The Digital 
Identity Provider 205 may maintain the Digital Identity Data 
base 206, which may contain one or more digital identities 
registered through or with the Digital Identity Provider 205. 
The Subject 1102 may be a person or an entity associated with 
one or more digital identities registered through the Digital 
Identity Provider 205. 
0100. The Subject 1102 may be a client of the Digital 
Identity Provider 205, a purchaser of products or services 
provided by the Digital Identity Provider 205, a user of the 
products or services provided by the Digital Identity Provider 
205 (i.e. email account users), a Registrant 100 of one or 
more digital identities registered through the Digital Identity 
Provider 205, a person or entity on record with the Digital 
Identity Provider 205 (i.e. registration related records, bill 
ing records, technical and/or administrative records, etc.), a 
person or entity appearing in the WHOIS records for one or 
more domain names associated with a digital identity regis 
tered through the Digital Identity Provider 205, or any com 
bination thereof. The system may include one or more Sub 
jects. The system also may include one or more Digital 
Identity Providers 205. For simplification purposes, the sys 
tem of FIG. 11 is described as having one Digital Identity 
Provider. 
0101 The products or services provided by the Digital 
Identity Provider 205 may include registering a digital iden 
tity or domain name, issuing a digital certificate, and/or pro 
viding an email or hosting service (accounts), computer soft 
ware, website designing tools and/or services, reputation 
tracking service, or any combination thereof. 
0102 The Reputation Database 1100 may store digital 
identity related reputation data. There may be multiple 
records in the Reputation Database 1100 for a single digital 
identity from the Digital Identity Database 206. The Reputa 
tion Database 1100 may be maintained by the Digital Identity 
Provider 205, but also could be maintained by a third party. 
The Reputation Database 1100 may store reputation records 
for various categories associated with a digital identity. Such 
categories may include email practices, website content, pri 
vacy policies and practices, fraudulent activities, complaints, 
overall reputation, or any combination thereof. The overall 
reputation may be calculated from other reputation records 
using the Sum, average, weighted, scaled, minimum, maxi 
mum, or any other formula. The reputation data may be 
tracked on a person or an entity, a digital identity, a domain 
name associated with a digital identity, a URL associated with 
a digital identity, an email address associated with a digital 
identity, a website associated with a digital identity, or any 
combination thereof. 

0103) The Reputation Database 1100 may store data 
regarding the amount of spam originating from an email 
address associated with a digital identity (per week, per 
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month, per year, total, etc.), the number of complaints (about 
spam, phishing, and/or other fraudulent activities), or content 
of a website associated with a digital identity (illegal drugs, 
alcohol, tobacco, sex, pornography, nudity, or any other form 
of adult content, profanity, violence, intolerance, hate, rac 
ism, militant groups, extremists, Satanism, witchcraft, gam 
bling, casino, Spam, MLM, pyramid schemes, fraud, or any 
other illegal activity, etc.). The values in the reputation data 
may be numeric ratings or values out of a predetermined set of 
discrete values. Examples of sets of discrete values include: 
Yes-No, Bad-Fair-Good-Excellent, etc. The digital identity 
Registrant 100 reputation values may be calculated as mini 
mum, maximum, average, weighted, scaled, Sum, or any 
otherformula from some or all digital identities with the same 
Registrant 100. 
0104. The Reputation Database 1100 may obtain various 
reputation data from other reputation services, such as 
SENDERBASE.ORG, BONDED SENDER PROGRAM, 
SPAMCOP “societies of trusted users, black and white 
domain/IP/email lists, CLOUDMARK, VERISIGN, VERI 
FIED DOMAINS LIST. TRUSTE, etc. The Reputation Data 
base 1100 also may obtain various reputation data from indi 
viduals or entities that may submit such data to the Digital 
Identity Provider 205 for review, vetting, and publication. The 
variety of reputation data may aid in making better decisions 
by the Requester 1103. 
0105 Besides providing “raw' data in the Reputation 
Database 1100 for the Requester 1103 to make decisions, the 
Digital Identity Provider 205 may provide suggestions or 
recommendations if a particular digital identity, domain 
name, URL, email address, etc. should be trusted. 
0106 The Digital Identity Provider 205 may start tracking 
digital identity related reputation unilaterally, or after a 
request from the Subject 1102. The Digital Identity Provider 
205 may offer the reputation tracking as an additional service 
to the Digital Identity Provider's clients. 
0107 The Requester 1103 may be a person, an entity, or a 
technological means, such as a computer software, website, 
web service, etc. The system may include one or more 
Requesters. The data from the Reputation Database 1100 may 
be provided to the Requester 1103 via the Presentation Means 
1101. 

0108. The Presentation Means 1101 are means for pre 
senting the data and may be maintained by the Digital Identity 
Provider 205 and may include DNS records, WHOIS records, 
a website, a web service, a computer software, an API-based 
Solution or protocol, or any combination thereof. For 
example, the Digital Identity Provider 205 may post reputa 
tion values on a website, in the DNS or WHOIS records of a 
domain name associated with a digital identity, or posta URL 
link to the location on the network (i.e.—Internet website) 
where the reputation data may be found. 
0109. In another embodiment, the partners of the Digital 
Identity Provider 205 may have access to the Reputation 
Database 1100. The Presentation Means 1101 in this embodi 
ment may include a system that periodically feeds reputation 
data to the partners. The reputation data may be in XML 
(eXtensible Markup Language), character-delimited (i.e.— 
CSV (Comma-Separated Values) or TSV (Tab Separated Val 
ues)), fixed length, or other formats. 
0110. The system of the present invention provides a 
framework, centralized arounda Digital Identity Provider, for 
accessing the digital identity related reputation data. Any 
Internet or email user (or automated Solutions) may find digi 
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tal identity related reputation data through a Digital Identity 
Provider where the digital identity was registered or in other 
locations as specified above. 
0111. Several different methods may be used to track and 
publish digital identity related reputation. In an example 
embodiment illustrated in FIG. 12, a Digital Identity Provider 
205 may set one or more values in digital identity related 
reputation data to initial values (Step 1200). The Digital Iden 
tity Provider 205 may change one or more values in domain 
name related reputation data (Step 1201). If it is desired to 
continue keeping track of the digital identity related reputa 
tion (Step 1202), Steps 1201 and 1202 may be repeated (Step 
1203). 
0112 The initial values may be set to null, Zero, or any 
other value. The values may be on various scales, for example 
from 0 to 100, from 0 to infinity, or from -100 to 100, where 
0 may represent a digital identity with no reputation, etc. The 
Digital Identity Provider 205 may develop a schedule of 
points to be awarded for various events associated with the 
digital identity. 
0113 For example, if the Digital Identity Provider 205 
receives a legitimate complaint about a spam email message 
associated with a digital identity, the email practices reputa 
tion rating (score, value) of the digital identity and the email 
address reputation rating may be reduced by one. If the digital 
identity exists for a year with no complaints, the digital iden 
tity's overall reputation rating may be raised by 10 points. If 
the Digital Identity Provider 205 validates the digital identity 
Registrant 100 contact information, the overall reputation 
rating may be raised by 20 points, etc. Additional points may 
be awarded if the digital identity is assigned anSSL certificate 
issued by a certification authority. The rating may be reduced 
if illegal content is present on a website associated with a 
digital identity. The ratings also may be adjusted so that more 
recent activities have a greater weight than older activities. 
0114. If circumstances require (i.e. the digital identity is 
transferred from one Digital Identity Provider 205 to another, 
the Registrant 100 is changed, ownership of the digital iden 
tity is changed, registration related information changes, or if 
the digital identity expires), the ratings may be changed 
(i.e. reset to their initial values). The Digital Identity Pro 
vider 205 may provide historical values of the reputation 
ratings. 
0.115. In another example embodiment of a digital identity 
tracking and publishing method, illustrated in FIG. 14, digital 
identity related reputation may be tracked from the point of 
initial registration (i.e. point of sale). A Registrant 100, who 
intends to register a digital identity, may visit a Digital Iden 
tity Provider's 205 website (Step 1400). The Registrant 100 
may be a person or entity that registers the digital identity. The 
Digital Identity Provider 205 may offer the Registrant 100 a 
reputation tracking service (Step 1401). The reputation track 
ing service may be free of charge for the Registrant 100 or 
may be a paid service. If the Registrant does not want the 
reputation tracking service, the Digital Identity Provider 205 
may register the digital identity (Step 1402). If the Registrant 
100 opts for the reputation tracking service, the Digital Iden 
tity Provider 205 may register the digital identity (Step 1403), 
may verify the registrant (Step 1404), and may set initial 
reputation values in reputation data (Step 1405). 
0116. As non-limiting examples, the Verification step may 
be accomplished with the systems and/or methods described 
above in the “Digital Identity Validation' section, and else 
where in this application. The validation step also may be 
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accomplished by validating a Registrant's 100 business 
records, driver's licenses, or other documents. There may be 
multiple levels of verification performed. Basic levels may 
include validating basic contact information. Advanced levels 
may include verification of a variety of a Registrant's 100 
registration information and/or documents. More extensive 
and comprehensive verification levels may result in higher 
reputation values (assuming the Verification was successful). 
0117. In yet another embodiment, if the Registrant 100 
does not opt for the reputation tracking service, the Digital 
Identity Provider 205 may still create reputation data for the 
digital identity and populate it with default values. 
0118 FIG. 13 illustrates a method for accessing digital 
identity related reputation data to determine whether to inter 
act with a digital identity. The method includes the following 
steps. A Requester 1103 intends to interact online with a 
digital identity (Step 1300). The Requester 1103 identifies a 
digital identity (Step 1301). The Requester 1103 determines a 
Digital Identity Provider 205 of the digital identity (Step 
1302). The Requester 1103 determines the location of digital 
identity related reputation data (Step 1303). The Requester 
1103 accesses the digital identity related reputation data (Step 
1304). Based on the digital identity related reputation data, 
the Requester 1103 decides (determines) whether to interact 
with the digital identity (Steps 1305 and 1306). 
0119 The Requester 1103 may be an individual or entity, 
but also could be a computer Software running in conjunction 
with a server or a client program. If the Requester is a com 
puter software, the intention to interact with a digital identity 
(Step 1300) may comprise a logic algorithm's determination 
to interact. The intention to interact (Step 1300) also may 
arise from an individual or entity’s online encounter with a 
Subject's 1102 digital identity. Such an encounter could occur 
in an online Social network or dating service, a website where 
a Subject 1102 offers an item for service or online sale, or 
where a Subject 1102 posts a comment or opinion on a web 
site. For each of these applications, the Subject 1102 may be 
identified by his or her digital identity. 
0120) The Digital Identity Provider 205 for the Subject's 
1102 digital identity may then be determined (Step 1302). 
The Digital Identity Provider 205 may be readily identifiable 
from the digital identity itself, an email, domain name, web 
site, URL, or blog associated with the digital identity, or any 
other online encounter described in the previous paragraph. 
The Digital Identity Provider 205 also may be ascertained by 
a search of a Digital Identity Database 206 and/or Records 
Database 213 that may be made publicly available by a Digi 
tal Identity Provider 205 or another entity. If the digital iden 
tity comprises a domain name, the Digital Identity Provider 
205 may be ascertained by a search of WHOIS records 209 or 
DNS records. 

0121. After the Digital Identity Provider 205 is deter 
mined (Step 1302), the location of the digital identity related 
reputation data may be determined (Step 1303). The location 
of the data may be, among other things, a database, a website, 
a web service, WHOIS records, DNS records, etc. The loca 
tion of the digital identity related reputation data may be a 
predetermined location (i.e. http://reputation.godaddy. 
com) or may be provided by a link or reference. The link or 
reference to the location may be, interalia, a URL link, a DNS 
address, an IP address, a computer port, or any combination 
thereof. The Requester 1103 may then access the reputation 
data (Step 1304), perhaps via a website, and decide (deter 
mine) whether the values in the digital identity related repu 
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tation data are appropriate to permit interaction with the digi 
tal identity. If the decision is made to interact, the Requester 
1103 may proceed to email, communicate, sell, buy, date, or 
otherwise interact with the Subject's 1102 digital identity. 
I0122. In this method the Requester may be computer soft 
ware working in conjunction with an Internet browser. If the 
domain name and/or URL associated with the Subject's 1102 
digital identity have a low reputation, the webpage located at 
the URL may be blocked. Alternatively, the computer soft 
ware may give the Requester 1103 a warning that the domain 
name and/or the URL have a low reputation. The user may 
then decide whether to visit the URL. Each URL associated 
with a digital identity may have its own reputation rating. This 
is especially feasible when multiple parties are responsible 
for the content of a website associated with the domain name. 
I0123. The Digital Identity Provider or another party may 
publish digital identity related reputation data in the DNS or 
WHOIS records 209. The reputation values (ratings, scores) 
or one or more URL links, where the reputation values can be 
found, may be published in the DNS or WHOIS records 209. 
The party that tries to access digital identity related reputation 
data may obtain it, interalia, from a predetermined URL on 
the Internet or from the DNS or WHOIS records 209. One 
embodiment of the method for publishing digital identity 
related reputation in the WHOIS records 209 includes the 
following steps. The Digital Identity Provider 205 collects 
digital identity related information and forms digital identity 
related reputation data. Then, the Digital Identity Provider 
205 stores the digital identity related reputation data in the 
WHOIS records 209. 
0.124. In all of the above embodiments, the Digital Identity 
Database 206 and the Records Database 213 may be part of 
the same database, or separate databases. Similarly, they may 
be located on the same server or physically (and/or geo 
graphically) separated. 
0.125. Other embodiments and uses of this invention will 
be apparent to those having ordinary skill in the art upon 
consideration of the specification and practice of the inven 
tion disclosed herein. The specification and examples given 
should be considered exemplary only, and it is contemplated 
that the appended claims will cover any other such embodi 
ments or modifications as fall within the true scope of the 
invention. 
0.126 The Abstract accompanying this specification is 
provided to enable the United States Patent and Trademark 
Office and the public generally to determine quickly from a 
cursory inspection the nature and gist of the technical disclo 
Sure and in no way intended for defining, determining, or 
limiting the present invention or any of its embodiments. 

The invention claimed is: 
1. A method for accessing digital identity related reputation 

data, comprising the steps of 
a) identifying, by at least one server computer, a digital 

identity, 
b) determining, by said at least one server computer, a 

Digital Identity Provider through which said digital 
identity was registered, 

c) determining, by said at least one server computer, a 
location of a digital identity related reputation data for 
said digital identity, and 

d) accessing, by said at least one server computer, said data. 
2. The method of claim 1, wherein said Digital Identity 

Provider comprises a domain name Registry. 
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3. The method of claim 1, wherein said Digital Identity 
Provider comprises a domain name Registrar. 

4. The method of claim 1, wherein said Digital Identity 
Provider comprises a Reseller of a domain name Registrar. 

5. The method of claim 1, wherein said data comprises a 
numeric rating or score, representing digital identity related 
reputation. 

6. The method of claim 1, wherein said data comprises a 
value out of one or more predetermined sets of discrete val 
ues, representing digital identity related reputation. 

7. The method of claim 1, wherein said data comprises a 
link or a reference to a location of an additional reputation 
data. 

8. The method of claim 1, wherein said data comprises one 
or more records for said digital identity itself. 

9. The method of claim 1, wherein said data comprises one 
or more records for a URL associated with said digital iden 
tity. 

10. The method of claim 1, wherein said data comprises 
one or more records for a person associated with said digital 
identity. 

11. The method of claim 1, wherein said data comprises 
one or more records for an entity associated with said digital 
identity. 

12. The method of claim 1, wherein said data comprises 
one or more records for an email address associated with said 
digital identity. 

13. The method of claim 1, wherein said data comprises 
one or more records associated with email practices. 

14. The method of claim 1, wherein said data comprises 
one or more records associated with website content. 

15. The method of claim 1, wherein said data comprises 
one or more records associated with privacy policies and 
practices. 

16. The method of claim 1, wherein said data comprises 
one or more records associated with fraudulent activities. 

17. The method of claim 1, wherein said data comprises 
one or more records associated with digital identity related 
complaints. 

18. The method of claim 1, wherein said data comprises 
one or more records associated with digital identity overall 
reputation. 
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19. The method of claim 1, wherein said data comprises 
one or more records indicating if said digital identity can be 
trusted. 

20. The method of claim 1, further comprising the step of: 
e) prior to step a) receiving an email message from an email 

address. 
21. The method of claim 20, wherein said digital identity is 

identified from said email address. 
22. The method of claim 20, wherein said digital identity is 

identified from one or more links present in said email mes 
Sage. 

23. The method of claim 20, further comprising the step of: 
f) determining whether to allow or reject said email mes 

Sage based on said data. 
24. The method of claim 20, further comprising the step of: 
f) prior to step a) intending to visit a URL associated with 

said digital identity. 
25. The method of claim 244, further comprising the step 

of: 
f) determining whether to visit said URL based on said 

data. 
26. The method of claim 1, further comprising the step of: 
e) prior to step a) intending to sell a product or service to an 

individual or entity associated with said digital identity. 
27. The method of claim 26, further comprising the step of: 
f) determining whether to sell said product or service to 

said individual or entity based on said data. 
28. The method of claim 1, further comprising the step of: 
e) prior to step a) intending to purchase a product or service 

from an individual or entity associated with said digital 
identity. 

29. The method of claim 28, further comprising the step of: 
f) determining whether to purchase said product or service 

to said individual or entity based on said data. 
30. The method of claim 1, further comprising the step of: 
e) prior to step a) intending to communicate on a website 

with an individual or entity associated with said digital 
identity. 

31. The method of claim 30, further comprising the step of: 
f) determining whether to communicate on a website with 

said individual or entity based on said data. 
c c c c c 


