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SECURE DATA TRANSFER
FIELD OF THE INVENTION

The present invention relates to secure data
transfer. In particular, -the present invention relates

to providing secure data transfer in a novel and im-

proved way from a first radio communication device of

a first party to a second radio communication device
in cases where the data transfer is to be overseen by

a transfer device of a second party.

BACKGROUND OF THE INVENTION

Radio communication devices, such as mobile
phones, have rapidly incorporated more and more Vari—
ous applications in the recent vyears. Applications
such as address books, calendars and notebooks - are
common. Various messaging services, such as email and
short message service may typically be used with a re-
cent radio communication device. As a result a typical
radio communication device contains more and more per-
sonal user data, such as saved messages, address book
entries, calendar entries etc. Typically user data is
stored on a SIM-card (Subscriber 1Identity Module),
and/or in a storage device of the radio communication
device, such as a memory chip.

Also typically user data is private and may
contain highly sensitive information, such as credit
card numbers etc. Thus user data needs to be protected
against unauthorized access. If a radio communication
device is damaged or fails, it may be brought'to a
servicing point to be swapped for a new device. In
such a case user data is typically transferred or re-
covered from the damaged or failed device to the new
device. This data recovery or transfer is typically
overseen by servicing point personnel, in other words
by someone other than the owner of the device. As a

result, it needs to be ensured that the user data to
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be recovered cannot be accessed by the servicing point
personnel either intentionally or inadvertently.

Typically software used by current servicing
point devices scrambles the user data to be trans-
ferred so that it cannot be opened with standard per-
sonal computer software. However, this prior art pro-
tection is typically weak and easily broken.

Thus there is an obvious need for a more se-
cure solution providing secure data transfer from a
first radio communication device to a second radio

communication device.

SUMMARY OF THE INVENTION

' A first aspect of the present invention is a
method of providing secure data transfer from a first
radio communication device of a first party to a sec-
ond radio communication device, which data transfer is
to be overéeen by a transfer device of a second party.
In the method. a first symmetric key is randomly gener-
ated at the first radio communication device. User
data of the first radio communication device is then
enérypted with the generated. first symmetric‘key at
the first radio communication device. The term ‘sym-
metric key’ refers to a key used in symmetric encryp-
tion systems in which the same key is used by both the
sender to encrypt a message and by the receiver to de-
crypt the message.

According to the present invention the gener-
ated first symmetric key is encrypted at the first ra-
dio communication device with a public key of a third
party. The enérypted first symmetric key is then sent
from the first radio communication device to the sec-
ond radio communication device via the transfer de-
vice. The term ‘public key’ refers to an encryption
key used in asymmetric systems in which a sender uses
a public key to encrypt a message, and the receiver

uses a secret or private key associated with the pub-
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lic key to decrypt the message. As the terms imply, a

public key is. typically publicly available to anyone,

whereas a secret key is only available to its owner.
Further according to the present invention

the reéeived- encrypted first symmetric key is de-

~crypted at the second radio communication device by

utilizing a secret key associated with the public key
and comprised in a security device of the third party
which security device is connected to the second radio
communication device. The encrypted user data is sent
from the first radio communicatioﬁ device to the sec--
ond radio communication device via the transfer de-
vice, and the received encrypted user data is de-
crypted at the second radio communication device with
the decrypted first symmetric key;

.In an embodiment of the first aspect of  the
present invention the received encrypted first symmet-
ric key is decrypted at the second radio communication
device by first generating randomly a second symmetric
key at the second radio communication device. Then a
request message is generated at the second radio com-
munication device, which a request message cdmprises
the generated second symmetric key and the received
encrypted first symmetric key, and which request mes-
sage 1is encrypted with the public key. The request
message 1is then sent from the second radio communica-
tion device to the security device. The received re-
quest message is decrypted at the security device with
the secret key to obtain the second symmetric key and
the encrypted first symmetric key. Next the obtained
encrypted first symmetric key is further decrypted at
the security device with the secret key to obtain the
first symmetric key. A response message is generated
at the security device, which response message com-
prises the obtained first symmetric key, and which re-
sponse message 1is encrypted with the obtained second

symmetric key. The response message is sent from the
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security device to the second radio communication de-
vice. The received response message is decrypted. at
the second radio communication device with the gener-
ated second symmetric key to obtain the decrypted
first symmetric key. ' _

» In an embodiment of the first aspect of the
preseﬁt.invention a first authorization information is
enclosed with the. first symmetric key at the first ra-
dio communication device. A second authorization infor-
mation is enclosed with the request message at the sec-
ond radio communication device. At‘the security device
it is verified that the received first authorization
information matches the received second authorization
information before generating the response message. |

In an embodiment of the first aspect of the
present invention a password input by the first party
is used as first and second authorization information.
In another.embodiment of the invention an identity in-
formatipn associated with the first party is used as
first and second authorization information.

' A second aspect of the present invention is a
system of providing secure data transfer between radio
communication devices. The system comprises a first
radio communication ‘device of a first party having
user data to be transferred. The first radio communi-
cation device comprises a first key generator for ran-
domly generating a first symmetric key, and a user
data encryption means for encrypting the user data
with the generated first symmetric key. The sYstém
further comprises a second radio communication device
for receiving the user data to be transferred. The
system further comprises a transfer device of a second.
party for linking the first and second radio communi-
cation devices to each other, and for overseeing the
data transfer.

According to the second aspect of the present

invention the first radio communication device further
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comprises a key encryption means for encrypting the
first symmetric key with a public key of a third
party. The system further comprises a security device
of the third party connected to the second radio com-
munication device, and comprising a secret key associ-
ated with the public key. The second radio communica-
tion device comprises key decryption means for de-
crypting the encrypted first symmetric key by utiliz-
ing the secret key comprised in the security device,
which encrypted first symmetric key has been received
from the first radio communication device via the
transfer device. The second radio communication device
further comprises a user data decryption means for de-
crypting the encrypted user data with the decrypted
first symmetric key, which encrypted user data has
been received from the first radio communication de-
vice via the transfer device.

Inn an embodiment of the second aspect of the
present invention the key decryption means comprises a
second key generator for randomly generating a second
symmetric key. The key decryption means further com-
prises a request message means for generating a re-
quest message comprising the generated second symmet-
ric key and the received encrypted first symmetric
key, for encrypting the request message with the pub-
lic key, and for sending the request message to the
security device. The security device comprises a re-
sponse message means for decrypting the received re-
quest message with the secret key to obtain the second
symmetric key and the encrypted first symmetric key,
for further decrypting the obtained encrypted first
symmetric key with the secret key to obtain the first
symmetric key, for generating a response message com-
prising the obtained first symmetric key, for encrypt-
ing the response message with the obtained second sym-
metric key, and for sending the response message to

the second radio communication device. The key decryp-



WO 2005/091553 PCT/F12004/000162

10

15

20

25

30

35

tion means further comprises a response message de-
cryption means for decrypting the received response
message with the generated second symmetric key to ob-
tain the first symmetric key. »

In an embodiment of the second aspect of the
present invehtion the first radio communication device
further comprises a first authorization means for en-
closing a first . authorization information with the
first symmetric key. The second radio communication
device further comprises a second authorization means
for enclosing a second authorization information with
the request message. The security device further com-
prises é verification means for verifying that the re-
ceived first authorization information matches the ré—v
ceived second authorization information before gener-
ating the response message. ‘

In an embodiment of the second aspect of the
present invention the second radio communication de-
vice is connected to the security device via a mobile
telecommunication network.

' A third aspect of the present invention is a
radio communication device which comprises key decryp-
tion means for decrypting an encrypted first symmetric
key by utilizing a secret key comprised in a security
device connected to the radio communication device,
which encrypted first symmetric key has been received
from another radio communication device via a transfer
device. The radio communication device further com-
prises a user data decryption means for decrypting en-
crypted user data with the decrypted first symmetric
key, which encrypted user data has been received from
the another radio communication device via the trans-
fer device.

A fourth aspect of the present invention is a
security device which comprises a response message
means for receiving from a radio communication device

a request message comprising a first symmetric key en-
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crypted with a public key and a second symmetric key
and the message encrypted with the public key, for de-
crypting the received request message with a secret
key comprised in the security device and associated
with the public key to obtain the second symmetric. key
and the encrypted first symmetric key, for further de-
crypting"the obtained encryptedf first symmetric key
with the secret key to obtain the first symmetric key,
for generating a response message comprising the ob-
tained first symmetric key, for encrypting the re-
sponse message with the obtained second symmetric key,
and for sending the response message to the radio com-
munication device.

. The present invention allows.a significantly
more secure data transfer from a first radio communi-
cation device of a first party to a second radio com-
munication device, when data transfer is to be over-
seen by a second party. In particular, the present in-
vention ensures that user data to be transferred from
a first radid commuhication device to a second radio
communication device cannot be accessed by servicing

point personnel.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are included
to provide a further understanding of the invention
and constitute a part of this specification, illus-

trate embodiments of the invention and together with

.the description help to explain the principles of the

invention. In the drawings:

Fig 1 is a graphical representation illus-
trating a method according to an embodiment of the
present invention, and

Fig 2 is a block diagram illustrating a sys-
tem according to an embodiment of the present inven-

tion.
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DETAILED DESCRIPTION OF THE INVENTION

Reference will now be made in detail to the
embodiments of the present invention, examples of
which are illustrated in the accompanying drawings.

Figure 1 illustrates an exemplary embodiment

.of the method of the present invention. At step 1 a

random first symmetric key is generated at the first
radio communication device. User data of the first ra-
dio communication device is then encrypted with the
generated first symmetric key at the first radio com-
munication device, step 2. The user data may be en-
crypted e.g. into one block of data or it may be en-
crypted on a file-by-file basis. '

At step 3 the generated first symmetric key
is encrypted at the first radio communication device
with a public key of a third party. The public key may
have been obtained beforehand and embedded in the
first radio communication device in an integrity-
protected manner so that an attacker cannot change or
replace the public key. Alternatively the public key
may be imported from outside for example while initi-
ating the data transfer. If the public key is imported.
from outside, it may be accompanied by a certificate
chain so that the first radio communication device can
verify the legitimacy of the public key before accept-
ing it. Alternatively, if the public key imported from
outside is not accompanied by a certificate chain, the
first radio communication device may show a finger-
print of the public key to user and ask for the user’s
acceptance of the public key before using the public
key.

+ At step 4 a first authorization information
is enclosed with the first symmetric key at the first
radio communication device. The first authorization
information may be e.g. a password input by the first
party. The password may be input e.g. during the data

transfer or it may have been input beforehand. Alter-
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natively or additionally the first authorization in-
formation may be e.g. an identity information associ-
ated with the first party, such ‘as an MSISDN-number
(Mobile Subscriber International ISDN Number) of the
first radio communication device. The MSISDN-number of
the current SIM (Subscriber Identity Module) of the
first radio communication device may e.g. be read be-
forehand and stored as authorization information to be
used for future data transfers. In another embodiment
of the present invention the authorization information
may be left out. For example, if the keyboard of the.
first radio communication device is broken, the
authorization information might be left out. A copy of
the encrypted first symmetric key may then be stored
with encrypted user data in the first radio communica-
tion device for the time being. If the transfer proc-
ess would fail or be interrupted later on for some
reason, the encrypted first symmetfic key can then be
easily retrieved.

" The .encrypted first symmetric key is sent
from the first radio communication device to the sec-
ond radio communication device via a transfer device,
step 5. Next the received encrypted first symmetric
key is decrypted at the second radio communication de-
vice by utilizing a secret key associated with the
public key and comprised in a security device of the
third party which security device is connected to the
second radio communication device. In the embodiment
of the present invention illustrated in Figure 1 this
is performed by first generating a random second sym-
metric key at the second radio communication device,
step 6.

Next at step 7 a request message is generated
at the second radio communication device, which re-
gquest message comprises the generated second symmetric
key and the received encrypted first symmetric key,

and which request message is encrypted with the public
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key. A second authorization information is enclosed
with the request message at the second radio communi-
cation device, step 8. The second authorization infor-
mation should equal the first authorization information
input earlier. In other words, if e.g. a password is
asked, the first party or the user of the radio commu-
nication device should input the same password as ear-
lier. However, if no first authorization information
was enclosed, the second authorization information will

also be 1left out. The request message is then sent
from the second radio communication device to the se-
curity device, step 9. '

At step 10 the received request message 1is
decrypted at the security device with the secret key
to obtain the second symmetric key and the encrypted
first symmetric key. Next, at step 11 the obtained en-
crypted first symmetric key is further decrypted at
the security device with the secret key to obtain the
first symmetric key. At the security device it is
verifiea that‘the received first authorization informa-
tion matches the received second authorization informa-
tion before generating the response message, step 12.

At step 13 a response message is generated at
the security device, which response message comprises
the obtained first symmetric key, and which response
message is encrypted with the obtained second symmet-
ric key. The response message is sent from the secu-
rity device to the second radio communication device,
step 14. If authorization information is used, as 'in
the embodiment of the present invention illustrated in
Figure 1, the security device may then forget about
this transaction. If no authorization information is
used, the security device may record the encrypted
first symmetric key and refuse to decrypt it again. In
either case, the security device may store the re-

sponse message for a while e.g. in a public repository
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so that it can be retrieved if the initial sending of
the response message fails for some reason.

At step 15 the received response message 1is
decrypted at the second radio communication device
with the generated second symmetric key to obtain the
decrypted first symmetric key. The decrypted first
symmetric key may be stored in a file in the second
radio communication device in case the transfer proc-
ess will fail or be interrupted for some reason, e.g.
due to power failure. The decrypted first symmetric
key may be stored in the second‘radio communication
device in a secure way 1f some of the user data being
restored is subject to access control policies set by
someone other than the first party, e.g. if the user
data comprises copyrighted content or confidential
business material that should not be forwarded.

The encrypted user data is then sent from the
first radié communication device to the second radio
communication device via the transfer device, step 16.
Finally at step 17 the received encrypted user data is
decrypted at the second radio communication device
with the decrypted first symmetric key. After the data
transfer has been successfully performed, the second
radio communication device may delete the first and
second symmetric keys. Correspondingly, if the trans-
fer device has a copy of the encrypted user data, it
may now be deleted. In another embodiment, further in-
formation may be enclosed with encrypted first symmet-
ric key, the request message, and the response mes-
sage. For example, an expiry date may be enclosed
which the security device may utilize in determining
how long to keep a record of the encrypted first sym-
metric key, if such a record is being kept.

Figure 2 illustrates an exemplary embodiment
of the system of the present invention. The exemplary
embodiment illustrated in Figure 2 relates to recover-

ing user data from a first radio communication device
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of a first party which recovery is overseen by a sec-
ond party such as servicing point personnel. The sys-
tem comprises a first radio communication device MS1
of a first party having user data to be recovered, a
second radio communication device MS2 for receiving
the user data to be recovered, and, acting as a trans-
fer device, a servicing device SERV of a second party
for linking the first and second radio communication
devices to each other and for overseeing the data re-
covery. The servicing device SERV may bé e.g. a per-
sonal computer with suitable servicing software. 1In
the exemplary embodiment of the system of the present
invention illustrated in Figure 2 the first and second
radio communication devices are mobile telephones. The
system further comprises a security device SEC of a
third party connected to the second radio communica-

tion device MS2 and comprising a secret key associated
with a public key. The security device SEC may be e.g.

a serxrver with suitable software. In the embodiment of
the present ihventidn illustrated in Figure 2 the sec-

ond radio communication deviée MS2 is connected to the

secﬁrity device SEC via a mobile telecommunication
network GSM. In the embodiment of the present invention
illustrated in Figure 2 the mobile telecommunication-
network is a GSM (Global System for Mobile communica-

tion) network but, as is obvious to person skilled in
the art, another digital mobile telecommunication net-

work, such as a CDMA (Code-Division Multiple Access)

network or WCDMA (Wideband Code-Division Multiple Ac-

cess) network, may be used instead. Alternatively or in
addition the second radio communication device MS2 may
be connected to the security device SEC via a switched
network such as Internet.

The first radio communication device MS1l com-
prises a first key generator KGl for randomly generat-
ing a first'symmetric key, and a user data encryption
means UD_ENC for encrypting the user data with the
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generated first symmetric key.'The first radio commu-
nication device MS1 further comprises a key encryption
means K ENC for encrypting the first stmetric key
with said public key of the third party. The first ra-

dio communication device MS1 further comprises a first

~authorization means AUTH1 for enclosing a - first

authorization information with the first symmetric
key. |

The second radio communication device MS2
comprises key decryption means K DEC for decrypting
the encrypted first symmetric key by utilizing the se-
cret key comprised in the security device SEC after
the encrypted first symmetric key has been received
from the first radio communication device MS1 via the
servicing device SERV. '

The key decryption means K DEC comprises a
second key generator KG2 for generating a random sec-
ond symmetfic key. The key decryption means K DEC fur-
ther' comprises a request message means REQ MSG for
generating a request message comprising the generated
éecond symmetric key and the received encrypted first
symmetric key, for encrypting the request message with
the public key, and for sending the request message to
the security device SEC. The second radio éommunica-
tion device MS2 further comprises a second authoriza-
tion means AUTH2 for enclosing a second authorization
information with the request message.

The security device SEC comprises a response
message means RESP MSG for decrypting the received re-
quest message with the secret key to obtain the second
symmetric key and the encrypted first symmetric key,
for further decrypting the obtained encrypted first
symmetric key with the secret key to obtain the first
symmetric key, for generating a response message com-
prising the obtained first symmetric key, for encrypt-
ing the response message with the obtained second sym-

metric key, and for sending the response message to
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the second radio communication device. The security
device SEC further comprises a verification means VER
for verifying, before generating the response message,
that . the received first authorization information
matches the received second authorization information.

The key decryption means K DEC further com-
prises a response message' decryption means
RESP MSG DEC for decrypting the received response mes-
sage with the generated second symmetric key to obtain
the first symmetric key. The second radio communica-
tion device MS2 further comprises a user data decryp-
tion means UD DEC for decryptiﬁg the encrypted user
data with the decrypted first symmetric key after the
encrypted user data has been received from the first
radio communication device MS1 via the servicing de-
vice SERV.

. It is obvious to a person skilled in the art
that with the advancement of  technology, the basic
idea of the invention may be implemented in wvarious
ways. The invention and its embodiments are thus not
limited to the examples described above, instead they
may vary within the scope of the claims. In particu-
lar, even though an embodiment relating to data recov-
ery in a servicing point is described, it is obvious
to a person skilled in the art that the invention may

be used in any situation in which delicate information

needs to be transferred via a non-trusted second

party.
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CLAIMS

1. A method of providing secure data transfer
from a first radio communication device of a first
party to a second radio communication device, the data

transfer to be overseen by a transfer device of a sec-

-ond party, the method comprising the steps of:

generating randomly a first symmetric key at
the first radio communication device,

encrypting user data of the first radio com-
munication device with the generated-first symmetric
key at the first radio communication device, o

characterized in that ‘the method
further comprises the steps of: '

encrypting at the first radio communication
device the generated first stmetric key with a public
key of a third party, '

sending the encrypted first symmetric key
from the first radio communication device to the sec-
ond radio communication device via the transfer de-
vice,

decrypting at the second radio communication
device the received encrypted first symmetric key by
utilizing a secret key associated with the public key
and comprised in a security device of the third party,
the security device connected to the second fadio com-
munication device,

sending the encrypted user data from the
first radio communication device to the second radio
communication device via the transfer device, and

decrypting at the second radio communication
device the received encrypted user data with the de-
crypted first symmetric key.

2. The method according to claim 1, char -

acterized in that the step of decrypting at the

second radio communication device the received en-
crypted first symmetric key by utilizing a secret key

associated with the public key and comprised in a se-
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curity device of the third party further comprises the
steps of:

generating randomly a second symmetric key at
the second radio communication device,

generating at the second radio communication

device a request message comprising the generated sec-

ond stmetric key and the received encrypted first
symmetric key, and the request message encrypted with
the public key,

sending the request message from the second
radio communication device to the éecurity device,

decrypting at the security device the re-
ceived fequest message with the secret key to obtain
the second-symmetric key and the encrypted first sym—
metric key, , ' :

further decrypting at the security device: the
obtained encrypted first symmetric key with the secret
key to obtain the first symmetric key, '

generating at the security device a response
message comprising the obtained first symmetric key,
and the response message encrypted with the obtained
second symmetric key,

sending the response message from the secu-
rity device to the second radio communication device,

decrypting at the second radio communication
device the received response message with the gener-
ated second symmetric key to obtain the decrypted
first symmetric key.

3. The method according to claim 2, char -
acterized in that the method further comprises
the steps of:

enclosing, at the first radio communication

device, a first authorization information with the

first symmetric key,

‘enclosing, at the second radio communication
device, a second authorization information with the re-

quest message, and
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verifying, at the security device, that the
received first authorization information matches the
received second authorization information before per-
forming the step of generating the response message.

4. The method according to claim 3, char -
acterized in that a password input by the first
party is used as first and second authorization infor-
mation.

5. The method according to claim 3, char -
acterized in that an identity information asso-
ciated with the first party is used as first and second
authorization information. '

6. A system of providing secure data transfer
between radio communication devices, comprising:

a first radio communication device (MS1l) of a
first party having user data to be transferred, and
comprising a first key generator (KG1l) for randomly
generating a first symmetric key, and a user data en-
cryption means (UD_ENC) for encrypting the user data
with the genefated first symmetric key,

a second radio communication device (MS2) for
receiving the user data to be transferred,

a transfer device (SERV) of a second party
for linking the first and second radio communication
devices to each other, and for overseeing the data
transfer,

characterized in that the first ra-
dio communication device (MS1) further comprises:

a key encryption means (K _ENC) for encrypting
the first symmetric key with a public key of a third
party, '

and in that the system further comprises:

a security device (SEC) of the third party
connected to the second radio communication device
(MS2), and comprising a secret key associated with the
public key,
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and in that the second radio communication
device (MS2) comprises:

key decryption means (K DEC) for decrypting
the encrypted first symmetric key by utilizing the se-
cretvkey comprised in the security device (SEC), the

vencryptéd first symmetric key having been received

from the first radio communication device (MS1l) via
the transfer device (SERV), and |

a user data decryption means (UD_DEC) for de-
crypting the encrypted user data with the decrypted
first symmetric key, the encryptéd uger data having
been received from the first radio communication de-
vice (MS1l) wvia the transfer device (SERV).

7. The system according to claim 6, cha r -
acterized in that the key decryption means
(K_DEC) comprises:

a second key generator (KG2) for randomly
generating a second symmetric key, and '

a request message means (REQ MSG) for gener-
ating é request message comprising the génerated sec-
ond symmetric key and the received encrypted first
symmetric key, for encrypting the request message with
the public key, and for sending the request message to
the security device (SEC),

and in that the security device (SEC) com-
prises: _

a response message means (RESP_MSG) for de-
crypting the received request message with the secret
key to obtain the second symmetric key and the en-
crypted first symmetric key, for further decrypting
the obtained encrypted first symmetric key with the
secret key to obtain the first symmetric key, for gen-
erating a response message comprising the obtained
first symmetric key, for encrypting the response mes-
sage with the obtained second symmetric key, and for
sending the response message to the second radio com-

munication device,
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and in that the key decryption means (K _DEC)
further comprises:

a response message decryption means
(RESP_MSG DEC) for decrypting the received response
message with the generated second symmetric key to ob-
tain the first symmetric key.

8. The system according to claim 7, char -
a ét:e rized in that the first radio communication
device (MS1) further comprises:

a first authorization means (AUTH1l) for en-
closing a first authorization information with the
first symmetric key, '

and in that the second radio communication
device (MS2) further comprises: ,

a second authorization means (AUTH2) for en-
closing a second authorization information with the re-
quest message, ‘ .

arid in that the security device (SEC) further
comprises:

~a verification means (VER) for verifying, be-

fore generating the response message, that the re-

‘ceived first authorization information matches the re-

ceived second authorization information.

9. The system according to claim 6, 7 or 8,
characterized in that the second radio commu-
nication device (MS2) is connected to the security de-
vice (SEC) via a mobile telecommunication network.

10. A radio communication device (MS2),
characterized in that the radio communication
device (MS2) comprises:

key decryption means (K DEC) for decrypting

an encrypted first symmetric key by utilizing a secret

key comprised in a security device (SEC) connected to

the radio communication device (MS2), the encrypted

first symmetric key having been received from another
radio communication device (MS1l) via a transfer device
(SERV), and
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a user data decryption means (UD_DEC) for de-
crypting encrypted user data with the decrypted first
symmetric key, the encrypted user data having'been re-
ceived from the another radio communication device
(MSl),via the transfer device (SERV). .

11. A security device (SEC), . ch arac -
terized ~in that the security device (SEC) com-
prises: |

a response message means (RESP_MSG) for re-
ceiving from a radio communicatidn device (MS2) a re-
quest meésage comprising a first symmetric key en--
crypted with a public key and a second symmetric key
and the.message encrypted with the public key, for de-
crypting the received request message with a secret
key comprised in the security device (SEC) and associ-
ated with the public key to obtain the second symmet-
ric key and the encrypted first symmetric key, for
further deérypting the obtained encrypted first sym-
metric key with the secret key to obtain the first
symmetfic key, for generating a response message com-
prising the obtained first symmetric key, for éncrypt—
ing the résponse message with the obtained second sym-
metric key, and for sending the response message to

the radio communication device (MS2).
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