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Desérlptlon

_Field of the Invention

[0001]  The invention relates generally to client-server networks. More specifically, the invention relates to a method
for informing a client system of application programs installed at server systems that are available to the client system
for execution.

Background of the Invention

[0002] Contemporary computer networks consist of a number of computer systems, called nodes, communicating
with other computer systems via communication links. Typically, some of the nodes are client nodes and other nodes
are server nodes. A client node formulates and delivers queries to a server node. A user of the client node enters the
queries through a user interface operating on the client node. The server node evaluates the queries and delivers
responses to the client node for display on the client user interface.

[0003] Usually, the server nodes host a variety of application programs that can be accessed and executed by client
nodes. When a client node launches an application program, the execution of that application program can occur at
either the client node or the server node, depending upon the computing mode! followed by the computer network. In
a server-based computing model, the server node executes the application program, and only the control information-
for the client user interface is transmitted across the computer network to the client node for display. in a client-based
computing model, the server node transmits the application program to the client node so that the client node can run
the program using the resources of the client node.

[0004] One drawback of contemporary computer networks is that client nodes may be unaware of the application
programs available for use on the server nodes. In fact, client nodes may not even be aware of each available server
node on the network. To find available application programs on a particular server node, a user of the client node may
need to find and gain access to that server node and perform a directory listing of the files existing on that server node.
Even then, this listing might not indicate to the user those applications which the user is authorized to use.

[0005] Moreover, once the user is aware of the application programs on a server node, often that user must establish
a link to those applications. industry has developed software tools to aid the user in creating these links, e.g., Remote
Application Manager manufactured by Citrix Systems, Inc., of Ft. Lauderdale, Florida. The Remote Application Manager
is an application program installed on the client node. This application program guides an administrator of the client
node to enter information that establishes a link to an application published on a particular server node. The adminis-
trator supplies such information as the name of the session, the protocol for accessing the server node, the server
name or IP address or the published application. Approaches of this kind require that the administrator know the in-
formation and understand the details of protocols and domains in order to establish the connection.

[0006] AU-A-199853031 discloses a system for automatically creating databases containing industry, service, prod-
uct and subject classification data, contact data, geographic location data (CCG-data) and links to web pages from
HTML, XML or SGML encoded web pages posted on computer networks such as the ‘intemet or Intranets. The web
pages containing HTML, XML or SGML encoded CCG-data, database update controls and web browser display con-
trols are created and modified by using simple text editors, HTML, XML or SGML editors or purpose built editors: The
CCG databases may be searched for references (URLs) to web pages by use of enquiries which reference one or
more of the items of the CCG-data. Altematively, enquirles referencing the CCG-data in the databases may supply
contact data without web page references. Data duplication and coordination is reduced by including in the web page
CCG-data display controls which are used by web browsers to format for dlsplay the same data that is used to auto-
matically update the databases.

[0007] US-A-5,689,708 discloses a resource manager in a chent/server computer network which oontrols the avail-
ability of system resources. A system administrator generates a set of profiles which specify which system resources

. each user may employ for each of multiple application programs. Individual application programs may internally con-

figure their possible choices of such system resources according to the appropriate profile on-a dynamic basis.
[0008] The present invention is as claimed in the claims.

~ Summary of the Invention

[0009] The present invention enables the user of a client system to become informed about available application’
programs on servers in a network without requiring the user to know where to find such applications or to enter technical
information necessary to link to such applications.

[0010] in one aspect, the invention relates to a method for presenting application programs to a client system in a
network including the client system and a plurality of servers. The servers include a host server that receives application-
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'related information corresponding to application programs hosted by a plurality of servers in a network. User credentials

are received from the client system. Whether each hosted application program is available to the client system for
execution is determined based on the user credentials and the received application-related information. Information is
transmitted from the host server to the client system indicating to the client system each hosted application that is
available to the client system for execution. In some embodiments, the host server creates an output display containing
the application-relatedinformation, such as a HyperText Markup Language (HTML) file, an Extended Markup Language
{(XML), or other Structured General Markup Language (SGML) file.

[0011] The host server can authenticate the client system based on received user credentials. When the client system
selects one of the available applications for execution, that application-can be executed without requiring additional
input of user credentials by a user of the client system, although the selected application is at a server other than the
host server.

[0012] In one embodlment a connection is established between the client system and the host server using an
independent Computing Architecture (ICA) protocol. The ICA protocol can establish a virtual channel to transmit infor-
mation to the client system indicating each hosted application program that is available to the client system. A request

~ to execute one of the available hosted application programs can be received on the connection. In response to the

request, a second connection between the client system and the host server can be established to exchange information
associated with an execution of the requested appiication program. In another embodiment, a connection between the

_host server and a second server hosting the requested application can be established. in response to the request.

Information associated with an execution of the requested application program can be exchanged between the second .
server and the client system via the host server.

[0013] - A second request to execute a second one of the available hosted application programs can be received on
the connection between the host server and the client system. Another connection between the host server and a third -
server hosting the requested application can be established in response to the second request. Information associated
with an.execution of the second requested application program can be exchanged between the third server and the
client system via the host server. information received from the second and third servers can be merged for transmission
to the client system.

[0014] In still another embodlment application mformatlon can be provided by the host server to the client system
in response to the first request. A second connection can be established between the client system and a second
server hosting the requested application in response to the provided application information.

[0015] The hostserver can transmit the available application information in response to a request by the cllent system
The transmitted information can produce a graphical user interface display at the client system having icons repre-
senting the available application programs. The transmitted information can also disclose each hosted appllcatlon
program that the client system is unauthorized to use.

[0016] The host server can communicate with each of the other servers to determine the application programs hosted
by those other servers and to develop a database for storing the application-related information. The database can be
accessible to each of the other servers of the plurality, or each of the other servers can mamtam a database for storing -
the application-related information.

[0017] In another aspect, the invention reiates to a method for presenting to a client system each appllcatlon hosted
by a server that is available to the client system. User credentials are received from the client system. Application-
related information is maintained by the server. Whether each application hosted by the server is available to the client
system for execution is determined based on the user credentials and the application-related information: Information
indicating each application that is available to the client system is transmitted from the server to the client system.
[0018] In another aspect, the invention relates to a server comprising a service module that collects application-
related information corresponding to application programs hosted by the plurality of servers. A database stores the
collected application-related information. A receiver receives user credentials from the client system. The service mod-
ule determines for each application program hosted by the plurality of servers whether that hosted application program
is available for use by the user of the client system based on the user credentials and the application-related mformatlon
stored in the database. A transmitter transmits information to the client system.

[0019] The service module can transmit a datagram to other servers in the plurahty to collect the application-related
information corresponding to the application programs hosted by those servers. The transmitted information discloses
to a user of the client system each hosted application program that is available for use by the user of the client system.
The transmitter can transmit available application information using a virtual channel communications protocol.

Brief Description of the Drawings

[0020] The invention is pointed out with particularity in the appended claims. The above and further advantages of
the invention may be better understood by referring to the following description in conjunction with the accompanying
drawings, in which:
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Fig. 1 is a diagram of an embodiment of client nodes in communication with a group of server nodes via a network,
wherein a program neighborhood of a client node can be determined according to the principles of the invention;
Fig. 2Ais a block diagram illustrating an exemplary process by which one of the server nodes can initiate execution
of an application program for determining the program neighborhood of a client node;
Fig. 2B is a block diagram illustrating an exemplary process by which a client node can initiate execution of an
application program for determining the program neighborhood of that client node: .
Fig. 2C is a block diagram illustrating an exemplary process by which a client node uses a web browser application
to determine its program neighborhood:; v 0
Figs. 3A, 3B, and 3C are block diagrams illustrating exemplary processes by which a client node can launch an
application program from a Program Neighborhood window displayed at that client node;
Figs. 3D is a block diagram illustrating an exemplary process by which a client node can launch an application
program from a Program Neighborhood web page displayed at that client node;
Fig. 4 is a block diagram of a client-based computing embodiment in which a client node having an installed
program neighborhood application of the-invention is in communication with one of the server nodes;
Fig. 5 is a block diagram of a server-based computing embodiment in which a client node is in communication with
a server node having an installed program neighborhood application program of the invention; -
Fig. 6A is a screen shot of an exemplary display on the display screen of a client node after the program neigh-
borhood application program of the invention is executed; _ : '

~ Fig. 6B is a screen shot of another exemplary display on the display screen of a client node after the program
neighborhood application program of the invention is executed; . :
Fig. 7 is a flow chart representation of an embodiment of a process by which a client node is informed as to the

availability for use of application programs on the application servers.

Detailed Description of the Invéntion

[0021] FIG. 1 shows a first computing system (client node) 10 and a second computing system (client node) 20 in
communication with computing systems (application servers) 30, 32, 34, and 36 over a network 40. The network 40
can be a local-area network (LAN) or a wide area network (WAN) such as the Internet or the World Wide Web. Users
of the client nodes 10, 20 can be connected to the network 40 through a variety of connections including standard
telephone lines, LAN or WAN links (e.g., T1, T3, 56kb, X.25), broadband connections (ISDN, Frame Relay, ATM), and
wireless connections. The connections can be established using a variety of communication protocols (e.g., TCP/IP,
IPX, SPX, NetBIOS, Ethernet; RS232, and direct asynchronous connections). o L S

[0022] - The client node 10 can be any personal computer {e.g., 286, 386, 486, Pentium, Pentium II, Macintosh com-
puter), Windows-based terminal, Network Computer, wireless device, information appliance, RISC Power PC, X-de-

vice, workstation, mini computer, main frame computer or other computing device that has a windows-based desktop

and sufficient persistent storage for executing application programs downloaded from the application servers 30, 32,
34 across the network 40. Windows-oriented platforms supported by the client node 10 can include Windows 3.x,
Windows 95, Windows 98, Windows NT 3.51, Windows NT 4.0, Windows CE, Macintosh, Java, and Unix. The client
node 10 can include a display screen 12, a keyboard 14, memory 16 for storing downloaded application programs, a
processor 17, and a mouse 18. The memory 16 can provide persistent or volatile storage. The processor 17 can
execute the application programs locally on the client node 10 and display a resulting windows-based desktop on the
display screen 12. Such local processing on the client node 10 is according to the above-described client-based com
puting model. : v . '
[0023] Aiternatively, the client node 20 can be any terminal (windows or non-windows based), or thin-client device
operating according to a server-based computing model. In a server-based computing model, the execution of appli-
cation programs occurs entirely on the application servers 30, 32, 34, and the user interface, keystrokes, and mouse '
movements are transmitted over the network 40 to the client node 20. The user interface can be text driven (e.g., DOS)

~ orgraphically driven (e.g., Windows). Platforms that can be supported by the client node 20 include DOS and Windows

CE for windows-based terminals. The client node 20 includes a display screen 22, a keyboard 24, a mouse 28, a.
processor (not shown), and persistent storage (not shown). '
[0024] The application servers 30, 32, 34, and 36 can be any computing device that controls access to other portions

. of the network (e.g., workstations, printers). It is to be understodd that more or fewer application servers can be con- -

nected to the network 40. The servers 30, 32, 34, and 36 can operate according to either a client-based computing
model or a server-based computing model as described above. ' v ' '
[0025] Each application server 30, 32, 34, and 36 hosts one or more application programs that can be accessed by
the client nodes 10 and 20. Applications made available to client nodes for use are referred to as published applications.
Examples of such applications include word processing programs such as MICROSOFT WORD® and spreadsheet
programs such as MICROSOFT EXCEL®, both manufactured by Microsoft Corporation of Redmond, Washington, _
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financial reporting programs, customer registration programs, programs providing technical support information, cus-
tomer database applications, or application set managers.

[0026] The servers 30, 32, and 34 can belong to the same domain 38. In the network 40, a domain is a sub-network
comprising a group of application servers and client-nodes under control of one security database. A domain can
include one or more "server farms."” (A server farmis a group of servers that are linked together to act as a single

server system to provide centralized administration.) Conversely, a server farm can include one or more domains. For

servers of two different domains to belong to the same server farm, a trust relationship may need to exist between the
domains. Atrust relationship is an association between the different domains that allows a user to access the resources
‘associated with each domain with just one log-on authentication.

[0027] In one embodiment, the application server 36 is in a different domain than the domain 38. in another embod-
iment, the application server 36 is in the same domain as servers 30, 32, and 34. For either embodiment, application
servers 30, 32, and 34 can belong to one server farm, while the server 36 belongs to another server farm, or all of the
application servers 30, 32, 34, and 36 can belong to the same server farm. When a new server is connected vto the
network 40, the new server joins either an existing server farm or starts a new server farm.

[0028] The network 40 can include a master server node for performing load-leve! balancing among the application

~ servers 30, 32, 34, and 36. The master server node can be one of the application servers 30, 32, 34, or 36. The master

server node includes a list of server addresses and load information corresponding to each of the other application
servers. The master server node can direct the clientnodeto a particular server node on which to execute an apphcatlon
based on the list of available servers and corresponding load levels. Alternatively, the application servers 30, 32, 34,
36 may collaborate among themselves in a peer-to-peer fashion in order to exchange administration information such
as load levels, allowing any server 30, 32, 34, 36 to respond to a request made by a client node 10, 20.

Prograrn Neighborhood

[0029] According to the principles of the invention, a user of either client node 10, 20 is able to learn of the availability
of application programs hosted by the application servers 30, 32, 34, and 36 in the network 40 without requiring the
user to know where to find such applications or to enter technical information necessary to link to such applications.
These available application programs comprise the "program neighborhood” of the user. A system for determining a
program neighborhood for a client node includes an application program (hereafter referred to as the "Program Neigh-
borhood" application), memory for storlng components of the application program, and a processor for executing the
application program.

[0030] The Program Neighborhood application can be installed in memory of the client node 10 and/or on the appli-
cation servers 30, 32, 34, and 36 as described below. The Program Neighborhood application is a collection of services,
applications program interfaces (APIs), and user interface (Ul) programs that disclose to users of the client nodes 10,
20 those application programs hosted by the application servers that each client node is authonzed to use (e.g., exe-
cute).

[0031] = An application server operating accordmg to the Program Nelghborhood application collects application-re-
lated information from each of the application servers in a server farm. The application-related information for each
hosted application can be a variety of information including, for example, an address of the server hosting that appli-
cation, the application name, the users or groups of users who are authorized to use that application, and the minimum
capabilities required of the client node before establishing a connection to run the application. For example, the appli-
cation may stream video data, and therefore a required minimum capability is that the client node supports video data.
Other examples are that the client node can support audio data or can process encrypted data. The application- related
information can be stored in a database as described later in the specification.

[0032] When a client node logs onto the network 40, the user of the client node prowdes user credentials. User
credentials typically include the username of the client node, the password of the user, and the domain name for which
the user is authorized. The user credentials can be obtained from smart cards, time-based tokens, social security
numbers, user passwords, personal identification (PIN) numbers, digital certificates based on symmetric key or elliptic
curve cryptography, biometric characteristics of the user, or any other means by which the identification of the user of
the client node can be obtained and submitted for authentication. The server responding to the client node can au-
thenticate the user based on the user credentials. The user credentials can be stored wherever the Program Neigh-

borhood application is executing. When the client node 10 executes Program Neighborhood application, the user cre-

dentials can be stored at the client node 10. When an application server is executing the Program Neighborhood, the
user credentials can be stored at that server.

[0033] From the user credentials and the application-related: mformatlon the server can also determine whuch ap-
plication programs hosted by the application servers are available for use by the user of the client node. The server
transmits information representing the available application programs to the client node. This process eliminates the
need for a user of the client node to set-up application connections. Also, an administrator of the server can control
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access to applications arhong the various client node users. »
[0034] The user authentication performed by the server can suffice to authorize the use of each hosted application

_program presented to the client node, although such applications may reside at another server. Accordingly, when the

client node launches (i.e.; initiates execution of) one of the hosted applications, additional input of user credentials by
the user may be unnecessary to authenticate use of that application. Thus, a single entry of the user credentials can
serve to determine the available applications and to authorize the lau nching of such applications without an additional,
manual log-on authentication process by the client user.

[0035] Either a client node 10, 20 or an application server can launch the Program Neighborhood application as

described in connection with Figs. 2A-2C. The resuits are displayed on the display screen 12, 22 of the client node 10,
20. In a graphical windows-based implementation, the results can be displayed in a Program Neighborhood graphical
window and each authorized application program can be represented by a graphical‘icon in that window.

[0036] One embodiment of the Program Neighborhood application filters out application programs that the client
node 10, 20 is unauthorized to use and displays only authorized (i.e., available) programs. In other embodiments, the
Program Neighborhood application can display authorized and unauthorized applications. When unauthorized appli-
cations are not filtered from the dispiay, a notice can be provided indicating that such applications are unavailable.
Alternatively, the Program Neighborhood application can report ali applications hosted by the application servers 30,
32, 34, 36 to the user of a client node, without identifying which applications the client node 10, 20 is authorized or
unauthorized to execute. Authorization can be subsequently determined when the client node 10, 20 attempts to run
one of those applications. o ' '

[0037] Fig. 2A shows an exemplary process by which a server launches the Program Neighborhood {PN) application
and presents results of the PN application to the client node 10. The server can launch the PN application in response
to a request 42 by the client node 10 for a particular application program. The request passes to the master server
node, in this example server 30. The master server node 30, taking load-balancing and application availability into
account, indicates (arrow 43) to the client node 10 that the sought-after application is available on server 32. The client
node 10 and server 32 establish a connection (arrows 45 and 46). By this connection, the server 32 can transfer the
executable code of the particular application to the client node 10, when the client node 10 and server 32 are operating
according to the client-based computing model. Alternatively, the server 32 can execute the particular application and
transfer the graphical user interface to the client node 10, when the client node 10 and server 32 ate operating according
to the server-based computing model. In addition, either the master server node 30 or the server 32 can execute the
Program Neighborhood application 41 and push the results (arrows 43 or 46) back to the client node 10 so that when
the client node 10 requests the Program Neighborhood application, the program neighborhood results are already
available at the client node 10. ' ' : L
[0038] - Fig. 2B shows another exemplary process by which the client node 10 initiates execution of the Program
Neighborhood application and a server presents the results of the PN application to the client node 10. The client node
10 launches the Program Neighborhood application (e.g., by clicking on the Program Neighborhood icon 41 represent-
ing the application). The request 50 for the Program Neighborhood application is directed to the master server hode,
in this example server 30. The master server node 30 can execute the Program Neighbaorhood application,’ if the ap-
plication is on the master server node 30, and return the results to the client node 10. Alternatively, the master server
node 30 can indicate (arrow 51) to the client node 10 that the Program Neighborhood application 41. is available on
another server, in this example server 32. The client node 10 and server 32 establish a connection (arrows 53 and 54)
by which the client node 10 requests execution of the Program Neighborhood application 41. The server 32 can execute
the application 41 and transfer the results (i.e., the graphical user interface) to the client node 10. .
[0039] Fig. 2C shows another exemplary process by which a client node 20 initiates execution of the Program Neigh-
borhood application, in this example via the World Wide Web. A client node 20 executes a web browser application
80, such as NETSCAPE NAVIGATOR, manufactured by Netscape Communications, inc. of Mountain View, California
or MICROSOFT INTERNET EXPLORER, manufactured by Microsoft Corporation of Redmond, Washington.

[0040] The client node 20, via the web browser 80, transmits a request 82 to access a Uniform Resource Locator -
(URL) address corresponding to an HTML page residing on server 30. In some embodiments the first HTML page
returned 84 to the ¢lient node. 20 by the server 30 is an authentication page that seeks to identify the client node 20.
[0041] The authentication page allows the client node 20 to transmit user credentials, via the web browser 80, to the
server 30 for authentication. Transmitted user credentials are verified either by the server 30 or by another server in

- the farm. This allows a security domain to be projected onto the server 30. For example, if the server 30 runs the

WINDOWS NT operating system, manufactured by Microsoft Corporation of Redmond, Washington, and the authen-
ticating server runs the UNIX operating system, the UNIX security domain may be said to have been projected onto
the server 30. User credentials may be transmitted "in the clear,” or they may be encrypted. For example, user cre-
dentials may be transmitted via a Secure Socket Layer (SSL) connection, which encrypts data using the RC3 algorithm,
manufactured by RSA Data Security, Inc. of San Mateo, California. o

[0042] The server 30 may verify the user credentials received from the client node 20. Alternatively, the server 30
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may pass the user credentials to another server for authentication. In this embodiment, the authenticating server may
be in a different domain from the server 30. Authenticated user credentials of the client node 20 may be stored at the
client node 20 in a persession cookie or in fields that are not displayed by the web browser 80, or in any other manner
common in maintenance of web pages. In some embodiments, a server farm with which the server 30 is associated
may allow guest users, i.e., users that do not have assigned user credentials, to access applications hosted by servers
in the farm. In these embodiments, the authentication page may provide a mechanism for allowing a client node 20 to
identify that it is a guest user, such as a button or menu selection. In other of these embodlments the server 30 may
omit the authentication page entirely.

[0043] Still referring to Fig. 2C, once the client node 20 is authenticated by the server 30, the server prepares and
transmits to the client node 20 an HTML page 88 that includes a Program Neighborhood window 58 in which appears
graphical icons 57, 57° representing application programs to which the client node 20 has access. A user of client node
20 invokes execution of an application represented by icon 57 by clicking that icon 57.

[0044] Fig. 3A shows an exemplary process of communication among the client node 10, the master server node,
in this example server 30, and the server 32. The client node 10 has an active connection 72 with the server 32. The
client node 10 and server 32 can use the active connection 72 to exchange information regarding the execution of a
first application program. The user credentials of the client node 10 are stored at the client node. Such storage of the
user credentials can be in cache memory or persistent storage.

[0045] Inthis embodiment, the Program Neighborhood application runs on the client node 10. The client node display
has a Program Neighborhood window 58 in which appears a graphical icon 57 representing a second application
program. A user of the client node 10 can launch the second application program by double-clicking the icon 57 with
the mouse. The request passes to the master server node 30 via a connection 59. The master server node 30 indicates
to the client node 10 via the connection 59 that the sought-after application is available on server 32. The client node -
10 signals the server 32 to establish a second connection.70. The server 32 requests the user credentials from the
client node 10 to authenticate access to the second application program. Upon a successful authentication, the client
node 10 and server 32 establish the second connection 70 and exchange information regarding the execution of the
second application program. Accordmgly, the client node 10 and the server 32 communicate with each other over
multiple connections.

[0046] Fig. 3B shows an exemplary process of communication among the client node 20, the master server node,
in this example server 30, and servers 32, 34, and 36. The client node 20 has an active connection 73 with the server
32. The client node 20 and server 32 can use the active connection 73 to exchange information regarding the execution
of a first application program. The user credentials of the client node 20 are stored at the server 32 in cache memory
or in persistent storage.

[0047] In this embodiment, the Program Neighborhood appiication runs on the server 32. The server 32 |ncludes
software providing a server-based client engine 62, enabling the server 32 to operate in the capacity of the client node
20. The client node 20 display has a Program Neighborhood window 58 in which appears graphical icons 57, 57
representing a second application program and a third application program, respectively. A user of the client node 20
can launch the second application program by double-clicking the icon 57. The request to launch the second application
program passes to the server 32 via active connection 73, and the server 32 forwards the request to the master server
node 30 (arrow 65). :

[0048] The master server node 30 indicates (arrow 65) to the server 32 that the sought -after application is available
on server 34. The server 32 contacts the server 34 to establish a connection 66. To authenticate access to the apph-
cation, the server 34 obtains the user credentials of the client node 20 from the server 32. The server 32 and server
34 establish the connection (arrow 66) by which the server 32 requests execution of the second application and the
server 34 returns the graphical user interface results to the server 32. The server 32 forwards the graphical user
interface results to the client node 20, where the resuits are displayed. Accordingly, the information exchanged between
the client node 20 and the server 34 "passes through” the server 32.

[0049] Similarly, the client node 20 can launch the third application program by double-cllckmg the icon 57'. The
request to launch the third application program passes to the server 32. The server 32 forwards the request to the
master server node 30, which considers load-balancing and application program availability to determine which server
can handle the request. In this example, the master server node indicates that server 36 can run the third application
program.

[0050] The server 32 and the server 36 establish a connection (arrow 74) by which the server 32 requests execution
of the third application program, and the server 36 returns the graphical user interface results to the server 32. To
permit execution of the third application program, the server 36 can authenticate the user credentials of the client node
20, which are obtained from the server 32. The server 32 forwards the graphical user interface results to the client
node 20 where the results are displayed. Accordingly, the results of executing the third application program pass be-
tween the client node 20 and the server 36 through the server 32. ’ )

[0051] From this illustration it should be understood that client node 20 can run multiple application programs through
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one connection with the server 32, while the server 32 maintains multiple connections (inthis example, one connectioy
with server 34 and a second connection with server 36). Also, the server 32 merges the information received from the
server 34 with the information received from the server 36 into one data stream for transmission to the client node 20.
[0052] Fig. 3C shows an exemplary process of communication among the client node 20, the master server node,
in this example server 30, and servers 32 and 34. The client node 20 has an active connection 76 with the server 32.
The client node 20 and server 32 can use the active connection 76 to exchange information regarding the execution
of afirst application program. The client node 20 can store the user credentials in cache memory or in persistent storage.
[0053] In this embodiment, the Program Neighborhood application runs on the server 32. The client node 20 display
has a Program Neighborhood window 58 in which appears a graphical icon 57 representing a second application
program. A user of the client node 20 can launch the second application program by doubie-clicking the icon 57. The
request to launch the second application program passes to the server 32. The server 32 responds (i.e., "calls back")
to the client node 20 by returning application-related information such as the name of the application and capabilities
needed by the client node 20 for the second application to run. _ :

[0054] With the information provided by the server 32, the client node 20 then communicates with the master server
node 30 via connection 77 to determine the server for executing the second application program. In this example, that
server is server 34. The client node 20 then establishes a connection 78 to the server 34. Server 34 requests the user
credentials from the client node 20 to authenticate the user of the client node 20. The second application program

. executes on the server 34, and the server 34 returns the graphical user interface to the client node 20 via the established

connection 78. Accordingly, the client node 20 can have multiple active connections between the multiple servers.

[0055] Fig. 3D shows an exemplary process of communicating between the client node 20, a server 30 that in. this
example acts as a web server, and the server 32. The client node 20 authenticates itself to the server 30 as described
above in connection with Fig. 2C. In one embodiment, the server 30 accesses an output display template 90, such as
an SGML, HTML or XML file, to use.as a base for constructing the Program Neighborhood window to transmit to the
client node 20. The template may be stored in volatile or persistent memory associated with the server 30 or it may be
stored in.mass-memory 92, such as a disk drive or optical device, as shown in Fig. 3D. : .
[0056] inthis embodiment, the template 90 is a standard SGML, HTML, or XML document containing Program Neigh-
borhood-specific tags that are replaced with dynamic information. The tags indicate to the server 30 where in the output
display to insert information corresponding to avaiiable applications, such as icon images.. in one particular embodi-

~ ment, the Program Neighborhood-specific tags are embedded within comments inside afile, allowing the file to remain

compatible with standard interpreters. In another embodiment, the Program Neighborhood-specific tags are extensions
of the markup language used as the base for the template. .

[0057] Examples of HTML tags that may be usedin a template in accordance with the present invention are set forth
below in Table 1:

TABLE 1

Tag o Description _
ControlField field value - This tag is used to set the value of data that either persists between Program
Neighborhood web pages, is set by the user, or is used to help in cross page
» navigation, such as user name, domain, password, template, and application.
DrawProgramNeighborhood | This tag is used todrawa Program Neighborhood display at this location inan output.
‘ .| display. _ S
AppName This tag is replaced by the name of the published application in the current context.
WindowType _ This tag is replaced by the window type of the published application in the current
‘ . context. o B ) o .
‘WindowHeight This tag is replaced by the window height of the published application in the current
context. _ ’ :
WindowWidth ’ This tag is replaced by the window width of the published application in the current
E | context. ' : N S
WindowScale _ This tag is replaced by the window scale of the published application in the current
’ context. : : :
NumWindowColors - { This tag is replaced by the color depth of the published application in the current
context. : ’
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TABLE 1. (continued)

Tag ' Description

SoundType : This tag is replaced by the sound setting of the published application in the current
context.

VideoType _ This tag is replaced by the video setting of the published application in the current

' context :

EncryptionLevel This tagis replaced by the encryption level of the published application inthe current
context.

Icon This tag is replaced by the icon of the published application in the current context.

Other tags can be provided to set control fields and to prowde conditional processing relatlng to the Program Neigh-
borhood application.

[0058] in one embodiment, the template is constructed dynamlcally using, for example COLD FUSION, manufac-
tured by Allaire Corp. of Cambridge, Massachusetts or ACTIVE SERVER PAGES manufactured by Microsoft Corpo-
ration of Redmond, Washington. Alternatively, the template may be static. The Program Neighborhood application
parses the template, replacing Program Neighborhood-specific tags as noted above. Tags that are not Program Neigh-
borhood-specific are left in the file to be parsed by the browser program 80 executing on the client 20.

[0059] In one embodiment, a template parser object is provided that accepts an HTML template as input, interprets
Program Neighborhood-specific tags present in the template, and outputs the original template with all Program Neigh-
borhood tags replaced with appropriate text. The template parser object can be passed a cookie, a URL query string,
or a control field from a web server interface to provide the information with which Program Neighborhood-specific tags
should be replaced.

[0060] In another embodiment, the Program Neighborhood application allows scnpts to accept to |nformat|on via an
application programming interface. Scripts may be written in, for example, VBScript or Jscript. In this embodiment, the
scripting language is used to dynamically generate an output display using information returned by the application in
response to queries posed by the script. Once the output display is generated, it is transmrtted to client node 20 for |
display by the browser program 80.

[0061] Auserofthe client node 20 can launch an application by double-clicking with a mouse an icon 57, 57 displayed
in the Program Neighborhood web page. In some embodiments, each icon 57, 57" is an encoded URL that specifies:
the location of the application (i.e., on which servers it is hosted or, alternatively, the address of a master server); a
launch command associated with the application; and a template identifying how the output of the application should
be displayed (i.e., in a window "embedded” in the browser or in a separate window). In some embodiments, the URL
includes a file, or a reference to a file, that contains the information necessary for the client to create a connection to .
the server hosting the application. This file may be created by the Program Neighborhood application dynamically. The
client node 20 establishes a connection (arrow 94) with the server identified as hosting the requested application (in
this example, server 32) and exchanges information regarding execution of the desired application. In some embodi-
ments, the connection 94 is made using the Independent Computing Architecture (ICA) protocol, manufactured by
Citrix Systems, Inc. of Fort Lauderdale, Florida. Thus, the client node 20 may display application output in a wmdow
separate from the web browser 60, or it may "embed" application output within the web browser.

[0062] Fig. 4 illustrates an exemplary arrangement of program components for a client-based implementation of the
Program Neighborhood application. A client-based implementation of Program Neighborhood application can be used
in a network using either the server-based computing model in which the servers execute the Program Neighborhood
application or the client-based computing model in which the client node 10 executes the Program Neighborhood
application locally. The Program Neighborhood application includes a Program Neighborhood Service (PNSVC) com-
ponent 44, an Application Database component 48, a Program Neighborhood Application Program Interface (PNAPI)
component 52, a Program Neighborhood User Interface component 56, and a local cache 60. :

[0063]) The application server 30, for example, includes the service component (PNSVC) 44 and the application
database 48. The client node 10, which is a representative example of a client node that can support a client-based

~ implementation of the Program Neighborhood application, includes the application program interface PNAPI 52, the

user interface user interface component 56 and the local cache 60. The PNSVC 44 communicates with the apphcatlon
database 48 and with the PNAPI 52 on the client node 10 via communications link 62. :
f0064] The communications link 62 can be established by, for example, using the ICA protocol. ICA is a general-
purpose presentation services protocol designed to run over industry standard network protocols, such as TCP/IP, IPX/
SPX, NetBEUI, using industry-standard transport protocols, such as ISDN, frame relay, and asynchronous transfer
mode (ATM). The ICA protocol provides for virtual channels, which are session-oriented transmission connections that


tempuser
Rectangle

tempuser
Rectangle


10

15

20

25

30

35

40

45

50

55

EP 1141 828 B1

can be used by application-layer code to issue commands for exchanging data. The virtual channel commands ard
designed to be closely integrated with the functions of client nodes. One type of virtual channel connection supported

- by the ICA protocol is a Program Neighborhood virtual channel.

[0065] The Program Neighborhood virtual channel protocol can include four groups of commands:

(1) initialization-related commands; .
(2) single authentication related commands that can be supported by each client node wanting a copy of the user
credentials; . ,
(3) application data related commands for implementing the Program Neighborhood user interface; and
(4) application launch callback-related commands for running the user interface on an application server.

Application Database

[0066] The application database 48 is a cache of the authorized user and 'group information for all the public (i.e.,
published) appfications in a server farm or in a group of trusted domains. Each server in a server farm can maintain
its own application-related information in persistent storage and build up the database 48 in volatile storage. In another
embodiment, all collected application-related information in the database 48 can be stored in persistent storage and
made accessible to each other server in the server farm. The database 48 can be implemented in a proprietary format

(e.g., as a linked list in memory) or using Novell's Directory Services (NDS) or any directory service adhering tothe X.

500 standard defined by the International Telecommunication Union (ITU) for distributed electronic directories.
[0067] The application database 48 includes a list of application servers. Each server in the list has an associated
set of applications. Associated with each application is application-related information that can include the application
name, a list of servers, and client users that are authorized to use that application. An overly-simplified example of the
application-related information maintained.in the database is illustrated by the following Table 2. Users A and B are
users of the client nodes 10, 20, "n/a" indicates that the application is hosted, but is not available to client node users,
and "-" indicates that the application is not hosted. o

TABLE 2
Applications o ‘
Server Name | SpreadSheet | Customer Database Word Processor | Calculator
Server 30 UserA User B ' na -
Server 32 User B n/a User A -

Server 34 - - ' - . - " UserA
: User B

[0068] Table 2 shows a list of servers 30, 32, 34, the applications hosted by the servers, (SpreadSheet, Customer
Database, Word Processor, and Calculator), and those users who are authorized td use the applications. For example,
the server 30 hosts the SpreadSheet program, the Customer Database and the Word Processor. User A is authorized
to use the SpreadSheet, User B is authorized to use the Customer Database, and no users are authorized to use the

- Word Processor. Itis to be understood that other techniques can be used to indicate who is authorized to use a particular

application. For example, the user information stored in the database can be used to indicate those users'who are

‘unauthorized to use a particular application rather than those who are authorized.

[0069] To obtain the information that is stored in the database 48, the server 30 obtains the application-related in-
formation from each other server in the server farm regarding the applications on those servers, including control

“information that indicates which client users and servers are permitted to access each particular application. The ap-

plication-related information maintained in the database may or may not persist across re-boots of the server 30.
[0070] The application database 48 can be a central database that is stored at the application servers 30; 32, and -
34, and is accessible to all of the servers in the server farm. Accordingly, the application-related information can be
available for use by other servers such as those servers that perform published application authentication during ses-
sion log-on and application launching. In another embodiment, the application database 48 can be maintained at each
of the application servers 30, 32, and 34 based upon the information that each server obtains from communications
with each other server in the server farm, : i ‘

10
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Program Neighborhood Service Program (PNSVC)

[0071] Each server 30, 32, 34 and 36 having the Program Neighborhood application installed thereon executes the
PNSVC software 44. The PNSVC software 44, operating on each server 30, 32, 34 and 36 establishes a communication
link (e.g., a named pipe) with each other server. The servers 30, 32, 34 and 36 exchange the application-reiated
information on the named pipes. In another embodiment, the PNSVC software 44 collects the application-related in-
formation from the other servers in the server farm through remote registry calls (e.g., the service component 44 trans-
mits a datagram to other servers in the plurality requesting the application. related information corresponding to the
application programs hosted by those servers). The PNSVC 44 software also maintains the relationships of groups
and users to published applications in the application database 48 and accesses the information when authenticating
a client user. An administrator of the server 30 can use a user interface to configure the PNSVC 44.

[0072] Other functions of the PNSVC software 44 include implementing the services and functions requested by the
PNAPI 52 and communicating with the PNAPI 52 on the client node 10 using a Program Neighborhood virtual device
driver (VDPN). The VDPN operates according to the Program Nelghborhood virtual channel protocol descrlbed above
for establishing and maintaining an ICA connection.

Program Neighborhood Application Program Interface (PNAPI)

[0073] The PNAPI 52 is a set of software functions or services that are used by the Program Neighborhood application
to perform various operations (e.g., open windows on a display screen, open files, and display message boxes). The
PNAPI 52 provides a generic mechanism for launching application objects (e. g., icons) produced by running the Pro-
gram Neighborhood application and application objects in a legacy (i.e., predecessor or existing for some time) client -
user interface. When the client node 10 launches an available application, the launch mechanism can launch the
application on the server 30, if necessary (e.g., when the client node 10 does not have the resources to IocaIIy execute
the appllcatlon)

[0074] The PNAPI 52 provides all published application information to the user interface component 56 for display
on the screen 12 (FIG. 1) of the client node 10. The PNAPI 52 also manages server farm log-ons in a local database
of logon credentials (e.g., passwords) for users of the client node 10 to support the single authentication feature.
Credentials may or may not be persistent across boolings (power-off and on cycles) of the client node 10. -

[0075] The PNAPI 52 provides automatic and manual management for Program Neighborhood application objects
stored in the local cache 60. The local cache 60 can either be refreshed manually by the user of the client node 10, or
at a user-definable refresh rate, or by the server at any time during a connection. In a Windows implementation, the
PNAPI 52 can build remote application file associations and manage the "Start” menu and desktop icons for application
object shortcuts. :

Progf_am Neighborhood User Interface

[0076] The user interface module 56 interfaces the PNAPI 52 and can be a functional superset of an existing client-
user interface (e.g., Remote ‘Application Manager). The user interface module 56 accesses the information stored in
the local cache 60 through the PNAPI 52 and visually presents that information io the user on the display screen 12
(FIG. 1) of the client node 10. The displayed information is a mixture of information generated by a user of the client
node 10 and information obtained by the Program Neighborhood application. The user interface module 56 can also
show the user all applications that the user is currently running and all active and disconnected sessions.

[0077] Inawindows-based embodiment, the user interface module 56 can present a variety of graphical companents,
such as windows and pull-down menus, to be displayed on the dispiay screen 12 (FIG. 1). A display of a combination
of such graphical user interface components is generally referred to as a "desktop.” A desktop produced by the user
interface module 56 can include a Program Neighborhood window displaying the neighborhood of application programs
available to the user of the client node 10 for use. These application programs are afiltered combination of the published
applications hosted by a server farm on the network. The user interface module 56 can generate a Program Neigh-.
borhood window for each server farm or merge the applications from different server farms under a smgle Program
Neighborhood window.

. [0078] At a top level, the Program Neighborhood window includes a folder for each server farm. Clicking on one of
* the folders with the mouse 18 (FIG. 1) produces a window containing a representation (e.g., an icon) of each hosted

application available to the user, e.g., see Figs. 6A and 6B. The Program Neighborhood window becomes the focal’
point for launching published applications, and the user interface module 56 can be used to launch applications through
the PNAPI 52. For example, the user of the client node 10 can use the mouse 18 to select one of the displayed icons
and launch the associated application.

[0079] A feature of a client-based implementation is that the user can browse the objects displayed in the Program
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Neighborhood window although the client node is offfine, that is, the ICA connection 62 is inactive. Also, a user of the
client node 10 can drag application objects and folders out of the Program Neighborhood window and into other graph:-
ical components (e.g., other windows, folders, etc.) of the desktop. v

[0080] Fig. 5 shows an exemplary arrangement of program components for a server-based implementation of the
Program Neighborhood application. The components include a Service (PNSVC) component 44, an Application Da:
tabase component 48', an Application Program Interface (PNAPI) component 52", a User Interface component 56' anc
a local cache 60'. Each software component 44°, 48', 52°, 56', and 60’ is installed on the application server 30°. The

.software components for the server-based implementation correspond to the software components for the client-based

implementation of Fig. 4. The furictionality of each server-based software component is similar to the client-based
counterpart, with differences or added capabilities described below. The PNSVC 44' communicates with the application
database 48' and with the PNAP! 52' using local procedure calls. The PNAPI 52' also communicates with the user
interface module 56’ and the local cache 60'. ’ '

[0081] Similar to that described in Fig. 4 for the client node 10, the client node 20 logs on to the network 40 (FIG. 1),
the server 30' develops and maintains a database containing the application related information collected from the
other servers 32, 34 in the server farm, and a communication link is established between the server 30’ and the client
node 20. The application server 30' is in communication with the client node 20 via an ICA channel connection 62'.
The channel connection 62’ can be established by an ICA virtual channel protocol (e.g., Thinwire). The Thinwire protocol
can be used to transmit presentation commands from Windows-based applications running on the application server
30’ to the client.node 20. To a user of the client node 20, the applications appear to be running on the client node 20.
The client node 20 can include a Remote Application Manager application program 64 that communicates with the
application server 30' via the ICA channel connection 62", v . - ’
[0082] To run the Program Neighborhood application in a server-based implementation, the user of the client node
20 connects to an initial desktop (at the server 30') and launches the Program Neighborhood application from within
that desktop environment. The connection to the initial desktop can occur automatically, e.g., via a logon script of the
client node 20, via an entry in the StartUp group in ' Windows 95, or by another centrally managed server specific
mechanism. All remote application management and launching is accomplished through this initial desktop.

[0083] . Similar to that described in Fig. 4 for the server 30, the server 30" uses the user credentials to determine those
application programs that are authorized for use by the user of the client node 20. A Program Neighborhood graphical
window is returned to the client node 20 and displayed on the client screen 22 (FIG. 1). This window can contain icons’
representing the available and, possibly, the unavailable application programs that are in the program neighborhood
of the client node 20. : C :
[0084] The user of the client node 20 can select and launch one of the application programs displayed in the Program
Neighborhood window. When launching an application, the Program Neighborhood application can execute the appli-
cation on the same server 30', where applicable, taking into account load balancing requirements among-servers and
the availability of the application on that server 30". The PNAP! 52' can include a launch mechanism for launching a -
remote application locally on the server 30' when the server 30' is nominated to launch the application. When a different
server is neededto run the appiication, the Program Neighborhood application can launch the application via the server
30’ (i.e., server-based client) using the windows to present the application on the desktop of the client node 20 as
described above in Fig. 3B. :

"[0085] ' In one embodiment, the web-based Program Neighborhood application includes a group of.objects that man-

age various aspects of the application. In one embodiment, the application includes three primary object classes that
"plugs in" to a web server: a gateway object class; a credentials object class; and an applications object class. In some
specific embodiments, the object classes are provided as Java beans. The three primary object classes facilitate:
validation of user credentials into a server farm: generation of lists of published applications that a specified user may
access; provision of detailed information about a specific published application; and conversion of published appiication
information into an ICA-compatible format. : o .

[0086] When provided as Java beans, the objects can be accessed in a number of different ways. For example, they
may be compiled as COM objects and made available to the web server as ActiveX components. In another embodi-
ment, the Java beans can be used in their native form, such as when the server uses Java Server Pages technology..
In yet another embodiment, the Java beans can be instantiated and ‘used directly in a java servlet. In stili another
embodiment, the server 30 can instantiate the Java beans as COM objects directly. =

- [0087] A credentials object class manages information necessary to authenticate a user into a target server farm. A

credentials object passes stored user credentials to other Program Neighborhood objects. In some embodiments, the
credentials object is an abstract class that cannot be instantiated and represents a user's credentials. Various class
extensions may be provided to allow different authentication mechanisms to be used, including biometrics, smart cards,
token-based authentication mechanisms such as challenge-response and time-based password generation, or others.
For example, a "clear text credentials” extension may be provided that stores user's name domain, and password in
plain text.

12
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(0088] A gateway object class handles communications with a target server farm. In one embodiment, the gateway
object class is provided as an abstract Java ciass that cannot be instantiated. A particular gateway object may retrieve
application information by communicating with a server farm using a particular protocol, reading cached application
information, a combination of these two methods, or other various methods.

[0089] As noted above, the gateway object class caches information to minimize communication with a target server
farm. Extensions to the gateway object may be provided to communicate with the server farm over specific protocols,
such as HTTP. In one embodiment, an extension class is provided that allows the gateway object to communicate with
the server farm via WINDOWS NT named pipes. The gateway object may provide an application programming interface
hook that allows other Program Neighborhood objects to query the object to application information.

(0090] An application object class contains information about published applications and returns information about
applications hosted by the server farm in order to create the Program Neighborhood web page. The applications object
class creates objects representing applications by retrieving information relating to the applications, either from an
object created by the gateway object or directly from the servers in the server farm. An application object acts as a
container for certain properties of the application, some: settable and some not settable, such as: the name of the
application (not settable); the percentage of the client's desktop that the client window should occupy (settable); the
width of the client window, in pixels, for this application (settable); the height off the client window, in pixels, for this
application (settable); the number of colors to use when connecting to the application (settable); the severity of audio
bandwidth restriction (settable); the level of encryption to use when connecting to the application (settable); the level
of video to use when connecting to this application (settable); whether the application should be placed on a client's
start menu (settable); whether the application should be placed on the client's desktop (settable); the identity of.the
Program Neighborhooed folder to which the application belongs (settable); the description of the application (settabie);
the source of the graphics icon file for the application (settable); the type of window that should be used when connecting
to the- application (not settable); and whether to override default parameters for the object. '

[0091] - The applications base class contains information about published applications and is used by the gateway
base class to return information about applications hosted by the server farm in order to create the Program Neigh-
borhood web page.

{0092] Fig. 6A is a screenshot of an exemplary Program Neighborhood window 120 that can be displayed on the
screen 12, 22 (FIG. 1)of either client node 10, 20 after the Program Neighborhood application has executed. The
window 120 includes graphical icons 122. Each icon 122 represents an application program that is hosted by one of
the servers 30, 32, 34 and 36 on the network 40 (FIG. 1). Each represented application is available to the user of the
client node for execution. The user can select and Iaunch one of the applications usmg the mouse 18, 28 or keyboard
14, 24.

[0093] Fig.6Bis a screenshot of another exemplary Program Neighborhood window 124 that can be dlsplayed on
the screen 18, 22 of either client node 10, 20 after the Program Neighborhood application has executed. The window
124 includes graphical icons 126, 128. Each icon 126, 128 represents an application program that is hosted by one of
the servers 30, 32, 34 and 36 on the network 40. Each application program represented by one of the icons 126 is
available to the user of the client node 10, 20 for execution. The user can select and launch one of the applications
using the mouse 18, 28 or keyboard 14, 24. For web-based program neighborhood environments, the screenshots of
Figs. 6A and 6B are similar, except that icons 122, 166, 128 are displayed within a browser window.

[0094] Each application program represented by one of the icons 128 is unavailable to the user of the client node
10, 20, although such applications are present in the server farm. The unavailability of these application programs can
be noted on the display screen (e.g., "X"s can be drawn through the icons.128). An attempt to launch such an application
program can trigger a message indicating that the user is not authorized to use the application.

[0085] Fig. 7 shows an exemplary process by which a user of either client node 10, 20 can be informed about the
availability of applications-hosted by application servers 30, 32, 34 and 36 on the network 40. In step 80, the client
node 10, 20 requests log-on service from one of the servers, e.g., server 32. The server 32 requires valid user cre-
dentials to establish the connection. The server 32 receives the user credentials from the client node 10 (step 82), and
authenticates the user for log-on (step 84). A desktop is displayed at the client node 10, 20 (step 85). The desktop can
include a graphical icon representing the Program Neighborhood application program. .
[0096] In step 86, the application server 32 establishes a connection with each of the other servers 30, 34 and 36
to exchange application-related information, as described above, corresponding to application programs hosted on

. those servers (step 88). In step 90, the application server 32 develops and maintains a database of the collected

apptication-related information. Each other server 30, 34, 36 in the server farm can develop a database equivalent to

the database of the server 32 and in similar manner as the server 32. In another embodiment, the database of the’
server 32 can be a centralized database that is accessible to each other application server 30, 34, 36 in the server
farm. The collecting of application-related information can occur independently or be triggered by the request of the
client node 10, 20 to log-on to the server farm 38.

[0097] In step 92, the client node 10, 20 can request execution of an application program from the desktop display.
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The master server node can process the request and, using a load-balancing evaluation and application availability
as described above, determine the application server to provide the service to the client node 10, 20 (step 94). Fop
example, the application server 32 can be selected to service the request with the client node 10, 20. In step 96, the
client node 10, 20 establishes a communications link with the server 32. The server 32 and the client node 10, 20 can
communicate according to the ICA protocol appropriate for that client node as described above.

[0098] Also in response to this request to run the application program, the master server node 30 or the server 32
can run the Program Neighborhood application (step 93) and push the results to the client node 10, 20, aithough the
client node 10, 20 may not have requested the PN application program. When executing the PN application program,
the master server node 30 or server 32 filters the application-related information in the database using the user cre-
dentials (step 100). The result of filtering the database determines those application programs that are neighborhood
of the client node 10, 20. This program neighborhood of available application information is pushed to the client node
10, 20 (step 102) and displayed on the client screen 12, 22 in a Program Neighborhood graphical window (step 104).

'[0099] In other embodiments, the Program Neighborhood window may include applications that are in the server
- farm but unavailable for use to the client node 10, 20. In a Windows-based implementation, the available (and una-

vailable) application programs can be represented by icons. The user of the client node 10, 20 can select and launch
one of the application programs displayed in the Program Neighborhood window.
[0100] The present invention may be provided as one or more computer-readable programs embodled onorin one

or more articles of manufacture. The article of manufacture may be a floppy disk, a hard disk, a CD ROM, a flash

memory card, a PROM, a RAM, a ROM, or a magnetic tape. In general, the computer-readable programs may be
implemented in any programming language. Some examples of languages that can be used include C, C++, or JAVA.
The software programs may be stored on or in one or more articles of manufacture as object code.

[0101] While the invention has been shown and described with reference to specific preferred embodiments, it should
be understood by those skilled in the art that various changes in form and detail may be made therein without departing
from the scope of the invention as defined by the following claims.

Claims

1. A method for displaying each application progrém of application programs hosted on a plurality of servers (30, 32,
34) of a network that is available to a client system for use, the method comprising the steps of:

(a) receiving user credentials associated with an identity of the user of the client system (10, 20);

(b) maintaining application-related information correspondmg to each application program that is hosted by
each server (30, 32, 34);

(c) determining whether the user of the client system (10, 20) is authorized to use each apphcatlon program
hosted by the servers (30, 32, 34) based on the user credentials; and

(d) transmitting information to the client system (10, 20) responsive to the appllcatlon related information, the
transmitted information disclosing each application program that the user of the client system (10, 20) is au-
thorized to use.

2. - The method of claim 1, in which at least one of the plurality of servers is a host server, and in which the appiicatibn‘
related information is received by the host server and the host server transmits the information disclosing each

- application available to the user of the client system is authorized to use to the client system.

3. The method of claim 2 further comprising the step of establishing a connection between the client system (10, 20)
and the host server using an Independent Computing Architecture (ICA) protocol.

4. The method of claim 3 wherein the ICA protocbl establishes a virtual channel to transmit the information to the
client system (10, 20) indicating each hosted application program that is available to the client system..

5. The rﬁethod of claim 2 further comprising the éteps of:
establishing a connection between the client system (10) and the host server (30);
receiving a request to execute one of the available hosted application programs; and
establishing in response to the request a second connection between the client system (10) -and the host

_ server (30) to exchange information associated with an execution of the requested application program.

6. The method of claim 2 further comprising the steps of:
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establishing a first connection between the client system (20) and the host server (32);

receiving a request to execute one of the available hosted application programs;

establishing in response to the request a second connection between the host server (32) and a second server
(34) hosting the requested application; and

‘exchanging information associated with an execution of the requested application program between the sec-
ond server (34) and the client system (20) via the host server (32), and, optionally,

further comprising the steps of:

receiving a second request to execute a second one of the available hosted application programs;
establishing in response to the second request a third connection between the host server (32) and a third
server (36) hosting the second requested application; and

exchanging information associated with an execution of the second requested application program between
the third server (36) and the client system (20) via the host server (32), and, further optionally,

further comprising the step of merging information received from the second (34) and third servers (36) for trans-
mission to the client system via the first connection.

7. The method claim 2 and either:
-a) further comprising the steps of:

establishing a first. connection between the client system (20) and the host server (32);
receiving a request to execute one of the available hosted application programs; and

wherein the step of transmitting information to the client system is in response to the request to execute
the application program;
b) wherein the transmitted information dlsplays at the client system icons (122) representlng the available ..
application programs in a graphical user interface window;
c) further comprising the step of communicating, by the host server (32), with each of the other servers (34,
36) in the plurality to determine which application programs are hosted by those other servers; ,
d) further comprising the step of establishing a communications link between the host server (32) and the
client system (20), wherein the communications link includes at least one virtual channel; '
€) wherein the server at which the launched application program is executing is one of the plurality of servers
other than the host server and further comprising the steps of:

authenticating at the host server the user of the client system (20) based on the received user credentials;
-and-

executing the launched appllcatlon program without requmng further mput of user credentials by the user
of the client system;

f) wherein the host server (32) transmits the available application information in response to a request for the
available application information by the client system (20);

g) further comprising the step of maintaining a database (48) at the host server (30) for storing the application-
related information, wherein the database (48) is accessible to each of the other servers of the plurality,

h) further comprising the step of maintaining a database (48) at each of the plurality of servers for storing the
application-related information; or

i) wherein the transmitted information further discloses to the user of the client system (10) each hosted ap-
plication program that the user of the client system is unauthorized to use.

8. The method of claim 2 wherein step (d) comprises:
{d-a) creating an output display lndlcatlng each hosted application program that is available to the chent system
for execution; and '
(d-b) transmitting the created output display to the client system (10 20) and either:

a) wherein step (a) further comprises receiving by a web server application-related information corre-
sponding to application programs hosted by at least one of a plurality of servers (30, 32, 34), and, optionally,
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further comprising the steps of:

(e) parsing an SGML document;

(f) retrieving, responsive to the parsed SGML docu ment, application-related information correspond
ing to application programs hosted by at least one of the plurality of servers (30, 32, 34);
b) wherein step (b) comprises receiving by t.he host system biometric user credentials from a client systemr
(10,20, o | |

¢) wherein step (b) comprises receiving by the host system encrypted user credentials from a client systerr
(10, 20); ' ' '

d) wherein step (d-a) further comprises:

(a) receiving by the host system user credentials from a client system (10, 20);
(b) authenticating at the host server the user of the client system (10, 20) based on the received user
credentials; and ' : o

- {c) executing a selected one of the available application programs. hosted by one of the plurality of
servers (30, 32, 34) without requiring further receipt of user credentials from the client system (10, 20).

e) wherein step (d-a) comprises creating an SGML output display indicating each hosted application pro-
gram that is available to the client system (10, 20) for execution; :
f) wherein step (d-a) comprises creating an HTML output display indicating each hosted application pro-
gram that is available to the client system (10, 20) for execution; = '
g) wherein step (d-a) comprises creating an output display representing the available application programs
as icons in a graphical user interface window; _ ' ’
h) wherein step (d-b) comprises transmitting the created output display to the client system (10, 20) using
HTTP; o

" i) further comprising the step of:

(e) receiving a request to execute one of the available hosted application programs; and
.- (f) executing the requested application program, and, optionally,

wherein step (f) further comprises executing the requested application in a window contained in the
output display page, or o _ -

further comprising the step of establishing a connection between the client system (10, 20) and the
server hosting (30; 32, 34) the requested application; or _
j) further comprising the step of communicating, by the host server, with the plurality of servers in order
to determine application programs hosted by the plurality of servers. -

The method of any preceding claim wherein step (d) comprises:

(d-a) creating, responsive to the determination, an output display indicating each hosted application_progrém
that is available to the client system (10) for execution; and ‘ .
(d-b) transmitting the created output display to the client system (10).

The method of claim 7 further comprising establishing, in response to receiving the request to execute one of the
available hosted application programs, a second connection between the client system (10) and a server (30, 32,
34) that hosts the requested application. :

The method of claim 2 and either:

a) wherein the host server (30, 32, 34) uses the user credentials to determine whether the user of the client
system (10, 20) is authorized to access the host server and to determine those application programs that the
user of the client system is authorized to execute: S
b) further comprising transmitting by each server (30, 32, 34) application-related information associated with
each application program hosted by that server to a centralized database (48); or .

¢) further comprising transmitting by each server (30, 32, 34) application-related information associated with
each application program hosted by that server to each of the other servers.
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12. A server comprising:

a service module collecting application-related information corresponding to application programs that are
hosted by the plurality of servers (30, 32, 34) and that are executed at one of the plurality of servers when
‘launched for execution; :

a receiver receiving user credentials associated with an identity of the user of the client system;

a database (48) storing the collected application-related information wherein the service module determines
for each application program hosted by the ‘plurality of servers whether that hosted application program is
available to the client system for execution based on the user credentials and the application-related informa-
tion stored in the database (48); and

a transmitter transmitting information to the client system (10, 20) mdlcatmg to the client system each hosted
application program that the user of is permitted to access for execution at a server hosting that appllcatlon
program.

13. The server of claim 12 and either:

a) wherein said service module transmits a datagram to other servers in the plurality to collect the application- -
related information corresponding to the application programs hosted by those servers;
b) wherein the database (48) inciudes client information;

c¢) wherein said transmitter transmits available application information using a virtual channel communications
protocoi.

14. The serves of claim 12 further comprising

an output display creation engine creating output displays indicating each hosted program avallable to the
‘client system for execution; and

a transmitter transmitting created output dlsplays to the client system (10 20), and, optlonally,

wherein said service module transmits a datagram to the plurality of servers to collect the application-related
information corresponding to the application programs hosted by those servers (30, 32, 34), or

wherein said output display creation engine parses. SGML document templates, in which latter case, option-
ally, ’ ' : ‘ ‘
wherein said transmitter transmits available application information using HTTP.

Patentanspriiche

1. Verfahren zur Darstellung eines jeden fir ein Kundensystem zur Benutzung verfigbare Anwendungspregramms
von Anwendungsprogrammen,.die auf einer Vielzahl von Servern (30 32, 34) eines Netzwerks gehostet sind,
das folgende Schritte umfasst:

(a) Empfang von Benutzerausweisen, die mit einer Identitat des Benutzers des Kundensystems { 10, 20 ) in

Verbindung stehen; : 54

(b ) Beibehalten von anwendungsbezogenen Informationen in Ubereinstimmung mit jedem auf jedem Server

(30, 32, 34 ) gehosteten Anwendungsprogramm;

(¢ ) Entscheidung, mit Hilfe der Benutzerausweise, ob der Nutzer des Kundensystems ( 10,20 ) bevollmachﬂgt
* ist, jedes auf den Servem ( 30, 32, 34 ) gehostete, Anwendungsprogramm zu benutzen; und

( d) Informationsiibertragung an das Kundensystem ( 10, 20 ), das auf die anwendungsbezogenen Informa-

tionen anspricht, und Bekannt geben der Gbertragenen Informationen jedes Anwendungsprogramms, zu des-.

sen Nutzung das Kundensystem ( 10, 20 ) bevolimachtigt ist.

. 2. Verfahren nach Anspruch 1, bei dem zumindest einer aus der Vielzahl von Servern ein Hostserver ist, und bei

dem die anwendungsbezogenen Informationen durch den Hostserver empfangen werden, und der Hostserver
dem Kundensystem die bekannt gegebenen Informationen jedes Anwendungsprogramms Ubertragt, zu dessen’
Nutzung der Nutzer des Kundensystems bevollmachtigt ist.

3. Verfahren nach Anspruch 2, dass des weiteren den Schritt eines Verbindungsaufbaus zwischen dem Kundensy-
stem (10, 20 ) und dem Hostserver unter Nutzung eines Independent Computing Architecture ( ICA ) Protokolls
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umfasst.

4. Verfahren nach Anspruch 3, bei dem das ICA Protokoll einen virtuellen Kanal einrichtet, um dem Kundensystem
(10, 20 ) Informationen zu tibertragen, die jedes dem Kunden verfligbare, gehostete Anwendungsprogramm an-
zeigt. ' : ‘

5. Verfahren nach Anspruch 2, das das Verfahren des weiteren folgenden Schritte umfasst:
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Ausfiihren des Anwendungsprogramms erfolgt;

Einrichtung einer Verbindung zwischen dem Kundensysterh (10 ) und dem Hostserver (30);

Empfang einer Anforderung, um eines der verfligbaren, gehosteten Anwendungsprogramme auszufiihren:
und _ ’ :
Einrichtung einer zweiten Verbindung zwischen dem Kundensystem ( 10 ) und dem Hostserver (30.) als Ant-
wort auf die Anforderung, um eine mit einer Ausflihrung des angeforderten Anwendungsprogramm verbun:
dene Information auszutauschen. ' : ‘

6. Verfahren nach Anspruch 2, das des weiteren die folgenden Schritte umfasst:

Einrichtung einer Verbindung zwischen dem Kundensystem ( 20 ) und dem Hostserver (32);

Empfang einer Anforderung, um eines der verflgbaren, gehosteten Anwendungsprogramme auszufiihren:
Einrichtung einer zweiten Verbindung zwischen dem Hostserver (32 ) und einem zweiten, die angeforderte
Anwendung hostenden Server ( 34 ) als Antwort auf die Anforderung; und a

Austausch von Informationen, die mit der Ausflhrung des angeforderten Anwendungsproramms verbunden
sind, zwischen dem zweiten Server ( 34 ) und dem Kundensystem ( 20 ) (ber den Hostserver ( 32 ); und das

wahlweise des weiteren folgenden Schritte umfasst:

- Empfang einer zweiten Anforderung zur Ausfiihrung eines zweiten Anwendungsprogramms von den ver-
figbaren, gehosteten Anwendungsprogrammen; o _
Einrichtung einer dritten Verbindung zwischen dem Hostserver (32 ) und einem dritten, die zweite, ange-
forderte Anwendung hostenden Server (36 ) als Antwort auf die zweite Anforderung; und
Austausch von Informationen, die mit der Ausfihrung des zweiten, angeforderten Anwendungsproramms
verbunden sind, zwischen dem dritten Server ( 36 ) und dem Kundensystem ( 20 ) (iber den Hostserver
(32); und des weiteren wahlweise, dass das Verfahren des weiteren den Schritt des Verschmelzens von
vom zweiten und dritten Server ( 34, 36 ) empfangenen, Informationen zur Ubertragung zum Kundensy-
stem Uber die erste Verbindung umfasst. ' :

7. Verfahren nach AnsprUch 2, das des weiteren die folgenden Schritte umfasst:

Einrichtung einer Verbindung zwischen dem Kundensystem (20 ) und dem Hostserver ( 32 );
Empfang einer Anforderung, um eines der verflgbaren, gehosteten Anwendungsprogramme auszufiihren;
und _ : i o

wobei der Schritt der Informationsiibertragung zum Kundensystem ais Antwort auf die Anforderung zum

(b ) wobei die Ubertragene Information an die Kundensystemicons (122 ) angezeigt wird, die die verfligbaren
Anwendungsprogramme in einem grafischen Benutzeroberflachenfenster darstelit;

- (¢ ) wobei des weiteren den Schritt des Kommunizieren iber der Hostserver (32 ) mit jedem anderen Server

( 34, 36) aus der Mehrzahi umfasst, um festzustellen, welches der Anwendungsprogramme durch die anderen

Server gehostet wird; i } .
(d ) wobei des weiteren den Schritt des Aufbaus einer Kommunikationsverbindung zwischen dem Hostserver

(32) und dem Kundensystem ( 20 ) umfasst, wobei die Kommunikationsverbindung zumindest einen virtuel-

len Kanal beinhaitet; , ' : ‘ :

(e ) wobei der Server, auf dem das Anwendungsprogramm gestartet wird, einer aus der Vielzahl von Servern,

den Hostserver ausgenommen, ist und des weiteren folgende Schritte umfasst: '

Authentisierung des Nutzers des Kundensysterris (20) bei dem Hostserver anhand der empfangenen

Nutzerausweise; und o 7 ' ,
Ausfihren des gestarteten Anwendungsprogramms ohne die Eingabe weiterer Nutzerausweise durch _
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den Benutzer des Kundensystems;

(f) wobei der Hostserver die verfligbare Anwendungsinformationen als Antwort auf eine Anforderung fiir die
verfligbaren Anwendungsinformationen vom Kundensystem ( 20 ) Ubertragt;

( g ) wobeides weiteren der Schritt des Aufrechterhaltens einer Datenbank ( 48 ) auf dem Hostserver (30 )
zur Speicherung der anwendungsbezogenen Informationen enthalten ist, wobei die Datenbank ( 48 ) fiir jeden
aus der Mehrzahl der anderen Server verfigbar ist;

( h) wobei des weiteren der Schritt des Aufrechterhaltens einer Datenbank ( 48 ) auf jedem der Server aus
der Mehrzahl der Server zur Speicherung der anwendungsbezogenen Informationen enthalten ist; oder

(i) wobei die Gbertragene Informationen des weiteren fir den Nutzer des Kundensystems jedes Anwendungs-
programm beinhaltet, dass der Nutzer des Kundensystems zu dessen Nutzung nicht bevollmachtigt ist.

8... Verfahren nach Anspruch 1, dadurch gekennzelchhet, dass Schritt (d) foIgendes umfasst:

( d- a) Schaffen eines Ausgabedisplays, das Jedes gehostete, dem Kundensystem zur Ausfihrung bereitste-
hende Anwendungsprogramm bekannt gibt; und

(d - b) Ubertragung des geschaffenen Ausgabedisplays an das Kundensystem (10, 20 ), und entweder:

( a) wobei Schritt (a) des weiteren Empfangen von anwendungsbezogenen Informationen durch einen
Webserver, die lbereinstimmend mit den von zumindest einem aus der Mehrzahl an Servern ( 30, 32,

34 ) gehosteten Anwendungsprogrammen sind; und optional des weiteren die folgenden Schritte umfas-
send:

( e ) Analyse eines SGML Dokuments; .

(f) Als Antwort auf das analysierte SGML - Dokument Zuriickholen von anwendungsbezogenen
Informationen, die Gbereinstimmend mit den von zumindest einem aus der Mehrzahl an Servern ( 30,
32, 34 ) gehosteten, Anwendungsprogrammen sind;

(b ) wobei der Schritt (b ) ein Empfangen von biometrischen Nutzerauswelsen von einem Kundensystem
(10, 20 ) Gber das Hostsystem umfasst;

(¢ ) wobeider Schritt ( b ) ein Empfangen von verschliisselten Nutzerauswelsen von einem Kundensystem
( 10, 20 ) uber das Hostsystem umfasst;

(d) wobei der Schritt (d - a) des weiteren umfasst:

( a) Empfangen von Nutzerausweisen von einem Kundensystem ( 10, 20°) Uber das Hostsystem;

( b) Authentisierung des Nutzers des Kundensystems ( 10, 20 ) durch den Hostserver anhand der -

empfangenen Nutzerausweisen, und

(¢ ) Ausflihren eines ausgewahlten Programms von den verfiigbaren AnwendungSprogrammen, die

von einem Server aus der Mehrzahl von.Servern ( 30, 32, 34 ) gehostet werden, ohne dass der Emp-
- fang weiterer Nutzerausweise vom Kundensystem ( 10, 20 ) verlangt wird;

(e ) wobei der Schritt ( d - a ) ein Schaffen eines SGML - Ausgabedisplays umfasst, das jedes gehosteté,
dem Kundensystem ( 10, 20 ) zur Ausfithrung verfligbare Anwendungsprogramm anzeigt;
(f)wobeider Schritt (d - a ) ein Schaffen eines HTML - Ausgabedisplays umfasst, das jedes gehostete
dem Kundensystem ( 10, 20 ) zur Ausfiihrung verfligbare Anwendungsprogramm anzeigt;
( 9) wobei der Schritt (d - a) Schaffen eines Ausgabedisplays umfasst, das die verfiigbaren Anwen-
dungsprogramme in Form von lcons in einem grafischen Benutzeroberflachenfenster zeigt;
( h ) wobei der Schritt ( d - b ) ein Ubertragen des geschaffenen Ausgabedisplays an das Kundensystem
‘( 10, 20 ) unter Nutzung von HTTP umfasst; .
(i) des weiteren die folgenden Schritte umfassend:
(e) Empfang einer Anforderung zur AusfGhrung eines der verfigbaren, gehosteten Anwendungs-
~ programme; und
( f) Ausfiihrung des angeforderten Anwendungsprogramm; und optional, dass der Schritt (f) des’
weiteren ein Ausfiihren des angeforderten Anwendungsprogramm in einem in der Ausgabedisplay-
seite vorhandenen Fenster umfasst; oder, dass des weiteren der Schritt des VerbindUngsaufbaus
zwischen dem Kundensystem ( 10, 20 ) und dem das angeforderte Anwendungsprogramm hostenden
Server ( 30, 32, 34 ) umfasst wird; oder
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(j)dass des weiteren der Schritt der Kommunikation des Hostserver mit der Mehrzahl an Servern umfagg‘r
wird, um die gehosteten Anwendungsprogramme zu ermitteln. '

'9. Verfahren nach einem der vorangehenden Anspriiche, wobei der Schritt (d ) folgendes umfasst:

(d-a)als Antwort auf die Ermittiung Schaffen eines Ausgabedisplays, das jedes gehostete, fiir das Kunden- '
system ( 10 ).zur Ausfiihrung verfligbare Anwendungsprogramm anzeigt; und
(d - b ) Ubertragung des geschaffenen Ausgabedisplays an das Kundensystem ( 10 ).

10. Verfahren nach Anspruch 7 oder 8, dadurch gekennzelchnet, dass als Antwort auf den Empfang einer Anforde-
rung zur Ausfiihrung eines der verfligbaren, gehosteten Anwendungsprogramme des weiteren eine zweite Ver-
bindung zwischen dem Kundensystem ( 10 ) und einem das angeforderte Anwendungsprogramm hostenden Ser-

- ver (.30, 32, 34 ) umfasst. ' -

11. Verfahren nach Anspruch 2:
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(a) dadurch gekennzelchnet, dass der Hostserver ( 30, 32, 34 ) die Nutzerausweise benutzt um zu bestim-
men, ob der Nutzer des Kundensystems (10, 20 ) zum Zugriff auf den Hostserver berechtigt ist und um zu
bestimmen welche Anwendungsprogramme der Nutzer des Kundensystems ausfGhren darf,

( b ) dadurch gekennzelchnet, dass des weiteren die Ubertragung von anwendungsbezogenen Informatio-

_nen in Verbindung mit jedem Anwendungsprogramm, das vom jeweiligen Server gehostet wird, zu einer zen-

tralen Datenbank ( 48 ), umfasst wird; _ : . » .
(¢ ) dadurch gekennzeichnet, dass des weiteren die Ubertragung von anwendungsbezogenen Informatio-
nen in Verbindung mit jedem Anwendungsprogramm, das vom jeweiligen Server gehostet wird, zu jedem der

anderen Server, umfasst wird.

12. .Ein Server, der'folgendes umfasst:

ein Servicemodul, das anwendungsbezogene Informationen in Verbindung mit den Anwenduhgéprogrammer
sammelt, die von der Mehrzahl von Servern ( 30, 32, 34 ) gehostet werden und auf einem aus der Mehrzah
an Servern ausgefiihrt werden, wenn die Ausfiihrung gestartet wird; o . .
einen Empfanger zum Empfang von Nutzerausweisen, die mit der Identitat des Benutzers des Kundensystems
in Verbindung stehen; ' o

eine Datenbank ( 48') zum Speichern der gesammelten anwendungsbezogenen Informationen, wobei das
Servicemodul filr jedes Anwendungsprogramm, das von der Mehrzahl an Servern gehostet wird, an Hand der

. Nutzerausweise und der in der Datenbank ( 48 ) gespeicherten, anwendungsbezogenen Informationen be-

stimmt, ob das gehostete Anwendungsprogramm fir den Nutzer des Kundensystems zur Ausfiihrung zur
Verfiigung steht; und . o o '

einen Sender zum Senden von Informationen an das Kundensystem ( 10, 20 ), die jedes Anwendungspro-
gramm anzeigen, auf das das Kundensystem zur Ausflihrung auf einem das Anwendungsprogramm hosten-
den Server zugreifen darf. ' : '

13. Server nach Anspruch 12:

(a) wobei das Servicemodul ein Datagramm an die anderen Server der Mehrzahl L"Jbertrégt-; um die anwen-
dungsbezogenen Informationen in Verbindung mit den von den Servern gehosteten Anwendungsprogrammen
zu sammeln; S '

( b ) wobei die Datenbank ( 48 ) Kundeninformationen umfasst;

( ¢ ) wobei der Sender verfiigbare Anwendungsinformationen {iber ein virtuelles Kanal - Kommunikationspro-.
tokoll versendet. -

. 14. Server nach Anspruch 12, der des _weiteren,folgendes umfasst:

ein Ausgabedisplayerzeugungseinrichtung, zum Schaffen von Ausgabedisplays, die jedes gehostete, dem
Kundensystem zur Ausfiihrung zur Verfilgung stehende, Programm anzeigen; und

éinen Sender, zum Senden der erzeugten Ausgabedisplays an das Kundensystem (10, 20 ); und optional
dadurch gekennzelchnet, dass das Servicemodul ein Datagramm an die Mehrzahl an ‘Servern Ubermittelt,

um die anwendungsbezogenen Informationen in Verbindung mit den vonden Servern ( 30,32, 34 ) gehosteten
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Anwendungsprogrammen zu sammeln; oder dadurch gekennzeichnet, dass die Ausgabedisplayerzeu-
gungseinrichtung SGML Dokumentenvorlagen analysiert, in denen im letzteren Fall der Sender optional ver-
fligbare Anwendungsinformationen in HTTP Obermittelt.

.Revendications

Procédé pour afficher chaque programme d'application parmi des programmes d'application hébergés sur une
pluralité de serveurs (30, 32, 34) d'un réseau qui est disponible a un systéme client pour utilisation, le procedé
comprenant les étapes consistant & : '

(a) recevoir des droits d'utilisation associés a une identité. de l'utilisateur du systeme client (10, 20) ;

(b) conserver des informations relatives aux applications correspondant a chaque programme d'application
qui est hébergé par chaque serveur (30, 32, 34) ;. -

(c) déterminer si l'utilisateur du systeme client (10, 20) est autorisé & utiliser chaque programme d application
hébergé par les serveurs (30, 32, 34) en se basant sur les droits d'utilisation de l'utilisateur ; et

(d) transmettre des informations au systéme client (10, 20) en réponse aux informations relatives aux appli-
cations, les informations transmises décrivant chaque programme d'application que I'utilisateur du systéme
client (10, 20) est autorisé a utiliser:

Procédé selon la revendication 1, dans lequel au moins un de la pluralité de serveurs est un serveur principalv, et
dans lequel les informations relatives aux applications sont regues par le serveur principal, et le serveur principal
transmet au systéme client les informations décrivant chaque application disponible que ['utilisateur du systeme

“client (10, 20) est autorisé a utiliser.

Procédé selon la revendication 2, comprenant en outre I'étape d'établissement d'une connexion entre le systéme
client (10, 20) et le serveur principal en utlhsant le protocole ICA ("Independent Computing Archltecture")

Procédé selon la revendication 3, dans lequel le protocole ICA etabllt une voie virtuelle pour transmettre les infor-

mations au systéme client (10, 20) indiquant chaque programme d'application hébergé qui est disponible au sys-
teme client.

Procédé selon la revendication 2, comprenant en outre les étapes consistant a :

établir une connexion entre le systéme client (10) et le serveur principal (30) ;

recevoir une demande pour exécuter un des programmes d'application hébergés disponibles ; et

-établir, en réponse a la demande, une deuxiéme connexion entre le systéme client (10) et le serveur principal
(30) pour échanger des informations associées a une exécution du programme d'application demandé.

Procédé selon la revendication 2, comprenant en outre les étapes consistant a :

établir une premiére connexion entre le systéme client (20) et le serveur principal (32) ;

recevoir une demande pour exécuter un des programmes d'application hébergés disponibles ;

établir, en réponse“a la demande, une deuxieme connexion entre Ie serveur principal (32) et un deuxiéme

serveur (34) hébergeant I’ apphcatlon demandée ; et

échanger des informations associées a une exécution du programme d'application demandé entre Ie deuxiéme
" serveur (34) et le systéme client (20) par l'intermédiaire du serveur principal (32), et, facultativement,

comprenant en outre les étapes consistant a:

recevoir une deuxiéme demande pour exécuter un deuxiéme des programmes d'application hébergés
disponibles ; ‘

établir, en réponse a la deuxiéme demande, une troisiéme connexion entre le serveur principal (32) et un
troisieme serveur (36) hébergeant {a deuxieme application demandée ; et :
échanger des informations associées a une exécution du deuxieéme programme d'application demandé entre

le troisiéme serveur (36) et le systéme client (20) par l'intermédiaire du serveur principal (32), et, encore
facultativement,
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comprenant en outre I'étape de fusion d'informations recues des deuxieme (34) et troisieme (36) serveurs|

pour une transmission au systéme client par l'intermédiaire de la premiére connexion.

7. Procédé selon la revendication 2 et soit

a) comprenant en outre les étapes consistant a :

établir une premiére connexion entre le systéme client (20) et le serveur principal (32) ;
recevoir une demande pour exécuter un des programmes d'application hébergés disponibles ; et

dans lequel I'étape de transmission d' |nformat|ons au systéme client a lieu en réponse a la demande
d'exécuter te programme d'application ; soit

'b) dans lequel les informations transmises affichent au systéme client des icénes (22) représentant les pro-

grammes d'application disponibles dans une fenétre d'interface graphique avec l'utilisateur ; soit

c) comprenant en outre |'étape de communication, au moyen du serveur principal (32), avec chacun des autres
serveurs (34, 36) dans la pluralité pour déterminer quels programmes d'application sont hébergés par ces
autres serveurs ; soit

d) comprenant en outre 'étape d'établissement d'une liaison de communication entre le serveur principal (32)
et le systeme client (20), dans laquelle la liaison de communication comprend au moins une voie virtuelle ; soit
e) dans lequel le serveur auquel est exécuté le programme d'application lancé est un de la pluralité de serveurs

- autres que le serveur principal, et le procédé comprend en outre les étapes consistant a:

authentmer au serveur principal {'utilisateur du systeme client (20) en se basant sur les droits d' utlllsatlon
regus ; et

exécuter le programme d'application lancé sans nécessiter d'autre entrée de droits d'utilisation par IUtIII
sateur du systéme client ; soit

f) dans lequel le serveur principal (32) transmet les informations d'application disponibles en réponse a une
demande pour les informations d'application disponibles par le systéme client (20) ; soit '

g) comprenant en outre I'étape de conservation d'une base de données (48) au serveur principal (30). pout
stocker les informations relatives aux applications, dans lequel la base de données (48) est acceSSIble !
chacun des autres serveurs de la pluralité ; soit

h) comprenant en outre I'étape de conservation d’'une base de données (48) a chacun de la pIurallte de ser-
veurs pour stocker les informations relatives aux applications ; soit

i) dans lequel les informations transmises décrivent en outre a l'utilisateur du systeme client (10) chaque
programme d' application hébergé que l'utilisateur du systéme client n'est pas autorisé a utiliser.

8. Procédé selon la revendlcatlon 2, dans lequel Ietape (d) comprend :

(d-a) une création d'un affichage de sortie indiquant chaque programme d'apvplication hébergé qui est dispo-
nible au systeme client pour son exécution ; et ' '
(d-b) une transmission de I'affichage créé de sortie au systéme client (10, 20), et soit :

a) dans lequel I'étape (a) comprend en outre une réception par un serveur de la Toile d'informations re-
latives aux applications correspondant a des programmes d'application hébergés par au moins un de la
pluralité de serveurs (30, 32, 34) et, facultativement,

comprenant en outre Ies_etapes consistant & :

(e) analyser grammaticalement un document SGML ;

(f) rechercher, en réponse au document SGML analysé, des informations relatlves aux appllcatlons
correspondant a des programmes d' appllcatlon hébergés par au moins un de la plurallte de serveurs
(30, 32, 34) ; soit

b) dans lequel I'étape (b) comprend une receptlon par le systéme central de droits blometnques d'utilisation
provenant d'un systéme client (10, 20) ; soit

c) dans lequel I'étape (b) comprend une réception par le systeme central de droits cryptés d'utilisation
provenant d'un systéme client (10, 20) ; soit

d) dans lequel I'étape (d-a) comprend en outre :
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(a) une réception par le systéme central de droits d'utilisation provenant d'un systéme client (10, 20) ;
.(b) une authentification au serveur principal de I'utilisateur du systéme client (10, 20) en se basant
sur les droits d'utilisation regus ; et

(c) une exécution de 'un sélectionné des programmes d'application disponibles hébergés par I'un de
la pluralité de serveurs (30, 32, 34) sans nécessiter de recevoir en outre des droits d'utilisation du
systéme client (10, 20) ; soit '

e) dans lequel I'étape (d-a) comprend la création d'un affichage SGML de sortie indiquant chaque pro-
gramme d'application hébergé qui est disponible au systéme client (10,-20) pour étre exécute ; soit

f) dans lequel I'étape (d-a) comprend la création d'un affichage HTML de sortie indiquant chaque pro-
gramme d'application hébergé qui est disponible au systéme client (10, 20) pour étre exécuté ; soit

g) dans lequel I'étape (d-a) comprend la création d'un affichage de sortie représentant les programmes
d'application disponibles sous forme d'icénes dans une fenétre d'interface graphique avec ['utilisateur ; soit
h) dans lequel I'étape (d-b) comprend la transmnssmn de l'affichage créé de sortie au systéme client (10,

. 20) en utilisant HTTP ; soit
i) comprenant en outre I'étape consistant a :

(e) recevoir-une demande pour exécuter un des programmes d'application hébergés disponibles ; et -
(f) exécuter le programme d'application demandé, et, facultativement

dans lequel I'étape (f) comprend en outre une exécution de I'application demandee dansune fenetre
contenue dans la page d'affichage de sortie, ou _
comprend en outre 'étape d'établissement d'une connexion entre le systeme client (10, 20) et le
serveur (20 ; 32, 34) hébergeant I'application demandée, soit
“j) comprenant en outre I'étape de communication du serveur principal avec la pluralité de serveurs afin
de déterminer les programmes d'application hébergés par la pluralité de serveurs.

Procédé selon l'une quelconque des revendications précédentes, dans lequel I'étape (d) comprend :

(d-a) la création, en réponse a la détermination, d'un affichage de sortie indiquant chaque programme d ap-
plication hébergé qui est disponible au systéme client (10) pour étre exécuté ; et
(d-b) une transmission de l'affichage de sortie créé au systéme client (10).

Procédé selon fa revendication 7, comprenant en outre ['établissement, en réponse a la réception d'une demande
pour exécuter 'un des programmes d'application hébergés disponibles, d'une deuxieme connexion entre le sys-
téme client (10) et un serveur (30, 32, 34) qui héberge.l'application demandée.

Procédé selon la revendication 2, et soit

a) dans lequel le serveur principé| (30, 32, 34) utilise les.droits d'utilisation pour déterminer si 'utilisateur du
systéme client (10, 20) est autorisé & accéder au serveur principal et déterminer les programmes d'application
que l'utilisateur du systéme client est autorisé a exécuter ; soit

b) comprenant en outre une transmission par chaque serveur (30, 32, 34) d' mformatlons relatives aux appli-
cations associées a chaque programme d' appllcatlon hébergé par ce serveur a une base de données centra-
lisée (48) ; soit

¢) comprenant en outre une transmission par chaque serveur (30, 32, 34) d'informations relatives aux appli-
cations associées a chaque programme d'application hébergé par ce serveur a chacun des autres serveurs.

12. Serveur comprenant :

un module de service recueillant des informations relatives aux applications correspondant a des programmes
d'application qui sont hébergés par une pluralité de serveurs (30, 32, 34) et sont exécutés a l'un de la pluralité
de serveurs quand ils sont lancés pour étre exécutés ;

un récepteur recevant des droits d'utilisation associés a une identité de V'utilisateur du systéme client ;

une base de données (48) stockant les informations receillies relatives aux applications, dans lequelle le
module de service détermine pour chaque programme d'application hébergé par la pluralité de serveurs sice
programme d'application hébergé est disponible au systéme client pour étre exécuté en se basant sur les
droits d'utilisation et les informations relatives aux applications stockées dans la base de données (48) ; et
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un émetteur transmettant des informations au systéme client (10, 20) indiquant au systéme client chaque
programme d'application hébergé auquel |'utilisateur est autorisé a accéder pour son exécution a un serveur
hébergeant ce programme d'application. -

13. Serveur selon la revendication 12, et soit

a) dans lequel ledit moduie de service transmet un message généralisé a d'autres serveurs dans la pluralité
pour recueillir les informations relatives aux appllcatlons correspondant aux programmes d'application héber-
gés par ces serveurs ; soit

b) dans lequel la base de données (48) contient des |nformat|ons sur les clients ; soit

c)dans lequel ledit émetteur transmet des mformattons sur les applications disponibles en utilisant un protocote
de communication sur voie virtuelle.

14. Serveur selon la revendication 12, comprenant en outre :

un moteur de création d'affichage de sortie pour créer des affichages de sortie indiquant chaque programme
hébergé disponible au systéme client pour étre exécuté ; et
un émetteur transmettant les affichages de sortie créés au systéme client (10, 20) et, facultativement,

dans lequel ledit module de service transmet un message généralisé 4 la pluralité de serveurs pour recueillir
les informations relatives aux applications correspondant aux programmes d'application hébergés par ces serveurs
(30, 32, 34), ou '

dans lequei ledit moteur de création d'affichage de sortie analyse les modéles de document SGML etdans
ce dernier cas, falcultativement,

dans lequel ledit émetteur transmet des informations d'applications disponibles en utilisant HTTP.
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