wo 2020/003958 A 1 | NI 0000 KO0 Y 0

) FRFBAEFWICE DWW T LRI N -ERLERR

(19) HR KA HE B > ‘O 00 000 00 0 0
BREBRB < P
2020 = WO 2020003958 Al
202051 82H(02.01.2020) WIPO | PCT
(51) EFREFEF o 4a: (72) FEBZE - 1A AA(SAEKI kazuto); T3938511 &
HO4L 9/32 (2006.01) GO9C 1/00 (2006.01) BRI TR S 32 OB M AEE
GOGF 21/44 (2013.01)  HO4L 9/08 (2006.01) > % 3 —#ER A4 A Nagano (JP).
(1) ERHRRES - PCT/JP2019/022534  (81) {2 E (R TDAWEY ., £TOREDERIE
(22) ERXHEER - 201946 B 6H(06.06.2019) REMAIRE): AE, AG, AL, AM, AO, AT, AU, AZ,
o ] BA, BB, BG, BH, BN, BR, BW, BY, BZ, CA, CH,
(25) EFRHRBD S - HAGE CL. CN, CO, CR, CU, CZ, DE, DJ, DK. DM, DO,
(26) ERABIDEEE - HAE DZ. EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

HN, HR, HU, ID, IL, IN, IR, IS, JO, KE, KG, KH,
KN, KP, KR, KW, KZ LA, LC,LK,LR, LS, LU, LY,
MA, MD, ME, MG, MK, MN, MW, MX, MY, MZ,

(30) BEET—4 -
R 2018-124592 20186 H29H(29.06.2018) JP

DA BABEY v+ 3 — A = NA., NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT,
1L (NIDEC SANKYO CORPORATION) [JP/JP]; QA, RO, RS, RU, RW, SA, SC, SD. SE, SG, SK, SL,
T3938511 REF BRI FHMALE 5 3 SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA,
2 9 &M Nagano (JP). UG, US, UZ, VC, VN, ZA, ZM, ZW.

@Y EEE(FXTORWIRY ., £TORBEDLIER
#E'ATRE) : ARIPO (BW, GH, GM, KE, LR, LS,

(54) Title: MUTUAL AUTHENTICATION SYSTEM AND MUTUAL AUTHENTICATION METHOD
(54) READOBM : HEFREEY AT LARUHERRLITE

[R®1]

i 1. CARD READER
P o 2.. CARD MEDIUM

AL—FFIHAR ' RARTINA R 10... MASTER DEVICE
2 2 n e 11,21.. CONTROL UNIT
BEE 4 HEE 0 wam RIEB g 12,22... STORAGE UNIT
nt N2 ot ot 20... SLAVE DEVICE
Tohsur— ||l | mmmmsn | | mems e | wrex— ] 23.. MAGNETIC HEAD
l 210 T 100... KEY CONFIRMATION UNIT

I
[ maon | [rommua— | AA
l o

| AL ‘

310

110... KEY INTRODUCTION UNIT
120... MAIN AUTHENTICATION UNIT
130... KEY GENERATION UNIT
200... KEY CONFIRMATION RESPONSE UNIT
210... KEY STORAGE UNIT
220... SUB AUTHENTICATION UNIT
300... MASTERKEY
: 310... TEMPORARY KEY
AA... HIGHER-LEVEL DEVICE

(57) Abstract: The present invention provides a mutual authentication system in which a master key need not be erased
when a slave device is replaced. A storage unit 12 stores a temporary key 310 that is temporarily used key data, and a
master key 300 that is key data used for authentication. A storage unit 22 stores the temporary key 310. A key confirmation
unit 100 inquires whether a slave device 20 stores the master key 300. A key confirmation response unit 200 responds to
an inquiry from a master device 10 after confirming whether the master key 300 is already stored in the storage unit 22.
A key introduction unit 110 encrypts the master key 300 with the temporary key 310, and transmits the encrypted master
key to the slave device 20. A key storage unit 210 decrypts the encrypted master key 300 with the temporary key 310 and
stores the decrypted master key in the storage unit 22. A main authentication unit 120 and a sub authentication unit 220
perform mutual authentication with the master key 300.
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