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(57) ABSTRACT 
An application on a device can communicate with organiza 
tion services. The application accesses a protection system on 
the device, which encrypts data obtained by the application 
from an organization service using an encryption key, and 
includes with the dataan indication of a decryption key usable 
to decrypt the encrypted data. The protection system main 
tains a record of the encryption and decryption keys associ 
ated with the organization. The data can be stored in various 
locations on at least the device, and can be read by various 
applications on at least the device. If the organization deter 
mines that data of the organization stored on a device is to no 
longer be accessible on the device (e.g., is to be revoked from 
the device), a command is communicated to the device to 
revoke data associated with the organization. In response to 
this command, the protection system deletes the decryption 
key. 
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DATA PROTECTION FOR ORGANIZATIONS 
ON COMPUTING DEVICES 

BACKGROUND 

0001 AS computing technology has advanced, many dif 
ferent types of computing devices have become common 
place. Portable computing devices have become increasingly 
popular, with users sometimes bringing their personal com 
puting devices to the workplace and using their personal 
computing devices for work. Such use can result in situations 
in which data files for work are stored on the user's personal 
computing device. While this can be helpful for users, it is not 
without its problems. One such problem is that companies 
typically like to maintain some control over their data files 
because these data files can oftentimes include confidential 
information. 

0002. In order to control their confidential information, 
many companies require that a device indicates that it Sup 
ports certain standards or protocols in order to be sent corpo 
rate data. Part of those standards or protocols is that the 
company may send a command to wipe data, resulting in all 
data on the device being deleted so that the company knows 
that all corporate data is removed. Wipe commands can be 
sent at the company's discretion, such as when the user is no 
longer employed by the company. While Such deletion can 
help protect the company, it can lead to frustrating user expe 
riences because the deletion of all data from the user's device 
includes deleting all of the user's personal data files. 

SUMMARY 

0003. This Summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used to limit 
the scope of the claimed subject matter. 
0004. In accordance with one or more aspects, a request to 
protect data associated with an organization is received at one 
or more modules of a computing device. The request includes 
both an indication of the organization and an indication of the 
data associated with the organization. The data is encrypted 
using an encryption key associated with both the computing 
device and the organization. The encrypted data is returned 
(e.g., to an application of the computing device), and after the 
data is encrypted an indication to revoke the data associated 
with the organization is received at the computing device. In 
response to the indication to revoke the data associated with 
the organization, the data associated with the organization is 
revoked by deleting a decryption key used to decrypt the 
encrypted data (the decryption key may or may not be the 
same as the encryption key, depending on the encryption/ 
decryption technique used). 
0005. In accordance with one or more aspects, an indica 
tion that particular organization data is to no longer be acces 
sible on a computing device is received at the computing 
device. The particular organization data includes data that 
was previously encrypted on the computing device in 
response to a request from an application on the computing 
device without restrictions on where the application can store 
the organization data (e.g., on the computing device and/or on 
one or more additional computing devices). One or more keys 
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on the computing device that are associated with the particu 
lar organization data are identified, and the identified one or 
more keys are deleted. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0006. The same numbers are used throughout the draw 
ings to reference like features. 
0007 FIG. 1 illustrates an example system implementing 
the data protection for organizations on computing devices in 
accordance with one or more embodiments. 
0008 FIG. 2 illustrates another example system imple 
menting the data protection for organizations on computing 
devices in accordance with one or more embodiments. 
0009 FIG. 3 is a flowchart illustrating an example process 
for implementing the data protection for organizations on 
computing devices in accordance with one or more embodi 
mentS. 

0010 FIG. 4 illustrates an example of encrypted data in 
accordance with one or more embodiments. 
0011 FIG. 5 illustrates an example organization data pro 
tection system in accordance with one or more embodiments. 
0012 FIG. 6 illustrates an example system that includes an 
example computing device that is representative of one or 
more systems and/or devices that may implement the various 
techniques described herein. 

DETAILED DESCRIPTION 

0013 Data protection for organizations on computing 
devices is discussed herein. An application on a computing 
device can communicate with services of an organization, 
Such as email services, file services, and so forth, and can 
obtain data associated with the organization (also referred to 
as organization data). The application accesses an organiza 
tion data protection system, which encrypts organization data 
using an encryption key and includes with the encrypted data 
an indication of a decryption key that can be used to decrypt 
the encrypted data. The decryption key is associated with the 
organization, and different organizations have different 
decryption keys. The decryption key can optionally be asso 
ciated with a user and/or application as well as the organiza 
tion, so different users using the same computing device for 
the same organization can have different decryption keys, and 
the same or different users of different applications on the 
same computing device can have different decryption keys. 
0014. The organization data protection system maintains a 
record of the encryption and decryption keys associated with 
an organization. The organization data protection system may 
optionally roam the decryption keys (e.g., via a network) to 
multiple devices for the user that can store the organization 
data. The encrypted organization data can be stored in various 
locations on the computing device (and/or optionally one or 
more additional computing devices used by the user), and can 
be read by various applications on the computing device. 
When the data is Subsequently read by an application, the 
organization data protection system attempts to obtain the 
decryption key indicated by the data. If the decryption key is 
available, the decryption key is used to decrypt the data and 
the decrypted data is returned to the application reading the 
data. 
0015 The organization can determine that organization 
data stored on the computing device is to no longer be acces 
sible on the device (e.g., is to be revoked for the device). Such 
a determination can be made for various reasons, such as a 
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user of the device no longer working for the organization, 
changes in policy, and so forth. After making Such a determi 
nation, an indication is communicated by a service (e.g., of 
the organization or the computing device) to the computing 
device to revoke the data associated with the organization. In 
response to the indication to revoke the data associated with 
the organization, the organization data protection system 
deletes the decryption key associated with the organization 
from one or more of the devices associated with the user. This 
deletion of the decryption key is also referred to as wiping the 
decryption key. Subsequent requests to read the organization 
data will thus be unsuccessful because the decryption key is 
no longer available to the computing device and the data 
cannot be decrypted by the computing device. Other data on 
the computing device that is not data associated with the 
organization (e.g., personal data of the user of the computing 
device) does not use the encryption key associated with the 
organization, thus does not need the decryption key to decrypt 
the data, and thus is still accessible to the user even though the 
decryption key is no longer available. 
0016 FIG. 1 illustrates an example system 100 imple 
menting the data protection for organizations on computing 
devices in accordance with one or more embodiments. Sys 
tem 100 includes a computing device 102 that can commu 
nicate with an organization service 104 via a network 106. 
The network 106 can be a variety of different networks, 
including the Internet, a local area network (LAN), a phone 
network, an intranet, other public and/or proprietary net 
works, combinations thereof, and so forth. 
0017. The computing device 102 can be a variety of dif 
ferent types of devices, such as a physical device or a virtual 
device. For example, the computing device 102 can be a 
physical device Such as a desktop computer, a server com 
puter, a laptop or netbook computer, a tablet or notepad com 
puter, a mobile station, an entertainment appliance, a set-top 
box communicatively coupled to a display device, a televi 
sion or other display device, a cellular or other wireless 
phone, a game console, an automotive computer, and so forth. 
The computing device 102 can also be a virtual device, such 
as a virtual machine running on a physical device. A virtual 
machine can be run on any of a variety of different types of 
physical devices (e.g., any of the various types listed above). 
Thus, the computing device 102 may range from a full 
resource device with Substantial memory and processor 
resources (e.g., personal computers, game consoles) to a low 
resource device with limited memory and/or processing 
resources (e.g., traditional set-top boxes, hand-held game 
consoles). 
0018. The organization service 104 can be implemented 
by one or more of a variety of different computing devices 
capable of providing data to the computing device 102. Simi 
lar to the discussion of the computing device 102, the servers 
implementing the organization service 104 can be a variety of 
different devices, ranging from full resource devices with 
Substantial memory and processor resources to low-resource 
devices with limited memory and/or processing resources. 
0019. The organization service 104 can be a service pro 
vided by various different types of organizations, such as 
businesses, academic institutions, non-profit entities, and so 
forth. Various different types of services can be provided by 
an organization, such as email services, text or other messag 
ing services, file storage or synchronization services, docu 
ment authoring or management services, and so forth. The 
organization provides or otherwise makes available, via the 
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organization service 104, data to the computing device. This 
data can be referred to as data associated with the organiza 
tion, organization data, organization content, and so forth. 
0020. The computing device 102 includes an application 
or program 112, a data store 114, and an organization data 
protection system 116. The organization data protection sys 
tem 116 can be implemented as part of a file system of the 
computing device 102, or alternatively as another application 
or program running on the computing device 102. The appli 
cation 112 may communicate with the organization service 
104 to obtain and/or update organization data, and/or may 
generate organization data itself. The application 112 can be, 
for example, an email application, a file synchronization 
application, a Web platform or Web application, and so forth. 
0021. The organization data protection system 116 pro 
tects organization data received at the computing device 102. 
As used herein, the organization data includes any informa 
tion associated with an organization, such as user-entered 
data or program data, program instructions, binary code, and 
So forth. The organization data is protected by being 
encrypted so that it is computationally very difficult to 
decrypt the data without a decryption key that is related to the 
organization, and by allowing the decryption key to be 
deleted. The organization data protection system 116 
includes a data encryption module 122, a data decryption 
module 124, a key generation module 126, a key management 
module 128, and a key store 130. The protection system 116 
encrypts organization data in response to requests from the 
application 112, and decrypts organization data in response to 
requests from the application 112 or other applications if the 
decryption key associated with the organization is available. 
0022. To have organization data encrypted, the application 
112 communicates a request to protect the organization data 
to the system 116, informing the system 116 of the organiza 
tion data to be protected as well as of the organization itself. 
The key management module 128 maintains in the key store 
130 a record of keys (e.g., encryption keys and decryption 
keys) that are associated with one or more organizations and 
that have not been wiped. The data encryption module 122 
requests from the key management module 128 an encryption 
key associated with the organization. If an encryption key 
associated with the organization is included in the key store 
130, then the key management module 128 returns the 
encryption key from the key store 130 to the data encryption 
module 122. However, if an encryption key associated with 
the organization is not included in the key store 130, then the 
key management module 128 communicates a request to the 
key generation module 126 to generate one or more keys. 
Different keys are generated for different organizations, and 
furthermore different keys can be generated for the same 
organization (e.g., such as for different applications, for dif 
ferent users, etc.) as discussed in more detail below. The 
generated one or more keys are returned to the key manage 
ment module 128, which records the keys in the key store 130 
as associated with the organization. The key management 
module 128 also returns the generated encryption key to the 
data encryption module 122. 
0023 The key generation module 126 can generate keys 
using any of a variety of public and/or proprietary techniques. 
The key generation module 126 can generate public/private 
key pairs associated with an organization, in which case the 
public key of the public/private key pair is the encryption key 
and the private key of the public/private key pair is the decryp 
tion key. Alternatively or additionally, the key generation 
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module 126 can generate symmetric keys associated with an 
organization, in which case the symmetrickey can be both the 
encryption key and the decryption key, or portions (e.g., cer 
tain bits) of the symmetric key can be the encryption key 
while other portions (e.g., other bits) of the symmetric key can 
be the decryption key. The keys can be generated in various 
manners, such as randomly or pseudorandomly, based on 
particular values (e.g., based on a password of the user used to 
log into the device and/or a network of the organization), and 
So forth. The keys can be maintained at the computing device 
at which they are generated, or alternatively can be roamed to 
other computing devices. 
0024. The data encryption module 122 can return the 
encrypted organization data to the application 112 along with 
an indicator of a decryption key for the encrypted organiza 
tion data for the application 112 to store the encrypted orga 
nization data and the indicator of the decryption key in the 
data store 114, or alternatively the data encryption module 
122 can update the data store 114 directly with the encrypted 
organization data and the indicator of the decryption key. The 
data store 114 includes one or more data storage devices for 
the computing device 102. Such as Flash memory disks, mag 
netic disks, optical discs, random access memory (RAM), 
combinations thereof, and so forth. The data storage devices 
can be fixed or removable devices, and can be included as part 
of the computing device 102 or coupled to the computing 
device 102. The encrypted organization data is illustrated as 
protected organization data 140, and can be stored in any of a 
variety of different manners. The encrypted organization data 
can be stored in the data store 114 along with data that is not 
encrypted organization data, illustrated as non-protected 
organization data 142. 
0025. The encrypted organization data stored in the data 
store 114 can Subsequently be accessed by the application 
112 as well as other applications or programs running on the 
computing device 102. The encrypted organization data 
stored in the data store 114 can optionally be accessed by 
other applications or programs running on other computing 
devices (e.g., other computer devices remotely accessing the 
computing device 102, other computing devices to which 
keys and data are roamed, etc.). The access can include read 
ing the encrypted organization data. To read the encrypted 
organization data, the application desiring to read the data 
provides an indication of the encrypted data and optionally an 
indication of the decryption key to the organization data pro 
tection system 116. An indication of the decryption key can be 
associated with the encrypted organization data itself (e.g., in 
metadata for the encrypted data as discussed in more detail 
below). The data decryption module 124 checks the key store 
130 to determine whether the indicated decryption key is 
included in the key store 130. If the indicated decryption key 
is included in the key store 130, then the data decryption 
module 124 retrieves the decryption key from the key store 
130, decrypts the encrypted organization data, and returns the 
decrypted data to the requesting application. However, if the 
indicated decryption key is not included in the key store 130, 
then the data decryption module 124 returns an indication to 
the requesting application that the data cannot be decrypted. 
0026. In one or more embodiments, authorization to have 
organization data encrypted using an encryption key or 
decrypted using a decryption key can be gated (e.g., 
restricted) based on various different criteria or system con 
ditions, such as who is logged in to the computing device or 
network, which application is requesting the data be 
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encrypted or decrypted, health of the device or system, and so 
forth. For example, the organization data protection system 
116 may restrict decryption to being performed for the same 
application as the encryption was performed (effectively gat 
ing access to the decryption key to the same application as 
encryption key access was permitted). By way of another 
example, the system 116 may restrict decryption to being 
performed for the same user as the encryption was performed 
(effectively gating access to the decryption key to the same 
user as encryption key access was permitted). 
0027. The organization data protection system 116 can 
optionally implement various additional policies in determin 
ing whether a key can be generated or accessed when 
requested. For example, the organization data protection sys 
tem 116 can have a policy indicating the computing device 
102 is to have a specific configuration or operating environ 
ment in order to have a key generated (or used for encryption 
or decryption), and these policies can apply to the user cur 
rently logged into the computing device and/or particular 
other users of the computing device. By way of another 
example, the organization data protection system 116 can 
have a policy indicating that the computing device 102 is to 
have a specific configuration or operating environment 
regardless of the user of the computing device. The system 
116 can thus determine which user or group of users on a 
computing device should satisfy which policies regarding key 
generation and/or access. 
0028. The organization service 104 can determine that 
data of the organization stored on the computing device 102 is 
to no longer be accessible on the device, such as if the user is 
no longer employed by the organization. After making Such a 
determination, the organization service 104 or other service 
of the organization provides a command to the computing 
device 102 to revoke for the computing device 102 data asso 
ciated with the organization. The command can be provided 
by the organization service 104 to the computing device 102 
via application 112, or alternatively to other components or 
modules of the computing device 102. Revoking organization 
data for a computing device refers to the organization data no 
longer being accessible on the computing device (e.g., no 
longer being readable by the application 112). Additionally or 
alternatively, the application 112 can decide to revoke data 
associated with the organization for the computing device 
102 independently of the organization service 104 (e.g., in the 
absence of a command from the organization service 104 to 
revoke the data associated with the organization). Thus, the 
command to revoke the data associated with the organization 
can effectively be generated by the application 112 itself. 
0029. The key management module 128 is informed (e.g., 
by the application 112) of the command to revoke the data 
associated with the organization, and in response to being 
informed of the command the key management module 128 
deletes from the key store 130 the keys associated with the 
organization. The deleted keys can be all keys associated with 
the organization, just keys associated with the organization 
and the application 112, just keys associated with the organi 
Zation and the application 112 and a particular user of the 
computing device 102, and so forth as discussed in more 
detail below. 
0030. After the keys associated with the organization have 
been deleted from the key store 130, the keys are no longer 
available to the data decryption module 124 to decrypt 
encrypted data associated with the organization. Thus, 
although the encrypted data associated with the organization 
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may not have been deleted from the computing device 102. 
the data is encrypted and is not accessible to applications 
running on the computing device and thus has been effec 
tively revoked on the computing device 102. Because the keys 
associated with the organization have been deleted from the 
key store 130, no actions taken by a user or administrator of 
the device can circumvent the data having been revoked. 
0031. Although the key store 130 is illustrated as being 
included in the computing device 102, alternatively the key 
store 130 can be implemented at least in part elsewhere. For 
example, the key store 130 may be situated in one or more 
other computing devices accessed via the network 106, Vir 
tualized to a server, duplicated across one or more other 
computing devices, combinations thereof, and so forth. 
0032. The organization data can take a variety of different 
forms. In one or more embodiments, the organization data is 
a file. Alternatively, the organization data can take other 
forms, such as a folder or directory, a file container (e.g., 
storing compressed files), a logical binary object, a database 
entry, and so forth. In the case of a folder or directory, an 
attribute of the folder or directory can be set to indicate that 
any data Subsequently stored in that folder or directory (and/ 
or already stored in that folder or directory) is to be encrypted. 
Files or other data subsequently stored in such a folder or 
directory are encrypted by the data encryption module 122 as 
a result of their being placed in such a folder or directory (no 
explicit request to encrypt the file or other data need be made 
by the application 112 the storing of the file or data in the 
folder or directory can be an implicit request to encrypt the 
file or data). 
0033 FIG. 2 illustrates an example system 200 imple 
menting the data protection for organizations on computing 
devices in accordance with one or more embodiments. The 
system 200 is similar to the system 100, including a comput 
ing device 202, an organization service 104, and a network 
106. The system 200 operates analogous to the system 100, 
except that the system 200 differs from the system 100 in that 
the computing device 202 includes an organization data pro 
tection system 204 having a key management module 206, 
and the system 200 includes a key generation service 208 that 
is separate from the computing device 202 and is accessed by 
the computing device 202 via the network 106 rather than 
being a module that is included as part of the computing 
device 102 as illustrated in FIG. 1. 
0034. In the system 200, key management module 206 
communicates a request to the key generation service 208 to 
generate one or more keys. The generated one or more keys 
are returned to the key management module 206, which 
records the keys in the key store 130 as associated with the 
organization. If the one or more keys are requested by the key 
management module 206 in response to a request for an 
encryption key from the data encryption module 124, then the 
key management module 206 also returns the generated 
encryption key to the data encryption module 122. 
0035. The keys can be stored in the key store 130 of the 
organization data protection system 204 for various amounts 
of time. In one or more embodiments, the keys have an asso 
ciated lifespan. The lifespan can be identified by an expiration 
time Such as a specific date and/or time after which the key is 
no longer usable, or can be a particular duration (e.g., a 
particular number of hours or days after the key is received 
from the key generation service 208, a particular number of 
hours or days after the user is logged into the organization, for 
as long as particular health or security parameters of the 
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computing device or operating environment are satisfied, 
etc.). After the lifespan for a key elapses, the key management 
module 206 deletes the key from the key store 130 or other 
wise renders the key unusable. Thus, the keys in the key store 
130 can be temporary in nature, being available for a limited 
amount of time to encrypt and decrypt organization data. 
0036. The key management module 206 can request keys 
from the key generation service 208 at various different times. 
In one or more embodiments, the key management module 
206 requests keys in response to a request for an encryption 
key from the data encryption module 122. Additionally or 
alternatively, the key management module 206 can request 
keys at other times, such as in response to or as part of the 
computing device 202 logging into a network of the organi 
Zation (e.g., a particular domain or group), in response to the 
application 112 accessing the organization service 104, and 
so forth. 
0037. In one or more embodiments, the key management 
module 206 requests keys from the key generation service 
208 in response to or as part of the computing device 202 
logging into a network of the organization. The keys have a 
life span of the duration of the computing device 202 being 
logged into the network. In response to or as part of the 
computing device 202 logging off the network of the organi 
Zation, the key management module 206 deletes the keys 
from the key store 130. Thus, the organization data can be 
decrypted while the computing device 202 is logged into the 
network, but cannot be decrypted after the computing device 
202 is logged off the network. 
0038. The key generation service 208 maintains a record 
of keys provided to the key management module 206 of the 
computing device 202 (e.g., in a key store of the organiza 
tion). When the key management module 206 requests a key 
from the key generation service 208, the service 208 deter 
mines whether a key has previously been generated and pro 
vided to the module 206 of the device 202. If a key has not 
been previously generated and provided to the module 206 of 
the device 202, then the key generation service 208 generates 
the requested key and provides the key to the module 206. 
However, ifa key has been previously generated and provided 
to the module 206 of the device 202, then the key generation 
service 208 retrieves the previously provided key and again 
provides that key to the module 206 of the device 202. Thus, 
organization data previously encrypted and stored on the 
computing device 202 can be subsequently decrypted due to 
the previously provided key being available from the key 
generation service 208. 
0039. The key generation service 208 can maintain a 
record of keys provided to the key management module 206 
of the computing device 202 in a variety of different manners. 
In one or more embodiments, when a key is requested by the 
key management module 206, the module 206 provides an 
indication of the computing device 202 (and optionally pro 
vides additional information, such as an indication of the 
application 112 for which the key is being requested) to the 
key generation service 208. The service 208 can maintain a 
record of these indications along with the key generated in 
response to a request from the key management module 206, 
allowing the service 208 to maintain and provide to the key 
management module 206 different keys for different comput 
ing devices 202 (and optionally different applications on the 
same computing device 202). 
0040 Similarly, an indication of a user of the computing 
device 202 can be provided to the key generation service 208 
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(optionally along with an indication of the computing device 
202 and/or the application 112). The service 208 can maintain 
a record of these indications along with the key generated in 
response to a request from the key management module 206, 
allowing the service 208 to maintain and provide to the key 
management module 206 different keys for different users of 
the computing device, and optionally for different user with 
different combinations of computing devices 202 and/or 
applications 112. 
0041. The key generation service 208 can optionally 
implement various additional policies in determining 
whether to provide a key to the key management module 206 
when requested. For example, the key generation service 208 
can have a policy indicating the computing device 202 is to 
have a specific configuration or operating environment in 
order to be provided a key, and these policies can apply to the 
user currently logged into the computing device and/or par 
ticular users of the computing device. By way of another 
example, the key generation service 208 can have a policy 
indicating that the computing device 202 is to have a specific 
configuration or operating environment regardless of the user 
of the computing device. 
0042. In the discussions of FIGS. 1 and 2, the organization 
service 104 is discussed as being accessed via a network. 
Alternatively, the organization service 104 can be imple 
mented at least in part by the computing device 102 of FIG. 1 
or the computing device 202 of FIG. 2. For example, the 
organization service 104 can be a Mobile Device Manage 
ment (MDM) client implemented on a computing device 102 
or 202 configured to issue a command to revoke the data 
associated with the organization when a management rela 
tionship ends. In such situations, the command to revoke the 
data associated with the organization can be provided by the 
part of the organization service implemented on the comput 
ing device regardless of whether the computing device has 
network connectivity. 
0043 FIG.3 is a flowchart illustrating an example process 
300 for implementing the data protection for organizations on 
computing devices in accordance with one or more embodi 
ments. The process 300 is carried out by an organization data 
protection system, such as the system 116 of FIG. 1 or the 
system 204 of FIG. 2, and can be implemented in software, 
firmware, hardware, or combinations thereof. The process 
300 is shown as a set of acts and is not limited to the order 
shown for performing the operations of the various acts. The 
process 300 is an example process for implementing the data 
protection for organizations on computing devices; addi 
tional discussions of implementing the data protection for 
organizations on computing devices are included herein with 
reference to different figures. 
0044. In the process 300, a request to protect data associ 
ated with an organization is received (act302). The request is 
received from an application, such as the application 112 of 
FIG. 1 or 2. Associated with the request are both an indication 
of the organization and an indication of the data to be pro 
tected. Each of the indications can be provided in a variety of 
different manners. In one or more embodiments, the indica 
tion of the organization is an identifier of the organization that 
is provided as aparameter associated with the request, and the 
indication of the data to be protected is a location of the data 
provided as a parameter associated with the request. The 
identifier of the organization can be, for example, a domain 
name or group name of the organization, or various other 
strings of characters that distinguish the organization from 
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other organizations. The identifier of the organization can be 
obtained from various sources, such as the organization ser 
vice 104, from an email address (e.g., the email address of the 
user for the organization), and so forth. The identifier of the 
data can be, for example, a file name or various other strings 
of characters that distinguish the data from other data. 
0045. The indications can alternatively be provided in 
other manners. For example, the indication of the organiza 
tion can be an identifier of other data associated with the 
organization. The organization data protection system iden 
tifies the organization associated with the other data, and uses 
that identified organization as the organization associated 
with the data indicated in the request. By way of another 
example, an indication of the organization can be obtained 
from another component or module. Such as an operating 
system module that is aware of the domain or group that the 
computing device is logged into. 
0046 Alternatively, one or both of the indications can be 
inherent in the request. For example, an identifier of the data 
or the data itself can be stored at a known location (e.g., in 
memory or on a storage device) and the organization data 
protection system can access that known location to identify 
or obtain the data to be protected. By way of another example, 
an identifier of the organization can be stored at a known 
location (e.g., in memory or on a storage device) and the 
organization data protection system can access that known 
location to obtain the identifier of the organization. 
0047. The data is protected in response to a request to 
protect the data, and the request to protect the data can be 
received at various times and in response to a variety of 
different events. In one or more embodiments, the application 
requesting that the data be protected determines when the 
request to protect the data is made. The request can be made 
by the application at various times, such as when the data is 
received from the organization service, when the data is to be 
saved to a location that is not a location used and otherwise 
protected by the application (e.g., a different folder or direc 
tory), at times of light system usage (e.g., less thana threshold 
amount of processing capacity is being used, storage device 
usage being less thana threshold amount, etc.), in response to 
a policy change for the organization, when the data is to be 
saved to a particular location (e.g., a particular folder or 
directory) of the computing device, and so forth. 
0048. The data is encrypted using an encryption key that is 
associated with both a computing device and with the orga 
nization (act 304). The encryption can be performed using 
any of a variety of public and/or proprietary techniques, 
including public key encryption and/or symmetric key 
encryption techniques. The encryption key also has an asso 
ciated decryption key. The encryption key can be a public key 
of a public/private key pair and the decryption key can be a 
private key of the public/private key pair, or the encryption 
key and the decryption key can be the same key (or different 
parts of the same key) as discussed above. An encryption key 
and associated decryption key, if not previously generated, 
can also be generated in act 304. 
0049. In one or more embodiments, the organization data 
protection system on the computing device generates the 
encryption key and thus the encryption key is associated with 
the computing device on which the encryption key is gener 
ated. Alternatively, the encryption key can be generated on 
another device, and an indication of the computing device 
associated with the encryption key provided to the other 
device as discussed above. 
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0050. The encryption key is associated with a particular 
protection identifier. The protection identifier can be an iden 
tifier of the organization, in which case all organization data 
associated with the same organization is associated with the 
same decryption key. Alternatively, the protection identifier 
can be based on various information in addition to the iden 
tifier of the organization, allowing organization data to be 
separated into different subsets each of which is associated 
with a different decryption key. By separating organization 
data into different subsets, different subsets can be revoked as 
desired. Even though organization data may be separated into 
different Subsets, multiple Subsets can be grouped together 
and managed as a single Subset if desired (e.g., as indicated by 
the organization). 

0051. The protection identifier can include various differ 
ent information, such as an identifier of the application that 
requested that the data be protected, an identifier of a current 
user of the computing device (a user logged into the comput 
ing device when the request to protect the data is made), and 
so forth. The protection identifier can also include other infor 
mation, such as characteristics of the application that 
requested that the data be protected, claims that the applica 
tion that requested that the data be protected makes (e.g., 
policy with which the application conforms), and so forth. 
The protection identifier can combine the various information 
in different manners, such as by concatenating the informa 
tion or applying other rules or criteria to determining how to 
combine the information. 

0052. In situations where the encryption key is based on 
information in addition to the identifier of the organization, 
indications of Such information can be provided to the orga 
nization data protection module in a variety of different man 
ners. For example, indications of Such information can be 
provided using any of the various techniques discussed above 
with reference to the indications of data and organizations. 
0053 As discussed above, the key store 130 maintains a 
record of keys (e.g., encryption keys and decryption keys) 
that are associated with one or more organizations. The keys 
are associated with the protection identifier, which is based at 
least in part on the organization identifier. A record of the keys 
and associated organization data can be maintained in the key 
store 130 in a variety of different manners. In one or more 
embodiments, a list or other data structure maps the keys to 
the protection identifiers and vice versa. Alternatively, an 
association between encrypted data and decryption keys can 
be maintained in other manners, such as a list or other data 
structure that maps data identifiers (e.g., file names) to keys. 
0054. In one or more embodiments, the keys are stored as 
part of a user profile of a current user of the computing device 
(e.g., the user logged into the computing device running the 
application 112). Different records of keys are maintained for 
different users, so the keys are inherently associated with a 
particular user. Alternatively, the keys can be stored in a 
manner allowing sharing across user profiles, resulting in 
organization data that is protected based on the same keys for 
multiple users. 
0055. The encrypted data is returned (act 306). The 
encrypted data can be returned in a variety of different man 
ners. In one or more embodiments, the encrypted data itselfor 
an identifier of the encrypted data is returned to the requester 
(e.g., the application 112) that requested protection of the 
data. Alternatively, the encrypted data can be returned in other 
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manners, such as being stored in a location at which the 
requester expects the encrypted data to be stored or knows to 
look for the encrypted data. 
0056. It should be noted that the encrypted data is returned 
in the absence of any restrictions on where the encrypted data 
can be stored by the application 112 or other applications. The 
encrypted data can be stored in and transferred to various 
different folders, directories, devices, and so forth. 
0057. In one or more embodiments, the encrypted data has 
associated metadata that includes a descriptor that identifies 
the decryption key to be used to decrypt the encrypted data. 
FIG. 4 illustrates an example of encrypted data 400 in accor 
dance with one or more embodiments. The encrypted data 
400 includes organization data 402 (which is encrypted) and 
metadata 404. The metadata 404 (which may not be 
encrypted) includes a file descriptor 406 that is an identifier of 
a decryption key 408 in the key store 130. The identifier can 
be a name or other string of characters allowing different 
decryption keys to be distinguished from one another, a 
memory or storage location, and so forth. In response to a 
request to decrypt the organization data 402, the file descrip 
tor 406 is accessed to identify the decryption key 408, which 
can be used to decrypt the content. 
0.058 Returning to FIG. 3, a command to revoke the data 
associated with the organization is received (act 308). The 
command to revoke the data is an indication that data associ 
ated with the organization is to no longer be accessible on the 
computing device. This command can be received after orga 
nization data has been encrypted (e.g., after one or more files 
have been encrypted). The command to revoke the data can be 
received in response to any of a variety of different events. For 
example, the command to revoke the data can be received in 
response to the user no longer being employed by or working 
with the organization, the computing device on which the 
organization data is stored logging off a network of the orga 
nization, a determination being made (e.g., by a service of the 
organization) that the computing device on which the orga 
nization data is stored is no longer secure, and so forth. 
0059. The command to revoke the data associated with the 
organization includes an indication of particular organization 
data to be revoked, allowing the appropriate protection iden 
tifier to be determined. The indication of the particular orga 
nization data can be inherent in the command to revoke the 
data (e.g., if all the organization data is associated with the 
same protection identifier, then the command to revoke the 
data from the organization inherently indicates all of the 
organization data). The indication of the particular organiza 
tion data can also be explicitly identified, identifying the 
information to be used to identify the organization data that is 
to be revoked (e.g., identifying the information from which 
the protection identifier can be determined). 
0060. In one or more embodiments, the command to 
revoke the data associated with the organization is received by 
the application 112 from the organization service 104. In 
response, the application 112 provides a command to the key 
management module 128 to revoke the data associated with 
the organization. Organization data can be associated with 
different protection identifiers based on various information 
as discussed above. The indication received in act 308 can 
include an indication of the protection identifier. Thus, the 
command received in act 308 can specify particular organi 
Zation data to be revoked, including all organization data or 
optionally a Subset of the organization data. The command 
provided by the application 112 to the key management mod 
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ule 128 can similarly include an indication of the protection 
identifier, allowing the application to specify particular orga 
nization data (e.g., organization data associated with the 
application) to be revoked. 
0061. One or more keys associated with the organization 
data are identified (act 310). Organization data can be asso 
ciated with different protection identifiers based on various 
information as discussed above. The one or more keys asso 
ciated with the protection identifier received (or generated in) 
act 308 are identified in act 310. 
0062. The data associated with the organization is revoked 
by deleting or wiping the decryption key associated with the 
organization (act 312). The decryption key is included in the 
one or more keys associated with the organization data (e.g., 
the one or more keys associated with the protection identifier 
received or generated in act 308). Other keys may also be 
included in the one or more keys associated with the organi 
Zation data, Such as an encryption key. In deleting the decryp 
tion key associated with the organization, the encrypted data 
need not be deleted because it is rendered no longer accessible 
(e.g., unreadable) due to the decryption data not being avail 
able. The organization data protection system can optionally 
delete organization data itself at various times, such as in 
response to a request from another component or module, in 
response to a determination of light system usage (e.g., less 
than a threshold amount of processing capacity is being used, 
storage device usage being less thana threshold amount, etc.), 
and so forth. Encrypted data to be deleted can be determined 
in different manners, such as by evaluating the metadata of 
files to identify files including a file descriptor identifying a 
decryption key that is no longer present in the key store 130. 
0063. It should be noted that although keys associated 
with the organization (e.g., the one or more keys associated 
with the protection identifier received or generated in act308) 
are deleted in act 312, keys associated with other organiza 
tions (e.g., other protection identifiers) are not deleted. Thus, 
some keys are deleted in act312 while leaving in the key store 
other decryption keys that are associated with organization 
data that is associated with other organizations, or decryption 
keys that are associated with other Subsets of organization 
data other than that identified by the protection identifier in 
act 308. 

0064. In one or more embodiments, after a decryption key 
is deleted the decryption key is not regenerated, resulting in 
the organization data encrypted using the corresponding 
encryption key not being Subsequently readable. Alterna 
tively, in Some situations a record of the keys can be main 
tained, such as by key generation service 208 in system 200 of 
FIG. 2. In such situations, keys can be deleted from the key 
store 130, and subsequently added back into the key store 130 
(e.g., and identified in the same manner so that the file 
descriptors in the metadata of the encrypted data files identify 
the same key). Thus, in Such situations data for a deleted key 
can be subsequently readable if the decryption key can be 
Subsequently obtained (e.g., due to the user again logging into 
a network of the organization or being re-hired by the orga 
nization). 
0065. In one or more embodiments, the key management 
module 128 associates keys with both the organization and 
the application from which the request to protect the organi 
Zation data is received. Thus, different applications obtaining 
organization data from the same organization have the orga 
nization data encrypted with different encryption keys (and 
decrypted with different decryption keys). The key manage 
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ment module 128 deletes a key associated with organization 
data and a particular application in response to a command 
from that particular application to delete the key. An indica 
tion from another application to delete the key is ignored by 
the key management module 128. Thus, groups or Subsets of 
organization data associated with the same organization (but 
different applications) can be revoked separately from one 
another. 
0.066 Alternatively, some applications on the computing 
device 102 may be considered to be more privileged, and the 
ability to revoke organization data from one application can 
be delegated to Such a more privileged application. The abil 
ity to revoke all organization data associated with an applica 
tion can be delegated to another application, or alternatively 
the ability to revoke only particular organization data (e.g., 
particular Subsets associated with particular protection iden 
tifiers) can be delegated to another application. For example, 
an email application can be designated a more privileged 
application, and key management module 128 can revoke 
organization data for multiple applications (e.g., all of the 
applications on the computing device 102) in response to a 
command to revoke organization data from the email appli 
cation. The key management module 128 can identify which 
applications are able to revoke organization data associated 
with other applications in different manners, such as by 
requesting an identification of Such other applications from 
another component or module of the computing device 102. 
being configured with criteria to use in determining whether 
an application can revoke data associated with another appli 
cation (e.g., based on a type or class of application), receiving 
an indication of applications that are able to revoke organiza 
tion data associated with other applications from an admin 
istrator of the computing device or as a policy to be imple 
mented by the device, receiving an indication of applications 
that are able to revoke organization data associated with other 
applications from one or more of the applications, and so 
forth. It should be noted that an application to which the 
ability to revoke organization data is delegated is an applica 
tion that is able to receive and understand the revoke com 
mand. 

0067. It should also be noted that although the techniques 
discussed herein store the decryption keys associated with 
organization data on a computing device, the decryption keys 
can optionally be permitted to roam to different computing 
devices. By allowing the decryption keys to roam to different 
computing devices, the organization data encrypted at one 
computing device can be decrypted at another device. Thus, 
the organization data can roam to different computing devices 
and remain accessible to users on those different devices. 
Decryption keys can roam to different computing devices in a 
variety of different manners. In one or more embodiments, 
the decryption keys are associated with a particular user 
account and stored on (e.g., copied to) a remote service (e.g., 
accessed via the network 106). Any computing device that is 
used to log into that particular user account has access to the 
decryption keys, allowing Such computing device to decrypt 
the organization data. 
0068. When roaming the decryption keys, organization 
data can be revoked on other computing devices in various 
manners, such as by maintaining a record of computing 
devices that were used to log into a particular user account 
and provide a command to those computing devices to revoke 
data associated with the organization (in response to which 
Such computing devices delete any decryption keys they are 
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storing that are associated with the organization). Alterna 
tively, the decryption keys may only be accessible to a com 
puting device when a user is logged into the particular user 
account, and when a command to revoke data associated with 
the organization is received at one computing device, the 
command is roamed to the other computing devices from 
which a user may log into that particular user account. Alter 
natively, the organization may desire to revoke data on some 
devices but not others. In Such situations, the organization can 
provide an indication of the particular devices on which the 
organization data is to be revoked, and the key management 
module on a device deletes the one or more keys associated 
with the organization on that device only if that device is one 
of the particular devices indicated by the organization. 
0069. In one or more embodiments, the organization data 
protection system (e.g., system 116 of FIG. 1 or system 204 of 
FIG. 2) exposes an application programming interface (API) 
Supporting the techniques discussed herein. The API includes 
various methods that can be invoked by the application 112 to 
have various aspects of the techniques discussed herein per 
formed. In one or more embodiments, the API includes four 
methods: a protect method, a copy protection method, a 
revoke method, and a get status method. 
0070 FIG. 5 illustrates an organization data protection 
system 500 in accordance with one or more embodiments. 
The organization data protection system 500 can be, for 
example, the organization data protection system 116 of FIG. 
1 or the organization data protection system 204 of FIG. 2. 
The organization data protection system 500 makes available 
(exposes) an API 502 including a protect method 504, a copy 
protection method 506, a revoke method 508, and a get status 
method 510. These methods of the API 502 can be exposed by 
various modules of the system 500 (e.g., the key management 
module, the data encryption module, etc.), and can be invoked 
by an application 112 to carry various aspects of the tech 
niques discussed herein. 
(0071. In the discussion of the API 502, various different 
protection statuses of data are discussed. These different pro 
tection statuses include: unprotected, revoked, protected, pro 
tected by another user, protected by another organization, not 
protectable, and undetermined. The unprotected Status indi 
cates that the data is not, and has not been previously, pro 
tected (is not encrypted) by the system 500. The revoked 
status indicates that the data has been protected in the past and 
the decryption key is currently unavailable (e.g., was deleted 
as part of calling the revoke method 508). The protected status 
indicates that the data is currently protected by the current 
user. The protected by another user status indicates that the 
data was previously protected by another user on the comput 
ing device. The protected by another organization indicates 
that the data was previously protected by and associated with 
another organization (e.g., another protection identifier). The 
not protectable status indicates that the data cannot be pro 
tected for the organization. The undetermined status indicates 
that the system 500 cannot determine the protection status of 
the data. 

0072 The status of data can be identified by the organiza 
tion data protection system 500 in a variety of different man 
ners. In one or more embodiments, metadata associated with 
data includes the status of the data and/or other information 
from which the status can be determined. For example, if the 
metadata includes a file descriptor identifying a decryption 
key associated with the user, then the system 500 can deter 
mine the status of the data is protected. If the metadata 
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includes a file descriptor identifying a decryption key associ 
ated with another user, then the system 500 can determine that 
the status of the data is protected by another user. If the 
metadata includes a file descriptor identifying a decryption 
key associated with another organization (e.g., another pro 
tection identifier), then the system 500 can determine that the 
status of the data is protected by another organization. If the 
metadata includes a file descriptor identifying a decryption 
key associated with an organization and the current user, and 
the key has been deleted from the key store 130, then the 
system 500 can determine that the status of the data is 
revoked. If the metadata includes no file descriptor identify 
ing a decryption key, then the system 500 can determine that 
the status of the data is unprotected. If the metadata indicates 
that the data is a particular type of data (e.g., a system file, a 
read-only folder, etc.) then the system 500 can determine that 
the status of the data is not protectable. 
0073. The protect method 506 has as parameters a storage 
item parameter and an organization identifier parameter. The 
storage item parameter takes as input an identifier (e.g., file 
name) of data to be protected, and the organization identifier 
parameter takes as input an identifier of the organization (e.g., 
a protection identifier) for which the data is to be protected. 
The application 112 invokes the protect method 506, provid 
ing the identifier of the data to be protected and the identifier 
of the organization for which the data is to be protected as 
parameters. 

0074. In response to the protect method 506 being 
invoked, the organization data protection system 500 deter 
mines whether the data can be protected for the organization. 
If the data can be protected for the organization then the data 
is encrypted with the encryption key associated with the 
identified organization (e.g., the protection identifier). If the 
data cannot be protected for the organization, then the data is 
not encrypted. The organization data protection system 500 
can use various policy, rules, or other criteria to determine 
whether the data can be protected for the organization. For 
example, the organization data protection system 500 may 
determine that the data is not to be protected because the data 
is already protected by another user, the data is already pro 
tected for another organization, protection of data associated 
with the organization has been revoked (e.g., the data was 
already encrypted and the decryption key revoked, so the 
application is to obtain the data again if the application desires 
to have the data protected), the data is already protected for 
the organization, the data cannot be encrypted (e.g., is a read 
only file or folder), the data is already being encrypted or 
decrypted (e.g., the application is to request to have the data 
protected again at a later time), and so forth. The organization 
data protection system 500 optionally returns an indication to 
the application 112 of the status of the data after invoking the 
protect method 506. 
0075 Table I illustrates an example of actions that can be 
taken by the organization data protection system 500 in 
response to the protect method 506 being invoked. It should 
be noted that the actions of Table I are examples, and that not 
all of the actions in Table I may be taken and/or additional 
actions may be taken. Other embodiments may choose to 
return more, different, or less information to the calling appli 
cation 112, or even no information at all (e.g., to get the status 
of the data the application 112 can use the get status method 
510 after the attempt to protect). 
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TABLE I 

Data status prior to 
method being invoked Action 

Unprotected Encrypt data; return status indicating data is 
protected. 

Protected by another Do not encrypt data; return status indicating 
Se data is protected by another user. 
Protected to another 
organization 
Revoked 

Do not encrypt data; return status indicating 
data is protected to another organization. 
Do not encrypt data; return status indicating 
protection is revoked. 
Do not encrypt data; return status indicating 
data is protected. 
Do not encrypt data; return status indicating 
the data is not protectable. 

Protected (to same 
organization) 
Not protectable (e.g., 
System file, compressed 
file, read-only folder, 
non-empty folder, 
protected under 
egacy system) 
Currently being encrypted Do not encrypt data; return status indicating 
or decrypted ability to protect data is undetermined. 

0076 Although the protect method 506 is discussed with 
reference to having two parameters, it should be noted that the 
protect method 506 can include optionally one or more addi 
tional parameters if the data is to be protected based on other 
information (e.g., user identifier, application identifier, and so 
forth). These additional parameters may be explicitly passed, 
or implicitly determined by the organization data protection 
system. 
0077. The copy protection method 508 has as parameters 
a source data parameter and a target data parameter. The 
target data parameter takes as input an identifier (e.g., a file 
name) of data to be protected (referred to as the target data), 
and the source data parameter takes as input an identifier (e.g., 
a filename) of data the protection of which is to be copied 
(referred to as the source data). The copy protection method 
508 attempts to apply the protection of the source data to the 
target data, and returns a value indicating whether the attempt 
was successful (e.g., a value of True indicating the attempt 
was successful, and a value of False indicating the attempt 
was unsuccessful). 
0078. The copy protection method 508 allows the appli 
cation 112 to request that the target data be encrypted with the 
key associated with the organization (e.g., the protection 
identifier) with which the source data is encrypted. The appli 
cation 112 need have no knowledge of the organization (e.g., 
the protection identifier), but simply requests that the target 
data be encrypted so as to be included in the same subset of 
organization data as the source data. If the target data can be 
encrypted with the key associated with the organization (e.g., 
the protection identifier) with which the source data is 
encrypted, then the target data is protected (encrypted) with 
the encryption key associated with the key associated with the 
organization (e.g., the protection identifier) with which the 
Source data is encrypted. If the target data parameter cannot 
be encrypted with the key associated with the organization 
(e.g., the protection identifier) with which the source data is 
encrypted, then the target data parameter is not encrypted. 
0079 Table II illustrates an example of whether the orga 
nization data protection system 500 is successful in its 
attempt to copy the protection of the source data to the target 
data in response to the copy protection method 508 being 
invoked. It should be noted that the results of Table II are 
examples based on various conditions, and that results for 
different conditions can alternatively be used. Moreover, 
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other embodiments may choose to return different informa 
tion to the calling application 112, or even no information at 
all (e.g., to get the status of the data the application 112 can 
use the get status method 510 after the attempt to copy pro 
tection). 

TABLE II 

Target data Target data 
protection prior protection after 

Source data to method being method is 
protection invoked invoked Return 

Unprotected Unprotected Unprotected True 
Unprotected Anything except Unchanged False 

Unprotected 
Revoked Anything Unchanged False 
Protected by Anything Unchanged False 
another user 
Not protectable Anything Unchanged False 
Protected Unprotected Protected True 
Protected to one Protected to a Unchanged False 
organization different 
identifier organization 

identifier than 
the source data 

Protected to one Protected to the Protected True 
organization same organization 
identifier identifier as the 

Source data 
Anything Protected by Protected by False 

another user another user 
Anything Revoked Unchanged False 
Anything Not protectable Unchanged False 

0080. The revoke method 510 has as parameters an orga 
nization identifier parameter. The organization identifier 
parameter takes as input an identifier of the organization (e.g., 
a protection identifier) for which organization data is to no 
longer be accessible on the computing device. The applica 
tion 112 invokes the revoke method 510, providing the orga 
nization identifier. In response to the revoke method 510 
being invoked, the organization data protection system 500 
deletes the decryption key (and encryption key if separate 
from the decryption key) associated with the organization 
identifier. The revoke method can optionally return a value 
indicating whether the revocation was successful (e.g., a 
value of True indicating the revocation was successful (the 
decryption key was deleted), and a value of False indicating 
the revocation was unsuccessful (the decryption key was not 
deleted)). Alternatively, additional information could be 
returned (such as if there are multiple keys associated with the 
organization and the revoke deleted one, Some, all, or none), 
no status could be returned, and so forth. 
I0081. The get status method 510 has as parameters a stor 
age item parameter. The storage item parameter takes as input 
an identifier (e.g., filename) of data, or alternatively an actual 
copy of data (e.g., a binary object), for which the status (e.g., 
whether the data has been revoked) is desired. The application 
112 invokes the get status method 510, providing the identi 
fier of the data for which an indication of whether the data has 
been revoked is desired. In response to the get status method 
510 being invoked, the organization data protection system 
500 determines the status of the identified data and can return 
an indication of whether the data has been revoked. For 
example, if Such an indication is returned, the get status 
method 510 can return one of the following values: unpro 
tected, revoked, protected, protected by another user, and not 
protectable. Alternatively, no status may be returned. 
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0082. The techniques discussed herein support various 
usage scenarios. An organization can allow users to bring 
their own portable devices to work and store organization data 
on those devices, secure in the knowledge that the organiza 
tion data can be rendered inaccessible when desired by the 
organization without adversely affecting (e.g., while leaving 
accessible) the non-organization data (e.g., the user's per 
Sonal data) on the computing device. Furthermore, the orga 
nization data can be stored anywhere on the computing device 
or transferred to one or more other computing devices— 
applications are not restricted to storing the organization data 
only in particular folders, directories, or areas under control 
of the application. The protection provided by the techniques 
discussed herein moves with the organization data, and the 
organization data can be allowed to be freely transferred to 
various locations, with the organization being secure in the 
knowledge that the organization data can be rendered inac 
cessible when desired by the organization. 
0083. Additionally, a user can have organization data for 
different organizations stored on his or her computing device 
(e.g., if the user works with two different companies). Differ 
ent decryption keys are used for the different organizations, 
so the organization data for one of the organizations can be 
revoked without adversely affecting (e.g., while leaving 
accessible) the organization data for the other of the organi 
Zations. 
0084. Although particular functionality is discussed 
herein with reference to particular modules, it should be noted 
that the functionality of individual modules discussed herein 
can be separated into multiple modules, and/or at least some 
functionality of multiple modules can be combined into a 
single module. Additionally, a particular module discussed 
herein as performing an action includes that particular mod 
ule itself performing the action, or alternatively that particular 
module invoking or otherwise accessing another component 
or module that performs the action (or performs the action in 
conjunction with that particular module). Thus, a particular 
module performing an action includes that particular module 
itself performing the action and/or another module invoked or 
otherwise accessed by that particular module performing the 
action. 
0085 FIG. 6 illustrates an example system generally at 
600 that includes an example computing device 602 that is 
representative of one or more systems and/or devices that may 
implement the various techniques described herein. The com 
puting device 602 may be, for example, a server of a service 
provider, a device associated with a client (e.g., a client 
device), an on-chip system, and/or any other Suitable com 
puting device or computing system. 
I0086. The example computing device 602 as illustrated 
includes a processing system 604, one or more computer 
readable media 606, and one or more I/O Interfaces 608 that 
are communicatively coupled, one to another. Although not 
shown, the computing device 602 may further include a sys 
tem bus or other data and command transfer system that 
couples the various components, one to another. A system bus 
can include any one or combination of different bus struc 
tures, such as a memory bus or memory controller, a periph 
eral bus, a universal serial bus, and/or a processor or local bus 
that utilizes any of a variety of bus architectures. A variety of 
other examples are also contemplated, Such as control and 
data lines. 
0087. The processing system 604 is representative of func 

tionality to perform one or more operations using hardware. 
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Accordingly, the processing system 604 is illustrated as 
including hardware elements 610 that may be configured as 
processors, functional blocks, and so forth. This may include 
implementation in hardware as an application specific inte 
grated circuit or other logic device formed using one or more 
semiconductors. The hardware elements 610 are not limited 
by the materials from which they are formed or the processing 
mechanisms employed therein. For example, processors may 
be comprised of semiconductor(s) and/or transistors (e.g., 
electronic integrated circuits (ICs)). In Such a context, pro 
cessor-executable instructions may be electronically-execut 
able instructions. 

I0088. The computer-readable media 606 is illustrated as 
including memory/storage 612. The memory/storage 612 
represents memory/storage capacity associated with one or 
more computer-readable media. The memory/storage 612 
may include Volatile media (Such as random access memory 
(RAM)) and/or nonvolatile media (such as read only memory 
(ROM), Flash memory, optical disks, magnetic disks, and so 
forth). The memory/storage 612 may include fixed media 
(e.g., RAM, ROM, a fixed hard drive, and so on) as well as 
removable media (e.g., Flash memory, a removable hard 
drive, an optical disc, and so forth). The computer-readable 
media 606 may be configured in a variety of other ways as 
further described below. 
I0089. Input/output interface(s) 608 are representative of 
functionality to allow a user to enter commands and informa 
tion to computing device 602, and also allow information to 
be presented to the user and/or other components or devices 
using various input/output devices. Examples of input 
devices include a keyboard, a cursor control device (e.g., a 
mouse), a microphone (e.g., for Voice inputs), a scanner, 
touch functionality (e.g., capacitive or other sensors that are 
configured to detect physical touch), a camera (e.g., which 
may employ visible or non-visible wavelengths such as infra 
red frequencies to detect movement that does not involve 
touch as gestures), and so forth. Examples of output devices 
include a display device (e.g., a monitor or projector), speak 
ers, a printer, a network card, tactile-response device, and so 
forth. Thus, the computing device 602 may be configured in a 
variety of ways as further described below to support user 
interaction. 
0090 The computing device 602 also includes an organi 
Zation data protection system 614. The organization data 
protection system 614 provides various data protection func 
tionality for organization data as discussed above. The orga 
nization data protection system 614 can implement, for 
example, the organization data protection system 116 of FIG. 
1 and/or the organization data protection system 204 of FIG. 
2. The organization data protection system 614 can be imple 
mented in Software, hardware elements, program modules 
and so forth. For example, the system 614 can be imple 
mented at least in part in Software, in a Subscriber identity 
module (SIM), in a Smart card, in a storage device controller 
(e.g., a hard drive controller or Solid state disk controller), and 
so forth. 

0091 Various techniques may be described herein in the 
general context of Software, hardware elements, or program 
modules. Generally, such modules include routines, pro 
grams, objects, elements, components, data structures, and so 
forth that perform particular tasks or implement particular 
abstract data types. The terms “module.” “functionality,” and 
“component’ as used herein generally represent software, 
firmware, hardware, or a combination thereof. The features of 
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the techniques described herein are platform-independent, 
meaning that the techniques may be implemented on a variety 
of computing platforms having a variety of processors. 
0092 An implementation of the described modules and 
techniques may be stored on or transmitted across some form 
of computer-readable media. The computer-readable media 
may include a variety of media that may be accessed by the 
computing device 602. By way of example, and not limita 
tion, computer-readable media may include “computer-read 
able storage media' and "computer-readable signal media.” 
0093. “Computer-readable storage media' refers to media 
and/or devices that enable persistent storage of information 
and/or storage that is tangible, in contrast to mere signal 
transmission, carrier waves, or signals per se. Thus, com 
puter-readable storage media refers to non-signal bearing 
media. The computer-readable storage media includes hard 
ware Such as Volatile and non-volatile, removable and non 
removable media and/or storage devices implemented in a 
method or technology Suitable for storage of information 
Such as computer readable instructions, data structures, pro 
gram modules, logic elements/circuits, or other data. 
Examples of computer-readable storage media may include, 
but are not limited to, RAM, ROM, EEPROM, flash memory 
or other memory technology, CD-ROM, digital versatile 
disks (DVD) or other optical storage, hard disks, magnetic 
cassettes, magnetic tape, magnetic disk storage or other mag 
netic storage devices, or other storage device, tangible media, 
or article of manufacture suitable to store the desired infor 
mation and which may be accessed by a computer. 
0094 “Computer-readable signal media' refers to a sig 
nal-bearing medium that is configured to transmit instruc 
tions to the hardware of the computing device 602, such as via 
a network. Signal media typically may embody computer 
readable instructions, data structures, program modules, or 
other data in a modulated data signal. Such as carrier waves, 
data signals, or other transport mechanism. Signal media also 
include any information delivery media. The term “modu 
lated data signal” means a signal that has one or more of its 
characteristics set or changed in Such a manner as to encode 
information in the signal. By way of example, and not limi 
tation, communication media include wired media Such as a 
wired network or direct-wired connection, and wireless 
media Such as acoustic, RF, infrared, and other wireless 
media. 

0095. As previously described, hardware elements 610 
and computer-readable media 606 are representative of 
instructions, modules, programmable device logic and/or 
fixed device logic implemented in a hardware form that may 
be employed in some embodiments to implement at least 
Some aspects of the techniques described herein. Hardware 
elements may include components of an integrated circuit or 
on-chip system, an application-specific integrated circuit 
(ASIC), a field-programmable gate array (FPGA), a complex 
programmable logic device (CPLD), and other implementa 
tions in silicon or other hardware devices. In this context, a 
hardware element may operate as a processing device that 
performs program tasks defined by instructions, modules, 
and/or logic embodied by the hardware element as well as a 
hardware device utilized to store instructions for execution, 
e.g., the computer-readable storage media described previ 
ously. 
0096 Combinations of the foregoing may also be 
employed to implement various techniques and modules 
described herein. Accordingly, Software, hardware, or pro 
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gram modules and other program modules may be imple 
mented as one or more instructions and/or logic embodied on 
Some form of computer-readable storage media and/or by one 
or more hardware elements 610. The computing device 602 
may be configured to implement particular instructions and/ 
or functions corresponding to the Software and/or hardware 
modules. Accordingly, implementation of modules as a mod 
ule that is executable by the computing device 602 as software 
may be achieved at least partially in hardware, e.g., through 
use of computer-readable storage media and/or hardware ele 
ments 610 of the processing system. The instructions and/or 
functions may be executable/operable by one or more articles 
of manufacture (for example, one or more computing devices 
602 and/or processing systems 604) to implement techniques, 
modules, and examples described herein. 
(0097. As further illustrated in FIG. 6, the example system 
600 enables ubiquitous environments for a seamless user 
experience when running applications on a personal com 
puter (PC), a television device, and/or a mobile device. Ser 
vices and applications run Substantially similar in all three 
environments for a common user experience when transition 
ing from one device to the next while utilizing an application, 
playing a video game, watching a video, and so on. 
0098. In the example system 600, multiple devices are 
interconnected through a central computing device. The cen 
tral computing device may be local to the multiple devices or 
may be located remotely from the multiple devices. In one or 
more embodiments, the central computing device may be a 
cloud of one or more server computers that are connected to 
the multiple devices through a network, the Internet, or other 
data communication link. 

0099. In one or more embodiments, this interconnection 
architecture enables functionality to be delivered across mul 
tiple devices to provide a common and seamless experience to 
a user of the multiple devices. Each of the multiple devices 
may have different physical requirements and capabilities, 
and the central computing device uses a platform to enable the 
delivery of an experience to the device that is both tailored to 
the device and yet common to all devices. In one or more 
embodiments, a class of target devices is created and experi 
ences are tailored to the generic class of devices. A class of 
devices may be defined by physical features, types of usage, 
or other common characteristics of the devices. 
0100. In various implementations, the computing device 
602 may assume a variety of different configurations, such as 
for computer 616, mobile 618, and television 620 uses. Each 
of these configurations includes devices that may have gen 
erally different constructs and capabilities, and thus the com 
puting device 602 may be configured according to one or 
more of the different device classes. For instance, the com 
puting device 602 may be implemented as the computer 616 
class of a device that includes a personal computer, desktop 
computer, a multi-screen computer, laptop computer, net 
book, and so on. 
0101 The computing device 602 may also be imple 
mented as the mobile 618 class of device that includes mobile 
devices. Such as a mobile phone, portable music player, por 
table gaming device, a tablet computer, a multi-screen com 
puter, and so on. The computing device 602 may also be 
implemented as the television 620 class of device that 
includes devices having or connected to generally larger 
screens in casual viewing environments. These devices 
include televisions, set-top boxes, gaming consoles, and so 
O. 
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0102 The techniques described herein may be supported 
by these various configurations of the computing device 602 
and are not limited to the specific examples of the techniques 
described herein. This functionality may also be implemented 
all or in part through use of a distributed system, such as over 
a “cloud 622 via a platform 624 as described below. 
0103) The cloud 622 includes and/or is representative of a 
platform 624 for resources 626. The platform 624 abstracts 
underlying functionality of hardware (e.g., servers) and soft 
ware resources of the cloud 622. The resources 626 may 
include applications and/or data that can be utilized while 
computer processing is executed on servers that are remote 
from the computing device 602. Resources 626 can also 
include services provided over the Internet and/or through a 
subscriber network, such as a cellular or Wi-Fi network. 
0104. The platform 624 may abstract resources and func 
tions to connect the computing device 602 with other com 
puting devices. The platform 624 may also serve to abstract 
Scaling of resources to provide a corresponding level of scale 
to encountered demand for the resources 626 that are imple 
mented via the platform 624. Accordingly, in an intercon 
nected device embodiment, implementation of functionality 
described herein may be distributed throughout the system 
600. For example, the functionality may be implemented in 
part on the computing device 602 as well as via the platform 
624 that abstracts the functionality of the cloud 622. 
0105. Although the subject matter has been described in 
language specific to structural features and/or methodologi 
cal acts, it is to be understood that the subject matter defined 
in the appended claims is not necessarily limited to the spe 
cific features or acts described above. Rather, the specific 
features and acts described above are disclosed as example 
forms of implementing the claims. 
What is claimed is: 
1. A method comprising: 
receiving, at one or more modules of a computing device, 

a request to protect data associated with an organization, 
the request including both an indication of the organiza 
tion and an indication of the data associated with the 
organization; 

encrypting the data using an encryption key associated 
with both the computing device and the organization; 

returning the encrypted data; 
receiving, at the computing device after encrypting the 

data, a command to revoke the data associated with the 
organization; and 

revoking, in response to the command, the data associated 
with the organization by deleting a decryption key used 
to decrypt the encrypted data. 

2. A method as recited in claim 1, the returning the 
encrypted data comprising returning the encrypted data to an 
application from which both the indication of the organiza 
tion and the indication of the data associated with the orga 
nization were received. 

3. A method as recited in claim 1, the data associated with 
the organization comprising a file. 

4. A method as recited in claim 1, the receiving the request 
comprising receiving the request from an application running 
on the computing device, the encrypting comprising encrypt 
ing the data by the computing device, and the method further 
comprising maintaining on the computing device an associa 
tion of the encryption key with the organization. 
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5. A method as recited in claim 1, further comprising 
including a file descriptor in metadata associated with the 
data, the file descriptor identifying the decryption key. 

6. A method as recited in claim 1, the encrypting compris 
ing encrypting the data using an encryption key associated 
with both the computing device and the organization as well 
as with a user of the computing device, and the revoking 
comprising deleting the decryption key associated with both 
the computing device and the organization as well as with the 
user of the computing device while leaving on the computing 
device a decryption key associated with both the computing 
device and organization but a different user of the computing 
device. 

7. A method as recited in claim 1, the encrypting compris 
ing encrypting the data using an encryption key associated 
with both the computing device and the organization as well 
as with an application of the computing device, and the revok 
ing comprising deleting the decryption key associated with 
both the computing device and the organization as well as 
with the application of the computing device while leaving on 
the computing device a decryption key associated with both 
the computing device and organization but a different appli 
cation of the computing device. 

8. A method as recited in claim 7, further comprising: 
receiving the request from an application running on the 

computing device; and 
revoking the data only in response to a command to revoke 

the data being provided by the application or by another 
application to which the ability to revoke data associated 
with the application has been delegated. 

9. A method as recited in claim 1, further comprising 
receiving the request from an application running on the 
computing device, and the returning comprising returning the 
encrypted data in the absence of restrictions on where the 
application can store the encrypted data. 

10. A method as recited in claim 1, the encryption key 
being associated with a particular one of multiple Subsets of 
data associated with the organization, different Subsets of 
data associated with the organization being encrypted with 
different encryption keys, the command identifying which 
one of the multiple Subsets of data associated with the orga 
nization is to be revoked, and the revoking comprising revok 
ing only the one of the multiple subsets identified by the 
command. 

11. A method as recited in claim 1, further comprising 
obtaining, after deleting the decryption key, the decryption 
key from a key generation service that is separate from the 
computing device. 

12. A method comprising: 
receiving, at a computing device, an indication that par 

ticular organization data is to no longer be accessible on 
the computing device, the particular organization data 
including data having been previously encrypted on the 
computing device in response to a request from an appli 
cation on the computing device and in the absence of 
restrictions on where the application can store the par 
ticular organization data; 

identifying one or more keys on the computing device that 
are associated with the particular organization data; and 

deleting the identified one or more keys. 
13. A method as recited in claim 12, the particular organi 

Zation data comprising organization data associated with a 
particular user of the computing device. 
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14. A method as recited in claim 13, the particular organi 
Zation data further comprising organization data associated 
with both the particular user of the computing device and the 
application on the computing device. 

15. A method as recited in claim 12, further comprising 
deleting, after deleting the identified one or more keys and in 
response to a determination of light system usage in the 
computing device, the particular organization data. 

16. A method as recited in claim 12, the particular organi 
Zation data comprising all organization data on the computing 
device. 

17. A method as recited in claim 12, the receiving compris 
ing receiving the indication in response to the computing 
device logging off a network of the organization. 

18. A method as recited in claim 12, the organization data 
including multiple Subsets of organization data each being 
associated with a different one or more keys, the particular 
organization data being one Subset of the multiple Subsets of 
organization data, and the deleting comprising deleting the 
one or more keys associated with the one Subset. 

19. A method as recited in claim 12, the particular organi 
Zation data further including data encrypted on an additional 
computing device and copied to the computing device, copies 
of the particular organization data on the additional comput 
ing device being also deleted in response to the indication. 
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20. A computing device comprising: 
an application; 
a data store; and 
an organization data protection system configured to: 

receive a request to protect a file associated with an 
organization, the request including both an indication 
of the organization and an indication of the file asso 
ciated with the organization, 

encrypt the file using an encryption key associated with 
both the computing device and the organization, the 
encryption key being associated with a decryption key 
that can be used to decrypt the encrypted data, 

return the encrypted file to the application for storage in 
the data store, the encrypted file including metadata 
identifying the decryption key, 

receive, after encrypting the file, a command to revoke 
files associated with the organization, and 

revoke, in response to the command to revoke files asso 
ciated with the organization, the file associated with 
the organization by deleting the decryption key only if 
the command to revoke the file is received from the 
application or another application to which the ability 
to revoke data associated with the application has 
been delegated. 
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