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CLOUD SECURITY STACK

RELATED APPLICATIONS

This application claims the benefit of the earlier filing date of U.S. Provisional Patent Application

No. 62/450,814, filed lanuary 26, 2017 and titled "Cloud Security Stack," the entirety of which is

incorporated herein by reference.

FIELD OF TECHNOLOGY

The following relates to security for data transmitted to and from a cloud provider, and more

specifically to methods and systems for providing security between cloud providers and entities they

service.

BACKGROUND

Cloud service providers may provide web hosting, storage, platform as a service (PaaS),

infrastructure as a service ( IaaS), software as a service (SaaS) and other services to various

consumers, which may be entities such as businesses and corporations. The cloud providers may

route data to and from the entities, and may even route data to each other in t e course of providing

such services. In some situations, the entities may need to transmit private data to and from the cloud

providers, and the cloud providers may need to route and secure that data. However, the cloud

providers may not provide the enhanced security, speed, or interoperability necessary to meet the

requirements of their customer entities.

Thus, there may be a need for methods and systems for providing the enhanced security, speed, or

interoperability required by the various entities served by cloud providers.

SUMMARY

An aspect of the present disclosure relates to a method for secure cloud provider communication.

The method may include receiving a request to transmit data from one of a first cloud provider, an

entity network, and a second cloud provider to another of the first cloud provider, the entity network,

and the second cloud provider. The method may further include determining levels of trust associated

with the first cloud provider, the entity network, and the second cloud provider. Determining the

levels of trust may include one or more of electronically transmitting a set of required control criteria

to the first cloud provider and the second cloud provider, electronically receiving communications

from to the first cloud provider and the second cloud provider, the communications indicating which

of the required control criteria are met by the first cloud provider and the second cloud provider,

electronically validating that the indicated required control criteria are met by the first cloud provider

and the second cloud provider, and comparing the validated required control criteria for the first cloud

provider and the second cloud provider with defined required control criteria for three different levels

of trust. The method may additionally include designating the first cloud provider as having a first

level of trust based on the comparing of the validated required control criteria to the defined required

control criteria for the first cloud provider. Moreover, the method may include designating the second



cloud provider as having a second level of trust based on the comparing of the validated required

control criteria to the defined required control criteria for the second cloud provider. Furthermore, the

method may include transmitting the data from the one of the first cloud provider, t e entity network,

and the second cloud provider to a cloud security stack based on the designated levels of trust. Also,

the method may include processing the data at the cloud security stack based on the designated levels

of trust, wherein the first cloud provider, the entity network, and the second cloud provider are each

designated as having a different level of trust and communicate securely with each other based on the

different levels of trust designated and the processing of the data at the cloud security stack.

An aspect of t e present disclosure relates to a method for secure cloud provider communication.

The method may include receiving a request to transmit data from one of a first cloud provider, an

entity network, and a second cloud provider to another of the first cloud provider, the entity network,

and the second cloud provider. The method may further include determining or designating levels of

trust associated with the one of the first cloud provider, the entity network, and the second cloud

provider and the another of the first cloud provider, the entity network, and the second cloud provider,

wherein the levels of trust are based on endpoint control by the entity network. The method may also

include transmitting the data from the one of the first cloud provider, the entity network, and the

second cloud provider to a cloud security stack based on the determined levels of trust. The method

may additionally include processing the data at the cloud security stack based on the determined

levels of trust.

In various implementations, the method may include transmitting the data from the cloud security

stack to the another of the first cloud provider, the entity network, and the second cloud provider

based on the processing of the data at the cloud security stack. Processing the data at the cloud

security stack based on the determined or designated levels of trust may include inspecting, at a

network data loss prevention system of the cloud security stack, the data to identify the data to prevent

loss of the data based on defined data loss prevention criteria. Processing the data at the cloud

security stack based on the determined or designated levels of trust may also include inspecting, at an

intrusion prevention system of the cloud security stack, the data to identify malicious activity based

on defined intrusion prevention system criteria. Processing the data at the cloud security stack based

on the determined or designated levels of trust may further include capturing, at a packet capture

system of the cloud security stack a copy of the data and storing the copy of the data. Processing the

data at the cloud security stack based on the determined or designated levels of trust may additionally

include determining, at a firewall system of the cloud security stack, whether the data should pass

through the cloud security stack based on defined firewall criteria. Moreover, processing the data at

the cloud security stack based on the determined or designated levels of trust may include inspecting,

at a firewall system of the cloud security stack, the data to ensure adherence to a network traffic

protocol.

In various implementations, the levels of trust based on endpoint control by the entity network



may include a trusted level. The trusted level may indicate an endpoint under control of the entity

network meeting defined control criteria ensuring that the data is completely protected. The levels of

trust based on endpoint control by the entity network may further include a semi-trusted level. The

semi-trusted level may indicate an endpoint under control of the entity network meeting defined

control criteria ensuring that the data is partially protected. The levels of trust based on endpoint

control by the entity network may also include an untrusted level. The untrusted level may indicate

an endpoint not under control of the entity network based on defined control criteria and indicate that

the data unprotected. The cloud security stack may include a router, a switch, a firewall, an intrusion

prevention system, a network data loss prevention system, a packet capture system, and a network tap.

The first cloud provider and the second cloud provider may service t e entity network.

An aspect of t e present disclosure relates to s system for secure cloud provider communication.

The system may include a cloud security stack to control passage of network traffic between cloud

providers servicing an entity network and between the cloud providers and the entity network. The

cloud security stack may include a virtual routing and forwarding system to logically separate

network traffic originating from trusted, semi-trusted, and untrusted cloud providers. The cloud

security stack may also include a network data loss prevention system to inspect the network traffic,

identify data, and prevent loss of data based on defined data loss prevention criteria. The cloud

security stack may further include an intrusion prevention system to inspect the network traffic and

identify malicious activity based on defined intrusion prevention system criteria. The cloud security

stack may additionally include a packet capture system to capture and store a copy of the network

traffic. Moreover, the cloud security stack may include a firewall system to determine whether the

network traffic should pass through the cloud security stack and inspect the network traffic to ensure

adherence to a network traffic protocol.

An aspect of the present disclosure relates to a method for determining a level of trust to be

assigned to a cloud provider and applying the level of trust using a cloud security stack. The method

may include requesting control information from a cloud provider. The control information may be

physical parameters indicative endpoint control. The method may further include receiving the

control information from the cloud provider. The method may also include comparing, by a processor

of a computer system, the physical parameters indicative of endpoint control with defined trust level

criteria associated with an entity network. The method may additionally include assigning, by a

processor of a computer system, a level of trust to the cloud provider based on the comparing.

Moreover, the method may include managing network traffic from the cloud provider at the cloud

security stack based on the level of trust assigned to the cloud provider.

An aspect of the present disclosure relates to a computer system, comprising: a processor, at least

one input mechanism coupled to the processor, a memory device coupled to the processor, and a

computer readable storage device coupled to the processor, wherein the storage device contains

program code executable by the processor via the memory device to implement a method for



determining a level of trust to be assigned to a cloud provider and applying t e level of trust using a

cloud security stack. The method may include requesting control information from a cloud provider.

The control information may be physical parameters indicative endpoint control. The method may

further include receiving the control information from the cloud provider. The method may also

include comparing, by a processor of a computer system, the physical parameters indicative of

endpoint control with defined trust level criteria associated with an entity network. The method may

additionally include assigning, by a processor of a computer system, a level of trust to the cloud

provider based on the comparing. Moreover, the method may include managing network traffic from

the cloud provider at the cloud security stack based on the level of trust assigned to the cloud

provider.

An aspect of t e present disclosure relates to a computer program product, comprising a computer

readable hardware storage device storing a computer readable program code, the computer readable

program code comprising an algorithm that when executed by a computer processor of a computing

system implements a method for a method for determining a level of trust to be assigned to a cloud

provider and applying the level of trust using a cloud security stack. The method may include

requesting control information from a cloud provider. The control information may be physical

parameters indicative endpoint control. The method may further include receiving the control

information from the cloud provider. The method may also include comparing, by a processor of a

computer system, the physical parameters indicative of endpoint control with defined trust level

criteria associated with an entity network. The method may additionally include assigning, by a

processor of a computer system, a level of trust to the cloud provider based on the comparing.

Moreover, the method may include managing network traffic from the cloud provider at the cloud

security stack based on the level of trust assigned to the cloud provider.

The foregoing and other features of construction and operation will be more readily understood

and fully appreciated from the following detailed disclosure, taken in conjunction with accompanying

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Some of the embodiments will be described in detail, with reference to the following figures,

wherein like designations denote like members, wherein:

FIG. 1 depicts a cloud security stack, implemented in accordance with embodiments of the

present invention;

FIG. 2 depicts a cloud security stack, implemented in accordance with embodiments of the

present invention;

FIG. 3 depicts a flow chart of a method for providing secure cloud provider communication, in

accordance with embodiments of the present invention; and

FIG. 4 illustrates a block diagram of a computer system for implementing various methods

described in the present disclosure.



DETAILED DESCRIPTION

Although certain embodiments are shown and described in detail, it should be understood that

various changes and modifications may be made without departing from the scope of the appended

claims. The scope of the present disclosure will in no way be limited to the number of constituting

components, t e materials thereof, the shapes thereof, t e relative arrangement thereof, etc., and are

disclosed simply as an example of embodiments of the present disclosure. A more complete

understanding of the present embodiments and advantages thereof may be acquired by referring to the

following description taken in conjunction with the accompanying drawings, in which like reference

numbers indicate like features.

As a preface to the detailed description, it should be noted that, as used in this specification and

the appended claims, the singular forms "a", "an" and "the" include plural referents, unless the

context clearly dictates otherwise.

In order to meet various security and data protection requirements, an entity may implement

infrastructure and process flow to secure connectivity between the entity and one or more of its cloud

providers. The infrastructure and process flow may include a number of systems such as firewalls,

intrusion prevention, network visibility, network data loss prevention, network packet capture, and

centralized logging. These systems may be included in a system which may be referred to herein as a

cloud security stack or cloud security gateway.

The systems and methods described herein may provide for secure cloud connectivity between

cloud providers and entities of different levels of trust. Existing systems may not allow for more than

two networks (i.e., three or more networks), each with a different defined level of trust, to

communicate in a secure manner. Using the cloud security stack and various processes described in

the present disclosure, interconnectivity for three or more networks, each having a different defined

level of trust, may be achieved.

Further, the systems and methods described herein may provide security mechanisms to preserve

a level or standard of security between the cloud providers and the entities. The security mechanisms

may be controlled and/or implemented at the cloud security stack or cloud security gateway based on

the different levels of trust assigned to the cloud providers and entities. In various implementations, a

process may be used for evaluating a cloud provider or entity to determine a level of trust associated

with the cloud provider or entity. Further, the process may control how traffic flows between cloud

providers and entities having different levels of trust. The levels of trust may include trusted cloud

providers or entities, semi-trusted cloud providers or entities and untrusted cloud providers or entities.

In various implementations, a system for secure cloud provider communication may be provided.

Referring now to FIG. 1, the system may include cloud security stack 100 to control passage of

network traffic between cloud providers 102 (e.g., cloud providers 102a-102d) servicing entity

network 104 and/or between cloud providers 102 and entity network 104. As shown in FIG. 1, in

various implementations, cloud security stack 100 may include one or more of a router (e.g., routers



122 or 124), a switch (e.g., switches 126 or 128), a firewall (e.g., firewalls 118 or 120), an intrusion

prevention system (e.g., IPSs 112 or 114), a network data loss prevention system (e.g., NDLPs 110a

or 110b), a packet capture system (e.g., packet capture systems 116a-l 16d), and a network tap (e.g.,

network taps 130-132). One or more cloud providers 102a-102d may service or provide services to

entity network 104.

Appropriate routing and security controls may be applied based on levels of trust (e.g., levels of

trust (106a-106d) assigned to cloud providers 102 and entities (e.g., an entity controlling entity

network 104). Cloud security stack 100 may include various network and security hardware and

software. Cloud security stack 100 may also include one or more network data loss prevention

(NDLP) systems or monitors (e.g., NDLPs 110a and 110b) to inspect network traffic 108, identify

data, and prevent loss of data based on defined data loss prevention criteria. For example, various

data loss prevention devices may be used to inspect traffic flowing between levels of trust through the

cloud security stack. The data loss prevention devices may have the ability to alert and/or block

certain data from being transferred through the cloud security stack using real-time packet analysis

and a rule set built on one or more of the following platform rules and features.

Various machine learning tools such as vector machine learning may be used to learn and identify

intellectual property, financial documents, source code, or other unstructured data that may difficult to

describe. Various image recognition tools such as sensitive image recognition may be used to detect

sensitive data which may be embedded in forms or other images (e.g., scanned documents,

screenshots, and/or pictures) where built-in optical character recognition may be used. Data matching

tools, such as exact data matching, may be used to identify sensitive data by fingerprinting structured

databases for, e.g., customer names, bank account numbers, etc. Various document matching tools

such as indexed document matching may be used to apply fingerprinting to documents to detect

sensitive content that may be partially reused in other places such as in email messages. Various

content matching tools, such as described content matching, may be used to look for matches on

regular expressions or patterns such as social security numbers or credit card numbers and

information. Various data classification tools may be used to identify files tagged as sensitive by

users via various tagging features.

For instances where data in transit is encrypted, capability exists to securely decrypt traffic and

alert and/or block data based on an identical ruleset as non-encrypted traffic. For example, encrypted

network traffic may be temporarily decrypted for the purpose of payload inspection. In existing

systems, encrypted traffic in transit may not be analyzed and malicious data in the payload or data

loss may occur. This may cause damage to remote systems or a remote network in addition to

corporate reputation based on data lost. One or more rulesets described in the present disclosure for

the Intrusion Prevention/DLP technologies with decryption of the traffic/data may allow for t e same

or similar rulesets that are applied to clear text data in transit to be applied to the encrypted traffic.

The cloud security stack may further include one or more intrusion prevention systems (IPS) (e.g.,



IPSs 112 and 114) to inspect network traffic 108 and identify malicious activity based on defined

intrusion prevention system criteria. IPSs 112 and/or 114 may inspect network traffic 108 inline for

malicious activity and may take action to block or allow network traffic 108 based on a defined rule

set.

Further, cloud security stack 100 may include one or more packet capture systems 116a-l 16d to

capture and store a copy of network traffic 108. Packet capture systems 116a-l 16d may capture and

store all traffic on an entity network to use for future analysis. Moreover, cloud security stack 100

may include firewall systems 118 and 120 to determine whether network traffic 108 should pass

through cloud security stack 100 and to inspect network traffic 108 to ensure adherence to a network

traffic protocol. Firewall systems 118 and 120 may allow or deny network traffic 108 based on a

defined rule set.

For example, firewall rules may limit access to and/or from a connected cloud instance by

denying access as a default, and allowing access only by exception, as a policy. Only new cloud

connections between trusted entities may be allowed (i.e., by exception) and others denied until they

may be vetted and opened via a risk and change control process. A robust security risk and

compliance review (SRCR) may assess the risk that a particular IT application and/or system present

to an entity. This may be based on various standards/policies of the entity. An approved SRCR may

be a requirement for completion of a firewall rule request (FRR) that may permit communication

between systems located in different levels of trust. By default, firewalls may be implemented in a

deny all/allow by exception configuration. Once an FRR is approved, t e firewall rules may be

implemented via a change control that tracks firewall configuration modifications.

Also, firewall systems 118 and 120 may provide for stateful packet inspection of network traffic

108 to ensure adherence to any published protocols. Stateful packet inspection may be used to keep

track of the state of TCP/UDP connections with the use of IP addresses, ports and sequence numbers.

The firewall may only allow return traffic to flow in/out where the return traffic is already being

tracked in a state table.

.In various implementations, cloud security stack 100 may include one or more routers 122 and

124, one or more switches 126 and 128, and one or more network taps 130 and 132. The network taps

130 and 132 may provide an OSI Model Layer 1 extension of network traffic 108.

Referring to FIG. 2, in various implementations, a cloud security stack 200 may include or be in

communication with a virtual routing and forwarding (VRF) system 202 as shown in FIG. 2 to

logically separate network traffic originating from trusted (e.g., cloud providers 204), semi-trusted

(e.g., cloud provider 206), and untrusted (e.g., cloud provider 208) cloud providers. VRF system 202

may include a logical segmentation between default/global traffic, trusted traffic, semi-trusted traffic,

and untrusted traffic. In various implementations, t e techniques and features described herein may

be used to logically separate traffic or data from different trust tiers (e.g., trusted, semi-trusted, and

untrusted) until the traffic or data is forced to traverse the cloud security stack.



Network traffic may be separated in the cloud security stack through the use of VRFs and VLANs

for Layer3 and Layer2 segmentation associated with dedicated physical and/or virtual network

interfaces per instance. Each instance may represent a cloud provider with a given level of trust. For

example, traffic that is designated as (from) cloud provider 1 may be given an interface that belongs

to only that segment. Traffic from cloud provider 2, 3 etc. may all be setup in the same manner. This

configuration may ensure that communication between each cloud provider, as well as on premise

resources, is evaluated based on a ruleset approved given its classified trust level, denied by default

and allowed by exception through the firewall.

In an implementation, in order for the traffic or data to pass from one trust zone to another trust

zone, the traffic or data must pass through the cloud security stack (e.g., cloud security stack 100 or

200). The traffic or data may be logically separated from, e.g., a network of an entity that is a

consumer of various cloud providers, until it goes through the cloud security stack. Once t e traffic or

data passes through the cloud security stack, it may be considered clean and be routed to or through

the entity network (e.g., back to another trust tier and out through security controls in place for that

trust tier, or somewhere internal to the entity network).

One or more of cloud providers 102a-102d may request to connect to cloud security stack 100 to

transmit data to another cloud provider or an entity that is a consumer of the cloud provider (e.g., an

entity that controls entity network 104). A list of information, which may include physical data

and/or parameters describing various control options and specifications available with the cloud

provider ("control information"), may be requested from one or more of cloud providers 102a-102d.

A level of trust may be defined based on the control information received from the cloud provider and

how the control information compares trust level criteria defined by the entity implementing the cloud

security stack. For example, control information received from a cloud provider may indicate how

much control a consumer of the cloud provider's services has over one or more endpoints of the cloud

provider's network environment. Based on a defined level of trust for a cloud provider, appropriate

security, routing, and controls may be applied for data to be transmitted to and from that cloud

provider. The appropriate security, routing, and controls may be applied by using the cloud security

stack or in some situations the cloud security stack maybe bypassed. For example, if a first cloud

provider (e.g., cloud provider 102a) and a second cloud provider (e.g., cloud provider 102c) are both

defined as trusted based on, e.g., the physical data and/or parameters in the control information

received, certain control may not be applied, and the first and second cloud providers (e.g., cloud

providers 102a and 102c) may communicate without data flowing through cloud security stack 100.

In this way, the techniques and features described herein may be used to define and control how cloud

providers and entities having different levels of trust can communicate with each other.

Referring now also to FIG. 3, in various implementations, a method (300) for secure cloud

provider communication may be provided. The method may include receiving (302) a request to

transmit data from one of a first cloud provider (e.g., one of cloud providers 102a-102d), an entity



network (e.g., entity network 104), and a second cloud provider (e.g., one of cloud providers 102a-

102d) to another of the first cloud provider (e.g., one of cloud providers 102a-10\2d), the entity

network (e.g., entity network 104), and the second cloud provider (e.g., one of cloud providers 102a-

102d). The request may be received at one of routers 122 and 124 of cloud security stack 100.

The method may further include determining (304) levels of trust (106a-106d) associated with the

one of the first cloud provider (e.g., one of cloud providers 102a-102d), the entity network (e.g., entity

network 104), and the second cloud provider (e.g., one of cloud providers 102a-102d) and the another

of the first cloud provider (e.g., one of cloud providers 102a-102d), the entity network (e.g., entity

network 104), and the second cloud provider (e.g., one of cloud providers 102a-102d). The levels of

trust (106a-106d) may be based on endpoint control by the entity network (e.g., entity network 104).

As discussed above, control information may be requested from and received from a cloud

provider (e.g., electronically or via electronic communications or indications) to determine a level of

trust to be assigned to the cloud provider. In an implementation, the process of receiving the control

information from the cloud provider, assigning a level of trust, and handling network traffic from the

cloud provider based on the control information provided may be automated. For example, the trust

level and cloud security stack system may be automated using control information, which may be

physical parameters and data, received from the cloud providers and trust level assignment may be

performed automatically.

For example, determining levels of trust associated with the first cloud provider, t e entity

network, and the second cloud provider may include one or more of electronically transmitting a set

of required control criteria to the first cloud provider and the second cloud provider, electronically

receiving communications from to the first cloud provider and the second cloud provider, the

communications indicating which of the required control criteria are met by the first cloud provider

and the second cloud provider, electronically validating that the indicated required control criteria are

met by the first cloud provider and the second cloud provider, and comparing the validated required

control criteria for the first cloud provider and the second cloud provider with defined required control

criteria for three different levels of trust.

In an implementation, an automated system for assigning a level of trust to a cloud provider may

present a standard questionnaire to evaluate a new cloud provider. An automated computer

implemented system or process may receive the answers of the questionnaire (e.g., control

information) and perform a risk calculation based on input from the questionnaire combined with

other data sets which may be collected automatically (from e.g., the Internet) for public cloud

providers. The risk calculation to determine level of trust may be based upon a defined list of criteria,

in addition to standards/policies of an entity that explain in detail what is required for each item listed.

Some or all of this process may be automated by use of an internal application. In an implementation

an IT administrator or someone from a security risk team may determines the level of trust given to a

cloud provider. This level of trust may be determined by an assessment of the cloud provider's



security controls and capabilities which may be tracked and processed using an SRCR and may be

communicated by a prospecting service. The risk calculation may provide a risk value that may

automatically present a trust value for cloud provider. The data sets used for the calculation may

include public risk assessment data for the cloud provider, security certifications obtained by the

cloud provider, physical and digital parameters for the cloud provider's locations, and any other data

sets deemed applicable for a security assessment.

In an implementation, a security assertion markup language (SAML) or similar may be adapted

for use in assessing cloud security capabilities. For example, a technical signal may indicate which

security controls are in place for a certain cloud provider, and which party is responsible for t e

management of teach security control. SAML may pass defined attributes from an end system based

upon pre-defined criteria (e.g., required control criteria) to a remote system. It may be used as a way

to validate that certain controls are in place prior to allowing traffic between cloud security stack

(CSS) connected networks. Having this type of information available, the entity network may

predefine required controls and designate which party would be responsible for those controls, and the

automated systems or methods for providing secure cloud provider communication may negotiate

security relationships between the entity network and the cloud provider on the fly.

For example, a language may be implemented to communicate to a service prospecting for cloud

services. A menu of available security controls offered by a cloud provider may be provided. The

language may allow t e prospecting service to interrogate potential cloud vender service offerings and

may compare the available controls to its list of required controls for the data classification involved

in the transaction. Price may be included as a variable included in the communication, and the

prospecting service may negotiate price as it ensures that the proper security controls were

implemented in the cloud provider.

In an implementation, an entity interested in implementing a cloud security stack (e.g., entity

network 102) may assign each IaaS, PaaS, and/or SaaS cloud provider utilized by the entity network

with a level of trust. The assignment of trust may be automated and levels of trust may be

electronically assigned in response to receiving and electronically evaluating control information

received from the cloud provider. In some situations, a risk or compliance team may determine a trust

level for a cloud provider or set preferences in an electronic system to determine the trust level based

on whether or not the cloud provider is able to meet defined controls criteria set by the entity

implementing the cloud security stack.

In various implementations, the defined controls (e.g., required control criteria) that need to be

met by the cloud provider may be one or more of logging controls, data leakage protection controls,

secure communication controls, endpoint stack controls, authentication controls such as AuthN and

AuthZ controls, Internet controls, network stack controls, resource controls, and/or soft controls. The

control information about the cloud provider required by the entity implementing the cloud security

stack in order to assign a trust level may include options, specifications and/or physical parameters



related to one or more of these controls, including control information on one or more of the control

types described below. The control information may be received by the entity implementing the

cloud security stack electronically and may represent physical parameters and/or data that may be

used to automatically assign a trust level and begin handling network traffic from the cloud provider.

In order to be designated as a trusted cloud provider, the cloud provider may be required to meet one

or more of the acceptable control type descriptions discussed below.

For example, logging control types may include network logs. The cloud service provider may be

required to collect network traffic logs and other cloud services logs and make those logs available to

the entity implementing the cloud security stack. The logging control types may further include

physical server logs. The cloud service provider may be required to collect physical server and

hypervisor logs and make those logs available to the entity implementing the cloud security stack.

The logging control types may also include provisioning logs. The cloud service provider may be

required to collect management, provisioning, and delivery logs and make those logs available to the

entity implementing the cloud security stack. The logging control types may also include security

information and event management (SIEM) integration. The cloud service provider maybe required

to collect security incidents and events logs in a SIEM system and make those incidents and events

available to the entity implementing the cloud security stack. The logging control types may also

include an application program interface (API) for SIEM. The cloud service provider may be

required to allow for installation of, or provide an API interface for, the entity implementing the cloud

security stack, in order to retrieve the SIEM log records for importation into a SIEM tool. The

logging control types may also include application logging. The cloud service provider may also be

required to collect application activity logs and make them available to the entity implementing the

cloud security stack. The logging control types may also include virtual device logs. The cloud

service provider maybe required to collect virtual machine and virtual container logs and make those

logs available to the entity implementing the cloud security stack (the "entity").

Further, data leakage protection (DLP) control types may include host based DLP. The cloud

service provider maybe required to allow for the entity's DLP client to be installed on a physical

server or virtual machine of the cloud provider where applicable. DLP control types may also include

network based DLP. The cloud service provider may be required to allow for the entity's network-

based DLP to be installed between the cloud service provider and the entity's network.

Secure communications control types may include a secure communications path. The cloud

service provider may be required to provide for the capability to leverage a dedicated circuit, a VPN

(Virtual Private Network) tunnel, or another entity approved method for secure communications.

Secure communications control types may also include IP address recognition. The cloud service

provider maybe required to provide for the ability to recognize and route network traffic based on the

entity's source IP addresses. Secure communications control types may also include encrypted

communication. The cloud service provider may be required to provide for t e ability to force all web



based connections to be encrypted via transport layer security TLS 1.1 or greater. Secure

communications control types may also include RFC 1918 IP space. The cloud service provider

maybe requires to provide for the capability to use entity provided and approved IP address space for

IaaS only.

Endpoint stack control types may include white listing. The cloud service provider may be

required to allow for the entity's standard whitelisting product client to be installed on a physical

server or virtual machine of the cloud provider where applicable. Endpoint stack control types may

also include antivirus capability. The cloud service provider may be required to allow for the entity's

standard antivirus client to be installed on a physical server or virtual machine of the cloud provider

where applicable. Endpoint stack control types may also include Sureview capability. The cloud

service provider may be required to allow for the entity's Sureview client to be installed on the host

for incident response where applicable. Endpoint stack control types may also include Encase

capability. The cloud service provider may be required to allow for the entity's Encase client to be

installed on the host for incident response where applicable. Endpoint stack control types may also

include Encryption at Rest capability. The cloud service provider maybe required to provide

encryption at rest that meets the entity's standards and that will allow utilization of the entity's

Enterprise Encryption Key Management system. Endpoint stack control types may also include host-

based intrusion prevention systems/detection (IPS/IDS). The cloud service provider maybe required

to allow for the entity's host-based (IPS/IDS) client to be installed on one or more virtual machine at

the cloud provider where applicable. Endpoint stack control types may also include active directory.

The cloud service provider may be required to allow for the ability for one or more virtual machines

joined to the entity's cloud or network domain to be managed by Active Directory Group Policy

Objects in IaaS only.

Authorization (AuthN and AuthZ) control types may include virtual machine membership. The

cloud service provider may be required to allow for the ability to join one or more virtual machine of

the cloud provider to the entity's cloud or network domain in IaaS only. Authorization control types

may also include federation. The cloud service provider may be required to support Federated-SSO

(Identity Federation) with the entity as the Identity Provider, and the cloud service provider as the

Service Provider utilizing entity approved protocols. Authorization control types may include

administration account. The cloud service provider may be required to provide an entity security

team with a super-user administration role with over-ride access to administer all accounts access.

Authorization control types may include identity management. The cloud service provider maybe

required to allow for Identity Management either via Federated-SSO, or via an API. Authorization

control types may include multi-factor for administration. The cloud service provider may be

required to force multi-factor authentication for access to manage cloud infrastructure. Authorization

control types may include limited administration access. The cloud service provider may be required

to limit access to the cloud infrastructure management interface to specific sources.



Internet control types may include non-Internet-facing capability. The cloud service provider

may be required to ensure that access to the cloud infrastructure management interface is not

accessible via the Internet. Internet control types may include local Internet access. The cloud

service provider may be required to ensure that access to the Internet is accessible from the cloud

provided virtual machine system. Internet control types may include standard demilitarized zone

(DMZ) or perimeter network practices. The cloud service provider may be required to ensure that

access to the Internet from a cloud provided virtual machine is only accessible via an entity standard

or approved DMZ.

Network stack control types may include firewall capabilities. The cloud service provider may be

required to have firewalls implemented and provide to provide the entity the ability to manage the

firewalls. Network stack control types may include packet capture review. The cloud service

provider may be required to provide for t e ability to collect packet capture traces and allow the

entity's Incident Response team to view the collected traces during an incident. Network stack

control types may include identification and control. All data going to a cloud environment which is

leaving the entity may be required to go through a service to provide usage identification and

encryption. Network stack control types may include intrusion prevention systems (IPS). The cloud

service provider may be required to have network-based IPS implemented, and provide the entity the

ability to manage the IPSs.

Resource control types may include image snapshot. The cloud service provider may be required

to provide the entity with the ability to get virtual machine snapshots for forensic examination during

an incident response event. Resource control types may also include isolation capabilities. The cloud

service provider may be required to provide for physical isolation which may be preferred and logical

isolation may be evaluated on a case by case basis per cloud provider. Resource control types may

include resource management. The cloud service provider may be required to provide the entity with

a secure API that may be used for scripting/programing that allows for the remote management of

cloud resources. Resource control types may include operating system capabilities. The cloud

service provider may be required to only install an entity approved operating system.

Soft controls control types may include follow-all-policies assurance. The cloud service provider

maybe required to ensure that they are following all of the entity's applicable policies. Soft controls

control types may also include that the cloud service provider must work with their customer, and the

entity's security team, to complete a risk evaluation for each implementation pattern. Soft controls

control types may standard entity images / machines control. The cloud service provider may be

required to allow the entity to use its standard entity images for virtual machines for IaaS only. Soft

controls control types incident response controls. The cloud service provider maybe required to

provide documentation and demonstrate that their incident response procedures are in place. Soft

controls control types may include breach notification. The cloud service provider may be required to

provide the entity notification in the event of a breach as per a contract between the entity and the



cloud service provider.

In various implementations, the method (300) for secure cloud provider communication may

include designating the first cloud provider as having a first level of trust based on the comparing of

the validated required control criteria to the defined required control criteria for t e first cloud

provider. The method (300) may also include designating the second cloud provider as having a

second level of trust based on the comparing of the validated required control criteria to the defined

required control criteria for the second cloud provider. In this way, the techniques and features

described in the present disclosure may be used to determine and designate levels of trust of any

number (e.g., 1000's) of cloud providers of other information technology providers.

Referring again to FIG. 3, the method (300) for secure cloud provider communication may also

include transmitting (306) t e data from the one of the first cloud provider (e.g., one of cloud

providers 102a-102d), the entity network (e.g., entity network 104), and the second cloud provider

(e.g., one of cloud providers 102a-102d) to a cloud security stack (e.g., cloud security stack 100 or

200) based on the determined (or designated) (304) levels of trust (106a-106d). The method may

additionally include processing (308) the data at the cloud security stack (e.g., cloud security stack

100 or 200) based on the determined (or designated) (304) levels of trust. In various implementations,

the method may include transmitting the data from the cloud security stack (e.g., cloud security stack

100 or 200) to the another of the first cloud provider (e.g., one of cloud providers 102a-102d), the

entity network (e.g., entity network 104), and the second cloud provider (e.g., one of cloud providers

102a-102d) based on the processing (308) of the data at the cloud security stack (e.g., cloud security

stack 100 or 200).

It should be noted that using the techniques and features described in the present disclosure, the

first cloud provider, the entity network, and the second cloud provider may each designated as having

a different level of trust and communicate securely with each other based on the different levels of

trust designated and the processing of the data at the cloud security stack. Using the techniques and

features described in the present disclosure any number of additional cloud providers or other

information technology providers (e.g., 1000's) may communicate securely with each other based

designated levels of trust and the processing of the data at the cloud security stack.

As discussed above, the entity implementing the cloud security stack may assign each cloud

provider (e.g., an IaaS, PaaS and SaaS cloud provider) with a level of trust based the control

information (e.g., physical parameters and data) received from each cloud provider and trust level

criteria defined by the entity. The process of assigning a level of trust to each cloud provider may be

automated, as discussed above. In an implementation, a risk and compliance team may determine a

trust level for each cloud provider based on whether or not the cloud provider is able to meet trust

level criteria defined by the entity implementing the cloud security stack. For example, a system may

be used to track SRCR requests and to include new cloud providers that will be connected to the cloud

security stack. The system may allow users to submit the required information and progress through



stages to completion based upon input from a system administrator or risk expert.

For illustrative purposes only, three levels of trust may be referred to herein as trusted, semi-

trusted, and untrusted. However, this is not intended to be a limitation of the present disclosure. Any

number of trust levels may be used to implement methods for secure cloud provider communication

and a cloud security stack, and the trust levels may correspond to a variety of levels of trust based on

the control information received from the cloud provider.

For example, and referring back to FIG. 1, a cloud provider may be designated as trusted (most

secure) if the cloud provider (106a, 106c) has an endpoint under control of the entity (i.e., the entity

implementing the cloud security stack 100) that has met a series of controls that ensure the data

present on the system is completely protected. The cloud provider may be designated as semi-trusted

if t e cloud provider (106d) has an endpoint partially under control of the entity (i.e., the entity

implementing the cloud security stack 100) that has met a series of controls that ensure the data

present on the system is reasonably protected. The cloud provider may be designated as untrusted

(least secure) if the cloud provider (106b) has an endpoint not under any control of the entity (i.e., the

entity implementing the cloud security stack) because it may be reasonable to believe any data on this

system could be easily compromised.

Assume for example that entity network 104 needs the ability to communicate with cloud

provider 102a. Because both entity network 104 and cloud provider 102a are classified as trusted (i.e.,

as noted in FIG. 1 with the "T"), traffic 108 may flow through cloud security stack 100 and which

provides NDLP, IPS and packet capture abilities. Packet filtering may not be provided via the

firewall (e.g., firewalls 118, 120) as both entity network 104 and cloud provider 102a are trusted.

In another example, assume that cloud provider 102a needs to communicate with cloud provider

102d. Traffic 108 may not be permitted to pass via the routers (e.g., routers 122, 124) to allow direct

communication because traffic 108 nay be required pass through cloud security stack 100 with all

controls (i.e., NDLP, packet capture, IPS, and firewall packet filtering) applied, as traffic 108 is

flowing from a trusted provider in cloud provider 102a to a semi-trusted provider in cloud provider

102d.

Further, in another example, assume that a server located at cloud provider 102a needs the ability

to communicate with cloud provider 102c. Traffic 108 may not be permitted to pass via the routers

(e.g., routers 122, 124) to allow direct communication, but may be required to pass through cloud

security stack 100 with NDLP, IPS and packet capture controls. Packet filtering may not be provided

via the firewall (e.g., firewalls 118, 120), as both providers are trusted.

Referring also to FIG. 3, processing (308) the data (e.g., network traffic 108) at cloud security

stack 100 based on the determined (304) levels of trust may include inspecting (3 12), at a network

data loss prevention system (e.g., NDLP 110a or 110b) of cloud security stack 100, the data to

identify the data to prevent loss of the data based on defined data loss prevention criteria. Data loss

prevention (DLP) criteria may be based on a pre-defined list of data types such as social security



number, credit card number, tax ID, etc. Custom rules may be created based on alphanumeric and/or

special characters in multiple languages. DLP rules may have two parts: conditions and actions.

Conditions may be searched for within the data packet and actions may be performed once the

condition is found. Data may be allowed, notified, and/or blocked from the data flow based on each

rule.

Further, processing (308) t e data (e.g., network traffic 108) at cloud security stack 100 based on

the determined (304) levels of trust may also include inspecting (3 14), at an intrusion prevention

system (e.g., IPS 112 or 114) of cloud security stack 100, the data to identify malicious activity based

on defined intrusion prevention system criteria. Defined intrusion prevention system (IPS) criteria

may be based on signature, anomaly, or protocol analysis. Signature criteria may be pre-determined

and may use a database to compare the traffic. When a match is found, an appropriate defined action

may be taken. Anomaly based detection may be performed after a baseline is determined and set on

the IPS. If any activity deemed to be outside of these parameters, the appropriate defined action may

be taken. Protocol analysis may identify and inspect traffic through the IPS systems based upon RFC

standards for protocols and applications. As criteria may be pre-determined and use a database to

compare the traffic, deviation from the RFC criteria may be detected and the appropriate defined

action may be taken.

Processing (308) the data (e.g., network traffic 108) at cloud security stack 100 based on the

determined (304) levels of trust may also include capturing (316), at a packet capture system (e.g.,

one or more of packet capture systems 116a-166d) of cloud security stack 100 a copy of the data and

storing the copy of the data. Additionally, processing (308) the data (e.g., network traffic 108) at

cloud security stack 100 based on the determined (304) levels of trust may include determining (318),

at a firewall system (e.g., firewall systems 118 or 120) of cloud security stack 100, whether the data

should pass through cloud security stack 100 based on defined firewall criteria. Moreover, processing

(308) the data (e.g., network traffic 108) at cloud security stack 100 based on the determined (304)

levels of trust may include inspecting (320), at a firewall system (e.g., firewall systems 118 or 120) of

cloud security stack 100, the data to ensure adherence to a network traffic protocol.

It should be noted that traffic that flows through the cloud security stack may interact with each of

the four security components (i.e., firewall, IPS, DLP, and packet capture). The firewall rules for

trusted to trusted providers, as an example, may be in any configuration. In other words, traffic may

be permitted between these two networks. Stateful packet inspection may still performed. Specific

rulesets may be applied for DLP, IPS and packet capture for each connected entity.

As discussed above, in various implementations, the levels of trust based on endpoint control by

entity network 104 may include a trusted level. The trusted level may indicate an endpoint (of a cloud

provider) under control of entity network 104 meeting defined control criteria ensuring that the data is

completely protected. The levels of trust based on endpoint control by entity network 104 may further

include a semi-trusted level. The semi-trusted level may indicate an endpoint (of a cloud provider)



under control of entity network 104 meeting defined control criteria ensuring that the data is partially

protected. The levels of trust based on endpoint control by entity network 104 may also include an

untrusted level. The untrusted level may indicate an endpoint (of a cloud provider) not under control

of entity network 104 based on defined control criteria and indicate that the data unprotected.

The cloud security stack may include security appliances to provide layer 3 and 4 packet level

security. The security appliances may be deployed in a high availability fashion with a single security

appliance designated as the active node at all times. Redundant high availability security appliances

may be placed in between the IPS and network devices that provide connectivity back to the

implementing entity's data center core network, with a single security appliance designated as the

active node at all times. The security appliances may be configured in a multiple context mode for

future growth. A single firewall context may be configured initially and transparency may be used

with the trusted (implementing network) side of the device as a default gateway.

The cloud security stack may be configured in a number of ways. For example, security

appliances may be used to create a context needed for the cloud security stack. This approach may

allow the physical firewall to be partitioned into multiple standalone firewalls for future growth. Each

standalone firewall may act and behave as an independent entity with its own configuration,

interfaces, security policies, and routing table. "Contexts" may be configured in order to take

advantage of virtualization.

For example, an admin context may be created before defining other contexts and may reside on a

local disk. A system context may be used to define different attributes of the other contexts. Layer 2

or 3 interfaces may not exist with the system context but it may define the interface allocations for

other contexts. A customer context may act as a virtual firewall with its own configuration and may

include options that are available in a standalone firewall. Access and event logs may be sent to

SEIM.

Access Control lists on a security appliance may determine whether or not network traffic is

allowed to flow from one defined network to another via a virtual or physical interface. Security

levels (0-100) may be used to define each network. The higher t e security level number, the more

secure t e network. By default, traffic flowing from a lower security level to a higher security level

may be denied. Traffic that flows from a higher to a lower security level maybe allowed.

Intrusion prevention devices (IPSs) may provide the network intrusion prevention for the cloud

security stack. IPSs may be placed in between a untrusted side of the firewalls and the connectivity to

the cloud providers. As the IPSs are in-line pass through devices, they may depend on layer 3 devices

they are connected to for failover.

Using the techniques and features described herein, secure routing between, for example, a trusted

IaaS cloud service provider and a semi-trusted or untrusted PaaS cloud service provider may be

achieved by detecting and preventing intrusions across all points of connectivity through a cloud

security stack. Further, the techniques and features describe herein may allow for enhanced visibility



of potential loss of corporate and/or customer data across all points of connectivity through the cloud

security stack.

FIG. 4 illustrates a block diagram of a computer system capable of implementing methods for

determining a level of trust to be assigned to a cloud provider and applying the level of trust using a

cloud security stack, in accordance with embodiments of the present invention. The computer system

500 may generally comprise a processor 59 1, an input device 592 coupled to the processor 59 1, an

output device 593 coupled to the processor 59 1, and memory devices 594 and 595 each coupled to the

processor 591. The input device 592, output device 593 and memory devices 594, 595 may each be

coupled to the processor 591via a bus. Processor 591 may perform computations and control the

functions of computer 500, including executing instructions included in the computer code 597 for the

tools and programs capable of implementing methods for determining a level of trust to be assigned to

a cloud provider and applying the level of trust using a cloud security stack, in the manner described

in the present disclosure, wherein the instructions of the computer code 597 may be executed by

processor 591 via memory device 595 . The computer code 597 may include software or program

instructions that may implement one or more algorithms for implementing the methods for

determining a level of trust to be assigned to a cloud provider and applying the level of trust using a

cloud security stack, as described in detail above. The processor 591 executes the computer code 597.

Processor 591may include a single processing unit, or may be distributed across one or more

processing units in one or more locations (e.g., on a client and server).

The memory device 594 may include input data 596. The input data 596 includes any inputs

required by the computer code 597. The output device 593 displays output from the computer code

597. Either or both memory devices 594 and 595 may be used as a computer usable storage medium

(or program storage device) having a computer readable program embodied therein and/or having

other data stored therein, wherein the computer readable program comprises the computer code 597.

Generally, a computer program product (or, alternatively, an article of manufacture) of the computer

system 500 may comprise said computer usable storage medium (or said program storage device).

Memory devices 594, 595 include any known computer readable storage medium, including those

described in detail below. In one embodiment, cache memory elements of memory devices 594, 595

may provide temporary storage of at least some program code (e.g., computer code 597) in order to

reduce t e number of times code must be retrieved from bulk storage while instructions of t e

computer code 597 are executed. Moreover, similar to processor 59 1, memory devices 594, 595 may

reside at a single physical location, including one or more types of data storage, or be distributed

across a plurality of physical systems in various forms. Further, memory devices 594, 595 can

include data distributed across, for example, a local area network (LAN) or a wide area network

(WAN). Further, memory devices 594, 595 may include an operating system (not shown) and may

include other systems not shown in FIG. 6 .

In some embodiments, the computer system 500 may further be coupled to an Input/output (I/O)



interface and a computer data storage unit. An I/O interface may include any system for exchanging

information to or from an input device 592 or output device 593. The input device 592 may be, inter

alia, a keyboard, a mouse, etc. or in some embodiments the input mechanism 110 or locking

mechanism 111. The output device 593 may be, inter alia, a printer, a plotter, a display device (such

as a computer screen), a magnetic tape, a removable hard disk, a floppy disk, etc. The memory

devices 594 and 595 may be, inter alia, a hard disk, a floppy disk, a magnetic tape, an optical storage

such as a compact disc (CD) or a digital video disc (DVD), a dynamic random access memory

(DRAM), a read-only memory (ROM), etc. The bus may provide a communication link between each

of the components in computer 500, and may include any type of transmission link, including

electrical, optical, wireless, etc.

An I/O interface may allow computer system 500 to store information (e.g., data or program

instructions such as program code 597) on and retrieve the information from computer data storage

unit (not shown). Computer data storage unit includes a known computer-readable storage medium,

which is described below. In one embodiment, computer data storage unit may be a non-volatile data

storage device, such as a magnetic disk drive (i.e., hard disk drive) or an optical disc drive (e.g., a CD-

ROM drive which receives a CD-ROM disk). In other embodiments, the data storage unit may include

a knowledge base or data repository.

As will be appreciated by one skilled in t e art, in an embodiment, the present invention may be a

method; in an embodiment, the present invention may be a system; and in an embodiment, the present

invention may be a computer program product. Any of the components of the embodiments of the

present invention can be deployed, managed, serviced, etc. by a service provider that offers to deploy

or integrate computing infrastructure with respect to access controlling or regulating systems and

methods. Thus, an embodiment of the present invention discloses a process for supporting computer

infrastructure, where the process includes providing at least one support service for at least one of

integrating, hosting, maintaining and deploying computer-readable code (e.g., program code 597) in a

computer system (e.g., computer 500) including one or more processor(s) 591, wherein the

processor(s) carry out instructions contained in the computer code 597 causing the computer system

to control access to a locked space. Another embodiment discloses a process for supporting computer

infrastructure, where the process includes integrating computer-readable program code into a

computer system including a processor.

The step of integrating includes storing the program code in a computer-readable storage device

of the computer system through use of the processor. The program code, upon being executed by the

processor, implements a method for controlling access to a locked space. Thus, t e present invention

discloses a process for supporting, deploying and/or integrating computer infrastructure, integrating,

hosting, maintaining, and deploying computer-readable code into the computer system 500, wherein

the code in combination with the computer system 500 is capable of performing methods for

determining a level of trust to be assigned to a cloud provider and applying the level of trust using a



cloud security stack.

A computer program product of the present invention comprises one or more computer readable

hardware storage devices having computer readable program code stored therein, said program code

containing instructions executable by one or more processors of a computer system to implement the

methods of the present invention.

A computer system of t e present invention comprises one or more processors, one or more

memories, and one or more computer readable hardware storage devices, said one or more hardware

storage devices containing program code executable by the one or more processors via the one or

more memories to implement the methods of the present invention.

The present invention may be a system, a method, and/or a computer program product at any

possible technical detail level of integration. The computer program product may include a computer

readable storage medium (or media) having computer readable program instructions thereon for

causing a processor to carry out aspects of the present invention.

The computer readable storage medium can be a tangible device that can retain and store

instructions for use by an instruction execution device. The computer readable storage medium may

be, for example, but is not limited to, an electronic storage device, a magnetic storage device, an

optical storage device, an electromagnetic storage device, a semiconductor storage device, or any

suitable combination of the foregoing. A non-exhaustive list of more specific examples of the

computer readable storage medium includes the following: a portable computer diskette, a hard disk, a

random access memory (RAM), a read-only memory (ROM), an erasable programmable read-only

memory (EPROM or Flash memory), a static random access memory (SRAM), a portable compact

disc read-only memory (CD-ROM), a digital versatile disk (DVD), a memory stick, a floppy disk, a

mechanically encoded device such as punch-cards or raised structures in a groove having instructions

recorded thereon, and any suitable combination of the foregoing. A computer readable storage

medium, as used herein, is not to be construed as being transitory signals per se, such as radio waves

or other freely propagating electromagnetic waves, electromagnetic waves propagating through a

waveguide or other transmission media (e.g., light pulses passing through a fiber-optic cable), or

electrical signals transmitted through a wire.

Computer readable program instructions described herein can be downloaded to respective

computing/processing devices from a computer readable storage medium or to an external computer

or external storage device via a network, for example, the Internet, a local area network, a wide area

network and/or a wireless network. The network may comprise copper transmission cables, optical

transmission fibers, wireless transmission, routers, firewalls, switches, gateway computers and/or

edge servers. A network adapter card or network interface in each computing/processing device

receives computer readable program instructions from the network and forwards the computer

readable program instructions for storage in a computer readable storage medium within the

respective computing/processing device.



Computer readable program instructions for carrying out operations of t e present invention may

be assembler instructions, instruction-set-architecture (ISA) instructions, machine instructions,

machine dependent instructions, microcode, firmware instructions, state -setting data, configuration

data for integrated circuitry, or either source code or object code written in any combination of one or

more programming languages, including an object oriented programming language such as Smalltalk,

C++, or the like, and procedural programming languages, such as t e "C" programming language or

similar programming languages. The computer readable program instructions may execute entirely on

the user's computer, partly on the user's computer, as a stand-alone software package, partly on the

user's computer and partly on a remote computer or entirely on the remote computer or server. In the

latter scenario, the remote computer may be connected to the user's computer through any type of

network, including a local area network (LAN) or a wide area network (WAN), or the connection may

be made to an external computer (for example, through the Internet using an Internet Service

Provider). In some embodiments, electronic circuitry including, for example, programmable logic

circuitry, field-programmable gate arrays (FPGA), or programmable logic arrays (PLA) may execute

the computer readable program instructions by utilizing state information of the computer readable

program instructions to personalize the electronic circuitry, in order to perform aspects of the present

invention.

Aspects of the present invention are described herein with reference to flowchart illustrations

and/or block diagrams of methods, apparatus (systems), and computer program products according to

embodiments of the invention. It will be understood that each block of the flowchart illustrations

and/or block diagrams, and combinations of blocks in the flowchart illustrations and/or block

diagrams, can be implemented by computer readable program instructions.

These computer readable program instructions may be provided to a processor of a general

purpose computer, special purpose computer, or other programmable data processing apparatus to

produce a machine, such that the instructions, which execute via the processor of the computer or

other programmable data processing apparatus, create means for implementing the functions/acts

specified in the flowchart and/or block diagram block or blocks. These computer readable program

instructions may also be stored in a computer readable storage medium that can direct a computer, a

programmable data processing apparatus, and/or other devices to function in a particular manner, such

that the computer readable storage medium having instructions stored therein comprises an article of

manufacture including instructions which implement aspects of the function/act specified in the

flowchart and/or block diagram block or blocks.

The computer readable program instructions may also be loaded onto a computer, other

programmable data processing apparatus, or other device to cause a series of operational steps to be

performed on the computer, other programmable apparatus or other device to produce a computer

implemented process, such that the instructions which execute on the computer, other programmable

apparatus, or other device implement the functions/acts specified in the flowchart and/or block



diagram block or blocks.

The flowchart and block diagrams in the Figures illustrate the architecture, functionality, and

operation of possible implementations of systems, methods, and computer program products

according to various embodiments of the present invention. In this regard, each block in t e flowchart

or block diagrams may represent a module, segment, or portion of instructions, which comprises one

or more executable instructions for implementing the specified logical function(s). In some alternative

implementations, the functions noted in t e blocks may occur out of the order noted in the Figures.

For example, two blocks shown in succession may, in fact, be executed substantially concurrently, or

the blocks may sometimes be executed in the reverse order, depending upon the functionality

involved. It will also be noted that each block of the block diagrams and/or flowchart illustration, and

combinations of blocks in the block diagrams and/or flowchart illustration, can be implemented by

special purpose hardware -based systems that perform the specified functions or acts or carry out

combinations of special purpose hardware and computer instructions.

While embodiments of the present invention have been described herein for purposes of

illustration, many modifications and changes will become apparent to those skilled in the art.

Accordingly, the appended claims are intended to encompass all such modifications and changes as

fall within the true spirit and scope of this invention.

The descriptions of the various embodiments of the present invention have been presented for

purposes of illustration, but are not intended to be exhaustive or limited to the embodiments disclosed.

Many modifications and variations will be apparent to those of ordinary skill in the art without

departing from the scope and spirit of the described embodiments. The terminology used herein was

chosen to best explain the principles of the embodiments, the practical application or technical

improvement over technologies found in the marketplace, or to enable others of ordinary skill in the

art to understand the embodiments disclosed herein.



CLAIMS

1. A method for secure cloud provider communication, t e method comprising:

receiving a request to transmit data from one of a first cloud provider, an entity network, and

a second cloud provider to another of the first cloud provider, the entity network, and the second

cloud provider;

determining levels of trust associated with the first cloud provider, the entity network, and the

second cloud provider , wherein determining the levels of trust comprises:

electronically transmitting a set of required control criteria to the first cloud provider

and the second cloud provider;

electronically receiving communications from to the first cloud provider and the

second cloud provider, the communications indicating which of the required control criteria

are met by the first cloud provider and the second cloud provider;

electronically validating that the indicated required control criteria are met by the first

cloud provider and the second cloud provider; and

comparing t e validated required control criteria for the first cloud provider and the

second cloud provider with defined required control criteria for three different levels of trust;

designating the first cloud provider as having a first level of trust based on the comparing of

the validated required control criteria to the defined required control criteria for the first cloud

provider;

designating the second cloud provider as having a second level of trust based on the

comparing of the validated required control criteria to the defined required control criteria for the

second cloud provider;

transmitting the data from the one of the first cloud provider, the entity network, and the

second cloud provider to a cloud security stack based on the designated levels of trust; and

processing the data at the cloud security stack based on the designated levels of trust, wherein

the first cloud provider, the entity network, and the second cloud provider are each designated as

having a different level of trust and communicate securely with each other based on the different

levels of trust designated and the processing of the data at the cloud security stack.

2 . The method of claim 1, further comprising:

transmitting the data from the cloud security stack to the another of the first cloud provider,

the entity network, and the second cloud provider based on the processing of the data at the cloud

security stack.

3. The method of claim 1, wherein processing the data at the cloud security stack based on the

designated levels of trust comprises:

inspecting, at a network data loss prevention system of the cloud security stack, the data to

identify the data to prevent loss of the data based on defined data loss prevention criteria.



4 . The method of claim 1, wherein processing the data at the cloud security stack based on the

designated levels of trust comprises:

inspecting, at an intrusion prevention system of the cloud security stack, the data to identify

malicious activity based on defined intrusion prevention system criteria.

5 . The method of claim 1, wherein processing the data at the cloud security stack based on the

designated levels of trust comprises:

capturing, at a packet capture system of t e cloud security stack a copy of the data and storing

the copy of the data.

6 . The method of claim 1, wherein processing the data at the cloud security stack based on the

designated levels of trust comprises:

determining, at a firewall system of the cloud security stack, whether the data should pass

through the cloud security stack based on defined firewall criteria.

7 . The method of claim 1, wherein processing the data at the cloud security stack based on the

designated levels of trust comprises:

inspecting, at a firewall system of the cloud security stack, the data to ensure adherence to a

network traffic protocol.

8 . The method of claim 1, wherein t e levels of trust are based on endpoint control by the entity

network and include a trusted level, the trusted level indicating an endpoint under control of the entity

network meeting defined control criteria ensuring that the data is completely protected.

9 . The method of claim 1, wherein the levels of trust are based on endpoint control by the entity

network and include a semi-trusted level, the semi-trusted level indicating an endpoint under control

of the entity network meeting defined control criteria ensuring that the data is partially protected.

10. The method of claim 1, wherein the levels of trust are based on endpoint control by the entity

network and include an untrusted level, the untrusted level indicating an endpoint not under control of

the entity network based on defined control criteria and indicating that the data unprotected.

11. The method of claim 1, wherein the cloud security stack comprises a router, a switch, a firewall,

an intrusion prevention system, a network data loss prevention system, a packet capture system, and a

network tap.

12. The method of claim 1, wherein the first cloud provider and the second cloud provider service the

entity network.

13. A system for secure cloud provider communication, the system comprising:

a cloud security stack to control passage of network traffic between cloud providers servicing

an entity network and between the cloud providers and the entity network, the cloud security stack

comprising:

a virtual routing and forwarding system to logically separate network traffic

originating from trusted, semi-trusted, and untrusted cloud providers;



a network data loss prevention system to inspect the network traffic, identify data,

and prevent loss of data based on defined data loss prevention criteria;

an intrusion prevention system to inspect the network traffic and identify malicious

activity based on defined intrusion prevention system criteria;

a packet capture system to capture and store a copy of the network traffic; and

a firewall system to determine whether the network traffic should pass through the

cloud security stack and inspect the network traffic to ensure adherence to a network traffic

protocol.

14. A method for determining a level of trust to be assigned to a cloud provider and applying the

level of trust using a cloud security stack, the method comprising:

requesting control information from a cloud provider, t e control information being physical

parameters indicative endpoint control;

receiving the control information from the cloud provider;

comparing, by a processor of a computer system, the physical parameters indicative of

endpoint control with defined trust level criteria associated with an entity network;

assigning, by a processor of a computer system, a level of trust to the cloud provider based on

the comparing; and

managing network traffic from the cloud provider at the cloud security stack based on the

level of trust assigned to the cloud provider.

15 . The method of claim 14, where in the control information comprises one or more of logging

control, DLP control, secure communications control, endpoint stack control, authorization control,

internet control, network stack control, resource control, and soft control.

16. The method of claim 15, wherein the logging control comprises one or more of network traffic

logs, physical server logs, and hypervisor logs.

17. The method of claim 15, wherein the network stack control comprises packet capture review.

18 . The method of claim 14, wherein determining the level of trust to be assigned to the cloud

provider further comprises:

receiving, at a computing system, a technical signal indicating which security controls are in

place for a cloud provider; and

predefining, at the computing system required security controls of the security controls from

the technical signal.

19. The method of claim 14, wherein determining the level of trust to be assigned to the cloud

provider further comprises:

requesting, from a computing system, the control information in an electronic questionnaire

from a cloud provider to evaluate the cloud provider; and

receiving, at the computing system, the control information in the electronic questionnaire

from the cloud provider.



20. The method of claim 19, wherein determining the level of trust to be assigned to t e cloud

provider further comprises:

performing, at the computing device, a risk calculation based on control information from the

electronic questionnaire, automatically collected security data sets including public risk assessment

data and security certifications associated with the cloud provider, and physical an digital parameters

for the cloud provider's location; and

determining, at the computing device, a trust level for the cloud provider based on the risk

calculation.
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