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(57) Abstract: An example device includes a processor; a first interface port forming a first datalink to a core network device via a
first interconnect device; and a second interface port forming a second datalink to the core network device via a second interconnect
device, the first and second datalinks being redundant connections of a link aggregation group (LAG) including a plurality of multi-
plexed connections within a single network media. The processor is to: remove the first interconnect device while maintaining the
second datalink; update firmware of the first interconnect device upon receiving a first indication that the first interconnect device
has stopped receiving or transmitting data; and reestablish the redundant connections of the first interconnect device upon receiving
a second indication that the first interconnect device has been added back to the LAG. The first and second indications include indic -

ations of states in each connection of the multiplexed connections.
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FIRMWARE UPDATE OF AN INTERCONNECT DEVICE

BACKGROUND

[0001] Network interconnect devices are typically provided in various communication
networks to facilitate handling of data or information. Such network interconnect devices may
include switches or bridges, for example. Various types of network interconnect devices are
provided with firmware that includes instructions and controls operation of the devices. The
firmware in these devices often requires updating to, for example, correct flaws, improve

functionality or maintain compatibility with other network components.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] For a more complete understanding of various examples, reference is now made to
the following description taken in connection with the accompanying drawings in which:
[0003] Figure 1 illustrates an example system for automated firmware update of a complex
of network interconnect devices at a server edge without loss of server connectivity;

[0004] Figure 2 illustrates another example system for automated firmware update of a
complex of network interconnect devices at a server edge without loss of server connectivity;
[0005] Figure 3 illustrates an example flow diagram for an example process for automated
firmware update of a complex of network interconnect devices at a server edge without loss of
server connectivity; and

[0006] Figure 4 illustrates a block diagram of an example system with a computer-readable
storage medium including instructions executable by a processor to update firmware of an

interconnect device.

DETAILED DESCRIPTION

[0007] Updating firmware of network interconnect devices typically requires taking each
interconnect device out of service, updating the firmware and restarting each device. However,
in some situations, when a first network interconnect device and then a redundant network
interconnect device are restarted in quick succession, network connections may not be re-
established or may fail to provide continuity of connection. If a link aggregation group (LAG)

exists between a network interface card (NIC) of the server and interconnect ports of the network
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interconnect devices, a Link Aggregation Control Protocol (LACP) entity of the NIC may not
have fully reactivated its transmission queues of the link to the updated first network interface
device before the second network interface device is restarted. Thus, even though there may be
at least one link available to carry traffic, the second network interface device may not be ready
to use the link that just recovered, and so the entire LAG behaves as if links to both network
interface device have failed at the same time.

[0008] Various example systems and methods described herein maintain a network
connection of a computing device (e.g., a server) while firmware on a network interconnect
device is updated. The network interconnect device, such as a switch or a bridge, may be in a
multi-chassis LAG pair of network interconnect devices that are updated. In various example
systems, at least two network interconnect devices are connected to at least one server, each
server including at least two Network Interface Card (NIC) ports. For each server, one NIC port
is linked to one of the network interconnect devices, and a second NIC port is linked to a second
network interconnect device. The links may be configured as a redundant pair according to
IEEE 802.1AX, using Link Aggregation Control Protocol (LACP) to establish and maintain the
redundant connections. A similarly configured set of links connects the two network
interconnect devices to a core network device.

[0009] In various examples, certain updates to firmware of the network interconnect devices
require the network interconnect devices to be restarted in order for the new firmware to begin
operation. In these examples, the example system manages the state of the aggregated links and
controls the pace and order of the restarts so as to guarantee that at least one link of each
redundant connection is available at all times, maintaining the servers' access to the network. An
example process uses information about the state of the LACP entity in the servers to determine
when a network interconnect device can be safely restarted.

[0010] By administratively removing a network interconnect device from the multi-chassis
LAG pair before taking it offline, transmission queues can be allowed to drain before taking the
network interconnect device offline, ensuring no loss of data. In addition, by monitoring the
state of the LACP entity on the server end of the redundant links, the systems and methods
ensure that the physical link that was recently taken down has fully recovered before taking

down its redundant partner to receive the firmware update.
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[0011] Referring now to the figures, Figure 1 illustrates an example system 100 for
automated firmware updating of a complex of network interconnect devices at a server edge
without loss of server connectivity. The system 100 includes a computing device which, in the
example of Figure 1, is a server 110. In other examples, the computing device may be any of a
variety of other devices including but not limited to database appliances, storage appliances or
workstations. The server 110 is communicatively coupled to a pair of network interconnect
devices including a first network interconnect device 140-1 and a second network interconnect
device 140-2. The server 110 is connected to each of the first network interconnect device 140-1
and the second network interconnect device 140-2 via a single physical network media 134-1 and
134-2 (e.g., a cable), respectively. The first and second network interconnect devices 140-1 and
140-2 are each communicatively connected, ¢.g., via cables, to a core network device 160. The
system 100 provides a plurality of redundant multiplexed data connections between the server
110 and the core network device 160.

[0012] The example server 110 includes a central processing unit (CPU) 112 and a network
interface card (NIC) 126. The CPU 112 includes an operating system component 114 and a
network stack component 116. The CPU 112 also includes memory for storing software and/or
firmware for implementing the operating system component 114 and the network stack 116. In
various examples, the memory may include non-volatile storage including but not limited to at
least one of a read-only memory (ROM), programmable flash memory or erasable programmable
ROM (EPROM). In various examples, the memory may be integrally formed with the CPU 112
or may be an external memory device. The network stack component 116 provides for
packetized communication between the CPU 112 and the NIC 126. The network stack
component 116 may provide various layers including, for example, an application layer, a
transport layer, an internet layer and/or a link layer.

[0013] In the example of Figure 1, the network stack component 116 is linked to a first LAG
entity 120-1 (labeled LAGr) and a second LAG entity 120-2 (labeled LAGG). The network stack
component 116 provides a first data stream to the first LAG entity 120-1 and a second data
stream to the second LAG entity 120-2. The LAG entities 120 each coordinate a LAG between
the server 110 and one of the first network interconnect devices 140. In the example of Figure 1,
the LAGs between the server 110 and the network interconnect devices 140 each may provide

redundant data connections that include the first and second data streams provided by the
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network stack component 116. These redundant data connections provide for resiliency in
transporting the data streams.

[0014] The first and second LAG entities 120-1 and 120-2 maintain first and second LAGs
between the server 110 and the first and second network devices 140-1 and 140-2 according to
the LACP protocol. LACP provides a method to control the bundling of several physical ports
together to form a single logical channel. LACP allows the server 110 to negotiate an automatic
bundling of links by sending LACP packets to the first and second network interconnect devices
140-1 and 140-2.

[0015] The first LAG entity 120-1 is coupled to first and second LACP driver components
122-1 and 122-2. The first and second LACP driver components 122-1 and 122-2 communicate
redundant copies of the first data stream from the first LAG entity 120-1 to first and second
peripheral component interconnects (PCI)-express physical functions 128-1 and 128-2 (labeled
PFo and PF1, respectively). The first and second PFs 128-1 and 128-2 are also referred to as NIC
partitions. Each of the first and second PFs 128-1 and 128-2 modulates the first data stream
received from the respective first and second LACP drivers 122-1 and 122-2 over a first portion
of bandwidth of the first and second physical network media 134-1 and 134-2. In addition, each
of the first and second PFs 128-1 and 128-2 demodulates corresponding data stream received
from the first and second network interconnect devices 140-1 and 140-2 and communicates the
demodulated data stream to the respective first and second LACP drivers 122-1 and 122-2.
[0016] The second LAG entity 120-2 is coupled to third and fourth LACP driver components
122-3 and 122-4. The third and fourth LACP driver components 122-3 and 122-4 communicate
redundant copies of the second data stream from the second LAG entity 120-2 to third and fourth
PFs 128-3 and 128-4 (labeled PF3 and PF4, respectively). Each of the third and fourth PFs 128-3
and 128-4 modulates the second data stream received from the respective third and fourth LACP
drivers 122-3 and 122-4 over a second portion of bandwidth of the first and second physical
network media 134-1 and 134-2, the second portion of bandwidth being different from the first
portion of bandwidth utilized by the first and second PFs 128-1 and 128-2. In addition, each of
the third and fourth PFs 128-3 and 128-4 demodulates a corresponding data stream received from
the first and second network interconnect devices 140-1 and 140-2 and communicates the

demodulated data stream to the respective third and fourth LACP drivers 122-3 and 122-4.
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[0017] In various examples, the PFs 128 modulate and demodulate multiplexed data
connections according to the edge virtual bridging S-channel standard. The first through fourth
PFs 128-1 to 128-4 are each coupled to first through fourth server channel access ports (CAP)
130-1, 130-2, 130-3 and 130-4, respectively. The server CAPs 130 are connected to first and
second physical NIC ports 132-1 and 132-2. Specifically, the first and third server CAPs 130-1
and 130-3 are coupled to the first NIC port 132-1 and the second and fourth server CAPs 130-2
and 130-4 are coupled to the second NIC port 132-2. In this way, copies of the first and second
data streams are multiplexed and demultiplexed to and from the first and second physical
network media 134-1 and 134-2, as indicated by first and second multiplexed channels 135-1 and
136-1, respectively, contained within the first physical network media 134-1, and as indicated by
third and fourth multiplexed channels 135-2 and 136-2 contained within the second physical
network media 134-2.

[0018] The NIC 126 includes a processor (e.g., a CPU) and memory storing software and/or
firmware for implementing various components of the PFs 128 and the CAPs 130. In various
examples, the memory may include at least one of ROM, programmable flash memory or
erasable programmable ROM (EPROM). In various examples, the memory may be integrally
formed with the CPU of the NIC 126 or may be an external memory device.

[0019] The first and second physical network media 134-1 and 134-2 are each coupled to
respective ones of first and second server side network interconnect ports 142-1 and 142-2
included in the first network interconnect device 140-1 and the second network interconnect
device 140-2, respectively. The first server side network interconnect port 142-1 is coupled to
first and third network interconnect CAPs 144-1 and 144-3. The first and third network
interconnect CAPs 144-1 and 144-3 each receives copies of the first and second data streams that
are received from and transmitted to the first physical network media 134-1. The second server
side network interconnect port 142-2 is coupled to second and fourth network interconnect CAPs
144-2 and 144-4. The second and fourth network interconnect CAPs 144-2 and 144-4 each
receives copies of the first and second data streams that are received from and transmitted to the
second physical network media 134-2.

[0020] The first network interconnect CAP 144-1, of the first network interconnect device
140-1, and the second network interconnect CAP 144-2, of the second network interconnect

device 140-2, each communicate a copy of the first multiplexed data stream to and from a first
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multi-chassis LAG entity 148-1. In this example, the first data stream is one of a pair of edge
virtual bridging S-channels and the first multi-chassis LAG entity 148-1 is a multi-chassis LAG
of S channels and is thus labeled as S-LAGr. The first multi-chassis LAG entity 148-1
coordinates with the first server LAG entity 120-1 to complete the LAG containing the first data
stream.

[0021] In the example of Figure 1, the first multi-chassis LAG entity 148-1 communicates
the combined first data streams to and from a first multi-chassis LAG entity 150-1 that is linked
with a corresponding first core network device LAG entity 164-1 in the core network device 160.
The combined first data streams are communicated from the first multi-chassis LAG entity 150-1
to first and second core network side network interconnect ports 152-1 and 152-2 of the first and
second network interconnect devices 140-1 and 140-2. Each of the first and second network
interconnect devices 140-1 and 140-2 communicates a copy of the first data stream to first and
second interconnect side core network device ports 162-1 and 162-2 of the core network device
160. The first and second interconnect side core network device ports 162-1 and 162-2 are
coupled to the first core network device LAG entity 164-1 so as to complete the core network
side LAG of the first data stream. This first data stream may then be communicated to and from
various client devices via a first client side core network device port 166-1.

[0022] The third network interconnect CAP 144-3, of the first network interconnect device
140-1, and the fourth network interconnect CAP 144-4, of the second network interconnect
device 140-2, each communicates a copy of the second multiplexed data stream to and from a
second multi-chassis LAG entity 148-2. In this example, the second data stream is one of a pair
of edge virtual bridging S-channels and the second multi-chassis LAG entity 148-2 is a multi-
chassis LAG of S channels and is thus labeled as S-LAGg. The second multi-chassis LAG entity
148-2 coordinates with the second server LAG entity 120-2 to complete the LAG containing the
second data stream.

[0023] The second multi-chassis LAG entity 148-2 of S-channels communicates the
combined second data streams to and from a second multi-chassis LAG entity 150-2 that is
linked with a corresponding second core network device LAG entity 164-2 in the core network
device 160. The combined second data streams are communicated from the second multi-chassis
LAG entity 150-2 to third and fourth core network side network interconnect ports 152-3 and
152-4 of the first and second network interconnect devices 140-1 and 140-2. Each of the first
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and second network interconnect devices 140-1 and 140-2 communicates a copy of the second
data stream to third and fourth interconnect side core network device ports 162-3 and 162-4 of
the core network device 160. The third and fourth interconnect side core network device ports
162-3 and 162-4 are coupled to the second core network device LAG entity 164-2 so as to
complete the core network side LAG of the second data stream. This second data stream may
then be communicated to and from various client devices via a second client side core network
device port 166-1.

[0024] The first and second network interconnect device 140-1 and 140-2 communicate via
an inter-switch link (ISL) 146. In Figure 1, the first network interconnect device 140-1 is
illustrated as controlling all the LAG entities 148 and 150 and communicating data streams to the
second interconnect device 140-2. However, the second interconnect device 140-2 may also
include similar LAG entities 148 and 150 as the first network interconnect device so as to
perform similar functions and to assume control of the data streams in preparation for taking
interconnect device 140-1 out of service. Alternatively, LAG entities 148 and 150 could be
distributed across network interconnect devices 140-1 and 140-2.

[0025] The components of the system 100 in Figure 1 may be modified. For example, the
network interconnection devices 140, the server 110 and the core network device 160 may
include more ports such that more than two physical network media 134 are provided between
the server 110 and the network interconnection devices 140, and more than two physical network
media are provided between the network interconnection devices 140 and the core network
device 160. Further, more than one server 110 may be coupled to the network interconnect
devices 140 and more than one core network device 160 may be coupled to the network
interconnect devices 140.

[0026] Referring now to Figure 2, another example system 200 for automated firmware
update of a complex of network interconnect devices at a server edge without loss of server
connectivity is illustrated. The network interface devices 140, the core network device 160 and
the physical network media 134 are unchanged from the system 100 of Figure 1. However, the
server 210 illustrated in Figure 2 has been modified from the server 110 of Figure 1.
Specifically, the first and second server LAG entities 120-1 and 120-2 of the server 110 have
been replaced with first and second LAG entities 220-1 and 220-2 on a reconfigured NIC 226.
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[0027] The first data stream is communicated from the network stack 116 to the first PF 128-
1 via the first network device driver 122-1. The second data stream is communicated from the
network stack 116 to the second PF 228-1 via the second network device driver 122-2. The first
PF 228-1 is coupled to the first LAG entity 220-1 and the second PF 228-2 is coupled to the
second LAG entity 220-2. The first LAG entity 220-1 communicates first and second versions
of the first data stream to and from the first and second CAPs 130-1 and 130-2 and the second
LAG entity 220-2 communicates first and second versions of the second data stream to and from
the third and fourth CAPs 130-3 and 130-4. The PFs 228 may be implemented on a central
processor of the NIC 226. The remaining components of the system 200 function in similar
manner to the components of the system 100 of Figure 1.

[0028] Referring to Figure 3, an example flow diagram for an example process 300 is
illustrated for automated firmware update of a complex of network interconnect devices at a
server edge without loss of server connectivity. The process 300 is an example only and may be
modified. The example process 300 of Figure 3 will now be described with further references to
Figures 1 and 2.

[0029] The process 300 may begin with a processor of the server 110 establishing a first data
link with the core network device 160 via the first network interconnect device 140-1 connected
to the first network interface card (NIC) port 132-1 (block 310). The processor may be located
on the CPU 112 and/or on the NIC 226, as illustrated in Figure 2. At block 320, the processor
establishes a second data link with the core network device 160 via the second network
interconnect device 140-2 connected to the second NIC port 132-2. In various examples, the
first and second data links form a pair of redundant data connections of a link aggregation group
(LAG), cach of the redundant data connections may include a plurality of multiplexed data
connections within one physical network media. For example, the first and second physical
network media 134-1 and 134-2 may each include multiplexed S-channels 135-1, 135-2, 136-1
and 136-2.

[0030] When an update of firmware of one or both of the network interconnect devices 140
is needed, the processor of the server 110 initiates removal of one of the first or second network
interconnect devices from the LAG (block 330). For example, the processor may send an
instruction to the first network interconnect device 140-1 instructing the LAG entities 148-1 and

150 to remove all downlink and uplink ports from each of the LAGs formed between the server
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110 and the core network device 160. The removal of the first network interconnect device 140-
1 takes place while the second network interconnect device 140-2 continues to maintain the
second datalink between the server 110 and the core network device 160.

[0031] Upon receiving the instruction for removal from the LAGs at block 330, the LACP
mechanisms with in the LAG entities 148 and 150 of the first network interconnect device 140-1
transmit LACP frames within egress buffers of the server side interconnect ports 142 and the
core network side interconnect ports 152 but schedule no more LACP frames for these ports. In
addition, the LAG entities 148 and 150 of the first network interconnect device 140-1 may
forward packets bound for the server 110 and the core network device 160 across the ISL 146 to
the second interconnect device 140-2 to be transmitted to these devices. Also, the first network
interconnect device 140-1 may continue to accept LACP packets from the first NIC port 132-1
allowing transmit buffers/queues of the first NIC port 132-1to empty before failing over to the
second network interconnect device 140-2. At this time, the LAG entities 148 and 150 on the
first network interconnect device 140-1 update states on the server side interconnect ports 142
and the core network side interconnect ports 152. LACP agents on the LAG entities 120 or 220
of the server 110, and the LAG entities 164 of the core network device 160, detect the change in
state on their ports and likewise remove the corresponding port(s) 162 and 132 from their LACP
frame collection and distribution lists.

[0032] At block 340, the processor of the server 110 monitors states of the multiplexed data
connections 135-1 and 135-2 on the first network interconnect device 140-1 to detect first
changes in states indicating that the first network interconnect device 140-1 has stopped
receiving or transmitting data to and from the LAG on the plurality of multiplexed data
connections. The monitoring process at block 340 may include checks to ensure that: (a) all of
the server side interconnect ports 142-2 and core network side interconnect ports 152-2 and 152-
4 on the second network interconnect device 140-2 indicate that they their link LAG entities are
collecting and distributing LACP frames, and (b) that all of the server side interconnect ports
142-1 and core network side interconnect ports 152-1 and 152-3 on the first network interconnect
device 140-1 indicate that they their link LAG entities are not collecting nor distributing LACP
frames.

[0033] In various examples, the first network interconnect device 140-1 is configured to

indicate states of multiple S-Channels per physical network media 134-1. In these examples, the
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first network interconnect device 140-1 supports independent LACP states per S-Channel, not
just per server side interconnect port 142-1. This allows support for Ethernet network adapters
that have multiple NIC partitions per port, where each NIC partition has a driver instance
operating system 114 and S-Channels to the first network interconnect device 140-1. The first
network interconnect device 140-1 and the NIC 126 insert and remove an S-Channel Tag (S-
VLAN Tag) for each S-Channel's LACP exchange. Also the first interconnect device 140-1 may
support exchange Multi-Chassis LAG states across the ISL 146 for each S-Channel.

[0034] Upon determining that the first network interconnect device 140-1 has stopped
receiving or transmitting data to and from the LAG on the plurality of multiplexed data
connections, the processor updates firmware of the first network interconnect device 140-1 and
restarts the first network interconnect device 140-1 upon completing the firmware update (block
350). Alternatively to the processor of the server 110 updating the firmware of the first network
interconnect device 140-1, a processor of the first network interconnect device 140-1 may initiate
the firmware update and restart the first network interconnect device 140-1.

[0035] Upon restarting the first interconnect device 140-1, the processor of the server 110
add the first network interconnect device back to the LAG (block 360). At block 370, the
processor monitors a state of the first network interconnect device 140-1 to detect a second
change in state of the first network interconnect device 140-1 indicating that the first network
interconnect device 140-1 has been added back to the LAG. Upon detecting that the first
network interconnect device 140-1 has been added back to the LAG, the processor of the server
110 reestablishes the redundant data connections of the first network interconnect device 140-1
with the core network device 160 (block 380).

[0036] Upon completion of the process 300, the process 300 may be repeated to update the
firmware on the second network interconnect device 140-2 in a similar fashion. Thus, the
process 300 allows for firmware update of both the first and second interconnect devices 140-1
and 140-2 without losing connection of the first and second data streams between the server 110
and the core network device 160.

[0037] Figure 4 illustrates a block diagram of an example system with a computer-readable
storage medium including example instructions executable by a processor to update firmware of

an interconnect device. The system 400 includes the processor 410 and the computer-readable
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storage medium 420. The computer-readable storage medium 420 includes example instructions
421-426 executable by the processor 410 to perform various functionalities described herein.
[0038] The example instructions includes initiating removal of a first interconnect device
instructions 421 to initiate removal of a first network interconnect device forming a first datalink
with a core network device while maintaining a second datalink with a second network
interconnect device. As described above, the first datalink and the second datalink form a pair of
redundant data connections of a LAG, cach of the redundant data connections including a
plurality of multiplexed data connections within one physical network media.

[0039] The example instructions 422 cause the processor 410 to detect a first change in state
indicating that the first network interconnect device has stopped receiving or transmitting data to
and from the LAG on the plurality of multiplexed data connections. Upon detection of the first
change in state, the example instructions 423 cause the processor 410 to update firmware of the
first network interconnect device.

[0040] The example instructions 424 cause the processor 410 to add the first network
interconnect device back to the LAG. The example instructions 425 then cause the processor
410 to detect a second change in state indicating that the first network interconnect has been
added back to the LAG. Upon detecting the second change, the example instructions 426 cause
the processor 410 to reestablish the redundant data connections of the first network interconnect
device with the core network device.

[0041] Various examples described herein are described in the general context of method
steps or processes, which may be implemented in one example by a software program product or
component, embodied in a machine-readable medium, including executable instructions, such as
program code, executed by entities in networked environments. Generally, program modules
may include routines, programs, objects, components, data structures, etc. which may be
designed to perform particular tasks or implement particular abstract data types. Executable
instructions, associated data structures, and program modules represent examples of program
code for executing steps of the methods disclosed herein. The particular sequence of such
executable instructions or associated data structures represents examples of corresponding acts
for implementing the functions described in such steps or processes.

[0042] Software implementations of various examples can be accomplished with standard

programming techniques with rule-based logic and other logic to accomplish various database
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searching steps or processes, correlation steps or processes, comparison steps or processes and
decision steps or processes.

[0043] The foregoing description of various examples has been presented for purposes of
illustration and description. The foregoing description is not intended to be exhaustive or
limiting to the examples disclosed, and modifications and variations are possible in light of the
above teachings or may be acquired from practice of various examples. The examples discussed
herein were chosen and described in order to explain the principles and the nature of various
examples of the present disclosure and its practical application to enable one skilled in the art to
utilize the present disclosure in various examples and with various modifications as are suited to
the particular use contemplated. The features of the examples described herein may be
combined in all possible combinations of methods, apparatus, modules, systems, and computer
program products.

[0044] It is also noted herein that while the above describes examples, these descriptions
should not be viewed in a limiting sense. Rather, there are several variations and modifications

which may be made without departing from the scope as defined in the appended claims.
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WHAT IS CLAIMED IS:

1. A device, comprising:
a processor;
a first interface port forming a first datalink to a core network device via a first
interconnect device; and
a second interface port forming a second datalink to the core network device via a second
interconnect device, the first datalink and the second datalink being redundant connections of a
link aggregation group (LAG) including a plurality of multiplexed data connections within a
single network media;
wherein the processor is to:
remove the first interconnect device while maintaining the second datalink;
update firmware of the first interconnect device upon receiving a first indication
that the first interconnect device has stopped receiving or transmitting data; and
reestablish the redundant connections of the first interconnect device upon
receiving a second indication that the first interconnect device has been added back to the LAG,
wherein the first indication and the second indication include indications of states in each

data connection of the multiplexed data connections.

2. The device of claim 1, wherein the plurality of multiplexed connections within the single

network media comprise edge virtual bridging S-channels.
3. The device of claim 1, further comprising a network interface card (NIC), wherein the first
interface port and the second interface port are on the NIC and the processor is at least partially

contained in the NIC.

4. The device of claim 1, wherein the first interconnect device continues to transmit data in

egress buffers of the first network interconnect device prior to the first indication.
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5. The device of claim 1, wherein the first interconnect device forwards data to the second
interconnect device via an inter-switch link for transmitting to the device or the core network

device.

6. A method, comprising:

initiating removal of a first network interconnect device forming a first datalink with a
core network device while maintaining a second datalink with a second network interconnect
device, the first datalink and the second datalink forming a pair of redundant data connections of
a link aggregation group (LAG), each of the redundant data connections including a plurality of
multiplexed data connections within one physical network media;

detecting a first change in state indicating that the first network interconnect device has
stopped receiving or transmitting data to and from the LAG on the plurality of multiplexed data
connections;

updating firmware of the first network interconnect device;

adding the first network interconnect device back to the LAG;

detecting a second change in state indicating that the first network interconnect has been
added back to the LAG; and

reestablishing the redundant data connections of the first network interconnect device
with the core network device,

wherein the first change in state and the second change in state include indications of
states in each data connection of the multiplexed data connections within one physical network

media.

7. The method of claim 6, wherein the plurality of multiplexed data connections within the one

physical network media comprise edge virtual bridging S-channels.

8. The method of claim 6, further comprising:

initiating removal of the second network interconnect device while maintaining the first
datalink with the first network interconnect device;

detecting a third change in state indicating that the second network interconnect device

has stopped receiving or transmitting data to and from the LAG on the plurality of multiplexed
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data connections;

updating firmware of the second network interconnect device;

adding the second network interconnect device back to the LAG;

detecting a fourth change in state indicating that the second network interconnect has
been added back to the LAG; and

reestablishing the redundant data connections of the second network interconnect device
with the core network device,

wherein the third change in state and the fourth change in state include indications of
states in each data connection of the multiplexed data connections within one physical network

media.

9. The method of claim 6, further comprising continuing to transmit data in egress buffers of the
first network interconnect device prior to the first network interconnect device making the first

changes in states.

10. The method of claim 6, further comprising forwarding data bound for the server and the core
network device to the second network interconnect device via an inter-switch link to be

transmitted to the server and/or the core network device.

11. A non-transitory computer-readable medium encoded with instructions executable by a
processor of a computing system, the computer-readable storage medium comprising instructions
to:

initiate removal of a first network interconnect device forming a first datalink with a core
network device while maintaining a second datalink with a second network interconnect device,
the first datalink and the second datalink forming a pair of redundant data connections of a link
aggregation group (LAG), each of the redundant data connections including a plurality of
multiplexed data connections within one physical network media;

detect a first change in state indicating that the first network interconnect device has
stopped receiving or transmitting data to and from the LAG on the plurality of multiplexed data
connections;

update firmware of the first network interconnect device;

15
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add the first network interconnect device back to the LAG;

detect a second change in state indicating that the first network interconnect has been
added back to the LAG; and

reestablish the redundant data connections of the first network interconnect device with
the core network device,

wherein the first change in state and the second change in state include indications of
states in each data connection of the multiplexed data connections within one physical network

media.

12. The non-transitory computer-readable medium of claim 11, wherein the plurality of
multiplexed data connections within the one physical network media comprise edge virtual

bridging S-channels.

13. The non-transitory computer-readable medium of claim 11, further comprising instructions
to:

initiate removal of the second network interconnect device while maintaining the first
datalink with the first network interconnect device;

detect a third change in state indicating that the second network interconnect device has
stopped receiving or transmitting data to and from the LAG on the plurality of multiplexed data
connections;

update firmware of the second network interconnect device;

add the second network interconnect device back to the LAG;

detect a fourth change in state indicating that the second network interconnect has been
added back to the LAG; and

reestablish the redundant data connections of the second network interconnect device
with the core network device,

wherein the third change in state and the fourth change in state include indications of
states in each data connection of the multiplexed data connections within one physical network

media.
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14. The non-transitory computer-readable medium of claim 11, further comprising instructions to
continue to transmit data in egress buffers of the first network interconnect device prior to the

first network interconnect device making the first changes in states.

15. The non-transitory computer-readable medium of claim 11, further comprising instructions to
forward data bound for the server and the core network device to the second network

interconnect device via an inter-switch link to be transmitted to the server and/or the core

network device.
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