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LINKING PUBLIC KEY OF DEVICE TO INFORMATION DURING MANUFACTURE

I .~ Cross-Reference to Related Applications

This patent application claims priority in the United States under 35 U.S.C. 119, and under -
the Paris Convention worldwide, to the benefit of the filing date of Wheeler et al. U.S. provisional
patent application serial no. 60/223,076, which was filed on August 4, 2000, and which is
incorporated herein by reference. This application also incorporates herein by reference each of
three international patent applications and three U.S. patent application to Aﬁnc and Lynn Wheeler
filed concurrently herewith on August 6, 2001, in the U.S. Patent & Trademark Office and bearing
serial number PCT/US__/ _ (entitled “Person-Centric Account-Based Digital Signature
System”) and serial number 09/,  (entitled “Account-Based Digital Signature (ABDS)
System™); serial numﬁer PCT/US__ /  (entitled “Entity Authentication in Electronic
Communications 'by Providing Verification Status of Device”) and serial number 09/_,;
(entitled “Modifying Message Data and Generating Random Number Digital Signature Within
Computer Chip”); serial number 09/,  (entitled “Manufacturing Unique Devices That
Generate Digital Signatures™); and serial number PCT/US__/ . (entitled “Trusted

Authentication Digital Signature (TADS) System”).

II. Field of the Present Invention

The present invention generally relates to electronic communications and, in particular, to

devices that generate digital signatures associated with electronic communications.

II1. Background of the Present Invention

As used herein, an electronic communication (“EC”) is considered to be any
communication in electronic form. ECs have become an integral part of transacting business today,
especially with the growth of the Internet and e-commerce. An EC can represent, for example, a
request for access to information or a physical area, a financial transaction, such as an instruction
to a bank to transfer funds, or a legal action, such as the delivery of an executed cbntract.

Over recent years, digital signatures also have become an iniportant part of e-commerce.
The origination of a digital signature generally comprises: (1) the calculation of a message
digest—such as a hash value; and (2) the subsequent encryption of the message digest. The
message digest is ¢ncrypted by an electronic device generally using a private key of a key pair
used in public-private key cryptography (also known as asymmetric cryptography). The resulting
ciphertext itself usually constitutes the digital signature, which typically is appended to the
message to form the EC. The second part of on’gihating the digital signature—encrypting with a
private key—is feferred to herein as “generating” the digital signature, and the combination of the

two steps is referred to herein as “originating” the digital signature. Furthermore, while the
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generation of the digital signature is conventionally understood as the encryption of the message
digest, it is contemplated herein that generating the digital signature also may include simply
encrypting the message rather than the message digest. Digital signatures are important because
any change whatsoever to the message in an EC is detectable from an analysis of the message and
the digital signature. In this regard, the digital signature is used to “authenticate” a message
contained within the EC (herein referred to as “Message Authentication”).

For example, a message digest may be calculated by applying a hashing algorithm to the
message. The hashing algorithm may be applied either within the device or external to the device
with the resulting hash value then being transmitted to the device for generation of the digital
signature. In order to perform the Message Authentication in this example, the recipient of the EC
must know or be able to obtain both the identity of the hashing algorithm applied to the message as
well as the public key (“PuK”) corresponding to the private key used to encrypt the message
digest. With this knowledge, the recipient applies the appropriate hashing algorithm to the message
to calculate a hash value, and the recipient decrypts the digital signature using the public key. If
the hash value calculated by the recipient equals the hash value of the decrypted digital signature,
then the recipient determines that the content of the message contained in the EC was not altered in
transmission, which necessarily would have changed the hash value.

In performing Message Authentication, the recipient also authenticates the sender of the
EC, in so much as the recipient thereby confirms that the sender of the EC possessed the private
key corresponding to the public key used successfully to authenticate the message. This is one type
of entity authentication and is based on what the sender “has” (herein referred to as “Factor A
Entity Authentication”). Factor A Entity Authentication is useful when the recipient of the EC has
trusted information regarding the identity of the owner of the private key. Such trusted information
may arise from a digital certificate issued by a trusted third-party that accompanies the EC and
binds the identity of the private key owner with the public key. This trusted knowledge also may
comprise actual knowledge of the identity of the private key owner, such as in the case where the
recipient itself has issued the private key or the device containing the private key to the owner.

As will be appreciated, trust in the digital signature system depends upon the legitimate
possession and use of the private key, i.e., upon the sender of the EC actually being the private key
owner. A fraudulent use of a private key to generate a digital signature of an EC currently cannot
be detected through the above-described Message Authentication and Factor A Entity
Authentication procedures. The digital signature system therefore is susceptible to fraud if a
private key of a device is stolen, either by physical theft of the device containing the private key,
or by discovery of the private key therein and subsequent copying and use in another device
capable of generating digital signatures.

To guard against fraudulent use of a device through theft of the device itself, a personal

identification number (PIN), password, or passphrase (collectively referred to herein as “Secret”)
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is typically prestored within the device and must be input into the device before it will operate to
generate digital signatures. Alternatively, the Secret is shared with the recipient beforehand and,
when the EC later is sent to the recipient, the Secret also is sent to the recipient in association with
the message. In the first case, verification of the Secret authenticates the user of the device (herein
“User Authentication”), and in the second case, verification of the Secret authenticates the sender
of the EC (herein “Sender Authentication”). In either case, confirmation of the Secret represents
entity authentication based on what the user or sender “knows” (herein “Factor B Entity
Authentication”). Another security feature that guards against fraudulent use of the device through
physical theft include the verification of a biometric characteristic—like a fingerprint—of the user
of the device or sender of the EC. This type of authentication is based on what the user or sender
“is” (herein “Factor C Entity Authentication”). As with the Secret, a biometric value is either
maintained within the device for User Authentication, or is shared with the recipient beforehand
for Sender Authentication by the recipient. To guard against discovery of a private key and
subsequent copying and use in another device, devices are manufactured with electronic shielding,
zeroization, auditing, tamper evidence and tamper response, and other security features that serve
to safeguard the private key (and other protected data) contained therein.

Such security features of devices include hardware, software, and firmware, and are well
known in the art of manufacturing secure computer chips and other devices having cryptographic
modules. The requirements of such security features are specified, for example, in Federal
Information Processing Standards Publication 140-1, Security Requirements for Cryptographic
Modules, US DOC/NBS, January 11, 1994 (herein “FIPS PUB 140-1”), which is incorporated

herein by reference and which is available for download at http://csrc.nist.gov/publications/fips;

and Federal Information Processing Standards Publication 140-2, Security Requirements for
Cryptographic Modules, US DOC/NBS, May 25, 2001 (herein “FIPS PUB 140-2”), which is
incorporated herein by reference and which is available - for download at
http://csre.nist.gov/publications/fips. FIPS PUB 140-1 and 140-2 also define security levels that

may be met by a device based on the device’s security features, with each of these defined security
levels generally representing a various level of difficulty—in terms of time and money—that
would be encountered in attempting to discern a private key of a device. Currently, four security
levels are defined with security level 4 being the highest level of security available.

Specifications for such security features also are set forth in Trusted Computing Platform
Alliance Trusted Platform Module Protection Profile Version (.45, TRUSTED COMPUTING
PLATFORM ALLIANCE, September 2000; Trusted Platform Module (TPM) Security Policy Version
0.45, TRUSTED COMPUTING PLATFORM ALLIANCE, October 2000; and TCPA PC Implementations
Specification Version 0.95, TRUSTED COMPUTING PLATFORM ALLIANCE, July 4, 2001, which are
incorporated herein by reference (collectively “TCPA Documents”), and which are available for

download at http://www.trustedpc.com; and Common Criteria for Information Technology
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Security Evaluation, Smart Card Protection Profile, Draft Version 2.1d, SMART CARD SECURITY
USER GROUP, March 21, 2001, which is incorporated herein by reference (hereinafter “Smart Card -

Protection Profile”), and which is available for download at http://csrc.nist.gov.

The particular features of a device that safeguard against discovery of a private kéy and
other protected data are referred to herein as “security characteristics” of the device. The particular
features of a device that safeguard against unauthorized use of the device by authenticating the
user are referred to herein as “authentication capabilities” of the device. The “security features” of
a device (inpluding a cryptographic module or TPM) compﬁse the security characteristics and
authentication capabilities as well as other security features of the device, the requirements of
which are specified in the above cited references.

Unfortunately, while the aforementioned security features generally reduce the risk of -
fraud within the digital signature system overall, a recipienf of any one particular EC including a
digital signature may be unfan‘ﬁh'ar‘ with the device used to generate the digital signature and,
therefore, be unable to gauge the risk of whether the digital signature was generated fraudulently,
either through theft of the device or discovery of the private key.

Of course, if the recipient possesses a shared secret or a biometric value of the sender for
performing Sender Authentication, then the recipient may determine that the digital signature was
not fraudulently generated assuming that the shared secret or biometric value was not stolen.
However, this type of protection by the recipient has significant d‘rawbacks and is not always used
by the recipient. For example, if the Secret or biometric value is communicated to the recipient in
association with a message for Sender Authentication by the recipient, then the Secret or biometric
value first must have been shared with the recipient beforehand and safeguarded by the recipient as
part of an established, preexisting relationship; consequently, a recipient having no prior existing
relationship with the sender is unable to perform Sender Authentication.

Another drawback is that the sharing of the Secret or biometric value with the recipient
exposes the recipient to liability and exposes the Secret or biometric value itself to a greater risk of
theft and dissemination. The transmission of the Secret or biometric value for verification carries
with it the risk of interception and discovery during transit. Upon receipt, the Secret or biometric
value must be safeguarded by the recipient, which inherently gives rise to a risk of theft from the
recipient. This is especially significant in the corporate context where a rogue employee may steal

the safeguarded Secret or biometric value (insider fraud historically has been the greatest threat).

‘The potential damages also are extensive when the Secret or biometric value is stolen. Since it is

difficult for an individual to remember multiple Secrets for multiple recipients, it is common for
the same Secret to be used with different recipients. The theft of the Secret from one recipient
thereby compromises the Sender Authentication performed by all of the recipients, at least until

the Secret is changed for each recipient. In the case of the theft of a biometric value, the damages
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5
are even more severe, as a sender’s biometric characteristic cannot be changed and, once lost,
potentially compromises any future Sender Authentication therewith.

Accordingly, a recipient generally is unable to gauge the risk of whether a digital signature
was generated fraudulently when no secret or biometric value is shared between the sender and the
recipient. Instead, a recipient must rely upon blind trust in accepting that the device used to
generate the digital signature has not been stolen and in accepting that the device used to generate
the digital signature has sufficient safeguards to protect its private key from discovery and use.

_ A need therefore exists for a method by which a recipient may reliably identify a risk of
whetherla digital signature has been generated fraudulently using a stolen private key (whether
stolen by physical theft of the device or discovery of the private key itself), whereby the recipient
may protect itself against fraud. In this regard, a need also exists for a method by which a recipient
of an EC including a digital signature may reliably determine at any given time the current level of
security of the device to which belongs the private key used to generate the digital signature. A

need also exists for a method by which a recipient of an EC may reliably determine the safeguards

of such device that protect against fraudulent use thereof.

1V. Summary of the Present Invention

The present invention generally comprises the linking in a reliable manner of a public key
of a device that ge,nerates'digital signatures using asymmetric cryptography to other information
regarding the device within an environment in which the device is manufactured. As used herein,
the “other information” comprises at least one of security features and manufacturing history of the
device, and preferably includes both security features and manufacturing history of the device
(herein collectively referred to as “Security Profile”). |

As used herein, the “authentication capabilities” of the device include those components
that perform either or both of Factors B and C Entity Authentication with regard to authentication
of the user of the device. Furthermore, the “manufacturing history” of the device pfeferably
includes a recording of manufacturing attributes of the device, such as the manufacturer of the
device; all specifications applicable to the device; manufacture date of thé device; location of
manufacture; batch identifier of the device; serial number or part number of the device; security of
the manufacturing facility; physical instantiation of the device regarding layout and process
geometry; software identification and release date; operating parameters of the device, including
voltage and frequency ranges; and identification of all enabled hardware and software security
features of the device. The manufacturing history of the device also preferably includes the
cryptographic characteristics, key generation characteristics, and random number generator

characteristics of the device.
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A. First Aspect of the Present Invention: Identifying PuK-Linked Information of

Device Generating Digital Signatures

A first aspect of the present invention includes the linking of a public key of a device with

‘other information within the environment of its manufacture and then the later identifying of the

other information regarding the device after the release of the device from the manufacturing
environment based upon its public key. By considering such information later identified, a
recipient is able to gauge a risk or likelihood of whether a digital signature using the private key
belonging to the device was generated fraudulently.

In accordance with the preferred methods of the ﬁfst aspect of the present invention, the
device is manufactured in a secure environment (i.e., an environment having a sufficient security
rating so as not to compromise the security level of any device manufactured in such
environment). Furthefmore, the information linked with the public key of the device comprises the
Security Profile of the device. Accordingly, the recipient is able to determine a current security

level of the device based on the identified security features of the device. The recipient also is able

" to gauge a risk of whether the private key of the device was compromised based on the identified

~ security characteristics of the device, and the recipient is able to gauge a risk of whether the device

containing the private key was fraudulently used based on the identified authentication capabilities
of the device. Finally, the recipient is able to evaluate the stated security features of the device
ba‘sed upon the identified manufacturing history of the device.

In preferred methods of the first aspect of the present inivention, before a manufactured
device is removed from the secure environment, a public-private key pair is created within the
device and the public key is exported and linked to the Security Profile of the devipe within one or
more databases maintained within the secure environment (herein collectively “secure database™).
In particular, one of the keys—the public key—is recorded in the secure database by the device
manufacturer or other trustworthy entity (“Secure Entity”), and the other key—the private key—is
preferably retained within the manufactured device and safeguarded against discovery. The public
key also is retained within the device and is exportable upon demand. The Security Profile of the

manufactured device is recorded in the secure database, and the record therefor is indexed or

" mapped to the corresponding public key, thereby reliably linking together both the public key and

Security Profile of the device. In this case, the unique identifier is stored within the device and is
exportable upon demand. Moreover, since each public key is unique—at least to a high degree of
probability—the mapping in the secure database is one-to-one. Alternatively, the public key and
Security Profile are indexed to a unique identifier of the device within the secure database, thereby
reliably linking together the public key and Security Profile of the device, whereby an assurance
level of the device may be determined.

Subsequently, when an EC is received by a recipient that includes a digital signature

generated by a suspect device and the message is authenticated utilizing a suspect public key, the
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recipient identifies the Security Profile linked to the suspect public key as pertaining to the actual
manufactured device to which belongs the private key used to generate the digital signature of the
EC (herein “genuine device”). Then, whether the digital signature was generated fraudulently can
be gauged by the recipient based upon the known Se‘curity Profile for the genuine device.
Specifically, the risk of whether the private key retained within the manufactured device has been
compromised—and thus whether the suspect device is the genuine device—can be gauged based
on the identified security characteristics of the genuine device, and the risk of whether the genuine
device has been fraudulently used can be gauged based on the identified authentication capabilities
of the genuine device. These evaluations also can be qualified based on the identified
manufacturing history of the device, as appropriate.

In alternative preferred methods of the first aspect of the present invention, a public-
private key pair is created and the public key of the device is iinked tb the Security Profile of the
device by combining the public key with the Security Profile into a record‘ that then is digitally
signed By the Secure Entity. The recqrd and digital signature together forml a “Security
Certificate,” which also is imporfed into the device for safekeeping with the private key. The
digitai signing of the record by the Secure Entity in the secure environment reliably links the
Security Profile of the manufactured device and its public key.

Subsequently, when a digital signature is generated by the device for inclusion in an EC,
the Security Certificate also is included in the EC. Upon receipt and successful authentication of
the message using the suspect public key set forth in the Security Certificate, the recipient
authenticates the Security Certificate in the EC utilizing a public key of the Secure Ehtity. Upon
successful authentication theréof, the recipient reliably identifies the Security Profile of the
genuine device to which belongs the private key used in generating the digital signature of the EC.
Then, whether the digital signature was generated fraudulently can be gauged by the recipient
based upon the known Security Profile for the genuine device. Specifically, the risk of whether the
private key retained within the manufactured device has been compromised—and thus whether the
suspect device is the genuine device—can be gauged based on the identified security
characteristics of the genuine device, and the risk of whether the genuine device has been
fraudulently used can be gauged based on the identified authentication capabilities of the genuine
device. These evaluations also can be qualified based on the identified manufacturihg history of
the device, as appropriate. ,

B. Second Aspect of the Present Invention: Establishing PuK-Linked Account

Database

A second aspect of the present invention includes establishing an initial PuK-linked
account database. A method in accordance with this aspect of the present invention includes
manufacturing devices that generate digital signatures and, for each manufactured device before it

is released from the environment of its manufacture: creating a pair of keys used in asymmetric
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cryptography; storing one of the keys within the manufacturgd device for utilization in generating
a digital signature for an electronic message; and recording the other key and other information in
a database maintained within the environment such that the information is linked with the key in
the database. The manufactured devices then are distributed to a plurality of users. The users to
which the manufactured devices are distributed may comprise existing customers as well as
potential customers of a third-party. Thereafter, the database records of the distributed
manufactured devices are identified to the third-party as the initial PuK-linked account database of
the users. |

In accordance with the preferred methods of this aspect of the present invention, the
information with which each key of a device is linked comprises the Security Profile of the
respective device, and the devices for which the Security Profiles are identified are manufactured
in a secure environment. The database also preferably comprises a secure database. Furthermore,
the keys of each device preferably are generated and are retained within the device, with the public
key preferably being exportable on demand.

In preferred methods of this aspect of the present invention, the identifying of the database
records includes communicating from the secure environment in a secure manner the database
records for the distributed manufactured devices as the initial PuK-linked account database of the
third-party. In this regard, the database records are communicated in a manner having a security
rating greater than the security level of any manufactured device to which the database records
pertain. Indeed, the security rating should be proportional to the aggregate risk presented by all of
the individual devices to which the database records pertain. Such a manner includes generating a
digital signature for the database records and then communicating the database records and digital
signature to the third-party.

When the third-party receives the PuK-linked database as the initial PuK-linked account
database of the users, it may be updated with specific information of the users that is provided by
each user. In associating information specific to a user with a record of the initial PuK-linked
account database, Factor A Entity Authentication preferably is used based on the user digitally
signing a message with the private key of the manufactured device. Alternatively, the initial PuK-
linked account database may be merged with a preexisting- account database of the users

maintained by the third-party that contains user-specific information, or the initial PuK-linked

account database may be maintained separately from but indexed with such a preexisting account

database of the users. In such case, the third-party preferably authenticates each user as being the
correct user for the respective records of the user in the account databases before such association
is made. Accordingly, Factor A Entity Authentication preferably is used with respect to the record
of the user in the PuK-linked account database, and other entity authentication techniques are used

for authenticating the user with respect to the record in the account database. Such other
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techniques may include questioning the user about specific-account information in the record or
requiring the user to provide a Secret, such as the maiden name of the mother of the user.

C. Third Aspect of the Present Invention: Establishing Initial PuK-Linked Account
Database Record

A third aspect of the present invention includes establishing an initial PuK-linked account
database record of a user with a plurality of accounts maintained by different third-parties. A
method in accordance with this aspect of the present invention includes manufacturing devices that
generate digital signatures and, for each manufactured device before it is released from the
environment of its manufacture: creating a pair of keys used in asymmetric cryptography; storing
one of the keys within the manufactured device for utilization in generating a digital signature for
an electronic message; and recording the other key and other information in a database maintained
within the environment such that the information is linked with the key in the database. One of the
manufactured devices then is distributed to the user. Thereafter, the database record of the
distributed device is identified to each of the third-parties as being the initial PuK-linked account
database record of the user. The user may be a customer or potential customer of each third-party.

In accordance with the preferred methods of this aspect of the present invention, the
information with which the key of the device is linked comprises the Security Profile of the device,
and the device is manufactured in a secure environment. The database in which the key and
Security Profile are linked also preferably comprises a secure database. Furthermore, the keys
preferably are generated and are retained within the device, with the public key preferably being
exportable on demand.

In preferred methods of this aspect of the present invention, the identifying of the initial
PuK-linked database record includes communicating from the secure environment in a secure
manner the database record for the device of the user to a third-party at which an account of the
user is or will be maintained. In this regard, the database records are communicated in a manner
having a security rating greater than the security level of the manufactured device to which the
database record pertains. Such a manner includes generating a digital signature for the database
record by the Secure Entity and then communicating the database record and digital signature to
the third-party.

When the third-party receives the PuK-linked database record as the initial PuK-linked
account database record of the user, it may be updated with specific information of the user as
provided by the user. In associating user-specific information with the initial PuK-linked account
database record of the uéer, Factor A Entity Authentication preferably is used for the initial PukK-
linked account database record based on the user digitally signing a message with the private key
of the manufactured device. Alternatively, the initial PuK-linked account database record may be
merged with a preexisting account database record of the user maintained by the third-party that

contains user-specific information, or the initial PuK-linked account database record may be
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maintained separately from but indexed with such a preexisting account database record of the
user. In such case, the third-party preferably authenticates the user as being the correct user for
both account records before such association. Accordingly, Factor A Entity Authentication
preferably is used in conjunction with other entity authentication techniqugs for authenticating a
user with respect to the account database record. Such other techniques may include Questioning
the user about specific-account information in the record or requiring the user to provide a Secret,
such as the maiden name of the mother of the user. ‘

D. Fourth Aspect of the Present Invention: Insuring EC for a Transaction Based on

Identified PuK-Linked Information of Device Generating Digital Signatures

Yet a fourth aspect of the present invention includes the insuring of a transaction based, at
least in part, on the identified information of a manufactured device that generates digital
signatures in accordance with the first aspect of the present invention. In particular, a preferred .
method in accordance with the fourth aspect of the present invention includes the steps of .
manufacturing devices in a secure environment and, for each manufactured device before it is
released from the secure environment: creating a pair of keys used in asymmetric cryptography;
storing one of the keys within the manufactured device for utilization in generating a digital
signature for an electronic message; and linking together in a secure manner the other key and the
Security Profile of the manufactured device. The manufactured devices then are released from the
secure environment.

Thereafter, an electronic communication representing the transaction is sent with a digital
signature generated with a suspect device. The electronic communication includes an electronic
message and a digital signature generated for the electronic message utilizing the key stored in one
of the manufactured devices. Upon receipt, the message is authenticated using a public key. The
Security Profile linked to the public key successfully authenticating the message then is identified
as the Security Profile of the genuine device to which belongs the private key used in generating
the digital signature, and a monetary guarantee is provided that the digital signature for the
electronic message was not generated fraudulently. The monetary guarantee, i.e., the insurance, is
provided in exchange for a premium that is based, at least in part, upon an evaluation of the
identified security features of the genuine device and further may be based on an evaluation of the
manufacturing history of the device. In this regard, the preferred method further includes assigning
a defined risk level to the EC based on the identified Security Profile, with each defined risk level
corresponding to a different premium rate that is charged for the provision of the monetary

guarantee.
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E. Fifth Aspect of the Present Invention: Gauging Whether EC on Account is
Fraudulent Based on PuK-Linked Informaﬁon of Device Generating Digital

Signatures

A fifth aspect of the present invention includes gauging a risk of whether an EC including
a digitally sfgned message representing a transaction on an account is fraudulent based not only on
information linked with the public key of a device used to generate the digital signature, but also
on a transactional history of the account as recorded by the recipient and, in particular, a history of
transactions on the account that were digitally signed (herein “‘transactional history”).

In a feature of this aspect of the present invention, a plurality of manufactured devices are

distributed to or acquired by a user and the database record for each distributed device is provided

- to the recipient and associated with the account of the user. Subsequently, for ECs for transactions

on the account that are received by the recipient and that include digital signatures generated by
one of the devices, the recipient records the particular details regarding each such transaction in the

account. However, rather than generally associating the transaction details with the overall

- account, the recipient associates the transaction details with the linked public key used to

successfully authenticate the message of the EC. Accordingly, for each EC received, the recipient
evaluates the potential for a fraudulent EC based not only on the information linked with the public
key identified in accordance with the first aspect of the present invention, but also on the
transactional history of digitals signatures authenticated using such key as recorded by the
recipient. In yet an additional feature, the environment in which the digital signature of an EC is
generated, if such information is discernable from the EC or otherwise obtainable, also preferably
is considered in gauging a risk of whether the EC is fraudulent. For instance, an I/O support
element may also digitally sign an EC, and information regarding the I/O support element linked to
the public key of the I/O support element may be identified in aécordance with the first aspect of
the present invention. Furthermore, in another feature, the authentication techniques performed (if
any) when a linked public key was associated with the account of the user are recorded in the
account record and are considered in gauging a risk of whether a particular EC is fraudulent.

F. Sixth Aspect of the Present Invention: Service for Disseminating PuK-Linked
Information of Device Generating Digital Signatures

In accordance with a sixth aspect of the present invention, an entity (herein “Central Key
Authority”) maintains PuK-linked account registration information for a user (herein “Registration
Information™). The Registration Information includes the public key and one or more of the
following types of information relating to a particular device of the user that generates digital
signatures: the identity of third-parties with which the user has PuK-linked accounts for the
device; information linked with the public key of the device in accordance with. the first aspect of

the present invention; user-specific information; and, if applicable, the authentication techniques
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that were employed in verifying the user-specific information maintained by the Central Key
Authority. ‘ |

In accordance with this aspect of the present invéntion, the Central Key Authority disseminates
some or all of the Registration Information, as appropriate, to a third-party. Registration
Information is disseminated when the user has an account with a third-party—or desire to establish
an account with a third-party—and desires to send ECs with messages representing transactions on
the account that are digitally signed using the device. The dissemination of the Registration
Information also occurs, for example, when Registration Information with a third-party has
become outdated for a particular account. Furthermore, the dissemination of the Registration

Information may be in accordance with the third aspect of the present invention.

V. Brief Description of the Drawings

Further features and benefits of these aspects of the present invention will bé apparent
from a detailed description of preferred embodiments thereof taken in conjunction with the
following drawings, wheréin like references refer to like elements, and wherein:

FIG. 1 illustrates a preferred system in which a first preferred method of the‘ﬁrst aspect of
the present invention is practiced;

. FIG. 2 illustrates a flowchart of steps performed within a secure environment in
accordance with the first preferred method of the first aspect of the present invention;

FIG. 3 illustrates a communication sequence in identifying a Security Profile of a device
in accordance with the first preferred method of the first aspect of the present invention;,

FIG. 4 illustrates a flowchart of steps performed by a suspect device originating a digital
signature in an EC in accordénce with the first preferred method of the first aspect of the present
invention; | ‘

FIG. 5 illustrates a flowchart of steps performed by a recipient in accordance with the first
preferred method of the first aspect of the present invention; |

FIG. 6 illustrates a flowchart of steps performed by a Secure Entity in accordance with the
first preferred method of the first aspect of the present invention;

FIG. 7 illustrates a flowchart of steps performed within the secure environment in
accordance with a second preferred method of the first aspect of the present invention;

FIG. 8 illustrates a communication sequence in identifying a Security Profile of a device
in accordance wifh the second preferred method of the first aspect of the present invention;

FIG. 9 illustrates a flowchart of steps performed by a suspect device originating a digital
signature in an EC in accordance with the éecond preferred method of the first aspect of the
present invention,

FIG. 10 illustrates a flowchart of steps performed by a recipient in accordance with the

second preferred method of the first aspect of the present invention;
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FIG. 11 illustrates a flowchart of steps performed by a Secure Entity in accordance with
the second preferred method of the first aspect of the present invention;

FIG. 12 illustrates a flowchart of steps performed within the secure environment in
accordance with a third preferred method of the first aspect of the present invention;

FIG. 13 illustrates a communication sequence in identifying a Security Profile of a device
in accordance with the third preferred method of the first aspect of the present invention;

. FIG. 14 illustrates a flowchart of steps performed by a suspedt device originating a digital
signature in an EC in accordance with the third preferred method of the first aspect of the present
invention;

FIG. 15 illustrates a flowchart of steps performed by a recipient in accordance with the
third preferred method of the first aspect of the present invention; ‘

FIG. 16 illustrates a flowchart of steps performed by a Secure Entity in accordance with
the third preferred method of the first aspect of the present invention;

) FIG. 17 illustrates a system related to the second aspect of the present invention in which
a third-party provides goods and/or services to customers and maintains a customer account
database in conjunction therewith;

FIG. 18 illustrates a preferred system in which a preferred method of the second aspect of
the present invention is practiced; , ‘ ‘

FIG. 19 illustrates database records of an initial PuK-linked account database in
accordance with the preferred method of the second aspect of the présent invention;

FIG. 20 illustrates a PuK-linked account database of customers comprising the database
records of FIG. 19 after having been updated and/or merged by the third-party representing an
Internet service provider; |

FIG. 21 illustrates a PuK-linked account database of customers comprising the database
records of FIG. 19 after having been updated and/or merged by the third-party representing a
financial institution;

FIG. 22 illustrates a preferred system in which a preferred method of the third aspect of
the present invention is practiced,;

FIG. 23 illustrates a preferred system in which a first preferred method of the fourth
aspect of the present invention is practiced;

FIG. 24 illustrates a communication sequence in accordance with the first preferred
method of the fourth aspect of the present invention;

FIG. 25 illustrates a flowchart of steps performed by a suspect device originating a digital
signature of an EC in accordance with the first preferred method of the fourth aspect of the present

_invention;

FIG. 26 illustrates a flowchart of steps performed by a Financial Institution in accordance

with the first preferred method of the fourth aspect of the present invention;
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FIG. 27 illustrates a flowchart of steps performed by an Insuring Entity in accordance
with the first preferred method of the fourth aspect of the present invention;

FIG. 28 illustrates a flowchart of steps performed by a Secure Entity in accordance with
the first preferred method of the fourth aspect of the present invention;

FIG. 29 illustrates a communication sequence in accordance with a second preferred
method of the fourth aspect of the present invention;

FIG. 30 illustrates a flowchart of steps performed by a suspect device originating a digital
signature in an EC in accordance with the second preferred method of the fourth aspect of the
present invention;

FIG. 31 illustrates a flowchart of steps performed by a Financial Institution in accordance
with the second preferred method of the fourth aspect of the present invention;

FIG. 32 illustrates a flowchart of steps performed by an Insuring Entity in accordance
with the second preferred method of the fourth aspect of the present invention;

FIG. 33 illustrates a flowchart of steps performed by a Secure Entity in accordance with

the second preferred method of the fourth aspect of the present invention;

FIG. 34 illustrates a communication sequence in accordance with a third preferred method
of the fourth aspect of the present invention;

FIG. 35 illustrates a flowchart of steps performed by a suspect device originating a digital
signature in an EC in accordance with the third preferred method of the fourth aspect of the present
invention; \

FIG. 36 illustrates a flowchart of steps performed by a Financial Institution in accordance
with the second preferred method of the fourth aspect of the present invention;

FIG. 37 illustrates a flowchart of steps performed by an Insuring Entity in accordance
with the second preferred method of the fourth aspect of the present invention;

FIG. 38 illustrates a flowchart of steps performed by a Secure Entity in accordance with
the second preferred method of the fourth aspect of the present invention;

FIG. 39 illustrates a communication sequence in accordance with a fourth preferred
method of the fourth aspect of the present invention;

FIG. 40 illustrates a flowchart of steps performed by a suspect device originating a digital
signature in an EC in accordance with the fourth preferred method of the fourth aspect of the
present invention;

FIG. 41 illustrates a flowchart of steps performed by a Financial Instltutxon in accordance
with the fourth preferred method of the fourth aspect of the present invention;

FIG. 42 illustrates a flowchart of steps performed by an Insuring Entity in accordance
with the fourth preferred method of the fourth aspect ef the present invention;

FIG. 43 illustrates a flowchart of steps performed by a Secure Entity in accordance with
the fourth preferred method of the fourth aspect of the present invention;
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FIG. 44 illustrates an established PuK-linked account database of customers of a third-
party representing a financial institution in accordance with a preferred method of a fifth aspect of
the present invention;

FIG. 45 illustrates a flow chart for considering whether to perform a transaction on an
account in accordance with a preferred method of the fifth aspect of the present invention;

FIG. 46 illustrates an account database of a Central Key Authority in accordance with a
sixth aspect of the present invention;

FIG. 47 illustrates a communication sequence in accordance with a preferred method of
the sixth aspect of the present invention;

FIG. 48 illustrates a flowchart of steps performed by a user in accordance with the
preferred method of the sixth aspect of the present invention of FIG. 47,

FIG. 49 illustrates a flowchart of steps performed by a Central Key Authority in
accordance with the preferred method of the sixth aspect of the present invention of FIG. 47;

FIG. 50 illustrates a flowchart of steps performed by a first Account Authority in
accordance with the preferred method of the sixth aspect of the present invention of FIG. 47; and

FIG. 51 illustrates a flowchart of steps performed by a second Account Authority in

accordance with the preferred method of the sixth aspect of the present invention of FIG. 47.

VI Detailed Description of Preferred Embodiments

As a preliminary matter, it readily will be understood by those persons skilled in the art
that, in view of the following detailed description of the devices, systems, and methods of the
present invention, the present invention is susceptible of broad utility and application. Many
embodiments and adaptations of the present invention other than those herein described, as well as
many variations, modifications, and equivalent arrangements, will be apparent from or reasonably
suggested by the present invention and the following detailed description thereof, without
departing from the substance or scope of the present invention. Furthermore, those of ordinary skill
in the art will understand and appreciate that although steps of various processes may be shown
and described in some instances as being carried out in a preferred sequence or temporal order, the
steps of such processes are not necessarily to be limited to being carried out in such particular
sequence or order. Rather, in many instances the steps of processes described herein may be
carried out in various different sequences and orders, while still falling within the scope of the
present invention. Accordingly, while the present invention is described herein in detail in relation
to preferred embodiments, it is to be understood that this detailed description only is illustrative
and exemplary of the present invention and is made merely for purposes of providing a full and
enabling disclosure of the present invention. The detailed description set forth herein is not
intended nor is to be construed to limit the present invention or otherwise to exclude any such

other embodiments, adaptations, variations, modifications and equivalent arrangements of the



10

i5

20

25

30

35

WO 02/13445 PCT/US01/24572
16

present invention, the present invention being limited solely by the claims appended hereto and the
equivalents thereof.

A. Overview of the Present Invention

~ The present invention generally comprises the linking in a reliable manner Aof a public key
of a device that generates digital signatures using public-private key cryptography to other
information regarding the device within an environment in which the device is manufactured. The
public-private key pair preferably is generated within the device during its manufacture; thereafter,
the private key is retained securely within the device and never exported, and the public key may
be retained within the device and exportable upon demand whenever needed.

In accordance with all of the aspects of the present invention, the device comprises
hardware or firmware and, speciﬁcaliy, comprises a computer chip, an integrated circuit, a
computer-readable medium having suitable software therein, or a combination thereof. The device
further may comprise a physical object such as a hardware token or an embedded token, the token
containing such a computer chip, integréifced circuitry, or software, or combination thereof. If the
device is a hardware token, it preferably takes the form of a ring or other jewelry; a dongle; an
electronic key; a card, such és an IC card, smart card, debit card, qredit card, ID badge, security

badge, parking card, or transit card; or the like. If the device is an embedded token, it preferably

takes the form of a cell phone; a telephone; a television; a personal digital assistant (PDA); a

watch; a compufer; computer hardware; or the like. The device preferably includes a device
interface comprising a port—‘—inéluding a wireless communications port, a serial port, a USB port, a
parallel port, or an infrared port—or some other physical interface for communicating with an
external electronic apparatus, whether contact or contactlgss. The device also \may include a trusted

platform module (TPM) comprising hardware and software components providing increased trust

‘in a platform, as set forth and described in the TCPA Documents cited above.

Some of these devices require use of an /O support element to enable the device to
receive data representing a message, a Secret, or a biometric characteristic. Some of the devices
require an I/O support element to receive specific types of data but not others. Some of the devices
require use of an I/O support element to transmit information including digital signatures and
messages to recipients. Some of the devices are self-contained and can generate and transmit
messages and digital signatures without the use external apparatuses; some devices, although self-

contained, are capable of interacting with such external apparatuses, such as an I/O support

‘element, if desired. An VO support element may take the form of any number of different

apparatuses, depending upon the particular application in which it is used and depending upon the
type of device with which interacts. '

For applications of a device requiring high security, the device—or the device in
combination with an /O support element—;preferably includes the following components: a

keypad (alphanumeric), interactive display, or other type of user data entry mechanism
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(collectively referred to herein as “User Interface™) that allows a user to compose or modify a
message; a User Interface for inputting data representing a Secret (it should be noted that the User
Interface for generating or modifying a message may, but does not have to, be the same as the User
Interface for the entry of the data representing a Secret); a display for showing the message and/or
Secret to the user; a scanner or reader for receiving at least one type of biometric data for a
biometric characteristic of the user; memory for securely storing the Secret of the authorized user,
biometric data of the authorized user, and the private key; a processor or circuitry for verifying
input of the Secret of bfometric data as being that of the authorized user; a processor or circuitry
for generatiﬁg or originating digital signatures; and a means for outputting from the deviée and
transmitting information including the message and digital signature therefor. Preferably, the
device also includes memory for storing and exporting the public key associated with the particular
private key, and for storing types of user information such as account information, user ID, and the
like. For lower security applications, not all of the above elements are neceséary.

The public key linked information in the preferred embodiments of the present invention
includes the Securi‘ty‘Proﬁle of the device. As defined above, the Security Profile preferably
includes the security features of the device (including characteristics and authentication
capabilities), as well as‘thc manufacturing history of the device. It is impqrtant to know the
security features of a device—rather than‘ simply a stated security level of the device—as
technologies are developed over time that reduce the effectiveness of such security features and,
consequently, result in the decrease of the actual security level of the device. Unless upgrades are
made, the security features of a device are permanent while the security level of the device
eventually will decrease over time. By knowing the security features, the appropriate security level
of a device may be determined at any given time. Furthermore, by knowing the security

characteristics of the device, a recipient is able to gauge a likelihood of whether the private key of

. the device has been compromised, and by knowing the authentication capabilities of the device (or

lack thereof), a recipient is able to gauge a likelihood of whether someone other than the
authorized user utilized the device to generate a digital signature. Finally, by knowing the
manufacturing history of a device, the security features of the device may be revised as errors,
omissions, flaws, security breaches, or possible improprieties and the like are discovered as having
occurred during the manufacturing of the device.

A. Identifying PuK-Linked Information of Device Generating Digital Si}matures

1. First Preferred Embodiment
In accordance with the first aspect of the present invention, and with reference to FIG. 1, a
first preferred embodiment is practiced within a first preferred system 100 that includes a secure
manufacturing facility 102, devices manufactured at the facility 102 aé répresented by device 104,
the world 106, a recipient 108, and a secure database 110 maintained by a Secure Entity 112. The

facility 102 and the secure database 110 are located within a secure environment 1‘14, which
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represents any and all locations having a sufficient security rating so as not to compromise the
security level of the device 104 manufactured in the facility 102. As will be apparent, the facility
102 and the secure database 110 need not be co-located at the same physical location in order to be
within the secure environment 114. Nor must the manufacturer of the device 102 be the Secure
Entity 112 that maintains the secure database 110, although such possibility is within the scope of
the present invention.

The relevant manufacturing steps that are performed within the secure environment 114
ére set forth in FIG. 2. With reference to both FIGS. 1 and 2, a public-private key pair is
generated (Step 202) within the device 104 during its manufacture in the facility 102 and before
the device 104 is released from the secure environment 114. Preferably the public-private key pair
is created with a random number generator disposed within the device 104 itself. The private key
116 (PrK) is retained within the device 104, while the corresponding public key (PuK) 118 is
exported (Step 204) from the device 104 and recorded (Step 206) in the secure database 110
before the device 104 is released from the secure environment 114. If desired, the public key 118
also may be retained (not shown) within the device 104 for later export upon demand after release
of the device 104 from the secure environment 114. The private key 116 is utilized, for example, in
generating a digital signature (DS) for a message (M) that is communicated to the recipient 108. In
addition to the public key 118, a Security Profile 120 of the device 104 is compiled and recorded
(Step 208) in the secure database 110 and indexed to the public key 118, whereby the Securify
Profile 120 is retrievable from the secure database 110 based on knowledge of the public key 118.
The public key 118 and Security Profile 120 are thereby securely linked together.

Following population of the secure database 110 with the public key 118 and Security
Profile 120 of the device 104, the device 104 is released from the secure environment 114 into the
world 106. The secure database 110, however, is maintained (Step 210) in the secure envirdhment
114 to preserve the integrity of the data recorded therein. Furthermore, following manufacture the
security rating of the secured environment 114 is maintained at a level that is at least as
comparable to, and preferably greater than, the security level of each device 104 manufactured at
the facilify 102 for which the public key 118 and Security Profile 120 are maintained in the secure
database 110. | ‘

With reference now to FIGS. 3-6, a digital signature (DS) is originated (Step 402) for a
message (M) somewhere in the world 106 with a suspect device. The suspect device may be the
genuine device 104 manufactured at the facility 102 of FIG. 1 that is legitimately used, the
genuine device 104 that is fraudulently used, or a counterfeit device having a replica of the private
key 116 of thé genuine device 104. The digital signature then is combined (Step 404) with the
message to form an EC 122, which is sent (Step 406) to the recipient 108 over any conventional

secure or insecure electronic communications network, such as the Internet or a private network.
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The recipient 108 receives the EC 122 (Step 502) and attempts to authenticate (Step 504)
the message using a suspect device public key 124. The suspect device public key 124 is provided
to the recipient 108 and, preferably, is included within the EC 122 that is received by the recipient
108, whereby the recipient 108 may readily attempt authentication of the message. Alternatively,
the suspect device public key 124 is identified to the recipient 108 before or after receipt of the EC
122 in such a manner that the recipient 108 is able to associate the suspect device public key 124
with the EC 122. ‘

In any event, if the message successfully authenticates using the suspect device pﬁbh’c key
124, and if the message is the first message authenticated using the suspect devi’ce public key 124,
then the recipient 108 sends (Step 506) the suspect device public key 124 to the Secure Entity 112
that manages the secure database 110 and requests a Security Profile associated with that public
key 124. Communications between the recipient 108 and the Secure Entity 112 are by Way of any
coﬁventional secure or insecure electronic communications network, such as the Internet or a
private network. | ,

When the Secure Entity 112 receives (Step 604) the suspect device public key 124 from
the recipient 108, the Secure Entity 112 compares (Step 606) the suspect device public key 124
against the exported public keys maintained in the secure database 110 to determine if there is a
match. If a match is found, then the Security Profile associated with the matching exported public
key is retrieved and, for the purpose of maintaining the integrity of the information during transit,
digitally signed (Step 608) by the Secure Entity 112. The Security Profile and digital signature
therefor create a “Security Certificate” (SC) 126 that then is forwarded (Step 610) to the recipient
108. Preferably, the public key 118 of the manufactured device 104 matching the suspect device
public key 124 is included in the Security Certificate 126 for confirmation by the recipient 108 of
the public key 118 to which the Security Certificate 126 pertains.

Upon receipt (Step 508) of the Security Certificate 126 from the Secure Entity 112, the
authenticity of the Security Certificate 126 is checked (Step 510) using a public key 128 (SE PuK)
of the Secure Entity 112, which preferably has been communicated (Step 602) to the recipient 108
beforehand. Subsequently, upon a successful authentication, the Security Profile contained in the
authenticated Security Certificate 126 is identified as the Security Profile 120 of the genuine
device 104 to which belongs the private key 116 used to digitally sign the message of the EC 122.

Thereafter, the recipient 108 gauges the risk of whether the use of the private key 116 of
the genuine device 104 to digitally sign the message of the EC 122 was fraudulent based on the
identified Security Profile. The Security Certificate 126 also is recorded by the recipient 108 in an
“in-house” database maintained by the recipient 108, whereby the same suspect device public key
124 used to authenticate future ECs may be referenced against this in-house database for

identifying the appropriate Security Profile, rather than again sending a request for the Security
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Profile to the Secure Entity 112. Accordingly, another request need not be made unless and until
the Security Profile has been updated by the Secure Entity 112. |
2. Second Preferred Embodiment

Briefly described, in a second preferred embodiment of the first aspect of the present
invention a Secure Entity generates a reference containing device public keys and corresponding
Security Profiles linked thereto for a plurality of devices manufactured at a secure manufacturing
facility and communicates the reference to a recipient. The reference is embodied in print or
electronic rﬂedia and includes a list of Security Profiles of manufactured devices indexed by their
respective public keys. Furthermore, the reference preferably is digitally signed by the Secure
Entity, whereby the recipient may securely rely upon the information contained in the reference

when successfully authenticated with a public key of the Secure Entity. Thereafter, the recipient

-only need compare each suspect device public key that successfully authenticates a message

against the device public keys included in the reference, rather than actually send each suspect
device public key to the Secure Entity for a Security Profile. The recipient thereby is readily able
to identify the Security Profile of the genuine device to which belongs the private‘key used to
digitally sign the message.

With particular reference to FIG. 7, and in accordance with this second preferred
embodiment, a public-private key pair is created (Step 702) within each device during its
manufacture and before the devices are removed from a secure environment 714. The respective
private key of each device is retained securely within the device, and the respective public key is
exported from each device (Step 704) and recorded (Step 706) in a secure database together with
the respective Security Profile of each device. The respective public key may also be retained
within each device and be exportable upon demand. Each Security Profile is indexed with the
exported public key (Step 708) of the respective device, whereby the Security Profile of the device
is retrievable from the secure database based on the public key. Following population of the secure
database with the public key and Security Profile of the device, the Secure Entity creates and
preferably digitally signs (Step 710) a reference including the Security Profiles and public keys
linked therewith for the respective devices. As will be appreciated by one of ordinary skill in the
art, all of the Steps 702-710 occur within the secure environment 714.

Following release of the devices frorﬁ the secure environment 714, and with reference now
to FIGS. 8-11, a digital signature is originated (Step 902) for a message (M) somewhere in the
world 806 with a suspect device, and the digital signature is combined (Step 904) with the
message to form an EC 822, which is then sent (Step 906) to the recipient 808. The recipient 808
receives the EC 822 (Step 1004) and attempts to authenticate (Step 1006) the message using a
suspect device public key sent within the EC 822 or otherwise provided to the recif)ient 808.

Upon successful authentication of the message, the recipient 808 compares the suspect

device public key against the public keys included in the reference 830 created by the Secure
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Entity 812. The reference 830 is forwarded (Step 1106) to the recipient 808 and received and
authenticated (Step 1002) by the recipient 808 preferably before the receipt of the EC 822. Also, in
order that the recipient 808 may authenticate the reference 830, the public key 828 (SE PuK) of the
Secure Entity 812 also preferably is communicated (Step 1102) in a secure manner beforehand.
Then, if the suspect device public key matches a public key in the reference 830, the Security
Profile of the genuine device to which belongs the private key used to digitally sign the message is
identified. Subsequently, the recipient 808 is able to gauge, based on the identified Security
Profile, a risk that the private key of the genuine device was frandulently used to digitally sign the
message of the EC 822.
3. Third Preferred Embodiment

In a third preferred method, a Security Certificate is incorporated into a manufactured
device itself prior to its release from the secure environment of its manufacture. In this regard, and
with reference to FIG. 12, a pair of keys are created (Step 1202) within the device during its
manufacture and before its release from a secure environment 1214. The private key is securely
retained within the device, and the public key is exported (Step 1204) from the device and may
also be retained within the device and be exportable upon demand. The exported public key is
combined with a Security Profile of the device and digitally signed (Step 1206) by the Secure
Entity to form the Security Certificate. The Security Certificate then is imported (Step 1208) into
the device itself and is exportable from the device With a digital signature for inclusion in an EC.

Thereafter, with reference to FIGS. 13-16, a suspect device originates (Step 1402) a
digital signature for a message (M) somewhere in the world 1306. The digital signature and
Security Certificate of the device are then exported from the device and combined (Step 1404)
with the message to form an EC 1322, which then is sent (Step 1406) to the recipient 1308. Upon
receipt (Step 1504) of the EC 1322 by the recipient 1308, the suspect device public key identified
in the Security Certificate is used to authenticate (Step 1506) the message, and the Secure Entity’s
public key 1328—which preferably is communicated (Step 1602) by the Secure Entity 1312 and
received (Step 1502) by the recipient 1308 beforehand—is used to authenticate (Step 1508) the
Security Certificate. Upon successful authentication, the Security Profile of a genuine device to
which belongs the private key used to generate the digital signature is thereby identified to the
recipient 1308. Based on the identified Security Profile, the recipient 1308 is able to gauge the risk
that the private key of the genuine device was fraudulently used to digitally sign the message of
the EC 1322. Furthermore, because the public‘ key is bound with the Security Profile in the
Security Certificate during the manufacture of the device in the secure environment, the recipient
1308 is able to rely upon the Security Certificate corresponding, in fact, to the genuine device.

Benefits of the third preferred embodiment of the first aspect of the present invention
include the elimination of the requirement that the recipient 1308 transmit a suspect device public

key to the Secure Entity 1312, and the elimination of the requirement that the Secure Entity 1312
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transmit the a Security Profile directly to the recipient 1308. Of course, a disad{'antage to this
preferred method is that the entire system is compromised if the Secure Entity’s private key used
to digitally sign Security Certificates is compromised.

4, Variations of the Preferred Embodiments

. In the first and second preferred embodiments of the first aspect of the present invention
set forth above, the Security Profile of each device is indexed in the secure database to the public
key of the device and is retrievable from the secure database based on the public kéy. In a variation.
of these two preferred embodiments (not shown), the Securit}; Profile and public key of each
device is recorded in the secure database and are indexed to a unique device identifier, which may
comprise, for example, an account number written into the device during its manufacture, a serial

number manufactured within the device during its manufacture, or the like. The device identifier is

.exportable from the device for inclusion with each digital signature generated by the device. Upon

. receipt of an EC including the digital signature and device identifier, a recipient then obtains the

suspect device public key by cross-referencing the device identifier with a known database or
reference for public keys and Security Profiles linked therewith. In this regard, the recipient
forwards the device identifier to a Secure Entity for identifying the suspect device public key and
Security Profile therefor, or thé recipient compares the device identifier in a reference published by
the Secure Entity that includes public keys and linked Security Profiles indexed by device
identifiers. The methodology is similar to that described above for the first and second preferred .
embodiments, the primary difference being that the recipient must contact the Secure Entity or
check a reference prior to attempting to authenticate a received message. In the first and second
preferred embodiments in which the Security Profile of each device is indexed to its public key,
the recipient only need contact the Secure Entity or check a reference if the message first
authenticates using the suspect device public key included with the message.

In a variation of the first, second, and third preferred embodiments of this aspect of the
present invention, the Secure Entity receives the EC and, itself, identifies the Security Profile of
the genuine device to which belongs the private key used to digitally sign the message.
Furthermore, the EC in this case either may be sent directly to the Secure Entity or may be
forwarded to the Secure Entity by a recipient for géuging of the risk that the private key of the
genuine device was fraudulently used to digitally sign the message.

_ Preferably, the steps set forth above with regard to FIGS. 5-6; FIGS. 10-11; and FIGS.
15-16 are computer automated, and the entire sequence of events of each respective group of
figures occurs within a small time interval on the order of magnitude of minutes, if not seconds.

In view of the foregoing detailed description Qf preferred embodiments of the first aspect
of the present invention, it will be apparent to those having ordinary skill in the art that by:
creating the fespective public-private key pair of each device within the device itself before release

from the secure environment of its manufacture; exporting only the public key from the device and
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retaining the private key within the device against the possibility of export; and securely linking
the exported public key of the device with other information within the secure environment of
manufacture of the device, each device is thereby rendered unique with respect to all of the other -
devices. Moreover, because of the secure environment in which the devices are manufactured and
the secure linking of the public key with the other informatioﬁ, the uniqueness of the devices may
be relied upon by third-parties—such as future Account Authorities—even though such third-
parties may not have had any control or involvement in the actual manufacturing of the devices.
The secure ‘binding of the public ‘key with each device within the environment oyf the manufacture
of the device provides the required trust for relying upon the uniqueness of the devices, as each
device may be authenticated based upon the private key retained therein, and only therein.
Accordingly, the present invention further includes this manufacturing process for devices.

A benefit this manufacturing process is that it provides the ability to transport devices
from their place of manufacture to additional proceésing facilities where the devices are initialized
with regard to particular Account Authorities without high levels of security otherwise
conventionally utilized. For example, armored cars and guards are routinely used to protect the
delivery of credit card and IC card supplies to a processing facility for initialization for a particular
financial institution. Indeed, as a result of the manufacturing process of the present invention, a
facility at which additional processing takes place on behalf of a particular Account Authority now
may authenticate each device prior to its initialization and independent of the transport of the
device from the manufacturing facility. Mofeover, because of the ability to authenticate a
particular device immediately following its manufacture and thereafter, the system of using of a
single device for making transactions on multiple accounts maintained with different Account
Authorities is now enabled with higher levels of trust not otherwise found in the conventional art.

B. Establishing Initial PuK-Linked Account Database

The second aspect of the present invention includes establishing an initial PuK-linked
account database and is based partially upon the first aspect of the present invention. In this regard,
the establishment of a database for a plurality of manufactured devices as described above—
wherein each device has a unique record including its public key and other information regarding
the device—represents a database that may be built upon in creating an initial PuK-linked account
database for a plurality of customers and/or consumers (generically referred to herein as
“customers”) of a third-party. » i ’ _

Specifically, with reference to FIG. 17, a third-party 1732 provides services and/or goods
1734 to each of a plurality of customers 1736 and, in connection therewith, maintains a database
1738 of account records for the customers 1736. For example, and without limitation, the third-
party 1732 (herein referred to as an “Account Authority”) may be a financial institution including
a bahk, finance company, or insurance company; merchant; Intemet service provider;

telecommunication provider; medical provider; government entity; or utility company. The
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account database 1738 typically is established one account at a time on a per customer basis as
each customer 1736 engages the Account Authority 1732, and each database record for the
customer 1736 typically is indexed within the database 1738 by a unique account number.

In accordance with the second aspect of the present invention, and with reference to FIG.
18, a predetermined number of devices 1804 are manufactured in a secure environment 1814 in
accordance with the first and second preferred embodiments of the first aspect of the present
invention. In accordance with the second aspect of the present invention, the devices 1804 are
earmarked for the Acéount Authority 1732, and database records 1840 in the secure database 1810
corresponding to the devices 1804 are communicated in a secure manner 1814' to the Account
Authority 1732. The earmarked devices 1804 also are distributed to the customers 1736 of the
Account Authprity 1732.

Upon receipt of the PuK-linked database records 18440 by the Account Authority 1732,
the database records 1840 represeﬁt an initial PuK-linked account database for the Account
Authority 1732. The database records 1840 preferably include the public keys 1818 of the devices

1804 and the Security Profiles 1820 of the devices 1804 as described above with respect to the first

and second preferred embodiments of the first aspect of the present invention. Moreover, the
database records 1840 are preferably' digitally signed by the Secure Entity 1812 for security in
transit from the Secure Entity 1812 to the Account Authority 1732. .

An example of the preferred database records 1840 are shown in FIG. 19. As set forth in
the background section above, the Security Profile includes security features of the device—
spleciﬁcations for which are set forth for example in FIPS PUBS 140-1 and 140-2—as well as a
manufacturing history” of the device as specified, for example, in Smart Card Protection Profile.

Moreover, in accordance with the preferred embodiments of the present invention the security

features of the Security Profile include security characteristics and authentication capabilities of

the device.

Once received, the Account Authority 1732 updates the PuK-linked account database
records with specific information of the customers 1736 and their accounts. HoWever, before such
an association is made between a particular customer’s account and a record of the initial PuK-
linked account database, the particular customer 1736 preferably is authenticated to the Account
Authority 1732 with respect to that customer’s account. Accordingly, entity authentication
techniques are used for authenticating the customer 1736 with respect to a record in the account
database. Such authentication techniques may inciude questionihg the particular customer 1736
about specific-account associated information in the record or requiring the particular customer
1736 to provide a Secret or other entity information, such as the maiden name of the mother of the
customer (Factor B Entity Authentication). ' |

Additionally, the Account Authority 1732 preferably verifies that a customer 1736 has
received the correct device 1804. The device 1804 received by a customer 1736 is identified by
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having the customer 1736 digitally sign a message with the private key of the device 1804 and
transmit the message and digital signature in a respective EC 1822 that is sent to the Account
Authority 1732 for Factor A Entity Authentication. The Account Authority 1732 authenticates the
message using a public key of the device 1804 tha’; preferably is included in the EC 1822.

Furthermore, upon a successful authentication of the message, the Account Authority 1732

. identifies the record in the initial PuK-linked account database corresponding to the public key

successfully authenticating the message for association with the account of the customer 1736.

If additional security is required, each device may include an initialization PIN that first
must be entered by a customer before functioning. Upon the correct entry of the initialization PIN,
each customer preferably then enters a personalization PIN that must be entered, for example, each

time the device is used thereafter. The initialization PINs preferably are distributed to the

‘cu‘stomers separately from the devices. Moreover, the use of an initialization PIN and a

personalization Pin in each device preferably is included in each database record as part of the
authentication capabilities of the respective device.

A number of élternativc techniques for verifying that the customers received the correct
cards also could be used. For example, each customer could be required to call a particular number
from his or her home and input over the telephone a number printed on each respective device in
order to effect association of the device with the customer’s account.

Once sufficient authentication is completed, the customer-specific information may be
associated with the PuK-linked account database record in various ways. First, the initial PuK- -
linked account database record may be merged with a preexisting account database of the customer
maintained by the Account Authority, which contains the customer-specific information. Second,
the initial PuK-linked account database may be maintained separately from but indexed by‘ an
identifier with a preexisting account database of the customer containing the customer-specific
information. Third, the Account Authority simply may obtain the customer-specific information
from the customer following authentication and update the PuK-linked account database record
accordingly. ‘

This second aspect of the present invention also is useful in establishing accounts for new
customers of the Account Authority. In this regard, devices are distributed in the same manner as
set forth in FIG. 18, but to potential customers of the Account Authority rather than to existing
customers. However, in this scenario entity authentication with respect to preexisting accounts is
not required, as new accounts are established by the potential customers. Nevertheless, Factor A
Entity Authentication remains important in associating a customer with one of the particular PuK-
linked records.

With respect to the establishment of new accounts, under an “anonymous” framework the
manufactured devices are distributed to the customers, and the goods and/or services are provided

to the customers without regard to any customer-specific information, i.e., the goods and/or
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services are provided on a per device basis as identified by the public key of the dévice, and are
not necessarily on a per customer basis. Thus, upon successful authentication with a public key of
a message digitally signed by one of the devices, the account identified by the public key is
activated and nothing further is required.

On the other hand, under a “personalized” framework each new customer provides
customer-specific information to the Account Authority, and the Account Authority updates the
initial PuK-linked account database by associating the customer-specific information with the
respective PuK-linked database record of that customer’s device (as identified by the public key of
that dévice). Again, the Account Authority in this situation does not need to authenticate the new
customer with respect to any existing account.

An example of a new business method of establishing a initial PuK-linked account

database in accordance with the second aspect of the present invention comprises establishing new

-customers for an Internet service provider (ISP). First, a number of manufactured devices such as

dongles, for instance, are manufactured in accordance with the first aspect of the present invention
and mailed to a plurality of prospective customers of the ISP. Each dongle is packaged with a CD-
ROM including software for setting up and connecting to the ISP and the Intemet from a potential
customer’s computer. The dongle and CD-ROM also may be distributed as an insert in a
magazine, for example. Upon receipt, the prospective customer installs the software in his or her
computer and attaches the dongle to an appropriate port of the computer. Then, when the computer
connects with the ISP, an EC is communicated to the ISP that includes a digital signature
generated utilizing a private key retained within the dongle as well as a public key retained within
and exported from the dongle. Upon receipt of the EC, the ISP authenticates the message using the
public key included with the message. Upon authentication, then the ISP compares for a match the
public key received with the linked public keys in the initial PuK-linked account database and
activates the account having the matching public key. The account record may include a credit of
100 hours of free internet surfing, for example, as a promotional introduction to the ISP. In this
example, no customer-specific information is required and.the account is setup under an
anonymous framework.

Alternatively, the ISP may require customer-specific information in order to activate the
new account, including billing and credit card information from the customer. Upon receipt
thereof, the identified record in the PuK-linked account database is updated with this customer-
specific information and the account is activated. A resulting updated PuK-linked account database
2040 of the ISP after activation of several accounts might resemble, for instance, that of FIG. 20.

Upon activation of the account, the account preferably is assigned a unique account
identifier that is included with each message sent to the ISP for identifying the account to which
the message relates. A User ID or account number may serve as the account identifier. The public

key is recorded in the PuK-linked account database whereby, upon identifying the appropriate
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account record with the account identifier, the digitally signed message is authenticated with the
associated public key. Alternatively, the public key itself may serves as the account identifier. In
either case, access is granted to its network and the Internet by the ISP upon a successful
authentication of a digitally signed message (Factor A Entity Authentication).

Another example of a new business method utilizing the aforementioned establishment of
a initial PuK-linked account database of this second aspect of the present invention comprises
setting up existing customers of a financial institution with IC cards to be used as check cards. In
this example, a number of IC cards are manufactured in accordance with the first aspect of the
present invention and mailed to a plurality of existing customers of the financial institution who
have requested the IC cards. Each manufactured IC card includes a respective initialization PIN
that must be sent to the financial institution for activation of the IC card for use on the account.
The respective initialization PIN is mailed to each customer separately from the corresponding IC

card. Furthermore, each IC card includes recorded therein the account number of the customer to

- which it is mailed.

The database records of the IC cards fecorded in the secure database are transmitted to the
financial institution in a secure manner. Upon receipt, the database records represent the initial
PuK-linked account database which then are updated and/or merged with the records of the
customers in a preexisting account database maintained by the financial institution, the resulting
database being a PuK-linked account database. A resulting PuK-linked account database 2140
might resemble, for instance, that of FIG. 21.

Upon separate receipt by each customer of the IC card and initialization PIN, the customer
first uses the IC card at an ATM machine of the financial institution by entering the initialization
PIN and then communicating to the financial institution an EC including the PIN from the
customer and account number from the IC Card digitally signed with the IC card. Upon receipt of
the EC, the financial institution authenticates the sender of the EC by retrieving the authorized PIN
from the identified account number in the EC and comparing the authorized PIN with the PIN
transmitted in the EC. The financial institution similarly authenticates the message with the public
key associated with the identified account number. Upon successful verification of the PIN and
successful message authentication, the financial institution activates the IC card within the record
for use as a check card on the account. Furthermore, after activation of the IC card, messages in
ECs representing transactions on the account need only be digitally signed with the IC card and
include the account number of the customer. Such ECs need not include any personal information
of the customer, such as the customer’s name, billing address, a PIN, etc.

C. Establishing Multiple Third-party Accounts With PuK-Linked Database Record

The third aspect of the present invention includes establishing multiple third-party
accounts with a PuK-linked database record and is based partially upon the first and second

preferred embodiments of the first aspect of the present invention. In this regard, and with
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reference to FIG. 22, a device 2204 that generates digital signatures is manufactured within a
secure environment 2214, Before the device 2204 is released from the secure environment 2214,
the public key 2218 of the device 2204 plus some other informatioh is recorded as a database’
record 2275 in a secure database 2210; preferably, the other information includes the Security
Profile 2220 of the deﬁce 2204, as described above with respect to the first aspect of the present
invention. The device 2204 then is distributed to a customer 2232 and the customer 2232
establishes a respective account with each one of a plurality of desired Account Authorities
2242,2244,2246. - |

In accordanée with the third aspect of the preseﬁt invention, each PuK-linked account of
the customer 2232 is established based upon, at least in part, a communication of the PuK-linked

database record 2248 from the secure database 2210 to each of the desired Account Authorities

'2242,2244,2246. As set forth above, fhe PuK-linked database record 2248 preferably includes the .
public key 2218 and Security Profile 2220 of the device 2204 linked thereto by the Secured Entity -

2212. Furthermore, the database record 2248 is communicated in a secure manner 2214' so as to
preserve the integrity of the database record 2248. |

When received by a respective Account Authority 2242,2244,2246, the public key 2218
linked to the Security Profile 2220‘ of the database record 2248 represents an initial PuK-linked
account database record of the customer 2232 with the respective Account Authority and, if the
customer 2232 is an existing customer of the respective Account Authority, then the initial PuK-
linked account database record 2248 preferably is associated with the eexisting account database
record of the customer 2232. However, the assbciation of the PuK-linked account database record
2248 received from the Secure Entity 2212 with the existing account database record of the
customer 2232 preferably is performed only after the receipt of the correct device 2204 by the

customer 2232 has been verified through one or more of the aforementioned authentication

- techniques with regard to the second aspect of the present invention.

If the initial PuK-linked account database record represents the ‘(‘)nly account database
record for the customer 2232 (i.e., if the customer is new to an Account Authority), then under a
personalized framework the customer 2232 supplies customer-specific information to the Account
Authority for recording with the initial PuK-linked account database record of the customer 2232.
Under an anonymous framework, no customer-specific information need be provided.

Also under the personalized framework, the device 2204 is activated for use on each
account when the customer 2232 sends a message digitally signed using the device 2204 in a
respective EC 2222 to each Account Authority 2242,2244,2246, and when the dlgltally signed
message is authenticated by the respective Account Authority 2242,2244,2246 using the public
key associated with the respective PuK-linked account database récord 2248.

Under the anonymous frafnework, each respective account established with an Account

Authority 2242,2244,2246 is activated when the customer 2232 sends a message digitally signed



10

15

20

25

30

35

WO 02/13445 PCT/US01/24572

29
using the device 2204 in a respective EC 2222 to each Account Authority 2242,2244,2246, and
when the digitally signed fnessage is authenticated by the respective Account Authority
2242,2244,2246 using the public key associated with the respective PuK-linked account database
record 2248.

D. Insuring Transactions Based on Identified Security Characteristics of a Device

That Generates Digital Signatures

The fourth aspect of the present invention includes the insuring of a transaction
fepfesented by an EC that is digitally signed. Furthermore, the insurance preferably is provided on
a per transaction basis. For instance, a recipient represented for example by a financial institution
that regeives an EC iristructing it to make a wire transfer of $250,000 out of an account of one of
its customers, and that is authenticated, nevertheless may desire to insure that the EC is not
fraudulent. | |

Reliable knowledge of security features of the device to which belongs the private key
used to generate the digital signature of the EC conventionally has been lacking when such a
transaction is insured. An entity insuring the transaction (“Insuﬁng Entity”), which gauges the risk
that the EC was fraudulently sent and which calculates the premium to be charged based on such
risk, therefore would be forced to err on the high side in insuring such transaction.

Now, in view of the first aspect of the present invention, security features of the device to
which belongé the private key used to generate the digital signature of the EC can be reliably
identified. Moreover, the manufacturing history of the device also can be reliably identified at the
same time. Accordingly, the risk that a particular digitally signed EC has been fraudulently sent
can be gauged with greater accuracy, and it is believed that the premium charged for such
insurance may be lowered based on this greater knowledge and the consequent reduced risk of the
transaction. Additionally, this greater knowledge gives rise to a more targeted premium structure
for insuring a plurality of transactions, wherein different rates are based, at least in part, on the
varying identified security features of devices generating digital signatures.

A system in which preferred embodiments of this fourth aspect of the present invention are
implemented is illustrated in FIG 23, wherein a plurality of devices 2304 are manufactured at a
secure manufacturing facility 2302 in a secure environment 2314 in accordance with the first
aspect of the present invention. Each of the devices 2304 includes a private key retained therein for
which a public key 2318 corresponding thereto is linked with a Security Profile 2320 thereof in a
secure database 2310 maintained by a Secure Entity 2312. After manufacture, the devices 2304 are
released from the secure environment 2314 into the world 2306, with one of the devices ultimately
reaching a customer of a Financial Institution 2350 and becoming associated with an account of
the customer maintained at the Financial Institution 2350.

In accordance with a first preferred embodiment of this fourth aspect of the present

invention, and as illustrated in FIGS. 24-28, a digital signature is generated (Step 2502) for a
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message including a request for a wire transfer of $250,000 from the account of the customer
maintained at the financial institution 2350. The digital signature is combined (Step 2504) with the
message for the wire transfer to form an EC 2322 that is then sent (Step 2506) from somewhere in
the world 2306 to the Financial Institution 2350. The EC 2322 preferably includes the number for
the account from which the transfer is to be made.

Upon receipt (Step 2602) of the EC 2322, the Financial Institution 2350 authenticates
(Step 2604) the message of the EC 2322 using the public key associated with the account

~ identified in the EC 2322, and then determines whether to honor the instruction contained in the

EC 2322 and, if so, whether to insure the transaction represented by the EC 2322. The
determination of whether to honor the instruction preferably is based, at least in part, upon the
security features and manufacturing history identified in accordance with the first aspect of the
present invention. |

Upon an affirmative determination to insure the transaction represented by the EC 2322,
the Financial Institutioﬁ 2350 forwards (Step 2606) the EC 2322 to the Insuring Entity 2352
together with the public key. Upon receipt (Step 2702), the Insuring Entity 2352 authenticates
(Step 2704) the message of the EC 2322 with the public key to confirm authentication of the
message and, upon successful authentication, the Insuring Entity 2352 sends (Step 2706) the
public key to the Secure Entity 2312. , ‘

Upon receipt (Step 2804) of the public key, the Secure Entity 2312 compares (Step 2806)
for a match the public key against the linked public keys maintained in the secure database 2310. If
a match is found, then the Security Profile linked with the matching public key is retrieved (Step
2808) and, for the purpose of maintaining the integrity of the information during transit, digitally
signed (also in Step 2808) by the Secure Entity 2312 to form a Security Certificate 2326. The
Security Certificate 2326 then is sent (Step 2810) to the Insuring Entity 2352. Preferably, the
matching public key is included in the Security Certificate 2326 for confirmation by the Insuring
Entity 2352 of the public key to which the Security Certificate 2326 pertains. Upbn receipt (Step
2708) of the Security Certificate 2326 by the Insuring Entity 2352, the authenticity of the Security
Certificate 2326 is confirmed (also Step 2708) using a public key 2428 (SE PuK) of the Secure
Entity 2321, which preferably is communicated (Step 2802) to the Insuring Entity 2352
beforehand. Subsequently, the Security Profile contained in the authenticated Security Certificate
2326 is identified by the Insuring Entity 2352 as the Security Profile of the r_nanufactured (_levice_to _
which belongs the private key used in digitally signing the message of the EC 2322.

Based on the identified Security Profile, the Insuring Entity 2352 is able to gauge a risk
that the private key of the manufactured device was fraudulently used in digitally signing the
message of the EC 2322 and, in turn, the Insuring Entity 2352 is able to classify the transaction
thereof for a corresponding premium rate. The corresponding premium rate for the particular

classification of the transaction then is applied to the monetary value of the transaction for which
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insurance is sought (i.e., to the $250,000 in the present wire transfer example), and the actual
premium to be charged for the particular transaction in question is calculated. Confirmation 2354
of insurance coverage then is sent (Step 2710) by the Insuring Entity 2352 to the Financial
Institution 2350. The coverage confirmation 2354 preferably includes the identified Security
Profile, applicable premium rate, and calculated premium to be charged to the Financial Institution
2350 for the particular transaction represented by the EC 2322. The coverage confirmation 2354
also is preferably digitally signed by the Insuring Entity 2352 to preserve the integrity of the
coverage confirmation 2354 during transit. Upon receipt and authentication (Step 2608) of the
coverage confirmation 2354, the Financial Institution 2350 makes (Steﬁ 2610) the requested wire
transfer 2356.

As in the first preferred embodiment, in the second preferred embodiment of the fourth
aspect of the present invention, a plurality of devices are manufactured at a secure manufacturing
facility in a secure environment. Each of the devices includes a private key retained therein for
which a public key corresponding thereto is linked with a Security Profile thereof in'a secure
database 'maintained by a Secure Entity. After manufacture, the devices are released from the
secure environment into the world, with one of the devices ultimately reaching a customer of a
Financial Institution and becoming associated with an account of the customer maintained at the
Financial Institution. ‘ |

Unlike the first preferred embodiment, and as illustrated in FIGS. 29-33, the second
preferred embodiment differs from the first preferred embodiment of the fourth aspect of the
present invention in that the Secure Entity 2912 creates and communicates a reference 2930
containing public keys and corresponding Security Profiles of manufactured devices to the
Insuring Entity 2952, rather than sending.a Security Certificate for a particular one of the
manufactured devices as in the first preferred embodiment of FIGS; 24-28. Nor does the Insuring
Entity 2952 send a public key to the Secure Entity 2912 for identifyingva Security Profile from'a
secure database 2910, ‘

With particular regard to the sequence of events, the Secure Entity 2912 generates (Step
3304) the reference 2930 containing public keys and linked security features for all of the devices
associated with the accounts of the Financial Institution 2950, and then forwards (Step 3306) the
reference 2930 to the Insuring Entity 2952. The information regarding which devices are
associated with the accounts of the Financial Institution 2950 is known by the Secure Entity 2912
in the second and third aspects of the present invention and, alternatively, is identified to the
Secure Entity 2912 by either the Financial Institution 2950 or by the Insuring Entity 2952. The
reference 2930 preferably is compiled in accordance with the first aspect of the present invention
as illustrated in FIGS. 7-11, and preferably is digitally signed by the Secure Entity 2912 to
preserve the integrity of the information therein during transit and storage. A public key 2928 of

the Secure Entity 2912 is preferably communicated (Step 3302) in a secure manner to the Insuring
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Entity 2952 beforehand. Upon receipt thereof (Steps 3202 and 3204), the Insuring Entity 2952
authenticates (Step 3206) the reference 2930 with the public key 2928 of the Secure Entity 2912.

Thereafter, a digital signature is originated (Step 3002) for and combined (Step 3004)
with a message that includes a wire transfer request for a particular account number maintained at
the Financial Institution 2950 to form an EC 2922. The EC 2922 then is sent (Step 3006) to the
Financial Institution 2950. Upon receipt (Step 3102) of the EC 2922, the Financial Institution 2950
authenticates (Step 3104) the message of the EC 2922 using the public key associated with the
account identified in the EC 2922, and then determines whether to honor the instruction contained
in the EC 2922 and, if so, whether to insure the transaction represented by the EC 2922. The
determination of whether to honor the instruction preferably is based, at least in part, upon the
security features and manufacturing history identified in accordance with the first aspect of the
present invention. ‘

Upon an affirmative determination to insure the transaction represented by the EC 2922,
the Financial Institution 2950 forwards (Step 3106) the EC 2922 to the Insuring Entity 2952
together with the public key. Upon receipt (Step 3208) of the EC 2922, the Insuring Entity 2952
authenticates (Step 3210) the message of the EC 2922 with the public key to confirm
authentication of the message and, upon successful authentication, the Insuring Entity 2952
compares for a match the public key against the linked public keys in the reference 2930 to
identify (Step 3212) a matching public key and the Security Profile linked therewith. The Security
Profile thereby identified represents the Security Profile of the manufactured device to which
belongs the private key used in digitally signing the message of the EC 2922.

Based on the identified Security Profile, the Insuring Entity 2952 is able to gauge a risk
that the private key of the manufactured device was fraudulently used in digitally signing the
message of the EC 2922 and, in turn, the Insuring Entity 2952 is able to classify the transaction

‘thereof for a corresponding premium rate. The corresponding premium rate for the particular

classification of the transaction then is applied to the monetary value of the transaction for which
insurance is sought (i.e., to the $250,000 in the present wire transfer example), and the actual
premium to be charged for the particular transaction in question is calculated. Confirmation 2954
of insurance coverage is then sent (Step 3214) by the Insuring Entity 2952 to the Financial
Institution 2950. The coverage confirmation 2954 preferably includes the identified Security
Profile, applicable premium rate, and premium to be charged to the Financial Institution 2950 for
the particular transaction of the EC 2922. The coverage confirmation 2954 also is preferably
digitally signed by the Insuring Entity 2952 to preserve the integrity of the coverage confirmation
2954 during transit. Upon receipt and authentication (Step 3108) of the coverage confirmation
2954, the Financial Institution 2950 makes (Step 3110) the requested wire transfer 2956.

In a variation of this second preferred method of the fourth aspect of the present invention,

as illustrated in FIGS. 34-38, a Secure Entity 3412 communicates a reference 3430 to a Financial
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Institution 3450 rather than to an Insuring Entity 3452. The reference 3430 then is forwarded to the
Insuring Entity 3452 by the Financial Institution 3450. Otherwise, the steps are the same as those
described with reference to the second method of the fourth aspect of the present invention
illustrated in FIGS. 29-33. .

In particular, the Secure Entity 3412 creates (Step 3802) the reference 3430 including the
public keys and linked security features for all of the devices associated with the accounts of the
Financial Institution 3450, and then sends (Step 3804) the reference 3430 to the Financial
Institution 3450. Upon receipt (Step 3602), the Financial Institution 3450 sends (Step 3604) the
reference 3430 to the Insuring Entity 3452 and, in turn, the Secure Entity 3412 sends (Step 3806) |
its public key 3428 to the Insuring Entity 3452 in a reliable manner. Upon receipt of the reference
3430 (Step 3702) and the public key 3428 of the Secure Entity 3412 (Step 3704), the Insuring
Entity 3452 authenticates (Step 3706) the reference 3430.

Thereafter, a digital signature is originated (Step 3502) for and combined (Step 3504)
with a message regarding the wire transfer to form an EC 3422. The EC 3422 is then sent (Step
3506) to the Financial Institution 3450. Upon receipt (Step 3606) of the EC 3422, the Financial
Institution 3450 authenticates (Step 3608) the message of the EC 3422 using the public key
associated with the account identified in the EC 3422 from which the transfer is to be made, and
then determines whether to honor the instruction contained in the EC 3422 and, if so, whether to
insure the transaction represented by the EC 3422. The determination of whether to honor the
instruction preferably is based, at least in part, upon the security features and manufacturing
history identified in accordance with the first aspect of the present invention.

Upon an affirmative determination to insure the transaction represented by the EC 3422,
the Financial Institution 3450 forwards (Step 3610) the EC 3422 to the Insuring Entity 3452
together with the public key. Upon receipt (Step 3708) of the EC 3422, the Insuring Entity 3452
authenticates (Step 3710) the message of the EC 3422 with the public key to confirm
authentication of the message and, upon successful authentication, the Insuring Entity 3452
compares for a match the public key against the linked public keys in the reference 3430 to
identify (Step 3712) a matching public key and the Security Profile linked therewith. The Security
Profile thereby identified represents the Security Profile of the manufactured device to which
belongs the private key used in digitally signing the message of the EC 3422.

Based on the identified Security Profile, the Insuring Entity 3452 is able to gauge a risk
that the private key of the manufactured device was fraudulently used in digitally signing the
message of the EC 3422 and, in turn, the Insuring Entity 3452 is able to classify the transaction
thereof for a corresponding premium rate. The corresponding premium rate for the classification of
the transaction then is applied to the monetary value of the transaction for which insurance is
sought (i.e., to the $250,000 in the present wire transfer example), and the actual premium to be

charged for the particular transaction at question is calculated. Confirmation 3454 of insurance
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coverage then is sent (Step 3714) by the Insuring Entity 3452 to the Financial Institution 3450.
The coverage confirmation 3454 preferably includes the identified Security Profile, applicable
premium rate, and premium to be charged to the Financial Institution 3450 for the particular
transaction of the EC 3422. The coverage confirmation 3454 also is preferably digitally signed by
the Insuring Enﬁty 3452 to preserve the integrity of the coverage confirmation 3454 during transit.
Upon receipt and authentication (Step 3612) of the coverage confirmation 3454, the Financial
Institution 3450 makges (Step 3614) the requested wire transfer 3456.

In a third preferred method of the fourth aspect of the‘pre.sent invention, a Sécurity
Certificate is incorporated into the manufactured device itself prior to the release of the device
from the secure environment in accordance with the third preferred embodiment of the first aspect
of the present invention. Accordingly, as illustrated in FIGS. 39-43, when a suspect device:
originates (Step 4002) a digital signature somewhere in the world 3906, the Security Certificate is
included (Step 4004) with the digital signature and message in an EC 3922, which then is sent
(Step 4006) to a Financial Institution 3950. Upon recéipt (Step 4102) of the EC 3922 by the
Financial Institution 3950, the public key identified in the Security Certificate is used to
authenticate (Step 4104) the message. Thereafter, if insurance is desired for the transaction, the
Financial Institution 3950 forwards (Step 4106) the ‘EC 3922 to the Insuring Entity 3952. The
determination of whether to honor the instruction preferably is based, at least in part, upon the
security features and manufacturing history identified in the Security Certiﬁcafe in accordance
with the first aspect of the present invention. ‘

Upon receipt (Step 4204), the Insuring Entity 3952 authenticates (Step 4206) the message
with the public key set forth in the Security Certificate to confirm authentication of the message.
The Insuring Entity 3952 also authenticates (Step 4208) the Security Certificate with the public
key 3928 of the Secure Entity 3912, which preferably i§ communicated (Step 4302) by the Secure
Entity 3912 and received (Step 4202) by the Insuring Entity 3952 beforehand. The Security Profile
of the manufactured device to which properly belongs the private key used in ’generating the digital
signature for the message of the EC 3922 thereby is identified to the Insuring Entity 3952.

Based on the identified Security Profile, the Insuring Entity 3952 is able to gauge a risk
that the private key of the manufactured device was fraudulently used in digitally signing the
message of the EC 3922 and, in turn, the Insuring Entity 3952 is able to classify the transaction
thereof for a corresponding premium rate. The corresponding premium rate for the classification of _
the transaction then is applied to the monetary value of the transaction for which insurance is
sought (i.e., to the $250,000 in the present wire transfer example), and the actual premium to be
charged for the particular transaction at question is calculated. Confirmation 3954 of insurance
coverage then is sent (Step 3714) by the Insuring Entity 3952 to the Financial Institution 3950.
The coverage confirmation 3954 preferably includes the identified Secqrity Profile, applicable

premium rate, and premium to be charged to the Financial Institution 3950 for the particular
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transaction of the EC 3922. The coverage confirmation 3954 also is preferably digitally signed by
the Insuring Entity 3952 to preserve the integrity of the coverage confirmation 3954 during transit.
Upon receipt and authentication (Step 3612) of the coverage confirmation 3954, the Financial
Institution 3950 makes (Step 3614) the requested wire transfer 3956.

Under any of the preferred methods of the fourth aspect of the present invention, the actual
billing of the premium by an insuring entity to a Financial Institution preferably is performed on a
regularly scheduled period, such as monthly. Furthermore, the premium rates for each transaction
classification preferably are determined in accordance with a prearranged insurance contract
entered into between the Financial Institution and Insuring Entity. In this regérd, the greater the
security level met by a device at the time of the transaction, the lower the premium rate should be.
Furthermore, the coverage confirmations of all insured transactions for a time period received by
the Financial Institution readily may be utilized by the Finaﬁcial Institution to keep a running tab
on the amount of the prei’nium to be billed by the Insuring Entity for such time period.

Preferably, the steps set forth above with regard to FIGS. 26-28; FIGS. 31-33; FIGS. 36-
38§ and FIGS. 41-43 are computer automated, and the entire sequence of steps for each respective
group of figures occurs within a small‘ time interval on the order of magnitude of at least minutes,
if not seconds.

As opposed to insurance provided on a per transaction basis, insurance also may be
provided on a per device basis, possibly subject to certain limits. In this case, each EC would not
be sent fo the Insuring Entity as in the preferred methods in which insurance is provided on a per
transaction basis. Rather, under this scenario insurance preferably is provided to an Account
Authority (such as a financial institution) for transactions of the Account Authority’s customers
who send digitally signed messages. In accordance with the fourth aspect of the present invention,
each méssage is digitally signed with a retained private key of a device manufactured in
accordance with the first aspect of the present invention, i.e., a manufactured device for which
information preferably such as the Security Profile reliably is identified. For example, a financial
institution that maintains a PuK-linked account database of its customers that is established under
either of the second or third aspects of the present invention, and which includes the identified
Security Profiles in the PuK-linked account database records, may obtain insurance for all devices
of its customers in accordance with the fourth aspect of the present invention. The insurance is
provided for each device at a premium that is based, at least in part, on the identified Security _
Profile of the device to which the device’s public key is linked. The ability reliably to know the
Security Profile of each device as provided by the first aspect of the present invention permits
differentiation in premiums charged as between the devices to reflect the different levels of risk

that may be associated with the devices.
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E. Gauging Whether EC on Account is Fraudulent Based on PuK-Linked

Information of Device Generating Digital Signatures

A fifth aspect of the present invention includes gauging the risk of whether a message of
an EC representing a transaction on an account and digitally signed with a device is fraudulent
and, based thereon, determining whether to perform the transaction. Gauging of the risk is based
on identified information that was securely linked with a public key of the device at the time of its
manufacture, vincluding the security features and manufacturing history of the device, and
preferably incorporates the first aspect of the present invention. Gauging of the risk also is based
on additional factors, including the transactional account history of digital signatures authenticated
using the public key, the environment in which the digital signature for the EC was originated, and
other account or business-specific factors, such as whether the transaction is even capable of being
performed on the account. ‘

An example of an account database maintained by an Account Authority for a plurality of
user accounts in accordance with the fifth aspect of the present invention is illustrated in FIG. 44.
This account database corresponds with that of FIG. 21 with “Transactional History” and “Puk-
to-Account Authentication” information for each account being added to the account records in
conjunction with the Sccu;rity Profile to form “Risk Management Information.” The security
features and manufacturing history of the device, as well as the public key linked therewith, are
associated with the account and may be obtained by an Account Authority as set foﬁh above with
respect to the first, second, or third aspects of the present invention, or through any other process
considered trustworthy by the Account Authority.

The transactional account history is recorded on the account by the Account Authority,
preferably as digitally signed ECs are received. In particular, the Account Authority records the
transaction details of each EC in a record of the account. The transactional history may include
such factors as the geographic locations of use, amounts of transaction, and freciuency of
transactions, all of which may be tracked and evaluated by the Account Authority in monitoring
for possible fraud. Information such as the number of incorrect entries of data representing a Secret
or biometric characteristic used to authenticate a user of the device also may be monitored by the
Account Authority, which also may serve to indicate possible fraud. |

The PuK-to-Account Authentication is the authentication technique employed when the

public key and PuK-linked information were associated with the account maintained by the

'Account Authority. This information is important in evaluating the risk to be accorded the initial

association of the public key and PuK-linked information with the account.

Also in accordance with the fifth aspect of the present invention, the Account Authority

notes any factors known about the environment in which the digital signature for the message was

originated. Indeed, the environment in which the device is used often is communicated within the

EC itself. For example, in financial transactions involving credit charges, an Account Authority—
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such as an issuing bank—is able to determine whether a card was present at a point of sale for a
transaction, or whether the charge occurred otherwise, such as over the Internet. The former
scenario is believed to involve a risk of fraud that is substantially less than that of the later
scenario. In another example, when an external apparatus such as an /O support element is used in
conjunctién with a device to compose a message and originate a digital signature, information
regarding the /O support element is preferably included in the environmental information
communicated in the EC. For instance, an /O support element also may digitally sign an EC, and
information regarding the I/O support element linked to the public key of the I/O support element
preferably is identified in accordance with the first aspect of the present invention. Indeed, the
device may include a card reader comprising hardware and software components designed in
accordance with the technical specifications published by CEN/ISSS as a result of the well-known
Financial Transactional IC Card Reader Project (known commonly as "FINREAD").

A preferred embodiment in accordance with this aspect of the present invention is -

" illustrated in FIG. 45, wherein an Account Authority receives (Step 4502) an EC including a

message and a digital signature therefor. The digitally signed message includes an instruction
therein representing a transaction on a particular account as identiﬁed in the EC by a unique
account number. Upon receipt, the Account Authority retrieves (Step 4504) a public key
associated with the particular account and then attempts to authenticate (Step 4506) the message
of the EC using the public key. If the message does not authenticate in Step 4508, then the
Account Authority rejects (Step 4510) the message. If the message authenticates in Step 4508,
then the Account Authority further processes (Step 4512) the message.

Further processing (Step 4512) of the message includes consideration (Step 4514) of
numerous factors that are used by the Accounthuthority to gauge the risk that the digital signature
was fraudulently generated and, ultimately, to determine whether to perform the transaction on the
account. The consideration (Step 4514) includes an evaluation (Step 4516) of the security features ’
and manufacturing history of the device linked w1th the public key of the device within the
environment of the manufacturing of the device and, as applicable: an evaluation (Step 4518) of
entity authentication provided by the sender of the EC or user of the device;‘ an evaluation (Step
4520) of environmental factors surrounding the origination of the EC; an evaluation (Step 4522) of
the transactional history of the device on the account; and an evaluation (Step 4524) of other
account or business-specific factors. At a more fundamental level, the PuK-to-Account
Authentication also may be considered in gauging the risk of fraud. _ | |

Whether the Account Authority considers some or all of the above factors, how much
weight the Account Authority applies to any particular factor, and what order the Account
Authority makes these evaluations may vary, and the Account Authority uses its own business
rules and judgment to determine (Step 4526), based on its own considerationsl in Step 4514,

whether to perform the transaction on the account. If the determination in Step 4526 is negative,



10

15

20

25

30

35

WO 02/13445 PCT/US01/24572
38

then the Account Authority rejects (Step 4510) the message. If the determination in Step 4526 is
positive, then the Account Authority performs (Step 4528) the transaction on the account and
updates (Step 4530) the account record accordingly. Alternatively, the Account Authority may
choose to execute only a limited portion of the instruction (not shown) based on its considerations
(Step 4514), or the Account Authority may require additional information from the sender of the
EC prior to perfbrming the transaction (not shown).

In a feature of the present invention, a plurality of different devices are associated with the
same user account maintained with the Account Authority. In this situation, the risk of a fraudulent
transaction preferably is gauged not on an overall account basis, but rather, on a device-by-device
basis for each account. Specifically, the transactional history of digital signatures on the account
preferably is recorded and later considered on a device-by-device basis.

Of course, the actual rule base or business logic used by each Account Authority is
subjective and necessarily will vary as between Account Authorities. Nevertheless, the reliable
identification of the security features and manufacturing history of a device—when combined with
evaluations of the transactional account history of digital signatures generated by the device,
environmental factors in which the digital signature is originated, and other account or business-
specific factors—provides added security against fraudulent transactions not otherwise realized.

F. . Disseminating PuK-Linked Information of Device Generating

Digital Signatures

In accordance with a sixth aspect of the present invention, an entity (herein “Central Key
Authority”) maintains certain PuK-linked account information of a user (herein “Registration
Information™) for disseminating to one or more Account Authorities. The Registration Information
includes the public key (PuK) of a device of the user that generates digital signatures and one or
more of the following types of information: the identity of Account, Authorities with which the
user has PuK-linked accounts for the device and respective account identifiers that identify each
PuK-linked account of the user to the respective Account Authority; information linked with the
public key of the device in accordance with the first aspect of the present invention; user-specific
information, such as the user’s mailing address, credit card information, age, etc.; and, as desired,
the authentication techniques that were employed in verifying the user-specific information
maintained by the Central Key Authority. Furthermore, the Central Key Authority preferably
indexes the Registration Information of the user to a unique account identiﬁe;r such that the.
Registration Information may be retrieved based on the account identifier. In this regard, but not
shown, the public key may serve as the unique account identifier. An example of a PuK-linked
account database 4640 of a Central Key Authority is illustrated in FIG. 46.

In accordance with this aspect of the present invention, the Central Key Authority
disseminates some or all of the Registration Information, as appropriate, to Account Authorities.

Registration Information is disseminated when the user has an account with an Account
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Authority—or desires to establish an account with an Account Authority—and desires to send ECs
with messages each containing an instruction that represents a transaction on the account, each
such message being digitally signed using the device. The dissemination of the Registration
Information occurs, for example, when Registration Information maintained by an Account
Authority has Become outdated for a particular account. Furthermore, the dissemination of the
Registration Information may be in accordance with the third aspect of the present invention
wherein the PuK-linked account database record is obtained from the Central Key Authority if the
Central Key Authority is considered to have sufficient security measures and protocols so as to
qualify to be a Secure Entity. _

. The Registration Information maintained by the Central Key Authority is obtained in
various ways. For example, the public key and information linked therewith preferably is obtained
from a Secure Entity in accordance with the first, second, or third aspects of the present invention.

The 'identity of the Account Authorities with which the user has PuK-linked accounts for the

- device, and the account identifier that identifies the PuK-linked account of the user to each such

Account Authority, preferably is obtained from the user, and is obtained when the user registers
with the Central Key Authority; when, at the instruction of the user, the Central Key Authority
establishes an account on behalf of the user with an Account Authority; or when the third-party, at
the instruction of the user, acquires Registration Information from the Central Key Authority.

An example of efficiency and convenience that may be provided by the Central Key
Authority in accordance with this sixth aspect of the present invention comprises the updating of
PuK-linked accounts of a user with a new device of the user in place of the user’s old (and
possibly outdated) device as represented by the respective public keys of the devices. With
reference to FIGS. 47-51, such an update preferably is accomplished by a user 4758 by the mere
sending (Step 4806) of an EC 4722 to a Central Key Authority 4760 with which the user 4758 has
previously registered with an old device as represented by the old public key (PuK1).

The EC 4722 includes a message (M) having an instruction to associate a new public key
(PuK?2) included in the message with accounts of the user 4758 maintained by certain Account
Authorities 4762,4764, which preferably are on register with the Central Key Authority 4760. The
message is digitally signed (Step 4802) using the private key (PrK1), and the digital signature
(DS) therefor is included (Step 4804) with the message in the EC 4722. The EC 4722 also includes
the account identifier (CKA#) for the account maipta_ined by the Central Key Authority 4760.

Upon receipt (Step 4902) of the EC 4722, the Central Key Aut‘hc‘)rity44760‘aﬁthenticates
(Step 4904) the message (M) of the EC 4722 using the public key (PuK1) associated with the
account of the user 4758 maintained by the Central Key Authority 4760 as identified by the unique
account identifier (CKA#).

Upon successful authentication, the Central Key Authority 4760 updates (Step 4906) the
Registration Information with the new public key (PuK2) and sends (Step 4908) a respective EC
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4766,4768 to each of the Account Authorities 4762,4764 identified by the user 4758. Each EC
4762,4764 includes a respective request of the Account Authorities 4762,4764 to associate the new

public key (PuK2) with the accounts of the user 4758. The Central Key Authority 4760 also

preferably obtains the Security Profile linked with the new public key (PuK2) in accordance with

' the first aspect of the present invention, and includes the Security Profile with the new public key

(PuK?2) in the respective request sent to the Account Authorities 4762,4764.

The request preferably is digitally signed (Step 4908) using a private key of the Central
Key Authority 4760 for authentication of the request and information therein by‘ each Account
Authority 4762,4764, and may include the original EC 4722 received by the Central Key Authority
4760 from the user 4758. Each respective request also preferably includes the appropriate account
identifier for the account that is to be updated by each Account Authority 4762,4764, which
information is part of the Registration Information maintained by the Central Key Authority 4760.

Ui)on receipt (Step 5002) of the EC 4766 by Account Authority 4762, thg request (R1) is
authenticated (Step 5004) using a public key of the Céntral Key Authority 4760, which preferably
is obtained by the Account Authority 4762 beforehand. The Account Authority 4762 also may
authenticate the original message (M) in EC 4722, as desired. Upon successfui authentication, the
Account Authority 4762 updates (Step 5006) the account identified by the account identifier
(Acc#) in the EC 4766 by associating the new public key (PuK2) with the account.

Similarly, upon receipt (Step 5102) of the EC 4768 by Accoqnt Authority 4764, the
request (R2) is authenticated (Step 5104) using the public key of the Central Key Authority 4760,
which preferably is obtained by the Account Authority 4764 beforehand. The Account Authority
4764 also may authenticate the original message (M) in EC 4722, as desired. Upon successful
authentication, the Account Authority 4764 updates (Step 5106) the account identified by the
account identifier' (Acc#) in the EC 4768 by associating the new public key (PuK2) with the
account.

As will be appreciated by those having ordinary skill in the art, while two Account
Authorities have been illustrated in the preferred method of FIGS. 47-51, any number of Account
Authorities may be sent a reépective EC by the Central Key Authority as appropriate and desired.
Indeed, the more Account Authorities that are contacted, the more efficient and convenient the
preferred method in accordance with the sixth aspect of the present invention.

Accordingly, it readily will be understood by those persons' skilled in the art that, in view
of the above detailed description of preferred embodiments, devices, and methods of the present
invention, the present invention is susceptible of broad utility and application. Many methods,
embodiments, and adaptations of the present invention other than those herein described, as well as
many variations, modifications, and equivalent arrangements, will be apparent from or reasonably
suggested by the present invention and the following detailed description thereof, without

departing from the substance or scope of the present invention. Furthermore, those of ordinary skill
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in the art will understand and appreciate that although steps of various processes may be shown
and described in some instances as being carried out in a preferred sequence or temporal order, the
steps of such processes are not necessarily to be limited to being carried out in such particular
sequence or order. Rather, in many instances the steps of processes described herein may be
carried out in various different sequences and orders, while still falling within the scope of the
present invention. Accordingly, while the present invention is described herein in detail in relation
to preferred methods and devices, it is to be understood that this detailed description only is
illustrative and exemplary of the present invention and is made. merely for purposes of providing a
full and enabling disclosure of the invention. The detailed description set forth herein is not
intended nor is to be construed to limit the present invention or otherwise to exclude any such
other embodiments, adaptations, variations, modifications and equivaler;t arrangements of the
present invention, the present invention being linﬂted solely by the claims appended hereto and the
equivalents thereof. . ‘

For instance, the roles set forth above with respect to the Secure Manufacturing Facility,
the Secure Entity, the Account Authority, the Financial Institution, the Insuring Entity, and the
Cehtral Key Authority, may all be performed by a single entity or affiliated entities, or any
combination thereof, in accordance with the present invention. Moreover, any of the
aforementioned entities also may be a recipient of an EC.

Additionally, it should be apparent that the devices described above with regard to the
present invention encompass, for example, devices of merchants and other commercial entities that
generate digital signatures, and are not limited to devices of individual consumers that generate
digital signatures. For instance, a device in accordance with the pfesent invention includes an I/O
support element comprising, for example, an IC card reader used to read IC cards of individual
consumers in establishing secure. financial transactions if such IC card reader itself generates

digital signatures. In this regard, such device may include a trusted platform module.
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What is claimed is:
1. A method in which information of a device that generates digital signémres is reliably
identified, comprising the steps of: ‘
(a) for each of a plurality of devices manufactured in an environment,
6)) creating a public-private key pair within the environment,

(i1) linking within the environment in a secure manner the public key with
other information associated with the device, and
(iii)  before release of the device from the environment, storing the private key‘
within the device for utilization in generating a digital signature for aﬁ
electronic message; and
(b) thereafter, when a said linked public keysuccessfully authenticates a digitally
signed message, identifying the other information associated with said linked.
public key és pertaining to the device to which belongs the private key utilized in
digitally signing the message.
The method of claim 1, wherein the secure manner of linking comprises recording the
linked public keys and Security Profiles in a database and maintaining the database in an
environment having a security rating at least comparable to a security level of each device
for which the public key thereof is linked.
The method of claim 1, wherein the secure manner of linking comprises:
(a) originating a digital signature for a reference including the linked public key and a
Security Profile of the device;
(b) publishing the reference and digital signature therefor;‘ and
(c) maintaining the private key utilized in originating the digital signature for the
reference in an environment having a security rating that is at least comparable to
a security level of the device to which the reference pertains.
The method of claim 1, wherein the other information is identified by a recipient of the
digitally signed message.
The method of claim 1, wherein the other information is identified to a recipient of the
digitally signed message. \
A method of managing a database for reliably identifying a Security Profile of a device
that generates digital signatures, comprising the steps of:
(a) maintaining the database in a secure environment;
) recording in the database fof each one of a plurality of devices manufactured in
the secure environment,
@) a public key of a public-private key pair of the manufactured device, and
in association therewith,

(ii) a Security Profile of the manufactured device,
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the public key and Security Profile thereby being securely linked together; and
(©) thereafter, when a said linked public key successfully authenticates a digitally
signed message, identifying the Secuﬁty Profile associated with said linked public
key as‘ pertaining to the manufactured device to which belongs the private key
utilized in digitally signing the message.
The method of claim 6, wherein the Security Profile is identified by a recipient of the
digitally signed message.
The method of claim 6, wherein the Security Profile is identified to a recipient of the
digitally signed message.
A method of managing a database for reliably identifying a Security Profile of a device
that generates digital signatures, comprising the steps of:
(a) maintaining the database in a secure environment; -
(b) recording in the database for each one of a plurality of devices manufactured in
the secure environment, '
@ a public key of a public-private key pair of the manufactured device, and
in association therewith,
(ii) a Security Profile of the manufactured device, |
~ the public key and Security Profile thereby being securely linked together; and
() communicating a reference in a secure manner, the feference including the public
key and Security Profile linked therewith for at least one of the manufactured
‘ devices.
The method of managing a database of claim 9, wherein said communicating the reference
in a secure manner comprises originating a digital signature for a database record of a
manufactured device maintained in the database and publishing the digital signature and
the database record.
The method of managing a database of claim 9, wherein said communicating the reference
in a secure manner comprises communicating the reference to a recipient of a digitally
signed message in a manner having a security rating that is at least comparable to a
security level of each manufactured device to which the reference pertains.

The method of managing a database of claim 9, further comprising successfully

authenticating a digitally signed message with a said linked public key of the reference and

thereby identifying the Security Profile associated with said linked public key as
pertaining to the manufactured device to which belongs the private key utilized in digitally
signing the message.

The method of claims 6 or 12, further comprising the step of receiving the digitally signed

message and digital signature from a recipient thereof.
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The method of managing a database of claims 6 or 9, wherein the secure environment has
a sufficient security rating so as not to compromise the security level of any of the devices
manufactured therein for which the public key thereof is linked.

The method of managing a database of claims 6 or 9, wherein the public key and Security

Profile of each of the manufactured devices are retrievable from the database based on a

device identifier assigned for each of the manufactured devices.

The method of managing a database of claim 15, wherein the identifier for each of the

manufactured devices comprises the respective public key of the manufactured device.

The method of claim 15, wherein the identifier for each of the manufactured devices

comprises a respective serial number of each manufactured device.

The method of claim 15, wherein the identifier for each of the manufactured devices

comprises a respective account number associated with each manufactured device.

The method of managing a database of claims 6 or 9, further comprising receiving a

device identifier from a recipient of a digitally signed message and comparing for a match

the device identifier with device identifiers in the database to which the linked public keys
and Security Profiles are indexed.

The method of managing a database of claims 6 or 9, further comprising receiving a

suspect device public key from a recipient of the digitally signed message and comparing

for a match the suspect device public key with the linked public keys in the database tb
which the Security Profiles are indexed.

The method of claim 20, wherein the public key used to authenticate the electronic

message is sent with the digital signature for the electronic message.

A method of providing for reliably identifying a Security Profile of a device that generates

digital signatures, comprising the steps of:

(a for each of a plurality of devices manufactured in a secure environment, recording
together the public key with a Security Profile of the manufactured device and
generating a digital signature therefor to collectively define a Security Certificate,
the public key and Security Profile thereby being securely linked together; and

) before each manufactured device is released from the secure environment,
incorporating its respective Security Certificate into the manufactured device such
that the Security Certificate is sent with a digital signature that is generated by the
manufactured device using the private key.

The method of claim 22, further comprising

(a) generating a digital signature for an electronic message utilizing the private key of
one of the manufactured devices; .

(b) sending the Security Certificate of the particular manufactured device with the

digital signature for the electronic message;
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(©) successfully authenticating the electronic message using the public key included in
the Security Certificate; ,

@ successfully authenticating the Security Certificate using another public key; and

(e) identifying security features in the Secuﬁty Certificate as being the security
features of the particular manufactured device to which belongs the private key
utilized to generate the digital signature of the electronic message.

The method of claim 22, wherein the secure environment has a sufficient security rating so

as not to compromise the security level of any of the devices manufactured therein for

which the public key thereof is linked.

The method of claims 1, 6, 12, or 23, further comprising gauging a risk that the private key

was fraudulently used to digitally sign the message based at least in part on said identified

Security Profile. |

The method‘of claims 1, 6, 9, or 22, wherein the Security Profile of a device comprises

security characteristics of the device. -

The method of claim 26, wherein the security characteristics of a respective manufactured

devicé include an algorithm used by the device in originating digital signaturés.

The method of claims 1, 6, 9, or 22, wherein.the Secqrity Profile of a device comprises

authentication capabilities of the device.

. The method of claim 28, wherein the authentication capabilities include whether the

device performs Factor A and Factor B Entity Authentication.

The method of claims 1, 6, 9, or 22, wherein the Security Profile of a device comprises all
of the security features of the device.

The method of claims 28, wherein the Security Profile of a device further comprises a
manufacturing history of the device. ‘

The method of claim 29, wherein the manufacturing hist(;ry includes a batch identifier of
the device.

The method of claim 29, wherein the rﬁanufacturing history includes the identity of a
manufacturer of the device. .

The method of claim 29, wherein the manufacturing history includes a part number of the
device. ‘

The method of claim 29, wherein the manufacturing history includes the date and location
of manufacture of the device. |

The method of claim 29, wherein the manufacturing history includes the linked key of the
device.

The method of claim 29, wherein the manufacturing history includes a serial number of

the device.
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The method of claim 37, wherein the serial number of the manufactured device comprises
the public key of the device.

The method of claims 6, 9, or 22, wherein each device manufactured in the secure
environment meets a defined security level for secure devices.

The method of claims 2, 3, 6, 9, or 22, wherein the secure environment includes multiple
physical locations. .

The method of claims 1, 6, 12, or 22, wherein the electronic message represents a financial
transaction. \

The method of claims 1, 6, 12, or 22,.wherein the electronic message represents a legal
action. ‘

The method of claims 1, 6, 12, or 22, wherein the electronic message represents a request
for access to information. ‘ |

The method of claims 1,6, 12, or 22, wherein the electronic message répresents‘a request
for access to a physical location. ‘

The method of claims 1, 6, 9, or 22, wherein eaéh paif of keys of a manufactured device is
created in the respective device.

The method of claim 45, wherein only the public key of each pair is exportable from the
respective device. '

The method of claim 45, wherein the private key is ﬁot exportable from the respective
device. | |

The method of claims 1, 6, 12, or 23, further compﬁsing the step of providing a monetary
guarantee that the digital signature for the electronic message was ﬁot fraudulenﬂy

originated in exchange for a premium that is based, at least in part, upon said identified

‘Security Profile.

The method of claim 48, wherein the electronic communicati‘on is sent to a recipient and
then forwarded to an entity providing the monetary guarantee.

The‘method of claim 48,wherein said authenticating is performed by an entity providing
the monetary guarantee.

The method of claim 48,further comprising sending a confirmation of coverage to an
insured by an entity providing the monetary guarantee.

The method of claim 51, wherein the coverage confirmation includes security features of a
manufactured device. .

The method of claim 52, wherein the coverage confirmation further includes an indication
of the premium for the monetary guarantee.

The method of claim 48,wherein a secure entity links together a public key and security

features of each manufactured device in the secure environment, and wherein the secure
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entity communicates a public key of the secure entity to an entity providing the monetary
guarantee for authentication of linked security features of a manufactured device.

The method of claim 48, further charging a different premium rate for the provision of the
monetary guarantee based on different Security Profiles of the devices.

The method of claims 1 or 6, further comprising the step of providing a monetary

guarantee that the digital signature for the electronic message was not fraudulently

originated in exchange for a premium that is based, at least in part, upon said identified
Security Profile, and wherein an entity providing the monetary guarantee sends a public
key successfully authenticating the electronic message to a secure entity which links in the
secure environment a respective public key to respective security features of each
manufactured device.

The method of claim 56, wherein the secure entity cofnpares the public key successfully

- authienticating the electronic message with the public keys linked to security features of

the manufactured devices.

The method of claim 57, wherein the secure entity communicates security features to the
entity providing the monetary guarantee for which the public key linked thereto matches
the public key successfully authenticating the electronic message.

The method of claim 58, wherein the secure entity digitally signs the communication of .
the security features. ‘

The method of claims 1 or 9, further comprisihg the stép of providing a monetary
guarantee that the digital signature for the electronic message was not fraudulently
originated in exchange for a premium that is based, at least in part, upon said identified

Security Profile, and wherein a secure entity links a public key with security features of a

‘manufactured device by digitally signing a reference including the public key and the

security features of the manufactured device.
The method of claim 60, wherein the secure entity communicates the reference to a
recipient of the electronic communication.
The method of claim 60, wherein the secure entity communicates the reference to an entity
that provides the monetary guarantee, |
The method of claim 62, wherein the entity that provides the monetary guarantee
authenticates said digitally signed reference communicated by the secure entity.
A method of establishing an initial PuK-linked account database, comprising the steps of:
(a) maintaining the database in a secure environment;
(b) recording in the database for each one of a plurality of devices manufactured in
the secure environment,
(3] a public key of a public-private key pair of the manufactured device, and

in association therewith,
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(i)  a Security Profile of the manufactured device,
~ the public key and Security Profile thereby being linked together;

(c) distributing the manufactured devices from the secure environment to a plurality

of users; and
(d) identifying the database records of said distributed devices as the initial PuK-

linked account database of the users.
The method of claim 64, wherein the manufactured devices are distributed to potential
customers and existing customers.
Tﬁe method of claim 64, wherein said step of identifying comprises communicating from
the secure environment in a secure manner the database records of said distributed
manufactured devices to a third-party as the initial PuK-linked account database of the
third-party. ' ‘
The method of claim 66, wherein said step of communicéting the database records from
the secure environment in a secure manner to the third-party comprises communicating the
database records in a manner having a security rating that is comparably greater than a
security level met by each manufactured device to which the database records pertain.
The method of claim 66, wherein‘ said step of communicating the database records from
the secure environment in a secure manner to the third-party comprises originating a
digitai signature for the database records and communicating the database records and
digital signature to the third—parfy.
The method of claim 66, further comprising the step of updating the initial PuK-linked
account database with customer-specific information. ,
The method of claim 66, further comprising merging the irﬁtial PuK-linked account

database with a preexisting account database of the third-party.

~The method of claim 64, further comprising activating an account of the PuK-linked

account database by:

(a) originating a digital signature for an electronic message utilizing a private key of
one of the manufactured devices;

(b) authenticating the message using a public key;

(c) comparing the public key used to authenticate the message with the keys recorded
in the initial PuK-linked account database; and

@ when the public key matches a key recorded in a recérd- of the initial PuK-linked
account database, activating the account corresponding to that record. |

The method of claim 71, wherein the public key used to authenticate the electronic

message is sent with the digital signature for the electronic message.

A method of establishing an initial PuK-linked account database record of a user with each

one of a plurality of third-parties, comprising the steps of:
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() manufacturing devices in a secure environment;
(b) for each manufactured device,

@ generating a pair of keys used in asymmetric cryptography,

(ii) before it is released from the secure environment, storing one of the keys
within the manufactured device for utilization in generating a digital
signature for an electronic message,

(iii))  recording the other key and other information in a secure database
maintained within the secure environment;

(©) distributing one of the manufactured devices from the secure environment to the
user; and

(d identifying the database record of said distributed manufactured device to each
one of the third-parties as the initial PuK-linked account database record of the

| user.

The method of claim 73, wherein said step of identifying the database record comprises

communicating the database record from the secure database to each of the third-parties in

a secure manner.

The method of claim 73, wherein the user is a potential customer of one of the third-

parties.

The method of claim 73, wherein the user is an existing customer of one of the third-

parties. ‘

The method of claim 73, wherein said step of identifying comprises communicating from

the secure environment in a secure manner the database record of said distributed

manufactured device to each of the third-parties as the initial PuK-linked account database

record for the user.

The method of claim 77, wherein said step of communicating the database record from the

secure environment in a secure manner comprises communicating the database record in a

manner having a defined security level greater than a comparable security level of the

manufactured device to which the database record pertains.

The method of claim 77, wherein said step of communicating the database record from the

secure environment in a secure manner comprises originating a digital signature for the

database record and communicating the database record and digital signature to each of the

third-parties.
The method of claim 77, further comprising the step of updating the initial PuK-linked
account database record of the user received by one of the third-parties with user-specific

mformation.
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The method of claim 80, further comprising merging the initial PuK-linked account

database record of the user received by one of the third-parties with a preexisting account

database record.

The method of claim 73, further comprising activating an account of a PuK-linked account

database of one of the third-parties by:

(a) generating a digital signature for an electronic message utilizing a private key of
the manufactured device distributed to the customer;

(b) sending the electronic message and digital signature to the third-party;

(©) authenticating the message using a public key;

(d comparing the public key used to authenticate the message with keys recorded in a
PuK-linked account database of the third-party; and

(e) when the public key matches a key recorded in a record of the PuK-linked account

database, activating the account corresponding to that record.
The method of claim 82, wherein the public key used to authenticate the electronic
message is sent with the digital signature for the electronic message.
A method of manufacturing devices that generate digital signatures such that each device
may be reliably and uniquely identified, the devices being manufactured within a secure
environment, comprising the steps of:
(a) creating a public-private key pair within the secure environment;
(b) storing the private key within the device against the possibility of divulgement
thereof by the device; and
(¢)  securely linking the public key with other information within the secure
environment.
The method of claim 84, wherein each private-public key pair is created within each
device based on a random number produced by a random number generator disposed
within each device. |
The method of claim 85, wherein the random number generator is a high quality random
number generator. ,
The method of claim 85, wherein the only the public key is exportable from the device.
The method of claim 85, wherein each digital signature generated by each device is a
random number. ‘
The method of claim 85, wherein the other inforrnatioﬁ compfiées réspective security
features of each device.
The method of claim 85, wherein the other information comprises a manufacturing history

of each device.
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The method of claim 85, further comprising identifying a particular manufactured device

by authenticating a message using one of said linked public keys, a digital signature for thé

message having been generated by the particular manufactured device.

A method of maintaining a Central Key Authority (CKA) database, the CKA‘ database

comprising PuK-linked account information of users, the PuK-linked account information

maintained in the database for each user including:

(@) a public key-of a user device that generates digital signatures,

(b) informétion securely linked with the public key of the device within a secure
environment of the manufacture of the device, and

{c) third-party account identifiers each of which identifies to a third-party an account
of the user that is maintained with the third-party and th'iit has been associated with
the user’s public key by the third-party. |

The method of claim 92, wherein the information linked with the public key comprises

security features of the device.

- The method of claim 92, wherein the information linked with the public key comprises a

manufacturing history of the device. ‘
The method of claim 92, wherein the public key and information linked therewith is
obtained from a Secure Entity.

The method of claim 92, wherein the PuK-linked account information maintained in the
CKA database for each user further includes the identity of each third-party with which an
account is maintained that is identified by one of the third-party account identifiers.

The method of claim 92, wherein the PuK-linked account information of the users is
indexed in the CKA database by unique CKA account identifiers such that the PuK-linked
account information for a user is retrievable from the CKA database based on the account
identifier.

The method of claim 97, wherein the public key is the CKA account identifier.

The method of claim 92, wherein the PuK-linked account information maintained in the
CKA database for each user further includes user-specific information.

The method of claim 99, wherein the user-specific information is verified.

The method of claim 100, wherein each user account further includes a record of the
techniques that were employed in verifying the user-specific information.

The method of claim 99, wherein the user—speciﬁé int:ormation includes the name and
address of the user.

The method of claim 99, wherein the user-specific information includes the age and

gender of the user.
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The method of claim 92, further comprising establishing an account on behalf of a user
with a third-party by communicating the public key of the user and information linked
with the public key from the CKA database to the third-party.

The method of claim 104, wherein the public key of the user and information linked with

the public key is communicated updn the request of the third-party to which it is

communicated. ‘

The method of claim 92, further comprising updating PuK-linked accounts of a user

maintained with at least two independent third-parties with a new i)ublic key of the user,

comprising the steps of:

(a) receiving an EC, the EC including one of the CKA account identifiers and a
message including the new public key and a digital signature therefor,

(b) authenticating the message of the EC using the public key associated with the
account in the CKA database identified by the CKA account identifier, and upon
successful authentication thereof,

(©) sending an EC to each of the third-parties, each EC including the new public key
and the third-party account identifier for the respective third-party maintained in
the CKA database and associated with the account identified by the CKA account
identifier. | ‘

The method of claim 106, further comprising digitally signing the new public key of the

user and third-party account identifier.

The method of claim ‘106, further comprising sending the EC received from the user to

each of the third-parties.

The method of claim 92, wherein the information is linked with the public key for each

device during the manufacture process of the device.
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