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(57) ABSTRACT 
Enables control of data transmission within a network. For 
this, for example, a network relay apparatus makes a deter 
mination as to permission to transmit data, based on a condi 
tion relating to at least one of the transmission origin of the 
data and transmission destination of the data. An administra 
tion unit contains administration information indicating per 
mission to use shared devices by users of clients. The con 
nection relay apparatus for a target client acquires user 
identifying information from the target client. The adminis 
tration unit acquires the user identifying information from the 
connection relay apparatus for a target client, and referring to 
the administration information, detects a target shared device 
that is one of the shared device permission to use of which has 
been granted to a user of the target client. The administration 
unit notifies the connection relay apparatus for the target 
shared device of permission for transfer of data between the 
target client and the target shared device, together with infor 
mation identifying the target client. Upon receiving the noti 
fication, the connection relay apparatus for the target shared 
device sets the condition so as to change the data transmission 
permission between the target client and the target shared 
device from not authorized to authorized. 

18 Claims, 14 Drawing Sheets 
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Fig.2 
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DATA TRANSMISSION CONTROL ON 
NETWORK 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

The present application claims priority from Japanese 
patent application No. 2005-180056 filed on Jun. 21, 2005, 
the content of which is hereby incorporated by reference into 
this application. 

BACKGROUND 

The technical field relates to control of data transmission 
on a network. 
The importance of security measures on networks such as 

LANs (Local Area Networks) has grown in recent years. 
Firewalls are one kind of security measure deployed on net 
works. A firewall is typically located at the boundary of an 
internal network (e.g. a LAN) and an external network (e.g. 
the Internet), and is utilized to block unauthorized data trans 
mission between the external network and the internal net 
work. 

In some instances, a firewall is installed on a client within 
the network. In such instances, the firewall is able within the 
network to block unauthorized data transmission between the 
client and other devices within the network. 

Another network security measure is technology using the 
IEEE 802.1X standard, which is one of the standards of the 
IEEE (US Institute of Electrical and Electronics Engineers). 
Using IEEE 802.1X technology, it is possible to perform user 
authentication of a client before the client is able to use the 
network, and to permit use of the network only by clients that 
have been successfully authenticated. 

SUMMARY 

When building or operating a network, it is sometimes 
necessary to control data transmission within the network. 
For example, there are instances in which it is desirable to 
assign different permissions depending on the user of a client, 
either allowing or denying use of a shared device Such as a 
server or printer within the network, so as to prevent data 
transmission between a client and a shared device which the 
user of the client does not have permission to use. 

Building and operation of such a network is difficult to 
achieve with the conventional technologies discussed above. 
Specifically, with technologies that involve a firewall situated 
at the boundary of an internal network and an external net 
work, it is difficult to control data transmission within the 
network perse. 

With technologies that involve installing a firewall on a 
client within a network, there exists a possibility that a user 
could improperly change the firewall settings by operating the 
client. Consequently, it is difficult to effectively ensure con 
trol of data transmission between the client and other devices 
on the network. 

With IEEE 802.1X technology on the other hand, it is 
difficult, once a client has been authenticated and allowed use 
of the network, to carry out control of data transmission 
between the client and other devices on the network. 

Accordingly, technology which would enable data trans 
mission control within a network was contemplated. 

In one aspect of the present invention, there is provided a 
method for controlling data transmission between a shared 
device and a target client in a network having: at least one 
client, one of the client being the target client; at least one 
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2 
shared device; at least one network relay apparatus that con 
nects the client with the shared device via a link and deter 
mines transmission permission for input data based on a 
condition relating to at least one of a transmission origin of 
the data and a transmission destination of the data; and an 
administration unit that contains administration information 
indicating permission to use the shared device by a user of the 
client. The method comprises the steps of (a) user identifica 
tion information that identifies a user of the target client being 
acquired from the target client by a client connection relay 
apparatus that is the network relay apparatus inputs all data 
originating from the target client; (b) the administration unit 
acquiring the user identification information from the client 
connection relay apparatus; (c) the administration unit, refer 
ring to the user identification information, detecting a target 
shared device that is one of the shared device permission to 
use of which has been granted to a user of the target client 
identified based on the acquired user identification informa 
tion; (d) the administration unit notifying a shared device 
connection relay apparatus of permission to transmit data 
between the target client and the target shared device, 
together with information identifying the target client, the 
shared device connection relay apparatus being the network 
relay apparatus inputs all data destined for the target shared 
device; and (e) the shared device connection relay apparatus, 
upon receipt of the notification in the step (d), setting the 
condition so as to change the data transmission permission 
between the target client and the target shared device from not 
authorized to authorized. 

With this method, the client connection relay apparatus 
acquires user identifying information from the target client. 
The administration unit, referring to the user identifying 
information, detects a target shared device that is one of the 
shared device permission to use of which has been granted to 
a user of the target client and notifies the shared device con 
nection relay apparatus of permission to transmit data 
between the target client and the target shared device. The 
shared device connection relay apparatus, upon receipt of the 
notification, set the condition so as to change the data trans 
mission permission between the target client and the target 
shared device from not authorized to authorized. Accord 
ingly, with this method, data transmission control within the 
network, namely, control of permission for data transfer 
between a client and a shared device depending on a user of 
the client, can be carried out. 

Additionally, with this method, since permission for data 
transfer between a client and a shared device depending on a 
user of the client is determined in a shared device connection 
relay apparatus, the load of determining data transfer permis 
sions can be distributed. 

In this method, the user identification information may 
include authentication information for use in authenticating a 
user of the target client. The method may further comprise the 
step of (f) the administration unit performing authentication 
of a user of the target client based on the authentication 
information. The step (d) may be executed when the authen 
tication in the step (f) is Succeeded. 

According to this arrangement, unauthorized access to the 
network through "spoofing with a fraudulent user name can 
be restricted. 
The above method may further comprise the steps of: (g) in 

the event of successful authentication in the step (f), the 
administration unit notifying the client connection relay 
apparatus of Success of the authentication; and (h) upon 
receiving notification in the step (g), the client connection 
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relay apparatus setting the condition so as to change from not 
authorized to authorized the transmission permission for data 
sent from the target client. 

With this arrangement, network security can be enhanced 
further by restricting the range that can be used by an unau 
thenticated user. 

The above method may further comprise the steps of: (i) 
the client connection relay apparatus detecting Suspension of 
use of the network by a user of the target client and notifying 
the administration unit of the Suspension of use; () the admin 
istration unit, upon receipt of notification in the step (i), 
notifying the shared device connection relay apparatus of the 
Suspension of use; and (k) the shared device connection relay 
apparatus, upon receipt of notification in the step (), setting 
the condition so as to change from authorized to not autho 
rized the permission for transmitting data between the target 
client and the target shared device. 

With this arrangement, it is possible to restrict unautho 
rized access to a shared device through spoofing or the like 
when use of the network by a user has been suspended. 

The above method may further comprise the step of (1) 
upon detection of the Suspension of use, the client connection 
relay apparatus setting the condition so as to change from 
authorized to not authorized the permission for transmitting 
data sent from the target client. 

In the above method, the step (i) may be a step wherein the 
client connection relay apparatus detects the Suspension of 
use in at least one instance selected from: receipt from the 
target client of a request for Suspending use of the network; 
and failure to receive within a prescribed time interval from 
the target client a request for continued use of the network. 

In the above method, the client connection relay apparatus 
may be the network relay apparatus one hop away from the 
target client, and the shared device connection relay appara 
tus may be the network relay apparatus one hop away from the 
target shared device. 

With this arrangement, the range useable by an unauthen 
ticated user may be restricted to a minimum, so that network 
security can be enhanced further. Also, with this arrangement, 
by carrying out the transmission permission determination on 
a minimum of data only, it becomes possible to control per 
mission for data transmission between a client and a shared 
device, while reducing the load of data transfer determina 
tions. 

These and other objects, means, and effects of the invention 
will be apparent from the following description of the 
embodiments. 
The present invention can be realized in a various aspects. 

For example, the present invention can be realized in aspects 
Such as a data transmission control method in a network, a 
network deployable administration apparatus and network 
relay apparatus, a network system, a computer program for 
accomplishing the functions of these methods or apparatus, a 
recording medium having such a computer program recorded 
thereon, a data signal containing Such a computer program 
and embodied in a carrier wave or the like. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagram showing a configuration of a network 
system in the embodiment; 

FIG. 2 is a diagram showing a configuration of a network 
relay apparatus 100: 

FIG.3 is an illustration of exemplary content of permission 
information 129; 

FIG. 4 is a diagram showing a configuration of an admin 
istration server 300; 
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4 
FIG. 5 is an illustration of exemplary content of the user 

attribute information 337; 
FIG. 6 is an illustration of exemplary content of the group 

information 338; 
FIG. 7 is an illustration of exemplary content of the shared 

device information 339; 
FIG. 8 is a flowchart showing the flow of the login process 

in the network system 10 of the embodiment; 
FIG. 9 is a flowchart showing the flow of the login process 

in the network system 10 of the embodiment; 
FIG. 10 is a conceptual diagram showing an example of 

packet flow in the logged out state; 
FIG. 11 is an illustration of exemplary content of the 

updated permission information 129 of the network relay 
apparatus 100A; 

FIG. 12 is an illustration of exemplary content of the 
updated permission information 129 of a network relay appa 
ratus 100Y: 

FIG. 13 is a conceptual diagram showing an example of 
packet flow during logged in status; 

FIG. 14 is a flowchart showing the flow of the logout 
process in the network system 10 of the embodiment; 

FIG. 15 is a diagram showing a configuration of a network 
relay apparatus 100a in a variation; 

FIG. 16 is a diagram showing a configuration of a network 
relay apparatus 100b in another variation; and 

FIG. 17 is a diagram showing a configuration of a network 
system 10a in another variation. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

An example of a preferred embodiment of the present 
invention will be described in the following order. The inven 
tion is not limited to this embodiment. 
A. Embodiment 
B. Variations 
A. Embodiment 

FIG. 1 is a diagram showing a configuration of a network 
system in the embodiment. The network system 10 in the 
embodiment has a configuration where multiple devices are 
connected by multiple network relay apparatus 100 and links 
260. The links 260 are data transmission paths, and are com 
posed of UTP cable, STP cable, optical fiber, or coaxial cable, 
or wirelessly. The network relay apparatus 100 are apparatus 
for relaying data transferred within the links 260 of the net 
work system 10, and are composed of Switching hubs, rout 
ers, access points, or the like. Data transmission within the 
network system 10 is carried out in accordance with a pre 
scribed protocol, for example, the TCP/IP protocol. In the 
embodiment, apparatus that relay data in Third Layer (Layer 
3) of the OSI Reference Model are used as the network relay 
apparatus 100. Data transferred within the network system 10 
takes the form of packets in the embodiment. 

Herein, where a plural number of constituent elements of 
the same kind are present within the network system 10, an 
identifying symbol for identifying each individual constitu 
ent element is appended after the symbol indicating the con 
stituent element perse. For example, since four network relay 
apparatus 100 are present within the network system 10 in the 
embodiment, these are denoted respectively as network relay 
apparatus 100A, 100B, 100X, and 100Y. However, when 
there is no particular need to distinguish among individual 
constituent elements, the elements will be denoted without 
the aforementioned identifying symbol at the end. Addition 
ally, constituent elements are sometimes denoted by the 
aforementioned identifying symbol appended to the name of 
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the element. For example, the network relay apparatus 100A 
is sometimes denoted as the network relay apparatus A. 
A gateway 250 is connected to the network relay apparatus 

100Y. The network system 10 is connected via the gateway 
250 to an external network 270. The gateway 250 may include 
firewall functionality. Also connected to the network relay 
apparatus 100Y are a mail server 240 and an administration 
server 300. A file server 230 is connected to the network relay 
apparatus 100X. To the network relay apparatus 100A are 
connected clients 210 (210h and 210i) for use by users, and a 
printer 220 (220P). To the network relay apparatus 100B are 
connected a client 210 (210i) and a printer 220 (220O). The 
gateway 250, mail server 240, file server 230, and printers 220 
are devices that are used by the plurality of clients 210; herein, 
these devices are termed “shared devices.” 

Each client 210 and shared device within the network sys 
tem 10 has a network interface (not shown), and is connected 
to a link 260 via its network interface. 

Herein, a network relay apparatus 100 to which all packets 
originating with a given client 210 are input is termed the 
“connection network relay apparatus of that client 210. For 
example, since all packets originating with the client 210h are 
input to the network relay apparatus 100A, the network relay 
apparatus 100A constitutes the connected network relay 
apparatus for the client 210h. Typically, the connection net 
work relay apparatus for a given client 210 is the network 
relay apparatus 100 one hop away from (first destination of) 
the client 210, i.e., the network relay apparatus 100 directly 
connected to the client 210 in question. 

Similarly, a network relay apparatus 100 to which all pack 
ets destined for a given shared device are input is herein 
termed the “connection network relay apparatus of that 
shared device. For example, the connection network relay 
apparatus for the mail server 240 is the network relay appa 
ratus 100Y. Typically, the connection network relay apparatus 
for a shared device will be the network relay apparatus 100 
one hop away from the shared device, i.e. the network relay 
apparatus 100 directly connected to the shared device in 
question. 

FIG. 2 is a diagram showing a configuration of a network 
relay apparatus 100 (FIG. 1). This network relay apparatus 
100 has a communication portion 120 for transmitting pack 
ets via a link 260 (FIG. 1), and a controller 110 for controlling 
packet transmission in the communication portion 120. 
The controller 110 includes a CPU 112 and memory 114. 

Within the memory 114 is stored computer programs for 
accomplishing the functions of a user authentication process 
module 116, an IP address assignment module 117, and a 
transmission permission management module 118. The user 
authentication process module 116, IP address assignment 
module 117, and transmission permission management mod 
ule 118 are computer programs for executing the login pro 
cess and logout process described later. By reading out and 
executing these computer programs, the CPU 112 accom 
plishes the functions of the modules mentioned above. Alter 
natively, the controller 110 may be furnished with a memory 
area in addition to the memory 114, and the aforementioned 
computer programs may be stored in this memory area. 
The communication portion 120 includes a plurality of 

network interfaces 124 and a shared buffer 122 shared by the 
multiple network interfaces 124. While two network inter 
faces 124 are shown in FIG. 2, the communication portion 
120 may include three or more network interfaces 124. A 
network interface 124 includes a port 126 connecting with a 
link 260; a buffer 127 for temporary storage of packets sent 
from the shared buffer 122; and a transmission permission 
determining portion 128 for determining transmission per 
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6 
missions for packets stored in the buffer 127. The transmis 
sion permission determining portion 128 includes permission 
information 129. 

FIG.3 is an illustration of exemplary content of permission 
information 129 (FIG. 2). Permission information 129 is 
information that indicates a condition for authorizing trans 
mission of packets input to a network relay apparatus 100. As 
shown in FIG.3, a condition for authorizing packet transmis 
sion is expressed in terms of a combination of a packet trans 
mission origin and a packet transmission destination. In the 
embodiment, a packet transmission origin and a packet trans 
mission destination are identified using identifying informa 
tion identifying a network interface of a client 210 or a shared 
device (e.g. a MAC address) and an IP address. 
A packet input from a link 260 to one network interface 124 

of the communication portion 120 of a network relay appa 
ratus 100 (FIG. 2) is sent to the shared buffer 122 through the 
port 126, and stored in the shared buffer 122. Subsequently, 
the packet is transferred to the buffer 127 of another network 
interface 124 connected to the link 260 leading to the trans 
mission destination for the packet. 
Once the packet is transferred to the buffer 127, determi 

nation of transmission permission is carried out by the trans 
mission permission determining portion 128 of the network 
interface 124 on the packet exit end. The transmission per 
mission determining portion 128, in the event that the packet 
transmission origin and packet transmission destination 
match the permission condition indicated in the permission 
information 129 (FIG. 3), decides that transmission is autho 
rized, or if they do not match decides that transmission is not 
authorized. Packets determined to be authorized are sent to 
the link 260 via the port 126. On the other hand, packets 
determined not to be authorized are discarded. In this way, in 
the network relay apparatus 100 of the embodiment, trans 
mission permissions are determined in the transmission per 
mission determining portion 128 of the network interface 124 
on the packet exit end. 

It is not necessary for packet transmission permission 
determination to be carried out in all of the network interfaces 
124 within a network relay apparatus 100. Specifically, in the 
network relay apparatus 100 according to the embodiment, 
network interfaces 124 can be set to perform packet transmis 
sion permission determinations, with reference to their con 
nection destination. 

FIG. 4 is a diagram showing a configuration of an admin 
istration server 300 (FIG. 1). The administration server 300 
has a CPU 310, a network interface 320, and an internal 
memory device 330. A link 260 is connected to the network 
interface 320. 

Within the internal memory device 330 are stored com 
puter programs for accomplishing the functions of a user 
authentication process module 332 and a transmission per 
mission management module 334. The user authentication 
process module 332 and the Transmission permission man 
agement module 334 are computer programs for executing 
the login process and logout process, to be described later. 
The CPU 310 accomplishes the functions of the modules 
mentioned above by reading out and executing these com 
puter programs. 

Administration information 336 is also stored in the inter 
nal memory device 330. Administration information 336 is 
information for administering the status of clients 210 and 
shared devices within the network system 10, and includes 
user attribute information 337, group information 338, and 
shared device information 339. 

FIG. 5 is an illustration of exemplary content of the user 
attribute information 337 (FIG. 4). As shown in FIG. 5, the 
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user attribute information 337 indicates user name, group to 
which the user belongs, shared devices which the user has 
permission to use, identifying information (e.g. MAC 
address) and IP address of the client 210 used by the user, the 
connection network relay apparatus 100 for the client 210, 
and the network system 10 usage status by the user. For 
example, in the example shown in FIG. 5, it is apparent from 
the attribute information 337 that a user h (the user of client 
210h (FIG. 1)) belongs to the Sales group and has permission 
to use the mail server 240 (FIG. 1); that the identifying infor 
mation of the client 210h is “00:00:00:00:00:1 and its IP 
address is “192.168.3.10; that the connection network relay 
apparatus 100 for the client 210h is the network relay appa 
ratus 100A; and that user h is currently logged onto the 
network system 10. 

FIG. 6 is an illustration of exemplary content of the group 
information 338 (FIG. 4). As shown in FIG. 6, the group 
information 338 indicates group name, shared devices which 
users belonging to the group have permission to use, other 
groups related to the group, the network address of the group, 
and the number of the VLAN (Virtual LAN) used by the 
group. For example, in the example shown in FIG. 6, it is 
apparent from the group information338 that users belonging 
to the Sales group have permission to use the printer 220P 
(FIG. 1) and the gateway 250; the Sales group is related to the 
General Affairs group; the network address of the Sales group 
is “192.168.3/24, and the number of the VLAN used by the 
Sales group is “30. 

FIG. 7 is an illustration of exemplary content of the shared 
device information 339 (FIG. 4). As shown in FIG. 7, the 
shared device information 339 indicates shared device name, 
the number of the VLAN to which the shared device belongs, 
identifying information and IP address of the shared device, 
and the connection network relay apparatus 100 for the shared 
device. For example, in the example shown in FIG. 7, it is 
apparent from the shared device information 339 that the file 
server 230 (FIG. 1) has the identifying information “00:00: 
00:00:00:44' and the IP address “192.168.100.4'; and the 
connection network relay apparatus 100 is the network relay 
apparatus 100X (FIG. 1). 
Some of the administration information 336 (FIG. 4) 

belonging to the administration server 300 is set/updated by 
an administrator. The administrator, by operating an input 
portion (not shown) provided to the administration server 300 
(FIG.4), can set the user attribute information337 (FIG.5) by 
inputting the groups to which users belong, and the shared 
devices they have permission to use. Also, some of the admin 
istration information 336 (e.g. the usage status field) are set/ 
updated by the administration server 300 during the login 
process and logout process, described later. 

FIG. 8 and FIG. 9 are flowcharts showing the flow of the 
login process in the network system 10 of the embodiment. 
The login process is a process for initiating use of the network 
system 10 by a user using a client 210. The following descrip 
tion takes the example of the login process when initiating use 
of the network system 10 by the user h using the client 210h 
(FIG. 1). 

In the initial state prior to user h initiating the login process 
(hereinafter termed the “logged out state'), the network relay 
apparatus 100A (FIG. 1), which is the connection network 
relay apparatus for the client 210h, is set so as to deny trans 
mission of packets originating from clients 210 for which user 
authentication (described later) has not been Successful, 
except in the case of the exception discussed later. Accord 
ingly, in the logged out state, transmission of a packet from 
the client 210h is denied in the network relay apparatus 100A, 
and the packet is discarded. FIG. 10 is a conceptual diagram 
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8 
showing an example of packet flow in the logged out state. As 
shown in FIG. 10, in the logged out state, transmission of a 
packet p1 from the client 210h destined for the network 
system 10 beyond the network relay apparatus 100A is denied 
in the network relay apparatus 100A, and the packet p1 is 
discarded. 

In Step S110 of the login process (FIG. 8), the client 210h 
requests the network relay apparatus 100A (FIG. 1), which is 
the connection network relay apparatus for the client 210h, 
for an authentication IP address (an IP address for use in 
authentication). As noted, the network relay apparatus 100A 
in the logged out state is set so that transmission of packets 
originating from the client 210h is denied; however, the net 
work relay apparatus 100A is set So as to process packets for 
which it is the addressee or sender. Accordingly, the request 
for an authentication IP address sent from the client 210h is 
received by the network relay apparatus 100A. In Step S120, 
the IP address assignment module 117 (FIG. 2) of the network 
relay apparatus 100A receiving the request for authentication 
IP address assigns an authentication IP address to the client 
210h. The authentication IP address is an IP address only used 
for the client 210 to transmit to the network relay apparatus 
100A packets required for user authentication, described 
later. Thus, even if the client 210h, using the authentication IP 
address, sends a packet destined for the network system 10 
beyond the network relay apparatus 100A, the sent packet 
will be discarded in the network relay apparatus 100A. 

In Step S130 (FIG. 8), the client 210 establishes the 
assigned authentication IP address and, using the authentica 
tion IP address, sends a login request to the network relay 
apparatus 100A. In the embodiment, the login request con 
tains identifying information for the client 210h (see FIG. 5) 
and authentication information. The authentication informa 
tion is information used for user authentication, described 
later, and includes prescribed content depending on the user 
authentication format employed. 

In Step S140 (FIG. 8), the user authentication process 
module 116 (FIG. 2) of the network relay apparatus 100A 
sends the received authentication information to the admin 
istration server 300, in the form of a packet originating from 
the network relay apparatus 100A itself. In the event that 
identifying information is also used for user authentication, 
the user authentication process module 116 also sends the 
received identifying information to the administration server 
3OO. 

In Step S150 (FIG. 8), the user authentication process 
module 332 (FIG. 4) of the administration server 300 per 
forms user authentication on the basis of the receive(lauthen 
tication information. User authentication is executed, for 
example, by a known user authentication format such as an 
authentication format using an ID and password, or an 
authentication format using a digital signature. Depending on 
the authentication format used for user authentication, 
exchange of information between the client 210h and the 
administration server 300 (via the network relay apparatus 
100A) may be executed multiple times. In the event that user 
authentication in Step S150 is successful, the transmission 
permission management module 334 (FIG. 4) of the admin 
istration server 300 updates the usage status field in the user 
attribute information 337 (FIG. 5) to “logged in.” The trans 
mission permission management module 334 also makes any 
necessary settings/updates to the identifying information 
field, IP address field, and network relay apparatus field in the 
user attribute information 337. For example, during the first 
login process by the user h, with reference to the group 
information 338 (FIG. 6), a communication IP address may 
be assigned on the basis of the network address of the group 
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to which user h belongs (the Sales group). The process then 
proceeds to Steps S160 and S200. On the other hand, if user 
authentication in Step S150 fails, the process proceeds to Step 
S22O of FIG. 9. 

In Step S160 (FIG. 8), the transmission permission man 
agement module 334 (FIG. 4) of the administration server 
300 sends to the network relay apparatus 100A, which is the 
connection network relay apparatus for the client 210h, noti 
fication of successful authentication and the user attribute 
information 337 (FIG. 5) relating to the successfully authen 
ticated user h. 

In Step S170, the transmission permission management 
module 118 (FIG. 2) of the network relay apparatus 100A 
detects the communication IP address of the user h, on the 
basis of the received user attribute information337. The com 
munication IP address is the IP address used by the user h 
within the network system 10 after successful authentication. 
The transmission permission management module 118 
detects IP address included in the user attribute information 
337 (FIG. 5) as the communication IP address. In the event 
that the received user attribute information 337 does not con 
tain IP address information, the transmission permission 
management module 118 may again ask the administration 
server 300 for the IP address of the user h. The communica 
tion IP address may be the same as the IP address used as the 
authentication IP address by the user h. 

In Step S170, the transmission permission management 
module 118 (FIG. 2) of the network relay apparatus 100A 
also makes settings to the communication portion 120 so as to 
authorize packet transmission originating from user h. Spe 
cifically, the permission information 129 (FIG. 2) included in 
the network interface 124 connected to the network relay 
apparatus 100X (FIG. 1) via the link 260 is updated so as to 
append a permission condition authorizing packet transmis 
sion originating with the client 210h. FIG. 11 is an illustration 
of exemplary content of the updated permission information 
129 of the network relay apparatus 100A. FIG. 11 shows the 
permission information 129 included in the network interface 
124 connected to the network relay apparatus 100X (FIG. 1) 
via the link 260. As shown in FIG. 11, the updated permission 
information 129 includes a permission condition that autho 
rizes packet transmission originating from the client 210h 
identified by the identifying information and IP address, and 
destined for any device on the network. Accordingly, packets 
sent from the client 210h to the network system 10 beyond the 
network relay apparatus 100A will be determined to be autho 
rized in the network relay apparatus 100A. 

In Step S180 (FIG. 8), the IP address assignment module 
117 (FIG. 2) of the network relay apparatus 100A assigns a 
communication IP address to the client 210h. In Step S190, 
the client 210h makes the settings for using the assigned 
communication IP address. 

In the embodiment, a lifetime (effective period) is estab 
lished for communication IP addresses. This lifetime is 
assigned to the client 210h together with the communication 
IP address, when the communication IP address is assigned in 
Step S180. In the event that the client 210h desires to continue 
using the network system 10, prior to the point in time that the 
communication IP address currently in use expires, the client 
210h sends to the network relay apparatus 100A a new com 
munication IP address assignment request (Step S130'). Upon 
receiving this communication IP address assignment request 
from the client 210h, the network relay apparatus 100A reas 
signs the communication IP address to the client 210h (Step 
S180'). 

Meanwhile, in Step S200 (FIG. 8), the transmission per 
mission management module 334 (FIG. 4) of the administra 
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10 
tion server 300, referring to the user attribute information 337 
(FIG. 5) and the group information 338 (FIG. 6), detects 
shared device(s) which the user h who has been successfully 
authenticated in Step S150 has permission to use. The trans 
mission permission management module 334 then transmits 
to the detected shared devices a usage notification and the 
user attribute information 337 (FIG. 5) for the successfully 
authenticated user h. Here, usage notification refers to noti 
fication identifying a Successfully authenticated user and a 
shared device which the user has permission to use, and 
communicating permission for packet transmission between 
the shared device and the client 210 used by the user. In the 
embodiment, since the shared device which the user h has 
permission to use is the mail server 240 (see FIG. 5), the 
transmission permission management module 334 sends the 
above information to the connection network relay apparatus 
of the mail server 240, namely, the network relay apparatus 
100Y (FIG. 1). 

In the event that a user has permission to use multiple 
shared devices, the above information is sent of the connec 
tion network relay apparatus of each of these shared devices. 
For example, since the shared devices authorized for use by 
the Sales group to which user h belongs are the printer 220P 
and the gateway 250 (see FIG. 6), the permission manage 
ment module 334 sends the above information to the connec 
tion network relay apparatus for the printer 220P and the 
gateway 250 (network relay apparatus 100A and network 
relay apparatus 100Y). The description hereinbelow focuses 
on the mail server 240 as the shared device authorized for use 
by the userh, and takes the example of processes in relation to 
the connection network relay apparatus of the mail server 240 
(network relay apparatus 100Y). Processes in relation to con 
nection network relay apparatus for other shared devices (the 
printer 220P and the gateway 250) are similar in content. 

In Step S210 (FIG. 8), the transmission permission man 
agement module 118 (FIG. 2) of the network relay apparatus 
100Y (FIG. 1) detects the communication IP address of the 
user h, on the basis of the received user attribute information 
337. Detection of the communication IP address is carried out 
in the same way as detection of the communication IP address 
by the network relay apparatus 100A in Step S170 described 
above. 

In Step S210, on the basis of the received usage notifica 
tion, the transmission permission management module 118 
(FIG. 2) of the network relay apparatus 100Y also makes 
settings to the communication portion 120 so as to grant 
permission for packet transmission between the mail server 
240 and the client 210h used by the user h. In the embodiment, 
granting of permission for packet transmission between a 
client 210 and the mail server 240 is performed in the trans 
mission permission determining portion 128 of the network 
interface 124 (FIG. 2) connected to the mail server 240 via the 
link 260 in the network relay apparatus 100Y. In the logged 
out state, the permission information 129 (FIG. 2) of the 
network interface 124 does not include a permission condi 
tion granting permission for packet transmission originating 
with the client 210h and destined for the mail server 240. 
Accordingly, the transmission permission management mod 
ule 118 of the network relay apparatus 100Y updates the 
permission information 129 of the network interface 124 
connected to the mail server 240 via the link 260, so as to 
append a permission condition granting permission packet 
transmission originating with the client 210h and destined for 
the mail server 240. 

FIG. 12 is an illustration of exemplary content of the 
updated permission information 129 of a network relay appa 
ratus 100Y.FIG. 12 shows the permission information 129 of 
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the network interface 124 connected to the mail server 240 via 
the link 260. The updated permission information 129 shown 
in FIG. 12 includes a permission condition granting permis 
sion for packet transmission originating with the client 210h 
identified by an IP address and destined for the mail server 
240 also identified by an IP address. Consequently, packets 
originating with the client 210h and destined for the mail 
server 240, input to the network relay apparatus 100Y, are 
granted transmission permission. In the permission informa 
tion 129 of the network relay apparatus 100Y shown in FIG. 
12, identifying information is not use to identify the client 210 
or the shared device. This is because packet transmission 
between the client 210 and the shared device takes place via 
a network relay apparatus 100, so that in some instances the 
transmission origin and transmission destination cannot be 
identified by the identifying information. 
By means of the above process, the login process in the 

case of successful user authentication (Step S150) is com 
pleted. In the state after completion of the login process 
(hereinafter termed “logged in state'), packet transmission is 
enabled between the client 210h of the user hand authorized 
shared devices within the network system 10. FIG. 13 is a 
conceptual diagram showing an example of packet flow dur 
ing logged in status. As shown in FIG. 13, a packet p2 sent 
from the client 210h to the mail server 240 is granted trans 
mission permission in the network relay apparatus 100A, 
because the packet originates from the client 210h. Subse 
quently, the packet p2 is input to the network relay apparatus 
100Y through the network relay apparatus 100X. In the net 
work relay apparatus 100Y, the packet p2 is granted transmis 
sion permission, because the packet originates from the client 
210h and the destination is the mail server 240. Accordingly, 
the packet p2 reaches the mail server 240. On the other hand, 
a packet p3 sent from the client 210h to the file server 230 (see 
FIG. 5), which is not a shared device that user h has permis 
sion to use, while granted transmission permission in the 
network relay apparatus 100A, will be denied transmission 
permission in the network relay apparatus 100X, because the 
packet originating from the client 210h and destined for the 
file server 230 does not match the permission information 
129; and the packet is discarded. 
As described above, in the event of user authentication 

failure in Step S150 (FIG. 8), the process proceeds to Step 
S220 in FIG.9. In Step S220 (FIG.9), the user authentication 
process module 332 (FIG. 4) of the administration server 300 
sends notification of authentication failure to the network 
relay apparatus 100A which is the connection network relay 
apparatus of the client 210h. In Step S230, the user authenti 
cation process module 116 (FIG. 2) of the network relay 
apparatus 100A notifies the client 210h of the authentication 
failure. In this way, in the event of user authentication failure, 
the client 210h is not assigned a communication IP address, 
so the user h cannot access to the network system 10. 

FIG. 14 is a flowchart showing the flow of the logout 
process in the network system 10 of the embodiment. The 
logout process is a process used to Suspend use of the network 
system 10 by a user using a client 210. The following descrip 
tion takes the example of the logout process when Suspend 
use of the network system 10 by the user h using the client 
210h (FIG. 1). 

In Step S330, the network relay apparatus 100A detects 
logout of the user h. In the embodiment, the network relay 
apparatus 100A detects logout of the user h in the event that 
there is no communication IP address request from the client 
210h within the lifetime of the communication IP address. 
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Alternatively, the network relay apparatus 100A may detect 
logout of the user h by receiving an explicit logout request 
from the client 210h. 

In Step S340 the IP address assignment module 117 (FIG. 
2) of the network relay apparatus 100A which has detected 
logout Suspends assignment of the communication IP address 
to the client 210h. The transmission permission management 
module 118 (FIG. 2) of the network relay apparatus 100A 
makes settings to the communication portion 120 so as to 
revoke transmission permission for packets originating from 
the user h. Specifically, the permission information 129 is 
updated so as to delete the permission condition granting 
permission for transmission of packets originating from the 
client 210h, which permission was appended to the permis 
sion information (FIG. 2) in Step S170 of the login process 
(FIG. 8). By so doing, packets send from the client 210h to the 
network system 10 past the network relay apparatus 100A are 
denied transmission permission in the network relay appara 
tuS 100A. 

In Step S350, the transmission permission management 
module 118 (FIG. 2) of the network relay apparatus 100A 
notifies the administration server 300 of logout of the user h. 
The transmission permission management module 334 (FIG. 
4) of the administration server 300 which has received noti 
fication updates the usage status field for the user h in the user 
attribute information 337 (FIG. 5) to “logged out.” 
The transmission permission management module 334 of 

the administration server 300 also sends the usage Suspension 
notification and user attribute information 337 (FIG. 5) relat 
ing to user h to the connection network relay apparatus of the 
shared devices which user h has permission to use (Step 
S360). Here, usage suspension notification refers to notifica 
tion identifying the user who has suspended use of the net 
work system 10 and the shared devices which the user has 
permission to use, and communicating Suspension of permis 
sion for packet transmission between the shared devices and 
the client 210 used by the user in question. In the embodi 
ment, since the shared device which the userh has permission 
to use is the mail server 240 (see FIG. 5), the transmission 
permission management module 334 sends the above infor 
mation to the network relay apparatus 100Y (FIG. 1) which is 
the connection network replay apparatus for the mail server 
240. In the event that the userhhad permission to use multiple 
shared devices, the above information is sent of the connec 
tion network relay apparatus of each of the shared devices. 
The description hereinbelow focuses on the mail server 240 
as the shared device authorized for use by the user h, and takes 
the example of processes in relation to the connection net 
work relay apparatus of the mail server 240 (the network relay 
apparatus 100Y). Processes in relation to connection network 
relay apparatus for other shared devices (the printer 220P and 
the gateway 250) are similar in content. 

In Step S370, on the basis of the received user attribute 
information 337, the transmission permission management 
module 118 (FIG. 2) of the network relay apparatus 100Y 
detects the communication IP address of the user h. Detection 
of the communication IP address is carried out in the same 
way as detection of the communication IP address in the login 
process (FIG. 8) described above. 

In Step S370, on the basis of the received usage suspension 
notification, the transmission permission management mod 
ule 118 (FIG. 2) of the network relay apparatus 100Y also 
makes settings to the communication portion 120 so as to 
revoke permission for packet transmission between the mail 
server 240 and the client 210h used by the user h. Specifically, 
the permission information 129 is updated so as to delete the 
permission condition granting permission for transmission of 
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packets originating from the client 210h and destined for the 
mail server 240, which permission was appended to the per 
mission information (FIG. 2) in Step S210 of the login pro 
cess (FIG. 8). 
By means of the above process, the logout process of the 

user his completed. Thus, the user h can no longer access the 
network system 10. 
As described above, in the network system 10 (FIG. 1) of 

the embodiment, the administration server 300 detects shared 
devices which a user has permission to use, and sends usage 
notification to the connection network relay apparatus of each 
detected shared device in the login process. A network relay 
apparatus 100 having received usage notification updates the 
permission information 129 (FIG. 2) in its possession, chang 
ing it from a state in which packet transmission between the 
client 210 of the user and the shared device is not authorized 
to a state in which it is authorized. Thus, in the network 
system 10 of the embodiment, it is possible to carry outpacket 
transmission control within the network system 10, namely, 
control of permissions for packet transmission between cli 
ents 210 and shared devices, depending on the users of the 
clients 210. Moreover, since permissions for packet transmis 
sion between clients 210 and shared devices are determined in 
the connection network relay apparatus for the shared 
devices, the load of determining data transfer permissions can 
be distributed. 

Additionally, in the network system 10 of the embodiment, 
authentication information for use in user authentication is 
sent from a client 210 to the administration server 300 via the 
connection network relay apparatus for the client 210, and 
when user authentication by the administration server 300 is 
successful, usage notification is sent from the administration 
server 300 to the connection network relay apparatus. Thus, it 
is possible to restrict unauthorized access to the network 
system 10 through “spoofing with a fraudulent user name or 
the like. 

Further, in the network system 10 of the embodiment, 
when user authentication by the administration server 300 is 
Successful, notification of Successful authentication is made 
from the administration server 300 to the connection network 
relay apparatus for the client 210. The network relay appara 
tus 100 receiving the successful authentication notification 
updates the permission information 129 (FIG. 2) in its pos 
session, changing it from a state in which packet transmission 
originating from the client 210 used by the user is not autho 
rized to a state in which it is authorized. Thus, security of the 
network system 10 can be enhanced by restricting the range 
that can be used by an unauthenticated user. In the network 
system 10 of the embodiment, the connection network relay 
apparatus of a client 210 is the network relay apparatus one 
hop away from the client 210. Thus, security of the network 
system 10 can be enhanced even further by restricting to the 
minimum the range that can be used by an unauthenticated 
USC. 

Additionally, in the network system 10 of the embodiment, 
determination of permission for packet transfer between a 
client 210 and a shared device is carried out by the connection 
network relay apparatus for the shared device in question. The 
connection network relay apparatus for the shared device is 
the network relay apparatus one hop away from the shared 
device. Thus, transmission permission determination can be 
made with only a minimum of packets, whereby it is possible 
to control permissions for packet transmission between cli 
ents 210 and shared devices, and to reduce the load of deter 
mining data transfer permissions. 

Further, in the network system 10 of the embodiment, 
when the connection network relay apparatus for a client 210 
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detects that user of the client 210 has logged out, the connec 
tion network relay apparatus notifies the administration 
server 300 of the logout. The administration server 300 
receiving the notification detects the shared device that the 
user had permission to use, and sends usage suspension noti 
fication to the connection network relay apparatus of the 
shared device in question. The network relay apparatus 100 
receiving the usage Suspension notification updates the per 
mission information 129 (FIG. 2) in its possession, changing 
it from a state in which packet transmission between the client 
210 of the user and the shared device is authorized to a state 
in which it is not authorized. Thus, in the network system 10 
of the embodiment, unauthorized access to shared devices 
through spoofing or the like can be restricted. 
B. Variations 
The invention is not limited to the embodiment described 

hereinabove, and may be reduce to practice in various other 
ways without departing from the scope thereof. Such as the 
possible variations described below, for example. 
B1. Variation 1 
The configuration of the network relay apparatus 100 of the 

above-described embodiment is merely exemplary, and it is 
possible to employ some other configuration for the network 
relay apparatus 100. FIG. 15 is a diagram showing a configu 
ration of a network relay apparatus 100a in a variation. The 
difference from the network relay apparatus 100 of the 
embodiment depicted in FIG. 2 in the configuration of the 
network interfaces 124. Specifically, in the network relay 
apparatus 100 of the embodiment depicted in FIG. 2, the 
network interfaces 124 are configured so as to enable deter 
mination of transmission permission to be carried out in the 
transmission permission determining portion 128 of the net 
work interface 124 on the packet exit side. In the network 
relay apparatus 100a of the variation depicted in FIG. 15, on 
the other hand, the network interfaces 124 are configured so 
as to enable determination of transmission permission to be 
carried out in the transmission permission determining por 
tion 128 of the network interface 124 on the packet entryside. 
The network relay apparatus 100a of the variation depicted in 
FIG. 15 can be deployed in the network system 10. 

However, where the network relay apparatus 100 of the 
embodiment (FIG. 2) is used as the shared device connection 
relay apparatus, there is the advantage that the load of deter 
mining packet transmission permissions can be reduced. For 
example, in the case of controlling transmission of packets 
originating from the client 210h (FIG. 1) and destined for the 
mail server 240, where the configuration depicted in FIG. 2 is 
employed for the network relay apparatus 100Y (which is the 
connection network relay apparatus for the mail server 240), 
then among the network interfaces 124 of network relay 
apparatus 100Y it will suffice to carry out determination of 
packet transmission permissions only in the particular net 
work interface 124 that is connected to the link 260 with the 
mail server 240. Consequently, if a packet from the client 
210h addressed to a device other than the mail server 240 is 
input to the network relay apparatus 100Y, it will not be 
necessary to make a determination for that packet. Where the 
configuration depicted in FIG. 15 is employed for the network 
relay apparatus 100Y, on the other hand, the among the net 
work interfaces 124 of network relay apparatus 100Y, deter 
mination of packet transmission permissions will be executed 
in the network interface 124 that is connected to the link 260 
with the network relay apparatus 100X. Consequently, deter 
minations must be made for all packets sent from the client 
210h and input to the network relay apparatus 100Y. Accord 
ingly, in this case, the load of determining packet transmis 
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sion permissions can be reduced by employing the configu 
ration of FIG. 2 of the network relay apparatus 100Y. 

In the network relay apparatus 100, it may also be possible 
to configure the network interfaces 124 so that determination 
of transmission permissions can be carried out in the trans 
mission permission determining portion 128 of the network 
interfaces 124 on both the packet exit side and entry side. 

FIG. 16 is a diagram showing a configuration of a network 
relay apparatus 100b in another variation. The difference 
from the network relay apparatus 100 of the embodiment 
depicted in FIG. 2 is that in the network relay apparatus 100b 
depicted in FIG.16, the transmission permission determining 
portion 128 is independent of the network interfaces 124, and 
is shared by the network interfaces 124. The network relay 
apparatus 100b of the variation depicted in FIG. 16 can be 
deployed in the network system 10. 

Also, the configuration of a network relay apparatus 100 
may differ depending on its placement within the network 
system 10. For example, a network relay apparatus 100 not 
having a client 210 connected to it may have a design lacking 
a user authentication process module 116 and an IP address 
assignment module 117. A network relay apparatus 100 hav 
ing neither a client 210 nor a shared device connected to it 
may have a design lacking a transmission permission man 
agement module 118 and a transmission permission deter 
mining portion 128. 
B2. Variation 2 
The configuration of the network system 10 of the above 

described embodiment is merely exemplary, and it is possible 
to employ some other configuration for the network system 
10. FIG. 17 is a diagram showing a configuration of a network 
system 10a in another variation. The difference from the 
network system 10 of the embodiment depicted in FIG. 1 is 
that in the network system 10a of the variation depicted in 
FIG. 17, a network relay apparatus 100C is situated between 
the client 210h and the network relay apparatus 100A, and a 
network relay apparatus 100Z is situated between the mail 
server 240 and the network relay apparatus 100Y. 

In the network system 10a of the variation, network relay 
apparatus 100A and network relay apparatus 100C are the 
network relay apparatus 100 into which all packets originat 
ing from the client 210h are input. Consequently, there are 
two connection network relay apparatus for the client 210h, 
namely, network relay apparatus 100A and network relay 
apparatus 100C. In this case, the login process and logout 
process described above are performed in either one of the 
connection network relay apparatus. Thus, it is not always 
necessary for the connection network relay apparatus for a 
client 210 to be one hop away from the client 210. 

Similarly, network relay apparatus 100Y and network relay 
apparatus 100Z are the network relay apparatus 100 into 
which all packets destined for the mail server 240 are input. 
Consequently, there are two connection network relay appa 
ratus for the mail server 240, namely, network relay apparatus 
100Y and network relay apparatus 100Z. In this case, the 
login process and logout process described above are per 
formed in either one of the connection network relay appara 
tus. Thus, it is not always necessary for the connection net 
work relay apparatus for a shared device to be one hop away 
from the shared device. 

In the network system 10, the functions of the administra 
tion server 300 may instead be included in one or more 
network relay apparatus 100. Depending on the configuration 
of the network system 10, in Some cases the connection 
network relay apparatus of a client 210 and the connection 
network relay apparatus of a shared device may be the same 
network relay apparatus 100. 
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B3. Variation 3 

In the above-described embodiment, in the permission 
information 129 (FIG. 3), identifying information and IP 
address are used to identify transmission origin and transmis 
sion destination; however, some other method of identifica 
tion may be used, depending on the protocol employed for 
data transmission within the network system 10. For example, 
transmission origin and transmission destination may be 
identified using IP addresses only. Alternatively, in addition 
to identifying information and IP address, port numbers 
assigned to applications on clients 210 and shared devices 
could be used for identification purposes. 
B4. Variation 4 
The particulars of the login process and logout process 

described above are merely exemplary, with other content 
being possible instead. For example, in the login process 
(FIG. 8) of the embodiment, the network relay apparatus 
100A assigns an authentication IP address in response to an 
authentication IP address request from a client 210 (Steps 
S110 and S120), but it may be acceptable instead for the 
network relay apparatus 100A to Voluntarily assign authenti 
cation IP addresses on a periodic basis to the connected client 
210. Alternatively, authentication of the user of a client 210 
may be carried out without the use of an authentication IP 
address, as with the method specified in IEEE 802.1X. 

During the login process (FIG. 8) of the embodiment, user 
authentication of clients 210 is carried out (Step S150), but it 
is not always necessary to perform user authentication during 
the login process. For example, in the event of a login request 
from a client 210 (Step S130), updating of the permission 
information 129 belonging to the connection network relay 
apparatus for the client 210 and the shared device (Steps S170 
and S210) may be accomplished without user authentication 
being executed in the administration server 300. In this case, 
there may be no need for the login request to include authen 
tication information. 

In the network system 10, it is not necessary for the packet 
transmission permission determination to be made in the 
connection network relay apparatus for a particular client 
210. For example, in the network system 10, the packet trans 
mission permission determination may be made only in the 
connection network relay apparatus for the shared device, for 
the purpose of controlling packet transmission between the 
shared device and the client 210. 

Also, whereas in the embodiment the administration server 
300 has administration information 336 (FIG. 4), the connec 
tion network relay apparatus for the shared device may have 
at least some of this administration information 336. For 
example, in the case where the network relay apparatus 100Y. 
which is the connection network relay apparatus for the mail 
server 240, has administration information 336, during the 
login process (FIG. 8), the transmission of attribute informa 
tion from the administration server 300 to the network relay 
apparatus 100Y (Step S200) may not be executed. 

Also, during the login process (FIG. 8) of the embodiment, 
the usage notification (Step S200) includes information iden 
tifying the Successfully authenticated user and the shared 
devices which the user has permission to use; however, the 
usage notification need not include information identifying 
the shared devices which the user has permission to use. In 
this case, the network relay apparatus 100 that receives the 
usage notification (network relay apparatus 100Y in FIG. 8) 
may query the administration server 300 to identify the 
devices which the Successfully authenticated user has permis 
sion to use. 
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Further, whereas in the embodiment, with regard to per 
mission for packet transfer between a client 210 and a shared 
device that users belonging to a certain group are granted 
permission to use by the group information 338 (FIG. 6) as 
well, settings are made in the connection network relay appa 
ratus for the shared device Subsequent to Successful user 
authentication in the administration server 300, permission 
for packet transfer with a shared device Subsequent that users 
belonging to a certain group are granted permission to use 
may be established in advance prior to the login process. 
What is claimed is: 
1. A method for controlling transmission data transferred 

between a shared device and a target client which commonly 
exist within a common network having: at least one client, 
with one of the at least one client being the target client in the 
common network; multiple shared devices in the common 
network, where each shared device is a resource device avail 
able to provide a client with a predetermined service; multiple 
network relay apparatuses provided in the common network 
separated from the target client and the shared device, that 
connect the target client with the shared device and determine 
transmission permission in the common network; and an 
administration device that contains administration informa 
tion in a form of one or more entries, each entry relating a 
specific shared device and specific user in the common net 
work and indicating authorized transmission permission to 
use the specific shared device by the specific user in the 
common network, the method comprising the steps of 

(a) user identification information that identifies a user of 
the target client, being acquired, from the target client, 
by a client connection relay apparatus that handles 
inputs of the transmission data originating from the tar 
get client; 

(b) the administration device acquiring the user identifica 
tion information from the client connection relay appa 
ratus; 

(c) the administration device, referring to the user identi 
fication information and the administration information, 
and detecting a target shared device of the multiple 
shared devices, that is one of the shared devices of which 
authorized transmission permission to use has been 
granted to the user of the target client identified based on 
the acquired user identification information; 

(d) the administration device notifying a shared device 
connection relay apparatus of the at least one network 
relay apparatus in the common network, of authorized 
transmission permission to transfer the transmission 
data between the target client and the target shared 
device, together with information identifying the target 
client, where the shared device connection relay appa 
ratus handles the transmission data destined for the tar 
get shared device that is detected in the step (c); and 

(e) the shared device connection relay apparatus, upon 
receipt of the notification in the step (d), setting the 
condition so as to change the transmission permission 
concerning transmission data transfer between the target 
client and the target shared device from not authorized to 
authorized, within the shared device connection relay 
apparatus; 

wherein the client connection relay apparatus is a network 
relay apparatus separated from each of the target client 
and the target shared device by at least one link, and the 
shared device connection relay apparatus is a network 
relay apparatus separated from each of the target client 
and the target shared device by at least one link; and 

wherein the client connection relay apparatus is one of the 
multiple network relay apparatuses and the shared 
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device connection relay apparatus is a different one of 
the multiple network relay apparatuses. 

2. A method according to claim 1, wherein 
the user identification information includes authentication 

information for use in authenticating a user of the target 
client, 

the method further comprises the step of: (f) the adminis 
tration device performing authentication of a user of the 
target client based on the authentication information, 
and 

the step (d) is executed only when the authentication in the 
step (f) is successful. 

3. A method according to claim 2, further comprising the 
steps of: 

(g) in the event of Successful authentication in the step (f), 
the administration device notifying the client connection 
relay apparatus of Success of the authentication; and 

(h) upon receiving notification in the step (g), the client 
connection relay apparatus setting the condition so as to 
change from not authorized to authorized, the transmis 
sion permission for data sent from the target client, 
within the client connection relay apparatus. 

4. A method according to claim 3, further comprising the 
steps of: 

(i) the client connection relay apparatus detecting Suspen 
sion of use of the network by a user of the target client, 
and notifying the administration device of the Suspen 
sion of use: 

(j) the administration device, upon receipt of notification in 
the step (i), notifying the shared device connection relay 
apparatus of the Suspension of use; and 

(k) the shared device connection relay apparatus, upon 
receipt of notification in the step (), setting the condition 
So as to change from authorized to not authorized the 
transmission permission for transmitting data between 
the target client and the target shared device, within the 
shared device connection relay apparatus. 

5. A method according to claim 4, further comprising the 
step of: 

(1) upon detection of the Suspension of use, the client con 
nection relay apparatus setting the condition so as to 
change from authorized to not authorized, the transmis 
sion permission for transmitting data sent from the target 
client, within the client connection relay apparatus. 

6. A method according to claim 4, wherein 
the step (i) is a step wherein the client connection relay 

apparatus detects the Suspension of use in at least one 
instance selected from: receipt from the target client of a 
request for Suspending use of the network; and failure to 
receive within a prescribed time interval from the target 
client, a request for continued use of the network. 

7. A method according to claim 2, wherein 
the client connection relay apparatus is the network relay 

apparatus which is one link away from the target client, 
and 

the shared device connection relay apparatus is the network 
relay apparatus which is one link away from the target 
shared device. 

8. A method according to claim 1, wherein each network 
relay apparatus is adapted to relay the data by inputting the 
data from a source side, and outputting the data from a target 
side toward a target device. 



US 8,201,221 B2 
19 

9. A method according to claim 1, wherein each network 
relay apparatus is one of a Switching hub, a router and an 
access point. 

10. A method according to claim 1, wherein the shared 
device connection relay apparatus is separated from the client 
connection relay apparatus by at least one link. 

11. An administration device for use in a common network, 
the common network having: at least one client in the com 
mon network; 

multiple shared devices in the common network, where 
each shared device is a resource device available to 
provide a client with a predetermined service; and mul 
tiple network relay apparatuses provided in the common 
network separated from the target client and the shared 
device, that connect a target client with a shared device 
in the common network and determine transmission per 
mission in the common network, the administration 
device comprising: 

an administration information establishing device config 
ured to establish, in accordance with an instruction from 
an administrator, administration information in a form 
of one or more entries, each entry relating a specific 
shared device and specific user in the common network 
and indicating authorized transmission permission to 
use the specific shared device by the specific user in the 
common network; 

a user identification information acquiring module in the 
common network, which is configured to acquire, from 
a client connection relay apparatus that handles inputs of 
the transmission data originating from the target client, 
user identification information identifying a user of the 
target client; and 

a transmission permission management module in the 
common network, which is configured to (i) detect, 
referring to the user identification information and the 
administration information, a target shared device that is 
one of the multiple shared devices of which authorized 
transmission permission to use has been granted to the 
user of the target client identified based on the acquired 
user identification information, and (ii) notify a shared 
device connection relay apparatus of authorized permis 
sion to transfer the transmission data between the target 
client and the target shared device in the common net 
work, together with information identifying the target 
client, where the shared device connection relay appa 
ratus handles the transmission data destined for the tar 
get shared device that is detected in item (i); 

wherein the client connection relay apparatus is a network 
relay apparatus separated from each of the target client 
and the target shared device by at least one link, and the 
shared device connection relay apparatus is a network 
relay apparatus separated from each of the target client 
and the target shared device by at least one link; and 

wherein the client connection relay apparatus is one of the 
multiple network relay apparatuses and the shared 
device connection relay apparatus is a different one of 
the multiple network relay apparatuses. 

12. An administration device according to claim 11, 
wherein each network relay apparatus is adapted to relay the 
data by inputting the data from a source side, and outputting 
the data from a target side toward a target device. 
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13. An administration device according to claim 11, 

wherein each network relay apparatus is one of a Switching 
hub, a router and an access point. 

14. An administration device according to claim 11, 
wherein the shared device connection relay apparatus is sepa 
rated from the client connection relay apparatus by at least 
one link. 

15. A pair of network relay apparatuses for use in a com 
mon network, to connect a target client and a shared device, 
the pair of network relay apparatuses being provided sepa 
rated from the target client and the shared device on the 
common network, the common network having: at least one 
client in the common network including the target client; 
multiple shared devices in the common network including the 
shared device, where each shared device is a resource device 
available to provide a client with a predetermined service; and 
an administration device that contains administration infor 
mation in a form of one or more entries, each entry relating a 
specific shared device and specific user in the common net 
work and indicating authorized transmission permission to 
use the specific shared device by the specific user in the 
common network, the network relay apparatus comprising: 

a first network relay apparatus of the pair of network relay 
apparatuses, including a user identification information 
processing module that handles inputs of the transmis 
sion data originating from the target client and is con 
figured to acquire, from the target client, user identifi 
cation information identifying a user of the target client 
and to send the user identification information to the 
administration device; and 

a second network relay apparatus of the pair of network 
relay apparatuses, including a transmission permission 
management module configured to set a condition, upon 
receiving from the administration device authorized 
transmission permission for data transfer between the 
target client and the target shared device in the common 
network, together with information identifying the tar 
get client, so as to change the data transmission permis 
sion concerning transmission data transfer between the 
target client and the target shared device from not autho 
rized to authorized, within the second network relay 
apparatus; 

wherein the first network relay apparatus and the second 
network relay apparatus, is separated from each of the 
target client and the target shared device by at least one 
link; and 

wherein the first network relay apparatus and the second 
network relay apparatus are separate multiple network 
relay apparatuses from each other. 

16. A network relay apparatus according to claim 15, 
wherein the network relay apparatus is adapted to relay the 
data by inputting the data from a source side, and outputting 
the data from a target side toward a target device. 

17. A network relay apparatus according to claim 15, 
wherein each of the first network relay apparatus and the 
second network relay apparatus, is one of a Switching hub, a 
router and an access point. 

18. A network relay apparatus according to claim 15, 
wherein the first network relay apparatus is separated from 
the second network relay apparatus by at least one link. 
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