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UNIVERSAL SERIAL BUS (USB) STORAGE DEVICE AND ACCESS
CONTROL METHOD THEREOF

FIELD OF THE INVENTION

The present invention relates to a USB (Universal Serial Bus) storage

device and an access control method thereof.

DESCRIPTION OF THE RELATED ART

Today, USB disks are widely used for carrying and transferring mass data
between computers. Someone even uses USB disk as a primary storage. Thus,

many data are stored in USB disks, and some of them are critical.

Users of USB disks also keep the USB disks as backup storage. A great deal
of documents, programs and applications are stored in USB disks. But
current USB disks do not provide an embedded access control, and they are
just simple storage devices. Even the types of file systems of USB disks
are determined by operating systems. Such file system types include FAT
(File Allocation Table), FAT32, New Technology File System (NTFS), ext?2
(Second Extended File System), ext3 (Third Extended File System), etc.
Some of these file systems do not support the access control, such as
FAT32. Some other file systems can provide an access control function, but
when a USB disk with such a file system is mounted to another computer, a

privilege user of the new host can access any data of the USB disk.

Confidential information in USB disks may be protected by disk password
and cryptographic approaches (There are many types of encryption USB disks
available). But in many cases, we do not care that others read our
information stored in USB disks, and we just do not want unexpected write
operations, such as virus infection. Sometimes, a USB disk stores several

Gigabytes of backup data. But when the disk is connected to a friend's

computer, all executable programs and office documents are infected by
virus, and all of the backup data are destroyed. Occasionally, we may lend
our USB disks to friends, but when we get our disks back, we find that

some data we kept in the disk are lost due to careless operations.

Thus, disk level access control (encryption and write-protection) of USB
disks 1is not enough in many cases. File level access control may be more

flexible and more useful. However, current USB disks do not provide the
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file level access control because of their implementation methods. Some

extensions and key components will be needed to meet such a requirement.

Beside USB disks, some other storage devices also support the USB as their
data transferring interface, such as flash based USB keys, portable media
players, MP3 players, digital still cameras, and the like. All of these

devices can be named as USB storage devices.

Some earlier USB storage devices, such as digital cameras and MP3 players,
use their own format to exchange data. But now, many USB storage devices
use mass storage device standard (USB mass storage class specification),
and their storage devices could be accessed by hosts as another hard disk
or floppy disk. Some types of the USB storage devices may not require the
file level access control severely, such as flash based USB keys, and
their disk sizes are usually less than 1 Gigabytes and they cannot keep a
great deal of data. But some USB disks may be larger than several hundred
of Gigabytes, and a file system without the access control (e.g. an old
FAT and FAT32 file system) may cause a virus epidemic. Furthermore,
digital cameras may also require the access control, because the owners of
the cameras may want to protect some photos stored in the cameras when

they lend their camera to friends.

It can be seen that, current USB storage devices either do not have a
mechanism of access control completely, or apply a uniform access control
to entire disks (disk level access control), but can not realize a more
flexible access control in which some data are protected while accesses to

the other storage spaces are permitted.

SUMMARY OF THE INVENTION

It is an object of the invention to provide a USB storage device and an
access control method thereof capable of performing an access control in a

finer granularity than disk level access control.

According to an aspect of the invention, there is provided an access
control method of a USB storage device comprising providing an access
control module on said USB storage device; dividing the storage space on
said USB storage device into at least one data storage entity; setting
each user’s access right to each data storage entity; storing said access
rights on said USB storage device as an access right list; when the user

issues an access request for the data storage entity on said USB storage
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device through a host connected with said USB storage device via a USB
interface, querying said access right list by said access control module,
so as to determine whether the user has an access right to the requested
data storage entity; and denying the user’s access request for the data
storage entity when the user does not have the access right to the data
storage entity, and permitting the user’s access request for the data
storage entity when the user has the access right to the data storage

entity.

The process between the USB storage device’s being connected with a USB
host and its being disconnected from the USB host is one session; when a
session is established, the user provides authentication information for
the USB device to authenticate him/her and saves the user information used
in the current session. Preferably, it is also determined whether the user
has a right to access the USB storage device according to a valid user
table on the USB storage device, and the user’s access request is denied

in the case that he/she does not have the access right.

According to another aspect of the invention, there is provided a USB
storage device comprising a data storage media; a mapping means for
mapping the logical address segments on the data storage media into data
storage entities; an access right setting means for setting each user’s
access right to each data storage entity, and storing said access rights
on the data storage media as an access right list; an access control
module which, when a user issues an access request for the data storage
entity on said data storage media through a host connected with said USB
storage device via a USB interface, queries said access right list, so as
to determine whether the user has the access right to the requested data
storage entity, wherein said access control module denies the access
request of the user for the data storage entity when the user does not
have the access right to the data storage entity, and permits the access
request of the user for the data storage entity when the user has the

access right to the data storage entity.

Since the access rights are set for the respective data storage entities
divided on the data storage media respectively, a finer access control
than the disk level access control can be achieved, and even a file level
access control can be achieved. Thus, different access controls can be

employed for different files and storage spaces on the USB storage device.
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig.l is a schematic diagram showing reserving a part of sectors on a data
storage media of a USB storage device for storing an access control list

(ACL) ;

Fig.2 shows a flow chart of a basic authentication process;

Fig. 3 shows a flow chart of a basic access control process;

Fig. 4 is a schematic diagram showing the data storage media of the USB
storage device divided into a plurality of partitions with ACL stored in

one partition;

Fig. 5 shows a schematic diagram of a way in which the USB storage device
interacts with a host computer in a third implementation method example;

and

Fig. 6 shows respective components in the USB storage device of a

preferred embodiment of the invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

In this disclosure, we will give some key components for implementing a
file level access control in a USB storage device. These component
extensions do not need users to pay attention to the management of USB
disks management. Users only need to set an authentication method for the
USB storage device, and pass the authentication when the USB storage
device 1s connected to a computer. Some access control methods of
operating systems may be employed directly, and users do not need to know
that the USB storage device is a standalone portable disk. This mechanism
of file level access control for USB storage devices may work in
Microsoft™ Windows™ series and UNIX™ based operating systems, as well as
other operating systems, such as Mac0OS. (Microsoft and Windows are
registered trademarks of Microsoft Corporation in the United States, other
countries, or both. Unix is a registered trademark of The Open Group, in

the United States and other countries).

An access control method of the USB storage device according to a
preferred embodiment of the invention will be described below with

reference to the attached drawings.
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USB storage devices are those devices which store data and are connected
with hosts (USB hosts) via USB interfaces. No matter what implementation
methods are employed by USB storage devices, current USB storage devices
follow the USB mass storage class specification. Although USB mass storage
class specification defines the transferring and control methods in

detail, we will only discuss the address mechanism thereof here.

Data in USB storage devices can be accessed by operating systems through
logical addresses. The logical address consists of head, track, cylinder
and sector. The actual meaning of address information is related to the
types of storage devices defined by SubClass codes. With the information,
operating systems can access the data in USB disks as in hard disk, floppy
disk, CDROM, tape, and so on, and can format the USB storage devices into

any format they support.

Such a USB storage access method makes it easy for operating systems to
access USB storage devices with their file system sub-systems. But it is
difficult to implement a standalone access control mechanism without any

extension.

First, several possible ways of providing file level access control in USB

storage devices are described.

Implementation method example 1: Sector based access control

1.1 Addressing and access control list (ACL) storing

Devices and operating systems which support the USB mass storage class
specification exchange data address information in head, track, cylinder
and sector or other structure (As for tapes, QIC-157 command block is

used) .

Here, we employ head, track, sector as an example of the logical address.
Such an address is defined for UFI (USB Floppy Interface) to calculate LBA
(Logical Block Address). Addresses for other specifications will be

different, but the basic concept will not change.

No matter how the storage device is formatted, the file system will be
constructed into multiple blocks. Block is a logical concept in file
system, but it is always related to addresses on the storage device. As
for UFI, the block must be equal to or larger than a sector, because the

sector is the smallest unit for calculating LBA.
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LBA=( ( (Track*HeadTrk) +Head) *SecTrk) + (Sector-1)

HeadTrk is the number of heads on each track, and SecTrk is the number of

sectors on each track.

So, in the USB storage device, a sector based ACL can be established and
stored in some special sectors. As shown in Fig. 1, on the data storage
media, in addition to the sectors for storing data, a part of sectors are

reserved for storing the ACL.

In this example, the objects in the ACL are sectors. A subject table (a
valid user table in which user names and their authentication information
are saved) will also be kept. For each of the objects (sectors), each
subject’s right of accessing the object will also be stored. The ACL is

the relationship between the subjects and the objects.

1.2 Authentication and access control

When a USB storage device is connected to a computer, the user name and
password may be required to be input for authentication. If the user
cannot pass the authentication, he can access nothing. If he provides
correct authentication information, all continuous access actions during
this session are performed as the user’s actions. Then, it is judged
whether the user has an access right to the requested sector. The user can
access files i1f he has the access right. Otherwise, his access request
will be denied by the storage device itself (instead of the operating
system). Such an access denial may be implemented by returning a reading

or writing error.

Moreover, in the judgment process described above, the valid user table is
queried based on the user information, and the valid user used during this
USB access session 1s obtained. Said access session is the process between
the USB storage device being connected to a host and being disconnected
from the host. The user information obtained when the USB storage device
is connected with the host is invalidated when the USB storage device and

the host is disconnected.

Each user can be considered to have a full access right to all empty
sectors. For newly written sectors, a default access control may be set
for a given user. For example, newly written user data can be read or
written by other users or can be only read by the other users. If an

operation is performed on a sector which has already been written, the
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storage device will check the ACL to determine whether the user has been
authorized to perform the operation. Fig. 2 shows a flow chart of a basic
authentication process, and Fig.3 shows a flow chart of a basis access

control process.

The authentication process shown in Fig.2 is described below. First, in
step $1, the USB storage device is plugged into a host via a USB
interface. Then, in step $2, an authentication window is popped up on the
screen of the host. In step S3, a user provides his authentication
information in the authentication window. In step S$4, the authentication
information provided by the user is submitted to the USB storage device by
the authentication window. Subsequently, in step S$5, the USB storage
device judges whether the access request of the user should be denied or
accepted based on the authentication information of the user stored on its
data storage media. Further, when the access request is accepted, an
internal user identifier (ID) (i.e. an access control subject identifier)

for this session is assigned to the user.

In the access control process shown in Fig.3, after determining that the
user has passed the authentication process shown in Fig.2, in step S$S12,
with respect to the access request issued by the user (step S11), the ACL
is searched to determine whether the user has the right to access the
requested sector by utilizing the user authentication information, such as
the internal user ID assigned to the user. Then, in step $13, if the
access request 1s denied, an error is returned. If the access request is

accepted, the access operation is performed as usual.

The default user access control mechanism may be defined in some very

simple ways. Role based access control may or may not be needed.

Because the USB storage device must handle the access control by itself,
there must be a function module to handle the access control check, so as
to decide whether this user action has been granted. Such a function
module may be a processor which can reside on a chip or a circuit. It may

be a new chip or only a segment of codes for existing processors.

The access control module only knows the sector and other logical address
information, and does not know the territory of files. In this example,
some simple access control mechanisms can be realized. For example, only a
privilege user of the USB storage device can access any data and create

new users; users can not change the user policy by himself, and so on.
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1.3 Setting access control

As described hereinbefore, only a simple access control mechanism is
needed. ACL is automatically created based on user policy profiles by the
access control module, so only the subject table and the user policy

profiles are needed.

In order to store the subject table and the user policy profiles in the
USB storage device to avoid operating system decoys, a new interface may
be defined to set the information. A possible way is to extend the
specification of USB mass storage class. Another way is to store the
subject table and the user policy profiles as files in special sectors.
These sectors are locked to any user except the privilege user of the USB
storage device. The privilege user of the USB storage device may access
the subject table and the user policy profiles as files in a special

partition, or access them using a special tool.

In a short term, there are some choices to define new users and their
policy profiles, but these choices may not break current USB mass storage

class specification.

The most important advantage of this example is that it is compatible with
the USB mass storage class specification, and new USB storage devices can

be recognized by some operating systems directly.

Other advantages include: it also supports any file system format;
operating systems do not need to take care of the implementation of the

ACL.

Implementation method example 2: Access control of partition

In the previous example, the ACL may become very large. To reduce the size
of the ACL, one possible method is to use a partition as the granularity
of objects instead of using a sector. Any others aspects are the same as
the above example except the calculation of the access control; and the

granularity of objects is a partition, instead of a sector.

When the USB storage device receives an access request, it can calculate
the requested logical address, and map it from the raw format to a
partition. Then, the ACL is checked to determine whether the request is
permitted. If the request is denied, an error will be returned to the

operating system.
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Partition information can be created when the first time the disk is
formatted. The formatting can be performed by the storage device

manufacturer.

The ACL may be stored in a standalone partition (ACL partition), as shown
in Fig.4, and the right to the partition is set to only permit the
privilege user of the USB storage device to perform reading and writing.
At the same time, the access rights of respective users to the respective
other partitions (partition 1, partition 2, .., partition n) are stored in

the ACL standalone partition.

The implementation example has several advantages. First, it inherits all
of the advantages of the previous example. Second, it can support larger
USB disks, because the number of ACL entries will only be a few lines.
Third, it can control the writing action on empty sectors, because all
sectors are included in one segment, therefore the user profiles will be

much simpler.

The disadvantages of the example include that it cannot define an access
control granularity as good as the file level, and actually it is a

partition level access control.

Implementation method example 3: Encapsulated access control

Both of the previous two examples are compatible with the current USB mass
storage class specification, but they both map files to logical addresses
(blocks or sectors). Neither of them knows the boundary of a given file,
because they just interpret action requests from the operating system. If
we need semantic information of files, the USB mass storage class

specification and the USB storage device itself need to be extended.

In this example, the USB storage device can be a standalone storage device
with its own file system format. It can be any file system that supports
access control, such as NTFS, ext2, etc. And, the storage device is

formatted before sold to customers.

After the storage device is connected to a computer via a USB interface,
the operating system will exchange information with the disk through a

self-defined protocol and customized device drivers.

Fig. 5 shows a schematic diagram of a way in which the USB storage device

interacts with a host computer in this implementation method example. The
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USB storage device 1s connected to the host computer via the USB
interface. The data from the storage media are packed on the USB storage
device so as to be supplied to the host computer via the USB interface. A
special driver provided on the host computer unpacks the data from the USB

storage device.

For example, the Server Message Block (SMB) protocol can be used to
transfer data and file system structures and encapsulate them in a USB
protocol. After it is unpacked by the driver, the operating system can
handle them with their virtual file system sub-system, because the SMB can
be well supported by Windows series and Linux™ operating systems. (Linux
is a registered trademark of Linux Torvalds, in the United States and

other countries).

In this example, since a file system is provided on the USB storage
device, the USB storage device can know the start addresses and the end
addresses (i.e. a set of physical addresses) of files stored thereon,
thereby the granularity of performing the access control can be set to
file. The access rights of respective users to the respective files are
stored on the storage device as the ACL. The aspects of authentication,
access control and so on are also the same as those of the first example,
and just the granularity of objects is the storage area of an entire file,

instead of a sector.

An advantage of the example is that it can support more complex access
control policies, such as the role based access control policy. But the
USB storage device is actually an alien computer to the host to which it
is connected. The host cannot handle the USB storage device as it handles
other USB storage devices. And, its requirement of a special driver is
another problem. However, none of these problems is a technical problem,
in other words, these problems can be solved by those skilled in the art,
and just some new elements are needed to be introduced at the time of
usage. These contents will not be described in detail here, since they do

not relate to the essence of the invention.

Although the detailed embodiments of the invention are given in the above
examples with reference to attached drawings, it’s still possible for
those skilled in the art to mkae various changes or modifications without
departing from the essence and the scope of the invention. For example,
one may use a challenge-response mechanism for authentication, instead of

the user-password scheme.



WO 2007/099012 PCT/EP2007/050952
11

Several key points as follows in the concept of the invention are

described in the above examples

<> Access control module, which resides in the USB storage device,

performs the access control checks, and returns results of the check to
the host. The module may be a standalone chip or a circuit, or just a
segment of codes stored in the USB storage device and executed on a

processor.

<> Access control list (ACL), which is stored in some particular

position in the USB storage device, and can be in any format.

<> Authentication, the host may require the user to provide

authentication information while the USB storage device is plugged into

the host.

<> Message exchange mechanism, which exchanges the authentication

information between the host and the USB storage device. It may be an
extension of the USB storage class specification, or just use the
specification directly, or use other protocols encapsulated by the USB

protocol.

Three examples of implementing the invention have been described
hereinbefore. In the following, a more systematic and thorough description
is made to the USB storage device and the access control method thereof of

the preferred embodiment of invention with reference to Fig. 6.

Fig. 6 shows respective components in the USB storage device of the
preferred embodiment of the invention, by way of example. As shown in Fig.
6, the USB storage device according to the embodiment includes an
information storage media, an access control module, a mapping means, an
access right setting means, an authentication means, a valid user managing
means, an internal user identifier (ID) assigning means, a user policy
profile setting means, and a special interface. What is shown in Fig. 6 is
an exemplary structure for implementing the access control of the
invention. According to the description herein, those skilled in the art
can completely think of many other implementation structures to implement

the access control methods of the present invention.



WO 2007/099012 PCT/EP2007/050952
12

As described above, to perform the access control, the access control
module must be provided on the USB storage device. In this way, the access
control can be performed independent of the operating system of the host.
The access control module may be a standalone chip newly added to the USB
storage device, or may be realized by executing corresponding codes stored
in the USB storage device by an existing processor of the USB storage

device.

In order to facilitate the access control management, the storage space of
the data storage media on the USB storage device is divided into at least
one data storage entity. This can be achieved by providing the mapping
means on the USB storage device. The mapping means maps logical address
segments on the data storage media into data storage entities. The data
storage entity mentioned here may be a basic storage unit such as a sector
on the data storage media of the USB storage device, as described in the
above implementation method example 1; or a larger logical block divided
manually, such as a partition, as described in the above implementation
method example 2. That is, the mapping means maps a sector or a partition
on the data storage media into the data storage entity which is the unit
of performing the access control in the invention. Alternatively, a file
system operating means (not shown in the figure) may be provided on the
USB storage device, thereby providing a file system on said USB storage
device. This file system describes a set of physical addresses occupied by
respective files stored in the data storage media. Thus, the USB storage
device can know the boundaries of the files, and accordingly, the storage
space on the data storage media which is occupied by each file can be
regarded as one data storage entity, as described in the above

implementation method example 3.

To control users’ access to the USB storage device, the invention set some
valid users firstly, and then set access rights of the respective valid

users to the respective data storage entities.

By the valid user managing means, valid users who have rights to use the
USB storage device can be added or deleted, and authentication information
of the valid users is stored on the data storage media of the USB storage
device, thereby forming a valid user table (i.e. an access control subject
table) . The authentication herein can have a plurality of concrete forms,
such as usernames plus passwords, and so on, or other data that can

represent the users.
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The internal user ID assigning means assigns an internal user ID, i.e. an
internally-used access control subject identifier, to each wvalid user.
During the operation of the USB storage device, the valid user is
represented by the internal user ID. The assignment of the internal user
ID can be implemented by adding an internal user ID entry for each valid

user in the valid user table.

The access right setting means sets the access right of each valid user to
each data storage entity based on the internal user IDs of the wvalid
users, and stores said access right in the data storage media as an access
right list. The access right list herein is an important component part of
the access control list (ACL) mentioned in previous examples. The access
right includes whether it is readable, and whether it is writable.
Accordingly, means for setting respectively whether a read and/or write
operation can be perform on the data storage entity for each valid user

may be included in the access right setting means.

Furthermore, user policy profiles can be set by the user policy profile
setting means and stored in the data storage media. Here, the user policy
profiles illustrate rules of setting access rights for users in various
cases. The user policies may include policies related to default access
rights to empty data storage entities, policies related to default access
rights to newly written data storage entities, and other similar policies.
Accordingly, means for setting these policies (not shown in the figure)

may be respectively included in the user policy profile setting means.

Thus, in addition to directly setting the access rights by a privilege
user through the access right setting means, in the process that a valid
user uses the USB disk, the access right setting means may also
automatically set access rights of the respective valid users to the data
storage entity accessed by the user who is using the USB storage device
according to related operations of the user with reference to the user
policy profiles and the valid user table, thereby updating the access
right list. For example, as a user policy, it can be set that all wvalid
users have full access rights to empty storage spaces, or only some
particular valid users can access the empty storage spaces. Again, for
example, it can be set that some users have access rights to read and/or

write data storage entities newly written by a certain user.

It can be seen from the above description that, all of the valid user

managing means, the user policy profile setting means and the access right
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setting means need to interact with users to form a corresponding valid
user table (i.e. an access control subject table), user policy profiles
and an access right list. Interfaces may be provided for them
respectively, and their interfaces may also be integrated. In the figure,

one special interface is provided for them uniformly by way of example.

Only the privilege user of the USB storage device can modify the wvalid
user table (i.e. the access control subject table), the user policy
profiles and the access right list. This can be achieved by storing the
access right list, the valid user table and the user policy profiles in
special positions on the data storage media, such as some particular
sectors, one particular partition, or particular files. The access rights
to such special positions are set such that only the privilege user of the
USB storage device can access them to perform modifications.
Alternatively, the privilege user of the USB storage device may be
provided with a special tool which interfaces with the special interface,
so that the privilege user modifies the user valid table, the user policy

profiles and the access right list using the special tool.

In the case that the valid user table (i.e. the access control subject
table), the user policy profiles and the access right list have been
stored in the data storage media of the USB storage device, the access
control according to the invention can be performed when a user accesses

the USB storage device.

When a user connects the USB storage device to the host via the USB
interface and issues an access request for the data storage entity on the
data storage media of the USB storage device through the host, the user
authentication is firstly performed, and then it is determined whether the

user has a right to access the data storage entity.

To perform the user authentication, the authentication means need to
acquire the authentication information provided by the user. There are
many ways to acquire the authentication information. For example, an input
means can be provided on the USB storage device to receive the
authentication information input by the user and provide it to the
authentication means. The authentication means may also send interface
data to the host in response to the access request issued by the user, so
as to generate an authentication interface on the host for the user to
input the authentication information, and return the authentication

information input by the user to said authentication means. Alternatively,
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it i1s also possible to make the host used by a user corresponding to the
user, obtain certain information that is specific to the host or
particular information stored in the host by the user directly from the
host, and treat it as the authentication information provided by the user
to represent the user. Here, the authentication information can be
information like usernames, passwords, and so on, and it can also be any

other information that may uniquely represent the user.

After obtaining the authentication information, the authentication means
queries the valid user table stored on the data storage media based on the
authentication information provided by the user to determine whether the
user is a valid user. When it is determined that the user is not a valid

user, any access request from the user is denied.

After the user passes the authentication, the access control module
queries the access right list based on the internal user identifier of the
user, so as to determine whether the user has an access right to the data
storage entity he or she requested. Said access control module denies the
user’s access request for the data storage entity when the user does not
have the access right to the data storage entity, and permits the user’s
access request for the data storage entity when the user has the access

right to the data storage entity.

As described above, when the user accesses the data storage entity, the
user right setting means can also set the access rights to the data access
entities respectively for all valid users in the valid user table
according to the user policy profiles, thereby updating the access right

list.

So far, the USB storage device and the access control method thereof have
been described in detail, wherein since access rights are set for
respective data storage entities divided on the data storage media
respectively, an access control that is finer than the disk level control
access can be achieved, and even the file level access control can be

achieved.

The respective means mentioned herein may be a chip or a circuit
separately provided on USB storage devices, and they may also be
integrated to one chip, alternatively, the respective means mentioned
herein can be implemented by executing different code segments by a

processor provided on USB storage devices.



WO 2007/099012 PCT/EP2007/050952
16

Although the invention has been shown and described above in detail with
reference to its preferred embodiments, those skilled in the art should
understand that various modifications can be made in form and detail
therein without departing from the spirit and scope of the invention as

defined by the following claims.

The scope of the present disclosure includes any novel feature or
combination of features disclosed herein. The applicant hereby gives
notice that new claims may be formulated to such features or combination
of features during prosecution of this application or of any such further
applications derived therefrom. In particular, with reference to the
appended claims, features from dependent claims may be combined with those
of the independent claims and features from respective independent claims
may be combined in any appropriate manner and not merely in the specific

combinations enumerated in the claims.

For the avoidance of doubt, the term “comprising”, as used herein
throughout the description and claims is not to be construed as meaning

“consisting only of”.
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CLAIMS

1. An access control method of a Universal Serial Bus (USB) storage
device, comprising:

providing an access control module on said USB storage device;

dividing the storage space on said USB storage device into at least
one data storage entity;

setting each user’s access right to each data storage entity;

storing said access right on said USB storage device as an access
right list;

when the user issues an access request for the data storage entity
on said USB storage device through a host connected with said USB storage
device via a USB interface, querying said access right list by said access
control module, so as to determine whether the user has an access right to
the requested data storage entity; and

denying the user’s access request for the data storage entity by
said access control module when the user does not have the access right to
the data storage entity, and permitting the user’s access request for the
data storage entity when the user has the access right to the data storage

entity.

2. The access control method of claim 1, further comprising:

when the USB storage device is connected with the host, sending
interface data from the USB storage device to the host to generate an
authentication interface on the host for the user to input authentication
information, and providing the authentication information input by the
user to said USB storage device, so that said USB storage device

determines whether the user has a right to use the USB storage device.

3. The access control method of claim 2, characterized in that, the
user information obtained when the USB storage device is connected with
the host is invalidated when the USB storage device and the host is

disconnected.

4. The access control method of any preceding claim, further
comprising:

storing the authentication information of valid users that have
rights to use the USB storage device on the USB storage device, thereby
forming a valid user table;

before querying said access right list, querying said wvalid user

table by the USB storage device based on the authentication information
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provided by the user issuing said access request, so as to determine
whether the user is a valid user; and
when it is determined that the user is not a valid user, denying any

access request of the user by said USB storage device.

5. The access control method of claim 4, further comprising:
assigning an internal user identifier to each wvalid user,
wherein said access control module queries the access right list

based on the internal user identifier of the user.

6. The access control method of claim 4 or 5, further comprising:
storing user policy profiles in said USB storage device, said user policy
profiles illustrating the rules of setting access rights for users in

various cases.

7. The access control method of claim 6, said user policy profiles
comprise at least one of policies related to default access rights to
empty data storage entities and policies related to default access rights

to newly written data storage entities.

8. The access control method of claim 6 or 7, characterized in that,
during the process of using said USB storage device, automatically setting
the access rights of the respective valid users to the accessed data

storage entity based on the valid user table and the user policy profiles.

9. The access control method of claim 6, characterized in that, the
access right list, the valid user table and the user policy profiles are
stored in special positions of the USB storage device, and the access
rights to said special positions are set to be that only the privilege
user of the USB storage device can modify the valid user table, the user

policy profiles and the access right list.

10. The access control method of claim 6, characterized in that, a
privilege user of the USB storage device modifies the valid user table,

the user policy profiles and the access right list through a special tool.

11. The access control method of any preceding claim, further
comprising:

defining at least one valid user on said USB storage device;

saving the information of said valid user in said USB storage device

as a valid user table; and
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determining whether the current user is a valid user according to
the valid user table, and denying the user’s access request in the case

that the user is not a valid user.

12. The access control method of claim 11, further comprising:
querying the valid user table based on the information of the user,

and obtaining the valid user used during the current USB access session.

13. The access control method of claim 12, said access session 1s a
process between the USB storage device’s being connected to the host and

its being disconnected from the host.

14. The access control method of any preceding claim, characterized in
that, said data storage entities are sectors or partitions on said USB

storage device.

15. The access control method of any preceding claim, further
comprising:

providing a file system on said USB storage device, said file system
describing a set of physical addresses of respective files stored on said
USB storage device, thereby respectively determining the storage spaces
occupied by each file on said USB storage device as different data storage

entities.

16. A Universal Serial Bus (USB) storage device, comprising:

a data storage media;

a mapping means for mapping the logical address segments on the data
storage media into data storage entities;

an access right setting means for setting each user’s access right
to each data storage entity, and storing said access right in said data
storage media as an access right list; and

an access control module which, when the user issues an access
request for the data storage entity on said data storage media through a
host connected with said USB storage device via a USB interface, queries
said access right list, so as to determine whether the user has an access
right to the requested data storage entity,

wherein said access control module denies the user’s access request
for the data storage entity when the user does not have the access right
to the data storage entity, and permits the user’s access request for the
data storage entity when the user has the access right to the data storage

entity.
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17. The USB storage device of claim 16, further comprising:

an authentication means for sending interface data to the host in
response to the access request issued by the user so as to generate an
authentication interface on the host for the user to input authentication
information, and returning the authentication information input by the
user to said authentication means,

wherein said authentication means determines whether the user has a
right to use the USB storage device based on said authentication

information.

18. The USB storage device of claim 16 or 17, further comprising:

a valid user managing means for adding or deleting wvalid users that
have rights to use the USB storage device, and storing the authentication
information of the wvalid users on said data storage media as a valid user
table;

an authentication means which queries said valid user table based on
the authentication information provided by the user issuing said access
reqguest to determine whether the user is a valid user, and denies any
access request of the user when it is determined that the user is not a

valid user.

19. The USB storage device of claim 16, 17 or 18, further comprising:
an internal user identifier assigning means for assigning an
internal user identifier to each wvalid user,
wherein said access control module queries the access right list

based on the internal user identifier of the user.

20. The USB storage device of claim 16, 17, 18 or 19, further
comprising:

a user policy profile setting means for setting user policy profiles
and storing the user policy profiles in said data storage media, said user
policy profiles illustrating the rules of setting the access rights for

users in various cases.

21. The USB storage device of claim 20, wherein said user policy profile
setting means comprises at least one of the following:

a means for setting policies related to default access rights to
empty data storage entities;

a means for setting policies related to default access rights to

newly written data storage entities.
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22. The USB storage device of claim 20 or 21, characterized in that,
during the process of using said USB storage device, said access right
setting means automatically sets the access rights of the respective valid
users to the accessed data storage entity based on the valid user table

and the user policy profiles.

23. The USB storage device of claim 20, 21 or 22, characterized in that,
the access right list, the wvalid user table and the user policy profiles
are stored in special positions of the data storage media, and the access
rights to said special positions are set to be that only the privilege
user of the USB storage devices can modify the valid user table, the user

policy profiles and the access right list.

24, The USB storage device of claim 20, 21, 22 or 23, further
comprising:

a special interface for interfacing with a special tool, so that the
privilege user of the USB storage device modifies the valid user table,
the user policy profiles and the access right list utilizing said special

tool.

25. The USB storage device of any of claims 16 to 24, characterized in
that, said mapping means maps the sectors or the partitions on said data

storage media into said data storage entities.

26. The USB storage device of any of claims 16 to 25, further
comprising:

a file system operating means for providing a file system on said
USB storage device, said file system describing a set of physical
addresses of respective files stored on said data storage media, thus said
mapping means mapping the storage spaces occupied by each file on said

data storage media into different data storage entities.



WO 2007/099012 PCT/EP2007/050952
1/4

Physical sectors for storing data Reserved for ACL

Fig. 1

S1

plug in USB storage

S2

An authentication window is pop-up on the screen of the host

S3

User provides authentication information

S4

Submit the authentication information to the USB storage

S5

USB storage denies or accepts the access request, and
assigns an internal user ID for this session to the user

Fig. 2

S11

Access request

S12

Search ACL with the internal user ID to determine
whether the user has a right to access the sector

S13

If the access request is denied, an error is returned, and if the
access request is accepted, actions are performed as usual

Fig. 3



WO 2007/099012 PCT/EP2007/050952

2/4
partition 1 partition 2 - partition n ACL partition
Fig. 4
Computer
USB disk
Pack data
‘ iu for USB USB Special driver
interface
Fig. 5
USB storage device [ | Mapping means |

| Access right setting means I—

/—_\ | User policy profile setting means |

Q0BJIUI [8103dS

| Valid user managing means I—

Data storage <:> < | 1 | |
. Internal user ID assigning means
media gme

N~ | Authentication means I

\| Access control module |

Q0BJIUI SN

Fig. 6



INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2007/050952

. CLASSIFICATION OF SUBJECT MATTER

A
INV. GO06F21/02 GO6F21/24

According to International Patent Classification (IPC) or o both national classification and IPG

B. FIELDS SEARCHED

GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO~Internal

Electronic data base consulled during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONS!DERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages

the whole document

X US 2005/216639 Al (SPARER CRAIG [US] ET 1-26
AL) 29 September 2005 (2005-09-29)

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

*A' document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or afterthe international
filing date

*L* document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

*Q* document referring to an oral disclosure, use, exhibition or
other means

'P* document published prior to the international filing date but
later than the priority date claimed

"T" later document published after the Intemational filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
Invention

"X* document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
Involve an inventive step when the document Is taken alone

"Y* document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu—
Im?lr;ts, ?tuch combination being obvious to a person skilled
n the art.

"&" document member of the same patent family

Date of the actual completion of the international search

24 July 2007

Date of mailing of the intemational search repott

02/08/2007

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Palentlaan 2
NL — 2280 HV Rijswijk

Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31-70) 340~3016

Authorized officer

Meis, Marc

Form PCT/ISA/210 (second shest) (April 2005)

Relevani to claim No.




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2007/050952
Patent document " Publication Patent family Publication
cited In search report date member(s) date
US 2005216639 Al 29-09-2005  NONE

Form PCT/SA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - wo-search-report
	Page 27 - wo-search-report

