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SYSTEMS AND METHODS FOR EMERGENCY COMMUNICATIONS

CROSS-REFERENCE

[0001] This application claims the benefit of U.S. Provisional Application No. 62/327,499, filed

April 26, 2016, which is incorporated herein in its entirety by reference.

BACKGROUND

[0002] In most countries across the world, designated 3-digit numbers exist to place calls for

emergency assistance. These calls for requesting emergency assistance are normally made via

analog communication channels such as a public switched telephone network (PSTN) since most

emergency service providers such as emergency dispatch centers (EDC) or public-safety access

points (PSAP) are generally suited to only receive analog landline based calls. However, a vast

number of calls requesting emergency assistance now originate from mobile communication

devices such as, for example, mobile phones that are capable of communicating via data

communication channels (e.g., Internet Protocol (IP)-based communication sessions). Despite the

convenience of mobile communication devices, emergency service providers have been unable to

leverage these capabilities to provide enhanced emergency communications in responding to

emergency requests for assistance.

SUMMARY

[0003] Although an increasing number of emergency calls are made by modern communication

devices, emergency services have failed to effectively respond to such requests for emergency

assistance, oftentimes sending first responders to incorrect locations when seconds can mean the

difference between life and death.

[0004] Accordingly, provided herein are systems, devices, and methods for providing

autonomous extraction of digital information informative of an emergency situation. In some

embodiments, digital information informative of an emergency situation is transmitted over at

least one data channel between parties to an emergency communication session (e.g., a user

device and an emergency service). In some embodiments, the digital information is transmitted

over a data channel while a voice communication channel (e.g., voice call) is underway. In some

embodiments, a digital processing device is capable of extracting user meta-data, location

information, and other information from a data cache of the device and relaying this information

to a dispatcher at an EDC or an emergency management system (EMS) during an emergency

communication session.

[0005] In one aspect, provided herein are methods of detecting an emergency communication

with an emergency service and providing digital information informative of an emergency



situation to the emergency service by a digital processing device, the method comprising: a)

autonomously detecting, by the digital processing device, the emergency communication with the

emergency service; b) autonomously obtaining, by the digital processing device, digital

information about the emergency situation; and c) autonomously providing, by the digital

processing device, the digital information to the emergency service if the emergency

communication is detected. In some embodiments, the emergency communication is an

emergency call initiated through a native dialer of the digital processing device. In further

embodiments, the emergency call initiated through the native dialer is performed by calling an

emergency contact. In some embodiments, the emergency communication is initiated by a one

touch calling option selected by a user of the digital processing device. In some embodiments,

the emergency communication is a push notification from the emergency service requesting

digital information. In some embodiments, the emergency communication is an SMS message. In

some embodiments, the emergency communication is an emergency alert sent by the digital

processing device to the emergency service. In some embodiments, the digital processing device

provides updated digital information to the emergency service when a threshold condition is

reached. In some embodiments, the digital information comprises information stored by the

digital processing device. In some embodiments, the digital information comprises information

from an associated device. In some embodiments, the digital information comprises information

stored on a remote server. In some embodiments, the digital information comprises information

stored on a computing device of a vehicle. In some embodiments, the digital information

comprises at least one of user information, health information, sensor information, and location

information. In some embodiments, the digital information comprises information from at least

one of social media, email, browsing history, news, blog, online archive, census database,

professional network, and online public record. In some embodiments, the digital information is

transmitted to the emergency service through an alternate data channel during an ongoing

communication session with the emergency service. In some embodiments, the digital processing

device transmits the digital information to the emergency service periodically for a length of

time. In some embodiments, the digital processing device transmits the digital information to the

emergency service after emergency communications have terminated. In some embodiments, the

digital processing device updates the digital information and transmits updated digital

information to the emergency service autonomously or upon receiving a data request for updated

digital information. In some embodiments, the digital information is transmitted via API-based

encrypted HTTPS or via a data SMS. In further embodiments, the digital processing device

chooses one of the API-based encrypted HTTPS and the data SMS based on ability to

communicate with the emergency service. In some embodiments, the digital processing device is



assigned a token pre-authenticating data requests tagged to the token, wherein the digital

processing device transmits digital information in response to a data request tagged to the token.

In some embodiments, the digital processing device transmits the digital information upon

receiving a data request and authentication from the emergency service. In some embodiments,

the digital processing device transmits the digital information only after a user of the digital

processing device provides authorization. In some embodiments, the digital information

comprises one or more of location information, sensor information, device information, user

information, and social media information. In some embodiments, the digital information

comprises location information for the digital processing device. In some embodiments, the

digital information comprises sensor information for current health status of a user of the digital

processing device. In some embodiments, the digital information comprises meta-data. In some

embodiments, the digital information comprises one or more of past and current digital

information. In some embodiments, the digital processing device obtains the digital information

from at least one of a sensor on the digital processing device, a sensor in proximity to the digital

processing device, a sensor associated with a communication device in proximity to the digital

processing device, a sensor in a network with the digital processing device, and a sensor

associated with a communication device in a network with the digital processing device. In some

embodiments, the digital processing device detects the emergency communication during

inactive mode, wherein detection of the emergency communication activates the digital

processing device out of inactive mode. In some embodiments, the emergency situation is

unrelated to the digital processing device or a user of the digital processing device, wherein the

emergency communication comprises a data request from the emergency service for digital

information about the emergency situation. In some embodiments, the digital processing device

confirms that transmitted digital information has been successfully received by the emergency

service. In some embodiments, the digital processing device re-transmits the digital information

to the emergency service upon determining that the information has not been successfully

received. In some embodiments, the digital processing device transmits the digital information in

response to a data request sent by the emergency service after receiving a request for emergency

assistance from the digital processing device. In some embodiments, the method comprises

polling, by the digital processing device, the emergency service with heartbeat signals. In further

embodiments, the digital processing device receives a response from the emergency service. In

yet further embodiments, the digital processing device sends instructions to initiate data

synchronization. In yet further embodiments, the response comprises a request for data

synchronization. In still yet further embodiments, the digital processing device sends digital

information to the emergency service periodically until data synchronization is complete.



[0006] In another aspect, provided herein are digital processing devices comprising at least one

processor, a memory, a network component, and a computer program including instructions

executable by the at least one processor to create an emergency application comprising: a) a

communication detection module autonomously detecting an emergency communication with the

emergency service; b) a data intake module autonomously obtaining digital information about an

emergency situation associated with the emergency communication; and c) a data sharing module

autonomously sharing digital information with the emergency service if the emergency

communication is detected. In some embodiments, the emergency communication is an

emergency call initiated through a native dialer of the digital processing device. In further

embodiments, the emergency call initiated through the native dialer is performed by calling an

emergency contact. In some embodiments, the emergency communication is initiated by a one

touch calling option selected by a user of the digital processing device. In some embodiments,

the emergency communication is a push notification from the emergency service requesting

digital information. In some embodiments, the emergency communication is an SMS message. In

some embodiments, the emergency communication is an emergency alert sent by the digital

processing device to the emergency service. In some embodiments, the digital processing device

provides updated digital information to the emergency service when a threshold condition is

reached. In some embodiments, the digital information comprises information stored by the

digital processing device. In some embodiments, the digital information comprises information

from an associated device. In some embodiments, the digital information comprises information

stored on a remote server. In some embodiments, the digital information comprises information

stored on a computing device of a vehicle. In some embodiments, the digital information

comprises at least one of user information, health information, sensor information, and location

information. In some embodiments, the digital information comprises information from at least

one of social media, email, browsing history, news, blog, online archive, census database,

professional network, and online public record. In some embodiments, the digital information is

transmitted to the emergency service through an alternate data channel during an ongoing

communication session with the emergency service. In some embodiments, the digital processing

device transmits the digital information to the emergency service periodically for a length of

time. In some embodiments, the digital processing device transmits the digital information to the

emergency service after emergency communications have terminated. In some embodiments, the

digital processing device updates the digital information and transmits updated digital

information to the emergency service autonomously or upon receiving a data request for updated

digital information. In some embodiments, the digital information is transmitted via API-based

encrypted HTTPS or via a data SMS. In further embodiments, the digital processing device



chooses one of the API-based encrypted HTTPS and the data SMS based on ability to

communicate with the emergency service. In some embodiments, the digital processing device is

assigned a token pre-authenticating data requests tagged to the token, wherein the digital

processing device transmits digital information in response to a data request tagged to the token.

In some embodiments, the digital processing device transmits the digital information upon

receiving a data request and authentication from the emergency service. In some embodiments,

the digital processing device transmits the digital information only after a user of the digital

processing device provides authorization. In some embodiments, the digital information

comprises one or more of location information, sensor information, device information, user

information, and social media information. In some embodiments, the digital information

comprises location information for the digital processing device. In some embodiments, the

digital information comprises sensor information for current health status of a user of the digital

processing device. In some embodiments, the digital information comprises meta-data. In some

embodiments, the digital information comprises one or more of past and current digital

information. In some embodiments, the digital processing device obtains the digital information

from at least one of a sensor on the digital processing device, a sensor in proximity to the digital

processing device, a sensor associated with a communication device in proximity to the digital

processing device, a sensor in a network with the digital processing device, and a sensor

associated with a communication device in a network with the digital processing device. In some

embodiments, the digital processing device detects the emergency communication during

inactive mode, wherein detection of the emergency communication activates the digital

processing device out of inactive mode. In some embodiments, the emergency situation is

unrelated to the digital processing device or a user of the digital processing device, wherein the

emergency communication comprises a data request from the emergency service for digital

information about the emergency situation. In some embodiments, the digital processing device

confirms that transmitted digital information has been successfully received by the emergency

service. In some embodiments, the digital processing device re-transmits the digital information

to the emergency service upon determining that the information has not been successfully

received. In some embodiments, the digital processing device transmits the digital information in

response to a data request sent by the emergency service after receiving a request for emergency

assistance from the digital processing device. In some embodiments, the digital processing device

polls the emergency service with heartbeat signals. In further embodiments, the digital processing

device receives a response from the emergency service. In yet further embodiments, the digital

processing device sends instructions to initiate data synchronization. In yet further embodiments,

the response comprises a request for data synchronization. In still yet further embodiments, the



digital processing device sends digital information to the emergency service periodically until

data synchronization is complete.

[0007] In another aspect, provided herein are non-transitory computer-readable storage media

encoded with a computer program including instructions executable by a processor to create an

emergency application for a digital processing device, the application comprising: a) a

communication detection module autonomously detecting an emergency communication with an

emergency service; b) a data intake module autonomously obtaining digital information about an

emergency situation associated with the emergency communication; and c) a data sharing module

autonomously sharing digital information with the emergency service if the emergency

communication is detected. In some embodiments, the emergency communication is an

emergency call initiated through a native dialer of the digital processing device. In further

embodiments, the emergency call initiated through the native dialer is performed by calling an

emergency contact. In some embodiments, the emergency communication is initiated by a one

touch calling option selected by a user of the digital processing device. In some embodiments,

the emergency communication is a push notification from the emergency service requesting

digital information. In some embodiments, the emergency communication is an SMS message. In

some embodiments, the emergency communication is an emergency alert sent by the digital

processing device to the emergency service. In some embodiments, the application provides

updated digital information to the emergency service when a threshold condition is reached. In

some embodiments, the digital information comprises information stored by the digital

processing device. In some embodiments, the digital information comprises information from an

associated device. In some embodiments, the digital information comprises information stored on

a remote server. In some embodiments, the digital information comprises information stored on a

computing device of a vehicle. In some embodiments, the digital information comprises at least

one of user information, health information, sensor information, and location information. In

some embodiments, the digital information comprises information from at least one of social

media, email, browsing history, news, blog, online archive, census database, professional

network, and online public record. In some embodiments, the digital information is transmitted to

the emergency service through an alternate data channel during an ongoing communication

session with the emergency service. In some embodiments, the application transmits the digital

information to the emergency service periodically for a length of time. In some embodiments, the

application transmits the digital information to the emergency service after emergency

communications have terminated. In some embodiments, the application updates the digital

information and transmits updated digital information to the emergency service autonomously or

upon receiving a data request for updated digital information. In some embodiments, the digital



information is transmitted via API-based encrypted HTTPS or via a data SMS. In further

embodiments, the application chooses one of the API-based encrypted HTTPS and the data SMS

based on ability to communicate with the emergency service. In some embodiments, the

application is assigned a token pre-authenticating data requests tagged to the token, wherein the

digital processing device transmits digital information in response to a data request tagged to the

token. In some embodiments, the application transmits the digital information upon receiving a

data request and authentication from the emergency service. In some embodiments, the

application transmits the digital information only after a user of the digital processing device

provides authorization. In some embodiments, the digital information comprises one or more of

location information, sensor information, device information, user information, and social media

information. In some embodiments, the digital information comprises location information for

the digital processing device. In some embodiments, the digital information comprises sensor

information for current health status of a user of the digital processing device. In some

embodiments, the digital information comprises meta-data. In some embodiments, the digital

information comprises one or more of past and current digital information. In some

embodiments, the application obtains the digital information from at least one of a sensor on the

digital processing device, a sensor in proximity to the digital processing device, a sensor

associated with a communication device in proximity to the digital processing device, a sensor in

a network with the digital processing device, and a sensor associated with a communication

device in a network with the digital processing device. In some embodiments, the application

detects the emergency communication during inactive mode, wherein detection of the emergency

communication activates the digital processing device out of inactive mode. In some

embodiments, the emergency situation is unrelated to the digital processing device or a user of

the digital processing device, wherein the emergency communication comprises a data request

from the emergency service for digital information about the emergency situation. In some

embodiments, the application confirms that transmitted digital information has been successfully

received by the emergency service. In some embodiments, the application re-transmits the digital

information to the emergency service upon determining that the information has not been

successfully received. In some embodiments, the application transmits the digital information in

response to a data request sent by the emergency service after receiving a request for emergency

assistance from the digital processing device. In some embodiments, the application polls the

emergency service with heartbeat signals. In further embodiments, the application receives a

response from the emergency service. In yet further embodiments, the application sends

instructions to initiate data synchronization. In yet further embodiments, the response comprises



a request for data synchronization. In still yet further embodiments, the application sends digital

information to the emergency service periodically until data synchronization is complete.

[0008] In another aspect, provided herein are methods of obtaining digital information associated

with an emergency situation from a digital processing device and providing the information to an

emergency dispatch center, the method comprising: a) receiving, by an emergency management

system, an emergency communication associated with an emergency situation for a user of a

digital processing device; b) determining, by an emergency management system, that the

emergency management system does not have current digital information associated with the

emergency situation; c) sending, by an emergency management system, a request for digital

information associated with the emergency situation to the digital processing device; d)

obtaining, by an emergency management system, current digital information from the digital

processing device; and e) providing, by an emergency management system, the current digital

information to an emergency dispatch center. In some embodiments, the emergency

communication is an emergency call initiated through a native dialer of the digital processing

device. In further embodiments, the emergency call initiated through the native dialer is

performed by calling an emergency contact. In some embodiments, the emergency

communication is initiated by a one touch calling option selected by a user of the digital

processing device. In some embodiments, the emergency communication is a push notification

sent to the digital processing device by the emergency management system requesting digital

information. In some embodiments, the emergency communication is an SMS message. In some

embodiments, the emergency communication is an emergency alert sent by the digital processing

device to the emergency management system. In some embodiments, the digital information

comprises information stored by the digital processing device. In some embodiments, the digital

information comprises information from an associated device. In some embodiments, the digital

information comprises information stored on a remote server. In some embodiments, the digital

information comprises information stored on a computing device of a vehicle. In some

embodiments, the digital information comprises at least one of user information, health

information, sensor information, and location information. In some embodiments, the digital

information comprises information from at least one of social media, email, browsing history,

news, blog, online archive, census database, professional network, and online public record. In

some embodiments, the emergency management system receives the digital information through

an alternate data channel during an ongoing communication session with the digital processing

device. In some embodiments, the digital information is transmitted via API-based encrypted

HTTPS or via a data SMS. In some embodiments, the emergency management system uses one

of the API-based encrypted HTTPS and the data SMS based on ability to communicate with the



digital processing device. In some embodiments, the request sent by the emergency management

system comprises a token pre-authenticating the request, wherein the digital processing device

transmits digital information in response to the request tagged to the token. In some

embodiments, the digital processing device transmits the digital information upon receiving a

data request and authentication from the emergency management system. In some embodiments,

the digital information comprises one or more of location information, sensor information, device

information, user information, and social media information. In some embodiments, the digital

information comprises location information for the digital processing device. In some

embodiments, the digital information comprises sensor information for current health status of a

user of the digital processing device. In some embodiments, the digital information comprises

meta-data. In some embodiments, the digital information comprises one or more of past and

current digital information. In some embodiments, the digital information from the digital

processing device is obtained from at least one of a sensor on the digital processing device, a

sensor in proximity to the digital processing device, a sensor associated with a communication

device in proximity to the digital processing device, a sensor in a network with the digital

processing device, and a sensor associated with a communication device in a network with the

digital processing device. In some embodiments, the method comprises receiving, by the

emergency management system, heartbeat signals from the digital processing device. In further

embodiments, the emergency management system sends a response to the heartbeat signals. In

yet further embodiments, the emergency management system sends instructions to initiate data

synchronization. In yet further embodiments, the emergency management system receives

instructions to initiate data synchronization. In still yet further embodiments, the emergency

management system receives digital information from the digital processing device periodically

until data synchronization is complete.

[0009] In another aspect, provided herein are emergency management systems comprising at

least one processor, a memory, a network component, and a computer program including

instructions executable by the at least one processor to create a server software application for

managing emergency communication sessions, the application comprising an emergency

communication module establishing an emergency communication session, wherein the

emergency communication module performs: a) receiving an emergency communication

associated with an emergency situation for a user of a digital processing device; b) determining

that the emergency management system does not have current digital information associated with

the emergency situation; c) sending a request for digital information associated with the

emergency situation to the digital processing device; d) obtaining current digital information

from the digital processing device; and e) providing the current digital information to an



emergency dispatch center. In some embodiments, the emergency communication is an

emergency call initiated through a native dialer of the digital processing device. In further

embodiments, the emergency call initiated through the native dialer is performed by calling an

emergency contact. In some embodiments, the emergency communication is initiated by a one

touch calling option selected by a user of the digital processing device. In some embodiments,

the emergency communication is a push notification sent to the digital processing device by the

emergency management system requesting digital information. In some embodiments, the

emergency communication is an SMS message. In some embodiments, the emergency

communication is an emergency alert sent by the digital processing device to the emergency

management system. In some embodiments, the digital information comprises information stored

by the digital processing device. In some embodiments, the digital information comprises

information from an associated device. In some embodiments, the digital information comprises

information stored on a remote server. In some embodiments, the digital information comprises

information stored on a computing device of a vehicle. In some embodiments, the digital

information comprises at least one of user information, health information, sensor information,

and location information. In some embodiments, the digital information comprises information

from at least one of social media, email, browsing history, news, blog, online archive, census

database, professional network, and online public record. In some embodiments, the emergency

management system receives the digital information through an alternate data channel during an

ongoing communication session with the digital processing device. In some embodiments, the

digital information is transmitted via API-based encrypted HTTPS or via a data SMS. In some

embodiments, the emergency management system uses one of the API-based encrypted HTTPS

and the data SMS based on ability to communicate with the digital processing device. In some

embodiments, the request sent by the emergency management system comprises a token pre-

authenticating the request, wherein the digital processing device transmits digital information in

response to the request tagged to the token. In some embodiments, the digital processing device

transmits the digital information upon receiving a data request and authentication from the

emergency management system. In some embodiments, the digital information comprises one or

more of location information, sensor information, device information, user information, and

social media information. In some embodiments, the digital information comprises location

information for the digital processing device. In some embodiments, the digital information

comprises sensor information for current health status of a user of the digital processing device.

In some embodiments, the digital information comprises meta-data. In some embodiments, the

digital information comprises one or more of past and current digital information. In some

embodiments, the digital information from the digital processing device is obtained from at least



one of a sensor on the digital processing device, a sensor in proximity to the digital processing

device, a sensor associated with a communication device in proximity to the digital processing

device, a sensor in a network with the digital processing device, and a sensor associated with a

communication device in a network with the digital processing device. In some embodiments, the

emergency management system receives heartbeat signals from the digital processing device. In

further embodiments, the emergency management system sends a response to the heartbeat

signals. In yet further embodiments, the emergency management system sends instructions to

initiate data synchronization. In yet further embodiments, the emergency management system

receives instructions to initiate data synchronization. In still yet further embodiments, the

emergency management system receives digital information from the digital processing device

periodically until data synchronization is complete.

[0010] In another aspect, provided herein are non-transitory computer-readable storage media

encoded with a computer program including instructions executable by a processor to create a

server software application for managing emergency communication sessions, the application

comprising an emergency communication module establishing an emergency communication

session, wherein the emergency communication module performs: a) receiving an emergency

communication associated with an emergency situation for a user of a digital processing device;

b) determining that the emergency management system does not have current digital information

associated with the emergency situation; c) sending a request for digital information associated

with the emergency situation to the digital processing device; d) obtaining current digital

information from the digital processing device; and e) providing the current digital information to

an emergency dispatch center. In some embodiments, the emergency communication is an

emergency call initiated through a native dialer of the digital processing device. In further

embodiments, the emergency call initiated through the native dialer is performed by calling an

emergency contact. In some embodiments, the emergency communication is initiated by a one

touch calling option selected by a user of the digital processing device. In some embodiments,

the emergency communication is a push notification sent to the digital processing device by the

emergency management system requesting digital information. In some embodiments, the

emergency communication is an SMS message. In some embodiments, the emergency

communication is an emergency alert sent by the digital processing device to the emergency

management system. In some embodiments, the digital information comprises information stored

by the digital processing device. In some embodiments, the digital information comprises

information from an associated device. In some embodiments, the digital information comprises

information stored on a remote server. In some embodiments, the digital information comprises

information stored on a computing device of a vehicle. In some embodiments, the digital



information comprises at least one of user information, health information, sensor information,

and location information. In some embodiments, the digital information comprises information

from at least one of social media, email, browsing history, news, blog, online archive, census

database, professional network, and online public record. In some embodiments, the emergency

management system receives the digital information through an alternate data channel during an

ongoing communication session with the digital processing device. In some embodiments, the

digital information is transmitted via API-based encrypted HTTPS or via a data SMS. In some

embodiments, the emergency management system uses one of the API-based encrypted HTTPS

and the data SMS based on ability to communicate with the digital processing device. In some

embodiments, the request sent by the emergency management system comprises a token pre-

authenticating the request, wherein the digital processing device transmits digital information in

response to the request tagged to the token. In some embodiments, the digital processing device

transmits the digital information upon receiving a data request and authentication from the

emergency management system. In some embodiments, the digital information comprises one or

more of location information, sensor information, device information, user information, and

social media information. In some embodiments, the digital information comprises location

information for the digital processing device. In some embodiments, the digital information

comprises sensor information for current health status of a user of the digital processing device.

In some embodiments, the digital information comprises meta-data. In some embodiments, the

digital information comprises one or more of past and current digital information. In some

embodiments, the digital information from the digital processing device is obtained from at least

one of a sensor on the digital processing device, a sensor in proximity to the digital processing

device, a sensor associated with a communication device in proximity to the digital processing

device, a sensor in a network with the digital processing device, and a sensor associated with a

communication device in a network with the digital processing device. In some embodiments, the

application receives heartbeat signals from the digital processing device. In further embodiments,

the application sends a response to the heartbeat signals. In yet further embodiments, the

application sends instructions to initiate data synchronization. In yet further embodiments, the

application receives instructions to initiate data synchronization. In still yet further embodiments,

the application receives digital information from the digital processing device periodically until

data synchronization is complete.



INCORPORATION BY REFERENCE

[0011] All publications, patents, and patent applications mentioned in this specification are

herein incorporated by reference to the same extent as if each individual publication, patent, or

patent application was specifically and individually indicated to be incorporated by reference.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The novel features of the invention are set forth with particularity in the appended claims.

A better understanding of the features and advantages of the present invention will be obtained

by reference to the following detailed description that sets forth illustrative embodiments, in

which the principles of the invention are utilized, and the accompanying drawings of which:

[0013] FIGS. 1A and IB illustrate embodiments of the device, emergency management system,

and software applications for the device and emergency management system;

[0014] FIG. 2 illustrates an embodiment of a system, including devices and an emergency

management system, for obtaining digital information associated with an emergency situation;

[0015] FIGS. 3A, 3B, and 3C illustrate how digital information associated with an emergency

situation will be obtained in different scenarios; and

[0016] FIG. 4 illustrates an exemplary method for sending heartbeat signals for detecting an

emergency communication.

DETAILED DESCRIPTION

[0017] In certain embodiments, provided herein are methods of detecting an emergency

communication with an emergency service and providing digital information informative of an

emergency situation to the emergency service by a digital processing device, the method

comprising: a) autonomously detecting, by the digital processing device, the emergency

communication with the emergency service; b) autonomously obtaining, by the digital processing

device, digital information about the emergency situation; and c) autonomously providing, by the

digital processing device, the digital information to the emergency service if the emergency

communication is detected.

[0018] In certain embodiments, provided herein are digital processing devices comprising at least

one processor, a memory, a network component, and a computer program including instructions

executable by the at least one processor to create an emergency application comprising: a) a

communication detection module autonomously detecting an emergency communication with the

emergency service; b) a data intake module autonomously obtaining digital information about an

emergency situation associated with the emergency communication; and c) a data sharing module



autonomously sharing digital information with the emergency service if the emergency

communication is detected.

[0019] In certain embodiments, provided herein are non-transitory computer-readable storage

media encoded with a computer program including instructions executable by a processor to

create an emergency application for a digital processing device, the application comprising: a) a

communication detection module autonomously detecting an emergency communication with an

emergency service; b) a data intake module autonomously obtaining digital information about an

emergency situation associated with the emergency communication; and c) a data sharing module

autonomously sharing digital information with the emergency service if the emergency

communication is detected.

[0020] In certain embodiments, provided herein are methods of obtaining digital information

associated with an emergency situation from a digital processing device and providing the

information to an emergency dispatch center, the method comprising: a) receiving, by an

emergency management system, an emergency communication associated with an emergency

situation for a user of a digital processing device; b) determining, by an emergency management

system, that the emergency management system does not have current digital information

associated with the emergency situation; c) sending, by an emergency management system, a

request for digital information associated with the emergency situation to the digital processing

device; d) obtaining, by an emergency management system, current digital information from the

digital processing device; and e) providing, by an emergency management system, the current

digital information to an emergency dispatch center.

[0021] In certain embodiments, provided herein are emergency management systems comprising

at least one processor, a memory, a network component, and a computer program including

instructions executable by the at least one processor to create a server software application for

managing emergency communication sessions, the application comprising an emergency

communication module establishing an emergency communication session, wherein the

emergency communication module performs: a) receiving an emergency communication

associated with an emergency situation for a user of a digital processing device; b) determining

that the emergency management system does not have current digital information associated with

the emergency situation; c) sending a request for digital information associated with the

emergency situation to the digital processing device; d) obtaining current digital information

from the digital processing device; and e) providing the current digital information to an

emergency dispatch center.



[0022] In certain embodiments, provided herein are non-transitory computer-readable storage

media encoded with a computer program including instructions executable by a processor to

create a server software application for managing emergency communication sessions, the

application comprising an emergency communication module establishing an emergency

communication session, wherein the emergency communication module performs: a) receiving

an emergency communication associated with an emergency situation for a user of a digital

processing device; b) determining that the emergency management system does not have current

digital information associated with the emergency situation; c) sending a request for digital

information associated with the emergency situation to the digital processing device; d) obtaining

current digital information from the digital processing device; and e) providing the current digital

information to an emergency dispatch center. In some embodiments, the emergency

communication is an emergency call initiated through a native dialer of the digital processing

device.

Certain Terminologies

[0023] Unless otherwise defined, all technical terms used herein have the same meaning as

commonly understood by one of ordinary skill in the art to which this invention belongs. As used

in this specification and the appended claims, the singular forms "a," "an," and "the" include

plural references unless the context clearly dictates otherwise. Any reference to "or" herein is

intended to encompass "and/or" unless otherwise stated.

[0024] As used herein, a "device" is a digital processing device designed with one or more

functionality. A "communication device" refers to a device with a communication component,

which will allow it to send and receive information over a wireless channel, a wired channel, or

any combination thereof (e.g., sending/receiving information over the Internet). Exemplary

communication devices include a mobile phone (e.g., a smartphone), a laptop, a desktop, a tablet,

a radio (e.g., a two-way radio), and a vehicular communication system. In some embodiments, a

communication device includes a car security system (e.g., OnStar®), a home security system, or

a home control system (e.g., a networked control system for providing network controlled and/or

smart temperature control such as a Wi-Fi smart thermostat, lighting, entertainment, and/or door

control). In some embodiments, a communication device is a wearable device (e.g., a

communication device worn by a user). In some embodiments, a communication (e.g., a

wearable device) comprises one or more sensors. In some embodiments, a communication device

is connected to a communication network, for example, a cellular network or the Internet. As

used herein, a "mobile wireless device" refers to a device that is portable and communicates

wirelessly. In some embodiments, a user wears or carries the mobile wireless device on the user's



person or in the user's vehicle. Exemplary mobile wireless devices include mobile or cellular

phones, wearable devices (e.g., smart watch, fitness tracker, wearable sensor, smart glasses, etc.).

[0025] As used herein, a "request for assistance" refers to a request or message sent to a recipient

asking for help. In some embodiments, an emergency alert is a request for assistance. In some

embodiments, an emergency alert comprises a request for assistance. In some embodiments, an

emergency alert comprises a request for assistance and digital information associated with the

request for assistance. In some embodiments, a request for assistance is an emergency request for

assistance (e.g., the request is associated with an emergency situation). In some embodiments, a

request for assistance is associated with an emergency situation. In some embodiments, a request

for assistance comprises an emergency indication. In further embodiments, an emergency

indication is selected from one or more of the group consisting of traffic accident, police

emergency, medical emergency, and fire emergency. In some embodiments, a request for

assistance is associated with a non-emergency situation (e.g., request for a tow truck after car

breaks down). In some embodiments, a request for assistance is associated with a device sending

the request. In other embodiments, a request for assistance is associated with a device not

sending the request. As used herein, a request is "associated" with a device or user when the

request relates to an emergency or non-emergency situation involving the device or user. In some

embodiments, a request comprises data associated with a device (or user thereof). In some

embodiments, a request comprises a data set associated with a device. For example, in some

embodiments, a request comprises a data set associated with a device, wherein the data set

comprises current location data. In other embodiments, a request for assistance is sent and/or

received separately from data associated with a device. For example, in some embodiments, a

request is sent first, and the recipient subsequently queries the device that sent the request for

data or a data set associated with the emergency and/or device or user involved in the emergency.

Alternatively, in some embodiments, a request is sent first, and the recipient subsequently queries

the device associated with the emergency for data or a data set associated with the emergency

and/or device or user involved in the emergency.

[0026] As used herein, a "first responder" refers to any person or persons responsible for

addressing an emergency situation. In some embodiments, a first responder refers to government

personnel responsible for addressing an emergency situation. In some embodiments, a first

responder is responsible for a particular jurisdiction (e.g., a municipality, a township, a county,

etc.). In some embodiments, a first responder is assigned to an emergency by an emergency

dispatch center. In some embodiments, a first responder responds to a request for emergency

assistance placed by a user via a user communication device. In some embodiments, a first



responder includes one or more fire fighters, police officers, emergency medical personnel,

community volunteers, private security, security personnel at a university, or other persons

employed to protect and serve the public and/or certain subsets of the population.

[0027] As used herein, a "recipient" refers to one or more persons, services, or systems that

receive a request for assistance. The recipient varies depending on the type of request. In some

embodiments, a recipient is an emergency service. In some embodiments, a recipient is an

emergency service when the request for assistance pertains to an emergency (e.g., a tier 2

emergency). In some embodiments, a recipient is an emergency management system. In some

embodiments, a recipient is an emergency dispatch center. In exemplary embodiments, an

emergency dispatch center is a public safety answering point which is a call center responsible

for answering calls to an emergency phone number. In some embodiments, an emergency

dispatch center is a private security dispatch center. In some embodiments, an emergency

dispatch center is a non-public dispatch center. In some embodiments, a recipient is an

emergency dispatch center, wherein the request is first routed through an emergency

management system (e.g., request is sent to the EMS, but ultimately is sent to an EDC). In some

embodiments, a recipient is a first responder (e.g., a communication device of a first responder).

In some embodiments, a recipient is a non-emergency service or personnel, for example, a

relative or friend. In such situations, a user of a communication device (or member device or

second device) does not require emergency assistance, but does need help. As an example, a user

of a member device in a group of devices is a child who is lost in a theme park. The parent of the

child has a communication device in the same group of devices as the child's member device.

The parent uses the communication device to send a request for assistance on behalf of the

child's member device to theme park security officers who are closer to the child than the parent.

Security is then able to pick up the child quickly using the data set associated with the member

device, which they are given authorization to access by the parent's communication device.

[0028] As used herein, a "user" refers to one or more person or persons associated with a device

(e.g., communication device, member device, second device, device of a first responder, etc). In

some embodiments, a user utilizes a device to place a request for assistance. In some

embodiments, user refers to one or more persons who are paid subscribers of a network access

service, for example, cellular service subscribers. In some embodiments, a user refers to anyone

who gains access to a network via a router, for example, a Wi-Fi router, and is not a paid

subscriber of any access service. In some embodiments, a device associated with a user is a

device carried or worn on the person of the user (e.g., a phone or wearable device). In some

embodiments, a device associated with a user is not carried or worn on the person of the user



(e.g., a home security sensor or camera installed in the home of the user, a vehicle tracking

system installed in a vehicle of the user, etc).

[0029] As used herein, "data" refers to digital information. In some embodiments, data includes

digital information about one or more entities (e.g., user of a user communication device) and/or

an environment that pertains to characteristics of the one or more entities. In some embodiments,

an entity is a person. In some embodiments, an entity is a thing (e.g., a house or a device). For

example, in some embodiments, data comprises sensor data from home sensors associated with a

house. In this example, the data is also associated with one or more persons (e.g., the

homeowner(s) and/or inhabitant s)). In some embodiments, data refers to meta-data. In some

embodiments, data comprises health information about the user of a communication device. In

some embodiments, data comprises information about the surrounding environment of the user of

the user communication device (e.g., surrounding temperature, location, elevation, barometric

pressure, ambient noise level, ambient light level, surrounding geography, etc.). In some

embodiments, data comprises information about other users that is pre-stored in a device or in a

database (e.g., a database within a group of devices who are related to the user of the user

communication device as predefined by the user). In some embodiments, the data set comprises

information from two or more users of user communication devices, wherein each user is

affected by the current emergency situation. As an example, two unrelated users are involved in a

vehicular collision, and each user sends a separate emergency request (for traffic accident) using

his/her communication device. In this example, the separate emergency requests are associated

(e.g., by an emergency management system and/or emergency dispatch center) with the same

emergency based on the proximity of time, location, and emergency indication of the emergency

requests. As a result, the data set for this accident comprises information from both user

communication devices. In this example, the data set comprises location information from both

devices (e.g., GPS coordinates), biosensor data for one or both devices (e.g., biosensor data such

as heart rate and blood pressure can be important in case of injury), and information about the

vehicle driven by each user (e.g., make, model, and year of manufacture information stored on

the device). In some embodiments, data comprises current data. In further embodiments, current

data comprises information that is equal to or less than 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14,

15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 35, 40, 45, 50, 55, or 60 minutes old,

including increments therein. In further embodiments, current data comprises information that

equal to or less than 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, or

24 hours old. In some embodiments, data comprises historical data. In further embodiments,

historical data comprises information that is equal to or more than 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11,

12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 35, 40, 45, 50, 55, or 60



minutes old, including increments therein. In further embodiments, historical data comprises

information that equal to or more than 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18,

19, 20, 21, 22, 23, or 24 hours old. In some embodiments, the age of information is calculated

from the date the information is first collected (e.g., when a sensor first detects a sensed

parameter such as, for example, heart rate).

[0030] As used herein, "data set" refers to a collection of digital information comprising the most

recent and relevant information about an emergency situation and/or imminent emergency

situation. Data set is used interchangeably with "meta-data set." In some embodiments, a "data

set" comprises information about a user, information about a surrounding environment of the

user and/or the user device. In some embodiments, the data set refers to a collection of

information about an emergency situation not involving a user (e.g., emergency situation

involves a device or something associated with the device). As an example, in one embodiment,

when a home security device sends an emergency request (e.g., fire emergency based on internal

thermostat sensor readings) to an emergency service (e.g., local fire department), the data set for

the home security device comprises the sensor readings from one or more thermostats or heat

sensors located around the home. In some embodiments, a data set is stored on a database or

database cache of a device (e.g., communication device). In some embodiments, a data set is

stored on a database or database cache external to a device (e.g., on a network). In some

embodiments, a data set is stored on a database or database cache of an emergency management

system.

[0031] As used herein, "emergency data" refers to digital information about a person or a

situation that provide awareness about the emergency situation. In some embodiments,

emergency data comprises information on devices involved in the emergency situation (e.g.,

devices belonging to persons involved in the emergency situation). In some embodiments,

emergency data comprises the type of emergency (e.g., car accident, crime, medical emergency,

or fire emergency), data associated with the user of the device requesting emergency assistance

(e.g., location data for the user's device), data about other users in the vicinity of the user, and

data about the devices involved in the emergency situation. In some embodiments, emergency

data comprises one or more of location data, health data, user data, and sensor data.

[0032] Location data, as the term is used herein, refers to digital information for at least one of

GPS location information, Wi-Fi based location information, location information manually

entered by a user into the user's communication device, position information from the cellular

network provider obtained via triangulation of the received signal strengths from three or more

separate cellular phone base stations, location information derived from received signal strengths



indicators (RSSI) received at a Wi-Fi router and/or signal strengths of signals received at a Wi-Fi

router of digital signals sent from the user communication device, and any other form of location

information. In some embodiments, location data comprises a location of a device determined

using a location determination method. In further embodiments, a location determination method

is selected from GPS satellite triangulation, cell tower triangulation, Wi-Fi triangulation,

Bluetooth triangulation, RSSI, time-of-flight, angle of arrival, fingerprinting, barometric

pressure, or any combination thereof. In some embodiments, location is determined using more

than one method in combination to obtain a more accurate location. In some embodiments,

location data comprises coordinates (e.g., XYZ coordinates, longitude, latitude, altitude, etc), an

address (e.g., an address equivalent to coordinates that provides a current dispatchable location

for emergency response). In some embodiments, location data comprises historical location (e.g.,

where user has traveled in the past). In some embodiments, historical location comprises one or

more locations of the user and/or user device equal to or greater than 1, 2, 3, 4, 5, 10, 15, 20, 25,

30, 40, 50, or 60 minutes old, including increments therein. In some embodiments, the historical

location comprises one or more locations of the user and/or user device equal to or greater than 1,

2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, or 24 hours old. In some

embodiments, location data comprises current location, wherein current location comprises one

or more locations of the user and/or user device within the past 1, 2, 3, 4, 5, 10, 15, 20, 25, 30,

40, 50, or 60 minutes, including increments therein. In some embodiments, location data

comprises current location, wherein current location comprises one or more locations of the user

and/or user device within the past 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20,

21, 22, 23, or 24 hours.

[0033] As used herein, "health data" refers to digital information associated with medical

information of a user of a device. In some embodiments, health data comprises medical history

such as, for example, past illnesses, surgery, food and/or drug allergies, diseases, disorders,

medical diagnostic information (e.g., genetic profile screen), or any combination thereof. In some

embodiments, health data comprises family medical history (e.g., family history of breast

cancer). In some embodiments, health data comprises current health information such as, for

example, current symptoms, current medications, and/or current illnesses or diseases. In some

embodiments, health data comprises user age, height, weight, blood type, and/or other

biometrics. In some embodiments, health data comprises a "limited data set" of identifiable

patient information as defined by the Health Insurance Portability and Accountability Act

(HIPAA) (e.g., for purposes of protecting patient confidentiality and/or privacy). In some

embodiments, medical history comprises medical information that is equal to or more than 1, 2,

3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, or 24 hours old. In some



embodiments, medical history comprises medical information that is equal to or more than 1, 2,

3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, or 30

days old. In some embodiments, current health information comprises information that is equal to

or less than 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, or 24

hours old. In some embodiments, current health information comprises medical information that

is equal to or less than 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23,

24, 25, 26, 27, 28, 29, or 30 days old.

[0034] As used herein, "user data" refers to digital information associated with a user of a

device. In some embodiments, user data comprises user identity, user name, height, weight, eye

color, hair color, ethnicity, national origin, religion, language(s) spoken, vision (e.g., whether

user needs corrective lenses), home address, work address, occupation, family information, user

contact information, emergency contact information, social security number, alien registration

number, driver's license number, vehicle VIN, organ donor (e.g., whether user is an organ

donor), or any combination thereof. In some embodiments, user data is obtained via user input.

[0035] As used herein, "sensor data" refers to digital information obtained or provided by one or

more sensors. In some instances, a sensor is associated with a device (e.g., user has a

communication device with a data link via Bluetooth with a wearable sensor, such as, for

example, a heart rate monitor or a pedometer). Accordingly, in some embodiments, the device

obtains sensor data from the sensor (e.g., heart rate from the heart rate monitor or distance

traveled from the pedometer). In some instances, the sensor data is relevant to an emergency

situation (e.g., heart rate during a cardiac emergency event). In some embodiments, a sensor

and/or sensor device comprises an acoustic sensor, a breathalyzer, a carbon dioxide sensor, a

carbon monoxide sensor, an infrared sensor, an oxygen sensor, an ozone monitor, a pH sensor, a

smoke detector, a current sensor (e.g., detects electric current in a wire), a magnetometer, a metal

detector, a radio direction finder, a voltage detector, an air flow meter, an anemometer, a flow

sensor, a gas meter, a water meter, a Geiger counter, an altimeter, an air speed indicator, a depth

gauge, a gyroscope, a compass, an odometer, a shock detector (e.g., on a football helmet to

measure impact), a barometer, a pressure gauge (e.g., to estimate altitude for locating which floor

a person is on during an emergency), a thermometer, a proximity sensor, a motion detector (e.g.,

in a home security system), an occupancy sensor, or any combination thereof, and in some

embodiments, sensor data comprises information obtained from any of the preceding sensors. In

some embodiments, a sensor is installed on a vehicle such as a car. In some embodiments, a

vehicle sensor comprises one or more of an accelerometer, camera (e.g., providing photos and/or

video feed), collision sensor, throttle position sensor, manifold absolute pressure sensor, engine



coolant temperature sensor, mass air flow sensor, crankshaft position sensor, camshaft position

sensor, detonation sensor, oxygen sensor, intake air temperature sensor, EGR position sensor,

EGR temperature sensor, air-fuel ratio meter, blind spot monitor, curb feeler, defect detector,

parking sensor, radar gun, speedometer, tire pressure sensor, torque sensor, transmission fluid

temperature sensor, vehicle speed sensor, water sensor, and wheel speed sensor. In some

embodiments, one or more sensors are physically separate from a user device. In further

embodiments, the one or more sensors authorize the user device to obtain sensor data. In further

embodiments, the one or more sensors provide or send sensor data to the user device

autonomously. In some embodiments, the user device and the one or more sensors belong to the

same group of devices, wherein member devices are authorized to share data. In some

embodiments, a user device comprises one or more sensors (e.g., user device is a wearable device

having a sensor or sensing component). In some embodiments, sensors are calibrated using one

or more calibration standards or calibration process to provide known accuracies or uncertainties

in the sensor values.

[0036] As used herein, "communication link" refers to a communication pathway from a device

(e.g., communication device) to another device or to an intermediate device (e.g., a router) on a

network. In some embodiments, the communication device establishes a communication link

with another device or an intermediate device to transfer information (e.g., a location of the

device) or to obtain information from a recipient such as, for example, location of a first

responder assigned to a request for assistance associated with the communication device (e.g.,

device of first responder). A communication link refers to the point-to-point communication

channels, point-to-point and end-to-end data sessions, and the physical hardware facilitating the

communication channel(s) (e.g., antennas used to communicate/transmit information). In some

embodiments, a data session comprises session parameters and the network route taken from one

device to another device.

[0037] As used herein, a "data channel" refers to a communication session between two devices

wherein data packets are exchanged between the devices. In some embodiments, a data session is

setup using exchange of certain data packets, also called as "handshake signals," which are able

to define the capabilities of the data session. For example, in some embodiments, the data session

"handshake" provides for the ability to transfer multi-media data, voice data, and other data via

the data session. In some embodiments, the data session is setup without the use of handshake

signals, wherein the two devices involved share data packets according to a predefined protocol

(e.g., a previously agreed upon protocol). In some embodiments, the data session is routed

through an EMS, which stores the multi-media, voice, and/or other data from any of the devices



that are part of the data session. In further embodiments, the EMS shares the data from the data

session with the other device (e.g., device of a first responder). In some embodiments, the EMS

manages the data session.

Device Modes and States

[0038] In some embodiments, the communication device is in one or more states when an

emergency arises that prompts a user to request emergency assistance. For example, in some

embodiments, when the communication device is powered ON, but in a hibernation or sleep

state, the display is turned off. In some embodiments, the device comprises at least two modes. In

some embodiments, the device comprises two modes. In some embodiments, the device

comprises three modes. In some embodiments, device comprises an active mode. Active mode is

characterized by the display being powered ON and presenting one or more interactive elements.

In some embodiments, the device comprises an inactive mode. Inactive mode is characterized by

the display being powered OFF and presenting no interactive elements. In a particular

embodiment, the device comprises both an active mode and an inactive mode. In some

embodiments, the user interacts with one or more physical interactive elements (e.g., hard

buttons) on a device in inactive mode to initiate an emergency communication. In some

embodiments, the user interacts with one or more non-physical interactive elements (e.g., soft

buttons) on a device in active mode to initiate an emergency communication. In some

embodiments, when the display is in inactive mode, the communication device is in one or more

states of the device such as, for example, a sleep or hibernate state. In some embodiments, when

the display is in active mode, the communication device is in one or more states of the device

such as, for example, locked state, unlocked state (e.g., screen is unlocked and use can access

fully functionality of the device), flight state, etc. Locked state refers to when the device is

locked and inaccessible (e.g., user is unable to enter the right password). An unlocked state refers

to the device after it has been unlocked and accessible (e.g., user entered the right password).

Flight state refers to the device when communication is turned off (e.g., when the user has

boarded an airplane about to take off and is instructed to turn off cellular, Wi-Fi, and Bluetooth

communication).

[0039] In some embodiments, a device is in inactive mode when it detects an emergency

communication. In some embodiments, a device is in active mode when it detects an emergency

communication. In some embodiments, a device is in a locked state or an unlocked state when it

detects an emergency communication. In various embodiments, the device responds to detection

of the emergency communication by autonomously providing digital information such as

location information of the device to an emergency service regardless of the device mode or



state. In various embodiments, the device responds to a request for digital information from an

emergency service by providing digital information such as location information of the device to

an emergency service regardless of the device mode or state.

One Touch Emergency Communication

[0040] In some embodiments, an emergency communication is initiated by a digital processing

device or an associated device via a one touch interaction by a user. In some embodiments, a

device is configured to recognize a one touch interaction comprising a single user interaction, for

example, touch, swipe, voice, tap or other forms of user interactions, as an initiation of a request

for emergency assistance from a user of the communication device. In some embodiments, the

user interaction is a one touch interaction from the user that causes the communication device to

initiate a call requesting emergency assistance. In other embodiments, the user interaction is a

sequence of two (dual touch) user interactions. In some embodiments, the communication device

uses either a first or a second user interaction to authenticate or verify the identity of the user of

the communication device. In some embodiments, the communication device sends a request for

emergency assistance to an emergency service (e.g., emergency management system or

emergency dispatch center) after user authentication. In some embodiments, the request

comprises information or data about the user (e.g., user name, health records, emergency contact

information, family information, or a combination thereof) that are relevant to emergency

response personnel in providing emergency assistance to the user.

[0041] In some embodiments, the one touch process comprises any single interaction with a

physical or non-physical interactive element of a digital processing device. For example, in one

particular embodiment, a one-touch process comprises pressing the home button for at least 5

seconds. In some embodiments, a one touch interaction is a user interaction with a soft button on

the device display. In some embodiments, a one touch interaction is a user interaction with a hard

button on the device display. In some embodiments, an emergency communication is initiated via

a voice command (e.g., "no touch" emergency communication/request). In some embodiments,

the voice command is configured by a user. In some embodiments, the voice command provides

voice authentication authorizing a user to send an emergency communication without requiring

the user to unlock the device by, for example, entering a password.

Communication Detection Module

[0042] In some embodiments, a communication device comprises a software module for

detecting a communication such as, for example, an emergency communication. In some

embodiments, the software module is referred to as a communication detection module. In some



embodiments, the one or more functions of the data sharing module are carried out by one or

more other software modules described herein. In some embodiments, the communication

detection module detects an emergency communication by detecting an ongoing emergency

communication between the communication device and a recipient such as, for example, an

emergency service. In some embodiments, the communication detection module detects an

emergency communication by detecting a communication sent to or received from a recipient by

the communication device. In some embodiments, the emergency communication is detected

only if the communication was sent no more than 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15, 20, 25, 30, 35,

40, 45, 50, 55, or 60 seconds before the current time (when detection is taking place), including

increments therein. In some embodiments, the emergency communication is detected only if the

communication was sent no more than 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15, 20, 25, 30, 35, 40, 45, 50,

55, or 60 minutes before the current time, including increments therein.

[0043] In some embodiments, the communication detection module autonomously determines

and/or confirms the emergency communication (e.g., without requiring user input). In some

embodiments, the communication detection module determines and/or confirms the emergency

communication by detecting a request for assistance sent by the member device (e.g., member

device has already sent request for assistance).

[0044] In some embodiments, the emergency communication is an emergency call made by the

native dialer of the digital processing device (e.g., a 9-1-1 call). In some embodiments, the

communication detection module detects the call made by the native dialer. In some

embodiments, the phone is unable to detect an emergency call made by the native dialer. As a

result, in some embodiments, an emergency service receiving the emergency call then requests

(e.g., via a push notification) digital information from the digital processing device, wherein the

request is the emergency communication that is detected by the communication detection

module. In some embodiments, the emergency call made by the native dialer is made to a saved

emergency contact (e.g., 9 11, a local police station, fire station, hospital, private security service,

or family member).

[0045] In some embodiments, the communication detection module detects an emergency

communication between the digital processing device and an emergency service. In some

embodiments, the communication detection module detects an emergency communication

between a device other than the digital processing device and an emergency service. In further

embodiments, the communication detection module detects an emergency communication

between an associated device of the digital processing device and an emergency service. In some

embodiments, an associated device is a cell phone, a wearable device (e.g., smart watch, fitness



monitor, smart glasses, etc), a tablet, a laptop, a desktop computer, a networked sensor (e.g.,

sensor or device comprising a sensor connected to a network, aka an Internet of Things/IoT

sensor), or a car console. In some embodiments, an associated device is a device a user has linked

with the digital processing device to enable them to share data and/or communicate with each

other during emergency situations. In some embodiments, a device is an associated device of the

digital processing device if they are configured to share data and/or communicate with each

other. In some embodiments, an associated device and the digital processing device are linked via

at least one of a cellular connection, satellite, Bluetooth, Wi-Fi, and Internet. For example, in

some embodiments, a user's cell phone and his smart watch are connected via a Bluetooth

connection.

Data Intake Module

[0046] In some embodiments, a communication device comprises a software module for

obtaining digital information about an emergency situation. In some embodiments, the software

module is referred to as a data intake module. In some embodiments, the one or more functions

of the data intake module are carried out by one or more other software modules described

herein. In some embodiments, the digital information comprises at least one of sensor data, user

data, health data, and location data as described elsewhere herein. In some embodiments, the data

intake module obtains data (e.g., digital information) associated with the communication device

and uses the data to update a data set associated with the communication device. In some

embodiments, the data intake module autonomously obtains data for the communication device.

In some embodiments, the data intake module obtains data for the communication device from a

source other than the communication device. For example, in some embodiments, the data intake

module obtains data from one or more sensors associated with the communication device (e.g., a

wearable heart monitor having a Bluetooth connection with the communication device). In some

embodiments, the source is an external sensor capable of communicating with the

communication device either directly (e.g., via a Bluetooth or Wi-Fi connection) or indirectly

(e.g., communicates via a router or intermediate device or over the Internet). In some

embodiments, the source is an associated device of the communication device. For example, in

some embodiments, an associated device is a wearable device, a cell phone, a panic button, or a

sensor (e.g., security camera, digital thermometer, etc) in proximity to the communication device.

In some embodiments, a device in proximity to the communication device has a location that is

within 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15, 20, 25, 30, 35, 40, 45, 50, 55, 60, 65, 70, 75, 80, 85, 90, 95,

or 100 meters, including increments therein, of a location of the communication device.



[0047] In some embodiments, the data intake module obtains data periodically. In some

embodiments, the data intake module obtains data aperiodically (e.g., not at regular intervals). In

some embodiments, the data intake module obtains data continuously (e.g., constantly at short

intervals such as, for example, every 5 seconds). In some embodiments, the data intake module

comprises settings configurable by a user to determine what data is obtained (e.g., location data,

user data, sensor data, or any combination of data), how the data is obtained (e.g., directly from

the member device, indirectly from another member device, from a cache database storing data

for the group of devices, from an EMS, etc), and how often the data is obtained (e.g., every X

minutes or hours, or whenever the current location data changes). In some embodiments,

periodicity of task is determined by utilizing algorithms for adjusting frequency, such as

exponential back-off, based on a number of heuristics. For example, obtaining data may begin

once per second and decrease to once per 10 seconds over a period of 10 minutes.

[0048] In some embodiments, the data intake module obtains data (e.g., a data set) comprising

one or more categories of data. In some embodiments, data is selected from location data, health

data, user data, sensor data, and any combination thereof.

Data Sharing Module

[0049] In some embodiments, a communication device comprises a software module for sharing

digital information with a recipient (e.g., an emergency service). In some embodiments, the

software module for sharing digital information is a data sharing module. In some embodiments,

the data sharing module shares data autonomously. In some embodiments, the data sharing

module shares data upon request by a recipient (e.g., an emergency service). In some

embodiments, the data sharing module shares data upon user instruction (e.g., user input). For

example, in some embodiments, the communication device receives a request to share location

data from an emergency dispatch center. In some embodiments, the data sharing module shares

data periodically. In some embodiments, data is shared periodically at an interval of about every

1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15, 20, 25, 30, 35, 40, 45, 50, 60, 70, 80, 90 or 100 seconds, including

increments therein. In some embodiments, data is shared periodically at an interval of about

every 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15, 20, 25, 30, 35, 40, 45, 50, 60, 70, 80, 90 or 100 minutes,

including increments therein. In some embodiments, data is shared periodically at an interval of

about every 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15, 20, 21, 22, 23, or 24 hours. In some embodiments, data

is shared at least once every 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15, 20, 25, 30, 35, 40, 45, 50, 60, 70, 80,

90 or 100 seconds, including increments therein. In some embodiments, data is shared at least

once every 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15, 20, 25, 30, 35, 40, 45, 50, 60, 70, 80, 90 or 100 minutes,

including increments therein. In some embodiments, data is shared at least once every 1, 2, 3, 4,



5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, or 24 hours. In some

embodiments, the data sharing module shares data aperiodically (e.g., not at regular intervals). In

some embodiments, the data sharing module shares data continuously (e.g., constantly at short

intervals such as, for example, every 1-5 seconds). In some embodiments, periodicity of task is

determined by utilizing algorithms for adjusting frequency, such as exponential back-off, based

on a number of heuristics. For example, in For example, sharing may begin once per second and

decrease to once per 10 seconds over a period of 10 minutes. In some embodiments, the data

sharing module shares data with a recipient indirectly. For example, in some embodiments, data

associated with a communication device is stored on one or more associated devices and/or on

one or more external databases (e.g., on a network). Accordingly, in some embodiments, the data

sharing module stores digital information on an associated device or on an external database.

This is useful in situations when the communication device becomes unresponsive and/or has not

authorized the member device to obtain data directly. In some embodiments, the data sharing

module comprises settings configurable by a user to determine what data is shared (e.g., location

data, user data, sensor data, or any combination of data), how the data is shared (e.g., directly

with the member device, indirectly via another member device, via a cache database storing data

for the group of devices, via an EMS, etc), and how often the data is shared (e.g., every X

minutes or hours, or whenever the current location data changes).

[0050] In some embodiments, the data sharing module shares digital information updates as new

information becomes available. In some embodiments, the data sharing module shares updated

digital information when a threshold condition is reached. In some embodiments, a threshold

condition is a time since digital information was last shared. For example, in the case of periodic

data sharing described above, a threshold is a set time period for sharing data (see above time

intervals for sharing data). In some embodiments, a threshold condition is a threshold distance

between a current location of the digital processing device and the location shared in the previous

data share/update. In some embodiments, a threshold distance is at least 1, 2, 3, 4, 5, 6, 7, 8, 9,

10, 15, 20, 25, 30, 35, 40, 45, 50, 55, 60, 65, 70, 75, 80, 85, 90, 95, 100, 150, 200, 250, 300, 350,

450, 500, 600, 700, 800, 900, 1000, or more meters, including increments therein. For example,

in one scenario, the digital processing device has a threshold distance set at 20 meters. The

previous data update provided a location for the device. When the digital processing device

moves during the course of the emergency communications at least 20 meters away, the digital

processing device threshold distance is triggered, and the device sends a digital information

update comprising the new current location.

[0051] In some embodiments, the data sharing module shares digital information with an

emergency service after polling the emergency service with "heartbeat signals." As used herein,



heartbeat signals refers to periodic signals sent to an emergency service upon detection of an

emergency communication. In response to receiving a confirmation from the emergency service

of reception of a heartbeat signal, in some embodiments, the device sends instructions to begin

data synchronization. For example, in some embodiments, the device has digital information that

the emergency service lacks (e.g., current location information of the device). In some

embodiments, the emergency service determines it lacks certain digital information and requests

the information from the digital processing device. In some embodiments, the device sends

digital information to the emergency service until data synchronization is complete. In some

embodiments, the device polls the emergency service with heartbeat signals, receives a response

with instructions for data synchronization, and sends digital information until data

synchronization is complete. In some embodiments, the device polls the emergency service with

heartbeat signals, receives a response, provides instructions for data synchronization, and sends

digital information until data synchronization is complete.

Emergency Communication Module

[0052] In some embodiments, an emergency management system comprises a server software

application comprising a software module for establishing a communication session between a

communication device and a recipient of a request for assistance. In some embodiments, the

software module is referred to as an emergency communication module. It is understood that one

or more functions of the emergency communication module is capable of being performed by

one or more other software modules described herein. In some embodiments, the emergency

communication module forwards or the request for assistance to another recipient (e.g., an EDC,

PSAP, first responder, private security service, friend or relative, etc.). In some embodiments, the

emergency management system is an intermediary recipient that facilitates communications

between a communication device requesting assistance and an end recipient such as, for example,

a PSAP. In some embodiments, the emergency communication module provides digital

information associated with the communication device to the recipient. In some embodiments,

the emergency management system uses digital location information associated with the

communication device to identify an EDC (e.g., a PSAP) serving the jurisdiction where the

communication device is located before the emergency management system contacts the EDC. In

some embodiments, the emergency management system provides additional digital information

relevant and/or useful to facilitating the emergency response (e.g., medical data relevant to a

medical emergency) to the recipient.



Detailed Figure Descriptions

[0053] FIG. 1A shows a schematic diagram of one embodiment of a device described herein. In

some embodiments, the device 106 is an electronic device such as a communication device (e.g.,

mobile or cellular phone, computer, laptop, etc.). In some embodiments, a communication device

is a wearable device. In some embodiments, a communication device is a wireless mobile device

or a smart phone. In some embodiments, a communication device is a walkie-talkie or a two-way

radio. In some embodiments, a user 100 (not shown) is selected from one or more persons who

are the primary users of the device 106.

[0054] In some embodiments, the device 106 comprises at least one processor 104, a memory

105 (e.g., an EPROM memory, a RAM, a solid-state memory), a display 102, a user interface

112, a network component 114 (e.g., an antenna and associated components, Wi-Fi adapters,

Bluetooth ® adapters, etc.) and a software application 108 (e.g., mobile application, computer

program, application). In some embodiments, the software application comprises one or more

software modules 128. In some embodiments, the device is equipped with a location component

121, for example, a global positioning system (GPS). In some embodiments, the device

comprises data storage 115. In further embodiments, the device comprises a location data cache

117. In further embodiments, the device comprises a user data cache 119.

[0055] In some embodiments, the device 106 has several components including a display 102

and user interface 112, which allow the user 100 to interact with the device 106. In some

embodiments, the display 102 is a part of the user interface 112 (e.g., a touchscreen is both a

display and provides an interface to accept user interactions). In some embodiments, the display

102 and/or the user interface 112 comprises a touch screen (e.g., a capacitive touch screen),

which is capable of displaying information and receiving user input. In some embodiments, the

device 106 comprises hardware components not including a display 102 and a user interface 112,

wherein the device functions autonomously without requiring active user guidance or interaction.

In some embodiments, data may be obtained from devices without a user interface, such as a

health monitoring device or environmental monitoring device. In some embodiments, the

monitoring device has one or more sensors for sensing health parameters of a user or

environmental parameters. In some embodiments, the health monitoring and can be controlled

remotely by a medical professional.

[0056] In some embodiments, a device 106 includes various accessories 122 (not shown) that

allow additional functionality. In some embodiments, the accessories 122 (not shown) include

one or more of the following: microphone (e.g., for user voice interaction), a camera (e.g., for

input of gestures commands or pictures from the user 100), speakers, one or more sensors such as



a fingerprint reader or scanner, USB/micro-USB port, headphone jack, a card reader, SIM card

slot, Bluetooth button, and any combination thereof.

[0057] FIG. 1A also shows a schematic diagram of one embodiment of an emergency

management system 130 as described herein. In some embodiments, the emergency management

system 130 comprises one or more of an operating system 132, at least one central processing

unit or processor 134, a memory unit 136, a communication element 138, and a server

application 148 (e.g., server application). In some embodiments, the server application 148

comprises one or more software modules 149. In some embodiments, the emergency

management system 130 comprises one or more databases 135. In some embodiments, the

emergency management system 130 comprises a location database 137. In some embodiments,

the emergency management system 130 comprises a user information database 139.

[0058] FIG. IB shows a schematic diagram of one embodiment of a software application 108

installed on a device. In some embodiments, the software application 108 comprises one or more

software modules. In some embodiments, a software module is a communication detection

module 152, a data intake module 154, a data sharing module 156, or a communication module

158

[0059] FIG. IB also shows a schematic diagram of one embodiment of a server application 148

installed on a server (e.g., a server in an EMS). In some embodiments, the server application 148

comprises one or more server software modules. In some embodiments, a software module is an

emergency communication module 162 or an emergency management module 164.

[0060] FIG. 2 illustrates an embodiment of a system, including devices and an emergency

management system, for sharing digital information associated with an emergency situation. In

some embodiments, a user initiates an emergency session (e.g., an emergency call) via a device

(e.g., a mobile phone 206). In some embodiments, the user 200 is the primary user of multiple

devices (e.g., mobile phone 206, wearable device 202, connected vehicle 262) with software

(208, 204, 269), which may be capable of detecting an emergency session and transmitting data

regarding the emergency.

[0061] In some embodiments, the device 206 includes a network component 263 (e.g., a Wi-Fi

antenna, cellular antenna, or a Bluetooth antenna, not shown) which initiates the emergency

session using the device's native capabilities (e.g., native dialer). In some embodiments, the

device 206 is a device with a one-button emergency calling button, emergency session button or

panic button, etc. In some embodiments, the emergency alert is sent in via one or more of the

internet, cellular network, and landline network. For example, in some embodiments, the



emergency call is sent via an API call over the Internet to the PSAP. In some embodiments, the

alert is an SMS notification to the PSAP 250. Generally, if data signal is strong, data API calls

are generally preferred because of good data transfer rates for sending the alert quickly. If data

signal is not good (e.g. weak, intermittent, disconnected), SMS and other methods are optionally

used as a fallback for sending the emergency alert.

[0062] In some embodiments, the device 206 includes a computer program 208 for sending the

data regarding the emergency situation. In some embodiments, the computer program 208 is pre-

installed on the device or is loaded and/or installed by the user 200. In some embodiments, the

user 200 goes through a setup or registration process for the device 206, where he or she provides

user data such as emergency contacts ( e.g., phone numbers, email addresses, messaging IDs),

location ( e.g., home address, work address, a physical address of the location of the device 206),

and other user information. In some embodiments, user data, location data, emergency data, and

other data are saved in a data cache or storage 215 (not shown) in the device 206. In other

embodiments, the data is saved in one or more databases 235 (not shown) in the EMS, in third-

party servers or in cloud-based systems. In some embodiments, the data is protected by password

protection, authentication protocols for transmission, encryption, use of secured pathways, or

other security protocols, to limit risk of security breaches.

[0063] In some embodiments, the emergency session is initiated by user input, which optionally

involves the user (e.g., user 200) interacting with the user interface 263 of the device 206. In

some cases, the user presses one or more hard or soft buttons on the user interface 263. However,

other types of user interactions such as touch, tap, pattern of touches, gesture, and voice-

activation are also contemplated.

[0064] In some embodiments, when the device 206 is a mobile phone, the emergency

communication is sent via a cellular connection through a carrier network. In some embodiments,

a voice call is initiated via a direct communication link 228 with a public safety access/answering

point (PSAP) 250. In some embodiments, communication links 224 and 226 are used for sending

data such as user data, location data, emergency data, text, images, and video from the device

206. In some embodiments, communication links 224 and 226 are established via landline,

cellular network or the Internet.

[0065] In some embodiments, once the device 206 detects that there is an on-going emergency

session, it autonomously obtains and transmits data regarding the emergency situation in a

periodic and continual basis during the emergency session. In some cases, the device 206

continues to obtain and transmit for some time after the emergency session has ended based on a

delay timer. In some embodiments, the device obtains location data from the location component



217 (e.g., GPS, not shown). In some embodiments, the device 206 obtains static user data from

storage 215 (not shown) and sensor data from one or more sensors 118 (not shown). "Static data"

refers to data that is not likely to change frequently (e.g. user name, phone number, home

address, etc.). "Dynamic data" refers to data that is changing frequently (e.g., device location,

user's pulse rate, other sensor data, etc.).

[0066] In some embodiments, the EMS 230 obtains data regarding the emergency from other

user devices (e.g., associated devices) such as, for example, a wearable device 202 or a connected

vehicle 262 by sending push notifications or SMS through communication links 232 and 234. In

some embodiments, the wearable device 202 includes software 204, optionally a locationing

component and one or more sensors (not shown). In some embodiments, the wearable device 202

is capable of hosting an emergency session with a PSAP initiated by user input. In other

embodiments, the wearable device 202 does not have the hardware, software or network

connectivity to host a native emergency session with a PSAP. In some embodiments, after

detecting the emergency session through link 228 based on the push notification, the wearable

device 202 obtains and transmits the data through secure and encrypted pathways to the EMS and

finally to the PSAP (links 232, 234, 226).

[0067] FIG. 2 shows an exemplary embodiment of a connected vehicle 262 (e.g., a vehicle

console, electronic control unit, engine control unit, or engine control module) with a computer

program 269 for emergency data sharing. In some embodiments, one or more sensors (e.g.,

electromagnetic sensors, ultrasonic sensors, pressure sensors, gyroscopes), storage 275, and

locationing component 277 (e.g., GPS) are located or installed in the connected vehicle 262.

When the connected vehicle 262 receives the push notification via link 234, it optionally gathers

data from one or more components (e.g., a sensor) and autonomously transmits the data. For

example, in some embodiments, location data 275 is obtained from the GPS 277 (current location

data) and storage 275 (historical location data). For dynamic data, the vehicle 262 optionally

provides updated data periodically and/or on a continual basis.

[0068] In some cases, data regarding the emergency is hosted on another user's device (as

opposed to user 200 who is making the emergency call), such as a device 207 of the user 205. In

some embodiments, the EMS 230 sends push notification to a device 207 (with software 209) to

obtain data from that device 207. For example, in some embodiments, the user 200 via device

206 makes an emergency call on behalf of another user 205 (proxy calling). In such a situation,

the location of device 207 is obtained for sending the emergency response to the correct location.

In some embodiments, the location data is transmitted through secure and encrypted pathways to

the EMS and finally to the PSAP (links 223, 226).



[0069] FIG. 3A illustrates an exemplary embodiment of a process for autonomous digital

information sharing when the data connection is good. In some embodiments, the device 306

autonomously detects an emergency communication, autonomously obtains digital information

regarding the emergency and autonomously transmits the same without user input. As a result,

the device 306 is able to provide relevant information for a quick and efficient emergency

response.

[0070] As shown in the ladder diagram depicted in FIG. 3A, an emergency (act 312) occurs and

a user initiates an emergency communication (e.g., an emergency call 313, chat session, SMS

session, etc.) using a device 306 (e.g., mobile phone) with an emergency service (e.g., PSAP

350). In some embodiments, the device 306 is a mobile phone with a computer program 306. In

some embodiments, the device 306 simultaneously obtains data from other devices (e.g., an

associated device such as a mobile phone or a wearable connected to the user device 306 via a

Bluetooth communication link). In some embodiments, data is obtained from other devices

simultaneously, such as wearable device 302 and connected vehicle 362, which are optionally

associated with the same user. In some embodiments, a notable device-side temporal event is

selected from the group consisting of: emergency situation arises (act 312); native 9-1-1, SMS 9-

1-1 or other connection initiated (act 314), software automatically activated (act 316), and hang

up/call end (act 318). In some embodiments, a notable PSAP-side temporal event is selected from

the group consisting of: call received (e.g. with WPH1 COS) (act 322), call back number (CBN)

obtained (act 324), software integration - API calls, information received (act 326), and hang

up/call end (act 328).

[0071] In some embodiments, the device 306 initiates the emergency call 313 using native

capabilities (act 314) based on the operating system and built-in software. In some embodiments,

the emergency call is a cell dial to 9-1-1 or another emergency number, Wi-Fi dial, VoIP session,

or SMS exchange with PSAP 350.

[0072] In some embodiments, the emergency call 313 is received (act 322) at the PSAP 350

following the E91 1 (enhanced 9 11) flow using a pseudo-automatic number identification (pANI)

of the incoming call. Next, the local Automatic Location Information (ALI 345) database is

queried using the pANI using ALI lookup 315. In a legacy positioning method, the device service

provider or carrier 340 is the network carrier that has originated the emergency call 313 and a

locationing request is "steered" or forwarded to the carrier entity (MPC/GMLC) represented by

steering 317. In this legacy positioning method, in some embodiments, the carrier 340 returns an

estimate of the location of the device 306 (e.g., location of the nearest cell tower 319) as well as a

call back number (CBN) (act 324). In newer systems such as NG91 1 (next generation 9 11), the



steps in 315, 317 and 319 for obtaining the CBN can vary. In some embodiments, other

variations in the flow occur in existing systems.

[0073] In some embodiments, the device 306 includes a device client or computer program 308

and may be downloaded or pre-installed software for call detection and data synchronization. In

some embodiments, the device 206 (e.g., a mobile phone with Android operating system) has a

computer program 308, which utilizes mechanisms for getting notified of telephony events (e.g.,

begin call, end call, etc.). In some embodiments, a list of emergency numbers for various

jurisdictions are maintained by the device 306 or EMS 330, so that the native dialed number

recognized by the device 306 as an emergency number for detecting an emergency session. In

some embodiments, the list of emergency numbers are user-defined, obtained from third party

data bases, etc. In some embodiments, the list include numbers for third party recipients such as a

home security company, taxi fleet management company, corporate or university security,

emergency contacts, or other recipients. In some embodiments, after an emergency session is

detected (act 332), the device 306 begins obtaining data regarding the emergency situation. In

some embodiments, the device 306 collects the data from one or more components and/or

sensors of the device by data synchronization (act 323). For example, in some embodiments, the

data comprises location data (x, y coordinates) from the GPS in the device 306. In some

embodiments, the data comprises user data such as user name, user medical conditions, user

address, and other user information. In some embodiments, the data comprises emergency data

such as a name and contact information for emergency contacts. In some embodiments, the data

comprises health data such as a user's medical conditions, list of medications, and drug allergies.

[0074] In some embodiments, the data comprises sensor data of one or more environmental

and/or health parameters. In some embodiments, the environmental parameter is selected from

the group consisting of: light, motion, temperature, pressure, humidity, vibration, magnetic field,

sound, smoke, carbon monoxide, radiation, hazardous chemicals, acid, base, reactive compounds,

volatile organic compounds, and smog. In some embodiments, health parameters may include

heart rate, pulse, electric signals from the heart, blood oxygen levels, blood pressure, blood sugar

level, and other health parameters, etc.

[0075] In some embodiments, once the data has been obtained from the device 306 by computer

program 308, the data is stored in one or more storage locations such as a cache or database (not

shown). In some embodiments, the data is saved in the EMS 330, in the cloud or a remote server.

Once an emergency session is detected, in some embodiments, the data synchronization 323 and

data storage is performed periodically and on a continual basis until after some time period after

the emergency session has ended. In some embodiments, data synchronization and/or data



storage continues until a time period (e.g., delay timer) of at least 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15,

20, 25, 30, 35, 40, 45, 50, 55, or 60 seconds or more, including increments therein, after the

emergency session has ended. In some embodiments, data synchronization and/or data storage

continues until a time period (e.g., delay timer) of at least 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 15, 20, 25,

30, 35, 40, 45, 50, 55, or 60 minutes or more, including increments therein, after the emergency

session has ended. For example, in some embodiments, after the call has ended (act 318), these

processes continue until data sync stops (act 334) after a delay timer 335 has elapsed.

[0076] In some cases, at the PSAP 350, there is partial or complete software integration with the

EMS 330. In some embodiments, the software integration includes call-taking software or

hardware, CAD software or hardware, etc. In some embodiments, a query is sent to the EMS 330

with the CBN (act 338). In some embodiments, after obtaining the CBN, the PSAP sends a query

within a short amount of time 321 (e.g., 500 ms). In some embodiments, the query is in modern

REST with JavaScript Object Notation (JSON) or another open-standard format, the HTTP-

Enabled Location Delivery (HELD) protocol with XML. In some embodiments, the data is

encrypted during transmission (by e.g., Transport Layer Security or TLS) via secured pathway

327. In some embodiments, the data transmission is authenticated and access is limited to

specific credentials depending on the software at the PSAP 350. In some embodiments, queries

from the PSAP 350 are periodic and sent on a continual basis. In some embodiments, the PSAP

350 software allows adjusting the timing and periodicity of the queries and/or allows for manual

retries by PSAP 350 operators.

[0077] After the data is synced (act 323), it is transmitted to the EMS and stored (act 325). In

some embodiments, the data is transferred using encryption to reduce risk of data breach. In

some embodiments, the data is transmitted via Representational State Transfer (REST) methods

with encryption over data networks with HTTP. In some embodiments, the data is transmitted via

text or data SMS or other known methods. It is contemplated that the device 306 optionally

chooses the method of transmission based on various factors such as data network or Wi-Fi

signal strength, battery life, etc. For example, in some embodiments, when the battery level is

low, the device 306 chooses to send data by SMS and reduce periodicity of the data transmission.

In some embodiments, SMS is not preferred because of size limits for messages.

[0078] At the EMS 330, the data is optionally stored in one or more databases or caches. In some

embodiments, the database is a relational database with time-stamped columns such as user

name, CBN, location data, sensor data, saved user data, and other information. In some

embodiments, the data is saved in a non-relational or NoSQL database associated with a time-

stamp and CBN. In some embodiments, the categories of data are selected from the group



consisting of: altitude, call start time, caller ID, extra info, AML, cell carrier, device EVIEI,

device model, device number, emergency number, location accuracy, location altitude, location

latitude, location longitude, location time, place address, source, time, registered address,

registered engine, and uncertainty radius. An exemplary payload from an entry in aNoSQL

database is depicted in Table 1 .

Table 1 - Exemplary Payload from NoSQL Database Entry

Data Type Payload

altitude 0

call start time 1489599274768

caller id 17742082168

created time 1489599274768

extra info -

ami -

cell carrier AT&T

device imei 352331081 130125

device model SAMSUNG-SM-G935A

device number 17742082168

emergency number 1415891 191 1

1ocati on accuracy 25.108

1ocati on altitude 0

1ocati on latitude 40.7545846

1ocati on longitude -73.989954

location time 1489599274768

place address 240 West 39th Street, New York,

NY 10018, USA

source Call

time 1489599274768

V 2

latitude 40.7545846

longitude -73.989954

rg address 240 West 39th Street, New York,

NY 10018, USA

rg_engine Google

source Ami



[0079] In some embodiments, when the EMS 330 receives the query with the CBN, it attempts to

match the query with the data received from the device 306 stored in one or more databases. In

some embodiments, the data is matched and sent to the PSAP using secured pathway 329. For

static data (e.g. user name, home address, etc.), transmission of the data is optionally carried out

for a limited number of times or only once. For dynamic data such as the latest location data and

latest additional data such as sensor data are transmitted, in some cases, periodically. In some

embodiments, the queries are periodically sent while the emergency session is on-going and

continues automated or manual retries for some time after the emergency session has been

terminated - i.e., the data transfer is periodic and continuous until stopped 333. After some time

after the session has ended, only manual retries for queries are allowed 339.

[0080] In some embodiments, the delay timer allows data transmission even after the emergency

session has ended (act 318) to overcome a poor or intermittent data connection. In this way, the

data continues to be updated and available even if the connection has been inadvertently lost. In

addition, the data continues to be updated for some time (e.g., delay timer) while the emergency

response is on route to keep track of the device. In addition, some devices are in "limited data

connectivity" mode during the emergency call and are unable to transmit data during the session

(see emergency mode in the 3GPP standards). Therefore, continued data updating and

transmission after the emergency call has ended is necessary in some embodiments where the

device has limited data connectivity. In some embodiments, the delay timer is between 1 second

to 200 seconds, preferably between 20 seconds to one minute. In some embodiments, the delay

timer is about 30 seconds. In some embodiments, the delay timer is set to zero.

[0081] In some embodiments, the timing and periodicity of the data synchronization, data storage

and data transmission are optionally adjusted by the user, device, EMS or another party. In some

embodiments, the periodicity of data synchronization and transmission is set between 1 second

and 100 seconds, preferably between 1 second to 10 seconds. In some embodiments, the

periodicity is set to 5 seconds. In some embodiments, the periodicity is about 1 second to about

120 seconds. In some embodiments, the periodicity is at least about 1 second. In some

embodiments, the periodicity is at most about 120 seconds. In some embodiments, the periodicity

is about 1 second to about 5 seconds, about 1 second to about 10 seconds, about 1 second to

about 15 seconds, about 1 second to about 20 seconds, about 1 second to about 25 seconds, about

1 second to about 30 seconds, about 1 second to about 40 seconds, about 1 second to about 50

seconds, about 1 second to about 60 seconds, about 1 second to about 90 seconds, about 1 second



to about 120 seconds, about 5 seconds to about 10 seconds, about 5 seconds to about 15 seconds,

about 5 seconds to about 20 seconds, about 5 seconds to about 25 seconds, about 5 seconds to

about 30 seconds, about 5 seconds to about 40 seconds, about 5 seconds to about 50 seconds,

about 5 seconds to about 60 seconds, about 5 seconds to about 90 seconds, about 5 seconds to

about 120 seconds, about 10 seconds to about 15 seconds, about 10 seconds to about 20 seconds,

about 10 seconds to about 25 seconds, about 10 seconds to about 30 seconds, about 10 seconds to

about 40 seconds, about 10 seconds to about 50 seconds, about 10 seconds to about 60 seconds,

about 10 seconds to about 90 seconds, about 10 seconds to about 120 seconds, about 15 seconds

to about 20 seconds, about 15 seconds to about 25 seconds, about 15 seconds to about 30

seconds, about 15 seconds to about 40 seconds, about 15 seconds to about 50 seconds, about 15

seconds to about 60 seconds, about 15 seconds to about 90 seconds, about 15 seconds to about

120 seconds, about 20 seconds to about 25 seconds, about 20 seconds to about 30 seconds, about

20 seconds to about 40 seconds, about 20 seconds to about 50 seconds, about 20 seconds to about

60 seconds, about 20 seconds to about 90 seconds, about 20 seconds to about 120 seconds, about

25 seconds to about 30 seconds, about 25 seconds to about 40 seconds, about 25 seconds to about

50 seconds, about 25 seconds to about 60 seconds, about 25 seconds to about 90 seconds, about

25 seconds to about 120 seconds, about 30 seconds to about 40 seconds, about 30 seconds to

about 50 seconds, about 30 seconds to about 60 seconds, about 30 seconds to about 90 seconds,

about 30 seconds to about 120 seconds, about 40 seconds to about 50 seconds, about 40 seconds

to about 60 seconds, about 40 seconds to about 90 seconds, about 40 seconds to about 120

seconds, about 50 seconds to about 60 seconds, about 50 seconds to about 90 seconds, about 50

seconds to about 120 seconds, about 60 seconds to about 90 seconds, about 60 seconds to about

120 seconds, or about 90 seconds to about 120 seconds. In some embodiments, the periodicity is

adjusted depending on device capabilities (e.g., networking bandwidth, processing power, etc.)

and state (e.g., battery life, active state, user preferences, etc.). For example, in some

embodiments, a health monitoring sensor data sends data more frequently (e.g., every second). In

some embodiments, the device 306 utilizes algorithms for adjusting frequency of polling such as

exponential back-off, based on a number of heuristics. For example, in some embodiments, the

data sharing and/or polling activity begins once per second and decreases to once per 10 seconds

over a period of 10 minutes.

[0082] FIG. 3B illustrates an exemplary embodiment of autonomous sharing of digital

information associated with an emergency situation when the data connection is intermittent. As

shown, an emergency (act 312) occurs and a user initiates an emergency communication (e.g., an

emergency call 313, chat session, SMS session, etc.) using a device 306 (e.g., mobile phone) with

an emergency services (e.g., PSAP 350). The device 306 initiates the emergency call 313 using



native capabilities (act 314). The software is automatically activated (act 316) when the call is

detected 332. The network connection is recovered (act 340), which allows transmission of data.

[0083] The method is similar to the one shown in FIG. 3A. However, in FIG. 3B, due to the lack

of both a data connection and a cellular network for sending an SMS, the device is unable to

transmit the data to the EMS 330. In this example, the device 306 periodically attempts to resend

the data via all available mechanisms until a new pathway is regained (e.g., a new and stable Wi-

Fi connection).

[0084] In some embodiments, when the PSAP 350 sends one or more queries for data, the EMS

330 follows rules regarding returning the data to the PSAP in response to the queries. Some

exemplary rules include: i) if no recent location data, do not return the location data; ii) return

static user data (e.g., name and home address of the person registered to the CBN); and iii) once

updated location data is obtained, return the updated location data in subsequent queries. As used

herein, static information refers to data that does not change often such as, for example, a

person's name, birth date, or home address. In some embodiments, recent data refers to data that

has been obtained within the last 10 seconds to 48 hours. In some embodiments, recent data is

data obtained within the last about 10 seconds to about 60 seconds. In some embodiments, recent

data is data obtained within the last at least about 10 seconds. In some embodiments, recent data

is data obtained within the last at most about 60 seconds. In some embodiments, recent data is

data obtained within the last about 10 seconds to about 20 seconds, about 10 seconds to about 30

seconds, about 10 seconds to about 40 seconds, about 10 seconds to about 50 seconds, about 10

seconds to about 60 seconds, about 20 seconds to about 30 seconds, about 20 seconds to about 40

seconds, about 20 seconds to about 50 seconds, about 20 seconds to about 60 seconds, about 30

seconds to about 40 seconds, about 30 seconds to about 50 seconds, about 30 seconds to about 60

seconds, about 40 seconds to about 50 seconds, about 40 seconds to about 60 seconds, or about

50 seconds to about 60 seconds. In some embodiments, recent data is data obtained within the

last about 10 minutes to about 60 minutes. In some embodiments, recent data is data obtained

within the last at least about 10 minutes. In some embodiments, recent data is data obtained

within the last at most about 60 minutes. In some embodiments, recent data is data obtained

within the last about 10 minutes to about 20 minutes, about 10 minutes to about 30 minutes,

about 10 minutes to about 40 minutes, about 10 minutes to about 50 minutes, about 10 minutes to

about 60 minutes, about 20 minutes to about 30 minutes, about 20 minutes to about 40 minutes,

about 20 minutes to about 50 minutes, about 20 minutes to about 60 minutes, about 30 minutes to

about 40 minutes, about 30 minutes to about 50 minutes, about 30 minutes to about 60 minutes,

about 40 minutes to about 50 minutes, about 40 minutes to about 60 minutes, or about 50 minutes



to about 60 minutes. In some embodiments, recent data is data obtained within the last about 1

hour to about 24 hours. In some embodiments, recent data is data obtained within the last at least

about 1 hour. In some embodiments, recent data is data obtained within the last at most about 24

hours. In some embodiments, recent data is data obtained within the last about 1 hour to about 4

hours, about 1 hour to about 8 hours, about 1 hour to about 12 hours, about 1 hour to about 16

hours, about 1 hour to about 20 hours, about 1 hour to about 24 hours, about 4 hours to about 8

hours, about 4 hours to about 12 hours, about 4 hours to about 16 hours, about 4 hours to about

20 hours, about 4 hours to about 24 hours, about 8 hours to about 12 hours, about 8 hours to

about 16 hours, about 8 hours to about 20 hours, about 8 hours to about 24 hours, about 12 hours

to about 16 hours, about 12 hours to about 20 hours, about 12 hours to about 24 hours, about 16

hours to about 20 hours, about 16 hours to about 24 hours, or about 20 hours to about 24 hours.

[0085] FIG. 3C illustrates how digital information associated with an emergency situation is

autonomously obtained when the device has to "wake up" based on a PSAP request. Some

devices do not have the capacity to detect an emergency session when the user is initiating an

emergency session using that same device (e.g., mobile phone with iOS operating system). In

addition, in some embodiments, a device (e.g., mobile phone 207 in FIG. 2) has data regarding

the emergency situation even though another device 306 is initiating the emergency session. For

example, in a proxy calling situation, the location data of the user in the emergency (e.g., user

205 using device 207) is needed when the user calling for emergency assistance is not at the

location of the user in the emergency (user 200 via device 206 in FIG. 2). Thus, provided herein

is a method for obtaining information from one or more devices, including devices that do not

initiate the emergency session.

[0086] As shown, an emergency (act 312) occurs and a user initiates an emergency

communication (e.g., an emergency call 313, chat session, SMS session, etc.) using a device 306

(e.g., mobile phone) with an emergency services (e.g., PSAP 350). The device 306 initiates the

emergency call 313 using native capabilities (act 314). Here, the device does not detect the

emergency until it receives a push notification (act 380) from the EMS 330. In some

embodiments, the push notification is Apple Push Notification Service (APNS) or Google Cloud

Messaging (GCM) or another platform-native push solution or via a response to a heartbeat as

described in FIG. 4 . In some embodiments, both these platforms use cryptographically-secure

mechanisms to prevent spoofing of identity in sending push notification(s).

[0087] In some embodiments, the push notification may be tagged with a token. The device 306

is assigned a token pre-authenticating data requests tagged to the token and the device transmits



digital information in response to a data request tagged to the token. In some embodiments, the

push is tagged with the device client 208 (e.g., in a header).

[0088] In some embodiments, the EMS 330 returns all data that is returned in one data dump.

The software application on the PSAP 350, may display the data in various ways. In other

embodiments, certain data (e.g., location data) is returned. In some embodiments, the push

payload may contain a code for authentication or verification.

[0089] In some embodiments, when the device 306 receives the push, it "wakes up," (e.g., exits

sleep mode, inactive mode, or some other less active state characterized by diminished

functionality, networking, and/or data transmission/reception) and begins synching data (act 342)

and transmitting the data to the EMS 330. In some embodiments, the push also "wakes up" the

device 306 from one or more sleep or inactive modes, wherein the device moves into one or more

active modes.

[0090] In some embodiments, the end of the emergency session is not detected for the purpose of

determining how long to continue the data transmission. Accordingly, in some embodiments, the

device estimates the duration of the emergency session instead of detecting the end of the

emergency session for purposes of ensuring continued data transmission for a set period of time.

In some embodiments, the device 306 uses a timer to estimate the emergency session. In some

embodiments, the timer is set between 1 second to 10 minutes, preferably under 1 minute. In

some embodiments, the timer is set to 30 seconds after the latest receipt of information regarding

the emergency session. In some embodiments, the timer is about 1 second to about 60 seconds. In

some embodiments, the timer is at least about 1 second. In some embodiments, the timer is at

most about 60 seconds. In some embodiments, the timer is about 1 second to about 5 seconds,

about 1 second to about 10 seconds, about 1 second to about 20 seconds, about 1 second to about

30 seconds, about 1 second to about 40 seconds, about 1 second to about 50 seconds, about 1

second to about 60 seconds, about 5 seconds to about 10 seconds, about 5 seconds to about 20

seconds, about 5 seconds to about 30 seconds, about 5 seconds to about 40 seconds, about 5

seconds to about 50 seconds, about 5 seconds to about 60 seconds, about 10 seconds to about 20

seconds, about 10 seconds to about 30 seconds, about 10 seconds to about 40 seconds, about 10

seconds to about 50 seconds, about 10 seconds to about 60 seconds, about 20 seconds to about 30

seconds, about 20 seconds to about 40 seconds, about 20 seconds to about 50 seconds, about 20

seconds to about 60 seconds, about 30 seconds to about 40 seconds, about 30 seconds to about 50

seconds, about 30 seconds to about 60 seconds, about 40 seconds to about 50 seconds, about 40

seconds to about 60 seconds, or about 50 seconds to about 60 seconds. In some embodiments, the

timer is about 1 minute to about 10 minutes. In some embodiments, the timer is at least about 1



minute. In some embodiments, the timer is at most about 10 minutes. In some embodiments, the

timer is about 1 minute to about 2 minutes, about 1 minute to about 3 minutes, about 1 minute to

about 4 minutes, about 1 minute to about 5 minutes, about 1 minute to about 6 minutes, about 1

minute to about 7 minutes, about 1 minute to about 8 minutes, about 1 minute to about 9 minutes,

about 1 minute to about 10 minutes, about 2 minutes to about 3 minutes, about 2 minutes to about

4 minutes, about 2 minutes to about 5 minutes, about 2 minutes to about 6 minutes, about 2

minutes to about 7 minutes, about 2 minutes to about 8 minutes, about 2 minutes to about 9

minutes, about 2 minutes to about 10 minutes, about 3 minutes to about 4 minutes, about 3

minutes to about 5 minutes, about 3 minutes to about 6 minutes, about 3 minutes to about 7

minutes, about 3 minutes to about 8 minutes, about 3 minutes to about 9 minutes, about 3

minutes to about 10 minutes, about 4 minutes to about 5 minutes, about 4 minutes to about 6

minutes, about 4 minutes to about 7 minutes, about 4 minutes to about 8 minutes, about 4

minutes to about 9 minutes, about 4 minutes to about 10 minutes, about 5 minutes to about 6

minutes, about 5 minutes to about 7 minutes, about 5 minutes to about 8 minutes, about 5

minutes to about 9 minutes, about 5 minutes to about 10 minutes, about 6 minutes to about 7

minutes, about 6 minutes to about 8 minutes, about 6 minutes to about 9 minutes, about 6

minutes to about 10 minutes, about 7 minutes to about 8 minutes, about 7 minutes to about 9

minutes, about 7 minutes to about 10 minutes, about 8 minutes to about 9 minutes, about 8

minutes to about 10 minutes, or about 9 minutes to about 10 minutes. As with FIG. 3B, only

static information is returned until recent data arrives at the EMS 330 from the device 306.

[0091] FIG. 4 illustrates an exemplary method for sending "heartbeat" signals (e.g., periodic

transmissions) for detecting an emergency communication. In some embodiments, a device

detects an emergency communication by sending heartbeat signals to an emergency service. In

some embodiments, the device (e.g., mobile phone 206 in FIG. 2) is a digital processing device

that initiated the emergency communication when a user (e.g., user 200) called for emergency

assistance using the native dialer. In other embodiments, the device (e.g., wearable device 202) is

a digital processing device that did not initiate the emergency communication, but has digital

information about the emergency situation (e.g., health readings of user 200) after the emergency

call was initiated by user 200 via another device (e.g., mobile phone 206).

[0092] By using heartbeat signals, a device (e.g., a mobile phone, a wearable device, a computer,

a medical communication device, etc.) proactively detects emergency communication regarding

and emergency situation and sends relevant digital information for responding to the emergency.

In some cases, the emergency communication cannot be immediately detected by the sending

device (see discussion regarding FIG. 3C), and the process is instead initiated when the sending



device receives a push notification or other message from emergency services. To avoid a delay

in getting critical information regarding the emergency situation (including accurate and updated

locate on and sensor data), the device polls emergency services to proactively detect the

emergency and begin sending the information. In some embodiments, the periodicity of the

heartbeat polling and data syncing are adjustable depending on device capabilities (e.g.,

networking bandwidth, processing power, etc.) and state (e.g., battery life, active state, user

preferences, etc.). In this way, a user (e.g., a person who is suffering from a medical condition) is

able to anticipate and plan for sending critical data to emergency services in case of an

emergency.

[0093] As shown, a device periodically polls emergency services (e.g., an EMS, PSAP, etc.) with

heartbeat signals (act 412). In some embodiments, the heartbeats are internet-based (e.g., HTTP,

HTTPS) requests that include a payload with a device identifier (e.g., device ID, MAC address,

SSID, IP address, etc.). In some embodiments, the heartbeat payload includes an identifier for the

user such as a phone number, a user name, an email address, a physical address, a license plate

number, or other identifying information.

[0094] In some embodiments, the periodicity of the heartbeat polling is chosen based on various

factors such as device capabilities, device state and nature and user emergency risk factor, user

preferences, etc. In some embodiments, the periodicity of the heartbeat polling utilizes

algorithms for adjusting frequency of polling such as exponential back-off For example, in some

embodiments, the polling begins by polling once per second and decreases to once per 10

seconds over a period of 10 minutes.

[0095] In some embodiments, once a heartbeat signal is received, the emergency service looks

up the device identifier to check if an emergency session is active for that device or that user. In

some embodiments, the information about active sessions (e.g., emergency calls) is saved in one

or more cache or databases in the EMS. In some embodiments, the EMS queries the active

sessions at an EDC (e.g., a PSAP) to check if an emergency session is on-going. The EMS

responds with a "No" or negative if an emergency session is not found. Alternatively, the EMS

responds with a "Yes" or positive if an emergency session is detected.

[0096] In some embodiments, if the EMS does not find an emergency session after looking up

device ID (or another identifier), the EMS respond with a "No" to the device (act 414). Thus,

there is a "negative response" from the EMS to the device and the device continues periodically

polling the EMS with heartbeat signals (act 412).



[0097] In some embodiments, if the EMS finds an emergency session after looking up the device

ID (or another identifier), the EMS will respond "Yes" to the device (act 414). Thus, there is a

"positive response" from the EMS to the device. Next, the device begins data synchronization by

obtaining and transmitting digital information (e.g., location data, emergency data, sensor data,

etc.) to the EMS (act 416). If data synchronization is not complete (act 418), then the device

continues periodic re-transmission of the data until the synchronization is complete (acts 416 &

418)

[0098] In some embodiments, if data synchronization is complete (act 418), the device

periodically checks if updated data is available regarding the emergency situation (act 422)

through the duration of the emergency communication or session (e.g., emergency call). In some

embodiments, the periodicity of data synchronization or data updates depends on the device. In

some embodiments, exponential back-off algorithms are used to adjust the polling rate, and the

initial and end-state periodicity optionally vary depending on the device. As an illustrative

example, a wearable device that periodically senses health data is updated more frequently

because the data may be changing rapidly. In some embodiments, data is only updated if there is

a change (e.g., location data update when the device detects that the location is different from the

previously sent data).

[0099] In some embodiments, whether a data update is needed depends on is the presence of

updated data and confirmation that the emergency communication has not been intentionally

ended by the user, the EMS, or the EDC (e.g., PSAP). In some cases, the emergency session has

been dropped unintentionally and the device continues to update the EMS. In some

embodiments, if updated data is available and the communication session is active (act 422), the

device will transmit the updated data to the EMS (acts 416 & 418). In some embodiments, if no

updated data is available or the emergency session has ended intentionally (act 422), the device

will go back to polling the EMS with heartbeat signals (act 412). In some embodiments, the data

from the device is made available to the PSAP that is handling the emergency to facilitate a quick

and efficient response.

Additional embodiments

[0100] In accordance with one aspect disclosed herein, there is provided a method for a user

communication device to determine, based on information available at the device about the

calling logs, active communication sessions, information about a calling/called party, for

example, phone numbers, and classification of the on-going call, for example, an SOS call or an

E-91 1 call, and any other form of information available at the device, whether the user of the

device is in an on-going or imminent emergency situation. Based on this determination the user



communication device may share meta-data with an EMS and/or EDC about the user, for

example, meta-data including information about the user's health history, health status, such as

sensed data including heart-beat, heart-rate, blood oxygen levels, and pulse-rate, data available

about the environment around the user, for example, the air pressure, oxygen content in the air,

carbon dioxide levels, levels of other gases of interest, information available about the user

communication device, for example, GPS location, history of GPS locations, phone number,

sensed information about the user available at the user communication device, type of user

communication device, and other relevant information about the emergency situation that the

EMS and/or EDC can use to further and more effectively assist the user with an on-going or an

imminent request for emergency assistance. The method may comprise construction of a m eta

data set from existing data available at the user communication device about the user, the user

communication device, and the environment around the user and the user communication device,

such that this meta-data set is representative of the most recent and relevant information about

the emergency situation, the user, the user communication device, and the environment. The user

communication device may include this meta-data set along with updates sent regarding an

emergency situation to the EMS and/or EDC serving the location of the user or that is currently

serving a request for emergency assistance from the user communication device.

[0101] In accordance with another embodiment, the EMS and/or EDC perform a method to

autonomously detect whether or not the EMS and/or EDC is in possession of comprehensive

meta-data about an existing emergency situation that the EMS and/or EDC are responding to.

Responsive to determining that there may be additional meta-data available about the user, the

user communication device or the environment around the user and the user communication

device that the EMS and/or EDC is not in possession of, the EMS and/or EDC may send a

request to the user communication device from which a request for emergency assistance was

received to share additional meta-data pertaining to the emergency situation the EMS and/or

EDC is currently responding to. Upon receiving the additional meta-data from the user

communication device the EMS and/or EDC utilizes the meta-data to determine how to more

efficiently or effectively respond to the emergency situation. The method further includes

determining, at the EMS and/or EDC, whether there is another data source, for example, a user

communication device that belongs to another user, or a database on the Internet that is in

possession of meta-data pertaining to the user, the user communication device, or the

environment around the user and the user communication device. The EMS and/or EDC may

send a request to this other data source for meta-data associated with the emergency situation, the

user, the user communication device, or the environment around the user and the user



communication device and upon receiving this meta-data utilize the meta-data to determine how

to more efficiently or effectively respond to the emergency situation.

[0102] In some embodiments, the user communication device contains an application client,

implemented in software, to analyze the meta-data about the user, the user communication device

and the environment around the user and the user communication device. Based on this analysis,

the application client generates a meta-data set. Upon detecting that the user of the user

communication device is currently in a call for requesting emergency assistance, or will likely be

in a situation requiring emergency assistance, the application client may transmit the meta-data

set along with any request for emergency assistance, response to a data request received from an

EMS and/or EDC, or with any other communication to the EMS and/or EDC. In some

embodiments the application client independently transmits the meta-data to the EMS and/or

EDC on the behest of the user without receiving any specific request for sharing of this data.

[0103] In some embodiments, the user communication device is a smart device capable of

communicating over a data communication channel, for example, a smart phone, a Tablet

computer, or laptop computer, that is capable of summarizing and sending meta-data including

location information and user health status on an on-demand basis, or as determined by the user

communication device, to be shared with a first responder, for example, an EMS and/or EDC,

maintaining a data communication link with the EMS and/or the EDC, and updating the EMS

and/or EDC with new meta-data information as it becomes available and as determined by the

user communication device.

[0104] In some embodiments, the user communication device generates a meta-data set upon

detecting that the user of the user communication device is currently in a call for requesting

emergency assistance from a called party that is not an EDC, for example, a non-public helpline,

a corporate helpline, or an emergency contact person, for example, a friend or family member.

Responsive to determining that the call for requesting emergency assistance made to the called

party is regarding an emergency situation faced by the user, the user communication device may

share the meta-data with the called party or a communication device of the called party.

[0105] In some embodiments, the EMS and/or EDC is able to "wake up" the user

communication device from a non-responsive state of the device, for example, when the user

communication device is in a hibernation mode and not providing an active user interface to

receive inputs, or when the user communication device is in a sleep mode where the user

communication device has many of the critical modules, for example, communication module,

user interface, and other such modules, turned "OFF" and has minimum number of modules

"ON." Upon receiving a message from the EMS and/or EDC, the user communication device



may turn ON certain modules to activate functionality of these modules. The user communication

device may then utilize these modules to respond to the EMS and/or EDC with meta-data

information requested by the EMS and/or EDC, to facilitate provision of an emergency response

to the user of the user communication device.

[0106] In some embodiments, the EMS and/or EDC sends a request for meta-data information to

user communication devices other than that of the user needing the emergency assistance,

however, which are associated with the user communication device of the user needing

emergency assistance. These other users' user communication devices may provide additional

meta-data information about the user, the user communication device, or the environment around

the user needing emergency assistance and the user communication device from which the

request for emergency assistance was received.

[0107] In some embodiments, the user communication device and the EMS and/or EDC are

capable of communicating over a data communication channel, for example, a TCP/IP based

communication channel and are able to send and receive data packets containing meta-data or a

request for receiving meta-data over this data communication channel in an autonomous fashion,

when the user communication device decides that the sharing of the information with another

user communication device, EMS, or a communication device at an EDC is desirable. Such a

data exchange may be pre-approved by the user of the user communication device. The user may

pre-approve autonomous sharing of either specific types of meta-data, or meta-data in general

and may pre-approve the types of entities with which data may be autonomously shared by the

user communication device.

[0108] In some embodiments, disclosed herein are methods for a user communication device of a

user to share meta-data available on the user communication device based on certain events, the

method comprising: determining, by the user communication device, on an autonomous basis,

that the user is employing the device for placing an on-going call for emergency assistance, or

will likely place a call for emergency assistance within a certain period of time; responsive to

making the determination, constructing a meta-data set from data available at the device about

the user, the user communication device, and the environment around the user and the device, the

meta-data set being representative of the most recent and relevant information about an

emergency situation the user is facing and/or an imminent emergency situation the user will face

or is likely to face, and being representative of information about the user, the user

communication device and the environment; responsive to determining, at the user

communication device, that the user of the user communication device is in an on-going call for

emergency assistance, will imminently be placing a call for emergency assistance, and/or is



expected to place a call for emergency assistance to a called party, transmitting the meta-data set

to the called party; confirming, reception of the meta-data set and information contained in the

meta-data set with the called party; responsive to detecting an updated information about the

user, the user communication device, and the environment around the user, constructing, by the

user communication device, an updated meta-data set representative of the updated information;

transmitting the updated meta-data set to the called party; confirming reception of the updated

meta-data set and information contained in the updated meta-data set with the called party; and

actively managing communications between the user communication device and any

communication devices of the called party. In some embodiments, the called party is an EDC

and/or EMS. In some embodiments, the method further comprises: responsive to determining, at

the user communication device, based on a current status of the user derived from the meta-data

available about the user, the user communication device, and the environment, that the user of the

user communication device is in a call requesting emergency assistance for a current emergency

situation that the user is affected by, determining a potential threat to the user of the emergency

situation, a type of the threat, and a possible impact of the threat to the user; responsive to

determining that the call requesting emergency assistance is not with an EMS and/or EDC,

making a determination if the type of the threat and the possible impact of the threat to the user is

such that an EMS and/or EDC should be contacted; responsive to determining that the EMS

and/or EDC should be contacted, providing an alert to the user at an interface of the user

communication device; receiving a response to the alert from the user; determining, in view of

the response received from the user, the type of threat, and the possible impact of the threat to the

user, whether to construct and transmit a request for emergency assistance including a meta-data

set representative of the most recent and relevant information about the emergency situation to

the EMS and/or EDC that is serving the location of the user as determined by a location

determination module in the user communication device; and responsive to constructing and

transmitting the request for emergency assistance to EMS and/or EDC, receiving confirmation

from the EMS and/or EDC of reception of the meta-data set and the information contained in the

meta-data set, managing communication with the EMS and/or EDC, and informing the user

about the communication with the EMS and/or EDC and the transmission of the request for

emergency assistance. In some embodiments, the determination, by the user communication

device that the user is employing the device for placing an on-going call for emergency

assistance, or will likely place a call for emergency assistance within a certain period of time, is

based on data available about calling logs, active communication sessions, information about the

called party, classification of the on-going call, and any other form of information available at the

device. In further embodiments, the information about the called party includes a phone number.



In further embodiments, the on-going call is classified as an SOS and/or E-91 1 call. In some

embodiments, the meta-data set constructed and shared by the user communication device with

the called party includes meta-data about the user and the user communication device, the meta

data including location information about the user and the user communication device, health

data about the user, and information about the environment. In further embodiments, the location

information about the user and the user communication device includes one or more of GPS

position information, history of GPS locations, cellular base station triangulation information

from the most recent base station the device is associated with, Wi-Fi positioning information,

and other form of location information. In further embodiments, the meta-data further includes a

representation of one of a phone number of the user communication device and a type of the user

communication device. In further embodiments, the health data includes one or more of health

status of the user, user health history, and heart-beat, heart-rate, blood oxygen levels, and pulse-

rate sensed about the user by sensors at the user communication device and available at the user

communication device. In further embodiments, the information about the environment includes

one or more of air pressure, oxygen content in the air, carbon dioxide levels, and levels of other

gases of interest. In some embodiments, the user communication device transmits the meta-data

set to an EMS and/or EDC responsive to a request from the EMS and/or EDC sent after receiving

a request for emergency assistance from the user communication device. In further embodiments,

the EMS and/or EDC, sends the request responsive to one of not receiving or not being in prior

possession of the most recent meta-data regarding the emergency situation, including most recent

meta-data about the user, the device, and the environment. In some embodiments, the user

communication device hosts an application client and communicates with an EMS and/or EDC

serving the request for emergency assistance and/or serving the area in which the user is located

via the application client, the application client constructing and sharing the meta-data set about

the user, user communication device, and the environment and managing data connections and

updates of meta-data information between the user communication device and the EMS, and/or

EDC.

[0109] In some embodiments, disclosed herein are user communications devices configured to

determine if a user of the device is currently engaged in, or is imminently going to be engaged in

a call for emergency assistance, and to construct and share a meta-data set, the user

communications device comprising: a user interface; and physical interaction components; and a

communications module configured to send and receive a message including a meta-data set over

a communications network, the meta-data containing information about the user, user

communication device, and the environment around the user and the user communication device;

and a processor configured to: determine, based on data from the communications module, that



the processor and associated modules on the user communications device are being employed for

placing an on-going call, and/or based on data from the communication module of the user

communications device and associated modules, that the processor and associated modules on

the device will be employed within a certain period of time for placing a call for emergency

assistance; responsive to detecting that the processor and associated modules are being employed

and/or are going to be employed within a certain period of time for placing a call for emergency

assistance, assimilate meta-data about the user and the environment from modules on the user

communication device, construct a meta-data set, and share the meta-data set with an EMS

and/or EDC serving a location of the user and/or responding to the request for emergency

assistance; responsive to receiving, via the communications module, a request from an EMS

and/or EDC to share meta-data regarding an on-going call for emergency assistance received

from the user communication device, assimilate meta-data about the user and the environment,

construct a meta-data set, and share the meta-data set with the EMS and/or EDC serving the

location of the user and/or responding to the request for emergency assistance; establish a data

communications link, via the communications module, to an EMS and/or EDC and respond to

requests received from the EMS and/or EDC pertaining to an emergency situation that the user is

currently being affected by and/or is likely to be impacted by within a certain period of time;

receive a real-time data from sensors and a locationing module on the device, regarding the latest

sensed health status and location of the user; and update the meta-data set shared with the EMS

and/or EDC to include an indication of the latest sensed health status and location of the user. In

some embodiments, the device is a mobile phone. In some embodiments, the communications

module is further configured to send and receive a message including a summary of the meta

data set representing key elements of data relevant to the emergency situation. In some

embodiments, the processor assimilated meta-data about the user and the environment from one

or more of the communication module, sensors, a user interface module, a location determination

module, and other modules capable of collecting or storing data on the user communication

device. In some embodiments, the user communication device is a mobile user communication

device including one of a Tablet computer, a Smart phone, laptop computer, a wearable device,

or any other form of end-device used by a user. In some embodiments, the user communication

device hosts an application client and the processor interacts with the user of the device using the

application client, the application client used to input meta-data from the user into the device and

to translate commands and emergency alerts from the processor into user recognizable actions. In

further embodiments, the user recognizable actions are displays on a user interface of the user

communication device. In further embodiments, the commands from the processor include one or

more of voice commands, video data, a text based message, or any other form of user-machine



interaction that is understandable by a user. In further embodiments, the application client

translates user input, including user responses to an emergency alert presented by the processor

to the user on a user interface of the device into machine code or commands the processor of the

device can understand and sends the machine code or commands to the processor.

[0110] In some embodiments, disclosed herein are emergency management systems (EMS)

containing first computing system and a first communications system, the EMS comprising: at

least one first input/output (I/O) system configured to receive a meta-data set from a user

communication device over data communication channels in response to a request sent by the

EMS over the at least one first I/O system and to receive requests for emergency assistance from

the user communication device; a communications module configured to send and receive

messages, including receiving requests for emergency assistance and sending requests for

receiving meta-data information pertaining to an emergency situation over data communication

networks or analog voice channels, and to communicate these messages to the processor in the

device; and at least one first processing unit in communication with the at least one first I/O

system and configured to: receive a request for emergency assistance from a user communication

device at a communication module of first computing system and at the at least one first I/O

system and interpret the received request to be a request for emergency assistance; and determine

if meta-data information pertaining to the request for emergency assistance is received along with

the request for emergency assistance, and based on successful verification that the meta-data

information is not received with the request for emergency assistance, construct a request for

sharing of the meta-data information from the user communication device with the EMS at the

communication module and at the at least one first I/O system, and to provide confirmation of the

reception of the meta-data information with the user communication device responsive to

successful reception of the meta-data information by the EMS; responsive to a determination that

the user communication device is not able or available to send the meta-data pertaining to the

emergency situation, send a request for sharing meta-data to another one or more user

communication devices that are associated with the user communication device, and receive the

meta-data information from the one or more user communication devices at the at least one first

I/O system; periodically analyze the meta-data set and update the meta-data set upon receiving

new information about the emergency situation, and send an updated request for reception of

meta-data upon determining that there may be new information that is not in the possession of the

EMS regarding the emergency situation; and actively manage data communication links between

the user communication device and the EMS and with an emergency dispatch center.



Digital processing device

[0111] In some embodiments, the platforms, media, methods and applications described herein

include a digital processing device, a processor, or use of the same. In further embodiments, the

digital processing device includes one or more hardware central processing units (CPU) that

carry out the device's functions. In still further embodiments, the digital processing device

further comprises an operating system configured to perform executable instructions. In some

embodiments, the digital processing device is optionally connected a computer network. In

further embodiments, the digital processing device is optionally connected to the Internet such

that it accesses the World Wide Web. In still further embodiments, the digital processing device

is optionally connected to a cloud computing infrastructure. In other embodiments, the digital

processing device is optionally connected to an intranet. In other embodiments, the digital

processing device is optionally connected to a data storage device.

[0112] In accordance with the description herein, suitable digital processing devices include, by

way of non-limiting examples, server computers, desktop computers, laptop computers, notebook

computers, sub-notebook computers, netbook computers, netpad computers, set-top computers,

handheld computers, Internet appliances, mobile smartphones, tablet computers, personal digital

assistants, video game consoles, and vehicles. Those of skill in the art will recognize that many

smartphones are suitable for use in the system described herein. Those of skill in the art will also

recognize that select televisions, video players, and digital music players with optional computer

network connectivity are suitable for use in the system described herein. Suitable tablet

computers include those with booklet, slate, and convertible configurations, known to those of

skill in the art.

[0113] In some embodiments, the digital processing device includes an operating system

configured to perform executable instructions. The operating system is, for example, software,

including programs and data, which manages the device's hardware and provides services for

execution of applications. Those of skill in the art will recognize that suitable server operating

systems include, by way of non-limiting examples, FreeBSD, OpenBSD, NetBSD ®, Linux,

Apple® Mac OS X Server®, Oracle® Solaris®, Windows Server®, and Novell ® NetWare ®. Those

of skill in the art will recognize that suitable personal computer operating systems include, by

way of non-limiting examples, Microsoft ® Windows ®, Apple ® Mac OS X®, UNIX ®, and UNIX-

like operating systems such as GNU/Linux ®. In some embodiments, the operating system is

provided by cloud computing. Those of skill in the art will also recognize that suitable mobile

smart phone operating systems include, by way of non-limiting examples, Nokia ® Symbian® OS,



Apple ® iOS®, Research In Motion ® BlackBerry OS®, Google ® Android ®, Microsoft ® Windows

Phone ® OS, Microsoft ® Windows Mobile ® OS, Linux ®, and Palm ® WebOS ®.

[0114] In some embodiments, the device includes a storage and/or memory device. The storage

and/or memory device is one or more physical apparatuses used to store data or programs on a

temporary or permanent basis. In some embodiments, the device is volatile memory and requires

power to maintain stored information. In some embodiments, the device is non-volatile memory

and retains stored information when the digital processing device is not powered. In further

embodiments, the non-volatile memory comprises flash memory. In some embodiments, the non

volatile memory comprises dynamic random-access memory (DRAM). In some embodiments,

the non-volatile memory comprises ferroelectric random access memory (FRAM). In some

embodiments, the non-volatile memory comprises phase-change random access memory

(PRAM). In some embodiments, the non-volatile memory comprises magnetoresi stive random-

access memory (MRAM). In other embodiments, the device is a storage device including, by

way of non-limiting examples, CD-ROMs, DVDs, flash memory devices, magnetic disk drives,

magnetic tapes drives, optical disk drives, and cloud computing based storage. In further

embodiments, the storage and/or memory device is a combination of devices such as those

disclosed herein.

[0115] In some embodiments, the digital processing device includes a display to send visual

information to a subject. In some embodiments, the display is a cathode ray tube (CRT). In some

embodiments, the display is a liquid crystal display (LCD). In further embodiments, the display

is a thin film transistor liquid crystal display (TFT-LCD). In some embodiments, the display is an

organic light emitting diode (OLED) display. In various further embodiments, on OLED display

is a passive-matrix OLED (PMOLED) or active-matrix OLED (AMOLED) display. In some

embodiments, the display is a plasma display. In some embodiments, the display is E-paper or E

ink. In other embodiments, the display is a video projector. In still further embodiments, the

display is a combination of devices such as those disclosed herein.

[0116] In some embodiments, the digital processing device includes an input device to receive

information from a subject. In some embodiments, the input device is a keyboard. In some

embodiments, the input device is a pointing device including, by way of non-limiting examples, a

mouse, trackball, track pad, joystick, game controller, or stylus. In some embodiments, the input

device is a touch screen or a multi-touch screen. In other embodiments, the input device is a

microphone to capture voice or other sound input. In other embodiments, the input device is a

video camera or other sensor to capture motion or visual input. In further embodiments, the input



device is a Kinect, Leap Motion, or the like. In still further embodiments, the input device is a

combination of devices such as those disclosed herein.

Non-transitory computer readable storage medium

[0117] In some embodiments, the platforms, media, methods and applications described herein

include one or more non-transitory computer readable storage media encoded with a program

including instructions executable by the operating system of an optionally networked digital

processing device. In further embodiments, a computer readable storage medium is a tangible

component of a digital processing device. In still further embodiments, a computer readable

storage medium is optionally removable from a digital processing device. In some embodiments,

a computer readable storage medium includes, by way of non-limiting examples, CD-ROMs,

DVDs, flash memory devices, solid state memory, magnetic disk drives, magnetic tape drives,

optical disk drives, cloud computing systems and services, and the like. In some cases, the

program and instructions are permanently, substantially permanently, semi -permanently, or non-

transitorily encoded on the media.

Computer program

[0118] In some embodiments, the platforms, media, methods and applications described herein

include at least one computer program, or use of the same. A computer program includes a

sequence of instructions, executable in the digital processing device's CPU, written to perform a

specified task. Computer readable instructions may be implemented as program modules, such as

functions, objects, Application Programming Interfaces (APIs), data structures, and the like, that

perform particular tasks or implement particular abstract data types. In light of the disclosure

provided herein, those of skill in the art will recognize that a computer program may be written in

various versions of various languages.

[0119] The functionality of the computer readable instructions may be combined or distributed as

desired in various environments. In some embodiments, a computer program comprises one

sequence of instructions. In some embodiments, a computer program comprises a plurality of

sequences of instructions. In some embodiments, a computer program is provided from one

location. In other embodiments, a computer program is provided from a plurality of locations. In

various embodiments, a computer program includes one or more software modules. In various

embodiments, a computer program includes, in part or in whole, one or more web applications,

one or more mobile applications, one or more standalone applications, one or more web browser

plug-ins, extensions, add-ins, or add-ons, or combinations thereof.



Web application

[0120] In some embodiments, a computer program includes a web application. In light of the

disclosure provided herein, those of skill in the art will recognize that a web application, in

various embodiments, utilizes one or more software frameworks and one or more database

systems. In some embodiments, a web application is created upon a software framework such as

Microsoft ® .NET or Ruby on Rails (RoR). In some embodiments, a web application utilizes one

or more database systems including, by way of non-limiting examples, relational, non-relational,

object oriented, associative, and XML database systems. In further embodiments, suitable

relational database systems include, by way of non-limiting examples, Microsoft ® SQL Server,

mySQL™, and Oracle®. Those of skill in the art will also recognize that a web application, in

various embodiments, is written in one or more versions of one or more languages. A web

application may be written in one or more markup languages, presentation definition languages,

client-side scripting languages, server-side coding languages, database query languages, or

combinations thereof. In some embodiments, a web application is written to some extent in a

markup language such as Hypertext Markup Language (HTML), Extensible Hypertext Markup

Language (XHTML), or extensible Markup Language (XML). In some embodiments, a web

application is written to some extent in a presentation definition language such as Cascading

Style Sheets (CSS). In some embodiments, a web application is written to some extent in a client-

side scripting language such as Asynchronous Javascript and XML (AJAX), Flash ® Actionscript,

Javascript, or Silverlight®. In some embodiments, a web application is written to some extent in a

server-side coding language such as Active Server Pages (ASP), ColdFusion ®, Perl, Java™,

JavaServer Pages (JSP), Hypertext Preprocessor (PHP), Python™, Ruby, Tel, Smalltalk,

WebDNA ®, or Groovy. In some embodiments, a web application is written to some extent in a

database query language such as Structured Query Language (SQL). In some embodiments, a

web application integrates enterprise server products such as IBM® Lotus Domino ®. In some

embodiments, a web application includes a media player element. In various further

embodiments, a media player element utilizes one or more of many suitable multimedia

technologies including, by way of non-limiting examples, Adobe® Flash®, HTML 5, Apple®

QuickTime ®, Microsoft ® Silverlight®, Java™, and Unity®.

Mobile application

[0121] In some embodiments, a computer program includes a mobile application provided to a

mobile digital processing device. In some embodiments, the mobile application is provided to a

mobile digital processing device at the time it is manufactured. In other embodiments, the mobile



application is provided to a mobile digital processing device via the computer network described

herein.

[0122] In view of the disclosure provided herein, a mobile application is created by techniques

known to those of skill in the art using hardware, languages, and development environments

known to the art. Those of skill in the art will recognize that mobile applications are written in

several languages. Suitable programming languages include, by way of non-limiting examples,

C, C++, C#, Objective-C, Java™, Javascript, Pascal, Object Pascal, Python™, Ruby, VB.NET,

WML, and XHTML/HTML with or without CSS, or combinations thereof.

[0123] Suitable mobile application development environments are available from several

sources. Commercially available development environments include, by way of non-limiting

examples, AirplaySDK, alcheMo, Appcelerator®, Celsius, Bedrock, Flash Lite, .NET Compact

Framework, Rhomobile, and WorkLight Mobile Platform. Other development environments are

available without cost including, by way of non-limiting examples, Lazarus, MobiFlex, MoSync,

and Phonegap. Also, mobile device manufacturers distribute software developer kits including,

by way of non-limiting examples, iPhone and iPad (iOS) SDK, Android™ SDK, BlackBerry®

SDK, BREW SDK, Palm® OS SDK, Symbian SDK, webOS SDK, and Windows® Mobile SDK.

[0124] Those of skill in the art will recognize that several commercial forums are available for

distribution of mobile applications including, by way of non-limiting examples, Apple® App

Store, Android™ Market, BlackBerry® App World, App Store for Palm devices, App Catalog for

webOS, Windows® Marketplace for Mobile, Ovi Store for Nokia® devices, Samsung® Apps, and

Nintendo® DSi Shop.

Standalone application

[0125] In some embodiments, a computer program includes a standalone application, which is a

program that is run as an independent computer process, not an add-on to an existing process,

e.g., not a plug-in. Those of skill in the art will recognize that standalone applications are often

compiled. A compiler is a computer program(s) that transforms source code written in a

programming language into binary object code such as assembly language or machine code.

Suitable compiled programming languages include, by way of non-limiting examples, C, C++,

Objective-C, COBOL, Delphi, Eiffel, Java™, Lisp, Python™, Visual Basic, and VB .NET, or

combinations thereof. Compilation is often performed, at least in part, to create an executable

program. In some embodiments, a computer program includes one or more executable complied

applications.



Software modules

[0126] In some embodiments, the platforms, media, methods and applications described herein

include software, server, and/or database modules, or use of the same. In view of the disclosure

provided herein, software modules are created by techniques known to those of skill in the art

using machines, software, and languages known to the art. The software modules disclosed

herein are implemented in a multitude of ways. In various embodiments, a software module

comprises a file, a section of code, a programming object, a programming structure, or

combinations thereof. In further various embodiments, a software module comprises a plurality

of files, a plurality of sections of code, a plurality of programming objects, a plurality of

programming structures, or combinations thereof. In various embodiments, the one or more

software modules comprise, by way of non-limiting examples, a web application, a mobile

application, and a standalone application. In some embodiments, software modules are in one

computer program or application. In other embodiments, software modules are in more than one

computer program or application. In some embodiments, software modules are hosted on one

machine. In other embodiments, software modules are hosted on more than one machine. In

further embodiments, software modules are hosted on cloud computing platforms. In some

embodiments, software modules are hosted on one or more machines in one location. In other

embodiments, software modules are hosted on one or more machines in more than one location.

Databases

[0127] In some embodiments, the platforms, systems, media, and methods disclosed herein

include one or more databases, or use of the same. In view of the disclosure provided herein,

those of skill in the art will recognize that many databases are suitable for storage and retrieval of

barcode, route, parcel, subject, or network information. In various embodiments, suitable

databases include, by way of non-limiting examples, relational databases, non-relational

databases, object oriented databases, object databases, entity-relationship model databases,

associative databases, and XML databases. In some embodiments, a database is internet-based. In

further embodiments, a database is web-based. In still further embodiments, a database is cloud

computing-based. In other embodiments, a database is based on one or more local computer

storage devices.

Web browser plug-in

[0128] In some embodiments, the computer program includes a web browser plug-in. In

computing, a plug-in is one or more software components that add specific functionality to a

larger software application. Makers of software applications support plug-ins to enable third-



party developers to create abilities which extend an application, to support easily adding new

features, and to reduce the size of an application. When supported, plug-ins enable customizing

the functionality of a software application. For example, plug-ins are commonly used in web

browsers to play video, generate interactivity, scan for viruses, and display particular file types.

Those of skill in the art will be familiar with several web browser plug-ins including, Adobe®

Flash® Player, Microsoft ® Silverlight®, and Apple® QuickTime®. In some embodiments, the

toolbar comprises one or more web browser extensions, add-ins, or add-ons. In some

embodiments, the toolbar comprises one or more explorer bars, tool bands, or desk bands.

[0129] In view of the disclosure provided herein, those of skill in the art will recognize that

several plug-in frameworks are available that enable development of plug-ins in various

programming languages, including, by way of non-limiting examples, C++, Delphi, Java™, PHP,

Python™, and VB .NET, or combinations thereof.

[0130] Web browsers (also called Internet browsers) are software applications, designed for use

with network-connected digital processing devices, for retrieving, presenting, and traversing

information resources on the World Wide Web. Suitable web browsers include, by way of non-

limiting examples, Microsoft ® Internet Explorer ®, Mozilla ® Firefox®, Google® Chrome, Apple®

Safari®, Opera Software® Opera®, and KDE Konqueror. In some embodiments, the web browser

is a mobile web browser. Mobile web browsers (also called mircrobrowsers, mini -browsers, and

wireless browsers) are designed for use on mobile digital processing devices including, by way

of non-limiting examples, handheld computers, tablet computers, netbook computers,

subnotebook computers, smartphones, music players, personal digital assistants (PDAs), and

handheld video game systems. Suitable mobile web browsers include, by way of non-limiting

examples, Google® Android® browser, RFM BlackBerry ® Browser, Apple® Safari®, Palm®

Blazer, Palm® WebOS® Browser, Mozilla ® Firefox ® for mobile, Microsoft ® Internet Explorer ®

Mobile, Amazon® Kindle® Basic Web, Nokia ® Browser, Opera Software® Opera® Mobile, and

Sony® PSP™ browser.

EXAMPLES

[0131] The following illustrative examples are representative of embodiments of the methods,

devices, systems, and media described herein and are not meant to be limiting in any way.

EXAMPLE 1

[0132] Harry is 70 years old and has a heart condition that requires him to take medication daily

to manage his blood pressure. Because his heart condition puts him at risk of fainting spells,

Harry wears a smartwatch that has a sensor for monitoring his pulse and blood pressure and



associates the smartwatch with his cell phone via a Bluetooth connection. The smartwatch has an

emergency button that he can press in case he is suffering a medical emergency. Several months

pass without incident. Then, Harry forgets to take his medicine one day while watching TV on

his couch. Harry's blood pressure drops dangerously low, and Harry becomes lightheaded and

dizzy. Harry presses the emergency button on his smartwatch to initiate an emergency call with a

local public safety access/answering point (PSAP) through his cell phone. The smartwatch

detects the emergency call and autonomously obtains location information from its GPS and

heart rate and blood pressure data from its sensor. The smartwatch then establishes a data

connection with an emergency management system (EMS) and sends the (encrypted) location

information and sensor data to the emergency management system. The smartwatch continues to

periodically send updated location information and sensor data throughout the duration of the

call. The emergency management system associates the received information and data with the

call-back number (Harry's phone number) and stores all of it in a mobile device location

database. Meanwhile, the PSAP regularly queries the EMS for updated location and sensor data

using Harry's phone number. Although Harry is unable to move, his pulse has been steadily

getting weaker. The PSAP dispatcher relays this information to the first responder emergency

medical technicians rushing towards Harry's location in an ambulance. The first responders

double check their equipment to make sure they bring the appropriate medical supplies for

dealing with a patient suffering from a depressed heart rate and blood pressure. Fortunately, they

arrive on time thanks to the accurate and current location information provided by Harry's

smartwatch, stored by the EMS, accessed by the PSAP, and relayed to the first responders. The

first responders are then able to provide appropriate medical attention since they arrive on the

scene fully prepared based on having knowledge of up-to-date sensor data on Harry's heart rate

and blood pressure. Harry is stabilized and rushed to the hospital. Thanks to the rapid emergency

response, Harry makes a quick recovery and is soon back to his old self.

EXAMPLE 2

[0133] John is a former Eagle scout and always likes to be prepared. To make sure he is able to

handle any emergency he encounters, John decides to install an emergency data sharing

application on his cell phone. He also links his phone to his smart watch, the onboard vehicle

computer in his car, his home security system, and his work computer so that they are connected

and able to communicate with each other Bluetooth, Wi-Fi, satellite, and/or the Internet. One

day, John is on his way to work on the freeway when a car crash unfolds right in front of him.

Being a good Samaritan, John immediately pulls over onto the shoulder and calls 9 11 using the

native dialer on his cell phone. His emergency call is routed to a public safety access point



(PSAP) by his phone's cellular carrier through the nearest cell tower, which is about a mile away.

Meanwhile, when John dials 9 11, the emergency data sharing application on his cell phone

detects the emergency call. His phone uses its onboard GPS and Wi-Fi triangulation to obtain an

accurate location for itself to within 10 meters. The phone continues to sync and store its location

periodically. However, John is in a location with poor reception for establishing a data

connection. The bad data connection prevents John's phone from sending its encrypted location

to an emergency management system (EMS). During this time, John is connected to the PSAP

through his 9 11 call. The PSAP attempts to obtain John's location. Although the cell tower

through which John's call is routed provides some location information (location of the cell

tower itself), it is inaccurate and fails to provide a precise location for John's cell phone. The

PSAP queries the EMS with the callback number (John's phone number). The EMS searches its

database for the callback number but does not find a recent or current saved location (within 24

hours). The EMS then sends a push notification to John's phone and to other associated user

devices (the smartwatch, the vehicle console, the home security system, and the work computer).

Due to the bad data connection, the phone and smartwatch do not receive the pushes. However,

the vehicle console has a good cellular signal in the area and receives the push. The vehicle

console has a GPS from which it obtains accurate location data (x-y coordinates). Before the

location data is received, the EMS does not send location data in its responses to the PSAP

queries because no recent location is saved. Once the location data is received from the vehicle

console, however, the EMS saves the location data in its database. Then, in the next periodic

response to the query, the "current" location data is sent to the PSAP via encrypted pathways.

Upon obtaining an accurate location, the PSAP directs first responders to the scene of the crash.

The location received at the PSAP is displayed appropriately based on the metadata attached to

that location. In this case, the PSAP is shown that the location is of the vehicle associated with

the user, and not the calling device itself. Because the location sharing process is autonomous,

the sequence of events that begins with the phone call and ends with the PSAP receiving John's

current and accurate location takes less than 30 seconds.

[0134] While preferred embodiments of the present invention have been shown and described

herein, it will be obvious to those skilled in the art that such embodiments are provided by way of

example only. Numerous variations, changes, and substitutions will now occur to those skilled in

the art without departing from the invention. It should be understood that various alternatives to

the embodiments of the invention described herein may be employed in practicing the invention.

It is intended that the following claims define the scope of the invention and that methods and

structures within the scope of these claims and their equivalents be covered thereby.



CLAIMS

WHAT IS CLAIMED IS :

1. A method of detecting an emergency communication with an emergency service and

providing digital information informative of an emergency situation to the emergency

service by a digital processing device, the method comprising:

a) autonomously detecting, by the digital processing device, the emergency

communication with the emergency service;

b) autonomously obtaining, by the digital processing device, digital information

about the emergency situation, the digital information comprising location

information for the digital processing device; and

c) autonomously providing, by the digital processing device, the digital information

to the emergency service if the emergency communication is detected.

2 . The method of claim 1, wherein the emergency communication is an emergency call

initiated through a native dialer of the digital processing device.

3 . The method of claim 2, wherein the emergency call initiated through the native dialer is

performed by calling an emergency contact.

4 . The method of claim 1, wherein the emergency communication is initiated by a one touch

calling option selected by a user of the digital processing device.

5 . The method of claim 1, wherein the emergency communication is a push notification

from the emergency service requesting digital information.

6 . The method of claim 1, wherein the emergency communication is an SMS message.

7 . The method of claim 1, wherein the digital information is transmitted to the emergency

service through an alternate data channel during an ongoing communication session with

the emergency service.

8 . The method of claim 1, wherein the digital processing device updates the digital

information and transmits updated digital information to the emergency service

autonomously.

9 . The method of claim 1, wherein the digital processing device is assigned a token pre-

authenticating data requests tagged to the token, wherein the digital processing device

transmits digital information in response to a data request tagged to the token.



10. The method of claim 1, wherein the digital processing device obtains the digital

information from at least one of a sensor on the digital processing device, a sensor in

proximity to the digital processing device, a sensor associated with a communication

device in proximity to the digital processing device, a sensor in a network with the digital

processing device, and a sensor associated with a communication device in a network

with the digital processing device.

11 . A digital processing device comprising at least one processor, a memory, a network

component, and a computer program including instructions executable by the at least one

processor to create an emergency application comprising:

a) a communication detection module autonomously detecting an emergency

communication with the emergency service;

b) a data intake module autonomously obtaining digital information about an

emergency situation associated with the emergency communication, the digital

information comprising location information for the digital processing device; and

c) a data sharing module autonomously sharing digital information with the

emergency service if the emergency communication is detected.

12. The device of claim 11, wherein the emergency communication is an emergency call

initiated through a native dialer of the digital processing device.

13. The device of claim 12, wherein the emergency call initiated through the native dialer is

performed by calling an emergency contact.

14. The device of claim 11, wherein the emergency communication is a push notification

from the emergency service requesting digital information.

15. The device of claim 11, wherein the emergency communication is an SMS message.

16. The device of claim 11, wherein the digital information is transmitted to the emergency

service through an alternate data channel during an ongoing communication session with

the emergency service.

17. The device of claim 11, wherein the digital processing device transmits the digital

information to the emergency service periodically for a length of time.

18. The device of claim 11, wherein the digital processing device updates the digital

information and transmits updated digital information to the emergency service

autonomously or upon receiving a data request for updated digital information.



19. The device of claim 11, wherein the digital processing device is assigned a token pre-

authenticating data requests tagged to the token, wherein the digital processing device

transmits digital information in response to a data request tagged to the token.

20. The device of claim 11, wherein the digital processing device obtains the digital

information from at least one of a sensor on the digital processing device, a sensor in

proximity to the digital processing device, a sensor associated with a communication

device in proximity to the digital processing device, a sensor in a network with the digital

processing device, and a sensor associated with a communication device in a network

with the digital processing device.

2 1. Non-transitory computer-readable storage media encoded with a computer program

including instructions executable by a processor to create an emergency application for a

digital processing device, the application comprising:

a) a communication detection module autonomously detecting an emergency

communication with an emergency service;

b) a data intake module autonomously obtaining digital information about an

emergency situation associated with the emergency communication, the digital

information comprising location information for the digital processing device; and

c) a data sharing module autonomously sharing digital information with the

emergency service if the emergency communication is detected.

22. The media of claim 21, wherein the emergency communication is an emergency call

initiated through a native dialer of the digital processing device.

23. The media of claim 22, wherein the emergency call initiated through the native dialer is

performed by calling an emergency contact.

24. The media of claim 21, wherein the emergency communication is a push notification

from the emergency service requesting digital information.

25. The media of claim 21, wherein the emergency communication is an SMS message.

26. The media of claim 21, wherein the digital information is transmitted to the emergency

service through an alternate data channel during an ongoing communication session with

the emergency service.

27. The media of claim 21, wherein the digital information is transmitted to the emergency

service periodically for a length of time.



28. The media of claim 21, wherein the digital information is updated and transmitted to the

emergency service autonomously.

29. The media of claim 21, wherein the digital processing device is assigned a token pre-

authenticating data requests tagged to the token, wherein the digital processing device

transmits digital information in response to a data request tagged to the token.

30. The media of claim 21, wherein the digital information is obtained from at least one of a

sensor on the digital processing device, a sensor in proximity to the digital processing

device, a sensor associated with a communication device in proximity to the digital

processing device, a sensor in a network with the digital processing device, and a sensor

associated with a communication device in a network with the digital processing device.
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