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GRAPH QUERY LANGUAGE APL QUERYING AND PARSING

TECHMNICAL FIELD

i This disclosure generally relates to information management, including

information storage, retrigval, and processing.

BACKGROUNE

i3] Data or information may be organized and stored according to specific
formats.  Thereafter, specific pieces of stored data or information may be retrieved from
storage. The actual means for retrieving the stered data or information may depend on the
specific format used for organizing and storing the daia or information. For example, if the
data is organized and stored according to tabular format {e.g., in a table having columns,
raws, and cells), to retrieve specific pieces of data, it may be necessary to identify the specific

columns, rows, or cells where the desired pieces of data are stored,

BRIEY DESCRIPTION OF THE DRAWINGS

{3 FIGURE 1 illustrates an example graph having a hierarchical structure,

{41 FIGURE 2 illustrates an example method for retrieve specific data items from
hicrarchical graphs,

i3 FIGURE 3 illustrates an example method for validating a version of an
Application Programming Interface based on schemas.

{61 FIGURE 4 tllustrates an example method for retrieving data items from
hierarchical graphs based on infrospection gueries.

71 FIGURE § illustrates an example computer system.

SUMMARY

{81 Particular embodiments, data items may be organized and stored in one or
more hierarchical praphs, where each graph may include any mumnber of nodes arranged in a
hierarchy. Relationships may exist among specific nedes in a graph, which may reflect the
relationships  existing among  dats Hems represenied by the corresponding nodes.

Consequently, the structure of a graph may reflect the relationships among the individual data
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items contained in that graph,

191 in particular embeodiments, an Application Programming Interface (APL) may
be provided for querying the graphs for the data stored therein and for retrieving specific data
items from the graphs, Furthermore, g guery for specific data iems stored in the graphs may
be expressed in a language having a hierarchical structure. The retricved data items are alse
organized in a hierarchy struciure.

(18] In particular embodiments, the AP may have any number of versions. There
may be any number of guery schemas associated with cach version of the APL The query
data may be retrieved from the graph. The gquery schemas may be used to fest and validate
different versions of the APL

(131 In particular embodiments, data item stored in the graphs may have various
data types. An application may guery the API about data types and data structures of data

items i be returned from the APL

DESCRIPTION OF EXAMPLE EMBODIMENTS

(821 o particular erobodiments, data may be organized and stored in any number of
graphs, cach having a hierarchical structure. Hach graph may include any number of nodes
arranged in g hierarchy. That is, there may be any number of levels in a graph, and at each
level, there may be any number of nodes, Each node may represent or may be used to store
some specific data items. Relationships may exist between specific nodes in a graph, which
may reflect relationships between specific data ems represenied by these corresponding
nodes.  Conseguently, the structure of a graph way reflect the relationships among the
individual data items comiained in that graph. In particular embodimnents, the dals teros wway
have varions types.

{131 In particular embodiments, an Application Programming Interface {API) may
be provided for guerying the graphs for the data stored therein and for retrieving specific data
items from the graphs, In particular embodiments, a guery for speeific data items stored 1o
the graphs may be expressed in a language having a hierarchical structure, Thus, the query
itself has a hierarchical structure. In particular embodiments, if the desired data tevos, a3

specified by the query, are found in the graphs, the data items, or more specifically, the nodes
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representing or containing these data items, are retrieved from the graphs in response to the
query., The retrieved data items are also organized tn a hierarchy structure.

{14}  In particular embodiments, the API may have any number of versions. As an
example, from time to time, the API roay be updated from an older version to a newer
version.  As another example, there may be different versions of the API developed for
different platforms {e.g., mobile, desktop, web-based). In particular embodiments, there may
be any mumber of query schemas associated with each version of the APL  The query
schemas may inclade various data types available in the graphs and how different types of
data may be retrieved from the graph.

1157 In particular embodiments, given a first version of the API that is known to
function correctly, a second version of the APY may be tested using the query schemas
associated with the first and second versions, respectively, to ensure that the second version
also functions correctly, The query schemas associated with the second version of the AP
may be compared against the query schemas associated with the first version fo ensure that,
for example, all the data types existing in the query schemas associated with the first version
also exist in the query schemas associated with the second version, and querying and
retrieving various types of data from the graphs using the guery schemas associated with the
second version vields the same result as using the guery schemas associated with the first
version.

18]  In particular embodiments, dats itom stored in the graphs may have various
data tvpes. An application may query the APY about data types and data structures of data
iterns o be returned from the APL  In particular embodiments, an apphication may generate
an introspection guery for a specific data type (l.e., g request io examine content or data
structure of the specific data type). The application may submit the introspective query o the
API and retrieve from the graphs a data structure of the specific data type. The application
may construct a data query requesting data items with the specific data type from the graphs
based on the data structure retrieved by the introspective gquery.

(177 FIGURE 1 illustrates an example graph 100 having a hierarchical structure,
Graph 100 may include any number of nodes arranged in a hierarchy of any number of levels,
At cach level of the hievarchy, there may be one or more of the nodes. Various types of

relationships may exist between specific nodes, which may be reflected in the structure of the
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hierarchy. For example, a parent-child relationship may exist between two specific nodes. In
FIGURE 1, node 110A may be the parent of nodes 1108, 110C, and 110D, conversely, nodes
HI0B, 110C, and 110D may each be 4 child of node 110A. Note that in general, a node may
have any number of children or parents. As another example, a sibling relationship may exist
between two specific nodes. In FIGURE 1, nodes 110B, 110C, and 110D way be siblings as
they share a common parent node 110A. As a third example, a connection may exist between
two specific nodes, In FIGURE 1, a connection exists between nodes 110A and HIOE.

18] In particular embodiments, data may be organized and stored in a hierarchical
graph, such as graph 100. Each node in the graph may represent or contain some specific
data items. The structure of the graph reflects the relationships among the nodes and
consequenily the relationships among the specific data items represented by or contained in
these nodes,

{19] In particular embodiments, data or information associated with a social-
networking system may be stored in any number of hierarchical graphs. There wmay be
various types of data assoclated with the soclal-networking system, and specific data items
may be represented by or contained in specific nodes. For example, some of the nodes may
represent individual users of the social-networking systern.  Two of such nodes may be
connected if the two corresponding users are “friends” in the social-networking system.
Some of the nodes may represent activities {e.g., online or offline} performed by specific
users. A node representing a user and a node representing an activity performed by that user
may be connected. Furthermore, the node representing the user may be counsidered the parent
of the node representing the activity performed by that user, reflecting the relationship
between the user and the activity (Le., the user performs the activity). Some of the nodes
may represent contents {e.g., images, videos, posis, messages, feeds) associated with specific
users. A node and s child nodes may represent a photo album and specific photos belonging
to that photo album, respectively. In this case, a connection may exist between the node
representing the photo album and each node representing an image belonging to that photo
album. Another node and its child nodes may represent a user and photo albums uploaded by
that nser, respectively.

(28]  In particular embodiments, graphs containing data (e.g., data associated with &

social-networking system) may be stored {e.g., in data stores or memory) so that specific data
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items may be retrieved from the graphs whenever desirable, In particular embodiments, an
API may be provided for querying the graphs for the data stored therein and for retrieving
specific data items from the graphs,

121} FIGURE 2 illusirates an example method for retrieving specific data iems
from hierarchical graphs.  Suppose thai, in particular embodiments, data are stored
hierarchical graphs, where each node in a graph contains or represents one or mmore specific
data iterns, A user may use the API to query specific data Hems stored in these hierarchical
graphs,

(221 In particular embodiments, the method illustrated in FIGURE 2 may start at
step 210, where a user may send a query that identifies specific data items to be retrieved
from the hierarchical graphs. For example, the query may be sent from a user device {e.g..
mobile or non-mobile user device) to a compuling system {e.g., server) managing the graphs
over appropriate computer or communication connections (e.g., wireless or wireline
connections). In particular embodiments, an appropriate API call may be invoked by the user
device to send the query 1o the server.

[23]  In particular embodiments, a query may be expressed in a language having a
hierarchical structure. Furthermore, in particalar embodiments, the language roay have a

predefined syniax. The following illustrates an example guery.

name,

0!

my objects.firet {10} {

nodes

mesgage |{text, ranges},

i iz s g n T D 4 1

with {id, name, profile pic_image},

application {id, namea, profile_pic_image},

explicit place fid, name, location {latinuds,
longitude}},

attachments {
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image,

owner,
negsage,
created time,
modified time,
feedback {

like sentence, likers {count}, comments {count}

et

}

In this cmmpif,, “me” s the use}mé&n‘ni‘{ting the query, and “id” is a pnigue identifier
associated with an object (e.g., a user or a data item). This example query requests the first
10 data items of a specific type “my obijects” As this example query illustrates, the
guery has a hierarchical structure, At the top level of the hierarchy is “me”. At the second
fevel nested in “me” are “1d”, *name”, and “my_objects”. At the third level nested in
“my_ objects”is “nodes”. Andsoon.

[24] In particular embodiments, at step 220, data tems specified o the query may
be retrieved from the groups. More specifically, the nodes that represent or contain the
specified data items may be identified from the groups and the dats items way be retrieved
from these nodes., Specific data items may be identified in the query by their unigue
identifiers, their data types, or any other applicable means {e.g., data items that satisty one or
more criterial,

{25}  In particular embodiments, a data item may have a specific data type. For
example, one type of data items may be “user”™; another type of data items may be “message
post”; a third type of data Hems may be “image”; and so on. This disclosure contemplates
any applicable data types. In particular embodiments, new data types may be defined and
added as needed {e.g., by system managers or users or third-party developers),  The
definitions of these data types may form a schema for the AP and the graphs, The definition

of a specific data type may specify how that type of data ioms may be queried and retrieved
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from the graphs, The following illustrates an example definttion of a data type called

M9

nodea”. The definition describes the data type “node” and may be included in the schema.

final class NodeInterface extends InterfaceDefinition $
publiic functlon getTypeName ()} {
return ‘nods’;

protected function fields(FieldDefiner $field def) |
return array !
Fidt o=»> $field def-sstring(),

furlt o= #f*eld deL—\urle,
b

public function getDescription{) |
return 'An obiect which itself can be gueried from the
graph,. ' ;
T
;
protected function fieldbescriptions() {
return array |
tid' => ‘The unigue ID v px 250 rtinq this cbject. Supply
to the "node ()™ root expression to retrieve this cbiect
divectly. ',
‘url' =»> 'The unigue URL representing this object which
can be accessed via a web browser. For example, the url for a
“user” would be his or her profile page.?!,
)i

1

¢

il

Pbrﬁﬁsexmnﬁedamiyp;asdfﬁmdbylm(hhnuwn the vame of the type is "noda”, The
fields of the type include “1d” and “uxl”. In addition, the descriptions of the data type itself
and each of its fields may also be included in the definition {e.g., 85 & part of the AP! code).
261  In particular embodiments, a user may invoke an appropriate AP1 call to query
a specific data type defined in the schema for information concerning that data type. For

example, to guery for “node”, the user may submit a query such as:

type (node) {name, description, fields {name, descripti Lon

The query reguests the name and description of type “node” itself as well as the name aﬁd

description of the flelds of type “node”. This query may result in the following response:

1
LS

" node ],
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T e S
"description®:s "An cobiect which itself can be gueried from
the grapih.®,
PEields": |
{

fnametf. ¥ id!! ,

"degoription®: *The unigue ID representing this
obiject. Supply to the "node(}  root expression to retrieve
this obiject divectly.®

mame® s furl?,

"description”: "The unigue URL representing this
obiect which can be accessed via a web browser. For example,
the url for a “user” would be his or her profile page.”

}

j

FoN

(i.e, “id” and “url™), as defined in the definition of “node” illustrated above.
Furthermore, the response is arranged in a hierarchy structure as well, corresponding to the
higrarchical structure of the query.

1277 As this example (lusirates, in particular embodiments, information describing
a specific data type may be included in the definition of that data type. The description of a
data tvpe may be gueried using the APL eimilar as querying a data item using the APL In
this sense, the API is self-documenting. That is, the documentation of a data type is included
in the schema as part of its definition.

(28] In particular embodiments, there may be privacy proiection associated with
some of all of the data items stored in the hisrarchical graphs. A data item may only be
accessed by a specific list of users and not by other users. For example, when a user posts a
photograph (i.e,, a data tem), the user may specify that the photograph can only be viewed by
his social friends, In this case, other users who are not friends with this user are not
authorized to access this specific photograph.,

1291 In particular embodiments, when retrieving data itemns in response (o a query,
the privacy protection associated with specific data items are taken into consideration. As an

example, suppose that a first user, through a query, reguests 10 ruessages most recently
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posted by a second user {e.g., a friend of the first user), When retrieving these messages for
the first user in response to the guery, each message posied by the second user may be
analyred 1o determine whether the first user is guthorized to access that message, Suppose
that among the 10 messages most recently posted by the second user, 3 of them can only be
viewed by a third user while 7 of them can be viewed by all users including the first user
{e.g., 88 specified by the second user). In this case, only the 7 messages are retrigved in
response 1o the first user’s query. The 3 messages that can only be viewed by the third user
are not retrieved for the first user, since the first user is not authorized to view these specific
messages. Instead, to make up for the 10 messages as requested by the first user’s query, 3
stighily older messages posted by the second user (e.g., identified in reverse cluonslogical
order), which the first user is authorized to view, are retrieved and combined with the 7
messages.  On the other hand, if it i3 the third user who requests the 10 messages most
recently posted by the second user, all 10 pewsst messages may be retrieved in response o
the third user’s guery since the third user is auvthorized to view all of these messages. As this
example ilustrates, because of privacy protection associated with data iterns, when two users
submit the same query, they may receive different resulls in response,

3¢] In particular embodiments, retrieving a large number of data items may be
performed in response to a series of queries, This may be helpful in terwos of improving
performance for certain types of user devices, such as mobile devices. As an example,
suppose that a user wishes to retrieve and view 100 photos most recently posted by all of his
social friends. Instead of submitting a single guery for 100 photos, the user may submil a
series of 10 queries, where each guery requests 10 photos at a time. This way, the user may
begin viewing some photos while other photos are being retrieved and senf 1o the user’s
device. In addition, the user may view some photos at one thine and other photos al another
time {e.g., as opposed to viewing all 100 photos together},

{31}  In particular embodiments, gueries submitted by a user and their responses
may be recorded. In the above cxample, when the user submits the first query for the 10
photo most recently posted by his friends, 10 most recent photos accessible to the users may
be retrieved from the graphs and sent {0 the user. In addition, the 10 photos or the last one of
the 10 photos sent to the user may be recorded. Then, when the user submite the sseond

guery for another 10 photos, the second 10 most recent photos, stasting from after the
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previous 10 photos in veverse chronoelogical order, accessible to the asers may be retrieved
from the graphs and sent to the user. Again, the last one of the 10 photos now sent to the user
may be recorded, When the user submits the third query for yet another 10 photos, the third
10 most recent photos, stariing from after the previous 10 photos in reverse chronological
order, accessible to the users ray be retrieved from the graphs and sent to the user. And 50
on. This way, the data retrieval process antomatically hendles pagination for the user,

(331 At siep 230, the retrieved data items may be organized according to a
hierarchical format and sent to the user submitting the guery. Sometimes, the nodes
representing or containing the requested data items may belong o different graphs. o this
case, the data ilems may be retrieved from appropriate nodes in appropriate graphs and
arranged in a single hierarchical structure.

33}  In particnlar embodiments, the hierarchical structure of the ouiputied daty
items may correspond to the hierarchical structure of the query. As tllusirated in the above
example where a query requests the name and description of type “node” itself followed by
the name and description of the fields of type “node”, the outputied data items are arvanged
in g hierarchical structure, At one level is the type “node”™. At the next level nested within
“node” are the name, description, and ficlds of the type “node”. At the further next level
nested within “fields™ are the name and description of each of the fields in type “node”.
The arrangement of the outputted data items corresponds to the arvangement of the query.

34]  In pariicular embodiments, the definitions of individual data types may form
one or more schemas., These definttions may be included in the API so that data items may
be queried and retrieved based on their definitions. Often, there may be different versions of
the APL For example, from time to thme, the API may be updated frow an older version to a
newer version, Different versions of the AP may be implemented for different platforms
{e.g., mobile vs. non-mobile, different operating systems) so that each version includes code
especially suitable to g corresponding platform,

i35] In particular embodiments, the schemas roay be used to test and validate a
particular version of the APL FIGURE 3 iHustrates an example method for validating a
version of the API using schemas. Suppose that there is a firet version of the API that is
known to function correctly. One or more schemas may be associated with the first version

of the API, and these schemas may include the definitions of all the data types available {e.z.,
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the data types 1o which the data items stored in the hierarchical graphs belong). Further
suppose that a second versien of the AP{ becomes avatlable.

136] At step 310, the schemas associated with the first version of the APl may be
recorded. Then, the second version of the APl may be used to refrieve data tiems from the
groups {e.g., for testing and validation). In particular embodiments, at step 320, the schemas
associgted with the second version of the AP may be compared agaimsi the schemas
associated with the first version to ensure that, for example, all the definitions of data types in
the schemas associated with the first version are also found in the schemas associaied with
the second version {i.¢., no data type is missing from the second version), or the definition of
a specific data type found in the schemas associated with the second version is the same as
that found in the schemas associated with the first version, or using the second version of the
APT 1o retrieve data items in response to a specific query produces the same result as using
the first version (i.c., using a query expressed according to the schemas associated with the
first version and a query expressed according to the schemas associated with the second
version for the same data itoms produce the same result),

{371 If the second version of the API functions correctly based on the schemas,
then the second version may be released. Otherwise, the errors in the second version {e.g.,
missing data type definitions or incorrect data type definitions) need to be corrected first
before it can be released.

{38]  As described carlier, data item stored in the hierarchical graphs may have
various data types. Ordinartly, an application {or a programmer writing the application’s
codes) may need definition of a particular data type prior to guerying and retrieving from a
database {e.g., a hievarchical graph) data Hems of the particular type {or validating a retrieved
data Hem’'s data type). Particular embodiments may reiricve data Herns from hierarchical
graphs based on inirospection queries. Particudar embodiments may submit an introspection
query to the API of the graphs to retricve a data structure of a specific data type. Particular
embodiments may then submit to the AP a data query for data items of the specific data type
based on the data structure retrieved by the introspection guery. Particular embodiments may
also validate a response to the data query by comparing the response’s data structure o the
retrieved data structure.

138] FIGURE 4 illustrates an example method for retrieving data items from



WO 2014/036053 PCT/US2013/056939
12

hierarchical graphs based on Introspection gueries. In particular embodiments, the method
illustrated in FIGURE 4 may start at step 4190, where an application may send a {irst query
{an introspection query) that requests a data structure of a specific data type. In particular
embodiments, at siep 420, the application may retrieve the data structure of the specific data
type from the graphs. For example, the introspection query may be sent by an application
hosted by a user’s clent device to one or more compuiing systems {e.g., servers) managing
the graphs over approprigte computer or communication connections {e.g., wireless or
wireline conpections), In particular embodiments, an appropriate APT call may be invoked
by the application o send the introspection query to the server and retrieve the results from
the server. In particular embodiments, a query reguesting a data structure of a specific data
type may be expressed in a langwage having a hierarchical stracture. Furthermore, in
particular embodiments, the language may bave a predefined syntax,  The following

tilustrates an example introspection guery:

type (my cbijects) {name, type{fields{name, fields}}}

The query requests (as indicated by the prefix “type”) the name and fields of a data type
“my obiects”. The query also requests the names and fields of one or more child data
{i.c., response to the inbrospection guery) may be expressed in JavaScript Object Notation

(JRON) format. For example, the query may result in the following response:

e
“my objects’: |
nane”’ : “my objecte”,
“fields”.: |
{
“name” . *id”,
“name” : “comment count”,
ractors®: |
“pama’ s ‘actors”?,
“Eiaelde: |
{

“pame’ s tide,
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‘name” ;. “friends”

The re
its fields {ie., “1id”, “compent _count”, and “actore”). The response also includes the

3%

names of each of the fields of the fleld “actors™ (e, “1id" and “Friends”). Thai is, the

data type “my objecte” has a hierarchical data structure comprising “name”, “1d”,
“comment count”, and “actors” at the top level, while “id” and “friends” are
nested in “actors” at the seeond level.

(48]  In particular embodiments, at step 430, the application may generate a second
guery {a data query} that requesis one or more specifie data items having the specific dala
type. In particular embodiments, the data query may be expressed in g format corresponding
{0 the retrieved data structure of the specified data type. The following illustrates an exampie

data guery:

me{} |

id,

—~

3

——
e,

my chiects. first
id,
comment count,

actors{id, friends}

[e——

}

with a nnique identifier “2d7, The guery above requesis the first 3 data items of the specific
data type “my_obiects” The query is cxpressed in a hicrarchical format corresponding o

the retrieved dats structure of the specified data type “my ckbiects™ the guery regquesis
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results in “id”, “comment count”, and “actors” at the top level, and results in “1&”
and “friends” nested in “actors” at the second level.
411  In some embodiments, the application may generate a second guery (a dais

query} with some but not all the fields in the retrigved data structure of the specified data type

w4,

my obiects”. The following iHustrates another example data query:

my obiects.first (3} {
14,

actorsiid, friends}

)

“friends” nested in “actors” al the sccond level, The field “comment _count” at the
top level of the retrieved data structure of the specified data type “my_objectsa” is omitted
in the guery. In particular embodiments, at step 440, the application may retrieve the specific

data items from the graph. The retrieved data items may be expressed in JSON format. For

v

\\idr!: \\0123# .
Yactora”
i
!
“id7 s C0123457,

Sfriends”: “John, Mary, Bob”

“ld": “2345!.’,
factors”:

i
A
L
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wLAT C2B40697,

*profile pic img”: “hitps://www.example.com/2876. ipg”

\\.idn: \\6':}89H’
A\Y = o=
actorsg®
Xy A W
Ko S 5028397,

*friends?: “8usan, Charlie, Liza, Xatle, Brandon”

J

The response mcludes 3 results with “id” being “012337, "23245%7, aﬁgmﬁggggﬁw
respectively,

421  As the data query completely describes the data structure of a response,
particular embodiments may validate a response against the data guery’s data structure
{which is based on the retrieved data structure of the specific data type).  In particular
embodiments, the application may validate the retrieved data items based on the retrieved
data structure of the specific data type. The application may compare the retrieved data items
against the retrieved data structure of the specific data type by inspecting the retrieved data
itermns with a recursive parsing algorithm. For example, the application may determine that
the results above with *3@” of “0123” and “6 7897 have a data structure consistent with the
vetrieved data struciure: “1d” and “actors” being at the top level, while *“1d” and
“friends” being nested in “actors” at the second level. The application may determine
that the result above with “1d” of “2345” does pot have a data structure consistent with the
retrieved data structure.  The result with 1@ of “23457 has “14” and "actore” at the top
level of is data structure, however, i has “1d” and “profile pic img” nesied n
“actora” at the second level of #s data structure. Since the result with “id” of 22457
may be an erroneous result as having an unexpected data structure, the application may

discard the result with “id” of*23457. The application may also submil another data query
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to the AP to retrieve from the graphs one or more data items of the specific data type.

{431 Particular embodiments may repeat the steps of the methed of FIGURE 4,
where appropriate.  Moreover, although this disclosure describes and ilustrates particular
steps of the method of FIGURE 4 as occurring in a particular order, this disclosure
conteniplates any suitable steps of the method of FIGURE 4 oceurring in any suitable order,
Furthermore, although this disclosure describes and illustrates particular components,
devices, or systems carrying out particular steps of the method of FIGURE 4, this disclosure
conternplates any suitable combination of any suitable components, devices, or systems
carrving out any suitable steps of the method of FIGURE 4.

441 Particular embodiments may be implemented on one or more computer
systems. FIGURE S illustrates an example computer system 300, In particular embodiments,
one or more compuier systems 300 perform one or more steps of one or more methods
described or illustrated herein. In particular embodirnents, one or more computer sysiems
500 provide functionality described or ilhustrated herein. In particular embodirnents, software
ranning on one or more compuler systems 500 performs one or more steps of one or more
methods described or illustrated herein or provides functionality described or ilustrated
herein,  Particular embodiments include one or more portions of one or more computer
systems 300,

14581  This disclosure contemplates any suitable number of computer systems 300,
This disclosure contemplates computer system 500 taking any suitable physical form. As
example and not by way of limitation, computer systern 500 may be an embedded computer
system, a system-on-chip (SOC), a single-board computer system (SBC) (such as, for
example, a computer-on-module (COMY or systen-on-module (SOM}}, a deskiop computer
systen, a laptop or notebook computer systen, an interactive kiosk, a mainframe, a mesh of
computer systems, a mobile telephone, 8 personal digital assistant (PIDDA}, a server, or a
combination of two or more of these. Where appropriate, computer system 500 may include
one or more computer systems 500; be anitary or distributed; span multiple locations; span
multiple machines; or reside in a cloud, which may include one or more cloud components in
one or more networks. Where appropriate, one or more computer systemns 500 may perform
without substantial spatial or temporal limitation one or more steps of one or more methods

described or ilustrated herein, As an example and not by way of limitation, one or more
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computer systems 500 may perform in real time or in batch mode one or morve steps of one or
more methods described or iHusirated herein, One or more compuier systems 330 may
perform at different times or at different locations one or more steps of one or more methods
described or illustrated herein, where appropriate.

{46] In particular embodiments, computer system 300 includes a processor 502,
memory S04, storage 506, an input/output (/0 interface 508, a communication interface
510, and a bus 512, Although this disclosure describes and {llusirates a particular computer
systern having a particular mumber of particular components in a particular arrangement, this
disclosure contemplates any suitable computer system having any suitable number of any
suttable components in any suitable arrangement.

1477 In particular embodiments, processor 502 includes hardware for execuling
instructions, such as those making up a computer program. As an example and oot by way of
fimitation, to execute instructions, processor 502 may reirieve {or fetch) the instructions from
an internal register, an intermal cache, memory 304, or storage 506; decode and execute them;
and then write one or more resulls to an internal register, an internal cache, memory 504, or
storage 506, In particular embodiments, processor 502 may include one or more infernal
caches for data, instructions, or addresses. This disclosure contemplates processor 502
including anv suitable number of any suitable internal caches, where appropriate. As an
example and not by way of limitation, processor 502 may include one or more instruction
caches, one or more data caches, and one or more iranslation lockaside buffers (TLBs).
Instructions in the Instruction caches may be copies of instructions in memory 304 or storage
306, and the instruction caches may speed up retrieval of those instructions by processor 502.
Drata in the data caches may be copies of data in memory 504 or storage 506 for instructions
exeouting at processor 502 to operate on; the results of previous instructions executed at
processor $02 for access by subsequent instructions executing at processor 302 or for writing
to memory S04 or storage 506; or other suitable data. The data caches may speed up read or
write operations by processor 502, The TLBs may speed up virtual-address translation for
processor 502, In particular ernbodiments, processor 502 may include one or more internal
repisters for data, instructions, or addresses. This disclosure contemplates processor 502
including any suitable number of any suitable internal registers, where appropriate. Where

appropriate, processor S02 may include one or more arithmetic logic units (ALUs); be a
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multi-core processor; or include one or more processors 502, Although this disclosure
describes and illustrates a particular procescor, this disclosure contemplates any suitable
PHOCESSOT.

148]  in particular embodiments, memory 504 includes main memory for storing
instructions for processor 502 to execute or data for processor 502 to operaie on, As an
example and not by way of limitation, computer sysiermn 500 mway load instructions from
storage 506 or another source {(such as, for example, another computer system 500} lo
memory 504, Processor 502 may then load the instructions from memory 304 to an infernal
register or internal cache. To execute the insiructions, processor 502 may retrieve the
instructions from the internal register or internal cache and decode them. During or after
exccution of the instructions, processor 302 may write one or more results (which may be
intermediate or final resulis) to the internal register or internal cache. Processor 502 may
then write one or more of those results to memory 504, In particular embodiments, processor
547 executes only instructions in one or more internal registers or internal caches or
memory 504 {as opposed to storage 506 or elsewherc) and operates only on data in one or
more interal registers or internal caches or in memory 504 (as opposed to storage 506 or
elsewhere). One or more memory buses (which may each include an address bus and a data
bus) may couple processor 302 to memory 304. Bus 512 may include one or more memory
buses, as described below. In particular embodiments, one or more memory management
untis (MMUs) reside between processor 302 and memeory 304 and facilitate accesses to
memory 504 requested by processor 502. In particular embodiments, memory 504 inchudes
random access memory (RAM)., This RAM may be velatile memory, where appropriate.
Where appropriate, this RAM may be dynamic RAM (DRAM) or static RAM (SRAM).
Moreover, where appropriate, this RAM may be single-poried or multi-ported RAM. This
disclosure contemplates any suitable RAM, Memory 504 may include one or more memeories
504, where appropriate. Although this disclosure describes and iHusirates particular memory,
this disclosure contemplates any snitable memory.

491 In particular embodiments, storage 306 includes mass storage for data or
instructions. As an example and not by way of limitation, storage 506 may include an HDD,
a floppy disk drive, flash roemory, an optical disc, a magneto-optical disc, magnetic tape, or a

Universal Serial Bus (USB) drive or a combination of two or more of these, Slorage 306 may
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include removable or non-removable (or fixed) media, where appropriate. Storage 506 may
be internal or external to computer sysiemn 500, where appropriate.  In particular
embodiments, storage 306 is non-volatile, solid-state memory. In particular embodiments,
storage 506 includes read-only memory (ROM), Where appropriate, this ROM may be
mask-programmed  ROM, programmable ROM (PROM), erasable PROM (EPROM),
glectrically erasable PROM (EEPROM), clectrically alterable ROM (EAROM), or flash
memory or a combination of twe or more of these. This disclosure contemplates mass
storage 506 {aking any suitable physical form. Storage 506 may include one or more storage
conirol units facilitating communication between processor 302 and storage 5306, where
appropriate.  Where appropriate, storage 506 may include one or more storages 506
Although this disclosure describes and iflustrates particular storage, this disclosure
contemplates any suitable storage.

1361  In particular emubodiments, VO interface 508 includes hardware, software, or
both providing one or more interfaces for communication between computer sysiem 300 and
one or more VO devices, Computer systemy 300 may include one or more of these VO
devices, where appropriate. One or more of these VO devices may enable communication
between a person and computer system 500, As an example and not by way of limitation, an
/0y device may inchude a kevbeard, keypad, microphone, monitor, raouse, prinfer, scapner,
speaker, still camera, stylus, tablet, touch screen, trackball, video camera, another suitable VO
device or a combination of two or more of these, An VO device may wnelude one or more
sensors. This disclosure contemplates any sufiable YO devices and any suitable VO
imterfaces SO¥ for them. Where appropriate, VO interface 508 may include one or more
device or software drivers enabling processor 502 to drive one or more of these /0 devices.
VO interface 508 may include one or more VO interfaces 508, where appropriate.  Although
this disclosure describes and illustrates a particular FO interface, this disclosure contemplates
any suitable IO interface.

511 In particular embodiments, communication interface 510 includes hardware,
software, or both providing one or more interfaces for communication (such ag, for example,
packet-based communication) between coraputer systewm 500 and one or more other computer
systerns 500 or one or more networks, As an example and not by way of limitation,

comnmunication interface 510 may include a network interface controller (NIC) or network



WO 2014/036053 PCT/US2013/056939
20

adapter for communicating with an Ethernet or other wire-based network or a wireless NiC
{WNIC) or wireless adapter for communicating with a wireless network, such as a Wi
network, This disclosure contemplates any suitable network and any suitable communication
interface S10 for it. As an example and not by way of Hmitation, computer systermn 300 may
communicate with an ad hoe network, a personal area network (PAN), & local area network
(LAMN), a wide area network (WAN), a metropolitan area network (MAN), or one or more
portions of the Internet or a combination of twe or more of these. One or more portions of
one or more of these networks may be wired or wireless. Ag an example, compuier system
500 may communicate with a wireless PAN (WPAN) (such as, for example, a BLUETOOTH
WPANY, & WI-FI network, a WI-MAX network, a cellular telephone network (such as, for
example, a Global System for Mobile Communications (GSM) network), or other sultable
wireless network or a combination of {wo or more of these. Computer system 300 may
include any sulisble communication interface 510 for any of these networks, where
appropriate.  Comnmunication interface 510 may include one or more conununication
interfaces 510, where appropriate,  Although this disclosure deseribes and illustrates a
particular communication interface, this disclosure contemplates any suitable communication
interface,

1521 In particular embodiments, bus 512 includes hardware, software, or both
coupling compenents of computer system 500 to cach other. As an example and not by way
of Hmitation, bus 512 may include an Accelerated Graphics Port (AGP) or other graphics bus,
an Fnhanced Industry Standard Architecture (EISA)Y bus, a front-side bus (F5B), a
HYPERTRANSPORT (HT) interconnect, an Industry Standard Architecture (ISA} bus, an
INFINIBAND interconnect, g low-pin-count (LPC) bus, a memory bus, a Micro Channel
Architecture (MCA) bus, a Peripheral Component Interconnect (PO bus, a PClL-Express
(PCle) bus, a serial advanced technology atiachment (SATA) bus, a Video Electronics
Standards Association local (VLB) bus, or another suitable bus or a combination of two or
more of these. Bus 512 may include one or more buses 512, where appropriate,  Although
this disclosure describes and iilustrates a particular bus, this disclosure contemplates any
suitable bus or intercormect,

[53] Herein, reference to a computer-readable non-transitory storage medium may

include a semiconductor-based or other integrated circuit (JC) (such, as for example, a ficld-
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programmable gate arvay (FPGA)Y or an application-specific 1€ (ASICY), a hard disk dnive
(“HIMY™), a hybrid hard drive (HHD), an optical disc, an optical disc drive (ODD), &
magneto-optical dise, a magneto-opiical drive, a floppy disk, a floppy disk drive (FEL,
magnetic tape, a holographic storage mediom, a solid-state drive (88D, a RAM-drive, a
SECURE DIGITAL card, g SECURFE DIGITAL drive, or ancther suitable computer-readabile
non-transitory Storage medhum or a suitable combination of these, where appropriate, This
disclosure coptemplates one or more computer-readable siorage media implementing any
suitable storage. In particular embodiments, a computer-readable storage medium
implements one or more portions of processor 502 (such as, for example, one or more
internal repisters or caches), one or more portions of memory 504, one or more portions of
storage 506, or a combination of these, where approprigte. In particular embodiments, a
computer-readable storage mediom implements BAM or ROM. In particular embodiments, a
computer-readable storage medium implements volatile or persistent memory.  In particular
erobodiments, one or more computer-readable storage mwedia embody software.  Herein,
reference 1o software may encompass one or more applications, bytecade, one or mors
computer programs, one or more execntables, one or more Instroctions, logic, machine code,
one of more scripts, or source code, and vice versa, where appropnate.  In partcular
embodiments, sofiware inchudes one or more application programming interfaces {APIs).
This disclosure comtemplates any suitable sofiware written or otherwise expressed in any
suitable programming language or combination of programming languages. In particular
embodiments, software is expressed as source code or object code.  In particular
enhodiments, software is expressed in a higher-level programming language, such as, for
example, C, Perl, or a suitable extension thereof. In particular embodiments, software is
expressed in a lower-level programming language, such as assembly language {or machine
codey. o particnlar embodiments, software is expressed in JAVA, €, or O+t In particular
embodiments, software is expressed in Hyper Text Markup Language (HTML), Extensible
Markup Language (XML), or other suitable markup language.

(54} Herein, a computer-readable non-transitory storasge medium or media may
inchide one or more semiconductor-based or other integrated circuits {ICs) {such, as for
example, field-programmable gate arrays (FPOAS) or application-specific s (ASICs)), hard

disk drives (HIDDs), hybrid hard drives (H{HES), optical discs, optical dise drives (ODDs),
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magneto-optical dises, magneto-optical drives, floppy diskettes, floppy disk drives (FDs),
magnetic tapes, solid-state drives (88Dg), RAM-drives, SECURE DIGITAL cards or drives,
any other sultable computer-readable non-ransitory storage media, or any sultsble
combination of two or more of these, where appropriate. A computer-readable non-transitory
siorage medium may be volatile, non-volatile, or a combination of volatile and non-velatile,
where appropriate.

1581  Herein, “or” is inclusive and not exclusive, unless expressly indicated
otherwise or indicated otherwise by context. Therefore, herein, “A or B” means “A, B, or
both,” unless expressly indicated otherwise or indicated otherwise by context. Moreover,
“and” is both joint and several, unless expressly indicated otherwise or indicated otherwise by
comtext,  Thersfore, herein, “A and B” means “A and B, jointly or severally,” undess
expressly indicated otherwise or indicated otherwise by context.

1361  This disclosure encompasses all changes, substitutions, variations, alterations,
and modifications 1o the example embodimenis herein that a person having ordinary skill in
the art would comprehend, Moreover, although this disclosure describes and illustraies
respective embodiments herein as including particnlar components, elersents, functions,
operations, or steps, any of these embodiments may include any combination or permutation
of any of the components, elements, functions, operations, or stops desoribed or illustrated
anywhere herein that a person having ordinary skill in the art would comprehend.
Furthermore, reference in the appended claims to an apparatus or system or a component of
an apparatus or system being adamed to, arranged io, capable of, configured 1o, enabled to,
operable to, or operative lo perform a particular function encompasses that apparatus, system,
component, whether or not it or that particular function is activated, turned on, or unlocked,
as long as that apparatus, system, or component is so adapted, arranged, capable, configured,

enabled, operable, or operative.
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WHAT IS CLAIMED IS;

1. A computer-implemented method comprising:

accessing one or more graphs stored in one or more data stores, each graph
comprising one of more nodes arranged in 8 hierarchical format, cach node representing one
or more data items, each data item having a particular one of a phwality of data types;

generating a first query requesting a data structures of a specific data type;

retrieving the data structure of the specific data type from the graphs;

generating a second query requesting one or more specific data items having the
specific data type, the second query being ecxpressed in a format corresponding to the
retrieved data structure of the specific data type; and

retrieving the specific data items from the graphs.

2. The computer-mmplemented method of Claim 1, wherein retrieving the specific
data items from the graphs further comprises:
validating the retrieved data items based on the retrieved data structure of the specific

data type.

3, The computer-implemented method of Claim L, wherein a data type comprises

a hierarchical data structure.

4, The compuier-implemented method of Claim 1, wherein the retrieved data

itemns are expressed in a JavaScript Object Notation (JBON} format.

5. One or more computer-readable non-transilory storage media embodying
software that is operable when executed to

access one or more graphs stored in one or more data stores, cach graph comprising
one or more nodes arranged in a hierarchical format, each node representing one or more dala
items, each daia item having a particular one of a phurality of data types;

generate a first query requesting a data structures of a specific data type; -

retrieve the data structure of the specific data type from the graphs;

generate a second query requesting one or more specific data items having the
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specific data type, the second query being expressed in a format corresponding to the
retrieved data structure of the epecific data type; and

retrieve the specific data items from the graphs.

&, The media of Claim 3, wherein retrigve the specific data items from the graphs
further comprises:

vatidate the retrieved data items based on the retrieved daia structure of the specific

data type.

7. The media of Claim §, wherein a data type comprises g hierarchical data
structure,

X, The media of Claim §, wherein the retrieved data tiems are expressed in 2

FavaScript Object Notation (JSON) format.

9. A system comprising:

ONe OF MOTE Processors; and

a memory coupled to the processors comprising instructions executable by the
processors, the processors operable when executing the instructions to;

access one or more graphs siored in one or more data stores, each graph comprising
one or more nodes arranged in a hierarchical format, each node representing one or rore data
items, each data item having a particular one of a phuralily of daia types;

generate a first guery requesting a data structurss ot a specific data type;

retrieve the data structure of the specific data type from the graphs;

generaie & second query requesting one or more specific data items having the
specific deta type, the second guery being expressed in a format comesponding to the
retrieved data structure of the specific data type: and

retrieve the specific data ttems from the graphs,

16, The system of Claim 9, whereln retrieve ithe specific data items from the

graphs further comprises:
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validate the reirieved data items based on the retrieved data structure of the specific

data type,

11, The system of Claim 9, wherein a date type coruprises g bierarchical data

siructure,

12, The system of Claim @, whereln the reirieved data items are expressed in a

JavaScript Object Notation (JSON} format.
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